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SUMMARY With the growth of internet of things (IoT) devices, cyber-
attacks, such as distributed denial of service, that exploit vulnerable devices
infected with malware have increased. Therefore, vendors and users must
keep their device firmware updated to eliminate vulnerabilities and quickly
handle unknown cyberattacks. However, it is difficult for both vendors and
users to continually keep the devices safe because vendors must provide
updates quickly and the users must continuously manage the conditions of
all deployed devices. Therefore, to ensure security, it is necessary for a
system to adapt autonomously to changes in cyberattacks. In addition, it is
important to consider network-side security that detects and filters anoma-
lous traffic at the gateway to comprehensively protect those devices. This
paper proposes a self-adaptive anomaly detection system for IoT traffic,
including unknown attacks. The proposed system comprises a honeypot
server and a gateway. The honeypot server continuously captures traffic
and adaptively generates an anomaly detection model using real-time cap-
tured traffic. Thereafter, the gateway uses the generated model to detect
anomalous traffic. Thus, the proposed system can adapt to unknown attacks
to reflect pattern changes in anomalous traffic based on real-time captured
traffic. Three experiments were conducted to evaluate the proposed sys-
tem: a virtual experiment using pre-captured traffic from various regions
across the world, a demonstration experiment using real-time captured traf-
fic, and a virtual experiment using a public dataset containing the traffic
generated by malware. The results of all experiments showed that the de-
tection model with the dynamic update method achieved higher accuracy
for traffic anomaly detection than the pre-generated detection model. The
experimental results indicate that a system adaptable in real time to evolving
cyberattacks is a novel approach for ensuring the comprehensive security
of IoT devices against both known and unknown attacks.
key words: internet of things, machine learning, honeypot, traffic anomaly
detection

1. Introduction

The advent of the internet of things (IoT) era [1] has led to
an increased use of various sensors and devices directly con-
nected to the internet, which strive to improve our daily lives.
A smart home is a common example of an IoT-based system
involving home automation, which includes remote moni-
toring and control of various smart home appliances that are
IoT devices [2]. Owing to their widespread use, the number
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of global active endpoints of IoT devices was reported to be
12.2 billion in 2021 [3]. This number is expected to reach
approximately 27 billion by 2025, indicating that the number
of IoT devices will continue increasing.

With this growth of IoT devices, cyberattacks, such
as distributed denial of service (DDoS) attacks, that ex-
ploit various vulnerable devices have also increased [4]. In
2016, a botnet comprising IoT devices infected with the Mi-
rai malware performed a targeted DDoS attack on a security
blog [5,6]. In 2021, a botnet comprising IoT devices infected
with Meris attacked the KrebsOnSecurity website [7].

IoT devices infected with Mirai operate under default
settings, including factory accounts, which allows the at-
tacker to gain access through a brute-force attack. Con-
versely, most devices infected with Meris were not updated
with the latest firmware and remained vulnerable [7]. Thus,
attackers continue to discover vulnerable devices and develop
new variants of malware. Therefore, unknown cyberattacks
are anticipated in the future.

To address such security issues, both the vendors and the
users of IoT devices must maintain device security through
continuous updates [8–10]. Vendors must continually track
vulnerabilities and quickly update the device firmware to en-
sure security, and users must also manage and maintain the
safety of their devices [11]. However, it is still unrealistic to
expect vendors to constantly provide up-to-date firmware for
all IoT devices, including inexpensive ones [12]. Addition-
ally, it is challenging for all users to maintain the safety of
their devices as it might involve performing manual updates
or applying appropriate settings. Furthermore, IoT devices
are designed to perform specific tasks with limited memory
and computational resources for executing them. Therefore,
installing additional security modules, such as anti-malware
software, within them is unrealistic. Owing to these limita-
tions, it is important to consider not only device safety but
also an anomaly detection system that can adapt to unknown
attacks from the network side.

This paper proposes a self-adaptive anomaly detection
system for IoT traffic. The proposed system adapts to un-
known attacks by updating anomaly detection models using
real-time captured traffic. In addition, we developed the
whole system as software modules working on Linux-based
computers. The proposed system comprises a honeypot
server and a gateway. The honeypot server captures traffic in
real time, including cyberattacks and generates an anomaly
detection model periodically from the captured traffic using
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machine learning. The anomaly detection model classifies
the traffic as malicious or benign based on the features of
the input traffic. The gateway monitors traffic and detects
anomalies using the latest detection model.

The contributions of this study are as follows:

• The proposed system adapts to changes in cyberattacks
by applying a detection model using traffic captured in
real time. Thus, this system has the potential to address
unknown cyberattacks whose attack methods have not
been elucidated.

• We developed an easy-to-use traffic anomaly detection
system as software modules working on Linux-based
computers. This system comprises three software mod-
ules: traffic capturing module, model update module,
and anomaly detection module implemented in a gate-
way and a honeypot server.

• The proposed system is flexible because the operator
can select their preferred honeypot and machine learn-
ing algorithm.

• We evaluated the proposed system using pre-captured
traffic in worldwide, real-time traffic in a real smart
home environment, and a public dataset. We con-
firmed that dynamically updated detection models can
detect anomalous traffic with higher accuracy than pre-
generated detection models.

The remainder of this paper is organized as follows:
Section 2 presents related work on IoT device security. Sec-
tion 3 introduces the proposed self-adaptive anomaly de-
tection system for IoT traffic. Section 4 elucidates the ex-
periments performed for evaluating the proposed system.
Section 5 presents the experimental results of the proposed
system for real smart-home traffic. Section 6 concludes the
paper and provides insights for future work.

2. Related Work

Recently, many studies have focused on threat detection to
protect IoT devices [13–26]. We categorized them into four
types: general anomaly detection [13–18], general intru-
sion and attack detection without considering a specific at-
tack [19–21], DDoS attack detection [22–24], and early-stage
scanning activity detection [25, 26].
General anomaly detection. Many anomaly detection
methods in IoT environments using statistical and machine
learning methods were proposed [13]. Generally, dimen-
sionality reduction-based methods were proposed to detect
abnormal behavior within multivariate time-series data by
comparing with the normal behavior [14, 15]. In contrast,
a method using a dataset containing anomalous data was
proposed to detect anomalies by learning abnormal behav-
iors [16]. In either case, these methods need to define normal
or abnormal behaviors to establish a baseline for detecting
anomalies. However, methods based on abnormal device
behaviors are difficult to detect unknown attacks because
these attacks are not included in the learned model. On
the other hand, methods that define normal device behav-

iors are expected to detect unknown attacks because they
identify deviations from the established baseline of normal-
ity as anomalies. However, the normal behavior of some
devices, such as smart speakers, are difficult to define in
smart home environments because these devices generate
user-dependent irregular traffic [17]. Therefore, anomaly
detection methods increase false positives as the device be-
havior diversifies [18].
General intrusion and attack detection. In [19], the au-
thors proposed an intrusion detection system that uses ma-
chine learning to detect various cyberattacks within IoT
traffic. They evaluated the system on the UNSW-NB15
dataset [20], which contains pre-captured traffic, including
normal and abnormal traffic, as the training data. In [21],
the authors proposed an attack detection method using bit
pattern matching of packet payloads, which can be executed
on IoT devices owing to its lightweight algorithm. They fo-
cused on detecting known attacks, and their method requires
pre-generating matching patterns from pre-captured traffic
information. Therefore, this method might not be suitable
for handling future unknown attacks.
DDoS detection. In [22], the authors created a dataset com-
prising the traffic generated by IoT devices in an urban en-
vironment and traffic-emulated DDoS attacks. They used
the created dataset and deep-learning algorithms to detect
DDoS attacks. In [23], the authors proposed a method to de-
tect DDoS attacks on the gateway through machine learning
by using the traffic of actual attacks performed by Mirai-
infected IoT devices. They used the source code of Mirai,
which is publicly available on the internet, to attack the ex-
perimental servers and capture traffic. In [24], the authors
proposed an entropy-based method to detect DDoS attacks
performed by malware-infected IoT devices on a gateway.
This method calculates the entropy of each device and de-
termines whether a device behaves as a DDoS attacker by
checking if the entropy exceeds a threshold value. These
studies mainly focused on detecting DDoS attacks. There-
fore, they cannot detect traffic anomalies other than DDoS
attacks.
Scanning activity detection. In [25], the authors proposed
a method to detect scanning activities of malware-infected
IoT devices, which are the early stages of attacks, by using
machine learning with few features. The authors of [26] pro-
posed a method for detecting scanning activities of malware-
infected IoT devices using unsupervised machine learning.
These studies focused on scanning activities and did not con-
sider other abnormal activities. Additionally, these methods
cannot adapt to some activities in the local environment be-
cause the quality of the learned model depends on local
activity.

In summary, previous studies mainly focused on spe-
cific attacks or improving attack detection accuracy using
pre-captured traffic. In other words, they did not focus on
the response to temporal changes in device behavior and
cyberattacks. However, IoT environments, such as smart
homes, require continuous and self-adaptive device protec-
tion to mitigate unknown attacks, as explained in Sec. 1.
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Fig. 1 Overview of the proposed system. The proposed system is composed of the gateway, honeypot server, and IoT devices.
The gateway observes the traffic and detects traffic anomalies using a machine learning model. The honeypot server trains the
machine learning model using the captured traffic passed through the gateway and provides it to the gateway.

3. Self-adaptive Traffic Anomaly Detection System for
IoT Smart Home Environments

This paper proposes a self-adaptive anomaly detection sys-
tem for IoT traffic in smart home environments. The pro-
posed system adopts a honeypot server and machine learn-
ing to collect real-time traffic information and autonomously
adapt to and detect unknown cyberattacks based on the col-
lected information.

Fig. 1 shows an overview of the proposed system com-
prising two nodes: a gateway that detects attacks using an
anomaly detection model in addition to operating as a general
commercial router, and a honeypot server that continuously
captures real-time traffic, including attacks, and generates
an anomaly detection model using the captured traffic. The
anomaly detection model is a binary classification model that
classifies malicious or benign hosts based on the input traffic
features.

Additionally, the proposed system comprises three soft-
ware modules developed in Python that work on Linux-based
computers: (1) traffic capturing module, (2) model update
module, and (3) anomaly detection module. The traffic cap-
turing and model update modules run on the honeypot server,
whereas the anomaly detection module runs on the gateway,
as illustrated in Fig. 1.

The proposed system operates as follows: First, the
traffic capturing module continuously captures all incoming
and outgoing traffic in real-time, including attacks, using a
honeypot exposed to the internet. It should be noted that
the gateway permits direct access to the honeypot from the
internet, and vice versa, and mirrors the traffic generated by
the local IoT devices to the honeypot server.

Second, the model update module dynamically executes
the training phase using stored traffic to generate the latest
detection model. Thereafter, either of the two model update

methods is employed, static creation method (SCM) or dy-
namic update method (DUM), as explained in Sec. 3.2. If
the operator selects DUM, the update process is executed
periodically using the latest real-time captured traffic to mit-
igate unknown attacks. During the model update process,
the model update module extracts features from the stored
traffic and executes a machine learning algorithm to train
a detection model. The detailed algorithm adopted in this
study is described in 3.3.

After generating the detection model, the honeypot
server sends it to the gateway. When the anomaly detec-
tion module on the gateway receives the latest model from
the honeypot server, the gateway replaces the existing model
with the received model. Thereafter, it uses the latest model
to detect anomalies in the passing traffic.

The proposed system periodically repeats these pro-
cesses to autonomously adapt to unknown attacks by updat-
ing the anomaly detection model based on the latest real-time
traffic. In most cases, abnormal traffic can be collected irreg-
ularly because malicious traffic such as cyberattacks occurs
infrequently. An imbalance between normal and abnormal
traffic causes performance degradation as a common prob-
lem in machine learning [27, 28]. In contrast, the proposed
system can continuously collect the latest cyberattack traffic
by using a honeypot. In other words, the proposed system
can resolve the problem caused by imbalanced data by appro-
priately adjusting the balance between normal and abnormal
traffic for machine learning. From a practical perspective,
the proposed system is flexible because it is composed of
multiple software modules. Therefore, operators can run the
proposed system with the preferred honeypot and gateway.
In addition, they can select an anomaly detection algorithm
to suit for their environments.
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Table 1 Honeypots running on the honeypot server used
in the proposed system. Specific attacks are captured by
corresponding honeypot services. The others are captured
by Honeytrap.

Name Protocol Observed port
ADBHoney [30] TCP 5555

CitrixHoneypot [31] TCP 443
Conpot [32] TCP 1025, 2404, 10001, 50100
Conpot [32] UDP 161, 623
Cowrie [33] TCP 22, 23

Dicompot [34] TCP 11112
Dionaea [35] TCP 21, 42, 81, 135, 445,

1433, 1723, 1883, 3306,
5061, 27017

Dionaea [35] UDP 69, 5060
ElasticPot [36] TCP 9200
Heralding [37] TCP 110, 143, 465, 993, 995,

1080, 5432, 5900
HoneySAP [38] TCP 3299
Mailoney [39] TCP 25
Medpot [40] TCP 2575
RDPY [41] TCP 3389
Snare [42] TCP 80
Tanner [42] TCP 6379

Honeytrap [43] TCP/UDP others

3.1 Honeypot Server and Traffic Capturing

The honeypot server continuously captures and stores the in-
coming and outgoing traffic from the internet using the traffic
capturing module. The honeypot server operates a honey-
pot to observe and record the behavior of attacks from the
internet. The operator can select their preferred honeypot.

In this study, we adopted the T-Pot [29] platform as the
honeypot. T-Pot is a multi-honeypot platform based on De-
bian 11. T-Pot allows multiple honeypots to run on indepen-
dent Docker containers and receive various attacks through
a single network interface. Table 1 lists the protocols and
ports of the honeypots running on the T-Pot platform [30–43]
employed in our honeypot server. The Honeytrap [43] hon-
eypot observes the ports that are not observed by the other
honeypots.

3.2 Methods for Updating the Anomaly Detection Model

As mentioned previously, the honeypot server continuously
captures and stores real-time traffic. This subsection explains
the methods used for updating the anomaly detection model.

The system operator can select either SCM or DUM as
the update method. Examples of the operations included in
each method are shown in Fig. 2. D denotes the dataset of
the entire traffic captured by the honeypot server and D𝑡−1,𝑡
denotes a partial dataset of D from previous time 𝑡 − 1 to
current time 𝑡. This partial dataset is used to create and
update the detection model. 𝑇duration denotes the duration of
traffic capture and 𝑇update denotes the update interval of the
detection model.
Static creation method (SCM). In SCM, the honeypot

Honeypot 

server

Dynamic update method

1 2 3

Static creation method

Gateway

Honeypot 

server

Anomaly 

detection model

Captured traffic

Tduration

Anomaly 

detection model

Training

Anomaly 

detection model

Captured traffic

Tduration

Captured traffic

Tduration

Captured traffic

Tduration

Gateway

Tupdate TupdateTupdate

Training
Training

Training

Fig. 2 Illustrations of the operation of the static creation
method (𝑇duration = 1 [h]) and dynamic update method
(𝑇duration, 𝑇update = 1 [h]).

server captures and stores the traffic D0,𝑇duration from the
system start time (𝑡 = 0) until 𝑇duration. Subsequently, it
creates an anomaly detection model using the captured traf-
fic D0,𝑇duration . Next, the honeypot server sends the created
model to the gateway, which uses it for anomalous traffic
detection. When using SCM, the proposed system need not
periodically update the model on the gateway and the honey-
pot server need not continuously capture or learn the traffic.
Therefore, although the anomaly detection model can be re-
alized with few computational and network resources, its
quality strongly depends on the initial dataset.
Dynamic update method (DUM). In DUM, if the current
time is 𝑡, the honeypot server always captures and stores traf-
fic D𝑡−𝑇duration ,𝑡 from 𝑡 − 𝑇duration to 𝑡. It periodically trains
the selected machine learning algorithm with interval 𝑇update
using the captured traffic D𝑡−𝑇duration ,𝑡 and sends the created
detection model to the gateway. Thereafter, the gateway re-
places the previous model with the received model and uses
the updated model for anomalous traffic detection. In DUM,
the detection model can be adaptively updated at 𝑇update in-
tervals. Therefore, DUM can handle the changes in attacks
in real-time to detect new unknown anomalous traffic. Ad-
ditionally, it can reduce the volume of stored traffic because
it at most stores only partial traffic from duration 𝑇duration to
current time 𝑡. However, it may degrade the quality of the
detection model compared to the ideal case of using all the
captured traffic.

3.3 Feature Extraction and Machine Learning

This subsection explains the method of feature extraction
from the captured traffic in the proposed system.

Fig. 3 shows an example of feature extraction using
real-time captured traffic in the proposed system. First, the
honeypot server divides the traffic captured for each host and
labels the hosts communicating with local IoT devices and
the honeypot server as benign and malicious, respectively.
Next, it segregates the traffic according to each host into
incoming and outgoing traffic and extracts features from the
traffic generated by communication with each host. Table 2
lists the features used in the proposed system, which are
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Fig. 3 Procedure for creating an anomaly detection model.

Table 2 Extracted features used in our experiments.
Incoming traffic Outgoing traffic

Minimum packet receiving interval Minimum packet sending interval
Maximum packet length Maximum packet length
Minimum packet length Minimum packet length

Protocol
Destination port

Time to live

calculated using the header information of each traffic packet.
Finally, the honeypot server creates a binary classifica-

tion model of benign or malicious using the extracted fea-
tures through supervised learning. The operator can select
the optimal machine learning algorithm for model creation.

3.4 Anomaly Detection on Gateway

After the honeypot server generates an anomaly detection
model, it sends it to the gateway, which then replaces the
existing model with the received model. Thereafter, the
gateway uses the model to detect anomalies in the real-time
observed traffic. The gateway determines whether a host is
benign or malicious based on observed traffic features. If a
host is determined as malicious, the gateway records its IP
address in its IP address list of malicious hosts.

Note that the current implementation includes two types
of traffic anomaly detection behaviors: (1) filtering and dis-
carding the anomalous traffic generated by malicious hosts
on the gateway and (2) recording the traffic as anomalous
and passing the gateway to the honeypot server. We adopted
the mechanism of passing the traffic to the honeypot server.

4. Experimental Environments

4.1 Experiment Setup

To demonstrate the effectiveness of the proposed system, we
conducted three experiments to detect anomalous traffic: (1)
a virtual experiment using pre-captured traffic from multi-
ple regions across the world, (2) a demonstration experiment
using real-time captured traffic in a real smart home envi-
ronment, and (3) a virtual experiment using a public dataset
containing the traffic generated by malware.

Table 3 Experiment 1: IoT devices virtually installed in
the smart home environment.

Category Device name Number of
devices

Smart Scale Elecom Eclear 1
Smart Plug Meross Smart Power Strip 1
Smart Plug Meross Smart Wifi Plug Mini 1
Humidifier Meross Humidifier 1
Smart Bulb Meross Smart Wifi LED Bulb 1

Remote Controller Meross Smart IR Remote Control 1
Smart Speaker Google Nest Mini 1

Network Camera ATOM Tech Atom Cam 1
Smart Bulb TP-Link Kasa Smart LED Bulb 1

Network Camera TP-Link Kasa Pro 1
Tablet Amazon Fire 7 Tablet 1

Smart Speaker Amazon Echo Dot with Clock 1
Smart Hub Panasonic Home Unit 1

Sensor Panasonic Motion Sensor 1
Network Camera Panasonic Network Camera 1

Sensor LinkJapan eSensor 1
Robot Cleaner Dyson 360 Heurist 1

Experiment 1: To demonstrate the performance and effec-
tiveness of the proposed system in various regions across
the world, we conducted an experiment using pre-captured
traffic from different locations on the Microsoft Azure plat-
form [44] in addition to the pre-captured traffic of IoT de-
vices in our laboratory. Virtual servers with pre-installed
T-Pot were deployed in the regions of Australia East, US
East, and Japan East and these were exposed to the inter-
net to capture malicious traffic. Additionally, we parallelly
captured the normal traffic generated by the commercial IoT
devices listed in Table 3. In our laboratory, we prepared an
actual smart home environment comprising various IoT de-
vices that were connected to the internet through a wireless
access point. Raspberry Pi was employed as the traffic cap-
turing device, and the traffic passing through the access point
was mirrored onto it. All traffic was captured in parallel over
one month, 1–31 January, 2022 (JST).
Experiment 2: To confirm the effectiveness of the proposed
system in a real environment, we conducted a demonstration
experiment in an actual smart home environment comprising
a home network and commercial IoT devices. Fig. 4 shows an
overview of Experiment 2. We prepared a typical home net-
work in our laboratory, which was directly connected to the
internet via a fiber optic broadband service typically used in
Japanese households. The network was completely isolated
from our university network by installing an exclusive line
to reproduce a home environment. A commodity router was
used to establish the internet connection to Plala [45] as the
internet service provider. Under the commodity router, we
connected a Linux-based computer (Ubuntu 20.04.6 LTS)
as a gateway to run an anomaly detection module. The
commodity router forwarded all traffic to the gateway to re-
produce an environment wherein the gateway was directly
connected and exposed to the internet. We connected the T-
Pot and access point with IoT devices to the network switch
installed under the gateway and configured the switch to
mirror traffic passing through the access point to the T-Pot.
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Fig. 4 Experiment 2: Overview of the smart home environment used in the experiment.

Table 4 Experiment 2: IoT devices installed in the smart
home environment.

Category Device name Number of
devices

Smart Hub SwitchBot Hub Mini 2
Smart Bulb SwitchBot Color Bulb 4
Tape Light SwitchBot LED Strip Light 2
Air Purifier SHARP KI-JS70-H 1

Smart Speaker Amazon Echo Show 5 3

Furthermore, the gateway allowed direct access from the in-
ternet to the T-Pot and captured traffic on it. Table 4 lists the
IoT devices installed in the experimental smart home envi-
ronment. Note that SwitchBot Hub Mini includes a function
for managing devices and a programmable remote controller
for non-smart devices. We connected three door sensors, one
smart switch, one smart lock, and four thermo-hygrometers
to two hub devices through Bluetooth. The experiment was
conducted over two weeks, from 18:00 on the 3rd to 18:00
on the 17th of August, 2022 (JST).
Experiment 3: To confirm the effectiveness of the model up-
date in a mixed environment of normal and malware-infected
abnormal devices, we conducted an experiment using a pub-
lic dataset containing malicious traffic generated by malware.
For abnormal traffic, we used the IoT-23 dataset [46], which
contains traffic generated by Mirai [5, 6], Hajime [47], and
Hakai [48] running on Raspberry Pi, captured for 11 days,
21-31 July, 2018 (JST). For normal traffic, we used the traffic
generated by the normal behavior of IoT devices captured by
Experiment 1, 1-11 January, 2022 (JST).

4.2 Evaluation Indices

Three indicators were adopted for evaluations: the distribu-
tion of destination ports of the malicious traffic observed by

the honeypot server, the F1 score for the observed malicious
traffic, and the training time for applying various machine
learning algorithms.

First, we analyzed the distribution of destination ports
of the observed traffic accessing the honeypot to identify
the traffic and attack characteristics in each region. The
distribution of destination ports was calculated on a per-flow
basis. Note that we did not analyze it in Experiment 3 since
it does not use the honeypot.

Next, we compared the evolution of the F1 score when
traffic anomaly detection was performed using various ma-
chine learning algorithms for each anomaly detection model
update method. In all experiments, we confirmed the tran-
sitions of the F1 score when 𝑇duration and 𝑇update were set to
one hour in SCM and DUM.

Additionally, we also evaluated𝑇duration and𝑇update were
set to ∞ and one hour in DUM in Experiment 2, assuming
that all captured traffic was permanently stored in real time.
This means that 𝑇duration equals the time elapsed since the
start of the experiment when this method is employed. We
compared the F1 scores for anomaly detection for the last
hour of traffic in Experiment 2 by applying various machine
learning algorithms to DUM with several different times
𝑇duration.

Furthermore, we measured the training time of various
machine learning algorithms with several different 𝑇duration
in Experiment 2 to confirm the impact of the real-time model
update on the training time. We used a computer with Intel
Core i9-10980XE CPU and 256 GB RAM for training time
measurement. The training process was executed by only
using the CPU.

The machine learning algorithms used in the exper-
iment were Support Vector Classification (SVC) [49], k-
Nearest Neighbor (k-NN) [50], Decision Tree (DT) [51],
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Fig. 5 Experiment 1: Distributions of destination ports observed by the honeypot server.
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Fig. 6 Experiment 1: Transitions of F1 score (𝑇duration, 𝑇update = 1 [h]).

Random Forest (RF) [52], Artificial Neural Network
(ANN) [53], Gradient Boosting Decision Tree (GBDT) [54],
and TabNet [55]. These algorithms except for TabNet were
implemented by scikit-learn [56], and the TabNet algorithm
was implemented by the pytorch-tabnet library [57]. We
used them with default parameters of the machine learning
libraries. In the k-NN algorithm, the number of neighbors
was set to 5. In the RF algorithm, the number of trees was
set to 100. In the ANN algorithm, the number of hidden
layers was set to 1, and the number of neurons was set to
100. In addition, ReLU and Adam were adopted for the acti-
vation and optimization functions. In the GBDT algorithm,

the number of trees was set to 100. In the TabNet algorithm,
Adam was adopted as the optimization function.

5. Results and Discussion

5.1 Experiment 1

Fig. 5 shows a pie chart indicating the distribution of the des-
tination ports with T-Pot in each region. We observed port-
scanning activities at remote access ports, such as 22/TCP
and 3389/TCP, in all regions. Additionally, we observed
malicious traffic with infection-spreading activity by Mirai
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Fig. 7 Experiment 2: Distribution of destination ports and transitions of F1 score.

Table 5 Experiment 2: F1 scores for the last hour of traffic.

Algorithms
𝑇duration [h] 1 2 4 12 24 48 168 ∞

SVC 97.70 98.03 96.28 95.93 96.28 98.77 98.77 98.37
k-NN 97.53 98.21 96.96 96.68 96.98 99.48 99.83 96.26
DT 99.52 99.68 99.68 99.52 99.68 100.0 99.83 99.04
RF 99.68 99.84 99.84 99.68 99.84 99.95 100.0 99.20

ANN 94.70 94.86 94.44 97.87 97.19 98.77 99.13 94.53
GBDT 99.52 99.68 99.76 99.76 99.68 99.48 99.84 99.04
TabNet 99.32 99.48 98.77 99.13 98.37 98.77 98.77 98.21

Number of records for training 398 805 1588 4903 9722 19460 69307 135516

and its new variants on 23/TCP in all regions [5]. Therefore,
cyberattacks targeting IoT devices were observed worldwide
with varying patterns, which shows that we must continue
handling such malicious traffic for self-defense.

Fig. 6 shows the transitions of the F1 score for various
machine algorithms in each region, wherein it is evident that
the proposed system can detect anomalous traffic. In par-
ticular, DUM detected anomalous traffic, including attacks,
with higher accuracy than SCM when any machine learning
algorithm was applied, despite the differences in the traf-
fic and attack characteristics among regions. These results
prove that the proposed system can adapt to various attacks
in real time by dynamically updating the anomaly detection
model.

5.2 Experiment 2

Fig. 7(a) shows the distribution of destination ports observed
by the honeypot server to analyze the traffic characteris-
tics and attacks in an actual smart home environment. We
observed scanning activity by Mirai variants not only on
23/TCP, but also on 80/TCP and 5555/TCP, and vulnerable
IoT devices infected with malware via these ports have been
previously reported [58, 59]. Therefore, as in Experiment
1, attackers continued to find and exploit vulnerabilities to
perform infection-spreading activities similar to Mirai.

Fig. 7(b) shows the transitions of the F1 score when
various machine learning algorithms were applied to the

proposed system, to confirm its effectiveness in an actual
smart home environment. The results show that DUM could
detect traffic anomalies with higher accuracy than SCM,
similar to the results of Experiment 1. These results confirm
that the proposed system is self-adaptive to time-varying
traffic, including anomalies, and can dynamically update the
anomaly detection model.

Table 5 lists the F1 scores for the last hour of traffic in
Experiment 2 in which several different 𝑇duration values were
set in the DUM and various machine learning algorithms
were applied. The results show that using longer traffic
capture times to update detection models usually (but not
always) improves detection accuracy.

Table 6 lists the training time in Experiment 2, in which
several different𝑇duration values were set and various machine
learning algorithms were adopted. The results indicate that
the training time required to update the model is sufficiently
shorter than the traffic capture time, even if traffic with a
longer duration is used for training. Therefore, considering
the relationship between the traffic capture time and detec-
tion accuracy shown in Table 5, the proposed system can
immediately train and frequently update the model while
maintaining a high detection accuracy by using a longer traf-
fic capture duration for the training process.

5.3 Experiment 3

Fig. 8 shows the transitions of the F1 score when using
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Table 6 Experiment 2: Training time [s] in each 𝑇duration.

Algorithms
𝑇duration [h] 1 2 4 12 24 48 168

SVC

Min 0.0015 0.0043 0.0133 0.1200 0.4962 2.0471 29.4394
Max 0.0070 0.0138 0.0363 0.2095 0.6496 2.6080 81.3703

Average 0.0025 0.0065 0.0200 0.1466 0.5752 2.3012 31.0691
Variance 0.0001 0.0001 0.0001 0.0002 0.0010 0.0145 15.5525

k-NN

Min 0.0004 0.0007 0.0011 0.0037 0.0078 0.0182 0.0836
Max 0.0013 0.0021 0.0034 0.0132 0.0175 0.0308 0.1289

Average 0.0005 0.0008 0.0014 0.0043 0.0092 0.0202 0.0890
Variance 0.0001 0.0001 0.0001 0.0001 0.0001 0.0001 0.0001

DT

Min 0.0007 0.0012 0.0025 0.0075 0.0198 0.0453 0.2100
Max 0.0034 0.0066 0.0105 0.0193 0.0382 0.0861 0.3211

Average 0.0012 0.0017 0.0034 0.0109 0.0242 0.0553 0.2448
Variance 0.0001 0.0001 0.0001 0.0001 0.0001 0.0001 0.0006

RF

Min 0.0946 0.1040 0.1337 0.2639 0.4844 0.9513 4.2693
Max 0.1358 0.1648 0.2063 0.3621 0.6113 1.1966 4.7571

Average 0.1005 0.1132 0.1480 0.2910 0.5289 1.0487 4.4650
Variance 0.0001 0.0001 0.0001 0.0002 0.0004 0.0020 0.0064

ANN

Min 0.0176 0.0363 0.1173 0.2952 0.5301 1.0767 5.1498
Max 0.4456 0.2865 0.5039 1.3893 3.1197 7.7973 43.2752

Average 0.1139 0.1462 0.2493 0.6558 1.3885 3.0928 17.9145
Variance 0.0046 0.0019 0.0053 0.0478 0.2310 1.4163 39.4680

GBDT

Min 0.0702 0.1200 0.2070 0.5849 1.1642 2.4036 9.4871
Max 0.3165 0.2100 0.3240 0.7404 1.3565 2.6984 9.8523

Average 0.0998 0.1376 0.2360 0.6305 1.2428 2.5493 9.6774
Variance 0.0007 0.0001 0.0002 0.0005 0.0014 0.0043 0.0073

TabNet

Min 0.4255 0.8379 1.7823 6.0293 12.0369 24.7615 90.2335
Max 0.7133 1.2494 2.4602 7.1699 13.8776 27.4693 94.6060

Average 0.4910 1.0262 2.1003 6.4962 12.8928 26.1914 92.7707
Variance 0.0048 0.0061 0.0118 0.0547 0.1571 0.4800 1.1270
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Fig. 8 Experiment 3: Transitions of F1 score (𝑇duration, 𝑇update = 1 [h]).

each machine learning algorithm in a mixed environment of
normal and malware-infected abnormal devices. The results
show that the F1 scores of SCM and DUM with any of
the SVC algorithm, the k-NN algorithm, and the TabNet
algorithm decreased about 120 hours after the start of the
experiment. Afterwards, the F1 scores of DUM recovered.
Therefore, these results prove that the abnormal traffic can
be detected by updating the machine learning model in real
time even if a local device is infected with a new malware.

6. Conclusion

This paper proposed a self-adaptive anomaly detection sys-
tem for IoT traffic in smart homes. The proposed system
learns from real-time captured traffic and updates its model to
dynamically adapt to anomalous traffic, including unknown
attacks. In addition, the proposed system is implementable
as software modules on a real operating system, enabling the
operator to use their preferred honeypot and gateway.
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The experimental results demonstrated that dynami-
cally updating the anomaly detection model using real-time
captured traffic can improve the detection accuracy com-
pared with the pre-generated detection model. The results
of Experiment 1 indicated that the update method of the
proposed system is effective pre-captured traffic from var-
ious regions of the world, despite the regional differences
in the traffic characteristics. The results of Experiment 2
demonstrated that the proposed system works in an actual
smart home environment by capturing real-time traffic and
updating the detection model in real time. The results of Ex-
periment 3 proved that in an environment with a mixture of
normal and malware-infected abnormal devices, it is possi-
ble to deal with changes in the behavior of the infected device
by model updating. These results indicate that IoT devices
can be protected from various cyberattacks, including un-
known attacks, by blocking communication with malicious
hosts detected by the proposed system.

To examine the robustness of anomaly detection and its
variation in the proposed system, long-term experiments at
various points on the internet must be conducted because
the proposed system is affected by the characteristics of the
captured traffic and its temporal variation. Therefore, we
plan to evaluate the proposed system under various traffic
conditions to clarify its long-term performance as future
work.

In addition, the detection results and reasons must be
more interpretable to understand the characteristics of ma-
chine learning algorithms and model update in real time to
further improve the detection accuracy. Interpretability al-
lows the system to be adjustable because operators can find
a strong dependency on specific features or a lack of im-
portant features for anomaly detection. For example, some
information is expected to be used for improving detection
accuracy: a port number that is often used for detecting ab-
normal communication and a period of time in which much
traffic is generated.

Furthermore, we will consider a cooperative traffic
anomaly detection system that simultaneously uses real-time
traffic in multiple regions with cooperation among gateways,
such as federated learning [60], to immediately update the
detection model according to region and improve its detec-
tion accuracy.
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[26] S. Nõmm and H. Bahşi, “Unsupervised anomaly based botnet de-
tection in IoT networks,” 2018 17th IEEE Int. Conf. Mach. Learn.
Appl. (ICMLA 2018), pp. 1048–1053, Orlando, USA, Dec. 2018,
doi: 10.1109/ICMLA.2018.00171.

[27] O. E. Par, E. A. Sezer, and H. Sever, “Small and unbalanced data
set problem in classification,” 2019 IEEE 27th Sig. Proc. Com-
mun. Appl. Conf. (SIU 2019), pp. 1–4, Sivas, Turkey, April 2019,
doi: 10.1109/SIU.2019.8806497.

[28] K. Fujiwara, M. Shigeno, and U. Sumita, “A new approach for
developing segmentation algorithms for strongly imbalanced data,”
IEEE Access, vol. 7, pp. 82970–82977, June 2019, doi: 10.1109/AC-
CESS.2019.2923524.

[29] T-Pot - The All In One Honeypot Platform, https://github.com/
telekom-security/tpotce.

[30] ADBHoney: Low interaction honeypot designed for Android Debug
Bridge over TCP/IP, https://github.com/huuck/ADBHoney.

[31] CitrixHoneypot: Detect and log CVE-2019-19781 scan
and exploitation attempts, https://github.com/MalwareTech/
CitrixHoneypot.

[32] Conpot – Low interaction server side ICS honeypot – The Hon-
eynet Project, https://www.honeynet.org/projects/active/
conpot.

[33] Cowrie: Cowrie SSH/Telnet Honeypot, https://github.com/
cowrie/cowrie.

[34] Dicompot: DICOM Honeypot, https://github.com/nsmfoo/
dicompot.

[35] Dionaea – Catching bugs – The Honeynet Project, https://www.
honeynet.org/projects/active/dionaea.

[36] ElasticPot: An Elasticsearch honeypot, https://github.com/
bontchev/elasticpot.

[37] Heralding: Credentials catching honeypot, https://github.com/
johnnykv/heralding.

[38] HoneySAP: SAP Low-interaction research honeypot, https://
github.com/OWASP/HoneySAP.

[39] Mailoney: An SMTP Honeypot, https://github.com/

phin3has/mailoney.
[40] Medpot: HL7 / FHIR honeypot, https://github.com/

schmalle/medpot.

[41] RDPY: Remote Desktop Protocol in Twisted Python, https://
github.com/citronneur/rdpy.

[42] Snare and Tanner – The Honeynet Project, https://www.
honeynet.org/projects/active/snare-and-tanner.

[43] Honeytrap – The Honeynet Project, https://www.honeynet.org/
projects/active/honeytrap.

[44] Microsoft Azure, https://azure.microsoft.com/en-us.
[45] plala, https://www.plala.or.jp.
[46] S. Garcia, A. Parmisano, and M.J. Erquiaga, “IoT-23: A labeled

dataset with malicious and benign IoT network traffic,” Zenodo, Jan.
2020, doi: 10.5281/zenodo.4743746.

[47] S. Edwards and I. Profetis, “Hajime: Analysis of a de-
centralized internet worm for IoT devices,” Rapid. Netw.,
Oct. 2016, https://www.cs.umd.edu/class/spring2021/

cmsc614/papers/hajime-rapidity.pdf.
[48] ZDNET, “New Hakai IoT botnet takes aim at D-Link, Huawei,

and Realtek routers,” https://www.zdnet.com/article/new-hakai-iot-
botnet-takes-aim-at-d-link-huawei-and-realtek-routers.

[49] C. Cortes and V. Vapnik, “Support-vector networks,” Mach. Learn.,
vol. 20, no. 1, pp. 273–297, Sep. 1995, doi: 10.1007/BF00994018.

[50] T. Cover and P. Hart, “Nearest neighbor pattern classifica-
tion,” IEEE Trans. Inf., vol. 13, no. 1, pp. 21–27, Jan. 1967,
doi: 10.1109/TIT.1967.1053964.

[51] L. Breiman, J.H. Friedman, R.A. Olshen, and C.J. Stone,
“Classification and regression trees,” Wadsworth, Jan. 1984,
doi: 10.2307/2530946.

[52] L. Breiman, “Random forests,” Mach. Learn., vol. 45, no. 1, pp. 5–32,
Oct. 2001, doi: 10.1023/A:1010933404324.

[53] D.E. Rumelhart, G.E. Hinton, and R.J. Williams, “Learning rep-
resentations by back-propagating errors,” Nature, vol. 323, no. 1,
pp. 533–536, Oct. 1986, doi: 10.1038/323533a0.

[54] J.H. Friedman, “Greedy function approximation: A gradient boost-
ing machine,” Ann. Statist., vol. 29, no. 5, pp. 1189–1232, Oct. 2001,
doi: 10.1214/aos/1013203451.

[55] S.O. Arik and T. Pfister, “TabNet: Attentive interpretable
tabular learning,” arXiv.org, arXiv:1908.07442v5, Dec. 2020,
doi: 10.48550/arXiv.1908.07442.

[56] scikit-learn, https://scikit-learn.org.
[57] pytorch-tabnet, https://dreamquark-ai.github.io/tabnet.
[58] 360 Netlab Blog, “Botnets never Die, Satori REFUSES to

Fade Away,” https://blog.netlab.360.com/botnets-never-die-satori-
refuses-to-fade-away-en.

[59] NSFOCUS, “ADB.Mirai: New Mirai Botnet Variant Spreading via
the ADB Debug Port,” https://nsfocusglobal.com/adb-mirai-new-
mirai-botnet-variant-spreading-via-the-adb-debug-port.

[60] T. Li, A.K. Sahu, A. Talwalkar, and V. Smith, “Federated
learning: Challenges, methods, and future directions,” IEEE
Sig. Proc. Mag., vol. 37, no. 3, pp. 50–60, May 2020,
doi: 10.1109/MSP.2020.2975749.

Naoto Watanabe received the B.E. degree
in electronic information systems from Shibaura
Institute of Technology, Tokyo, Japan, in 2022.
He is currently pursuing the M.S. degree at the
Graduate School of Engineering and Science.
His research interests include machine learning
and cyber security for IoT.

https://github.com/telekom-security/tpotce
https://github.com/telekom-security/tpotce
https://github.com/huuck/ADBHoney
https://github.com/MalwareTech/CitrixHoneypot
https://github.com/MalwareTech/CitrixHoneypot
https://www.honeynet.org/projects/active/conpot
https://www.honeynet.org/projects/active/conpot
https://github.com/cowrie/cowrie
https://github.com/cowrie/cowrie
https://github.com/nsmfoo/dicompot
https://github.com/nsmfoo/dicompot
https://www.honeynet.org/projects/active/dionaea
https://www.honeynet.org/projects/active/dionaea
https://github.com/bontchev/elasticpot
https://github.com/bontchev/elasticpot
https://github.com/johnnykv/heralding
https://github.com/johnnykv/heralding
https://github.com/OWASP/HoneySAP
https://github.com/OWASP/HoneySAP
https://github.com/phin3has/mailoney
https://github.com/phin3has/mailoney
https://github.com/schmalle/medpot
https://github.com/schmalle/medpot
https://github.com/citronneur/rdpy
https://github.com/citronneur/rdpy
https://www.honeynet.org/projects/active/snare-and-tanner
https://www.honeynet.org/projects/active/snare-and-tanner
https://www.honeynet.org/projects/active/honeytrap
https://www.honeynet.org/projects/active/honeytrap
https://azure.microsoft.com/en-us
https://www.plala.or.jp
https://www.cs.umd.edu/class/spring2021/cmsc614/papers/hajime-rapidity.pdf
https://www.cs.umd.edu/class/spring2021/cmsc614/papers/hajime-rapidity.pdf
http://arxiv.org/abs/1908.07442
https://scikit-learn.org
https://dreamquark-ai.github.io/tabnet


12
IEICE TRANS. COMMUN., VOL.Exx–??, NO.xx XXXX 200x

Taku Yamazaki received the B.E. and M.S.
degrees in electronic information systems from
Shibaura Institute of Technology, Tokyo, Japan,
in 2012 and 2014, respectively. He received
the D.E. degree in computer science and com-
munications engineering from Waseda Univer-
sity, Tokyo, Japan, in 2017. He is presently an
associate professor at Department of Electronic
Information Systems, College of Systems Engi-
neering and Science, Shibaura Institute of Tech-
nology, Saitama, Japan. His research interests

include wireless networks, internet of things, and network security.

Takumi Miyoshi received his B.Eng.,
M.Eng., and Ph.D. degrees in electronic engi-
neering from the University of Tokyo, Japan, in
1994, 1996, and 1999, respectively. He started
his career as a research associate in Waseda Uni-
versity from 1999 to 2001, and is presently a
professor at Department of Electronic Informa-
tion Systems, College of Systems Engineering
and Science, Shibaura Institute of Technology,
Saitama, Japan. He is also a research fellow
in Institute of Industrial Science, the Univer-

sity of Tokyo, Tokyo, Japan. He was a visiting scholar in Laboratoire
d’Informatique de Paris 6 (LIP6), Sorbonne Université, Paris, France, from
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