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Abstract

Revealing expressions of secret-key capacity (SKC) based on data sets from Gaussian MIMO
channel probing are presented. It is shown that Maurer’s upper and lower bounds on SKC coincide
when the used data sets are produced from one-way channel probing. As channel coherence time
increases, SKC in bits per probing channel use is always lower bounded by a positive value unless

eavesdropper’s observations are noiseless, which is unlike SKC solely based on reciprocal channels.

Index Terms

Physical layer security, secret-key generation, secret-message transmission.

I. INTRODUCTION

A central problem of physical layer security (PLS) is for two friendly nodes (Alice and Bob)
to exchange a secret message against an eavesdropper (Eve). There are two primary approaches
to the PLS problem: direct transmission of a secret message from Alice to Bob (or in reverse
direction); and establishment of a secret key between Alice and Bob (so that it can be used

to protect future transmissions). The former is also known as wiretap channel (WTC) problem
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while the latter as secret key generation (SKG) problem. Good reviews on PLS are available in
(11, [2], [3]] among others.

Given a system of Gaussian MIMO channels between Alice, Bob and Eve, the WTC approach
has been widely studied and facilitated by revealing expressions of its secrecy capacity (directly
in terms of the channel matrices) established in [4]] and [5]. Given the same system of channels,
the SKG approach is also applicable but had received less thorough investigations.

The first and most crucial step for SKG out of such a system is to generate correlated data sets
at Alice and Bob (before information reconciliation and privacy amplification are conducted for
secret key agreement [1]). Assuming that the generated (random) data sets X', ) and Z at Alice,
Bob and Eve are memoryless, the secret-key capacity (SKC) based on {X;); Z} is subject to
known expressions of its lower and upper bounds as established in [6] and [7].

Based on {X'; ); Z} generated by random channel probing over the MIMO channels, the recent
work [10] established simple expressions of the degree-of-freedom (DoF) of SKC. Further study
is shown in [11]] and [12]]. But no exact expression of the SKC for any MIMO channels was
available until this work. The main contribution of this paper is shown in Theorem [I] in section

The fundamentals of information theory from [|13]] are used extensively.

II. MIMO CHANNEL PROBING AND DATA MODEL

We consider a MIMO channel between two legitimate nodes A and B (Alice and Bob) in the
presence of an Eavesdropper (Eve). The numbers of antennas on these nodes are respectively
na, np and ng. The channel response matrices from Alice to Bob and from Bob to Alice are
denoted by Hp 4 and H 45 respectively, and the channel response matrices from Alice to Eve and
from Bob to Eve are denoted by G 4 and G respectively. Note that all channels are flat-fading
within the bandwidth or subcarrier of interest. Also note that all channels are assumed to be
block-wise fading, i.e., all channel matrices are constant within each coherence period but vary
independently from one coherence period to another.

The channel probing scheme considered in this paper is as follows. Each of the channel
coherence periods is divided into four windows. In window 1, Alice transmits a row-wise
orthogonal public pilot matrix \/a,PII4 € C"4*?4 over n, antennas and ¢, time slots where
II4ITY = 941, ,. In other words, the ith row of \/a4PIly is transmitted from the ith antenna
of Alice, and the jth column of \/a,PII is transmitted by Alice in time slot j of window

1. In window 2, Alice transmits a random matrix /a4 PX,4 € C"A*YA over n4 antennas and



v4 time slots. Similarly, in window 3, Bob transmits a row-wise orthogonal public pilot matrix
VagPIly € C"5*?5 where I1 Bﬂg = 1¢pl,,. And in window 4, Bob transmits a random matrix
VagPXpg € C"8*UB over np antennas and vp time slots.

The above probing scheme is a two-way half-duplex scheme and a special case among those
considered in [10] where DoF of SKC is presented. This scheme differs from the earlier schemes
in [8] and [9] where no public pilot is used while reciprocal channel is required.

All entries in the random matrices X 4 and Xp will have the unit variance. If each entry in
I14 and Ilp also has the unit power, then 14 = ¢4 and ¥g = ¢p. In general, we have ¢4 > n4
and ¢ > np, which is necessary for both I, and IIz to be each row-wise orthogonal.

The (nominal) transmit power by Alice from each antenna in each slot is represented by a4 P,
and that by Bob is represented by agP. We will assume ¢4 > n4 and ¥ > np so that the
channel estimation errors at all nodes based on the public pilots are negligible as explained later.

The signals received by Bob in windows 1 and 2 are represented by YS) € C"s*%4 and
Yg) € C"5*v4 respectively. We also write Y = [Yg), Yg)}.

The signals received by Alice in windows 3 and 4 are denoted by YS) € C"a*?s and
Y@ e craxvs, Also let Yy = YW, Y@,

The signals received by Eve in windows 1, 2, 3 and 4 are respectively Ygl‘ € Cnexoa,
Y, e crexva, YU € crexdn and Y, € CnExve. Also let Yu = [YUh, Y@ ] and Y5 =
Yib Yip.

Note that the matrices with the superscript () are associated with the public pilots, and those

with (@) are associated with the random symbols. More specifically, we can write

Ya =+/Vap [Hapllp, HapXg| + Wy, (1a)
Y5 =+/78a [Hpalls, HpaX 4] + W, (Ib)
Yea = VEa [Gally, GaX 4] + Wiy, (Ic)
Yep = 7es|Gsllp, GpXp) + Wgs. (1d)

Here all entries in the normalized noise matrices (i.e., the W matrices) have the unit variance.

We have used 45 = % where A4 is the noise variance at Alice after the normalized Hp 4

(as shown later) but before the normalized W 4. This definition of noise variance at Alice is

applied similarly for other nodes. Namely yp4 = % where A\ is the noise variance at Bob.
P P . . . .
Furthermore, yp4 = % and vgp = % where Ap4 1s noise variance at Eve relative to the



channel from Alice and \pp is noise variance at Eve relative to the channel from Bob. Since the
receive channel gains at Eve relative to Alice and Bob are different from each other in general,
we have Ap4 # Agp in general even if the actual noise (such as thermal noise) at Eve has the
same variance at all times. For example, if Eve is closer in distance to Alice than to Bob, then
we should expect Ap4 < App.

All entries in X4 € C"A*%A Xpg € C"8*YB, Hgy € C"8*"A (or Hyp € C"4*"B), (G4 €
Crexna  Gp € C"#*"5 and all the W matrices are normalized to be i.i.d. CN(0,1). The
simulation results shown later are based on 10* independent realizations of these entries.

We will treat Hp4 and H4p as jointly Gaussian with the correlation matrix E{h!,;h# ,} =
Pl iny- Here hpa = vec(Hpa) and hly; = vec(HY ). Let Cyjy denote the conditional covari-

ance matrix of x given y. It follows that Cy, , e, = C = (1—|p/*)L,. n,- Here, |p| =1

hi; 4 [hap
if all channel parameters between Alice and Bob are perfectly reciprocal, and |p| < 1 if every
channel parameter between Alice and Bob is not perfectly reciprocal.

After the previously described channel probing, the (random) data sets X', ) and Z available at
Alice, Bob and Eve respectively in each coherence period are as follows: X' = {X As YS), Yff) };
v = (X YEL Y 2 = (VLY VI VE)

Let Cy = I(X;)) —I(X;2) = h(X|2) — h(X|Y), Csg = 1(X;)) - 1(V; 2) = h(V|Z) —
h(Y|X), and Cy = I(X;YV|2) = h(X|Z) — h(X|Y, Z). It follows from [6] and [7] (and also
the generalized mutual information [13]]) that the secret-key capacity Cs (in bits per coherence
period) based on X, ) and Z satisfies max(Cs,Cp) < Cg < CJ.

It follows from [10] that for ny > np and relative to log P, DoF(C4) < DoF(Cp) =
DoF(Cs) = DoF(Cy). This suggests that if ny > np, the gap between Cp and C should

be small at high power. Note: DoF(C') = limp_,« &.

III. SECRET-KEY CAPACITY FROM MIMO PROBING

The following lemmas will be needed.

Lemma 1: Let Y = ,(AHII + W and Y' = \/AHX + W’ with H € CV*¥, II € CK*?,
¢ > K, IIITH = 9T, and all entries in H, W, X and W’ being i.i.d. CA/(0,1). Then for
~ > 1 and ¢ > K, the effect of the errors in the optimal estimate of H from Y and IT on Y’
is negligible. In other words, given Y, II and a large i), we can treat H as known in dealing
with Y.

Proof: This is easy to prove. [ ]



Lemma 2: Let Y = //HX + W with H € C"¥, X € C**M and all entries in X
and W being ii.d. CN(0,1). Then h(Y|H) = NM log(me) + ME{log|YHH + Iy|} and
I(Y;X|H) = ME{log |[YHH + Iy|}.

Proof: This is a known result, e.g., see [10]. |

Lemma 3: Recall YS) and Yg) defined in section [II. Then
cP =1(YP: YY) = nunplogyg )

with

(YaBp¥s +1)(vatha + 1)
1 — [pI?)vaBYBYBAYA + YABYB + YBAYA + 1
Proof: See Appendix-Al u

It is important to add a remark here in dealing with (for example) [ (YS); Yg)) = h(YS)) —

— 3
9( 3)

h(YS)|Yg)). Lemma |I| implies that for a large 14, a given Yg) implies a given Hpg,, i.e.,
h(YS”YS)) ~ h(YS”YS),HBA). But here h(YS)|Yg)) % h(YS)\HBA) due to correlation
between YS) and Yg) even when Hp, is given. However, we will use frequently such approx-
imation A(Y’ ]Yg)) ~ h(Y'|Hp,) for a large ¢4 where Y’ and Yg) are independent of each
other when conditioned on Hp 4. For all approximations that hold under given conditions, we
will also use “~” and “="" interchangeably

Theorem 1: Assume large 14 and ¢, and any n4 > 1, ng > 1 and ng > 1. The gap between

Cy and Cjg is
Cz — Cp = vgE{log L, + vasHi{zHap|}
—vpE{log L, +vapH{pHagl} (4)
where HY ;H, 5 = HY ,;H 5 + QE—A;?GgGB. Equivalently,

A
InB + ’}/AB/\—AGgGB
EB

OZ — CB = UBE {log

+ (Luy +vasHIHap)

=0 5)
with equality if and only if vg = 0 (provided y45 > 0 and A/\E_A% > (). Furthermore,
Cp = CF + valp — vpE{log |[ypsGHGE + 1., |}

+ vpE{log WABHZBHAB + Lo} ©)



with
¢5 = E{log |[ygaGH G4+ 1, |}
— E{log |[ygaGH G4 +1,,,|} (7)

and GG, =GHIG, + Af—;HgAHBA. Equivalently,

&g =E{log |L,, + veaHE Hpa

(18aB/ApA) GG A +1,,) "

b0 @®)

with equality only if % = oo (provided yp4 > 0).
Proof: See Appendix-B| [ |

A. Discussion of Theorem [l|

Theorem [1| does not require ny > np. But if n4 > np, we see that both H,45 and H 4B have
the full column rank np for all ny > 1 and hence (one can verify) DoF(Cz — Cp) = 0 for all
vqa > 1, vg > 1 and ng > 1. This is consistent with a previous result shown in [[10].

If v4 > 1 and v = 0 (i.e., one-way channel probing from Alice to Bob), then C'z = C'; and
hence

Cs=Cn= - Cr=—C) 4 5 2 &5 ©)
with equality if p = 0 or v4 — oo. Since Theorem [I] does not require n4 > ng, it also follows
that if vy = 0 and vg > 1 then Cg = Cy = C; (by symmetry between C'y and Cp). In other
words, if the channel probing is done only in one direction, the secret-key capacity Cs based on
the corresponding data sets always coincides with the corresponding Maurer’s lower and upper
bounds.

But the channel probing from a node with more antennas to another node with less antennas
should generally result in a larger Cs in the regime of high power. This is because for n4 > np,
DoF(Cs) = vaminng, (na —ng)*] +vp (np —ng)" + d,mang [10] where 6, = 1 if |p| = 1,
and §, = 0 if [p| < 1. Then subject to v4 + vp < v*, DoF(Cy) is maximized by v4 = v* and
vg = 0.

Theorem (1| also implies that for one-way channel probing from Alice to Bob, the resulting
secret-key capacity f—j in bits per probing instant is always lower bounded by ¢z which is

positive as long as Aga > 0 (i.e., the signals received by Eve from Alice are not noiseless).
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Numerical illustrations of £z are shown in Figs [I] and 2] Fig. [I] illustrates {g > 0 in all
cases under A\g/Agpa < oo. Fig. [2 confirms the theory DoF({g) = min|ng, (ns — ng)*]; ie.,
DoF(ép) = limp_,o % =2 forny =8, ng =4 and ng = 6, and DoF({p) = 0 for ny = 8,
ng =4 and ng = 10.

The contribution of vp > 0 to Cp is either positive or negative, depending on whether or not
YapHAE HAp +1,,.| > |vesGEGp +1,,,,|, i.e., whether or not the MIMO capacity from Bob

to Alice is larger than that from Bob to Eve (subject to uniform power scheduling).

IV. CONCLUSION

For the first time, closed-form expressions of SKC based on data sets from a Gaussian MIMO
channel probing are shown. The gap between Maurer’s upper and lower bounds is proven to
be zero when the data sets used are from one-way probing. Furthermore, it is now established
that SKC in bits per second from channel probing is not constrained by channel coherence time,
which is unlike SKC based on reciprocal channel responses. These results are complementary
to the prior works on DoF of SKC from MIMO channel probing. Compared to quantum key
distribution [[14]], SKG from radio or any non-quantum channels is much more cost-effective.
Theorem 1 provides a strong motivation for further development of radio or non-quantum based

schemes for SKG.



APPENDIX
A. Proof of Lemma

We can write:
IYYYE) = h(YW) + h(Yg) - h(YL YE).
It follows from (Ta) and (Ib) that
v = vee(YR) = Aan (G Ly s + w,
ye' = vee(Yy'") = VApalu, © Th)hj, + wi",
A =By vy} = (R © 1) + Ly,
B = E{yy)y)""} = vpa(L., ® DALY + 1,4,
C = E{yyyy""} = pv/Amaman(ITh © IT}).
Then it follows from that

C
(YY), YY) = log|A| + log |B| — log o

(10)

(12)

(13)

(14)

(15)

A C
We willuse | = |A]'|B—CH A~'C]|. Also recall the facts |[I+M;M,| = [I+M,M, |
c" B

and M;(MyM; + I)"'M3 = (M;M, + I)"'M; M3 for compatible matrices.

Then
1YY, Yy = —1og|L,,4, — B"'CTATIC).
Here
C"A™IC = |p|*ypayap(Il; @ IT})
. (’VAB(HEH*B ® InA) + I”A¢B)_1(H£ ® HZ)
= |pl*vBavap(L,, @ IT})

) (VAB(H*BHE ® InA) + I”A”B)_I(H*BHE ® HZ)

YBAYABYB

I, ® IILIT).
7AB¢B+1( » @ IILITY)

= |p|”

(16)

a7)



1 1

= —log ‘InAtbs - |p|2(’YBA(InB ® H£HZ) + I”B¢A)71

YBAYABYB Ty
(1, ® IT,11
7AB¢B + 1( B A A)
= —log ‘InATLB - |p|2(IVBA(InB ® HZHE) + I"B”A)_l
YBAYABYB « T
—(1,,, ® IT}11
YaBYB + 1( o AlLy)
— gl —1oP YBAYABYBY A
rane (Vap¥p + 1)(ypatha +1) """
= nynglogg. (18)

B. Proof of Theorem
1) Analysis of h(Y|X): We can write by applying chain rule:
hYIX) = h(Xp, Y3, Y31 X, Vi, YY)
= h(X5Xa, Vi, VL)
+h(Yg)7Yg)|X37XA,YS),Yf)) (19)
Here X, is independent of {Xp, YS), Yf)}. And for large 15, the condition on given YS) is
the same as the condition on given H,p because of Lemma [l Hence, the 1st term in (I9) is
Ty ~ h(XpHas, YY)
= h(Xg) + (Y |Hap, X5) — h(YY [Hag) (20)
where the second equation uses the fact h(A, B|C') = h(A|C) + h(B|A,C) = h(B|C) +
h(A|B,C). Also note that h(Xg|Hsp) = h(Xp). Such a technique will be used frequently

without further explanation.

We can write the 2nd term in (19) as:
T@I)Q = h(YJ(Bl)|XBﬂ X4, YS)’ Y1(42)>

+ (YYD X5 X4, YV YD) Q1)



For the first term in (1), X 4 is independent of {Y’ XB,YS), Y1, So we can write,
Tegna = h(Yy' X, Yi, YI)
~h(YY|Xe, YV Hap, YY)
= h(YR YY) Hyp) ~ h(YE YY), (22)

where the approximations are due to large ¢z, and the 3rd line is due to independence between
(YD YV and {Xp, YT} when Hy 5 is given.

For the second term in (21]), we have
Tone ~ WY Hpa, Xg, X4, Hap, Y?
,2 ( B | BA, B; 4\ A, AB, L 4 )
= h(YP | Hpa, X4). (23)

where the approximation is due to large )4 and ¢, and the second equation is because given
{Hpa, X4}, Yg) is independent of {XB,HAB,Yf)}.
Using the above results for large 14 and 9, becomes

h(V|X) = h(Xp) + h(Y Hap, X5) — A(Y Hap)
+AOYWIYD) + h(YD [ Hpa, X0). (24)

Note that the above decomposition of h(Y|X) is such that the closed-form expression of each
component can be found directly from the data model. The same objective is applied to h(Y|Z2),
h(X|Z) and h(X|Y, Z) next.

2) Analysis of h(Y|Z) and h(X|Z): We can write

MYIZ) = h(Xp, Y5 Y5 Y5k Yk Yip, Yih)
= W(XsYih Yk Yip Yin)
+ (Y5 Y5 | Xe, Yk, Yo, Y, Yip). (25)
Here we see that the first term in (25)) is
Tega ~ h(Xp|Ga, YE4, Gp, YO
= (Xp|Gp, Yiip)
= h(Xp) + h(Y 5 X, Gp) — h(Y(5|G) (26)

where the approximation is due to large 14 and v, and the second equation is because of inde-

pendence between the conditioning matrices {G 4, YSA} and the other matrices {X g, Gp, ijg .



Furthermore, the second term in (25) is
Ty = h(Yp', Y5 Vi, Yih)
= h(Y YY) + h(Y R Y5 Y3, Y i)
= h(Yy)) + (Y YUY Y
~ WY MY, Yi))
~(YS) + h(YS Y[ Hpa, Ga)
~ h(Y;34|Ga) @n

where the first equation is due to independence between the conditioning matrices { X, YSJ)B, Yg]g}
and the other matrices {Yg), Yg), Ygl‘, Ygi‘}, the second and third equations applied the chain
rule, and the last approximation is due to larger ¢4 and 5. All dropped conditioning matrices
are due to independence.

Combining the above results for large 14 and ¥p, (25) becomes
hYIZ) = h(Xp) + h(Y 5| Gs, X) = (Y 5| G)
+h(YE) +h(Y s Y5 |Ga, Hi)
— h(YA|Ga). (28)
By symmetry between h(Y|Z) and h(X|Z), it follows from (28] that for large 14 and ¢,
h(X|2) = h(Xa) + WY |G, Xa) = B(Y )| Ga)
+ YY)+ h(YEs, YV |G, Hap)
~ (Y 25|Gp). (29)
3) Analysis of h(X|Y, Z) and h(Y|X, Z): We have
WXV, 2) = XA YV, YPIY, 2)
= h(XalY, 2) + h(Yf;%YE?rXA, Y.2)
= h(XalY} Y5 Y, Y
+h(YY YO |X 4, X5, Y Y, (30)

Here we have used the fact that { Xz, Ygé, ng)g} is independent of {X 4, Yg) , Yg), YSA, Ygzl};
and given {X 4, Xp}, {YEL,YSL,Y%,YS;} is independent of {YS),YEE),YS),Y?}.



The first term in for large 14 is
Ty, ~ (X a[Hpa, G Y YE))
= h(XA) + (Y, Y|G4, Hpa, X 4)
— (Y, YD|GA, Hpy).
The second term in (30)) is
T = WY X4 X5, Y} YY)
+RYQIYY, X4, X5, YY), YY)
~ (Y IYS) + h(YY Hap, X4, X5, Hpa, YS)
= WY IYR) + h(Y ) Hap, X5)

where the approximation is due to large 14 and 5.

Therefore, for large 14 and ¥, (30) becomes
WX|Y, Z) = DY) Y |Ga Hpa, Xa) + h(YL|Y5))
+h(Xa) = YD YD |G, Hpa)
+h(Y ' [Hap, Xp).
By symmetry, it follows from that for large 14 and ¥p,
hY|X, Z) ~ h(YCL, Y |Gy, Hap, X5) + R(YH YD)
+h(Xp) — h(Ypp, Y |G, Hap)
+ (Y@ Hpa, X ).
4) Proof of Theorem [I} 1t follows from (24) and (28)) that for large ¢4 and g,
Cp = h(V|Z) — h(V|X)
~ h(Yp') = h(Y3 YY)
+ (Y 5|Gs, X) — h(Y5|Gr)
+ (Y Hap) — WY [Hap, X5)
(Y0 Y |G Hpa) = h(Y 54| Ga)

— WY@ Hpa, X).

€1V

(32)

(33)

(34)

(35)



We see that the first two terms in (33) is
Tegao = 1YY Y}) = 05
which is given in Lemma [3] Similarly,
T4 = —1(Y oy X5|Gp)
= —vpE{log L., + vesGGEH|},
TE),56 = [(Yf); XpHag)
= vpE{log|L,, +vapHasHp|}.

For the 7th term in (33]), we now rewrite (1b) and as follows,

Y VisAHE | w
= A
Yii| | v78aGa Wik
for which we will also write
AEA
~ VYBaHBA Hpa

Vv VEAGA = = VVEA A

VYEAGA A

Then applying Lemma [3] to (39), we obtain
Tgy).r = (np + ng)valog(me)
+ vaE{log L 15y + ’YEAGAGZ‘}>
Tig3.8 = —npvalog(me)
— vaE{log |L,, + 7eaGH{ Gal},
T30 = —npvalog(me).
Combining the above results, @ becomes
Cp = C’él) — vgE{log |vesGrGE + L.,|}
+vpE{log [yasHapH{p + I, [}
+vAR{log [yeaGAGH + Loy ynl}

—vaE{log [ypaGaGY + L, |}.

(36)

(37)

(38)

(39)

(40)

(41)

(42)

(43)



Similar to the analysis of Cp, it follows from and that for large 14 and ¢,
Cyz —Cp=h(Y|X)—h(VX,2)
~h(Y S Hap, Xp) — h(Y [Hap)
+ (Y5, Y |Gp, Hap)
— h(Y 5y Y |Gp, Hap, X5)
— —I(YY; X5/Hap)
+ I({Y 0 Y'Y X p| G, Hap)
= —vpE{log |I,, +vapHapH} 5|}

+ vpE{log|L, ,4ny, + ’}/ABI:IABI:IIZB‘}' (44)

Here I:IAB = [H£B7 \/)\A/)\EBGE]T-

A simple application of the above results completes the proof of Theorem [I]
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