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Abstract

The IoT market is diverse and characterized by a multitude of
vendors that support different device functions (e.g., speaker,
camera, vacuum cleaner, etc.). Within this market, IoT se-
curity and observability systems use real-time identification
techniques to manage these devices effectively. Most existing
IoT identification solutions employ machine learning tech-
niques that assume the IoT device, labeled by both its vendor
and function, was observed during their training phase. We
tackle a key challenge in IoT labeling: how can an Al solution
label an IoT device that has never been seen before and whose
label is unknown?

Our solution extracts textual features such as domain names
and hostnames from network traffic, and then enriches these
features using Google search data alongside catalog of ven-
dors and device functions. The solution also integrates an
auto-update mechanism that uses Large Language Models
(LLMs) to update these catalogs with emerging device types.
Based on the information gathered, the device’s vendor is
identified through string matching with the enriched features.
The function is then deduced by LLMs and zero-shot classifi-
cation from a predefined catalog of IoT functions.

In an evaluation of our solution on 97 unique IoT devices,
our function labeling approach achieved HIT1 and HIT2
scores of 0.7 and 0.77, respectively. As far as we know, this
is the first research to tackle Al-automated IoT labeling.

1 Introduction

The rapid proliferation of Internet of Things (IoT) technology
in various sectors has created new security and management
challenges. Correctly identifying an [oT device plays a crucial
role in IoT security and observability solutions [16,25,31].
Extensive research in both industry and academia has been
dedicated to IoT identification algorithms [2, 18, 19,23,27],
which are crucial for many IoT security and observability
solutions. These algorithms predominantly rely on labeled
IoT datasets for the real-time identification of already seen
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devices. However, given the sheer diversity of IoT devices,
collecting labeled data is a formidable challenge.

This paper introduces a method that passively monitors
network traffic to automatically label unseen IoT devices
by identifying their vendor and function. To the best of our
knowledge, this is the first paper to address the IoT label-
ing problem. The motivation to address this issue was born
out of discussions with IoT security companies who are hav-
ing difficulty identifying IoT devices in the wild. In the [oT
realm, maintaining a lab with all known IoT devices simply
isn’t feasible. Moreover, the increasing number of cyberse-
curity attacks and new regulations make IoT vulnerability
management important to various organizations nowadays.
IoT security considers a vulnerability to be potential when it
applies to a specific device type and vendor/model. Therefore,
the first stage in any vulnerability management program is to
identify and construct an inventory of assets, particularly IoT
devices owned by the organization [34].

Labeling IoT devices with their vendor and function pro-
vides crucial visibility, ensuring administrators can effectively
oversee their network. Our solution also introduces the poten-
tial for tailored security policies that can be formulated based
on precise device functions, such as ones that give a device
labeled ’smart doorbell’ limited external communication but
grant one labeled *smart TV’ broader access.

To the best of our knowledge, the high-tech industry cur-
rently relies on a single solution for IoT device labeling, with
Fing [15] standing out as the leading product used by IT
teams to label devices in their networks. Our solution has
surpassed Fing’s performance in achieving accurate results.
Their approach to the labeling challenge is through crowd-
sourcing. Their solution allows users, such as network owners
or administrators, to label devices that the monitoring app
couldn’t accurately identify. However, this solution needs
extensive network coverage to work optimally, and a recent
study indicated its limitations in accuracy [26].

In this study, we demonstrate how recent advancements in
Large Language Models (LLMs) can address the challenging
task of IoT device labeling. Our algorithm uses a catalog of
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Figure 1: Example of Features for the SmartThing Hub: First, we present the features derived from the traffic, followed by a
sample of the enriched features (the color correlates between the feature and the enriched feature). Words relevant to the vendor
label decision are highlighted in bold, and those relevant to function decisions are underlined.

known vendors and the various IoT functions they produce to
identify known devices. However, by harnessing the power of
LLMs, it can automatically update this catalog when a new
device type appears.

The algorithm starts by extracting textual strings from the
network’s traffic log. Specifically, it extracts the following fea-
tures: domains to which the devices connect, hostnames, TLS
issuers, OUI (after the MAC lookup [22]), and user-agents.
Note that different amounts of textual values can be associ-
ated with each feature type. For instance, a single IoT device
can connect to multiple domains and may have different TLS
issuers for each domain.

The algorithm then takes the text features and feeds them
into a search engine so the search results’ descriptions can be
used to enrich the data. Because these results typically include
pages from IoT manufacturers, online shopping websites sell-
ing the device, and security blogs discussing the device’s
features, such searches often yield references to the vendors
and functions of the IoT devices. Figure | shows an example
of the enriched features, and how they reveal the vendor and
function. The enriched features give us a large text dataset in
which we use string matching to find the vendor of the device
and LLMs to determine the function of the device. Note, how-
ever, that different enriched features can result in different
labels, as seen in our example. Choosing the most accurate
label among several possible ones is one of the challenges
addressed by our solution. It was vital that our algorithm de-
termine how to weigh the answers from different enriched
feature values, according to the feature type. To address this
challenge, we employed a machine-learning approach.

Our labeling algorithm consists of two steps: using string
matching to identify the vendor and using LL.Ms with zero-
shot classification to label the function. In the first step, we
identify the vendor by performing string matching of the text
results in our dataset against a catalog of vendors and create
labels based on the most common ones. In our dataset, which
comprises 97 unique IoT devices from 55 distinct vendors,

the algorithm achieves a high accuracy rate: 86% for HIT1
and 89% for HIT2 '. Although there is a misconception that
the OUI information can reveal the vendor, we observed that
it achieves only a 64% accuracy. This is primarily because in
IoT, the OUI often identifies the NIC vendor rather than the
actual device vendor.

In the second step, the algorithm receives the catalog of
potential functions for the vendor identified in the first step.
Here, we leverage the fact that most IoT vendors specialize
in producing a limited range of device functions. We employ
large language models (LLMs) and use zero-shot classifica-
tion [12] to map each feature value to its relevant functions.
Specifically, we used Roberta [13] to classify each feature
into possible functions and gathered the confidence scores of
these classifications. Our method then aggregates these scores
to establish an overall confidence level for each label. The
label with the highest confidence level is then assigned as the
device’s function. In our dataset, which includes 21 functions,
the algorithm achieves an accuracy of 70% for HIT1 and 77%
for HIT2. Since our algorithm works on textual features, it can
provide explanations to humans who wish to verify its result,
by outputting the set of features upon which its decision was
based.

2 IoT Labeling Requirements

The requirements we outlined for an efficient and automated
IoT labeling solution are as follows:

* Universality: The algorithm is aimed at processing data
from IoT devices it has never before encountered. The
algorithm leverages the use of a catalog that contains
possible vendors and functions they support. The algo-
rithm is able to update this catalog when the device type
does not already appear in the catalog.

THIT2 measures whether the correct vendor was among the top two
suggested labels.



* Accuracy: High accuracy is paramount in [oT labeling
due to its critical role in enhancing network observability
and security.

» Explainability: The solution incorporates a confidence
level and justification for each label, allowing for poten-
tial human verification. This aspect caters to scenarios
where it is better to have an inaccurate label than one
that is incorrect.

 Passive solution: The IoT labeling operates without
actively probing or querying the device for information,
as is done in Shodan [40] and Censys [9]. We note that in
many cases, this is not a possible or informative solution.

* Offline process: The IoT labeling operates offline by
collecting the features over long periods (hours or days).
The algorithm labeling running time is not a critical
parameter since it is run only when it encounters a new
device that was not recognized by the system.

3 Background: Zero-Shot Classification

In traditional ML classification tasks, a model is trained on a
specific set of classes using samples from each type. In our
work, each of these classes is equivalent to a new IoT type. If a
new class emerges after the model has been trained, the entire
model either needs to be retrained from scratch or fine-tuned,
necessitating new labeled data for that class. This iterative
process is both time consuming and labor intensive, which
makes it not sustainable, especially in dynamic environments
like IoT. In the IoT realm, it is generally not feasible to obtain
samples from every type, which means the set of classes will
evolve and expand over time.

Zero-shot classification is unique in that it classifies text
without requiring explicit training on the target classes. In-
stead of learning representations only for classes that were
seen during the training phase, zero-shot classification lever-
ages the semantic relationships between classes. It often
uses auxiliary information such as class attributes or textual
descriptions to perform the classification. This enables the
model to infer classes it has never seen during training, create
new labels, and efficiently update the model with new classes.
In our case, the 10T catalogs that serve as the input to our
algorithm need to be updated based on the zero-shot classifi-
cation; however, the model itself and its optimized parameters
do not require re-training once the catalog has been updated.

In essence, zero-shot classification, with its ability to dy-
namically adapt to new classes and its minimal reliance on
exhaustive labeled data, provides a solution to the challenges
of IoT labeling.
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Figure 2: A schematic illustration of our IoT labeling solution.
First, features are being extracted and then enriched. Second,
we perform our vendor and function models labeling. The
system’s output is label, confidence and justification for each

device.

4 Dataset

We trained and tested our IoT labeling algorithm on a dataset
that amalgamates five distinct open-source datasets ( [28],
[36], [42], [35], and [8]). These datasets were selected by pre-
vious research to provide a representation for identification-
oriented tasks. The dataset includes traffic logs of 161 IoT
devices 2, from 55 distinct vendors, categorized across 21 dif-
ferent functions. We note that the traffic logs are of different
lengths, varying from hours to days.

For our testing, we randomly selected a single device from
each group of devices that shared the same type (i.e., vendor
and function), in order to avoid bias arising from multiple re-
peated instances. All the subsequent experiments discussed in
this paper were based on analyses conducted on this collection
of 97 unique devices that appear in the dataset, unless explic-

2Each device can be identified uniquely by its MAC address



itly stated otherwise. Nonetheless, our experiments showed
that devices of the same type often have lower similarity
when it comes to feature values, as detailed in Section 6. This
outcome likely occurred because a single device type can
encompass a range of different [oT models. For example, you
can have various camera models from the same IoT vendor.
Because we lacked the information to determine whether the
IoT devices shared the same model, we decided to take the
restrictive approach and include only one device per type.

The devices in our datasets are labeled with vendor and
function since they were recorded in the lab. An example of
a label with vendor and function would be: Belkin Plug. By
manually examining the device’s name on the internet, we
were able to translate it into a function. This labeled dataset
provided us with a ground truth basis for our subsequent
experiments and models.

4.1 Enriched Features

Our labeling algorithm treats and processes the traffic from
each 10T device separately. Based on the traffic, it derives
all the feature values from all the feature types (hostname,
domains, TLS Issuers, OUI, User-Agents). The feature values
then undergo an enrichment process in which a search query
is performed for each feature value; our solution extracts at
most the top 10 results from this query. We executed our data
enrichment phase by using SerpAPI [39] to access Google
search results across the web. During this process, most of the
feature values returned less than 10 results, but 60% returned
more than 8 results, as shown in Figure 3.
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Figure 3: CDF distribution showing the number of results
returned per feature value

The structure of each search result from SerpAPI [39] is
composed of a title and snippet of the web page; both of these
were used as enriched data. Google uses a number of different
sources to automatically determine the title of the search
result. The snippets are automatically created from the page

content [17], which usually contains the search query itself.
In our case, the search result data often encompassed sites
owned by the device vendor and occasionally linked to public
forums where device users discuss their device’s network
behavior. In some cases, we even found links to eCommerce
platforms that sell devices, which enabled the identification
of specific device models.

We denote the enriched version of feature type f, by f*.
Correspondingly, we define the vector of the enriched feature
as follows:

" + _(t+ +
Definition 1 Let f,', be the vector = (f,’, ... f;, ) of the
enriched feature values vector with k top search results on
feature value f; , of feature type t. ffm] is the j-th enriched
feature returned from a search on f; , feature t value.

Table | summarizes the terminology used throughout the
paper. All the devices in the dataset, including all the features
with their enrichment data, are publicly available in JSON
format at [3] for further research into IoT device labeling. The
format of the JSON is given in Appendix, Table 1.

5 Labeling Algorithm

In this section, we present the labeling algorithm. To deter-
mine the device type, we first determine the vendor label
and then find the function by examining which IoT device
functions the identified vendor manufactures. Vendor and
function labeling essentially operate in similar ways. Each
enriched feature for a single IoT device is matched against the
corresponding vendor or function catalog . We checked sev-
eral matching algorithms in our experiments, including string
matching, Roberta model [11], and ChatGPT [32]. When it
comes to vendor labeling, the naive string matching provided
the best performance, while the Roberta model outperformed
the other options for function labeling. Although Roberta is
adept at handling context-driven classification, it’s not ideal
for vendor labeling. This is primarily due to two reasons. First,
zero-shot classification is not designed to effectively handle
hundreds of distinct labels, as in the case of vendors. Second,
the vendor classification task depends less on context and
more on specific strings, making string-matching approaches
more suitable. The Roberta model is suitable to use context
and semantic similarity for the function labels because (a) it
is based on Transformer architecture [13] and (b) the function
catalog size is small enough for it to handle.

Next, for each enriched feature value (i.e., search result)
and potential label, the algorithm produces a confidence score
indicating the likelihood that the enriched feature value cor-
rectly classified the potential label.

Formally:

3We focus only on enriched features since our experiments show that
adding information from the basic features does not improve accuracy, mainly
because the search value typically appears in the enriched data.



Term

Description

V={Vi,Vs,..Vs}

Catalog of Vendors of length ny

F={FR,V,..F;}

Catalog of functions of length np

T={T1, Tz, . Tp, }

Catalog of types of length np where T CV X F

FT = {hostname,domains, TLS,0UI,UserAgent }

Feature type set (size of 5)

Ji=(fra--fim)

Feature values vector of feature type r € TF

fop = Uripa -+ frpa)

Enriched feature values vector with k top search result on f; ,

Sp r Confidence scores labeling f,*p ; with Fy,
ms, t>P1 W
wy Weight per feature type t € FT
0, Confidence threshold per feature type ¢ € 0

Table 1: Terms and Terminology for Labeling Algorithms and Scoring Techniques

Definition 2 Let S, , , s+ denote the confidence score that
Wim,j

the enriched feature value ffl j corresponds to the label. The
label can be a vendor label, i.e., V,, € V in vendor labeling
or can be a function label, i.e., F,, € F in function labeling.

In vendor labeling, the algorithm produces a confidence
score based on the number of times a label correctly matches
the enriched feature.

For the function labeling, we used the Roberta confidence
score [11]. To enhance accuracy, the algorithm performs the
labels of only functions associated with the identified vendor,
when available; otherwise, it performs full check with all the
functions in the catalog.

Next, our algorithm calculates an aggregated score for each
potential label. This is done by weighting the confidence
score based on the original feature type of the enriched feature
and the number of results returned for that feature type. The
optimization of this scoring is detailed in the next section.
The label with the highest score is then selected.

Algorithm 1 Vendor Labeling Algorithm

1: Input: A traffic log of an IoT device with enriched feature
values ffl ; for all possible value types 7 € FT.
Perform:
for each label vendor V,, € V do
for every enriched feature value f;j ;do
Let SVm S be the confidence score,

the number of times the string appears
Vi at the enriched feature f;; ..
end for
Calculate the aggregate score of V,,, based on the con-
fidence score across all enriched feature values and types.
10: end for
11: return the vendor label with the highest score.

R A

To assess the contribution of each feature type to the over-
all accuracy, we calculated the accuracy, which is the ratio
of correct device labels obtained when running the labeling

Algorithm 2 Algorithm for Function labeling

1: Input:

2: A traffic log of an IoT device with enriched feature values
ftfj for all possible value types ¢ € FT.

3: Let Vendor be the identified vendor after the vendor la-
beling.

4: Perform:

5: Let FL be a set of candidate relevant function labels in

6: type catalog FL = {F,, | (vendor,F,) € T}.

7: f FL=0then FL=F,i.e., all possible functions.

8: Calculate the confidence values:

9: for each label function F,, € FL do

10: for each enriched feature value ftf ;do

11: Given the Roberta model to labeling ffm j

12: against possible labels FL.

13: LetS . frtnj be the confidence score of F;,, € FL.
14: end for -

15: Aggregate the score of F;, based on the confidence

score across all enriched feature values and types.

16: end for

17: return Function, the function label with the highest
score.

18: return the type of the IoT, (Vendor,Function).

algorithm on each specific feature type. Figure 4a shows
the accuracy of string matching in predicting the vendor and
Figure 4b shows the accuracy of Roberta in predicting the
device function. As can be observed, different enriched fea-
tures exhibit varying levels of accuracy, where Domains™ and
Hostname™ have the highest accuracy in both vendor and
function labeling algorithms. Moreover, as we noted before,
the enriched feature is more informative than the basic feature.
We also found that it is harder to predict the function than the
vendor. One clear outcome is that we must weight the label
differently according to the feature type and concentrate on
the enriched features.

Our vendor labeling algorithm is outlined in Algorithm 1,



and our function labeling algorithm is detailed in Algorithm
2

6 Experiments Results

In this section, we present the experimental results of our [oT
labeling. We compare our solution to a few other common
methods that are common in industry and academia. First is
Fing product [15], a labeling solution that is common in the
industry, and is used by leading cyber-security firms. Second
is the OUI method, based on the MAC address. In addition,
we present a few versions of our method with more naive
approaches. To evaluate the effectiveness of our methods,
we present HIT1 which is the ratio of devices for which the
method correctly predicted its label to the total number of
devices in the dataset. Similarly, we present HIT2, the ratio
of devices for which the correct label is in the top two labels
predicted. We also present the ratio of devices that could not
be labeled, where the algorithm did not return any results, for
example, if there were no features or no enriched features
above the threshold. In all the techniques that required opti-
mization learning, we used 5-fold cross-validation to ensure
the training and testing were done on different devices.

We found a mostly naive approach to vendor labeling that
uses OUI, the first 24 bits of a MAC address that identify the
vendor of a network interface card (NIC) or network adapter
[22]. This technique does not require the vendor catalog but
has a lower accuracy of 0.64 since it often identifies the NIC
vendor, which is usually different from IoT vendor. We also
checked GPT-4’s ability to predict the vendor based on device
features. Given the limited number of tokens that can be used
with this large language model, we restricted our input to the
original dataset features, without enrichment. Because GPT-4
learns the Internet, it has enrichment information at some
level.

Our vendor labeling uses string matching based on all the
enriched features. This method yielded the highest results
with an HIT1 accuracy of 0.86 and an HIT2 accuracy of
0.89. The GPT-4 model, without the assistance of a vendor
catalog, achieved a respectable accuracy of 0.83 (HIT1) and
0.86 (HIT2). This suggests that while GPT-4’s contextual
understanding is excellent, more straightforward methods like
string matching outperform it for vendor labeling.

Figure 5 shows the confidence score in our vendor labeling.
It is evident that these are definite results, with a high occur-
rence of the string in the data; in most cases, the highest score
is much higher than the second score. Note that the y-axis is
in log scale.

We conducted an experiment to measure the accuracy of
our labeling algorithm across each feature and gauge the im-
pact of different features on the method’s success. In Figure
6 we show the number of correct results as a function of the
number of returned results, where zero indicates no enrich-
ment. It is evident that while enrichment enhances the labeling

of vendors using the string matching method, the improve-
ment is not as substantial compared to how much enrichment
impacted the function labeling method. Furthermore, some
features, such as TLS Issuer, appear to be less affected, and
enrichment does not elevate their performance at all. We did
not see any notable improvement for vendor labeling, when
we performed the same optimization (weighting features),
described earlier this section.

Table 3 shows the results for function labeling. We com-
pared our method’s results with several variations of labeling
method using more simple string matching or advanced (GPT-
4) methods. When analyzing the performance of the methods
using the full catalog of functions, Roberta performs much
better than the string matching method. We also observed that
without enriched features, Roberta performance is very low
(HIT1 accuracy of 0.16). However, with enriched features,
Roberta exhibits a commendable improvement, achieving an
HIT1 accuracy of 0.56 and an HIT2 accuracy of 0.65. When
functions are restricted to those associated with the vendor
(represented by a >V’ in Table 3), the algorithm receives the
catalog of potential functions for the identified vendor, and
leverages the fact that most IoT vendors specialize in produc-
ing a limited range of functions. The GPT-4 model, without
the assistance of a type catalog, achieved an accuracy of 0.65
(HIT1). When we used the GPT model together with the type
catalog, there was a slight improvement. We assume that the
type catalog had only a slight impact on the GPT model be-
cause GPT had this knowledge when labeling, even without
the type catalog. Roberta, based on the types catalog using
all enriched features and weighted using our optimization
process, surfaces as the top performer with an HIT1 accu-
racy of 0.7 and an HIT2 accuracy of 0.77; this significantly
outperformed the string matching method.

Accuracy of Type Labeling The accuracy of type labeling
refers to the successful labeling of both a device’s vendor
and function. Utilizing a combination of string matching for
vednor labeling and Roberta for function labeling, the best
accurate method for each task, yield a HIT1 accuracy of 0.6,
a HIT?2 accuracy of 0.7.

Results for All vs. Unique Devices As mentioned in Sec-
tion 4, we randomly selected devices for type in order to avoid
repetitive devices that may bias our results. In this subsection,
we show the results of our method on all the devices alongside
a description of the diversity of the data within devices of
the same vendor and function. In Tables 2 and 3 we present
the results of our labeling method on all the devices in paren-
theses. Our function labeling method achieved 0.74 for HIT1
and 0.85 for HIT2. While our vendor labeling resulted in 0.89
and 0.92 for HIT1 and HIT2, respectively.

To verify that no recurring devices were included in our
comprehensive collection, we employed the Jaccard similarity
coefficient, which quantifies the degree of overlap between
two sets. Each device was scrutinized for similarities across
all features. This process allowed us to calculate an average
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(b) Function Labeling with Roberta Algorithm.

Figure 4: Comparative analyses of labeling accuracy per feature, indicated by filled bars and availability, indicated by hollow
bars (represents the percentage that the feature exists across the dataset). Figure 4b presents the accuracy of the device function
while Figure 4 presents the vendor.

| Method | Catalog of Vendors | Features | Accuracy HIT1 [ Accuracy HIT2 |
OUl N MAC 0.64 -
Our IoT labeling Y Domains " ,Hostname™ , TLS*,User-Agents™ ,OUI* 0.86 0.89
’ (0.89) 0.92)
Our IoT labeling Acquired Domains™,Hostname ™, TLS ™, User-Agents ,OUT " 0.76 0.8
GPT-4 N Domains, Hostname, TLS, User-Agents, OUI 0.83 0.86
Fing N Hostname, User-Agents, MAC 0.76 -

Table 2: Accuracy of vendor labeling, where the catalog of vendors is given (Y-yes) or (N-not) or Acquired on-the-fly. The

accuracy results for the whole dataset appear in parentheses
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Method Catalog of Functions | Features

I Accuracy HIT1 | Accuracy HIT2 |

String Matching A Domains ™, Hostname™ , TLS™, User-Agents™, OUI™ 0.49 0.63
Roberta A Domains™*, Hostname™, TLS™ , User-Agents™, OUI'™ 0.56 0.65
Roberta A Domains, Hostname, TLS, User-Agents, OUI 0.16 0.2
GPT-4 A Domains, Hostname, TLS, User-Agents, OUI 0.65 0.75
GPT-4 Vv Domains, Hostname, TLS, User-Agents, OUI 0.67 0.81
Fing N Hostname, User-Agents, MAC 0.57 -
Our Function Labeling \% Domains™, Hostname*, TLS™ , User-Agents*, OUI"™ ((2 774) (((;ZZ)

Table 3: Function Labeling Accuracy. A’ denotes accuracy when all items in the function catalog are given, while *V’ represents
accuracy when only the functions associated with the device vendor are provided.

Table 4: Similarity Measures for Features. This table summa-
rizes the average similarity and standard variation for features
within groups of devices (same vendor and function).

Key Average Similarity + SV
Domains 0.266300 + 0.250173
User-agents 0.075917 £ 0.240749

0.175000 + 0.352959
0.531568 + 0.382723

Hostname
TLS Issuers

similarity for each pair of devices based on these keys. This
process facilitated the calculation of a similarity measure
within groups of devices sharing the same vendor and function.
Devices from the same vendor and function are naturally
expected to share certain similarities, yet they can still exhibit
distinguishing patterns due to different factors such as device
model, hardware configuration, and software version.

Our findings, as depicted in Table 4, confirmed that the av-
erage similarity between devices was reasonably low, thereby
suggesting a high degree of uniqueness across the samples in
the same group.

7 Related Work

The field of device identification is vast and diverse, and vari-
ous strategies and techniques have been developed to address
different aspects of this problem. The majority of work fo-
cuses on identifying known or previously seen devices. Also,
some previous researches focus on the identification of spe-
cific actions (turn on/off, etc.) [41] or a specific unique model
of a device, all presented in Table 5.

In contrast, this paper focuses on the task of labeling the
vendor and the function of unknown or previously unseen
IoT devices. Existing methodologies for device identification
rely on labeled data, meaning that prior knowledge about the
devices under scrutiny is a prerequisite. These details are
predominantly gathered through passive or active [7, 14,45]
methods, where network samples produced by a device are
monitored and subsequently used to generate an identifica-
tion pattern [6]. This approach has been adopted in numerous

studies, as highlighted by [2, 5, 18,19,27,33]. All mentioned
works identify only seen devices. Our research diverges from
these conventional methodologies and addresses a more in-
tricate and advanced issue, the labeling of previously unseen
devices.

There are a limited number of studies that have ventured
into the realm of identifying unseen devices. Wang et al.
[44] present a method to identify unseen devices using active
probing methods. Le et al. [23] proposed two algorithms for
vendor identification of unseen devices; they used a blend of
domain owners, certificate owners, and the OUI among other
parameters, to reach a correct vendor classification rate of 72
devices out of 94 devices (76%).

Type classification was done on seen data only with an
extensive training phase, which is both costly and labor in-
tensive. Bai et al. [4] uses ML, specifically time-series, to
classify device types. They segmented each device traffic into
fixed-time sub-flows. The final dataset consisted of 15 devices
belonging to 4 categories and achieved 75% accuracy. Table
5, presents a summary of several papers, organized into the 3
categories (data, output, and methodology).

We note that in the IETF’s Manufacturer Usage Description
(MUD) framework [24], the IoT device self-identifies, and an
allow-list (access control list) is fetched. However, there has
been no real-world adoption of MUD to date.

8 Conclusion & Future Work

This study demonstrates that, by combining recent advances
in LLM and NLP, we can effectively label unseen IoT devices
in the wild. Over a set of 97 unique IoT devices, our function
labeling approach achieved HIT1 and HIT2 scores of 0.7 and
0.81, respectively.

In the IoT realm, it is generally not feasible to obtain sam-
ples from every type. We used zero-shot classification models,
leveraging the fact that it allows the update of the labels with
no need of re-training the model itself. As far as we know, this
work is the first to address the IoT device labeling problem.

For future work, there is room for exploration in the realm
of LLM explainability. We propose additional refinements to
the LLM to deliver improved explainability by fine-tuning



Data Output Methodology
Type(T) \

Paper Seen(S)\ Vendor(V)\ | Active (A)\

Unseen(U) | Unique (U)\ | Passive(P)
Actions (A)

S T P

(23] U A% P

[4] U T P

[1] S T P+A

[5] S T P

[29] S U P

[30] S U P

[44] U T+V A

[27] S U P

[33] S U P

[43] S U P

[41] S U+A P

[37] S U P

[21] S T+V P

[20] S U P

[45] S T+V+U A

Table 5: Existing IoT identification mechanisms based on 3
key categories data (Seen vs Unseen), output (Type, Vendor,
Unique, specific Actions) and methodology (Active vs Pas-
sive).

the model over multiple examples with human-written expla-
nations. The expected outcome is that these advancements
will not only facilitate a deeper understanding of the labeling
procedure but will also foster greater confidence in the output
of the model.

We also plan to ascertain the validity of the explanations
provided by our model. By manually tagging these explana-
tions, we can measure their semantic similarity to human-
provided explanations by employing a regression model such
as DistilBERT [38] as the scoring function [10]. Quantifying
this similarity will allow us to assign a score to each expla-
nation, providing a reference for future improvements to our
model.

We also intend to explore refinements in the features that
are collected and enriched. For example, some of the domain
names are AWS services that are used by many vendors, and
they distract the labeling algorithm. In our ongoing work, we
identify these domains and omit them from the catalog of
features.
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