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Abstract—Grid modernization has increased the reliance of
power networks on cyber networks within distribution systems
(DSs), heightening their vulnerability to disasters. Communication
network failures significantly impede DS load recovery by
diminishing observation and control. Prior research has largely
ignored the need for integrated recovery of DS power and cyber
networks' centralized control. Indeed, communication network
restoration is critical for speedy load recovery through DS
automation based microgrid formation. This paper exploits the
data routing capabilities of software-defined networking (SDN) to
enhance centralized control recovery in DS communication
networks, incorporating it into a comprehensive DS restoration
model. This model, tailored to the control requirements of load
restoration, strategically allocates limited communication
resources to re-establish connections between the operation center
and terminal devices. Subsequently, DS automation is employed to
orchestrate DS microgrid formation for power resupply.
Additionally, we introduce a cyclic algorithm designed to optimize
the load recovery via a multi-step, cooperative process. The
efficacy of the proposed method is demonstrated on IEEE 33-node
and IEEE 123-node test feeders.

Index Terms—Distribution system restoration, cyber-physical
resiliency, communication recovery, software-defined networking
(SDN), microgrid formation.

NOMENCLATURE
A. Indices and Sets
i,j Index for DS buses
k Index for DS lines
l Index for communication links
m,n Index for communication nodes
L Set of communication links
Lr Set of DS lines
ne Set of communication nodes
NP Set of DS buses
SP Set of buses with power sources;

B. Parameters
xPN, yPt Equipment states of bus i and line k

xSN xfE Equipment states of node m and link 1
Iz Propagation delay of link [
N Forwarding delay of node m
C. Variables
by, Operational state of line k
ay, dt Consumed bandwidth of node m and link !
em End-to-end data delay from terminal
device m to the operation center
N Electrified state of bus i
L Commodity flow from bus i to bus j on

line k = (i,))

", h 0-1 variables indicating whether the data
of terminal device i flow through node m
and link [

Sm 0-1 variable indicating the communication

state of node m to the operation center

|. INTRODUCTION

ITH global advancements in grid modernization,

advanced information and  communication

technologies (ICTs) are being increasingly
integrated into distribution systems (DSs). Consequently, DSs
have transformed into cyber-physical systems where
communication and power networks are tightly interdependent
[1], as illustrated in Fig. 1. However, this interdependence
makes DSs vulnerable to both physical and cyber failures [2].
A failure in one network can trigger failures in the other,
potentially leading to cascading failures [3]. For instance, on
September 28, 2003, Italy suffered a major blackout due to a
cascade of cyber-physical failures, starting with power plant
shutdowns and resulting in communications network node
failures, which further disrupted power stations [4]. The 2011
Tohoku earthquake in Japan revealed how damage to cellular
sites impeded utility repair crew communication, significantly
hindering grid recovery [5]. Moreover, cyber-physical
breakdowns during extreme events intensify failure
progression, leading to more outages and amplified system
losses [6]. Therefore, there is an increased demand for effective
DS restoration strategies to address both cyber and physical
failures.

The key to DS resilience involves leveraging various flexible
resources to maintain electricity supply for consumers [2]. A
crucial method for power restoration after outages is to
reconfigure the network topology to dynamically form
microgrids with distributed generators (DGs) [7], thus
minimizing outage impacts. Indeed, manual on-site operations,
including traveling to disaster sites of DSs, are compromised by
natural hazards such as icy roads post-snowstorms [8] and
flooded roads following heavy rains [9]. These conditions
significantly slow down travel, delay restoration efforts, and
potentially endanger staff safety [10]. DS automation rapidly
facilitates this process by controlling automated switches. It
provides speed, automation, and centralization in DS
restoration, thus reducing manual operation risks during
extreme events [11]. To optimize microgrid formation,
techniques such as mixed-integer nonlinear programming
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Fig. 1. The interdependency of the communication and power networks in DS.

(MINLP) [12], mixed-integer linear programming (MILP) [13],
and heuristic search algorithms [2] have been used. These
methods enable effective control over DSs to form multiple
microgrids, aiming to restore the maximum possible load post-
blackout. However, traditional approaches often do not
consider or idealize the DS’s communication infrastructure as
intact [7, 13] which differs from the actual scenario. In fact, due
to geographical distribution [14], DS communication networks
in most cases are spatially bounded with power grids and also
vulnerable to disasters [15], resulting in simultaneous damage.
For instance, the 2008 ice and snow disaster in southern China
damaged both cyber and physical infrastructures of DSs,
causing widespread outages [16]. DS automation-based
restoration relies heavily on the supporting communication
network. Disruptions in communication between operation
centers and terminal devices impair DS observability and
controllability, affecting swift restoration. Typically, cyber
failures add complexity to decision-making and necessitate the
co-optimization of physical and cyber recovery efforts [17].

Efforts to address communication failures in DSs, including
mobile ad hoc network restoration schemes [17], 5G technology
[19], self-healing technologies [20], and cooperative device-to-
device communication [21], have been significant. However,
these methods primarily focus on restoring communication
networks rather than loads. Communication network failures
often present challenges such as limited resources (e.g.,
bandwidth and routing paths), hindering full network
restoration. When only a portion of the communication network
is recoverable, decision-making in communication recovery
significantly affects load recovery effectiveness. Consequently,
applying existing communication recovery research directly is
not entirely effective in DS restoration.

Addressing this issue involves considering the
interdependence of communication and load recovery in DS
restoration. The primary aim should be maximizing the load
pickup, rather than merely enhancing direct communication
metrics (e.g., connectivity or node recovery as noted in [20] and
[21]). This necessitates a flexible and reliable communication
network with superior control capabilities to sync with DS
automation. In this context, software-defined networking (SDN)
technology offers significant benefits. Unlike traditional
networks where data and control planes are bundled within
switches, SDN separates these components [22]. This
separation turns network switches into mere forwarding devices,
with data paths easily alterable via flow tables from controllers,
enhancing link flexibility and control. The SDN enables the

integration of various communication technologies via dynamic
software configurations [23]. Research indicates that SDN can
swiftly identify and isolate faulty links, and restore data
interactions [22], providing scalable, robust communication for
DS [24]. While SDN’s potential to boost power system
communication resilience is evident, its application in cyber-
physical integrated DS restoration has been largely overlooked.

To address the aforementioned challenges, we introduce an
SDN-based DS restoration approach. Initially, we modify
traditional DS communication networks by adding alternative
backup communication links. Subsequently, SDN technology
is implemented in these networks to facilitate centrally
managed data routing. Communication resilience is enhanced
by SDN controllers issuing routing tables that control data
routing paths. Furthermore, we propose incorporating
communication demand constraints for remote line control,
integrating communication facility statuses into the power load
recovery process. We then develop a cyber-physical integrated
DS restoration model, designed to optimize load recovery.
Moreover, a cyclic algorithm is proposed to effectively utilize
scarce communication resources, enabling controlled, multi-
step maximum load recovery in DSs. The paper's contributions
are outlined as follows.

* We introduce an SDN-based method for DS
communication recovery, which is designed to
centrally recover failed links under limited resource
conditions.

* We model the dependency of power line control on
communication as linear constraints in cyber and
physical failures and address communication and load
recovery problems via the MILP method.

* We develop a multi-step, cyber-physical integrated
algorithm aimed at maximizing the pickup load in DSs
with constrained communication resources.

* We conduct evaluation experiments to demonstrate
the validity of the proposed model for improving the
DS restoration effect.

The remainder of this paper is organized as follows: Section
IT introduces an SDN-based communication network recovery
scheme and outlines the cyber-physical integrated DS
restoration framework. Section III details the formulation of the
DS restoration model, incorporating cyber-physical
interdependencies. Section IV presents numerical results from
IEEE 33-node and IEEE 123-node test feeders, demonstrating
the efficacy of the proposed model. Section V draws a
conclusion.

Il. CYBER-PHYSICAL INTEGRATED RESTORATION FRAMEWORK

We categorize post-disaster cyber-physical DS restoration
into two main parts: communication recovery and load recovery.
Load recovery in DS involves operating power lines — opening
and closing them to supply power from DGs — reliant on
automated switch controls. However, such remote controls
hinge on a functional communication network. Essentially,
communication restoration between operation centers and
terminal devices (such as feeder terminal units and distribution
terminal units) underpins DS automation control. Leveraging
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Fig. 2. Example of communication network modification and recovery.

the SDN-based network’s data routing capabilities allows for
the re-establishment of this crucial communication, thus aiding
load recovery. Building on this, we propose a unified
cooperative recovery model that simultaneously addresses
communication and power recovery needs with the ultimate
goal of maximum pickup load.

A. Communication Network Modification

In DSs, communication is usually facilitated by separate
networks utilizing dedicated cables, fibers, and devices [25], as
depicted in Fig. 2(a). However, these networks often have rigid
structures and lack flexibility in resource allocation and failure
recovery. To enhance synergistic power and communication
restoration post-disaster (Fig. 2(b)), we modify DS
communication networks in two key ways: adding looped links
and integrating SDN technology.

1) Alternate Looped Links: We loop the forwarding facilities
(e.g., network switches and base stations) according to
their proximity in terms of spatial location, offering
alternate data transmission routes.

2) SDN Technology Integration: We equip the operation
center with SDN controllers and upgrade network
communication facilities to support SDN. This shift to
SDN allows data transmission paths to be dynamically
controlled by the SDN controller's flow tables.

Subsequent to these modifications, in the event of
communication failures, looped links serve as alternate

channels for restoring failed connections. With SDN integration,

the operation center can use routing tables to adaptively alter
data paths for communication restoration, aligning with the
specific communication needs of DSs.

Fig. 2 illustrates the described communication recovery
function. If the connection between network switches 2 and 5
in Fig. 2(a) fails, all connected terminal devices of these
switches lose communication with the operation center,
disabling its monitoring and control of the relevant electric
utility. Such failures diminish the load recovery effectiveness
of DSs. In contrast, as shown in Fig. 2(b), the addition of looped
links provides alternative paths, allowing the controller to
restore communication in the same failure scenario.
Connections can be re-established by rerouting data through
adjacent forwarding devices (network switch 4 and base station
6) to the operation center. This approach enables the centralized
control recovery capability for DS communication networks.

B. Load and Communication Integrated Recovery
DS automation provides DSs with the capability for rapid
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Fig. 3. Flowchart of the integrated restoration method for communication and
power networks in DSs.

microgrid formation using DGs. However, this control is
contingent upon communication between terminal devices and
the operation center. Based on the above centralized
communication recovery capability enabled by communication
network modifications, we integrate the DS load recovery
model with the communication network recovery model
through line controllable constraints. Solving this integrated
model computationally derives optimal data routing and line
control schemes for load recovery. Following these schemes,
SDN controllers issue routing tables to forwarding devices to
restore communication connection between terminal devices
and the operation center. Subsequently, microgrids are formed

by controlling DS line switches. This communication
restoration augments DS automation's load recovery
effectiveness.

Additionally, in widespread DS failures with constrained
communication resources, single-stage restoration may not
achieve optimal restoration. Thus, we introduce a cyclic
algorithm to assess recoverability after each restorative step,
enhancing the restoration effect. This method is detailed in the
flowchart shown in Fig. 3.

This methodology enables swift centralized control recovery
in cyber-physical faults. Consequently, this approach enhances
the DS resilience and restoration speed, while mitigating the
need for on-site maintenance—a common requirement in the
face of communication failures in traditional restoration
methods that necessitate manual site visits for repairs and
control during disasters.

I11. MATHEMATICAL FORMULATION

This section describes the cyber-physical integrated
restoration model and the corresponding multi-step restoration
algorithm. For clarity, 'nodes' and 'links' refer to communication
nodes and links, respectively, while 'buses' and 'lines’ denote DS
buses and lines, respectively.

A. Power Load Recovery Model Formulation

Physically, a DS can be modeled as an undirected graph
GP =[NP, LP]. NP is the set of & buses, indexed by i and j.
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LP is the set of lines, indexed by k = (i, j). Additionally, we
denote all buses connected to power sources in a set SP < N'P.

1) DS Operational Constraints (DOC): Since buses and lines
may be damaged randomly in extreme events, binary
parameters y/N and y/* are used to indicate the equipment
states of bus i and line k, respectively, where “1” indicates
normal operation and “0” indicates malfunctions. When a bus
or a line fails due to permanent fault, it must be isolated from
DSs before manual maintenance is performed. Therefore, line
k = (i, j) € £ cannot be closed unless the line and the both end
buses function normally, which can be written as

bk =< (XI?L +XLPN +X]PN)/3'Vk = (l' ]) € L' (1)

where variable b, denotes the opening and closing states of line
k, with “1” indicating closing and “0” indicating opening.

Considering the utility characteristics of DGs and lines, the
active and reactive power of DGs and lines should not exceed
their upper power limits, which can be described by the
following four inequality constraints:

0 <pf < PF"™ vieSP, )
0 <qf <QF ™, vieSs?, (3)
—pl-m < pl < LM vk € LP, (4)
—Qp "™ < gk < Q™ , vk € LP, (5)

where pf and gF denote the active and reactive power,
respectively, injected into bus i by the generator connected to it;
P and QF-"* are the maximum active and reactive
power limits, respectively, of the generator at bus i; p% and gk
are the active and reactive power, respectively, flowing from
bus i to bus j along line k = (i, j); and P--""** and Q;-™* are
the maximum active and reactive power limits, respectively, of
line k.

It is common to have an automated switch between a bus and
its load for controlling the load recovery. The binary variable
bloa? denotes the opening and closing states of the automated
switch between bus i and its load, with “1” specifies closing
and “0” specifies opening. In cases where buses lack load
switches, the default state is closed. Both active and reactive
power flow only through closed lines, and the sum of respective
flows from a bus must be equal to zero. This is represented by
the following constraints:

—M - by < pk <M by, Vk € LP, (6)
—M b, < q-k <M by, Vk € LP, (7
Tker, Wi "Dk + b0 - PLO% = 0,Vi € NP\SP ®
Tker Hi - qi + b - Q% = 0,¥i € NP\SP )

Yrer, Uf " Pk + b0t Q% —pf = 0,Vi € 87, (10)
Sier Mi " i + b Qi —qf = 0,vi €SP, (11)
where a very large number M is used to express the conditional
statement and F; is the set of lines connected to bus i.
Specifically, the direction of power flow on a line k = (i, j) is
defined as from bus i along line k to bus j which can be
expressed by parameters uf = 1 and /,L}‘ =-1.

Regarding to the DS operation, the DG bus voltage is set as
the reference voltage V,. Additionally, voltages at all buses
must adhere to voltage-drop constraints within the DS voltage
limits and tolerance §. These constraints are delineated as

follows:

v; =V, Vi € §P, (12)
A=-6) -V, <v;,<(1+6) -V, Vie NP, (13)
vi+ (1 =by)  (=M) S v; =Dy - (P -1 + Qi * %) [V <
v+ (1 —by) M, Vk = (i,)) € LP, (14)
where variable v; denotes the voltage of bus i; parameters r;
and x,, denote the equivalent lumped resistance and reactance

of line k, respectively.

2) DS Connectivity Constraints (DCC): Demonstrating the
efficiency of the connectivity constraints of subgraphs in
solving DS restoration [13], a single commodity flow method
is applied to form multiple microgrids as follows: All
commodities circulate within the same DS topology; a
microgrid must have only one DG in accordance with the DS
prohibited circulation restriction; a bus must meet its unit-load
demands to be connected to DGs; and a unit-load satisfied bus
means that there exists one path from that bus to the DGs.

Note that power can only flow through closed lines. If a line
is closed, then the electrified states of the buses at both ends
should be the same. Moreover, the load switch only can be
closed at an energized bus to provide power to its load. Then,
the constraints can be expressed as

—M b, < ft <M-b,, vk € LP, (15)

A=b) (M) +fN<fN<@-=b) M+ Vk=

@i,j) € LP, (16)

bload < £N vi e NP, (17)

where the integer variable f;© denotes the amount of commodity

flow from bus i to bus j on line k = (i,j) and the binary

variable £V represents the unit demand of bus i, with “1”

indicating that the bus is connected to a DG, and “0” indicating
otherwise.

Since the sum of power flowing out of a bus must be zero,
they are described by the following equality constraints:

Yker M - fie + Y =0,Vi€e NP\SP,  (18)

Yker it - fie + 1 = f7, Vi€ s?, (19)

where f;° denotes the amount of commodity injected into bus i
by the generator connected to it.

Additionally, the radial topology constraint is introduced to
prevent circulating flows and ensure that a microgrid has only
one DG, which can be written as

Dieny fiN — Yiesp fiN = Ykecp by
B. Communication Recovery Model Formulation

DS communication networks are typically modeled as
undirected graphs G¢=[N°€ L] . N€ is the set of
communication nodes representing network switches, including
network switches, base stations, terminal devices, and the
operation center, identified by indices m and n. L€ is the set of
wired and wireless communication links, indexed by [ =
(m,n). Communication nodes and links may fail due to
extreme events. To represent the operational status of nodes and
links, binary parameters yi¥ and y “ are used, with “1”
indicating normal operation and “0” indicating a malfunction.
Terminal devices are presumed to be capable of self-testing and
reporting their status, while network switches determine link
states using the link layer discovery protocol (LLDP) [26]. This

(20)
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enables the operation center to ascertain the working states of
nodes and links.

1) Data Flow Constraints (DFC): To allocate bandwidth
resources in a manner, ¢ = (A", ...... ,h) and ¢t =
(h} ... ,hk) are two vectors consisting of binary variables,
with A and h! being binary variables indicating whether the
data of terminal device i flow through link k and node i,
respectively. The data can only pass through normally
functioning links and nodes, that is,

—xft < hl < yfhvle L vie NP, (21)
—xSV < A" < xSV, vm e N, Vi e NP, (22)

For the operation center node, the data to be received should
consist of all the data on the connected communication links.
For forwarding nodes, there should be two procedures for
sending and receiving identical data. For terminal nodes, there
should be only one data transmission process. The above
characteristics can be translated into the following three linear
equality constraints:

Ties, €l = €5 (23)

Yien,, ¢ = 2¢ym,Vm € N\(NP Uo0), (24)

Zle}[m ClL = Crlyl = Edb(mv :) " Sm vm € ]V‘p’ (25)

where node o represents the operation center; 7; is the set of

links connected to node i; and E4(m, :) denotes row m of the
®-dimensional identity matrix.

Furthermore, the communication state of a terminal device
node is determined by whether the operation center can receive
the data from this terminal device. Only normally functioning
terminal devices can communicate with the operation center,
which is described as

Sm = h9, Vvm e NP, (26)
Sy < x5V, vm € WP, 27

where binary s, is the communication state of terminal device
node m to operation center node o, with “1” indicating
connected and “0” indicating disconnected.

2) Bandwidth and Delay Constraints (BDC): The bandwidth
consumption of a node or link is equal to the sum of the
bandwidth consumption of the data flowing through it and
cannot exceed its bandwidth capacity. These constraints can be
expressed as

d% :ZiENp w; 'h{n,Vm ENC, (28)
d < AmeX ym e €, (29)

dF =Yicnpw; - hl@ ,VIE LS, (30)
dF < AM* vl e L€, (31)

where d¥ and d} denote the bandwidths consumed by the data
through node m and link [, respectively; w; is the required
communication bandwidth for terminal device i; and A2%* and
A7*** denote the bandwidth upper limits of node m and link [,
respectively.

The end-to-end communication delay between a node and the
operation center is the sum of the forwarding delays of the
forwarding nodes and the propagation delays of the links
through which the data are passed. This end-to-end delay
cannot exceed the specified delay limitation, that is,
e; = Yiecc hi & + Tmewewr I - &3 Vi € NP,

e < T, Vi ENP,

(32)
(33)

a. Control process for lines equipped with automated switches
on one side

Fig. 4. Schematic diagram of the control of different categories of DS lines.

where e; is the end-to-end data delay from terminal device node
i to the operation center; 7;*%* denotes the upper limit on the
end-to-end delay for its DS service; and &F and &Y denote the
propagation delay of link [ and the forwarding delay of node m,
respectively.

b. Control process for lines equipped with automated switches
on both sides

C. Cyber-Physical Integrated Constraint and the Objective
Function

1) Line Control Constraints (LCC): Most DS lines have
automated switches near the buses, monitored and controlled by
terminal devices. Line remote control is achieved by
transmitting control commands from the operation center to the
corresponding terminal device via the communication network.
Some DS lines are equipped with automated switches on only
one side, whereas crucial lines might have switches on both end
sides (e.g., DS contact lines).

As depicted in Fig. 3, lines in various initial operational states
have distinct communication needs. Hence, we categorize line
control communication requirements into six scenarios in Table
I and simplify them into an inequality constraint as:

o — (of "si+ofs;) < b <wf + (of *si +0f - 5;)/
(oF +0%), vk = (i,j) e LP, (34
where the binary parameter o¥ denotes whether a switch is

installed on the node i’s side of line k.
TABLE|
INFLUENCE OF LINE OPERATIONAL STATE ON COMMUNICATION
REQUIREMENT IN LINE CONTROL
The presence of switches at

Communications

Line sides of buses and their states Contral requirements
k state - - state - -
Bus i Bus j Bus i Bus j

Has Closed No / s;=1 /
Closed No / Has Closed Open / s55=1

Has Closed Has Closed sit+s;=1

Has Open No / s;=1 /
Open No / Has Open Closed / si=1
Has Open Has  Open s5=1 s=1

For the safe operation of the DS, it is necessary for the
operation center to observe both buses at the ends of a line
before closing it. Thus, constraint (34) can be redefined as

wi — (of *si+0f *s;) S by <wf + 05 (s; +5;), Vk =

G,)) € LP. (35)

Notably, lines lacking automated switches are non-
controllable and thus exempt from the aforementioned
constraints.

With (35), the communication state of terminal devices in
communication networks and line control for recovery in power
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networks are integrated. This integration allows for the
simultaneous determination of data routing paths and line
controls for load recovery in a cyber-physical integrated
restoration model, using a single objective function. The
outcomes, including device and link routing variables (¢} and
c}), along with line control variables (b,) from this function,
define the data routing for communication recovery and the
approach for microgrid formation.

2) Objective Function for Cyber-Physical Integrated
Restoration (OFCPIR): The value of loads may differ by their
category [27]. The objective function for this cyber-physical
integrated restoration is the maximum value of the restored load
with the minimum end-to-end communication delay under
communication resource constraints. The objective function is
formulated as follows:
max Yex Pt by + min Ty - e,

s.t. DOC: (1) — (14),
DCC: (15) — (20),
DFC: (21) — (27),
BDC: (28) — (33),
LCC: (35),
where ¢; is the weight parameter of load in bus i and ¢ is a very
small parameter used in solving for the smallest end-to-end
delay of terminal devices.

Thus, the whole model can be formulated as an MILP
problem that can be solved using off-the-shelf solvers.

3) Cyclic Algorithm: Given the extensive fault conditions and
limited communication resources, which restrict the number of
automated switches controllable in a single restoration step,
fully restoring all recoverable loads in one process is
challenging. Consequently, we introduce a cyclic algorithm to
develop a multi-step restoration scheme via iterative
assessments. The algorithm is detailed as follows:

Algorithm 1 Multi-Step Restoration Algorithm

(36)

Input: The DS topology G? =[NP, LP] along with the equipment
states, operation states, and parameters;
DS communication network topology G¢ = [N°€, L] along
with the equipment states, operation states, and parameters;
The cyclic parameter ¢ = 1;
1: whileé=1
2: Compute objective function (OFCPIR) of the cyber-physical
integrated restoration model based on the states and parameters;
3: if OFCPIR has a restoration solution
4: Records the link routing scheme (cX, cf), load recovery
control scheme by ;
5 Update the DS and communication network states;
6: else
7 | ¢=0;
8: end if
9:  end while
Output: the whole cyber-physical integrated restoration scheme

Using the above algorithm, a multi-stage communication and
load co-recovery scheme can be developed. This scheme
maximizes the load recovery by sequentially controlling the
data routing within the communication network and line
splitting in the power network.

IV. NUMERICAL RESULTS
This section presents an evaluation of the proposed MILP
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Fig. 6. IEEE 33-node test feeder communication network diagram.

model using IEEE 33-node and IEEE 123-node test feeders [28]
under dual cyber-physical fault scenarios. The model's
effectiveness is validated by comparing its results with those of
two benchmark methods:

a. Only Load Recovery (OLR) Algorithm: This algorithm
focuses solely on load recovery, conforming to BCC constraints,
and aims to maximize the recovered load in line with the
objective of [13].

b. Separated Cyber and Load Recovery (SCLR) Algorithm:
This is a two-step algorithm that addresses both communication
and load recovery. Initially, it focuses on maximizing the
number of recovered communication nodes using network
resources, in line with [13]. Subsequently, it undertakes load
recovery, considering BCC constraints and aiming to maximize
recovered load.

c. Integrated Cyber and Load Recovery (ICLR) Algorithm:
This is the proposed cyber-physical integrated recovery
approach in this paper. It combines communication and load
recovery, optimizing the communication and load recovery
while adhering to their constraints.

The calculations for the three algorithms are implemented on
a PC with an Intel Core i7 CPU @2.90 GHz and 32 GB of
memory. The YALMIP toolbox in MATLAB 2021b with
Gurobi 9.1.2 is utilized to solve the MILP problems, and the
gap for the MILP problems is set to 0.0001. Mininet, a tool for
simulating SDN-enabled communication networks [24], was
employed. The data routing schemes for SDN communication
networks, as computed in our model, were implemented and
tested on Mininet 2.3.1 to validate their effectiveness.

A. |EEE 33-node Test Feeder Case

An |IEEE 33-node test feeder at a nominal voltage of 12.66
kV with its 44-node communication network is built as shown
in Fig. 5. Three DGs are installed at three nodes 18, 21, and 31.
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The communication network employs both wired and
wireless methods. The parameters for the real and reactive
power capacities of the power sources are also illustrated in Fig.
5. Note that in practice, how the values of the weights are
chosen is a complicated problem but is not the focus of this
paper. Therefore, the load weight parameters (¢;) are assumed
to be 1. Since the store-and-forward method is the mainstream
method for message forwarding in switches, we assume the
forwarding delay rule on this basis. The maximum end-to-end
delay eSN-"% s set to 10 ms according to the communication
requirements for DS data transmission in IEC 61850-5 [29], and
the bandwidth requirement for a terminal device is assumed to
be 2 Mbps [30]. Details on the additional links, as well as the
bandwidth and delay parameters for nodes and links, are
presented in Fig. 6.

In this case, a disaster impacts this DS, damaging both power
and communication infrastructures. Several lines are disrupted
and communications between certain terminal devices and the
operation center are interrupted due to temporary or permanent
faults.
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The three proposed algorithms are applied to compute

restoration schemes in this IEEE 33-node test feeder case. The

communication and power networks recovered using these
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algorithms are illustrated in Figs. 7, 8, and 9. For the ICLR
algorithm, terminal devices and their data routing paths are
categorized into three groups (depicted in three colors) to
demonstrate their data routing paths in Fig. 9. Additionally, Fig.
10 displays the computation times, the number of
communication nodes, the number of energized buses, and the
load recovery for each algorithm. Furthermore, the SDN
networks corresponding to the ICLR algorithm were
constructed in Mininet. By modifying the routing table with

‘dpctl' commands and testing the communication states from
terminal devices to the operation center on the Mininet
platform, the effectiveness of the recovery scheme is
confirmed.

B. IEEE 123-node Test Feeder Case

Fig. 11 displays an IEEE 123-node test feeder alongside its
161-node communication network. This DS operates at a
nominal voltage of 4.16 kV, with five DGs installed at five
buses (195, 251, 350, 451, 610). The power source capacity
parameters are detailed in Fig. 11. The added links, along with
the node and link parameters for the communication network,
are depicted in Fig. 12. Assumptions for load weight, maximum
end-to-end delay, and bandwidth requirements for the terminal
devices are also set at 1, 10 ms, and 2 Mbps, respectively. The
second disaster scenario, illustrated in Fig. 11, resulted in the
failure of buses, lines, nodes, and links.

The same three algorithms were employed to calculate the
recovery schemes, with the results for the restored
communication and power networks displayed in Fig. 13.
Additionally, Fig. 14 illustrates the elapsed computation time,
number of communication nodes, number of energized buses,
and load recovery outcomes for each algorithm. The feasibility
of the communication network routing scheme was also
confirmed through simulations of the corresponding SDN-
based DS communication network on the Mininet platform.

C. Discussions of Results

1) IEEE 33-node test feeder case: In the IEEE 33-node test
feeder case, the number of electrified buses for the OLR, SCLR,
and ICLR algorithms are 18, 20, and 23-26-29 (three-stage
restoration) respectively, as shown in Figs. 7, 8, 9, and 10. The
load recovery outcomes for these algorithms are 1470kW,
1740kW, and 2590-2990-3200kW (three-stage restoration),
respectively, as also indicated in Fig. 10. The results
demonstrate that the SCLR and ICLR algorithms, which restore
the communication network, recover more load than dose the
OLR algorithm. This observation underscores the significant
impact of communication network restoration on enhancing the
DS load recovery in cyber-physical failures. However, a
comparison of load recovery (1740kW and 2590-2990-
3200kW) and normally communicating nodal results (18 nodes
and 16-6-5 nodes) of SCLR and ICLR algorithms shows that
communication restoration schemes that neglect the DS control
demands of the DS automation function are less effective. With
limited communication resources, the ICLR algorithm restores
the network in line with DS control requirements. Utilizing a
cyclic algorithm, the ICLR approach effectively leverages
limited resources for multi-step recovery to achieve optimal
results. Additionally, the computation times for OLR, SCLR,
and ICLR algorithms are 0.81s, 0.82s, and 0.91s, respectively,
indicating that the ICLR algorithm swiftly provides DSs with a
post-disaster restoration solution, ensuring efficient integrated
restoration.

2) IEEE 123-node test feeder case: Similarly, the SCLR and
ICLR algorithms which perform communication recovery,
demonstrate superior load recovery performance (45 nodes and
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Fig. 13. IEEE 123-node test feeder recovery results for the three algorithms

740 kW, 76-104 nodes and 2140-2640 kW) compared to the
OLR algorithm (42 nodes and 620 kW). Moreover, the ICLR

algorithm,
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automation
requirements, more efficiently utilizes communication

which integrates DS

control
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resources to attain optimal recovery across multiple stages. The
computation times for the OLR, SCLR, and ICLR algorithms
are 3.21s, 10.58s, and 15.27-12.09s, respectively,
demonstrating the efficiency of the proposed algorithms and
affirming the applicability of our model for large-scale DSs. In
summary, the results demonstrate that DS restoration is
significantly enhanced by implementing cyber-physical
integrated restoration schemes.

V. CONCLUSION

This paper introduces a cyber-physical integrated restoration
model tailored for DS recovery. Leveraging the centralized
control routing capabilities of SDN technology, this model
effectively restores the communication network, aligning with
the needs of DS automation for power restoration and
facilitating extensive microgrid formations for load recovery.
Additionally, we propose a cyclic algorithm designed to
optimize the load recovery via a multi-stage recovery control
process. The model's efficacy is confirmed by numerical results
from two IEEE test feeders. Future research will focus on a
more detailed analysis of the computational complexity and
scalability of our method, enhancing the resilience of
communication networks, and conducting co-simulations of
communication and power network restoration.
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