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Abstract

Despite the importance of trust in human-AI interactions, researchers must adopt

questionnaires from other disciplines that lack validation in the AI context. Motivated

by the need for reliable and valid measures, we investigated the psychometric quality of

two trust questionnaires, the Trust between People and Automation scale (TPA) by Jian

et al. (2000) and the Trust Scale for the AI Context (TAI) by Hoffman et al. (2023). In

a pre-registered online experiment (N = 1485), participants observed interactions with

trustworthy and untrustworthy AI (autonomous vehicle and chatbot). Results support

the psychometric quality of the TAI while revealing opportunities to improve the TPA,

which we outline in our recommendations for using the two questionnaires.

Furthermore, our findings provide additional empirical evidence of trust and distrust as

two distinct constructs that may coexist independently. Building on our findings, we

highlight the opportunities and added value of measuring both trust and distrust in

human-AI research and advocate for further work on both constructs.

Keywords: AI, Trust, Distrust, Survey, Questionnaire, Validation
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To Trust or Distrust Trust Measures:

Validating Questionnaires for Trust in AI

Introduction

With artificial intelligence (AI) becoming increasingly integrated into people’s

daily lives, the concept of trust recently got a lot of traction. Trust is not only an

essential element in human-AI interactions as it shapes how people use and rely on AI

(Hoff & Bashir, 2015; Lee & See, 2004), but also a key motivation for research into

explainable AI (XAI) to create more transparent AI systems (Lipton, 2018).

Consequently, there is a growing need for a comprehensive understanding and

appropriate measurement of human trust in AI. However, the operationalization and

measurement of trust are complicated by various challenges.

For one thing, a multitude of different definitions and conceptualizations of trust

exist (Benk et al., 2022; Muir, 1994; Ueno et al., 2022; Vereschak et al., 2021) that are

often not clearly distinguished from related terms (e.g., "reliance" (Poursabzi-Sangdeh

et al., 2021), "situational trust" (Hoff & Bashir, 2015), "perceived trustworthiness"

(Weitz et al., 2021), "calibrated trust" (Langer et al., 2021) or "warranted trust"

(Hoffman et al., 2009; Jacovi et al., 2021)). Not clearly distinguishing between these

terms can lead to theoretical entanglements and divergent operationalizations of trust

(Kohn et al., 2021). For example, trust, viewed as an attitude (Lee & See, 2004), is a

subjective psychological construct, typically measured via questionnaires, also called

survey scales (Scharowski et al., 2022). Meanwhile, reliance, as a behavior (Lee & See,

2004), can be assessed using more objective observational methods such as analyzing

changes in an individual’s behavior after being presented with an AI recommendation

(e.g., switch ratios (Lu & Yin, 2021; Yin et al., 2019)). Conceptualizations such as

"calibrated" or "warranted" trust also require this differentiation and emphasize that the

motivation of XAI should not be merely to increase trust arbitrarily and unjustifiably.

Instead, trust should be aligned and calibrated to the AI’s trustworthiness (Lee & See,

2004; Wischnewski et al., 2023). In this regard, trust is warranted when the AI is

trustworthy and unwarranted when it is untrustworthy (Jacovi et al., 2021). Although
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the importance of calibrated trust has been recognized by the community (Wischnewski

et al., 2023), the corresponding perspective - that distrust in untrustworthy AI is also

warranted – remains relatively underemphasized, despite being an integral factor

motivating XAI (Jacovi et al., 2021). Indeed, distrust seems a comparatively overlooked

construct in current human-AI research (Scharowski & Perrig, 2023; Ueno et al., 2022).

Beyond these theoretical challenges, empirical studies measuring trust often use

single items (e.g., Yu et al., 2017) or develop their own questionnaires (e.g., Merritt,

2011; Yin et al., 2019). However, self-developed questionnaires and single items usually

lack a rigid construction and quality assurance process and are often only used in an

individual study, complicating comparing different study results (Furr, 2011). Thus, it

has been recommended to use validated trust questionnaires (Wischnewski et al., 2023)

whose psychometric quality (i.e., objectivity, reliability, and validity) has been

scrutinized. But even if researchers address these challenges and use standardized

questionnaires for measuring trust, they have to resort to and adapt scales from other

disciplines, as there is no validated questionnaire for trust in AI. For example, it is

common practice among researchers to use the Trust between People and Automation

scale (TPA) by Jian et al. (2000) and rephrase the questionnaires’ items to fit the study

context (Vereschak et al., 2021). However, such practices raise concerns about whether

the modified scale still measures what it was initially intended to measure (Furr, 2011;

Juniper, 2009). More recently, Hoffman et al. (2023) recommended a Trust Scale for the

AI Context (TAI) that is based on existing trust scales, including the TPA. While

adopting items from other scales is a common first step in questionnaire development, a

scale’s psychometric quality should be reevaluated after each modification or adoption

(Furr, 2011; Juniper, 2009). However, this has yet to be the case for the TAI. In fact,

most studies measuring human trust in AI do not report the psychometric quality of the

questionnaires they used (Vereschak et al., 2021) and only recently, Lai et al. (2023)

pointed out that the research community lacks practices to validate and reuse

standardized measurements. At best, this makes it challenging for other researchers to

replicate or build upon existing work. At worst, using non-validated trust
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questionnaires in the context of AI can generate research results that do not withstand

psychometric scrutiny and thus lead to ambiguous or inconsistent findings, impeding

progress in human-AI interaction and XAI research. Despite this need for standardized

measures, the psychometric quality of both the TPA and TAI remains to be thoroughly

investigated in an AI context. Our research aims to fill this research gap by validating

the TPA and TAI in a pre-registered online experiment, following current best practices

for investigating questionnaire quality.

The contribution of this article is threefold. First, we present the first

comprehensive psychometric evaluation of Jian et al. (2000)’s TPA scale in an AI

setting. Second, we conduct an extensive independent psychometric evaluation of the

TAI by Hoffman et al. (2023). Third, we compare the two trust scales and offer

recommendations and guidance for researchers and practitioners who want to use the

TPA and TAI in the context of AI. Results from the online experiment (N = 1485)

show that the TAI performs well psychometrically. Concerning the TPA, somewhat

acceptable quality was only achieved after removing items and when considering a

two-factor model (trust and distrust) instead of the initially proposed single-factor

model. Based on these findings, we advocate for future work on the TPA or the

development of a new scale explicitly designed for the context of AI which accounts for

the distinction between trust and distrust. Other disciplines have long been in a critical

discourse on whether trust and distrust constitute the same construct at opposite ends

of a continuum or should be treated as separate constructs on two distinct dimensions.

However, this discourse has yet to find any real resonance in the XAI community, which

could be an underappreciated opportunity for a more inclusive understanding of trust

and distrust. Such a distinction could account for both warranted trust for trustworthy

AI and warranted distrust for untrustworthy AI, which aligns more closely with the

objectives of XAI (Jacovi et al., 2021). Ultimately, our work provides future research

with more reliable and valid tools for measuring trust in AI and extends the current

understanding of trust for a more comprehensive and holistic understanding of human

trust and distrust in human-AI research.
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Related Work

Defining Trust in AI

Trust has been studied extensively across various disciplines for decades,

including philosophy (Fukuyama, 1996), social sciences (Gambetta, 2000), and

economics (Berg et al., 1995). This comprehensive exploration has contributed to a

multifaceted perspective on trust and, at times, divergent conceptualizations across

different academic domains. For instance, within the realm of social sciences, trust has

been defined as the anticipation of non-hostile behavior; in economic frameworks, trust

is often conceptualized through game theory; and within philosophy, it is anchored in

moral relationships among individuals (Andras et al., 2018). Researchers have

introduced accounts of interpersonal trust (Mayer et al., 1995) that apply to the

human-machine interaction (Lee & See, 2004) and which more recently have been

extended to trust in the human-AI interaction (Jacovi et al., 2021).

There are several definitions (Benk et al., 2022; Ueno et al., 2022; Vereschak

et al., 2021) and models (e.g., Davis, 1989; Hoff & Bashir, 2015; Lee & See, 2004; Liao

& Sundar, 2022; Mayer et al., 1995; McKnight & Chervany, 2001; Toreini et al., 2020) of

trust in AI in circulation. However, the most commonly used definition in the human-AI

trust literature (Ueno et al., 2022; Vereschak et al., 2021) is attributed to Lee and See’s

definition of trust in automation as "the attitude that an agent will help achieve an

individual’s goals in a situation characterized by uncertainty and vulnerability" (Lee &

See, 2004, p. 6). This emphasis on uncertainty and vulnerability is consistent with the

influential (Rousseau et al., 1998) and also widely adopted (Vereschak et al., 2021)

definition of trust by Mayer et al. (1995), which Lee and See (2004)’s work is based on.

Indeed, most definitions define trust either explicitly or implicitly as an attitude

(Castelfranchi & Falcone, 2010; Vereschak et al., 2021) and necessitate the presence of

risk, uncertainty, and vulnerability for trust to exist (Buçinca et al., 2020; Castelfranchi

& Falcone, 2010; Hoff & Bashir, 2015; Rousseau et al., 1998; Vereschak et al., 2021).

For this reason, we will adopt Lee and See (2004)’s definition but also draw on Mayer

et al. (1995)’s corresponding model of trust for the remainder of this paper.
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Forming Trust in AI

Trust does not form on its own accord but has its foundation in the attributes,

characteristics, or actions of the trustee (Hoff & Bashir, 2015; Mayer et al., 1995).

Mayer et al. (1995) referred to these qualities as "factors of trustworthiness" and

suggested that "ability," "benevolence," and "integrity" provide the foundation for the

development of trust. It is crucial to note the distinction between the perceived

trustworthiness of the trustor and the actual trustworthiness of the trustee (Schlicker

et al., 2022). While the actual trustworthiness is a property of the trustee, the

perceived trustworthiness is an assessment of these properties on the side of the trustor

(Mayer et al., 1995; Schlicker et al., 2022). For example, based on a chatbot’s repeated

demonstration of writing excellent poetry, an individual may conclude that the chatbot

has high competence. This assessment can contribute to the individual’s perception of

the chatbot as trustworthy, which provides the basis for trust.

Drawing on Mayer et al. (1995)’s work, Lee and See (2004) extended the factors

contributing to trustworthiness to the context of automation and included performance

(i.e., what the automation does), process (i.e., how the automation works) and purpose

(i.e., why the automation was developed) as a basis of trust. More recent research has

focused on trustworthiness factors specific to AI systems (Kaplan et al., 2023; Liao &

Sundar, 2022; Thornton et al., 2021; Toreini et al., 2020). For example, Liao and

Sundar (2022) introduced a trust model where they defined three trustworthiness

attributes based on Mayer et al. (1995) and Lee and See (2004) as "ability," "intention

benevolence," and "process integrity" and highlighted the concept of trustworthiness

cues. Trustworthiness cues are any information that can contribute to a person’s trust

assessment, including efforts for AI transparency (e.g., performance metrics, XAI and

system design features, or model documentation) (Ekman et al., 2017; Liao & Sundar,

2022).
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Calibrating Trust in AI

By introducing trustworthiness as a property of the trustee, it is emphasized

that trust should not exist for its own sake but requires justification. In light of this,

Lee and See (2004) have coined the term "trust calibration." Calibration refers to the

correspondence between an individual’s trust in a system and the system’s

trustworthiness (Lee & See, 2004). Within this framework, two types of mismatches can

occur: either an individual’s trust exceeds the system’s trustworthiness, leading to

misuse of the system (i.e., over-reliance (Parasuraman & Riley, 1997)), or the

individual’s trust falls short of the system’s trustworthiness, leading to disuse (i.e.,

under-reliance (Parasuraman & Riley, 1997)). Ideally, individuals should exhibit

calibrated trust, where the level of trust matches the trustworthiness of the system.

More recently, Wischnewski et al. (2023) have encouraged the research community to

more explicitly focus on and increase calibrated trust. Further, Jacovi et al. (2021)

introduced the notion of warranted and unwarranted trust in the context of AI. They

refer to warranted trust as trust calibrated with trustworthiness; otherwise, trust is

unwarranted if not calibrated with trustworthiness.

The notion of warranted and unwarranted trust brings about an interesting

distinction - presuming an AI system is untrustworthy (e.g., has poor performance), not

only is a person’s trust unwarranted, but conversely distrust is warranted (Jacovi et al.,

2021). In other words, if a system is untrustworthy, it may not be enough for people not

to trust it, but desirable for people to actively distrust the system. Jacovi et al. (2021)

argued that while the key motivation of XAI is commonly framed as increasing trust in

AI systems, a more precise motivation should be to either increase trust in trustworthy

AI or to increase distrust in untrustworthy AI. This distinction underlines the

theoretical relevance of distrust and the need for its consideration in AI and XAI

research. However, the AI and XAI research community seems to have mainly focused

on trust (Scharowski & Perrig, 2023), and while this has provided important insights

into how trust in AI can be developed and maintained, distrust has been relatively

understudied, with only 6% of papers on human-AI interaction measuring and reporting
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distrust (Ueno et al., 2022).

This unilateral perspective ignores decades of research in the area of

interpersonal trust (e.g., Lewicki et al., 2006; Luhmann, 1979; McKnight & Chervany,

2001; Ou & Sia, 2009; Saunders et al., 2014; Sitkin & Roth, 1993) that has extensively

explored the coexistence and independence of trust and distrust. There are theoretical

reasons for a potential distinction between trust and distrust as independent constructs

rather than polar opposites (McKnight & Chervany, 2001). Indeed, some authors argue

that "most trust theorists now agree that trust and distrust are separate constructs"

(McKnight & Chervany, 2001, p. 42). Based on this theoretical work, a distinction

between trust and distrust should be taken into consideration in human-AI interactions.

Such insights from interpersonal trust research could inform our understanding of these

constructs in the AI context, provided they can be measured appropriately and

accurately. This would allow to evaluate not only warranted trust for trustworthy AI

but also warranted distrust, calibrated with untrustworthy AI as proposed by Jacovi

et al. (2021).

Measuring Trust in AI

Trust in AI is measured in various ways (Hoffman et al., 2023; Vereschak et al.,

2021) by both objective or subjective means (Mohseni et al., 2020). Defining trust as an

attitude (Lee & See, 2004) implies that it should be viewed as a subjective psychological

construct distinct from objective behavioral manifestations of trust, such as reliance

(Lee & See, 2004; Scharowski et al., 2022). This implies that studies that only measure

trust-related behavior, such as reliance, do not genuinely measure trust (Scharowski

et al., 2022; Vereschak et al., 2021).

Conceptualizing trust as subjective leads to multiple methods to measure trust,

including interviews, think-aloud protocols, and open-ended questions (Mohseni et al.,

2020; Vereschak et al., 2021). Nevertheless, questionnaires are the primary source for

the measurement of subjective trust (Ueno et al., 2022; Vereschak et al., 2021), with

Ueno et al. (2022) estimating that 89% of publications measure trust in AI via

questionnaires. Questionnaires are a series of questions (i.e., questionnaire items)
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designed to measure a not directly observable psychological construct of interest

(DeVellis, 2017; Hopkins, 1998).

Questionnaires should be distinguished from single-item questions that are also

used to measure trust (Kohn et al., 2021)(e.g., Yu et al., 2017) but are generally less

appropriate to study complex constructs (Loo, 2002). Also, self-developed

questionnaires are frequently employed to measure trust (Kohn et al., 2021)(e.g.,

Merritt, 2011; Yin et al., 2019), but these are questionable since they often lack a

thorough design and validation process (Furr, 2011). Furthermore, since self-developed

questionnaires and single-item questions are often employed in a single study only, they

usually do not allow comparing results across different studies (Flake & Fried, 2020).

For this reason, Wischnewski et al. (2023) recommended using validated and

standardized trust questionnaires that have undergone scrutiny to ensure their

psychometric quality, including objectivity, reliability, and validity. However, this

recommendation poses challenges for researchers who want to measure trust in AI, as no

validated trust questionnaire in the context of AI exists. In the following, we discuss two

scales that are currently used to assess trust in AI systems but have yet to be validated.

The Trust Between People and Automation Scale

Among trust questionnaires, the TPA scale by Jian et al. (2000) is by far the

most frequently used in human-AI research (Hoff & Bashir, 2015; Kohn et al., 2021;

Ueno et al., 2022; Vereschak et al., 2021; Wischnewski et al., 2023). The TPA was

developed 20 years ago and has been validated for the context of automation (Spain

et al., 2008). Researchers adopting the TPA to measure trust in AI thus need to modify

the questionnaire items to fit them to the AI context. Vereschak et al. (2021) estimated

that more than half of all publications introduce such modifications to the original,

validated questionnaires (e.g., changing "the system is dependable" to "the artificial

intelligence is dependable"). However, terminological differences affect people’s

perceptions and evaluations of technology (Langer et al., 2022), and any modification of

a questionnaire can undermine its reliability and raises the question of whether an

adapted scale measures the intended construct. Consequently, after any modification,
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the psychometric quality of a questionnaire should be reassessed (Furr, 2011; Juniper,

2009), which is rarely done (Vereschak et al., 2021).

The TPA consists of 12 items, with seven positively formulated items for trust

and five items being negatively formulated, capturing distrust. However, because of the

strong negative correlations between ratings of trust and distrust, the original authors

concluded that trust is a single-dimensional construct, with trust and distrust as

opposites on the two extremes of a continuum. Spain et al. (2008), who independently

validated the TPA in the context of automation, challenged this single-dimensional

notion of trust and showed that trust and distrust formed two independent factors.

When using the TPA, past research has followed one of two approaches: either to

re-code the five negatively formulated items of the scale before data analysis, resulting

in a single trust score measured by the scale, or to not re-code items and create two

separate scores; one score using the first five items for distrust and a second score using

the seven remaining items for trust (Ueno et al., 2022). This also reflects the

uncertainty of whether the TPA measures a single construct (i.e., trust) or two distinct

constructs (i.e., trust and distrust).

The Trust Scale for the AI Context

More recently, Hoffman et al. (2023) designed an AI trust questionnaire, the

TAI. The TAI is based on existing trust scales, including the TPA (Jian et al., 2000),

and consists of eight items, with one negatively formulated item, all presumably

capturing trust. However, the authors did not provide psychometric evidence of validity

for the TAI. Compiling items from validated questionnaires to develop a new scale does

not guarantee its psychometric quality and brings similar challenges and requirements

as questionnaire modification. Therefore, independent validation of the TAI would be a

valuable and necessary contribution towards more standardized measures of trust in AI.

A first effort to validate the TPA and TAI in the AI context was the preliminary

work by Perrig, Scharowski, and Brühlmann (2023). Their findings supported the

two-factor structure of trust and distrust for the TPA. Furthermore, their findings

suggested that the TAI is better suited to measure trust, although removing some items
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was required to achieve a good fit for the TAI and an acceptable fit for the TPA

(Perrig, Scharowski, & Brühlmann, 2023). However, their study was not a dedicated

validation study and thus limited to one specific low-risk AI application (i.e., real estate

valuation domain). Additionally, the AI system used in their study only exhibited

trustworthy behavior. Hence, the researchers could only investigate the psychometric

quality of the TPA and TAI in a setting where participants interacted with trustworthy

AI. Subsequently, there is no research examining the scales’ performance in the context

of untrustworthy AI.

The present study aims to expand on their work and seeks to overcome its

limitations in three ways: First, the validation of the scales is expanded to two

additional AI application areas - chatbots and automated vehicles (AV), representing

current AI systems operating in real-world environments. Second, we investigate both

low-risk (chatbots) and high-risk (AVs) scenarios, thereby considering vulnerability and

risk. Third, we distinguish between trustworthy AI and untrustworthy AI to assess

criterion validity more comprehensively. For this, our study drew on the trust model by

Mayer et al. (1995), paralleling the approach by Esterwood and Robert Jr (2023), in

manipulating the trustworthiness of AI through performance variations. Specifically, we

created two experimental conditions. In one condition, participants were presented with

a high-performing trustworthy AI, without failures, eliciting trust. Conversely, in the

other condition, participants were exposed to low-performing untrustworthy AI, with

failures, intended to evoke distrust.

Study Objectives and Hypotheses

Motivated by the need for adequately validated and standardized measures for

trust in the context of AI, we set out to validate the TPA and TAI in a pre-registered,

high-powered online experiment. We formulated the following objectives:

Objective 1: Conducting a psychometric evaluation of the TPA scale by Jian

et al. (2000) in the context of AI.

Objective 2: Conducting a psychometric evaluation of the TAI by Hoffman

et al. (2023).
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In order to meet these objectives, the following methods of psychometric

evaluation were used: For the quality of the individual items, several metrics were

considered, namely item descriptive statistics, item difficulty and variance,

discriminatory power, and inter-item correlations. Concerning construct validity and

investigation of the scales’ theoretical models, confirmatory factor analysis and, if

needed, exploratory factor analysis were used. For convergent and divergent validity, we

considered correlations with a set of additional measures. Here, we were interested in

the relationship of trust and distrust – if support for a two-factor solution to the TPA

was found – to the related constructs of positive affect, negative affect, and situational

trust, which is similar but distinct from general trust. For reliability, we calculated

indicators of internal consistency, namely coefficients α (Cronbach, 1951) and ω

(McDonald, 1999).

Concerning scale ratings, taken as indicators of the scale’s criterion validity and

a manipulation check for our stimuli, we formulated the following pre-registered

hypotheses:

• H1a: Ratings for the TPA overall score will be significantly higher for the

trustworthy condition than the untrustworthy condition.1

• H1b: Ratings for the TPA trust score will be significantly higher for the

trustworthy condition than the untrustworthy condition.

• H1c: Ratings for the TPA distrust score will be significantly higher for the

untrustworthy condition than the trustworthy condition.

• H2: Ratings for the TAI score will be significantly higher for the trustworthy

condition than the untrustworthy condition.

• Manipulation check 1: Ratings of risk will be significantly higher for the

automated vehicle application compared to the chatbot application.

1 Note that in the pre-registration, we referred to the two conditions as "trust" and "distrust." In writing

this manuscript, however, we have decided that it is more appropriate to refer to the condition eliciting

trust as "trustworthy" and distrust as "untrustworthy", which is more consistent with related work.
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• Manipulation check 2: Ratings of risk will be significantly higher for the

untrustworthy condition compared to the trustworthy condition.

No hypotheses were formulated regarding any possible differences in the ratings

of the TPA and TAI between the two areas of application (chatbot vs. automated

vehicle).

Methods

A 2x2 mixed design in form of an online experiment was conducted to validate

the TPA and the TAI. In order to reach the number of participants necessary for a

high-impact validation study we used a scenario-based approach, following prior work

on trust (Binns et al., 2018; Holthausen et al., 2020; Jakesch et al., 2022; Kapania et al.,

2022; Schaefer, 2016; Scharowski et al., 2023). Participants were presented with two

pre-recorded videos, each accompanied by a brief description of what they were about

to see. The experimental manipulation consisted of two independent variables.

The first independent variable was the type of AI system presented, with the

videos either showing an interaction with an AV or a chatbot (i.e., application). The

second independent variable was whether the video displayed a trustworthy or an

untrustworthy AI (i.e., condition). The order of all of the videos was randomized. Thus,

all participants were in the trustworthy condition for one application area while being in

the untrustworthy condition for the other application, forming a crossover design with

four scenarios (see Figure 1 for a visualization of the stimuli). After each video,

participants filled out the TPA, and TAI, alongside other related survey scales, namely

the Situational Trust Scale (STS, Dolinek & Wintersberger, 2022) or the Situational

Trust Scale for Automated Driving (STS-AD, Holthausen et al., 2020) and the Positive

and Negative Affect Schedule (PANAS, Watson et al., 1988). The study was approved

by the ethics committee of the corresponding author’s university and pre-registered on

OSF (https://doi.org/10.17605/OSF.IO/3EU4V).

https://doi.org/10.17605/OSF.IO/3EU4V
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Figure 1

An illustration of the 2x2 online experiment stimuli by condition (trustworthy vs.

untrustworthy) and application (chatbot vs. automated vehicle), constituting four

scenarios in total.

Stimuli

Participants were asked to watch two out of the four videos depicting an

interaction with AI, one each showing an automated vehicle and a chatbot displaying

either trustworthy or untrustworthy behavior. A brief description of the scenario

accompanied these videos. In the trustworthy condition, one video showed an AV

without any automation failure driving safely through an urban environment. The

other video featured a chatbot, providing truthful answers to basic knowledge questions

(e.g., "a mouse is smaller than an elephant"). In contrast, in the untrustworthy

condition, the videos showed the following failures. Firstly, a staged video of an AV that

approaches a crosswalk and seemingly not slowing down for a pedestrian attempting to

cross the road (material taken from Holthausen et al., 2020). Secondly, a chatbot

interaction, where the chatbot gives incorrect answers to basic knowledge questions

such as “the number 50 is bigger than 5000” or “the sky has the color brown.” Based on

the potential consequences of failures in these two AI interactions, we defined the AV
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application area as high-risk and the chatbot application area as low-risk.

Participants

We recruited 1500 participants over Prolific, a crowd-sourcing platform recently

demonstrated to deliver high data quality (Douglas et al., 2023; Peer et al., 2022). To

be eligible for the study, participants had to be current residents of the United States of

America (USA) and over 18 years of age. Those who completed the study were

compensated £1.50 for their efforts. Using rules of thumb for sample sizes in structural

equation modeling, recommending at least ten but ideally twenty observations per

estimated parameter (Kline, 2016), the goal was to recruit at least 700 responses for

each scenario (condition x application). Recruiting 1500 participants gave us additional

leverage if participants were excluded from data analysis and further allowed us to

explore more complex models should they become necessary.

Data cleaning was carried out in line with recommendations by Brühlmann et al.

(2020), removing participants with incorrect responses to two instructed response items

or with negative responses to a self-reported data quality item. Based on self-reported

data quality, six observations were removed. Another three participants with an

incomplete or interrupted survey were removed, as well as six participants who did not

report the USA as their current country of residence. After data cleaning, 1485

participants remained, with 2970 complete responses to the measures. Of the

participants, 726 were women, 726 were men, and 25 were non-binary people. Two

participants preferred to self-describe, and six chose not to specify their gender. The

mean participant age was 42.98 years (SD = 13.95, min = 18, max = 82). Participants

were spread evenly across the four scenarios: 738 responses for the trustworthy chatbot

video, 747 for untrustworthy chatbot, 747 for trustworthy AV, and 738 for

untrustworthy AV.

Procedure

On the first page of the survey, participants provided their informed consent.

Next, they were given instructions for the task to be completed. Participants were

randomly assigned to one of the four videos and asked to watch the video at least once
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(which was verified by the survey tool). After watching the first video, participants

filled out the TPA and the TAI, followed by additional measures. Participants were

then shown the second video, this time for the other condition and application, before

responding again to all measures. Finally, participants provided demographic

information (age, gender, country of residence) before having the opportunity to give

general open feedback and being redirected to Prolific for compensation. To ensure

sufficient response quality, the survey included two instructed response items (Curran,

2016) embedded among the survey scales and a single item for self-reported data quality

(Meade & Craig, 2012) at the end of the survey. After the survey, participants were

debriefed that all videos were staged and that at no point an individual was in any real

danger or at risk. Completing the study took participants an average of 11.38 minutes

(SD = 6.07, min = 3.68, max = 49.03). Prior to data collection, we conducted a

small-sample pre-study (N = 70) to test the procedure and tasks of the online survey.

Based on the insights from this study, some minor technical adjustments were made.

Measures

Participants responded twice to all items of the TPA and TAI and additional

scales to measure convergent and divergent constructs, once for each scenario they were

assigned to. The order in which the TPA and TAI were presented was randomized, as

was the order among the other scales. The supplementary materials on OSF contain the

exact wording of all items used. The internal consistency for all measures was examined

using coefficients α (Cronbach, 1951) and ω (McDonald, 1999), yielding good results for

all scales (see the section on reliability results below for the TPA and TAI, and OSF for

the other scales).

TPA

Participants responded to all 12 items of the TPA (Jian et al., 2000). Answers

were collected on the proposed seven-point Likert-type response scale ranging from 1

("not at all") to 7 ("extremely"). Responses to the five negatively formulated items of

the scale were re-coded prior to data analysis, as theoretically implied by the original

authors (Jian et al., 2000) and in line with prior work (Spain et al., 2008; Ueno et al.,
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2022). All items were used in their original form, except for replacing the word "system"

with the word "AI" (e.g., "I am confident in the AI").

TAI

For the TAI (Hoffman et al., 2023), responses to all eight items were collected

using the recommended five-point Likert-type response scale ranging from 1 ("I disagree

strongly") to 5 ("I agree strongly"). The only negatively formulated item of the scale

(i.e., "I am wary of the AI") was re-coded prior to data analysis. For the TAI, items

were also adapted to the AI context by replacing the word "tool" with "AI" (e.g., "The

outputs of the AI are very predictable").

STS and STS-AD

Depending on the application area (i.e., chatbot or AV), participants either

responded to the STS (Dolinek & Wintersberger, 2022) or the STS-AD (Holthausen

et al., 2020). The STS-AD is a six-item scale measuring peoples’ situational trust in an

automated driving context. In contrast, the STS is a generalized eight-item version of

the STS-AD, assessing situational trust in AI systems in general. Responses to both

scales were collected on the same seven-point Likert-type response scale ranging from 1

("Fully disagree") to 7 ("Fully agree"), and mean values across all items of the respective

scale were formed for the analysis. The STS-AD was chosen because the original work

on the scale demonstrated that the scale measures a "situational trust" factor that is

related to but distinct from "general trust" measured with the TPA. The STS was

chosen as an alternative to the STS-AD in the chatbot application area to measure

situational trust.

PANAS

To measure people’s positive and negative affect experienced while seeing the AI

interaction, we used the PANAS (Watson et al., 1988). The PANAS consists of 20

items, ten for positive affect and ten for negative affect. Responses were collected on a

five-point Likert-type response scale raining from 1 ("Very slightly or not at all") to 5

("Extremely"), and mean values were formed across positive and negative items

respectively to form scores for "positive affect" and "negative affect." The PANAS was
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chosen because trust and distrust are assumed to cause different emotional responses

(Lewicki et al., 1998; Luhmann, 1979). While trust is associated with more positive

affect, distrust is associated with more negative affect.

Single Item for Risk

Finally, we employed a single item for risk ("How risky did you consider the

scenario in the video to be?") to which participants responded on a slider response scale

from 0 ("Not at all risky") to 100 ("Extremely risky"). We used this single item to

measure risk because it is a key element (Castelfranchi & Falcone, 2010; Hoff & Bashir,

2015; Rousseau et al., 1998; Vereschak et al., 2021) and prerequisite for trust to exist

(Jacovi et al., 2021). Although we generally advise against single items, we decided to

employ one to assess risk in this case as it served solely as a manipulation check for our

stimuli and because it was challenging to arrive at an informed decision about which

risk questionnaire was appropriate to use for the contexts under investigation.

Results

The analysis focused on different procedures to assess the psychometric quality

of the TPA and TAI. Results were obtained using the statistical software R (R Core

Team, 2022, version 4.3.0). The complete analysis can be found in the supplementary

materials on OSF.

Manipulation Check

To verify the experimental manipulation, we performed a two-way analysis of

variance (ANOVA) for the risk ratings with the factors application area (AV vs.

chatbot) and condition (trustworthy vs. untrustworthy). Results showed that the

application area had a statistically significant effect on the risk rating (manipulation

check 1: F (1, 2967) = 1426, p < .001, η2 = .22), with a higher risk rating for the AV

(M = 64.09, SD = 34.49) compared to the chatbot application

(M = 27.22, SD = 34.72). Concerning condition, there also was a significant difference

(manipulation check 2: F (1, 2967) = 1963, p < .001, η2 = .31), with a higher risk rating

for the untrustworthy (M = 67.44, SD = 36.49) compared to the trustworthy condition

(M = 23.87, SD = 28.17). We further calculated two Wilcoxon rank sum tests because
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assumptions for ANOVA were not met (normality, homogeneity of variance). Results

were in line with those of the ANOVA, showing a significant difference in risk between

the conditions and the applications (p < .001 for both tests). We thus concluded that

the manipulation was successful. Separated by the four scenarios, mean risk ratings

were as follows: 39.27 (SD = 28.83) for the trustworthy AV, 89.20 (SD = 17.26) for the

untrustworthy AV, 8.28 (SD = 16.52) for the trustworthy chatbot, and 45.94

(SD = 37.72) for the untrustworthy chatbot.

Item Analysis

We started with the psychometric analysis of the individual items’ quality,

calculating descriptive statistics, item difficulty and variance, discriminatory power, and

inter-item correlations separately for the 12 TPA items and the eight items of the TAI.

Item analysis was performed across the four scenarios (condition x application), as well

as the aggregated overall data. Results for both the TPA and TAI were inconspicuous

for most of the items (see OSF for the complete item analysis). Consequently, we

decided to work with the overall data across all scenarios for the subsequent analysis.

Confirmatory Factor Analyses

Concerning construct validity, we used confirmatory factor analysis (CFA) to

investigate the proposed models of the two trust scales. Based on Hu and Bentler

(1999), model fit was judged using the following criteria: Low χ2 value and p > .05 for

the χ2 test, RMSEA < .06, SRMR ≤ .08, and .95 ≤ CFI ≤ 1. Because multivariate

normality of the TPA and TAI data was not given, shown by Henze-Zirkler tests (Henze

& Zirkler, 1990) and Mardia’s tests (Mardia, 1970), we used a robust maximum

likelihood estimator for all CFAs. The χ2 test was significant for all CFAs, which was to

be expected given that the test is influenced by larger sample sizes (> 200) and

departures from multivariate normality (Whittaker & Schumacker, 2022). We thus

focused on the other indicators to judge model fit. Starting with the TPA, CFA results

showed that the originally proposed single-factor model did not fit the data well, with

all indices outside of the recommended values [χ2(54) = 2857.47, p < .001,

RMSEA = .157, SRMR = .085, CFI = .887]. Concerning the TAI, CFA results
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mostly supported the suggested single-factor model [χ2(20) = 258.81, p < .001,

RMSEA = .073, SRMR = .021, CFI = .986], with only the RMSEA slightly above the

recommended value but below .08, which can still be considered acceptable (MacCallum

et al., 1996). Therefore, we decided to perform further analyses, exploring alternative

models for the TPA while concluding that no such efforts were necessary for the TAI.

Exploratory Factor Analysis - TPA

Given the sub-optimal model fit for the TPA, we decided to conduct an

exploratory factor analysis (EFA) to search for alternative models with a better fit to

the collected data. Because multivariate normality was not given, we chose a principal

axis factoring extraction method. Furthermore, we used an oblique rotation method

because we expected correlations among possible factors. For the interpretation of the

factor loadings, we used the .40 − .30 − .20 rule (Howard, 2016), which states that items

should load at least .40 on their primary factor, with no cross-loading > .30 on another

factor, and a difference of at least .20 between the primary and any secondary loading.

Regarding communality, values < .50 were considered sub-optimal (Hair et al., 2010).

A significant Bartlett’s test for sphericity (χ2(66) = 35089.26, p < .001) and an

adequate Kaiser-Meyer-Olkin test (all > .80) indicated that the prerequisites for EFA

were given. Parallel analysis and a scree-plot were consulted to determine the number

of factors, suggesting a two-factor solution. Factor loadings and communalities for the

two-factor EFA with all 12 TPA items are presented in Table 1. Regarding explained

variance, the first factor explained 45.5%, while the second factor explained 19.3%.

Based on the results, we concluded that the removal of item 4 might result in an

improved version of the scale because the item showed equally high loadings on both

factors. Furthermore, item 12 was also conspicuous due to low communality and a

substantially lower loading than the other items. While item 5 showed a cross-loading

slightly higher than recommended on a secondary factor, we decided not to remove it

due to a high primary loading and an adequate difference in loadings between the

primary and secondary factors.
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Table 1

Factor loadings > .20 for the two-factor EFA of the TPA.

No. Item PA1 PA2 h2

1 The AI is deceptive (R) .75 .64

2 The AI behaves in an underhanded manner (R) .87 .63

3 I am suspicious of the AI’s intent, action or, outputs (R) .69 .67

4 I am wary of the AI (R) .46 .42 .63

5 The AI’s actions will have a harmful or injurious outcome (R) .32 .53 .60

6 I am confident in the AI .92 .91

7 The AI provides security .92 .73

8 The AI has integrity .84 .60

9 The AI is dependable .87 .87

10 The AI is reliable .88 .91

11 I can trust the AI .92 .90

12 I am familiar with the AI .56 .25

Note: Problematic items are marked in bold. PA1/PA2 = factor loadings; h2 = communality.

Reverse-coded items are marked with (R).

Alternative Confirmatory Factor Analysis - TPA

Based on the results of the EFA, we tested an alternative two-factor model for

the TPA without items 4 and 12. The two-factor version resulted in an improved model

fit [χ2(34) = 903.26, p < .001, RMSEA = .110, SRMR = .053, CFI = .961], with the

SRMR and the CFI favoring the model and a substantially lower χ2-value compared to

the single-factor model. Therefore, we concluded that the TPA should be used with a

two-factor model and without items 4 and 12. For all subsequent analyses, we thus

worked with this two-factor solution separating trust and distrust.

Reliability

Following recommendations by Dunn et al. (2014), we calculated both

coefficients α (Cronbach, 1951) and ω (McDonald, 1999), including 95% confidence

intervals, to assess the TPA’s and TAI’s reliability. Results are presented in Table 2,
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showing that the TAI and the alternative TPA were of good to excellent internal

consistency (> .80, George & Mallery, 2019).

Table 2

Coefficients α and ω for the two trust scales, including 95% confidence intervals.

Scale α ω

TPA (trust items, without 12) .96 [.96, .97] .97 [.96, .97]

TPA (distrust items, without 4) .86 [.85, .87] .86 [.85, .87]

TAI (trust) .95 [.94, .95] .95 [.95, .95]

Convergent and Divergent Validity

To assess convergent and divergent validity, we calculated Pearson’s

product-moment correlations reflecting the relationship between the two trust scales and

the related measures. Based on the model identified in the EFA and alternative CFA,

we refrained from forming a single trust score for the TPA across all items. Rather, we

formed two distinct scores for trust and distrust separately, reflecting the two-factor

model. In particular, we calculated a "TPA trust" score based on the mean of items 6 to

11 and a "TPA distrust" score based on the mean across the non-reversed values of

items 1, 2, 3, and 5. For the TAI, we calculated a single mean "trust" score by averaging

ratings across all items after the reversal of the negatively formulated item 6. Based on

past work (Lewicki et al., 2006; Perrig, Scharowski, & Brühlmann, 2023) and results of

the pilot study, we expected the following correlations among the measured variables:

• Positive correlations between the mean across TPA trust items ("TPA trust") and

the mean across all TAI items ("TAI trust").

• Weaker or negative correlations of the mean across the non-reversed TPA distrust

items ("TPA distrust") with TPA trust and TAI trust.

• Positive correlations of situational trust with TPA trust and TAI trust, and

weaker or negative correlations with TPA distrust.
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• Positive correlations of positive affect with TPA trust and TAI trust, and weaker

or negative correlations with TPA distrust. For negative affect, we expected a

mirrored pattern.

All correlations are presented in Table 3. Results were as anticipated in the

pre-registration, supporting the convergent and divergent validity of the two scales.

Table 3

Correlations between the TPA, TAI, and the other measures, including 95% confidence

intervals.

TPA trust TPA distrust TAI trust

TPA distrust -.67 [-.69, -.65] - -

TAI trust .93 [.92, .93] -.70 [-.72, -.68] -

STS-AD/STS situational trust .86 [.85, 87] -.75 [-.76, -.73] .88 [.88, .89]

PANAS positive affect .40 [.37, .43] -.14 [-.18, -.11] .37 [.34, .40]

PANAS negative affect -.32 [-.36, -.29] .46 [.44, .49] -.37 [-.40, -.34]

Note: Mean scores for the SDS and SDS-AD were combined into one variable. All

correlations were significant at p < .001.

Criterion Validity

Next, we investigated how the scores of the TPA and TAI differed between the

four scenarios, addressing the pre-registered hypotheses. For this, we used two-way

ANOVAs to test if the mean ratings for the scales differed significantly depending on

the condition (trustworthy vs. untrustworthy) or the application area (AV vs. chatbot).

Descriptive statistics separated by the four scenarios are presented in Table 4, while the

statistics for the condition and the application are provided in the supplementary

materials. Because we did not calculate an overall trust score for the TPA, we chose not

to report results concerning hypothesis H1a in this manuscript.

H1b; higher TPA trust score for the trustworthy condition than

untrustworthy condition. A first two-way ANOVA investigating the effect of the



TO TRUST OR DISTRUST TRUST MEASURES 25

Table 4

Descriptive statistics for all collected measures, separate per condition.

Chatbot trustworthy Chatbot untrustworthy AV trustworthy AV untrustworthy

Construct Mean SD Mean SD Mean SD Mean SD

TPA trust 4.53 1.33 1.78 1.27 4.13 1.43 1.86 1.23

TPA distrust 2.13 1.23 4.60 1.64 2.63 1.24 4.69 1.37

TAI trust 3.55 0.78 1.73 0.81 3.14 0.89 1.65 0.80

SDS-AD situational trust - - - - 4.58 1.20 1.52 0.96

SDS situational trust 5.49 0.90 2.27 1.18 - - - -

PANAS positive affect 2.65 0.97 2.36 0.87 2.73 0.95 2.41 0.78

PANAS negative affect 1.17 0.42 1.58 0.79 1.44 0.63 2.25 0.98

Note: Responses could range from 1 to 5 for the TAI and from 1 to 7 for all other measures.

condition and application area on the TPA trust score revealed a statistically significant

effect for condition (F (1, 2967) = 2662.30, p < .001, η2 = .47) and for application

(F (1, 2967) = 11.10, p < .001, η2 < .01). Results thus supported H1b with a large effect

of the condition on the TPA trust score but no substantial effect for the application

area.

H1c; higher TPA distrust score for the untrustworthy condition than

trustworthy condition. Concerning the TPA distrust ratings, a second two-way

ANOVA revealed a significant effect for the condition (F (1, 2967) = 1981.83, p < .001,

η2 = .40) and for the application (F (1, 2967) = 32.77, p < .001, η2 < .01). Results thus

favored H1c, suggesting a large effect of the condition on the TPA distrust score and a

negligible effect for the application area.

H2; higher TAI score for the trustworthy condition than

untrustworthy condition. Regarding the TAI score, a third two-way ANOVA

showed a significant main effect for condition (F (1, 2967) = 2994.73, p < .001, η2 = .50)

and for application (F (1, 2967) = 65.61, p < .001, η2 = .01). Results thus supported H2.

The effect size was large for the condition but small for the application area.

Furthermore, we calculated a set of Wilcoxon rank sum tests because the

normality and homogeneity of variance assumptions for the ANOVAs were not met.
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Results were comparable to those of the ANOVAs, with significant effects of condition

on the TPA trust score, TPA distrust, and the TAI score (p < .001 for all tests). In

contrast, the tests suggested no significant differences between the application areas for

the TPA trust score, but for TPA distrust and the TAI (see supplementary materials

for details).

Model Stability Across Scenarios

Finally, we investigated the stability of the model fit for the two trust scales

across the four scenarios (condition x application), using this as an indicator of the

scales’ measurement invariance. For this, we calculated eight CFAs, one for each

scenario and scale, employing the alternative version of the TPA (i.e., a two-factor

model without items 4 and 12) and the originally proposed single-factor model

confirmed for the TAI. All results from the CFAs are presented in Table 5. Concerning

the TPA, the model fit indices only supported the model in the untrustworthy chatbot

scenario, except for the RMSEA, which was slightly above the ideal cutoff. For the TAI,

the model was supported by all fit indices in all four scenarios except for the RMSEA in

the trustworthy chatbot scenario.
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Table 5

Fit indices for CFA models of the trust scales, separated by scenario (condition x

application).

Model χ2 df p-value χ2 RMSEA SRMR CFI

TPA

AV trustworthy 309.47 34 p < .001 .120 .087 .934

AV untrustworthy 239.95 34 p < .001 .109 .137 .940

Chatbot trustworthy 236.34 34 p < .001 .110 .078 .943

Chatbot untrustworthy 112.89 34 p < .001 .064 .048 .982

TAI

AV trustworthy 58.14 20 p < .001 .059 .028 .986

AV untrustworthy 42.70 20 p = .002 .050 .025 .990

Chatbot trustworthy 118.50 20 p < .001 .089 .038 .959

Chatbot untrustworthy 39.44 20 p = .006 .047 .027 .992

Note: Robust values are reported wherever possible.

Discussion

Motivated by the need for standardized and validated scales to measure trust in

AI, the present work investigated the psychometric quality of two trust measures. First,

we investigated the TPA (Jian et al., 2000) as it is the most commonly used

questionnaire to measure trust in AI. Second, we assessed the recently introduced TAI

(Hoffman et al., 2023), because it is explicitly intended for the AI context. In a

pre-registered 2x2 within-subject online experiment, 1485 participants watched two

videos showing interactions with AI. Each video featured an interaction with one of two

AI application areas, a chatbot or an autonomous vehicle, and portrayed the AI under

one of two conditions, either displaying trustworthy or untrustworthy behavior.

Subsequently, participants rated the interactions using the TPA, TAI, and related

measures.
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As hypothesized and pre-registered, results indicated that both the TPA and the

TAI could differentiate between the two conditions. Specifically, in the condition where

participants were presented with trustworthy AI, we observed significantly higher trust

scores (supporting H1b and H2) and significantly lower distrust scores (supporting

H1c), compared to the condition with untrustworthy AI. We took these results not only

as an indication of the scales’ criterion validity but, together with the significantly

higher risk ratings in both the AV application area and untrustworthy AI condition, as

additional evidence of a successful experimental manipulation. Regarding convergent

and divergent validity, the relationships between the ratings of the TPA, TAI, and

related measures were consistent with our expectations. Namely, trust scores from the

TPA and TAI had strong positive correlations with one another. Furthermore, the two

trust scores also correlated positively with situational trust and positive affect, while

correlating negatively with negative affect. In contrast, the pattern was reversed for the

TPA distrust score. Results thus demonstrate that distrust and trust are associated

with different affects, as proposed by Lewicki et al. (1998). These results further suggest

that trust and distrust are two distinct constructs. Results also showed good to

excellent reliability for the TAI and the TPA, as indicated by both internal consistency

coefficients. In summary, our results support the reliability, as well as convergent,

divergent, and criterion validity of both scales.

Results of the CFA further supported the TAI’s underlying theoretical model,

providing strong evidence for its construct validity. However, concerning the TPA, the

results of the factor analyses were more nuanced, raising questions regarding its

theoretical model. While the scale demonstrated good psychometric quality for a

majority of indicators considered, these findings alone do not necessarily guarantee an

accurate measurement of the underlying theoretical construct if construct validity is not

given. Thus, while the results suggest that the TPA accurately measures something,

without validity, it remains unclear if the TPA truly measures trust, rather than other

related constructs (e.g., trustworthiness) (Moosbrugger & Kelava, 2020). In the

following sections, we will discuss the implications of the results for the two scales
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separately before elaborating on more general ramifications of measuring trust and

distrust for AI research. We start with the TAI, followed by the more complex results of

the TPA.

Measuring Trust with the TAI

For the TAI, findings supported the initially proposed single-factor solution for

measuring trust. This model performed well both in the combined data and across all

four scenarios, irrespective of the application area (AV vs. chatbot) or the condition

(trustworthy vs. untrustworthy). Combined, these findings speak in favor of using the

TAI as a single-dimensional measure of trust, with "low trust" and "high trust" at

opposite ends of a continuum. However, the resulting single-factor solution also implies

that the TAI can only account for trust. Considering the main motivations of XAI as

outlined by Jacovi et al. (2021), the TAI thus falls short in addressing warranted

distrust for untrustworthy AI.

Recommended Use for the TAI

Researchers and practitioners interested in measuring trust in AI can use the

TAI to measure trust as a single-dimensional construct, with "low trust" and "high

trust" at the two ends of a continuum. To maintain reliability and validity, the

questionnaire should be adopted as closely as possible to the version validated in the

present work. This includes using the exact item wording provided in our

supplementary materials and a five-point Likert-type response scale with the

corresponding response options. After data collection, researchers should first reverse

the score for the negatively formulated item 6. Subsequently, an overall trust score can

be computed by calculating the mean across all items.

Measuring Trust and Distrust With the TPA

Concerning the TPA, CFA results did not support the originally proposed

single-factor model. The subsequent EFA clearly suggested a two-factor solution,
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differentiating between trust and distrust. These results are in line with previous work

on the TPA (Perrig, Scharowski, & Brühlmann, 2023; Spain et al., 2008). To improve

model fit, we removed items 4 and 12. However, the psychometric performance of the

TPA still presents room for improvement. Some of the fit indices remained sub-optimal

for the overall data, and the scale’s model fit was inadequate within three out of the

four scenarios. Having said that, the identified two-factor version of the TPA can

distinguish between trust and distrust, making it possible to measure warranted trust

and warranted distrust. This theoretical distinction is a major advantage of this

questionnaire. To reach the full potential of the TPA, however, we call for more

research efforts on the scale and specifically the formulation of additional items for

distrust. The TPA includes more items for the factor trust than for distrust in both the

original version (five items for distrust, seven items for trust) and the alternative

version identified in the present work (six items for trust, four items for distrust). This

item imbalance could lead to a less accurate measurement of distrust, with fewer items

potentially not covering essential aspects of the construct.

Recommended Use for the TPA

In light of our empirical evidence, we strongly recommend that researchers and

practitioners do not work with the original single-factor model proposed by Jian et al.

(2000) when using the TPA in the context of AI. Instead, we suggest using a two-factor

structure that accounts for both trust and distrust. Accordingly, researchers should

average the distrust items of the TPA to a composite distrust score without any reversal

while using the remaining items to calculate a mean trust score. We strongly advise

against aggregating all items into an overall score or re-coding the negatively

formulated items, as the identified theoretical model does not support such procedures.

Regarding item removal to improve the scale’s quality, both the present work and

previous research (Perrig, Scharowski, & Brühlmann, 2023) advocate for removing item

12. Additionally, we suggest removing item 4 when applying the scale in the context of

AI. However, despite item removal, a consistent model fit and, thus, adequate construct



TO TRUST OR DISTRUST TRUST MEASURES 31

validity was not readily achieved for the TPA. Researchers working with the TPA

should investigate the quality of the scale prior to interpreting the data. If such

investigation is not reasonable (e.g., due to a small sample size), we recommend sharing

the data so that other researchers can investigate the TPA, for example by aggregating

data from multiple research projects. Using the TPA in line with these

recommendations allows for trust and distrust to be measured independently, with the

added value and opportunities for human-AI research being discussed in the following.

Towards a Two-Dimensional Understanding of Trust and Distrust in AI?

The presented results for a two-factor structure for the TPA align well with prior

research on the scale in the domain of automation (Spain et al., 2008) and work from

interpersonal trust emphasizing the importance of distrust (Lewicki et al., 2006;

Luhmann, 1979; McKnight & Chervany, 2001; Ou & Sia, 2009; Saunders et al., 2014;

Sitkin & Roth, 1993), thus providing further empirical evidence for trust and distrust as

two distinct and independent constructs. While Lewicki et al. (1998) proposed that

trust was based on more positive emotional affect and distrust on more negative affect,

our results demonstrated that trust correlated positively with positive affect and

negatively with negative affect, whereas this was the opposite for distrust. This

provides additional support for a two-dimensional conceptualization of trust,

challenging the unilateral perspective on trust. However, our work should not be

understood as a conclusive verdict on whether trust is in fact one- or two-dimensional,

as our research design cannot conclusively resolve this question. In the following, we

nevertheless want to contextualize our findings in the broader theoretical discourse from

interpersonal trust research and outline possible implications of a two-dimensional

consideration of trust and distrust to inspire future research on human-AI trust.

Beyond distrust being associated with stronger emotional reactions (Lewicki

et al., 1998) and more negative affect (e.g., fear, skepticism, cynicism) than trust

(McKnight & Chervany, 2001), both constructs help to navigate uncertainty and
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complexity (Lewicki et al., 1998). Trust reduces complexity by compelling a person to

take action that exposes them to risk (i.e., undesirable outcomes are removed from

consideration to form positive expectations (Kroeger, 2019)), while distrust reduces

complexity by compelling a person to take protective action to reduce risk (i.e.,

undesirable outcomes are accentuated in consideration to form negative expectations

(Kroeger, 2019)) (Benamati et al., 2006). In summary, an argument can be made that

both the antecedents (e.g., the associated affect) and the consequences (e.g., the

resulting function) of trust and distrust are distinct (Cacioppo & Berntson, 1994;

Chang & Fang, 2013; Harrison McKnight & Chervany, 2001; Lewicki et al., 1998).

Drawing upon their proposed affectual and emotional differentiation between

trust and distrust, Lewicki et al. (1998) developed a 2x2 framework with trust on the

y-axis and distrust on the x-axis. This framework spans from "low trust/distrust" to

"high trust/distrust" and provides an explanatory approach for the simultaneous and

seemingly contradictory coexistence of trust and distrust. In cases of low trust and low

distrust, judgments about the trustworthiness or untrustworthiness of the trustee are

still being formed (Lewicki et al., 1998). The trustor thus lacks a basis for either trust

or distrust (Lewicki et al., 1998) and only over time do judgments develop. A practical

and simplified example of such an interaction within the realm of AI might be a person

encountering a chatbot for the first time. This person has no prior experience with the

capabilities of large language models and, thus, no foundation to trust or distrust the

chatbot.

Situations characterized by high trust and low distrust stem from predominantly

positive experiences with the trustee. Contradictory evidence that could inform

untrustworthiness is often disregarded or considered unimportant (Lewicki et al., 1998).

Such a case could include, for our example, that the person frequently observed the

chatbot’s high capabilities in generating poetry. While trust is warranted (Jacovi et al.,

2021) and calibrated (Lee & See, 2004) for these tasks, the individual might over-rely

(Parasuraman & Riley, 1997) on the chatbot for other tasks, where distrusting and not
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relying on the chatbot would be more appropriate (e.g., providing accurate scientific

literature).

With low trust and high distrust, negative experiences with the trustee

predominate, reinforcing distrust. The trustor invests substantial resources in

monitoring (Lewicki et al., 1998). Following our example, the individual could be

disappointed by a chatbot’s inability to provide accurate scientific literature. They may

actively avoid using the chatbot or monitor it more closely, double-checking its

responses. This could lead to warranted distrust (Jacovi et al., 2021) calibrated with

the AI’s untrustworthiness (Jacovi et al., 2021; Lee & See, 2004) for the given task, but

potentially causing disuse (Lee & See, 2004) and under-reliance (Parasuraman & Riley,

1997) when trusting and relying on the chatbot would be appropriate.

Finally, in situations of high trust and high distrust, the experience with the

trustee is balanced, having both perceived trustworthy and untrustworthy behavior.

The trustor effectively interacts with the trustee in certain (trusted) tasks but not in

other (distrusted) tasks (Lewicki et al., 1998). Returning to our example, the person

has learned to trust the chatbot for tasks aligned with its trustworthiness (i.e.,

capability to generate poems) and to distrust the chatbot for tasks where distrust

matches its untrustworthiness (i.e., incapability to provide accurate scientific literature).

The person utilizes the chatbot to write poems but always double-checks its scientific

references, showing both calibrated trust and distrust. This last case seems to be the

most preferable, where both trust and distrust are warranted and calibrated with the

AI’s trustworthiness or untrustworthiness.

Conceptualizing and reasoning about trust and distrust in such a way allows for

addressing the two key motivations of XAI as outlined by Jacovi et al. (2021): to

increase trust in trustworthy AI and distrust in untrustworthy AI. Within the confines

of a single-dimensional trust conception, where one overall score is formed, it is not

possible to determine whether "low trust" arises from actual distrust or from a lack of

knowledge regarding the trustworthiness or untrustworthiness of the AI (Victor et al.,
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2009). Therefore, a two-dimensional understanding of trust and distrust offers

additional insights, enabling practitioners and researchers to either increase the

trustworthiness (and hence increasing trust) or decrease the untrustworthiness (and

hence decreasing distrust) of their AI systems. Different factors distinctly contribute to

the increase and decrease of trust, as opposed to those factors affecting distrust

(Lewicki et al., 1998). This has been empirically demonstrated in other areas of

human-computer interaction, where varying website characteristics distinctly

contributed to trust and distrust (Seckler et al., 2015). Similarly, in the context of AI

and XAI, different trustworthiness cues may enhance trust (e.g., post-hoc explanations),

while other cues could mitigate distrust (e.g., certification labels), and we encourage

future research to investigate these potential factors.

However, only with appropriate questionnaires that measure both trust and

distrust can such a two-dimensional consideration be done justice. Existing

questionnaires like the TAI and TPA have limitations; the former does not account for

distrust, and the latter holds room for improvement to accurately measure both

dimensions, as indicated by our results. Good questionnaire development is rooted in a

thorough understanding of the constructs being measured, usually grounded in theory

and empirical research (Aeschbach et al., 2021). In light of these requirements,

comparatively little effort seems to have been made to understand and measure distrust

in AI (Scharowski & Perrig, 2023; Ueno et al., 2022). Instead of adopting trust

questionnaires from other research areas, we encourage the human-AI and XAI

community to consider developing their own trust questionnaires, which take into

account the unique nature of human-AI interaction. This involves generating items for

the AI context that capture both trust and distrust. Not only would such a

two-dimensional conceptualization provide the added value outlined above, but also

contribute to a more comprehensive and holistic understanding of trust and distrust.
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Limitations and Future Work

First, the present work utilized crowd-sourcing for participant recruitment.

While crowd-sourced data have been shown to be at least as reliable as other, more

traditional ways of recruitment, such as student sampling (Buhrmester et al., 2011;

Douglas et al., 2023), future work should examine how the two trust scales perform

across varying populations.

Second, ratings were collected in an online experiment with a scenario-based

approach where participants observed AI interactions. While this is a common approach

(e.g., Holthausen et al., 2020; Schaefer, 2016) that had the advantage of reaching the

necessary number of participants for a high-powered validation study, future work

should investigate alternative approaches, using other forms of interaction with AI.

Third, the present findings are limited to the context of automated vehicles and

chatbots. While these are arguably timely and crucial application areas of AI and our

findings are largely consistent with prior work in automation (Spain et al., 2008) and

preliminary findings for the AI domain (Perrig, Scharowski, & Brühlmann, 2023), future

work should consider additional AI contexts, such as medical diagnosis or content

recommendations.

Finally, a general limitation of statistical factor analysis is that the item wording,

particularly the simultaneous use of positively and negatively formulated items,

potentially influences participant responses (Perrig, von Felten, et al., 2023; Sauro &

Lewis, 2011). Negatively formulated items can lead participants to intentionally or

unintentionally ignore or misunderstand these items. The resulting response patterns

may load on two distinct factors in a factor analysis due to methodological issues

related to the item wording (Lewis & Sauro, 2017). Such methodological issues could be

an alternative explanation for the revealed two-factor structure, and we recognize these

challenges. Distorted factor structures have been shown for scales of usability (Lewis &

Sauro, 2017; Lewis et al., 2013) and website aesthetics (Perrig, von Felten, et al., 2023),
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where an argument was made to not distinguish factors based on item wording because

it lacked theoretical ground. In the case of trust, however, we pointed out that a

distinction between trust and distrust is theoretically justified and has merits that go

beyond positive or negative item formulation (Peters & Visser, 2023; Scharowski &

Perrig, 2023). Ultimately, the underlying structure of psychological constructs, such as

trust, is not rooted in statistical but rather in theoretical considerations (Fried, 2020).

We want to emphasize that the psychometric validation of the TPA and TAI, along

with our recommendations for using these two scales, remain robust despite this

limitation. While our work thus contributes to more reliable and valid tools for

measuring trust, it should not be taken as the final verdict in the discourse regarding

the dimensionality of trust and distrust, calling for further work.

Conclusion

Trust is a central and frequently measured construct in studying human-AI

interactions. However, no validated trust questionnaire explicitly designed for the

context of AI exists to date, with researchers relying on scales developed for other

research areas, such as automation or human-human interaction. Motivated by the need

for validated and standardized questionnaires, the present work reported on the first

comprehensive validation of two trust scales in the context of AI, the popular TPA

(Jian et al., 2000) and the recently published TAI (Hoffman et al., 2023). In a 2x2

online study design, using two conditions (trustworthy vs. untrustworthy) and two

areas of applications (AV vs. chatbot), 2970 complete responses to the two scales and

related measures were collected from 1485 participants.

While results from the psychometric evaluation supported both scales’

psychometric quality regarding reliability, convergent, divergent, and criterion validity,

findings were less favorable concerning the TPA’s construct validity. Consequently, we

investigated ways to improve the TPA, namely item removal and an alternative

two-factor model, which enhanced the scale’s psychometric quality. From our findings,
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we derived recommendations for researchers and practitioners who want to use the TPA

and TAI in the context of AI. Results emphasized that while the TAI only measures

trust, the TPA can measure two constructs, trust and distrust. Based on these findings,

we highlighted the practical and theoretical implications of accounting for both trust

and distrust, underscoring the added value of this distinction beyond a theoretical

discussion to actual measurement practice. However, the TPA and TAI are not

optimized for measuring both trust and distrust in the AI context, at least in their

current versions. We therefore encourage future work on the TPA or the development of

a scale explicitly designed for the context of AI, which measures both constructs. Such

a distinction could contribute to a deeper and more nuanced understanding of trust and

distrust in the human-AI interaction in a world where AI increasingly has the potential

for both benefits and harm.
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