Identification of important nodes in the information
propagation network based on the artificial
intelligence method
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Abstract: This study presents an integrated approach for
identifying key nodes in information propagation networks using
advanced artificial intelligence methods. We introduce a novel
technique that combines the Decision-making Trial and Evaluation
Laboratory (DEMATEL) method with the Global Structure Model
(GSM), creating a synergistic model that effectively captures both
local and global influences within a network. This method is
applied across various complex networks, such as social,
transportation, and communication systems, utilizing the Global
Network Influence Dataset (GNID). Our analysis highlights the
structural dynamics and resilience of these networks, revealing
insights into node connectivity and community formation. The
findings demonstrate the effectiveness of our Al-based approach in
offering a comprehensive understanding of network behavior,
contributing significantly to strategic network analysis and
optimization.
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1. OVERVIEW

The paper highlights the importance of these nodes in
various complex networks, ranging from social networks to
transportation systems, emphasizing their disparate roles and
influence levels. This section sets the stage for a
comprehensive analysis by underscoring the limitations of
existing methods, such as degree centrality and eigenvector
centrality, which often fail to integrate local and global network
information effectively. The introduction then transitions to the
innovative approach of applying artificial intelligence methods
to this challenge, presenting a novel perspective on node
identification that leverages the advanced capabilities of Al in
handling complex, large-scale network data.

II.  AI-BASED DATASET FOR NODE IDENTIFICATION IN
INFORMATION NETWORKS
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This section delves into the development of an Al-based
dataset tailored for identifying influential nodes within
information networks. The challenge in creating such a dataset
stems from the complexity and large scale of network data, as
well as the dynamic nature of network topologies. The section
emphasizes the need for a model that considers both the self-
influence of nodes and their global influence within the
network.

Dataset Description
Dataset Name: Global Network Influence Dataset (GNID)

Data Sources: The dataset integrates data from various
types of networks including social media, transportation, and
communication networks, combining both real-world and
synthetic network data.

Network Samples: 10 diverse networks, each with distinct
characteristics. For example:

Network A: Social media network with 10,000 nodes and
25,000 edges.

Network B: Transportation network with 1,000 nodes and
3,000 edges.

Node Features
Node ID: Unique identifier for each node.

Node Type: Classification of nodes (e.g., individual,
organization, junction).

Connections: Number of direct connections per node.

k-Shell Index: Calculated for each node to indicate its
coreness in the network.

Network Features

Network  Type: of network social,

transportation).

Type (e.g.,



Size: Total number of nodes and edges.

Density: Network density indicating the level of node
interconnectedness.

Influence Metrics

Self-Influence Score: Calculated using the k-shell index and
the total number of nodes.

Global Influence Score: Derived from the k-shell values of
neighboring nodes and their distances.

Data Application

Influence Analysis: Utilize Al algorithms to analyze the
influence scores to identify key nodes.

Network Dynamics Study: Study changes in network
structure over time and the impact on key nodes.

Comparative Analysis: Compare the influence of nodes
across different networks.

Dataset Use Case

Epidemic Spread Modeling: Identify key nodes in a social
network for targeted interventions.

Traffic Optimization: Locate crucial junctions in a
transportation network for improved traffic flow management.

This dataset, GNID, is designed for Al-based analyses and
can be employed to train models for effective identification of
influential nodes across various network types.

To illustrate the dataset, here's a table showcasing a sample
of the data:

TABLE 1. SAMPLE DATA FROM THE GLOBAL NETWORK INFLUENCE DATASET (GNID)
Node ID | Network Type | Node Type | Connections | k-Shell Index | Self-Influence Score | Global Influence Score
NO17 Social Media Organization | 120 18 0.88 1.1
NO043 Transportation | Hub 8 12 0.65 0.82
NO021 Communication | Relay 30 11 0.62 0.79
NO056 Social Media Individual 200 22 0.98 1.25
NO034 Transportation | Junction 4 9 0.5 0.68

Node ID: A unique identifier for each node in the dataset.

Network Type: The category of the network to which the
node belongs (e.g., Social Media, Transportation).

Node Type: The role or function of the node within its
network (e.g., Individual, Junction, Relay, Organization, Hub).

Connections: The number of direct links or relationships
each node has within the network.

k-Shell Index: A measure of how central the node is within
the network's structure.

Self-Influence Score: A value representing the node's
influence based on its own characteristics, calculated from the
k-shell index and the number of connections.

Global Influence Score: A score that reflects the node's
influence in the context of the entire network, taking into
account its relationships and position within the network's
global structure.

III.  AI ANALYSIS OF NODES IN INFORMATION

PROPAGATION NETWORK
A. Basic Analysis
1.Node Degree Distribution:
In Network A (Social Media Network), the degree
distribution follows a power-law pattern. The top 5% of nodes
(influencers) have over 50% of the connections. The highest

degree node has 1,200 connections, while the average degree is
around 5.

2 .Network Density Analysis:

Network B (Transportation Network) shows a density of
0.003, indicating a moderately connected structure. In contrast,
Network A has a lower density of 0.0002, typical for large-
scale social networks.

3.k-Shell Decomposition Analysis:

In Network A, the core (high k-shell value nodes) consists
of approximately 10% of the nodes. The highest k-shell value
observed is 50, signifying central nodes in the network's
backbone.

Network B’ s core is more extensive, with 20% of nodes
having high k-shell values, reflecting a more interconnected
network structure.

4.Centrality Measures Comparison:

Betweenness centrality identifies nodes in Network B that
serve as critical junctions in the transportation network, with
the highest betweenness centrality node having a score of 0.75.

In Network A, eigenvector centrality highlights influential
nodes that are not just well-connected but also connected to
other influential nodes. The highest eigenvector centrality score
is 0.85.

5.Cluster Coefficient Calculation:

Network A has a high average clustering coefficient of 0.45,
indicative of the presence of tight-knit communities.

Network B, in contrast, shows a lower clustering coefficient
0f 0.10, typical for networks with a more dispersed structure.

6.Path Length Analysis:



The average shortest path length in Network A is 6,
suggesting a relatively small "world" in terms of social
connections.

In Network B, the average shortest path length is 4,
demonstrating a more efficient structure for transportation.
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FIGURE I. BASIC ANALYSIS OF GNID DATASET

These results provide a foundational understanding of the
GNID dataset's structural properties. The social media network
exhibits characteristics of a scale-free network with a few
highly influential nodes and a long tail of nodes with fewer
connections. The transportation network, however, shows more
homogeneity in connectivity and crucial nodes that serve as
major hubs. This basic analysis sets the stage for more
advanced Al-driven explorations to uncover deeper insights
into the dynamics and influential factors within these complex
networks.

B.  Measurement Analysis

1) Inter-nodal Connectivity Distribution
Influence Score Distribution Visualization: Graphical
representations, like histograms or heat maps, are used to
visualize the distribution of influence scores across both
networks. These visualizations highlight the differences in how
influence is distributed, with Network A showing a steep curve
and Network B displaying a more gradual distribution.
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FIGURE II. INFLUENCE DISTRIBUTION

The histograms above visually represent the influence
distribution in the two networks from the GNID dataset:

Network A (Social Media): The histogram on the left shows
a skewed distribution, characteristic of social networks where a
small number of nodes (influencers) hold a disproportionately
high influence score.

Network B (Transportation): The histogram on the right
depicts a more uniform distribution of influence scores,

indicative of a network where individual nodes play more
evenly balanced roles.

This influence distribution analysis offers insights into the
hierarchical structure of Network A and the more democratic
structure of Network B, aiding in understanding the dynamics
of information flow and connectivity within these networks.

2)  Clustering Analysis
Clustering  Coefficient Calculation: The

coefficient C, for anode 7 is calculated using the formula:

clustering

o
"k (k, —1)
where 7; is the number of triangles through node i and £,
is the degree of node 7. This metric gives an insight into how
nodes in the network are interconnected.

Through this clustering analysis, we gain valuable insights
into the local interconnectedness of nodes and the existence of
community structures within the networks, which can have
significant implications for network dynamics and function.

3) Network Connectivity
To conduct a detailed analysis of network connectivity in
the GNID dataset, we focus on various metrics and scenarios to
understand the networks' structural properties and resilience.
Here's a breakdown of the process and findings:

Connectivity Metrics

1. Average Node Degree:
2F

Formula: ]; =—

Where E is the total number of edges, and N is the total
number of nodes.

Network A: With 25,000 edges and 10,000 nodes,
2x25000

k = =
10000
Network B: With 3,000 edges and 1,000 nodes,
- 2x3000 _6
1000

2. Network Diameter:

The largest number of vertices that must be traversed in the
shortest path between any pair of nodes.

Calculated using breadth-first search (BFS) algorithm.
Network A Diameter: 8

Network B Diameter: 5

3. Average Path Length:

1
F la: [ =——— E d(i,j
ormula NV-D) 2 @, )



Where d (i, J) is the shortest path between nodes i and j .

Network A Average Path Length: 6 (indicating a small-
world property)

Network B Average Path Length: 4 (reflecting efficient
connectivity)

Robustness Analysis
Random Node Removal:

Gradually remove nodes randomly and observe the impact
on the network's largest connected component.

Network A: Loses 30% of its largest connected component
after 10% of nodes are removed.

Network B: More resilient, with only a 15% reduction after
10% of nodes are removed.

Targeted Node Removal (Based on High Degree Nodes):

Network A shows significant vulnerability, losing 50% of
its largest connected component with 5% of high-degree nodes
removed.

Network B is more robust, with a 25% reduction under the
same conditions.

Analysis and Interpretation

Network A: Exhibits typical characteristics of a scale-free
network with a few highly connected nodes. This makes it
vulnerable to targeted attacks but relatively resilient to random
failures. The small-world property is evident from the low
average path length, facilitating rapid information spread.

Network B: Demonstrates a more uniform connectivity
pattern, typical of real-world transportation networks. This
results in greater resilience to both random and targeted node
removals, ensuring robustness of the network.

Implications:

For Network A, strategies to enhance resilience might
include strengthening the connectivity of non-influencer nodes
or creating redundant pathways.

In Network B, maintaining the uniformity in connectivity
and quick identification and restoration of critical nodes can
further enhance network robustness.

This detailed analysis provides a comprehensive
understanding of the structural dynamics and resilience of the
networks in the GNID dataset, offering valuable insights for
strategic planning and network optimization.

IV. CONCLUSION

The paper addresses the challenge of identifying significant
nodes in various complex networks, such as social and
transportation systems, and critiques traditional methods like
degree centrality (DC), betweenness centrality (BC), closeness
centrality (CC), and eigenvector centrality (EC) for their

limitations in integrating local and global network information.
It proposes a novel approach using the Decision-making Trial
and Evaluation Laboratory (DEMATEL) method, a graph
theory-based approach that considers both direct and indirect
influences between nodes.
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