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Abstract

We initiate a systematic study of worst-group risk minimization under (e, J)-differential
privacy (DP). The goal is to privately find a model that approximately minimizes the
maximal risk across p sub-populations (groups) with different distributions, where each
group distribution is accessed via a sample oracle. We first present a new algorithm
that achieves excess worst-group population risk of O(pK_\/E + \/%), where K is the
total number of samples drawn from all groups and d is the problem dimension. Our
rate is nearly optimal when each distribution is observed via a fixed-size dataset of size
K /p. Our result is based on a new stability-based analysis for the generalization error.
In particular, we show that A-uniform argument stability implies O(A + ﬁ) gener-
alization error w.r.t. the worst-group risk, where n is the number of samples drawn
from each sample oracle. Next, we propose an algorithmic framework for worst-group
population risk minimization using any DP online convex optimization algorithm as a

subroutine. Hence, we give another excess risk bound of O <\/ d;/: +\/ ﬁ) Assum-

ing the typical setting of e = ©(1), this bound is more favorable than our first bound
in a certain range of p as a function of K and d. Finally, we study differentially private
worst-group empirical risk minimization in the offline setting, where each group dis-
tribution is observed by a fixed-size dataset. We present a new algorithm with nearly
optimal excess risk of O(%ﬁ)

1 Introduction

Multi-distribution learning has gained increasing attention due to its close connection to
robustness and fairness in machine learning. Consider p groups (or, sub-populations), where
each group is associated with some unknown data distribution. In the multi-distribution
learning paradigm, the learner tries to find a model that minimizes the maximal population
risk across all groups. Let D; denote distribution of group ¢ € [p] and £ : W x Z be a
loss function over the parameter space YW and data domain Z, our objective of minimizing
the worst-group population risk can be formulated as a minimax stochastic optimization
problem written as
min max {Lp,(w) = E,.p,(w, z)} (1)
weW i€p]
When each group distribution D, is observed by a dataset S;, we also define the worst-group
empirical risk minimization problem as

1
min max< Lg. (w) := —
weW i€lp] { SI( ) |Sz|

> ﬁ(w,Z)} (2)

ZNS»;

The worst-group risk minimization problems (1) and (2) have wide applications in a
variety of learning scenarios. In the regime of robust learning, the objective represents a
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class of problems named as group distributionally robust optimization (Group DRO) [SGJ22;
Z7ZY+23; SKH+19]. This formulation also captures the mismatch between distributions
from different domains (or, sub-populations). In this type of scenarios, instead of assuming
a fixed target distribution, this formulation can be used to find a model that can work well
for any possible target distribution formed as a mixture of the distributions from different
domains/sub-populations. From the perspective of learning with fairness, each group may
represent a protected class or a demographic group. Minimizing the worst-group risk leads to
the notions of good-intent fairness [MSS19] or min-max group fairness [AAK+22; DGK+21;
PMB+22]. By making sure the worst-off group performs as good as possible, the objective
prevents the learner from overfitting to certain groups at the cost of others. Moreover, the
objectives are also connected to other learning applications such as collaborative learning
[BHP+17] and agnostic federated learning [MSS19] where the output model is optimized to
perform well across multiple distributions.

Meanwhile, machine learning algorithms typically depend on large volumes of data,
which may pose serious privacy risk, particularly in certain privacy-sensitive applications
like healthcare and finance. Therefore, it is important that we provide a strong and prov-
able privacy guarantee for such algorithms to ensure that the sensitive information always
remains private during the learning process. Although there has been a significant progress
in understanding worst-group risk minimization in the non-private setting [SGJ22; HJZ22;
Z7Y+23], this problem has not been formally studied in the context of learning with provable
privacy guarantees.

Motivated by this, in this paper, we initiate a formal study of worst-group risk minimiza-
tion under (e, 0)-differential privacy (DP). We consider the setting where the loss function
is convex and Lipschitz over a compact parameter space W C R¢. For the sample access
model, each group distribution is accessed via a sample oracle and the learner is able to
sample new data points from any group distribution via its sample oracle as needed during
the learning process.

1.1 Contribution

As we mentioned earlier, we let p denote the number of groups , K denote the total number
of samples drawn from all groups and d denote the problem dimension.
We first provide a new algorithm adapted from the phased-ERM approach in [FKT20]

with the excess worst-group population risk of O (, /= + %ﬁﬁ) . The first term in this bound

matches the optimal non-private bound [SGJ22] and the second term represents the cost of
privacy. Our rate is optimal up to logarithmic factors in the offline setting where each
distribution is observed via a a fixed-size dataset of size K/p. The utility guarantee of
our algorithm relies on a new stability based argument to establish the generalization error
bound. Roughly speaking, we show that A-uniform argument stability (see Definition 1) with
respect to the parameter w implies a O(A—i—l /+/n) generalization error where n is the number
of samples drawn from each sample oracle. This is distinct from existing generalization
results based on uniform convergence [MSS19; AAK+22], which lead to suboptimal rates for
general convex losses. On the other hand, our result also circumvents a known bottleneck in
deriving generalization guarantees using argument uniform stability in the stochastic saddle-
point problems. In particular, in the Lo/ Lo setting, the best known generalization guarantee
for a A-uniform argument stable algorithm is v/A generalization error based on the analysis
of the strong duality gap [OPZ+22].

Our algorithm is akin to the Phased ERM approach of [FKT20], which was introduced
to solve private stochastic convex optimization. We repurpose this approach for the private
stochastic minimax optimization. In particular, we define a sequence of regularized minimax
problems, which are solved iteratively using any generic non-private solver. Our version of
this algorithm requires different tuning of parameters across iterations and, more crucially, a
new analysis that utilizes the uniform argument stability of the solutions of the regularized
minimax problems.



As a side product, our stability result naturally leads to a new non-private regularization
based method for the worst-group risk minimization problem, which matches the non-private
lower bound in [SGJ22] up to logarithmic factors. This may be of independent interest
because existing non-private methods with (nearly) optimal rate for this problem rely on
single-pass first-order methods rather than regularization.

Next, we give a framework to minimize the worst-group population risk using a black-box
access to any DP online convex optimization (DP OCO) algorithm as a subroutine. Our
framework leverages the idea in [SGJ22; HJZ22] on casting the worst-group risk minimiza-
tion objective in a zero-sum game and decomposing the excess worst-group risk into the
expected regret of both players. By instantiating our framework with the DP-FTRL algo-
rithm from [KMS+21], we obtain another bound on the excess worst-group population risk

of O (\/ dﬁlj/: + V7 2). Assuming the typical setting for the privacy parameter €, namely,

€ = ©(1), this bound is more favorable than our bound based on the Phased ERM approach
in a certain range of p as a function of K and d, particularly, when p > max{v/d, K/d} or

ViE <p<Vd

Finally, we investigate the worst-group empirical risk minimization problem (2) in the
offline setting, where each distribution D; is observed by a fixed-size dataset S;. We present
a new algorithm based on a private version of the multiplicative group reweighing scheme
[AAK+22; DGK+21]. We show that our algorithm achieves a nearly optimal excess worst-

.. . ~ [ pvd
group empirical risk of O (pK—E)

1.2 Related Work

The worst-group risk minimization is closely related to the group DRO problem. In [SKH+19],
the authors consider solving the empirical objective in the offline setting and propose an on-
line algorithm based on the stochastic mirror descent (SMD) method from [NJL+09]. The
convergence rate achieved in [SKH+19] is suboptimal because of the high variance of the gra-
dient estimators. On the other hands, several works [HJZ22; SGJ22; ZZY+23] has studied
the group DRO problem in the stochastic oracle setting and achieves an excess worst-group
population risk of O (\/% ) The basic idea behind the methods used in these works is to cast
the objective into a zero-sum game based on the observation that the optimality gap depends
on the expected regret of the max and min players. The authors in [SGJ22] demonstrate
the tightness of this rate by proving a matching lower bound result.

The worst-group risk minimization problem is also extensively studied under the notion
of min-max group fairness. Reference [DGK+21] studies learning with min-max group
fairness and propose a multiplicative reweighting based method. However, their method
assumes the access to a weighted empirical risk minimization oracle which may not be
realistic in practice. Meanwhile, reference [AAK+22] studies a similar problem and present
more efficient gradient based methods to achieve the min-max group fairness based on the
idea of active sampling. The problem of min-max group fairness is also studied in [MSS19]
under the federated learning setting. However, all these works do not provide any privacy
guarantees.

Our work is also related to the line of works on differentially private stochastic saddle
point (DP-SSP) problem. References [YHL+22; ZTO+22] have presented algorithms with
the optimal rate for the weak duality gap, while the optimal rate for the strong duality
gap is achieved in [BGM23]. However, these works only consider the objective with Lo/ Lo
geometry, directly applying the results from existing DP-SSP works leads to a suboptimal
convergence rate due to the polynomial dependence of p on the Lo Lipschtiz constant for the
model parameters. Moreover, extending the recursive regularization method in [BGM23] to
the Lo/ Ly setting is not straightforward because the given analysis explicitly requires both
primal and dual parameters lie in Hilbert spaces. In a concurrent and independent work
[GGP24], the authors study DP-SSP problem in the L;/L; geometry over polyhedral feasible
sets. They propose a method based on a combination of stochastic mirror descent and the



exponential mechanism, and show that it attains nearly dimension-independent convergence
rate for the expected duality gap. We note that their problem setting is different from the
Lo/ Ly setting considered in this work. In particular, their method takes advantage of the
polyhedral geometry under L; constraints. Consequently, their construction and results are
incomparable to ours.

2 Preliminaries

We consider p groups, where each group ¢ € [p| corresponds to a distributions D;. Given
a parameter space YW € R? and a loss function ¢, we let £(w, z) be the loss incurred by a
weight vector w on a data point z. We assume the Ly diameter of W, ||W||,, is bounded by
M. Throughout this paper, we assume that the loss function ¢ is convex, L-Lipschitz and
bounded by [0, B] unless stated otherwise . The population loss of distribution D; is written
as Lp,(w) = E,.p,f(w, z). Given a dataset S;, we also denote Lg, (w) = ﬁ > nes, Hw, z)
as the empirical loss evaluated on S;.

Sample oracle: A sample oracle C; w.r.t distribution D;, i € [p] returns an 1.i.d sample z
drawn from D;. We denote the collection of sample oracles from all groups as C = {C1,...Cp}.

a-saddle point: We say (Z, ) is an a-saddle point of a minimax problem min, e x maxycy ¢(z,y)
if o(z,y) — ¢(x,9) < aforany z € X and y € Y. When a = 0, we simply call (Z,§) a saddle
point of ¢.

Worst-group population risk minimization : Given p groups that each of them is
with a distribution D;, we define the expected (population) worst-group risk of model w as
the maximal population loss of w across all group distributions written as

R(w) = max Lp, (w)

i€[p]

Our objective of minimizing the worst-group risk is therefore written as

i Lp, 3
min, max Lp, (w) (3)
Denote A, = {X € [0,1]? : ||A|]|; = 1} as the probability simplex over p dimensions and
¢(w, ) = 371 Milp, (w).
Then the objective in (3) can be equivalently written as

i 4
min max ¢(w, A) (4)

The equivalence is based on the fact that for any w € W, ¢(w, \) is maximized by a A with
all dimensions being zero except the one with the highest Lp, (w). We also define the ezcess
worst-group population risk of w € W as

E(w; {D;}'_,) £ max Lp, (w) — min max Lp, ()
i€[p] WEW i€[p]

Differential Privacy [DMIN+06]: A mechanism M is (e, §)-DP if for any two neighbor-
ing datasets S and S’ that differ on single data point and any output set O, we have

P(M(S)eO)<eP(M(S)eO)+4

We focus on record-level privacy throughout the paper. We say that a pair of sequences
of sampled data points {z1,...2zr} and {21, ... 27} are neighbors if, for some j € [p], z; = 7}
for all i € [T\ {j} and z; # 2.



Stability: Our analysis depends on the notion of uniform argument stability defined as
follows

Definition 1. A randomized algorithm A that takes data collections S as input and outputs
(Ap(S), Ax(S)) is said to attain A-uniform argument stability with respect to w if for any
pairs of adjacent S and S’ that differs in a single data point, we have

Ea [[[4u(8) - 4u(5)

J<s

3 Minimax Phased ERM

In this section, we propose an algorithm attaining an excess worst-group population risk
of O (,/% + %E), where p and K denote the number of groups and the total number of

samples drawn from all groups, respectively. Our algorithm involves iteratively solving a
sequence of regularized minimax objectives. In iteration ¢, given the previous iterate w;_;
and a dataset collection {S!}?_; where S! is the dataset formed by the data points drawn
from the sample oracle C; at current iteration, we find an approximate saddle point (s, )\t)
of the regularized objective Fy(w, \) = 3°7_) AiLgt (w) +pl, [[w — wi—1 ||§ —pi 25 Ay log A
and output w;. We can show that w; has low sensitivity w.r.t. the collection of samples
drawn from all groups. , and hence, we can use the standard Gaussian mechanism to to
ensure that the computation of w; is differentially private.

Proving the utility guarantee of our algorithm involves new stability based argument.
First, given a dataset collection S = {S,...S,} where each S; ~ D! is a dataset formed
by n samples drawn from the sample oracle C;. we show that an algorithm that outputs an
approximate saddle point (@, ) for the regularized objective F(w,\) = Y7, )\'Lsi (w) +

) with

B flw — w'Hi—uA >2%5—1 Ajlog A; has uniform argument stability of O (— + n\/ﬁ

respect to . Then we prove that A-uniform argument stability of @ leads to a O (A + %)

generalization error bound.

Our stability-based generalization argument is distinct from existing generalization anal-
ysis based on uniform convergence [MSS19; AAK+22], which leads to sub-optimal excess
worst-group risk for general convex losses even in the non-private regime. On the other
hand, our result circumvents a known bottleneck in the relationship between stability and
generalization in stochastic minmax optimization (also, known as Stochastic Saddle Point
(SSP) problems). In particular, in the La/Lo setting of the SSP problem, the best known
generalization guarantee using a A-argument stable algorithm is v/A generalization error
based on the analysis of the strong duality gap [OPZ+22].

3.1 Algorithm description

Our algorithm relies on a non-private subroutine to solve a regularized minimax problem.
More concretely, let S = {S1,...5,} be a collection of datasets. Let iy, px > 0 and w' € W.
Let Aemp (S, tw, ix, W', &) be an empirical minimax solver that computes an a-saddle point
(w, \) of

ﬁ%gég}f{ ZALS +—||w w3 — MAZA logA} (5)

j=1

and outputs w.

The formal description of our algorithm is given in Algorithm 1. Our algorithm is inspired
by the Phased ERM approach of [FKT20], which was used to attain the optimal rate for
the simpler problem of differentially private stochastic convex optimization. We repurpose
the Phased ERM approach for the stochastic minimax problem. Our algorithm involves
several modifications to this approach that enable us to attain strong guarantees for the



worst-group population risk minimization problem. Crucially, we provide a new analysis
for our algorithm that utilizes the argument uniform stability of the regularized minimax
problems (see, Lemma 4).

In Algorithm 1, a sequence of regularized empirical minimax problems are defined and
solved iteratively using the non-private minimax solver A.,, (defined earlier in this section).
The total number of such problems (the number of rounds in the algorithm) T is logarithmic
in K/p. In round ¢t € [T], we first sample a dataset of size n; from each distribution to
construct a new dataset collection S;. The center of the regularization term is chosen to be
w' = wy_1, i.e., the previous iterate. The settings of the regularization parameters in each
round are carefully chosen to ensure convergence to a nearly optimal rate. The regularization
parameter ) is fixed across all rounds whereas p,, is doubled with every round. Our main
result is stated below.

Algorithm 1 Minimax Phased ERM

Input Sample oracles {C1,...Cp}, step size n, D = max{L, B}, total number of samples
drawn from all groups K, non-private empirical solver Aey,p.
Initialize wq arbitrary parameter vector in W.
Set n = K/p and T =logy(n).
fort=1,...,T do
Let ny = n/T, n: =027 ply = 1/(nene), ph = 1/(nn).
For each i € [p], sample S! ~ D} using the sample oracle C;. Denote S* = {St,...S'}.

R B2
Let oy = mmr + sarf, -

Let ’lI)t = Aemp(St,Mfw,Mg\, Wt—1, Oét).

Set wy = 1 + & where & ~ N(0,0¢14) and o = 6D+/21og,(n)log(1/8)nm: /€.
end for
Output: wr.

Theorem 2. Letn = % VD } Algorithm 1 1is (e, §)-differentially

min < , 3
{ \/72dlog(%) log(3) log1 (K)VK

private and we have

E [max Lp, (wT)} — min max Lp, (w)
i€[p] wEW i€[p]

=0 <MD <10g14—1 (K)\/%jL 1ng(K)PK:llog(l/é))) 7

where wr is the output of Algorithm 1 and the expectation is taken over the sampled data
points and the algorithm’s inner randomness.

Remarks:
e One can show that the rate in Theorem 2 is nearly optimal in the offline setting considered
in Section 5, where each distribution is observed by a fixed-size dataset of size K/p. A

lower bound instance of 2 (% + 4/ %) can be constructed in this case. More details are

given in Appendix D. Also, note that when d = O(K/p), the rate in Theorem 2 matches
the the non-private lower bound ( %) up to logarithmic factors.

e In Appendix A.1, we give an instantiation of A¢p,p, which is an iterative algorithm for
solving the regularized minimax problem in (5) with a convergence rate of O(1/N), where
N is the number of iterations.

The privacy and utility guarantees in Theorem 2 rely on a stability-based result of the
saddle point of the regularized objective (5), which we present in the following lemma.



Lemma 3. Consider two neighboring dataset collections S = {5’1,. .Sp} € 2P and
S ={s},.. .Sp} € ZM*P that differs in a single data point. Let (W, A) and (@', N) be an
a-saddle pomt of F(w, )\) in (5) when the dataset collections are S and S', respectively. By

letting o < g2 — u + Sfm , we have

iy 3/ L B
-, < 2 (- )
Hw  /Hwlx

The proof of Lemma 3 follows from Lemma 2 in [ZHW+21] as well as the observation
that F'(w, \) can be equivalently written in the finite-sum form composed with regularization
terms. We give full details in Appendix A.3.

Now we are ready to present our main technical lemma, which shows that an approximate
saddle point of the regularized objective F(w, A) in (5) gives a good solution to the worst-
group population risk minimization problem. We will sketch the proof of this lemma and
defer the full proof to Appendix A.4.

Lemma 4. Let (i, \) be an a-saddle point of F(w,\) in (5) with o S g toae ZA For
any w e W,

E [maXLDi(u?)] — max Lp, (w)
i€lp] i€(p]

IL? n LB

NHw T/ Hw X

where the expectation is taken over the randomness in the datasets S.

B log(pn)) ,

) log(n)log(np) + NG

= O(Mw lw —w'||3 + px log p + (

Proof. (sketch) For simplicity, we let & = 0, which means (w, 5\) is the exact saddle point of
F(w, A). In particular, by the definition of saddle point, one can show that for any w € W

max L, () = 9w, X) < 555 flw = w'|; + o logp

where ¢(w, \) = 3P \iLs, (w).

By Lemma 3 and Lipschitzness, for any given ¢ € [p], computing @ has a uniform stability
of v = % (ﬁ—z + \/%) with respect to the change of datapNOint in S;. By Theorem 1.1 in
[FV19], we have with high probability over the sampling of S,

|Ls, (@) — Lp,(w)| = O <7 + %)

Then we can use union bound across all i € [p] and obtain with high probability

L. (@) — Lp, (@) = O (7 n %) vi € [l

In particular, we have with high probability

~ B
max L max L =0 + —
| max Lp, (&) —max Ls, (@) (7 \/ﬁ)

Meanwhile, we can show that with high probability, |¢(w, 5\) — (ﬁ(w, 5\)| =0 (%) for
any given w € W. Finally, we put everything together and have with high probability

max Lp, (w) — max Lp, (w)

i€ [p] i€[p]

< max Lp, () — ¢(w, \)
i€[p]

< max L, () — d(uw, )+0(7+ 5)
i€[p] NG

_ , B
:O(uw|w—w'||2+u,\ +v+ ﬁ)



Replacing v with % ( + ) and we obtain the desired result. o

\/# l")\

Remark: As a side product of Lemma 4, we can sample a new dataset collection S =

{51,...5p} where S; ~ DZ-K/p. By letting i, = %1/% log(K /p)log(K), ux = D«/%ﬁé?g(m

and w’ be any arbitrary parameter in W, solving the regularized objective (5) with S gives an
excess worst-group population risk of O (\/g ) which matches the non-private lower bound
in [SGJ22] up to logarithmic factors. Prior methods (nearly) matching the non-private lower
bound depend on making one pass over the sampled data points to directly optimize the
population objective, our regularization-based method however does not require such one
pass structure.

Now, we are ready to give a proof sketch of Theorem 2. The full proof is deferred to

Appendix A.5.
Proof. (Proof Sketch of Theorem 2)

Privacy: At iteration ¢, by the stability argument in Lemma 3, we have

o=y < oo e
t t 2 — nt/j}w Ny ,Uj'w,u&
3B,/
= 3Ly, + = < 6D/{log, n)nen
t

where @ and @, are outputs from neighboring dataset collections S* and S* that differ in
one datapoint. The privacy follows from the privacy guarantee of Gaussian mechanism.

Utility: Recall that R(w) = max;epp) Lp,(w). By Lemma 4, we have

E[R(w;) — R(y—1)] = ( - 77 N

eial3] +D2W+£>

Also, we have
E||&]5 = do? = 72dD? log nlog(1/8)2~tn? /€

Therefore, as long as
Me

n <
D+/72dlognlog(1/9)

We will have »
Ell&l; <27'M? and E|&ll, < V2 M

Let wo = w* and & = wo — w*. Then ||&]|, < M. Hence,

E[R(wr)] — R(w")
Z R(w;—1)] + E[R(wr) — R(ir)]
2

I/\
Qz

( el , 1 +Dzm+§>+mm&|u

The inequality holds since R(-) is L-Lipschitz and n; = n/log,(n).

We have
E[||€t—1||§] < 2= (=1 pp2 logy 1 _ 2(log, n)M2
NNt - n2-tn m
—logy, n
and E[[lér,] < My2 " = A



Therefore,

Replace n with K/p and we get the desired result. O

4 Worst-group Risk Minimization using DP OCO Algo-
rithm

In this section, we give a framework to directly minimize the expected worst-group loss in
(4) using any DP online convex optimization (OCO) algorithm as a subroutine.

Our framework leverages the idea from [HJZ22; SGJ22; ZZY +23] of casting the objective
into a two-player zero-sum game. One can show that the excess expected worst-group risk is
bounded by the sum of the expected regret bounds of the min-player (the w-player) and max-
player (the A-player) using stochastic gradient estimation. Therefore, given any DP-OCO
algorithm Q_, our frameworks proceed by letting the w-player run Q_ with an estimate
of the loss function ¢(w, A¢). Meanwhile, we instantiate the A-player as a standard EXP3
multi-arm bandit algorithm and feed it with a privatized estimator of V¢(we, A¢).

An online convex optimization algorithm interacts with an adversary for T rounds. In
each round, the algorithm picks a vector w; and then the adversary chooses a convex loss
function ¢;. The performance of an OCO algorithm @ is therefore measured by the regret
defined as

T T

1 . *

ro(T) = TE th(wt) - wael%\fzﬂt(w )
t=1 t=1

Definition 5. An online algorithm M is (¢, 0)-DP if for any two sequence of loss functions
S = (l1,...0p) and S’ = (¢},...¢}) that differs in one loss function, we have

P(M(S) € 0) < e“P(M(S') € O) +§

Suppose we have a DP OCO algorithm Q_ with regret ro_(T') that observes l; = ¢(-, x)
for some data point x; in each iteration, the formal description of our framework is given
in Algorithm 2. We give the privacy and utility guarantee of Algorithm 2 in the following
theorems.

Theorem 6. (Privacy Guarantee) Algorithm 2 is (e, §)-differentially private.

Proof. The sampled dataset can be divided into two disjoint sets. S = {S_,S;} where
S_ ={zy,...x7} and S; = {z,...2F}. Now, we proceed inductively. When ¢ = 1, it is
easy to see that the generation of (w1, A1) is (¢,0)-DP.

Now we assume that the generation of {(w;, \;)}i_; is (¢,6)-DP for iteration ¢. At
iteration ¢ + 1, we observe that the computation of w¢yq only depends on S_ and {w;}!_,,
hence w1 can be generated under (¢, )-DP constraint due to the privacy guarantee of Q_.

Furthermore, since ¢ is uniformly bounded by B, then clearly the sensitivity of ¢(w;,-)
w.r.t. replacing one data point in the input sequence is bounded by B. Hence, by the
properties of the Laplace mechanism, l, is also generated in (¢,0)-DP manner. Given that
At+1 depends on only ?; and )\, and since DP is closed under postprocessing, computing Az
is (¢, 6)-DP. Since in iteration ¢, two different data points (namely, z; and z;") are used to
generate w41 and Apy1, then by parallel composition (and given the induction hypothesis),
generating (wi41, At+1) is (€,6)-DP. O



Algorithm 2 Worst-group risk minimization using DP-OCO algorithm

Input Sample oracles {Ci,...Cp}, DP OCO algorithm Q_, learning rate 7, privacy pa-
rameters €, d.
Initialize wy € W and Ay = (1/p,...1/p) € [0,1]7.
Set U = B + 28 log(T).
fort=1,...,T—1do
Sample iy ~ A¢.
Sample z; ,z;” ~ D;, using the sample oracle C;, .
Update w11 = Q_ (w1, zy ).
Compute l; = U — l(wy, z7) + yi, yi ~ Lap(B/e).

—nl
Update Ary1,4, = Ari,€XP (%)

. A
Normalize A = S
t+1 = Tl
end for
1 T N1 T
Output wr = T E =1 Wt, )\T =T E =1 )\t-

Theorem 7. (Utility Guarantee) Suppose the regret of Q_ is denoted as rg_(-). By setting

_ /In(p)
n= pTUZ2’

we have

Blog(K 1
R R e e

where W is the output of Algorithm 2 and the expectation is over the sampling of data points
and the algorithm’s randommness.

The proof of Theorem 7 can be found in Appendix B.1. In particular, by instantiating
the DP OCO algorithm Q_ with the DP-FTRL algorithm [KMS+21], we have the following
corollary.

Corollary 8. Let Q_ in Algorithm 2 be DP-FTRL algorithm from [KMS+21]. By plugging
the regret bound of DP-FTRL into Theorem 7, we have

E {max Lp, (wT)} — min max Lp, (w)
1€ [p] weW i€[p]

1 2
Y ML\/d loz?(1/8)log(K) | Blog(K) [plogr) |
eK € K

where the expectation is over the sampling of data points and the algorithm’s randomness.

. . ~ di/2
Remark: Corollary 8 demonstrates an excess expected worst-group risk of O (\/ = tV7= )

For the common case of € = ©(1), the rate in Corollary 8 matches the lower bound of Q (/Z)

shown in [SGJ22] up to logarithmic factors in the regime of d = O (p?).

5 Private Worst-group Empirical Risk Minimization

In this section, we consider the offline setting where each distribution D; is observed by a
fixed-size dataset .S; with i.i.d samples drawn from D,. In the offline setting, the learner will
take the dataset collection S = {51,...5p} as input instead of querying the sample oracles
directly. This setting captures scenarios where each group is represented by a dataset whose
size is fixed beforehand.

10



Algorithm 3 Noisy SGD with Multiplicative Group Reweighting (Noisy-SGD-MGR)

Input: Collection of datasets S = {S1,...5p} € Z"*P mini-batch size m, # iterations

T, learning rates 1, and 7y, privacy parameters ¢, §, and noise scales o2, 7.

Initialize w; € W and \; = (%, . %) e [0, 1]7.
fort=1,...,T—1do
Sample ’l:t ~ )\t-
Sample By = {z1,... 2y} from S;, uniformly with replacement.
Update the model as follows

. 1
Wip1 = Projyy, (wt — N - (E Z Vi(wy, z) + Gt)) ;
z€By
where Gy ~ N (0, 0%1,).
iid
Compute Ly = [7L52(,wt) + y;,t];?:l, Yit ~ Lap(7).
Update the weights A}, = X exp(—mrL}), Vi€ [p].

At41

Normalize )\t+1 = m
1

end for
_ T I T
Output: wr = % Zt:l Wi, AT = %Zt:l At

In particular, we denote the dataset collection as S = {Si,. ..Sp}. Without loss of
generality, we assume all datasets S; have same size, namely |S;| = n for all ¢ € [p]. Note
that n can also be written as n = K/p in this case. We first define the worst-group empirical
risk minimization problem as follows.

Worst-group empirical risk minimization : Given a dataset collection S = {S,...S,}
Z"*P we denote p(w, \) = > ¢_; \;Lg, (w). The worst-group empirical loss can be expressed
as max;e[p) Ls, (w) = maxyea, ¢(w, A). The empirical objective is hence written as

min, max p(w, \) (6)

We define the excess worst-group empirical risk of w € W as

E(w; {S;}P_) & Ls, (w) — mi Lg. ().
(wi {Sikiy) = max s, (w) — min max Ls, ()

Next, we will present a method described in Algorithm 3 to solve the empirical objective
(6) under the differential privacy constraint. Algorithm 3 is based on a private version of the
multiplicative reweighting scheme [AAK+22; DGK+21] and attains nearly optimal excess
empirical worst-group risk.

5.1 Private Multiplicative Group Reweighting

Here, we provide the details of our algorithm described formally in Algorithm 3. In this
algorithm, we maintain a sampling weight vector A € [0,1]P for all datasets {S;}’_;. In
each iteration, we first sample a dataset according to A\. Next, we sample a mini-batch from
this dataset and update the model parameters using Noisy-SGD. We then update the group
weight vector A using the multiplicative weights approach based on privatized loss values
computed over the datasets at the model parameters. We present the privacy and utility
guarantee of Algorithm 3 in the following theorems.

Theorem 9. (Privacy guarantee) In Algorithm 3, let T = C;?f\/Tlog(l/é) and 0% =
cTp*L? log(T/8)log(1/8
KZ2e?

) for some universal constant c. Then, Algorithm 3 is (e,9)-DP.

11



Theorem 10. (Convergence guarantee) There exist settings of T = O GBdpT1og(1/9)

Nw = O (sz)) andny = O <\/ I(I’ng(; ) , where U = O (B+ gp\/Tlog (1/6)log KT))

such that

(ML+B\/@)K262>

E L — L
gy o) - iy

)

- O(MLp\/dlog 1/0)1og(K/3) , Bp log(p) log(1/5) log(ﬁ(i/,;)))
o Ke

where the expectation is over the algorithm’s randomness.

Remarks:

e The convergence rate in Theorem 10 is nearly optimal up to logarithmic factors. A lower
bound instance can be created to reduce the original problem to a DP-ERM problem

with single dataset, which leads to a lower bound of €2 ( )[BSTM] A more detailed
argument for the lower bound instance can be found in Append1x D.

e [AAK+22] proposes a gradient method based on the active group selection scheme. One
can also design a private algorithm based on this scheme and achieve a suboptimal rate

of O (1/ Méfp + MLP‘/_) We defer the details to Appendix C.2.

6 Conclusion

We presented differentially private algorithms for solving the worst-group risk minimization
problem. In particular, we gave two upper bounds on the excess worst-group population risk,
one of them is tight in the offline setting and we established the optimal rate for the excess
worst-group empirical risk. Establishing the optimal rate for the worst-group population
risk in general is left as an interesting open problem for future work.
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A Missing Proofs in Section 3

A.1 Non-private algorithm for the regularized objective

Here, we provide an non-private algorithm in solving the regularized minimax problem in
(5) written as

P p
- = . o —w'l1? — , ,
min max F(w, \) = Z_Zl AiLs, (w) + 5 lw—w||" — ux Z Ajlog \;

j=1

with an convergence rate of O (1/N) where N is the number of iterations.

Algorithm 4 Minimax Optimization for SC-SC Objective
Input: Collection of datasets S = {S1,...5,}, regularization parameters fi,,, ux > 0.
Init: w; € W.
fort=1,...,N-1do
Compute A, = [exp(Ls, (wr)/j1a), - exp(Ls, (w) /)]
Let )\t = ”f\ﬁ
Compute V;, = Y7 | MiVLg, (w¢) + pr(we — w') .
Update Wi41 = PI‘OjW (U}t — ntVt).
end for
Output: wy = % Zi\il wy and Ay = % Zil At .

We now provide the convergence guarantee on Algorithm 4.

Theorem 11. Let n = ﬁ, we have

_ . 5 InN [ L? 9
,{IéEEEF(wN’)\) 75;%111/1\}F(w’)\N) =0 <T <M_w +M uw>)

Proof. An important observation here is that in A; is the best response of function F(w,-),
that is,
At = argmin F(wy, A)
XEA,

Then by Corollary 11.16 in [Oral9], we have

_ . T Regrety
F \) — F(w. Ay) < —5 2N
Jax (N, ) min (w, An) < N

(7)
where Regrety = Zivzllt(wt) — mingew Zivzllt(w) and ly(w) = F(w,\;). Since w is
updated using online gradient descent and l;(w) is strongly convex, by Corollary 4.9 in
[Oral9] and || V|, < G+ pwB, we have

L+ 11, M)? L2
Regretw :O (M(lﬁ—lnN)) :O (th (— +M2Mw)) (8)
Haw Hw
Combining equations (7) and (8), we get the desired result. O

A.2 Auxiliary Lemma

Lemma 12. Let (i, \) be the exzact saddle point of (5) and (0, \) be an a-saddle point of

(5). Then we have
R ~ 20
[ = wlly <4/ —
Hw
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Proof. Since (0, A) is an a-saddle point of F(w, A), then

g
\.g> \SI
\>.//> \>:>

| \

el
\.g> \S>
\>:/1 \>_:z
IA A
Q R

— F(,\) — F(d,\) + F(

Since (w, 5\) is the saddle point, then

P

F(w, A) = F(,

o

N~—
vV
o

Therefore, .
F(w,\) — F(w

P
~—

A) S
Also we have @ = argmin,, ¢y, F(w, M) and F(-, \) is a py-strongly convex function, then

p/2 |l — @5 < F(@,}) = F(@,A) < a

. 5 2
= |l —wfl, <4/ —
O
A.3 Proof of Lemma 3
Proof. Note that the empirical objective ¢(w, \) = P AiLs,(w) can also be written in a

finite sum form. For any i € [p], we denote zf be the j;, datapoint of dataset S; and define
batched node &/ = (1, ... 2]). Hence S can be expressed as S = {¢,...£"}. We also define
a new loss function f(w, A, &) where £ = {21,...2,} as

p

f(wa )‘a 6) = Z )‘ig(wa Zi)
i=1
Then it is easy to show that
R 1 & .
dw,\) =~ f(w A& (9)
j=1

Suppose S = {1,...&, .. &} and S = {&,...€,...&} where & and & differ with
single datapoint z] for some j € [n]. By equation (9), we have

N 1
ces

le(w’)‘) = % Z f(wa)"g)

eesr

We also let W(w, \) = & ||lw — w'||5 = pa > Ajlog A

Let (1, ) and (i, \') be the exact saddle point of ¢(w, A)+¥(w, A) and ¢’ (w, \)+¥ (w, A)
respectively.

It is easy to show that ||V, f(w, A, €)||, < L and ||V f(w, A, €)||,, < B for any . Also,

d(w, ) + ¥ (w, A) is p-strongly convex w.r.t ||-||, and py-strongly concave w.r.t ||-||;. Then
using Lemma 2 from [ZHW+21], we obtain

2 2 [L? B?
<S4 =
17 n\ pey

e o = 4 - 3
2D
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Furthermore, we have

2

~ ~ ~ ~rn2 N N
o — ], < Ww I — w13 + | A = X /v
1 [4L2 4B2 2 (L B
SVt =l S
n Hw Hx Hew o\ Hw Vv Hw X

Meanwhile, by Lemma 12, we also have

@ —wll; <

t|w
g |2

1 < L B )
<—(=+
2n \ pw vV Hw X

@' — |, < [2a < 1 (L n B )
w —w — < —|—
’ Hw — 20\ flw Vv Hw X

Putting every thing together, we have

|ww’|2§§<i+ B )
n o\ Hw v Hw X

and

A.4 Proof of Lemma 4

Proof. Let R(w) = max;ep, Lp, (w) and d(w,\) = Y icfp NiLs;(w). Denote (i, ) the
exact saddle point of F(w, ). By the definition of saddle point, we have for any w € W
and A € A,

P
s Hw ~ 2
91, X) + B2 o —w'l5 = jia Y- Ay log Ay

Jj=1

p
- ¢(w7>\)+u7w||w*w/|\§*mz>\j10g>\j <0
i=1

= QZ/A)(UA}’ )‘) - Qg(wa )‘) <

p p
Hoaw 2 N N Hw A 2
~ llw - Wy —pa Y Ajlog Ay — ~ Il - wlly = pa > Ajlog A

j=1 j=1
p 2 .
y A
< S llw = w5 = pa Z)‘j log A,
j=1
2
< B2 Jlw— w3 + palogp

In particular, we have for any w € W

max L, () = @(w, 3) < 5w — /[ + pa logp
1€[p

By Lemma 3, for any fixed ¢ € [p], computing @ has a uniform stability of v = 2L%

N
2LB . . . .
/TR with respect to the change of datapoint in dataset S;. Therefore, by fixing the

randomness of S_; = {S1,...S;_1,8i11,...5,} and Theorem 1.1 from [FV19], we have

Ps.~py (ILsi () — Lp,(w)] = ¢ (v log(n)log(n/B) + &\21/5)) <B
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Then we can release the randomness of S_; and obtain
i ; By/logl/p
Fs (|Lsi (i) = Lp, ()] > ¢ <7 log(n) log(n/ ) + %)) <3

Using union bound across all ¢ € [p], we obtain with probability over 1 — 3, for all i € [p]

[Ls, () — Lp, ()] = O ((n% T %) log(n) log(np/5) + %W)

Therefore, with probability 1 — 3, we have

| max Lp, () — max Lg, ()]

i€lp] i€[p]
B > LB oe(m) log(n B/log(p/B)
O<<nuw+—nm)1 sl og(np ) + VL) )

Also, since w is independent of the dataset, with probability over 1 —

Ls.(w) = Lo, (w) = 0 (BB} vicy)

and

B (w, \) — b(w, 3)| = O (M)

NG

After putting everything together, we obtain with probability over 1 — 23
R(w) — R(w) = max Lp, (W) — max Lp, (w)
i€[p] i€[p]

< max Lp, () — ¢(w, 5\)

i€[p]
L L2 LB By/log(p/B)
<maxLg, (W) — ¢p(w,\) + O <—+7>lo n) log(n, + 4
ma L, (1) = (. ) ( o ) o) los(np 8) + V2
L 2 L? LB B+/log(p/B)
= — ||lw — 1 —+ ——]1 1 R
0 ( 5 =+ o + (o + e ) o) oo/ ) +
Choosing 8 = 1/n and taking expectation over the dataset collection S, we obtain
E[R(w)] — R(w) (10)
P 02 L? LB B+/log(pn)
= — ||w — 1 —+ —]1 1 —_—
0 ( 52 o= w3+ o+ (o s ) o) o)+ Y E

By Lemma 12, we have

20 _ 1 (L B
o= al, <22 < o= (2 =)
Hw 2n \ pw How X

Given the fact that R(-) is L-Lipschitz, we have

R(@) ~ R < Lo - il = 0 (4 2 ) )
w) — R(w w— |, =
- ? NHw T/ Haw X
Combining equations (10) and (11), we have
E[R(w)] — R(w)
P 02 L? LB B+/log(pn)
— 0 2w - 1 P Vo)l 2y oelen)
0( 5 oo+ o + (o + o ) bt o)+ 2 E
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A.5 Proof of Theorem 2

Proof. Privacy: At iteration ¢, by the stability argument in Lemma 3, we have

o
SRR LA RVAT T

3B./min
1y ¢ ST
t

< 6D+/(logy n)nen

where 1; and 10; are outputs from neighboring dataset collections St and S that differ in
one datapoint. The privacy follows from the privacy guarantee of Gaussian mechanism.
Utility: By Lemma 4, we have

E[R(w;) — R(w;-1)]

E[|l&-1]3] . 1 B/l
:O< lgealldl | 08P | 1o ) 15 s hog(np) 4 og(pn))

Nt nm valz

where R(w) = max;cp, Lp, (w).
Also, we have
E||&|3 = do} = 72dD? log(n) log(1/6)2~"n /”

Therefore, as long as
Me

= D\/72dlog(n) log(1/6)

Ui

We will have .
. _
E|&]; <27'M? and E[|&l, < V2 M

Let wo = w* and & = wy — w*. Then ||&]|, < M. Hence

T
E[R(wr)] — R(w*) = Y E[R(d;) — R(iy—1)] + E[R(wr) — R(ir)]

t=1

T 2
E[||&:— B./1 1
< ZO ( [Hgt 1”2] + 1ng +D2\/W10g1.5n10g(np) + Og(n) Og(pn)>
t=1
+ L

Nt nn vn
E[||¢r|l,] (R(-) is L-Lipschitz.)

We have
E[||§t,1||§] < 2= DM logy n — 2(logy n) M
mne n27ty m
and IE[H§T||2] < M2 ogam _ %
Therefore,

E[R(wr)] = R(w")

T 2
<> o0 (k)g(n)M 4 loalp) | D2ylog" (n) log(np) + = og(n) 1Og(pn)>

t=1 n nn NG
R
n
=logn-O (M% + D2nlog?’ (np) + B 1og(\j)ﬁlog(np)>
L
n
=0 (w +(MD 1og5/2<np>>@>
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Replacing n with K /p gives the desired result. o

B Missing Proofs in Section 4
B.1 Proof of Theorem 7

Proof. Tt is easy to see that the objective in (3) is equivalent to

min max E XNiLp, (w
weW AEA,
i€lp]

where A, = {X € [0,1]7 : ||\||; = 1} the probability simplex over p users. Recall ¢(w,\) =
Zie[?] AiLp; (w)7 then we have

max ¢(@r, ) — min pax P(w, )

= max o(wr, N) — fax ul;rg\l/av d(w, \)

IN
| —
g
o
"
<
—N—
ITM%
=
g
=
=
g
kg
——

T wew,xeA 1
= %w%%% {; (D(we, A) — d(we, Ae) + dwe, M) — d(w, )\t))}
N T
=7 ; d(we, A\t) — fé%; d(w, Ae)| (A)
L[z T
+ T ;*Qb(wt,&) - HEHAHP a (—=p(wy, A)) (B)

We address the term A first. By fixing the randomness of w; and A; for some iteration ¢, we
have Ezgf(wt, x; ) = ¢(we, At). By extending the same argument to all ¢ € [T], we obtain
for any w,

L8[ 0w - otw )| = Lo
T Z(¢(wt7 t) — (w, Ar)) -7

t=1

T
Zg(wtvxt_) g(wvx;)]

t=1

By the regret guarantee of Q_, we have for any sequence z7 ,...z,

—E

Zﬁ wy, xy ) — L(w, z; )] <rg_(T)

where the expectation is taken from the randomness over the algorithm. Therefore, we have
E[A] <rq_(T) (12)

We then address the term B. We first define ¢'(w,x) as the difference between some
fixed constant U and the original loss function f(w,z), that is, ¢'(w,x) U — l(w, ).
Similarly the vector of p population risks over the new loss function ¢’ is therefore written
as g(w) = [Lp, (w),... L (w)]. Therefore, the term B can be equivalently written as

T T

g ): Ar) = min t:1<g(wt),)\>

Notice that at each iteration t, we have

Vaalg(we), \) = g(wy)
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We construct a unbiased estimator of g(w;) as

A .
N L=
gl(wt) = {)‘t

0 o.w.

By letting U = B+2E log(T'), we have we have w.p. over 1—#, max;e 7y [ye] < 22 log(T),

which we denote as event E. Conditioned on E, we have [; € [0,2U] for any t € [T7.

Observing that for any fixed wy, since z;” ~ D;,, we obtain

Elg'(w:)|E] = g(w)

‘We now establish the bound on term B

Z<g(wt)7)‘t> - Z<g(wt)7)‘>1

t=1 t=1

E

=E
t=1 t=1

D g (we), Ae) =D (g (wy), )\>]

Since ||¢g'(w¢)]| o, < 2U conditioned on event E, by setting n = ;}(5)2 and invoking the

regret bound of EXP3, we obtain

1
E[B|E] = B

T T
Z<9(wt)7)\t> - Z<g(wt)a )\>]

t=1 t=1

_ plog(p)
o)

Then we take the expectation on E and obtain

1
E[B] = P(E)E[B|E] + (1 — P(E))E[B|E] = O <U %g(p»
Finally we plug in the value of U,
Blog(T 1
€ T
We combine equations (12) and (13) to get the desired result. O

C Missing Proofs from Section 5

C.1 Proof of Theorem 9 and 10

Proof. (Proofs of Theorem 9) Note that given two neighboring data collections S = {S,...S,}
and §" = {S7,... S, } that differ in one datapoint of j;, dataset for some j € [p]. In iteration

t, if iy # j, then the output distribution of wy,1 is same for S and S’. Otherwise, generating

: e 6 . . ;-
wy41 satisfies (C Tt 57 )-DP based on the property of Gaussian mechanism and pri

vacy amplification by subsampling. Therefore, overall generating wg,1 is (\/%7, %)—
cy/T log(1/9)
DP.
. . . .
Meanwhile, generating Ay is (76 Tk
anism. Using basic composition, we have generating the pair (wy 1, \j41) is (—m2e—, 2= )-
cr/Tlog(1/5)° 2T

0)-DP based on the property of Laplace mech-

DP. Hence, by strong composition for ¢ € [T], we obtain the algorithm is (e, d)-DP. O

21



Proof. (Proof of Theorem 10) Recall that n = K/p. We have

mmax ¢(@r, ) — min fax o(w, A)
< b(wrp, ) — min G(w, A
>~ ?é%)i ¢(wTa ) uI)IéllI/\li ¢(wa T)

Next, we will bound the terms A and B separately. We address term A first. In particular,
for any w € W, we can rewrite the expectation of term A as

T
El4] = 7B |3 (S ) - é(w,m)]
1 ~
< —E t;w(wt,xt),wt - w>]

For any iteration ¢, by fixing the randomness up to w; and \; and letting V; = % EzeBt Vie(wy, z)+
Gy be the gradient update in step 6 in Algorithm 3, we have

E[V:] = Vé(wy, M)
We can extend the same augment for all ¢ € [T] and obtain

T ~
Z(ng(wt, At), we — w)]

t=1

<o+ LS e [iv]
t=1

2 M?  do'y
2Tn 2

|

N

&~ N
DO

N

where the first equality holds by standard convex analysis.

Meanwhile, we let U = B + 22 /T'log(1/6) log(pnT/2), and denote L} = [U — Lsg, (wy) +
Yi,e]"_;. By using a union bound, we have ||L'(t)||,, < 2U for all t € [T] with probability
over 1 — %, which we denote as event E. Conditioned on event E, our update rule for A
can be seen as applying the Hedge algorithm with L} as the loss input and the term B is
formulated as its corresponding regret bound. Therefore, by the regret bound of Hedge , we
obtain

log(p)> _0 < B,/ 108p) | By/log(p)log(1/9) 10g(pnT)>
T T ne

E[B|E] = O (HLt”oo
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Then we can take the expectation over E and have

E[B| = P(E)E[B|E| + P(E*)E[BIE] = O <B wog@) . B/log(p) og(1/9) log<pnT>>

T ne

By combining the bounds of E[A] and E[B] and plugging into the values of T, n,, and 7,
we obtain the desired result. O

C.2 Private Active Group Selection

Here we present another algorithm built upon the active group selection scheme described
in Algorithm 5. Algorithm 5 is different from Algorithm 3 on the group selection method.
Instead of maintaining a weight vector to sample the dataset as in Algorithm 3, we select
the dataset with highest loss in each iteration. To maintain privacy, we resort to the report-
noisy-max mechanism for the group selection. After such (approximately) worst-off group is
selected, we sample a mini-batch from it and use Noisy-SGD to update the model parameters.

Algorithm 5 Noisy SGD with active group selection (Noisy-SGD-AGS)

InputCollection of datasets S = {S1,...S,} € Z"*P, mini-batch size m, # iterations T,
learning rate n
fort=1,...,T—1do

Compute iy = argmax;c, Ls, (wt) + yi,r where y; £ Lap(r).

Sample By = {z1,... 2} from S;, uniformly with replacement.

Update the model by

1
wy+1 = Projyy <wt -n: <E Z Vi(wy, z) + Gt)) .

z€B¢

where Gy ~ N (0, 0%1,).
end for
Output w7 = + Zthl wy

Theorem 13. (Privacy guarantee) Algorithm 5 is (e,6)-DP with 7 = Clip\/Tlog(l/é) and

TL2q% log(K/38)log(1/8 .
2=-cod Og}((%/z ) log(1/9) for some universal constant c.

g

- - _ : _ MLKe
Theorem 14. (Convergence rate) with probability over 1 — k, by letting T 160y 108 (175)

M

and 1 = e Caraen

E[max Lg, (wr)] — min max Lg, (w) =
1€ [p) weW i€[p]

MLBp MILpVd
O (( Tee + Toe ) ~poly10g(p,5,n,n)> .

Proof. By the union bound, we have with probability over 1 — x

8B
Y| < E\/Tlog(l/& log(pT/2x)

we have
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for all i € [p] and ¢t € [T]. We denote this as event A and condition on A. By denoting
= % T'log(1/0)log(pT/2k), we have

Elmax Lg, (wr)]
i€[q]

[ ZmaXLS we)
, o
<2[}3 L,

t=1

(convexity of max Lg,)
K2

+ R(k,T) (Event A)

For any fixed w*, by the convexity of the loss function, we obtain
T

Z Ls, w")| < 2E
— - T

Denote V; = # >.en, Vl(wi, z) + Gy where By is the mini-batch uniformly sampled
from S;, and Gy ~ N(0,021;). If we fix the randomness of w; and i, it is easy to see that

T

> (VLs,, (wy), w — w")

t=1

E[Vi] = VLs,, (w)

where the randomness comes from the datapoint sampling and added Gaussian noise.
By releasing the randomness of w; and i; and extending the same analysis to all ¢t € [T],
we obtain

1

T T
?Z (Ls,, (we) — Ls,, (w*))] < ZE | (VLs,, (wi), w; w*}]

1 T
Z Vi, ws — ‘|
t=1

"

£+—ZE[HW]

<77_L2+M2 do®n
ST Tary T T2

| N

Therefore, we have

E[max Lg, (wr)]
i€[q]

T

=3 L, ()

t=1

<E + R(k,T) (Event A)

n nL? n M? N do?n

2 2Tn 2

nL? M? do’n
2 2T 2

+ R(k,T)

+ R(k,T)

By plugging into the value of 7, 0 and T and replacing n with K/p, we get the desired
result. (]

D Lower Bounds for the Offline Setting

Consider a L-Lipschitz convex loss function £(w, z) bounded by [0, B] for any w € W and
z € Z. We create a new loss function ¢'(w, (z,y)) = £(w, z) + y where y € [0, B]. It is easy
to see that ¢'(-, (z,y)) is also convex and L-Lipschitz.
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Empirical case We let y = B for all datapoints in S1 = {(z1,91),..- (2n,yn)} and y =0
for all datapoints in S; with ¢ # 1. Therefore, it is easy to see that for any w € W and
i€ [pl

5, (w) = L, (w)

where L (w) = %Z(Zﬁy)esi U(w, (2,9)).
Then we have
. L/ — . L/
iy, max L, (w) = min Lg, (w)

Then the original worst-group empirical risk minimization problem is reduced to single-
distribution DP-ERM problem which is known to be lower bounded by €2 (‘/E) for Lipschitz

convex loss [BST14]. Therefore, a lower bound of the excess worst-group empirical risk is
also (‘/E) Since n = K /p, this lower bound can also be written as (p‘/a).

ne Ke

Population case We let y = B when (z,y) ~ D; and y = 0 when (z,y) ~ D; with ¢ # 1.
The distribution of z is arbitrary. Therefore, we have for any w € W and i € [p]

Lp, (w) = Lp, (w)

and

: L/ — . L/
Ihin, ma p,(w) = min Ly, (w)

Similar to the empirical case, we can reduce the worst-group population risk minimization
problem to single-distribution DP-SCO problem which is lower bounded by (2 (% + ﬁ)
[BFT+19]. Therefore a lower bound of the population excess worst-group risk is also
Q (‘/E + ﬁ) Since n = K/p, this lower bound can be also written as Q (% + w/%).

ne
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