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Abstract. Social media platforms such as Twitter have a fundamental
role in facilitating the spread and discussion of ideas online through the
concept of retweeting and replying. However, these features also con-
tribute to the spread of mis/disinformation during the vaccine rollout
of the COVID-19 pandemic. Using COVID-19 vaccines as a case study,
we analyse multiple social network representation derived from three
message-based interactions on Twitter (quote retweets, mentions and
replies) based upon a set of known anti-vax hashtags and keywords.
Each network represents a certain hashtag or keyword which were la-
belled as “controversial” and “non-controversial” according to a small
group of participants. For each network, we extract a combination of
global and local network-based metrics which are used as feature vectors
for binary classification. Our results suggest that it is possible to de-
tect controversial from non-controversial terms with high accuracy using
simple network-based metrics. Furthermore, these results demonstrate
the potential of network representations as language-agnostic models for
detecting mis/disinformation at scale, irrespective of content and across
multiple social media platforms.

Keywords: Social Network Analysis · Social Media · Disinformation ·
Misinformation

1 Introduction

Social networks have a fundamental role in the way in which users communi-
cate with one another online. As a result of this, issues such as misinformation
begin to emerge due to the size and heavily connected nature of social media
platforms [41, 38]. More specifically, since the COVID-19 pandemic, discussions
surrounding vaccine usage has attracted highly emotive, positive and negatives
view-points which, consequently, increases the potential for misinformation to
emerge [18, 28]. This can have far-reaching consequences in an offline setting as
ill-informed decisions, as of a result of misinformation, can be a threat to public
health [37, 38].

Furthermore, microblogging platforms such as X (known as Twitter in the
context of this paper) have further contributed to this issue due to the spread of
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misinformation surrounding vaccines through the use of message-led interactions
(e.g. replies, retweets etc) [35, 39]. What makes Twitter a particularly interest-
ing platform to study is how user’s use the platform to communicate with others
using three distinct types of message-based interactions. These interactions in-
clude mentions (a tweet which contain “mentions” another person’s username),
replies (a user responding to another user’s tweet) and quote retweets (tweet-
ing another person’s tweet with a comment). These pairwise user interactions
support different modes of communication and user engagement.

The three interaction mentioned (mention, reply and quote retweet) are the
focus of this paper and are represented in the form of a social network for
modelling user activity. An example is shown in Figure 1.

(a) Mention (b) Quote retweet (c) Reply

Fig. 1: Examples of three message-based interaction networks in the form of
mentions (left), quote retweets (centre) and replies (right) on Twitter based on
tweets which mention #NoNewNormal.

In this paper, “anti-vaccine content” is defined using a combination of known,
crowdsourced and custom COVID-19 anti-vax hashtags and keywords (collec-
tively referred to as “terms”) used on Twitter which are ranked by a small
group of participants (N = 5). Each term is represented by three individual
networks from each interaction type. A term is labelled either “controversial” or
“non-controversial” depending on how it scores on a Likert scale.

We hypothesise that network metrics and substructures can be used to dif-
ferentiate between controversial and non-controversial terms using either or a
combination of networks constructed from quote retweets, mentions, and replies.

In doing so, the aim of this paper is two-fold. Firstly, to understand how
network-based features can be used to observe nuances between each network
term and interaction type. Little research has been performed in an attempt
to study the utility of these three types of interaction (both combined and in
isolation) by cross comparison. And secondly, to extract latent signals within
each network to differentiate between controversial and non-controversial terms.

1.1 Background and Related Work

The ability to detect misinformation and fake news on social media is by no
means a novel idea and there has been a wealth of research invested in com-
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putational solutions that can identify and detect user accounts responsible for
spreading such information in a semi autonomous fashion [34, 13]. More specifi-
cally, misinformation surrounding vaccine usage has been a historical issue which
has been exacerbated in recent years due to the COVID-19 pandemic [14].

Within the literature, a significant component for predicting anti-vax con-
tent relies on the use of natural language processing (NLP) as a solution for
analysing textual information. Research has demonstrated that the use of NLP
and other methods have the potential to identify tweets containing misinforma-
tion [16, 3], conspiracies [29, 23] and hate speech [42, 30]. Within the NLP-based
literature, a subset of research focuses specifically on the role of sentiment anal-
ysis for identifying both positive and negative view points. Sentiment analysis
has been used to understand the various themes and trends surrounding sup-
port and opposition towards vaccines [18, 28, 19]. The research shows that users
promoting anti-vax related content frequently engaged in replies and, overall,
were more negative, showing emotions such as rage and sorrow as one of the key
themes [26, 10]. Alternatively, a network science-based approach has been used
to demonstrate how anti-vax users form echo chambers of polarised communities
with other like-minded users by retweeting each other’s content [25].

As of this writing, there is a gap in the literature for using network-based
methods exclusively for detecting anti-vax related content on Twitter. The use
of social network analysis on Twitter has important implications to this study
by considering the utility of the platform’s three message-based interactions -
retweets, mentions and replies.

To begin, the role of retweet networks have been used to identify communities
of like-minded individuals [9] and understand the spread of information [22]
which, consequently, also includes misinformation [41]. Retweet networks provide
predictive signals for predicting retweeting behaviour [40] and can be used as a
reliable proxy for gauging popularity, social capital and friendship formation
[31, 1].

In addition to this, the use of mention interactions are primarily used to di-
rect a tweet to a user (or group of users) by mentioning their username in their
tweet. This type of interaction has been observed in multiple settings, demon-
strating that mentions provide utility for predicting links between users and
[6, 17] and shares similar structural properties to networks produced using the
“favourite” button [20]. Finally, replies can also be treated as a network repre-
sentation for modelling conversational dynamics. Reply networks have been used
to study patterns in multiple Q&A discussions [33], monitor audience approval
or disapproval [27] and to gain followers [32] in a language-agnostic capacity [8].
Research has demonstrated how replies can be used to validate Dunbar number
revealing that much like offline interactions, online interactions can reach a limit
to the number of possible interactions that can be preserved [15].

Overall, in this paper, we expand upon existing literature by using Twitter as
part of a case study to assess the ways in which network-based approaches can be
used to model multiple message-based interactions. The literature demonstrates
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how these interactions have potential to provide predictive utility for detecting
controversial and non-controversial networks among various anti-vax topics.

2 Dataset

All tweets that are used in this study are a part of the Coronavirus (COVID-19)
Tweets Dataset [21]. This dataset serves as a baseline for our analysis as it uses
a set of broad, predetermined, generic keywords which are of relevance to the
COVID-19 pandemic. In particular, we focus our analysis on a specific window
between 9th November and 8th December 2020. This date range refers to the
period when the initial vaccines were first approved for use in the United King-
dom thus starting the conversation and reactions around vaccines on Twitter
[12].

In addition to this, this paper introduces a set of potentially controversial
hashtags and keywords (collectively referred to as “terms”). There are two papers
within the supporting literature which provide useful examples of terms which
align with disruptive activity.

The first paper “#Scamdemic, #Plandemic, or #Scaredemic: What Parler
Social Media Platform Tells Us about COVID-19 Vaccine” uses data originating
from Parler [4]. While this paper does not focus on Twitter itself, Parler as a
platform is well known for its issues regarding echo chambers, filter bubbles and
lack of fact-checking [7, 2].

The second paper of interest (“COVID-19 Vaccine Hesitancy on Social Media:
Building a Public Twitter Data Set of Antivaccine Content, Vaccine Misinfor-
mation, and Conspiracies”) focuses on attempts to build a set of anti-vax related
content by manually collecting keywords which co-occur with previously known
/ observed anti-vax terms such as #vaccineskill or #vaccinedamage [29]. Fur-
thermore, their results indicate that 229,041 (12.5%) of their tweets originated
from the UK. This means that the dataset is likely to feature these hashtags,
especially within our specified timeframe. As a result, the combination of an
applied date range and relevant terms ensures that the tweets used as part of
the study are in the scope of vaccine-related content

As well as these two papers, an additional set of terms are used featuring the
original keywords / hashtags used as part of the IEEE Coronavirus (COVID-19)
Tweets Dataset along with a few terms that were manually selected using the
Twitter search tool.

3 Methodology

3.1 Ranking of Terms

To begin, a total of (N = 5) participants were recruited and were asked to rate
each unique term on a Likert scale where each term is scored according to a
weight w ∈ [0..4] based upon the following scale: “Neutral” (w = 0), “Somewhat
Controversial” (w = 1), “Controversial” (w = 2), “Very Controversial” (w = 3),
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“Highly Controversial” (w = 4). The results from each participant are then
aggregated to include the total (sum of scores), mean and standard deviation of
each score. Each of the terms were then ranked according to mean score.

3.2 Hydrating tweets

In order to retrieve the specific content and metadata (such as the timestamp,
reply to, retweet and mention fields) from the Coronavirus (COVID-19) Tweets
Dataset, the tweets need to be “hydrated” from the original ID where the Twitter
API is required to lookup and retrieve the original tweet. In doing so, the process
of “hydrating” takes the list of IDs provide by the IEEE dataset and transforms
them into a set of tweets complete with the information need for subsequent
analysis.

3.3 Network generation

As mentioned previously, this study focuses on three different types of interaction
of interest: quote retweets, mentions and replies. A single network Gi = (V,E)
is generated for each interaction type. A node vi ∈ V represents a user and the
presence of a directed edge (vi, vj) ∈ E indicates an interaction towards another
user. For example, vi → vj , can be interpreted as “vi mentions/replies to/quote
retweets from vj”.

For each term used in this paper, the three interaction networks generated
are conditioned on the presence of the term appearing in the body of a tweet. For
example, a subset t of all tweets t ⊂ T are determined by only focusing on tweets
which contain the term “#covid19”. For all tweets in this subset, three distinct
networks are extracted according to the presence of one of the interactions of
interest. Overall, a total of N = 199 terms are considered focusing on M = 3
interactions of interest producing a total of N ×M = 597 unique networks.

3.4 Network features

To evaluate the utility of these network representations, a classification task is
used to evaluate how well they perform in predicting controversial terms from
non-controversial terms. This is achieved using two sets of network features -
global and local network features.

Global network features This paper considers the network-based metrics
at a global-level by observing how users in each interaction network behave
collectively. These include density (the capacity of how many interaction edges
occupy the network), reciprocity (the ratio of bidirectional ties in the network),
transitivity (the extent to which nodes for transitive edges in a triad), in degree
(mean,max,min), out degree (mean,max,min).

These metrics provide genetic structural properties and also serve as a base-
line to determine the predictive utility in comparison to the local network fea-
tures. Properties such as density, reciprocity and transitivity are fundamental for
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capturing social traits such as trust, friendships and communities within social
networks [24, 5, 36]. These, in turn, can be used to provide predictive signals for
differentiating between controversial and non-controversial terms.

Local network features In addition to global network features, local network
features are derived by counting the frequency of all induced subgraphs of a
certain size. We described these as local features as they are used to understand
the fundamental structure or “building blocks” of the network based upon in-
teractions which take place between users. Due to the subgraph isomorphism
problem [11], subgraph counting does not scale well with time and is therefore
resource intensive. This means that counting subgraphs grows exponentially with
time and that larger subgraphs take much longer to compute. For this reason,
we focused on subgraphs with 3 and 4 nodes producing N = 13 and N = 199
possible combinations respectively, with a total of N = 212 subgraphs overall.
Each interaction network for a given term produces a vector VGi where:

VGi
= (v1, v2, . . . , v212) (1)

and where vi represent the frequency of the ith subgraph in the set. In ad-
dition to this, each of these vectors VGi

are normalised making it possible to
compare to networks of different sizes using the following:

VGi =
1

Σ212
j=1vj

(v1, v2, . . . , v212) (2)

As a result, VGi
is used to represent the ratio of subgraph frequencies and

provides the basis for discovering under and over-representations of induced sub-
graphs with respect to other networks. Furthermore, this approach can be used
to determine the extent to which interactions and terms share similar structural
features.

4 Results

4.1 Discovery of anti-vax terms

A crowdsourced ranking task was used to discover controversial Twitter terms
from non-controversial terms. The combined results from all participants reveal
that most terms were labelled as “Neutral” which would appear, on average,
37.9% of the time. The most uncommon label is “Highly Controversial” at 8.74%.

The distribution of mean term score is shown in Figure 2 is used to determine
the position of a threshold t as a cut-off point for separating non-controversial
and controversial terms.

Based upon the distribution of mean scores (as shown in Figure 2) terms are
partitioned into the two groups according to a set threshold of t = 0.95 where
values are momentarily reduced before increasing again.

Terms with an average score exceeding the threshold are considered “contro-
versial” and terms lower than the threshold are considered “non-controversial”.
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Label % of Appearing

Neutral 37.89%

Somewhat Controversial 20.8%

Controversial 19.9%

Very Controversial 12.6%

Highly Controversial 8.74%

Table 1: Full list of labels used within the Likert scale and the probability of
appearing

Fig. 2: Distribution of mean score for all terms in the set with the threshold
t = 0.95 marked in red

Using this classification technique, a total of (N = 115) controversial and (N =
84) non-controversial terms were discovered producing a 58/42 split.

4.2 Data Overview

Using the labels provided as part of the classification task, the data was split
into the two sets according to the appropriate label. As a result of computing the
global and local metrics, a few additional observations of interest emerged when
principal component analysis is performed to determine the spatial relevance of
each set of features. These are outlined as follows:

Global network features Principal component analysis is used to determine
the spatial relevance of all global network features, where all three interaction
types are combined and cross-compared. These results can be observed in Figure
3 with supplemented with the corresponding eigenvector values in Figure 4.

The PCA scatter plot in Figure 3 reveals how there are no obvious spacial
clustering or patterns which emerge between the two types and provides little
spatial utility. The PCA eigenvectors demonstrate how “In Degree (Max) (Re-
ply)” and “In Degree (Max) (Mention)” appear as the strongest features used
for each principal component.
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Fig. 3: Two-dimensional principal component analysis for all global network fea-
tures combining reply, mention and quote retweet interactions

Fig. 4: The corresponding eigenvector values for each principal component as
shown in Figure 3

Local network features Due to the size of each of the feature vectors (N =
212 for each type of interaction), PCA is performed to reduce the size of the
feature space making it possible visualise the data in two dimensions for each
type of interaction. Furthermore, the PCA eigenvectors are used to determine
inflectional subgraphs which contribute to the spacial positioning of each feature
vector. These results are presented in Figures 5 and 6 for the PCA scatter plots
and eigenvector values respectively.

The results in Figures 5 and 6 suggest that there are no obvious distinction
between each of the three interaction types and little indication of clustering
potential. Additionally, the coefficients in Figure 6 reveal that the same set of
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Fig. 5: Two-dimensional principal component analysis for all local network fea-
tures for each interaction type

Fig. 6: Eigenvector values for each principal component and interaction type as
shown in Figure 5

subgraphs are dominant throughout each of the interaction types. By setting a
threshold of t = 0.1 (determined by observing the distribution of values), across
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all the eigenvector values, a total of five subgraphs emerged which exceeded this
threshold. These include subgraphs S2, S15, S18, S25 and S143 which appear
consistently across all three interactions and are shown in Figure 7 for reference.

(a) (b) (c) (d) (e)

Fig. 7: Subset of subgraphs selected from the PCA eigenvectors for local features
used to provide spacial relivance

4.3 Classification of controversial terms

Using the data produced in earlier tasks, we use the feature vectors produced
from global and local features (see Sections 3.4 and 3.4) with the intention of
understanding the predictive utility of both global and local network features.

To archive this, we apply binary logistic regression (BLR), support vector
machine (SVM) and a random forest classifier (RFC) applied with 10-fold cross-
validation. To assess the classification performance, we report the Accuracy, F1
Score, Precision, Recall, Sensitivity, Specificity, Positive predictive value (+PV)
and Negative predictive value (-PV).

Global network features We train each of the three classification models using
the raw metrics defined in Section 3.4. Our classification results are reported for
each type of interaction and combined. The results can be found in Table 2 and
3 for each interaction in isolation and combined respectively.

The results in Table 2 show the RFC outperforms both SVM and BLR con-
sistently across each type of interaction using global features. As highlighted in
Table 2, mention interactions combined with an RFC produces the best per-
forming classifier with an accuracy of p = 0.81. This is then followed by quote
retweets with an accuracy of p = 0.746 and finally, reply with an accuracy of
p = 0.719

In addition to this, we perform a separate classification task whereby all
global network features for each interaction are combined into a single feature
vector. All interaction types are combined to assess whether this has an impact
on classification performance. These results can be found in Table 3.

The results in Table 3 indicate that by combining all interaction types, the
accuracy of the RFC increases to around p = 0.886. This produces a performance
gain of approximately 9.3% compared with the mention RFC accuracy - the best
performing classifier of all interaction types.
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Mention Quote retweet Reply

Classifier BLR SVM RFC BLR SVM RFC BLR SVM RFC

Accuracy 0.744 0.619 0.81 0.68 0.609 0.746 0.698 0.598 0.716
F1 Score 0.792 0.733 0.83 0.748 0.718 0.782 0.758 0.724 0.742
Precision 0.695 0.583 0.788 0.635 0.575 0.706 0.656 0.567 0.711
Recall 0.921 0.989 0.876 0.909 0.955 0.875 0.899 1.0 0.775
Sensitivity 0.544 0.203 0.734 0.432 0.235 0.605 0.475 0.15 0.65
Specificity 0.921 0.989 0.876 0.909 0.955 0.875 0.899 1.0 0.775
+PV 0.695 0.583 0.788 0.635 0.575 0.706 0.656 0.567 0.711
-PV 0.86 0.941 0.841 0.814 0.826 0.817 0.809 1.0 0.722

Table 2: Complete classification results for all three interaction types using global
features reporting the performance for each classifier. The best performing clas-
sifier is highlighted in bold

Classifier BLR SVM RFC

Accuracy 0.847 0.852 0.886
F1 Score 0.914 0.918 0.937
Precision 0.873 0.869 0.887
Recall 0.96 0.973 0.993
Sensitivity 0.192 0.154 0.269
Specificity 0.96 0.973 0.993
+ Predict Value 0.873 0.869 0.887
- Predict Value 0.455 0.5 0.875

Table 3: Classification results combining all three interaction types using global
features. The best performing classifier is highlighted in bold

Local network features Following the same format as Section 4.3, we train
the three same classifiers (RFC, BLR and SVM) using local network features
exclusively. The classification results for each interaction type can be found in
Table 4.

Much like Section 4.3, RFC is the highest performing classifier for each inter-
action type except for reply interactions where SVM performs the best. Similarly,
mention interactions outperform quote retweets and replies with respect to pre-
dictive utility and performance. Each of the feature vectors used as part of the
classification task in Table 4 are combined and used in a separate classification
task with the results shown in Table 5.

The results in Table 5 show that RFC is the best performing classifier when
all interactions are combined using local features. The accuracy of the RFC
mode increased to p = 0.858 which, in turn, produces a performance gain of
9.16% compared with the best performing result in Table 4.
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Mention Quote retweet Reply

Classifier BLR SVM RFC BLR SVM RFC BLR SVM RFC

Accuracy 0.72 0.732 0.786 0.663 0.663 0.704 0.663 0.692 0.615
F1 Score 0.715 0.731 0.8 0.667 0.692 0.747 0.674 0.711 0.677
Precision 0.776 0.782 0.791 0.687 0.66 0.673 0.686 0.703 0.607
Recall 0.663 0.685 0.809 0.648 0.727 0.841 0.663 0.719 0.764
Sensitivity 0.785 0.785 0.759 0.679 0.593 0.556 0.662 0.662 0.45
Specificity 0.663 0.685 0.809 0.648 0.727 0.841 0.663 0.719 0.764
+PV 0.776 0.782 0.791 0.687 0.66 0.673 0.686 0.703 0.607
-PV 0.674 0.689 0.779 0.64 0.667 0.763 0.639 0.679 0.632

Table 4: Complete classification results for all three interaction types using lo-
cal features reporting the performance for each classifier. The best performing
classifier is highlighted in bold

Classifier BLR SVM RFC

Accuracy 0.852 0.852 0.858
F1 Score 0.92 0.92 0.922
Precision 0.852 0.852 0.865
Recall 1.0 1.0 0.987
Sensitivity 0.0 0.0 0.115
Specificity 1.0 1.0 0.987
+ Predict Value 0.852 0.852 0.865
- Predict Value - - 0.6

Table 5: Classification results combining all three interaction types using local
features. The best performing classifier is highlighted in bold

5 Discussion

Both the data overview (see Section 4.2) and classification results (see Section
4.3) provide meaningful insights on the utility of using network representations
for predicting controversial and non-controversial terms. As a result, a number of
key observations are explored and disused further in this section which relate to
the utility of both global and local network representations and their prediction
performance. These are discussed as follows:

As described in Section 4.2, the PCA eigenvectors shown in Figure 6 reveals
five subgraphs (see Figure 7 for subgraphs S2, S15, S18, S25 and S143) which
exceed an arbitrary threshold of t = 0.1. These subgraphs reflect those that
resemble a tree-like structure where all interactions are centred around one node
(similar to the previous study). This potentially correlates with features such as
the maximum in degree of a network where many nodes are directed towards
a single “central” node. This is evident based upon the features which emerged
in the PCA eigenvectors for global features in Figure 4 where the maximum in
degree is dominant.

The use of global features for predicting controversial and non-controversial
networks reveals rather promising results. The use of a RFC (Random Forest
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Classifier) consistently outperforms alternative classifiers across each of the three
interaction types. The results in Table 2 show that mention interactions can best
differentiate between the two types with a classification accuracy of p = 0.81.
Based open the eigenvector values in Figure 4, it is possible to speculate that
the maximum in degree for mention interactions (one of the most dominant fea-
tures) provide the best spatial distribution of networks in order to separate the
two groups. As a result of combining all three interactions, it is also reasonable to
imply that improved accuracy of p = 0.886 is due to the maximum in degree for
replies also being a dominant feature in the PCA eigenvectors in Figure 4. By us-
ing local features for differentiating between controversial and non-controversial
networks a similar trend can be observed compared with global features. The
results are fairly consistent across each of the interactions which is unsurprising
considering that the PCA eigenvectors in Figure 6 for each interaction are almost
all identical. Similarly, mention interactions provide the best result with respect
to accuracy (p = 0.786) which is improved to p = 0.858 when all interactions
are combined.

6 Conclusion

Using COVID-19 anti-vaccine content as a case study, the insights gained from
this investigation provide meaningful insights towards understanding the utility
of using social network representations for differentiating between controversial
and non-controversial. In particular, this paper satisfies the hypothesis by us-
ing a prediction task to show how three message-based user interactions (quote
retweets, mentions and replies) provide network-based representations to un-
derstand how users behave collectively based upon their underlying network
substructures and metrics.

The results of this paper provide evidence that simple graph-based metrics
such as in/out degree, density, reciprocity and transitivity are sufficient for dif-
ferentiating between controversial and non-controversial networks. By combining
all three interactions into one, it is clear that global features adequately capture
the nuances between each of the networks using relatively few features - con-
trary to subgraph “local” approach. As well as providing a performance gain,
the set of global features used in this study are relatively easy to calculate and
can almost be done in near real-time.

The implications of this paper impact how we are to consider using quote
retweets, mentions, and replies (or a combination of the three) in future work.
The research featured in this paper clearly demonstrate that it is possible to
differentiate between different networks using interactions derived from human
behaviour exclusively. The clear advantage of this is that little textual analysis
(e.g NLP) is needed, making it possible to replicate results using a non-English
speaking corpus. Furthermore, these results have applications in content moder-
ation, whereby moderators can use similar techniques to identify the presence of
controversial content using simple network-based metrics. Finally, we emphasise
that these techniques are transferable and can be used for a wide range of sce-
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narios for detecting disruptive activity more broadly due to widespread adoption
of features such as replying and sharing - fundamental user-to-user interactions
relevant to almost all social media platforms.
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