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Consistent range-hashing is a technique used in distributed systems, either directly or as a subroutine for

consistent hashing, commonly to realize an even and stable data distribution over a variable number of

resources. We introduce FlipHash, a consistent range-hashing algorithm with constant time complexity and

low memory requirements. Like Jump Consistent Hash, FlipHash is intended for applications where resources

can be indexed sequentially. Under this condition, it ensures that keys are hashed evenly across resources and

that changing the number of resources only causes keys to be remapped from a removed resource or to an

added one, but never shuffled across persisted ones. FlipHash differentiates itself with its low computational

cost, achieving constant-time complexity. We show that FlipHash beats Jump Consistent Hash’s cost, which is

logarithmic in the number of resources, both theoretically and in experiments over practical settings.

CCS Concepts: • Information systems → Distributed storage; • Software and its engineering →
Distributed systems organizing principles.

Additional Key Words and Phrases: consistent hashing, distributed storage

1 INTRODUCTION
In distributed databases, data is often required to be horizontally partitioned into a number of

resources, e.g., shards, that can be indexed by a range of integers from 0 to 𝑛 − 1, that varies over
time to ensure that the overall system scales with the amount of data. As the number of shards

changes, it is desirable to keep the amount of data that is shuffled across shards as small as possible.

Specifically, it is preferable that as one shard is added, a minimal 1/(𝑛 + 1) share of the data is
redistributed from each of the previously existing shards to the newly added shard to maintain the

balanced distribution of data across shards. In addition, no data should be unnecessarily shuffled

across the previously existing shards. Given that mapping keys to shards is an operation that has

to be performed on every insert, we want this mapping to be as computationally cheap as possible.

Consistent range-hashing is a technique that provides a solution to this problem, and we introduce

a new algorithm that addresses these particular constraints.

1.1 Background
Consistent hashing [9] aims at mapping keys to a variable set of nodes or resources (e.g., web servers,

shards) while ensuring bothmonotonicity and balance.Monotonicity [9] [1] [12] [6] [4], also referred
to as minimal disruption [19] [7] [14] [6], stability [15], resilience to backend changes [7], remapping

property [18], or simply consistency [16], is the property of a hash function that minimizes the

number of keys being remapped to a different bucket when the set of buckets varies. Balance [9]
[12] [7] [14] [3] [4], also referred to as load balancing [19] [1] [15], uniform balance [6], uniform

load balancing [16] or uniformity [18], is achieved when the keys are hashed evenly across buckets.

Consistent hashing is particularly relevant when both the cost of shuffling keys across resources

is high and individual resources cannot be overloaded. It is commonly used in the contexts of

distributed caching [9], load balancing [7] [17], and distributed databases [5] [11]. As such, it has

become the increased focus of research over the past decades, and various solutions have been

proposed, each with their own trade-offs.
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Our focus is on the class of problems that allow for the sequential indexing of the set of resources,

from 0 to some variable integer 𝑛. We call this consistent range-hashing. In other words, resources

may be added at will, and some keys will be remapped to them so as to maintain balance. However,

arbitrary resource removals are not allowed, and only the last added resource can be removed.

Adding this restriction enables the better fulfillment of the monotonicity and balance properties,

with computational and memory cost lower than those of the solutions to the more general

consistent hashing problem mentioned above. One concrete use of consistent range-hashing is in

database applications, where a keyspace needs to be hashed evenly to a variable number of shards

that are backed by multiple replicas. This resource redundancy avoids the need for dealing with

arbitrary resource loss in the hashing algorithm itself.

1.2 Related work
Rendezvous hashing [19] [20], also known as highest random weight (HRW) hashing, was invented

in 1996. Even though it was not referred to as a consistent hashing algorithm, it strives to map

keys to nodes while achieving the same goals of monotonicity and regularity. Keys and nodes are

hashed together as pairs to generate weights, and a key is mapped to the node whose pair with the

key realizes the highest weight. Because mapping a key to a node requires calculating the weights

of the pairs that the key forms with each of the nodes, the evaluation time is 𝑂 (𝑛), where 𝑛 is the

number of nodes.

Consistent hashing was introduced as such in 1997 by Karger et al. [9] [10] in the context of

distributed web caching. They describe a solution that associates a fixed number of virtual nodes

with each node and hashes them to a ring. Keys are also hashed to the ring and are mapped to the

next (or nearest) node on the ring, which is done in𝑂 (1) time. This solution achieves monotonicity

but does not perfectly balance the keyspace across nodes. One measure of load dispersion across

nodes that is often used in the context of consistent hashing is the peak-to-average ratio, that is,

the ratio between the maximum and the average number of keys mapped to a single node, because

it is an indicator of how over-provisioned the nodepool needs to be to accommodate the load

of the most loaded node. To achieve a peak-to-average ratio of 1 + 𝜖 , Θ(𝜖−2 log𝑛) virtual nodes
are required, therefore 𝑂 (𝜖−2𝑛 log𝑛) memory. The number of virtual nodes needs to be decided

beforehand, as later changing it breaks monotonicity. That implies that the number of nodes needs

to stay below an initially set upper bound that depends on the number of virtual nodes in order for

the peak-to-average load ratio to stay below a certain threshold.

It was later shown [1] that load balance can also be improved with multiprobing, where a key
is hashed multiple times to the ring and mapped to the node that is the nearest to any of those

hashes. This solution achieves 1 + 𝜖 peak-to-average ratio with a 𝑂 (1/𝜖) hashing time and 𝑂 (𝑛)
memory space. As opposed to virtual nodes, multiprobing allows indefinitely adding nodes without

degrading the peak-to-average load ratio.

Noting that some applications can tolerate a small amount of shuffling in the assignments of

keys to nodes, Maglev [7] offers a way to achieve better load balance to the detriment of strict

monotonicity. The ring is sliced into Θ(𝑛/𝜖) equal-sized buckets and nodes take turns picking

their next preferred bucket from those still available, the order of preference for each node being

generated consistently. In addition to giving up on strict monotonicity, this algorithm suffers from

a costly 𝑂 ((𝑛/𝜖) log(𝑛/𝜖)) update time following the addition or the removal of a node.

So-called perfect consistent hashing [18] evenly spreads the keyspace across nodes and achieves

a peak-to-average load ratio of 1 while maintaining strict monotonicity, through the use of universal

cycles for permutations when assigning keyspace buckets to nodes. However, because those cycles

are of length 𝑛!, this approach appears of limited practical use, and little empirical study has been

provided.
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AnchorHash [14] is a more practical solution that also achieves a peak-to-average load ratio of

1 while maintaining strict monotonicity. It however requires a predefined upper bound 𝑎 on the

number of nodes, which has to be set during initialization and cannot be changed later. It works by

allocating an array of 𝑎 buckets, and associating 𝑛 of them to the nodes. To map a key to a node,

AnchorHash rehashes the key until it hits a bucket associated to a node. The evaluation time of the

minimal-memory implementation is 𝑂
(
(1 + log (𝑎/𝑛))2

)
and the state uses 𝑂 (𝑎) memory, forcing

𝑎 to be chosen conservatively and preventing an arbitrarily large upper bound on 𝑛.

DxHash [6] removes the limitation of having a capped number of nodes by always maintaining

the property that 𝑎/4 < 𝑛 ≤ 𝑎. The evaluation time is 𝑂 (𝑎/𝑛), which is essentially constant due to

this property. If the number of nodes violates that constraint, it will scale out or shrink down the

number of buckets by a factor of 2. Unfortunately, scaling out breaks the monotonicity property by

requiring a large fraction of the keys to be remapped to maintain balance.

Jump Consistent Hash [12], hereafter JumpHash, is the first solution to have considered the

more restrictive consistent range-hashing problem. It restricts the scope of the problem by requiring

the nodes, or resources, to be indexed sequentially, so that keys are hashed to a range of integers.

This is not actually a restriction when adding resources because new resources can be assigned the

next available index, but it prevents arbitrary resource removals, as they may cause gaps in the

index sequence. The only resource that can be removed is the last added one, which is always the

one with the greatest index. This restriction rules out applications that handle resource removals

by reassigning keys to the remaining resources, such as in distributed web caching. There are

however many situations that by design do not require the handling of arbitrary resource removals.

This is for instance the case when partitioning data in a database into a number of shards, each of

which will persist regardless of hardware faults, which are handled by other mechanisms such as

redundancy rather than dynamic key reallocation.

JumpHash shows that under these conditions, both strict monotonicity and perfect balance can

be achieved in practice. JumpHash works by using a 64-bit linear congruential pseudorandom

generator whose seed corresponds to the key being hashed. It follows (or jumps across) the sequence
of pseudorandom values until the value is greater than 𝑛 at which point it returns the penultimate

value as the hash value. JumpHash has 𝑂 (log𝑛) time complexity.

Recently, Coluzzi, Brocco and Leidi [4] have surveyed the field of consistent hashing along with

some experimental comparisons of the above algorithms. They find AnchorHash to be the most

performant consistent hashing function, with DxHash close behind, and JumpHash outperforming

them both when restricting deletions. The same authors with Antonucci [3] then propose Memen-

toHash, which augments any consistent range-hashing algorithm to allow for arbitrary deletions

by incorporating a minimal data structure that tracks all the removed nodes. They report their

consistent hashing algorithm (when using JumpHash as the consistent range-hashing algorithm)

to have comparable evaluation time to JumpHash, while using considerably less memory than

AnchorHash or DxHash.

1.3 Preliminaries
Consistent hashing commonly relies on the concept of a ranged hash function [9], which in addition

to the key takes as input the set of resources that the hash function may hash the key to. In practice,

that subset designates the set of nodes that are active in the pool at some point.

As mentioned previously, we focus on the more particular situation where the resources can

be indexed by ranges of the form [𝑛] = {0, . . . , 𝑛 − 1} with 𝑛 ∈ N∗, the natural numbers without

zero. That is, we intend to build a hash function of the form 𝑓 : 𝑋 × N∗ → N where 𝑓 (𝑥, 𝑛) ∈ [𝑛]
for all keys 𝑥 in the keyspace 𝑋 , and all 𝑛 ∈ N∗. We expect from this function the properties of

monotonicity and regularity that formalize consistency and balance, and that we define next.
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Definition 1.1 (monotonicity). 𝑓 ismonotone if for all 𝑥 ∈ 𝑋 and 𝑛, 𝑛′ ∈ N∗ with 𝑛 < 𝑛′, 𝑓 (𝑥, 𝑛′) <
𝑛 implies 𝑓 (𝑥, 𝑛′) = 𝑓 (𝑥, 𝑛).

Monotonicity is the property that as one changes the hash table, that is to say the set of values

that the function may hash to, keys may not be remapped across hash values that were part of the

hash table both before and after resizing the hash table.

Before stating the next definitions, we introduce the following notation: for 𝑎, 𝑏 ∈ R and 𝜖 ∈ [0, 1),
we will write:

𝑎
𝜖≈ 𝑏 if 𝑏 (1 − 𝜖) ≤ 𝑎 ≤ 𝑏 (1 + 𝜖).

Definition 1.2 (𝜖-regularity). Let 𝜖 ∈ [0, 1). 𝑓 is 𝜖-regular if for all 𝑛 ∈ N∗ and 𝑧 ∈ [𝑛],

Pr

𝑥∈𝑋
(𝑓 (𝑥, 𝑛) = 𝑧) 𝜖≈ 1

𝑛
.

Regularity formalizes load balance, or the uniform distribution of keys across resources. Given

that a key is drawn uniformly at random, it is equally likely to be hashed to any of the hash values

as one another. We use 𝜖-regularity to sweep aside the case where the number of keys is finite and

is not a multiple of the number of distinct hash values by setting 𝜖 ≥ 1/|𝑋 |.
We will also use the property of (𝜖, 𝑘)-wise independence of a family of hash functions of the

form ℎ : Σ→ R, which we define as follows.

Definition 1.3 ((𝜖, 𝑘)-wise independence). Let 𝜖 ∈ [0, 1) and𝑘 ∈ N. A hash familyH = {ℎ : Σ→ R}
is (𝜖, 𝑘)-wise independent if R is finite and, for all pairwise distinct 𝜎1, . . . , 𝜎𝑘 ∈ Σ and for all

𝑧1, . . . , 𝑧𝑘 ∈ R,

Pr

ℎ∈H

(
𝑘∧
𝑖=1

ℎ(𝜎𝑖 ) = 𝑧𝑖

)
𝜖≈ 1

|R |𝑘
.

Observe that (𝜖, 𝑘)-wise independence implies (𝜖, 𝑙)-wise independence for all integers 𝑙 ≤ 𝑘 .

2 FLIPHASH
We now describe our algorithm. FlipHash is a ranged hash function 𝑓H,𝜎 : 𝑋 × {1, . . . , 𝑛} → [𝑛].
FlipHash builds upon any family of hash functions H = {ℎ𝑥 : Σ→ [2𝑞]}𝑥∈𝑋 , with 𝑞 ∈ N∗, and
𝑞 ≥ log

2
𝑛. For concreteness, we can imagine the keyspace 𝑋 being strings, Σ = [232] the 32-bit

integers, and 𝑞 = 64. It also assumes the existence of a way to build unique elements in Σ from

pairs of integers, specifically, of an injective function 𝜎 : {0, . . . , 𝑞 − 1} × {0, . . . ,𝑚} → Σ for some

integer𝑚. We will show that under the hypothesis thatH is (𝜖, 𝑘)-wise independent, 𝑓H,𝜎 is both

monotone and 𝑂 (𝜖 + 1

2
𝑘 )-regular, hence providing stability and load balance. Section 3.1 discusses

the choice of the hash familyH and how 𝜎 is built in practice.

We will start by describing how FlipHash hashes a key 𝑥 ∈ 𝑋 when the number of resources is a

power of 2. We call
˜𝑓H,𝜎 the restriction of 𝑓H,𝜎 to the ranges of the form [2𝑟 ] for integers 𝑟 ≤ 𝑞. We

will then generalize to any range [𝑛] with 𝑛 ≤ 2
𝑞
by building 𝑓H,𝜎 from

˜𝑓H,𝜎 . For simplicity, we

will omit the subscript in the notation from now on and we will simply write
˜𝑓 and 𝑓 respectively.

2.1 Case where the number of resources 𝑛 is a power of 2
Given a number of resources 𝑛 = 2

𝑟
for some integer 𝑟 ≤ 𝑞, Algorithm 1 shows how a key 𝑥 ∈ 𝑋

is hashed into one of the resources:
˜𝑓 (𝑥, 2𝑟 ) ∈ [2𝑟 ]. It first hashes the key 𝑥 and 𝜎 (0, 0) using the

underlying hash familyH and keeps the 𝑟 least significant bits in 𝑎. 𝑏 records the position of the

most significant bit of 𝑎 that is equal to 1. 𝑥 is then hashed again with 𝜎 (𝑏, 0) to generate a second

hash, of which the 𝑏 least significant bits are kept in 𝑐 . Finally 𝑐 is used to flip some of the bits of
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Algorithm 1: ˜𝑓 (FlipHash, 𝑛 = 2
𝑟
)

Input: key 𝑥 ∈ 𝑋 , 𝑟 ∈ {0, . . . , 𝑞}
Output: ˜𝑓 (𝑥, 2𝑟 ) ∈ [2𝑟 ]
𝑎 ← ℎ𝑥 (𝜎 (0, 0)) mod 2

𝑟 // lowest 𝑟 bits

𝑏 ← ⌊log
2
𝑎⌋ if 𝑎 > 0 else 0

𝑐 ← ℎ𝑥 (𝜎 (𝑏, 0)) mod 2
𝑏 // lowest 𝑏 bits

return 𝑎 ⊕ 𝑐

the first hash 𝑎. This last operation, essential to the properties of FlipHash as we will show below,

is what inspired the name of our algorithm.

Given some 𝑥 ,H , and 𝜎 , that we assume produce specific values of ℎ𝑥 (𝜎 (𝑏, 0)), we illustrate the
behavior of Algorithm 1 as we increase 𝑟 in Table 1. As an example, consider the case where the key

𝑥 is first hashed into ℎ𝑥 (𝜎 (0, 0)) = 10112, and where 𝑟 = 2. The value of 𝜎 (0, 0) itself does not matter

at this point. 𝑎 is built from the 2 least significant bits of the hash: 𝑎 = 00112, and 𝑏 = 1. 𝑐 contains

the single least significant bits of the second hash, which could be 𝑐 = 00012, and flips some of the

bits of 𝑎 to generate
˜𝑓 (𝑥, 22) = 00112 ⊕ 00012 = 00102 = 2. As we double the number of resources by

incrementing 𝑟 from 2 to 3, it happens that the additional bit ofℎ𝑥 (𝜎 (0, 0)) that we are using to build
𝑎 is 0. 𝑎 therefore stays the same, as do 𝑏, 𝑐 , and the final flipped hash value

˜𝑓 (𝑥, 23) = 00102 = 2.

However, incrementing 𝑟 once more from 3 to 4 changes the value of 𝑎 from 00112 to 10112. It

follows that 𝑏 = 3 and the second hash differs from the previous instance: 𝑐 could now be 01012.

Finally, the key 𝑥 is hashed to a new value
˜𝑓 (𝑥, 24) = 10112 ⊕ 01012 = 11102 = 14 ≥ 2

3
.

𝑟 𝑎 𝑏 ℎ𝑥 (𝜎 (𝑏, 0)) 𝑐 ˜𝑓 (𝑥, 2𝑟 )
0 00002 0 10112 00002 00002 = 0

1 00012 0 10112 00002 00012 = 1

2, 3 00112 1 01012 00012 00102 = 2

4 10112 3 11012 01012 11102 = 14

Table 1. Values taken by the variables of Algorithm 1 for 𝑞 = 4, assuming that ℎ𝑥 (𝜎 (0, 0)) = 11 = 10112,
ℎ𝑥 (𝜎 (1, 0)) = 5 = 01012, and ℎ𝑥 (𝜎 (3, 0)) = 13 = 11012.

In this particular instance, it is to be noted that as the number of resources is gradually increased,

the hash stays the same (
˜𝑓 (𝑥, 23) = ˜𝑓 (𝑥, 22)) or is updated to map to one of the newly added

resources (
˜𝑓 (𝑥, 24) ≥ 2

3
). This is an illustration of the monotonicity of

˜𝑓 , which Theorem 2.1 states

to be generally ensured.

Theorem 2.1.
˜𝑓 is monotone.

Proof. It is enough to show that, for all 𝑟 ∈ {0, . . . , 𝑞} and 𝑥 ∈ 𝑋 , incrementing 𝑟 by one either

leaves the hash unchanged or updates it to a value that could not be reached before, i.e., greater

than or equal to 2
𝑟
.

Incrementing 𝑟 by one may only affect 𝑎 by updating its (𝑟 + 1)-th least significant bit from 0 to

either 0 or 1. If the bit stays 0, 𝑎, 𝑏 and 𝑐 are all unchanged, and ˜𝑓 (𝑥, 2𝑟+1) = ˜𝑓 (𝑥, 2𝑟 ). Otherwise, the
bit is changed to 1, 𝑏 = 𝑟 , and the (𝑟 +1)-th least significant bit of 𝑎 ⊕ 𝑐 is 1, thus ˜𝑓 (𝑥, 2𝑟+1) ≥ 2

𝑟
. □
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Next we show the regularity of
˜𝑓 , i.e., ˜𝑓 (𝑥, 2𝑟 ) is uniform over [2𝑟 ] given that the key 𝑥 is picked

uniformly at random. Requiring ℎ𝑥 (𝜎 (0, 0)) to be uniform given that 𝑥 is picked at random is not

enough because the second hash used for 𝑐 could depend on the first hash used for 𝑎 in a way that

favors some values of 𝑎 ⊕ 𝑐 over others (consider the extreme case where every ℎ𝑥 is a constant

function independent of 𝜎 , which would cause the last significant bits of 𝑎 ⊕ 𝑐 to always be 0).

Therefore, we also require independence betweenℎ𝑥 (𝜎 (0, 0)) andℎ𝑥 (𝜎 (𝑏, 0)), which can be ensured
with the pairwise independence of the hash familyH . This is formalized later in Corollary 2.3.

When generalizing the approach to any value of 𝑛 rather than only powers of 2, we will actually

need more than the regularity of
˜𝑓 , and we will leverage Lemma 2.2. It informally states that the

increasing hash values produced by
˜𝑓 , as the range of possible values [2𝑟 ] grows, along with those

produced byH , across distinct seeds, are all mutually independent. In particular, that implies that

when increasing the number of resources, the keys that were mapped to a single resource and

get remapped to new resources are spread across all the new resources, which makes upscaling

resources likely to spread hotspots across a large number of resources, rather than only moving

them to single new resources.

This last property is the motivation for the flip operation of the algorithm, i.e., for returning 𝑎 ⊕ 𝑐
rather than 𝑎 directly. Returning 𝑎 would also achieve both the monotonicity and the regularity of

˜𝑓 , but it would not ensure that as 𝑟 increases, keys are remapped to new resources in a way that is

independent of the previous hash values, because the lowest bits of the hash would stay the same.

Lemma 2.2. Let 𝜖 ∈ [0, 1), 𝑘 ˜𝑓
∈ N, 𝑘ℎ ∈ N and let H be (𝜖, 𝑘 ˜𝑓

+ 𝑘ℎ + 1)-wise independent. Let
𝑟1, . . . , 𝑟𝑘 ˜𝑓

∈ {0, . . . , 𝑞}, and 𝑧1, . . . , 𝑧𝑘 ˜𝑓
∈ [2𝑞] such that:

𝑧1 < 2
𝑟1 ≤ 𝑧2 < · · · < 2

𝑟𝑘
˜𝑓 .

Let 𝜌1, . . . , 𝜌𝑘ℎ ∈ Σ \ {𝜎 (𝑏, 0) : 𝑏 ∈ {0, . . . , 𝑞 − 1}} distinct, and 𝜂1, . . . , 𝜂𝑘ℎ ∈ [2𝑞]. Then:

Pr

𝑥∈𝑋
©­«
𝑘 ˜𝑓∧
𝑖=1

˜𝑓 (𝑥, 2𝑟𝑖 ) = 𝑧𝑖 ∧
𝑘ℎ∧
𝑖=1

ℎ𝑥 (𝜌𝑖 ) = 𝜂𝑖
ª®¬ 𝜖≈ 2

−
(∑𝑘

˜𝑓

𝑖=1
𝑟𝑖+𝑞𝑘ℎ

)
.

Proof. Let 𝑃 be the probability of the left-hand side of the equality and let 𝑙 : 𝑎 ↦→ ⌊log
2
𝑎⌋ if 𝑎 >

0 else 0. Because 𝑐 only flips the bits after the most significant 1 bit of 𝑎, 𝑙 (𝑎 ⊕ 𝑐) = 𝑙 (𝑎). Similarly,

for all integers 𝜁 , 𝑙 (𝑧𝑖 ⊕ (𝜁 mod 2
𝑙 (𝑧𝑖 ) )) = 𝑙 (𝑧𝑖 ). Thus, for 𝑖 ∈ {1, . . . , 𝑘 ˜𝑓

}, we can replace 𝑙 (𝑎) with
𝑙 (𝑧𝑖 ), and we have that

˜𝑓 (𝑥, 2𝑟𝑖 ) = 𝑧𝑖 if and only if:

(ℎ𝑥 (𝜎 (0, 0)) mod 2
𝑟𝑖 ) ⊕

(
ℎ𝑥 (𝜎 (𝑙 (𝑧𝑖 ), 0)) mod 2

𝑙 (𝑧𝑖 )
)
= 𝑧𝑖 .

It follows that we can express 𝑃 as a sum of probabilities:

𝑃 =
∑︁

(𝜃0,...,𝜃𝑘
˜𝑓
) ∈Θ

Pr

𝑥∈𝑋
©­«ℎ𝑥 (𝜎 (0, 0)) = 𝜃0 ∧

𝑘 ˜𝑓∧
𝑖=1

ℎ𝑥 (𝜎 (𝑙 (𝑧𝑖 ), 0)) = 𝜃𝑖 ∧
𝑘ℎ∧
𝑖=1

ℎ𝑥 (𝜌𝑖 ) = 𝜂𝑖
ª®¬ .

with:

Θ =

{
(𝜃0, . . . , 𝜃𝑘 ˜𝑓

) ∈ [2𝑞]𝑘 ˜𝑓
+1
: ∀𝑖 ∈ {1, . . . , 𝑘 ˜𝑓

}, (𝜃0 mod 2
𝑟𝑖 ) ⊕

(
𝜃𝑖 mod 2

𝑙 (𝑧𝑖 )
)
= 𝑧𝑖

}
.

𝑙 (𝑧𝑖 ) is equal to zero if and only if 𝑧𝑖 = 0 or 1, which may happen if 𝑖 = 1 or 2. Let 𝐽 = {𝑖 ∈
{1, . . . , 𝑘 ˜𝑓

} : 𝑙 (𝑧𝑖 ) = 0}. Observing that for all 𝑖 ∈ 𝐽 , the inner conjunction implies 𝜃𝑖 = 𝜃0, we can
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rewrite 𝑃 as:

𝑃 =
∑︁

(𝜃𝑖 ) ∈Θ∩Λ𝐽

Pr

𝑥∈𝑋

©­­­«ℎ𝑥 (𝜎 (0, 0)) = 𝜃0 ∧
𝑘 ˜𝑓∧
𝑖=1

𝑙 (𝑧𝑖 )≠0

ℎ𝑥 (𝜎 (𝑙 (𝑧𝑖 ), 0)) = 𝜃𝑖 ∧
𝑘ℎ∧
𝑖=1

ℎ𝑥 (𝜌𝑖 ) = 𝜂𝑖

ª®®®¬ .
withΛ𝐽 =

{
(𝜃0, . . . , 𝜃𝑘 ˜𝑓

) ∈ [2𝑞]𝑘 ˜𝑓
+1
: ∀𝑖 ∈ 𝐽 , 𝜃𝑖 = 𝜃0

}
. Each term is the probability of the conjunction

of at most 𝑘 ˜𝑓
+ 𝑘ℎ + 1 events of the form ℎ𝑥 (𝜎 𝑗 ) = 𝜇 𝑗 with pairwise distinct 𝜎 𝑗 . Because H is

(𝜖, 𝑘 ˜𝑓
+ 𝑘ℎ + 1)-wise independent, we have that:

𝑃
𝜖≈

|Θ ∩ Λ𝐽 |
2
𝑞 (1+𝑘 ˜𝑓

−| 𝐽 |+𝑘ℎ )
.

It remains to calculate |Θ ∩ Λ𝐽 |. For all 𝑖 , (𝜃0 mod 2
𝑟𝑖 ) ⊕

(
𝜃𝑖 mod 2

𝑙 (𝑧𝑖 ) ) = 𝑧𝑖 implies:

𝑙 (𝜃0 mod 2
𝑟𝑖 ) = 𝑙

(
𝑧𝑖 ⊕

(
𝜃𝑖 mod 2

𝑙 (𝑧𝑖 )
))

= 𝑙 (𝑧𝑖 ),

i.e., any bit of 𝜃0 of index between 𝑙 (𝑧𝑖 ) (excluded) and 𝑟𝑖 (included) is equal to zero. Given that

𝑙 (𝑧1) < 𝑟1 ≤ 𝑙 (𝑧2) < · · · < 𝑟𝑘 ˜𝑓
by hypothesis, there are 2

𝑞−∑𝑘
˜𝑓

𝑖=1
(𝑟𝑖−𝑙 (𝑧𝑖 ) )

values of 𝜃0 in [2𝑞] that
have this property for all 𝑖 . For all such 𝜃0, and for all 𝑖 , there are 2𝑞−𝑙 (𝑧𝑖 ) values of 𝜃𝑖 in [2𝑞] such
that (𝜃0 mod 2

𝑟𝑖 ) ⊕
(
𝜃𝑖 mod 2

𝑙 (𝑧𝑖 ) ) = 𝑧𝑖 . All things considered:

|Θ ∩ Λ𝐽 | = 2
𝑞−∑𝑘

˜𝑓

𝑖=1
(𝑟𝑖−𝑙 (𝑧𝑖 ) )

𝑘 ˜𝑓∏
𝑖=1
𝑖∉𝐽

2
𝑞−𝑙 (𝑧𝑖 )

= 2
𝑞 (1+𝑘 ˜𝑓

−| 𝐽 | )−∑𝑘
˜𝑓

𝑖=1
𝑟𝑖 .

And 𝑃 reduces to:

𝑃
𝜖≈ 2

−
(∑𝑘

˜𝑓

𝑖=1
𝑟𝑖+𝑞𝑘ℎ

)
.

□

In particular, from the lemma with 𝑘 ˜𝑓
= 1 and 𝑘ℎ = 0 follows the previously mentioned result

about the regularity of
˜𝑓 , formalized in Corollary 2.3.

Corollary 2.3. Let 𝜖 ∈ [0, 1) and letH be 𝜖-pairwise independent. Then, ˜𝑓 is 𝜖-regular.

2.2 Generalization to any number of resources 𝑛 ≤ 2
𝑞

Algorithm 2 generalizes Algorithm 1 to any number of resources 𝑛. It leverages Algorithm 1 using

the power of 2 immediately greater than or equal to 𝑛, 2𝑟 . If the value that Algorithm 1 returns is

within the accepted range [𝑛], it is returned with the return statement (A). Otherwise, the algorithm

repetitively hashes the key 𝑥 with varying values 𝜎 (𝑟 − 1, 𝑖) until one of the hashes, masked to

the least 𝑟 significant bits, is within the range [𝑛]. At this point, it either returns it with (C) if

it is greater than or equal to 2
𝑟−1

, or return with (B) the value that Algorithm 1 generates with

the previous power of 2. The latter case ensures monotonicity. The number of iterations is also

bounded by𝑚 to ensure that the algorithm terminates, without any assumptions onH .

Given some 𝑥 ,H , and 𝜎 , that we assume produce the same specific values of ℎ𝑥 (𝜎 (𝑏, 𝑖)) as the
ones of Table 1, Table 2 illustrates the behavior of Algorithm 2 for successive values of 𝑛.



8 Charles Masson and Homin K. Lee

Algorithm 2: 𝑓 (FlipHash)

Input: key 𝑥 ∈ 𝑋 , number of resources 𝑛 ∈ {1, . . . , 2𝑞}
Output: 𝑓 (𝑥, 𝑛) ∈ [𝑛]
𝑟 ← ⌈log

2
𝑛⌉

𝑑 ← ˜𝑓 (𝑥, 2𝑟 )
if 𝑑 < 𝑛 then return 𝑑 // (A)

else
for 𝑖 = 1 . . .𝑚 do

𝑒𝑖 ← ℎ𝑥 (𝜎 (𝑟 − 1, 𝑖)) mod 2
𝑟 // lowest 𝑟 bits

if 𝑒𝑖 < 2
𝑟−1 then return ˜𝑓 (𝑥, 2𝑟−1) // (B)

else if 𝑒𝑖 < 𝑛 then return 𝑒𝑖 // (C)

return ˜𝑓 (𝑥, 2𝑟−1) // (D)

𝑛 𝑟 𝑑 𝑒1 𝑒2 𝑒3 𝑒4 𝑓 (𝑥, 𝑛)
1 0 0 𝑑 = 0

2 1 1 𝑑 = 1

3, 4 2 2 𝑑 = 2

5, 6, 7, 8 3 2 𝑑 = 2

9, 10, 11 4 14 12 11 15 6
˜𝑓 (𝑥, 23) = 2

12 4 14 12 11 𝑒2 = 11

13, 14 4 14 12 𝑒1 = 12

15, 16 4 14 𝑑 = 14

Table 2. Values taken by the variables of Algorithm 2 for𝑞 = 4, assuming thatℎ𝑥 (𝜎 (0, 0)) = 11,ℎ𝑥 (𝜎 (1, 0)) = 5,
ℎ𝑥 (𝜎 (3, 0)) = 13, ℎ𝑥 (𝜎 (3, 1)) = 12, ℎ𝑥 (𝜎 (3, 2)) = 11, ℎ𝑥 (𝜎 (3, 3)) = 15, and ℎ𝑥 (𝜎 (3, 4)) = 6.

Algorithm 2 builds on the monotonicity of Algorithm 1 and itself ensures monotonicity, as shown

by Theorem 2.4.

Theorem 2.4. FlipHash is monotone.

Proof. It is enough to show that, for all 𝑥 ∈ 𝑋 and 𝑛 ∈ {1, . . . , 2𝑞}, 𝑓 (𝑥, 𝑛 + 1) = 𝑓 (𝑥, 𝑛) or
𝑓 (𝑥, 𝑛 + 1) = 𝑛. By construction, 𝑛 ≤ 2

𝑟
.

• If 𝑛 < 2
𝑟
, incrementing 𝑛 leaves both 𝑟 and 𝑑 unchanged: 𝑟 ′ = 𝑟 and 𝑑 ′ = 𝑑 , where primed

variables denote the values of the variables when the algorithm is run with 𝑛′ = 𝑛 + 1 as an
input.

– If 𝑑 < 𝑛′, then 𝑓 (𝑥, 𝑛′) = 𝑑 ′ = 𝑑 by return statement (A).

∗ If 𝑑 < 𝑛, then 𝑓 (𝑥, 𝑛′) = 𝑑 = 𝑓 (𝑥, 𝑛).
∗ Else, 𝑑 = 𝑛, and 𝑓 (𝑥, 𝑛′) = 𝑑 = 𝑛.

– Else, running the algorithm with either 𝑛 or 𝑛′ leads to the top-level "else" branch.

For convenience, we will define 𝑒𝑚+1 = 𝑒′𝑚+1 = 0 so that the return statement (D) is

equivalent to an additional loop iteration with 𝑖 = 𝑚 + 1. Because 2
𝑟−1 < 𝑛 < 𝑛′,

the loop iterates until 𝑒𝑖 < 𝑛, respectively, 𝑒′𝑖 < 𝑛′. Let 𝑖0 (resp., 𝑖′0) be the lowest

𝑖 ∈ {1, . . . ,𝑚 + 1} such that 𝑒′𝑖 < 𝑛 (resp., 𝑒𝑖 < 𝑛′). Because 𝑟 ′ = 𝑟 , we have that 𝑒′𝑖 = 𝑒𝑖
for all 𝑖 ∈ {1, . . . ,𝑚}, and t 𝑖′

0
≤ 𝑖0.
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∗ If 𝑖′
0
= 𝑖0, either 𝑓 (𝑥, 𝑛′) = ˜𝑓 (𝑥, 2𝑟 ) = 𝑓 (𝑥, 𝑛) by return statement (B), or 𝑓 (𝑥, 𝑛′) =

𝑒𝑖0 = 𝑓 (𝑥, 𝑛) by return statement (C).

∗ Else, 𝑖′
0
< 𝑖0, hence 𝑛 ≤ 𝑒𝑖′

0

< 𝑛′ and 𝑒𝑖′
0

= 𝑛 > 2
𝑟−1

. It follows that 𝑓 (𝑥, 𝑛′) = 𝑒𝑖′
0

=

𝑛 by return statement (C).

• Else, 𝑛 = 2
𝑟
, and 𝑟 ′ = 𝑟 + 1. Because 𝑑 < 2

𝑟 = 𝑛, 𝑓 (𝑥, 𝑛) = 𝑑 = ˜𝑓 (𝑥, 2𝑟 ) by return statement

(A).

– If 𝑑 ′ = 𝑑 , because 𝑑 ′ = 𝑑 < 𝑛 < 𝑛′, then by return statement (A), 𝑓 (𝑥, 𝑛′) = 𝑑 ′ = 𝑑 =

𝑓 (𝑥, 𝑛).
– Else, because

˜𝑓 is monotone, 𝑑 ′ ≥ 2
𝑟 = 𝑛.

∗ If 𝑑 ′ = 𝑛, because 𝑑 ′ < 𝑛′, then by return statement (A), 𝑓 (𝑥, 𝑛′) = 𝑑 ′ = 𝑛.

∗ Else, 𝑑 ′ ≥ 𝑛′. With 𝑖′
0
as defined above,

· If 𝑒𝑖′
0

< 2
𝑟 ′−1

, then by return statement (B), 𝑓 (𝑥, 𝑛′) = ˜𝑓 (𝑥, 2𝑟 ′−1) = ˜𝑓 (𝑥, 2𝑟 ) =
𝑓 (𝑥, 𝑛).
· Else, because 𝑛 = 2

𝑟 ′−1 ≤ 𝑒𝑖′
0

< 𝑛′ = 𝑛 + 1, 𝑒𝑖′
0

= 𝑛. It follows that by return

statement (C), 𝑓 (𝑥, 𝑛′) = 𝑒𝑖′
0

= 𝑛.

□

We prove the regularity properties of FlipHash in Theorem 2.5.

Theorem 2.5. Provided thatH is (𝜖, 𝑘)-wise independent with 𝜖 ∈ [0, 1) and 𝑘 ≥ 3, FlipHash, as
defined by Algorithm 2 with𝑚 = 𝑘 − 3, is 𝑂

(
𝜖 + 1

2
𝑘

)
-regular.

Proof. Let 𝑧 ∈ [𝑛]. The probability that Algorithm 2 returns 𝑧 is the sum of the probabilities

that each of its return statements is reached and returns 𝑧:

Pr

𝑥∈𝑋
(𝑓 (𝑥, 𝑛) = 𝑧) = 𝐴 +

𝑚∑︁
𝑖=1

(𝐵𝑖 +𝐶𝑖 ) + 𝐷.

We will cover each of those terms, starting with 𝐴. The return statement (A) is reached if and only

if 𝑑 = ˜𝑓 (𝑥, 2𝑟 ) < 𝑛, in which case 𝑑 is returned. Thus:

𝐴 = Pr

𝑥∈𝑋

(
˜𝑓 (𝑥, 2𝑟 ) < 𝑛 ∧ ˜𝑓 (𝑥, 2𝑟 ) = 𝑧

)
= Pr

𝑥∈𝑋

(
˜𝑓 (𝑥, 2𝑟 ) = 𝑧

)
𝜖≈ 1

2
𝑟
.

where the second relation follows from the hypothesis 𝑧 < 𝑛, and the last relation follows from the

𝜖-regularity of
˜𝑓 given Corollary 2.3.

The return statement (B) only produces values in [2𝑟−1]. Therefore, if 𝑧 ≥ 2
𝑟−1

, then for all

𝑖 ∈ {1, . . . ,𝑚}, 𝐵𝑖 = 0. Otherwise, 𝑧 < 2
𝑟−1

, and 𝐵𝑖 can be expressed from the successive predicates

that need to evaluate to true to lead to the return statement (B) at the 𝑖-th iteration:

𝐵𝑖 = Pr

𝑥∈𝑋

(
˜𝑓 (𝑥, 2𝑟 ) ≥ 𝑛 ∧

𝑖−1∧
𝑗=1

𝑒 𝑗 (𝑥) ≥ 𝑛 ∧ 𝑒𝑖 (𝑥) < 2
𝑟−1 ∧ ˜𝑓 (𝑥, 2𝑟−1) = 𝑧

)
,

where for 𝑗 ∈ {1, . . . ,𝑚}, 𝑒 𝑗 (𝑥) = ℎ𝑥 (𝜎 (𝑟 − 1, 𝑗)) mod 2
𝑟
. Because 𝜎 is injective, Lemma 2.2 with

𝑘 ˜𝑓
= 2 and 𝑘ℎ = 𝑖 ≤ 𝑚, together with the law of total probability, allow rewriting 𝐵𝑖 as the product
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of the probabilities of the individual events:

𝐵𝑖
𝜖≈ 2

𝑟 − 𝑛
2
𝑟

(
𝑖−1∏
𝑗=1

2
𝑟 − 𝑛
2
𝑟

)
2
𝑟−1

2
𝑟

1

2
𝑟−1 =

1

2
𝑟

(
1 − 𝑛

2
𝑟

)𝑖
.

The same approach is taken for the return statement (C), which does not produce values in

[2𝑟−1]. Therefore, if 𝑧 < 2
𝑟−1

, then for all 𝑖 ∈ {1, . . . ,𝑚},𝐶𝑖 = 0. Otherwise, 𝑧 ≥ 2
𝑟−1

, and𝐶𝑖 can be

written as:

𝐶𝑖 = Pr

𝑥∈𝑋

(
˜𝑓 (𝑥, 2𝑟 ) ≥ 𝑛 ∧

𝑖−1∧
𝑗=1

𝑒 𝑗 (𝑥) ≥ 𝑛 ∧ 2𝑟−1 < 𝑒𝑖 (𝑥) ≤ 𝑛 ∧ 𝑒𝑖 (𝑥) = 𝑧

)
.

Likewise, Lemma 2.2 with 𝑘 ˜𝑓
= 1 and 𝑘ℎ = 𝑖 ≤ 𝑚 gives:

𝐶𝑖

𝜖≈ 2
𝑟 − 𝑛
2
𝑟

(
𝑖−1∏
𝑗=1

2
𝑟 − 𝑛
2
𝑟

)
1

2
𝑟
=

1

2
𝑟

(
1 − 𝑛

2
𝑟

)𝑖
.

Observing that this is the same expression as 𝐵𝑖 when 𝑧 < 2
𝑟−1

, the sum of 𝐵𝑖 and 𝐶𝑖 forms a

geometric series. Using the closed-form formula for the sum of its first terms, we have that:

𝑚∑︁
𝑖=1

(𝐵𝑖 +𝐶𝑖 )
𝜖≈ 1

2
𝑟

𝑚∑︁
𝑖=1

(
1 − 𝑛

2
𝑟

)𝑖
=

(
1

𝑛
− 1

2
𝑟

) (
1 −

(
1 − 𝑛

2
𝑟

)𝑚)
=

(
1

𝑛
− 1

2
𝑟

) (
1 +𝑂

(
1

2
𝑚

))
,

where the last relation uses the facts that 2
𝑟−1 < 𝑛 ≤ 2

𝑟
.

Finally, 𝐷 can be written as:

𝐷 = Pr

𝑥∈𝑋

(
˜𝑓 (𝑥, 2𝑟 ) ≥ 𝑛 ∧

𝑚∧
𝑖=1

𝑒𝑖 (𝑥) ≥ 𝑛 ∧ ˜𝑓 (𝑥, 2𝑟−1) = 𝑧

)
.

Lemma 2.2 with 𝑘 ˜𝑓
= 1 and 𝑘ℎ =𝑚 gives:

𝐷
𝜖≈

(
2
𝑟 − 𝑛
2
𝑟

)𝑚
1

2
𝑟−1

=
1

2
𝑟−1

(
1 − 𝑛

2
𝑟

)𝑚
=

1

𝑛
𝑂

(
1

2
𝑚

)
.

We can finally combine the probabilities matching every return statement:

Pr

𝑥∈𝑋
(𝑓 (𝑥, 𝑛) = 𝑧) 𝜖≈ 1

2
𝑟
+

(
1

𝑛
− 1

2
𝑟

) (
1 +𝑂

(
1

2
𝑚

))
+ 1

𝑛
𝑂

(
1

2
𝑚

)
=

1

𝑛

(
1 +𝑂

(
1

2
𝑚

))
.
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By definition of

𝜖≈, and because 𝑘 =𝑚 + 3, we prove the 𝑂
(
𝜖 + 1

2
𝑘

)
-regularity of 𝑓 :

Pr

𝑥∈𝑋
(𝑓 (𝑥, 𝑛) = 𝑧) = 1

𝑛

(
1 +𝑂

(
1

2
𝑘

))
(1 +𝑂 (𝜖))

=
1

𝑛

(
1 +𝑂

(
𝜖 + 1

2
𝑘

))
.

□

Finally, provided that computing 𝜎 is a constant-time operation, we state in Theorem 2.6 that

the time complexity of FlipHash is independent of 𝑛.

Theorem 2.6. Let 𝑐 be the time complexity ofH . Provided thatH is (𝜖, 𝑘)-wise independent with
𝜖 ∈ [0, 1) and 𝑘 ∈ N, the time complexity of Algorithm 2 with𝑚 ≤ 𝑘 is 𝑂 (𝑐) on average and 𝑂 (𝑚𝑐)
at worst.

Proof. The worst-case complexity results from the fact that Algorithm 2 runs 𝑚 for-loop

iterations atmost. The probability that it runs exactly 𝑖 iterations is upper-bounded by the probability

that the first 𝑖 − 1 iterations each generate a value 𝑒 𝑗 ∈ [2𝑟 ] such that 𝑒 𝑗 ≥ 𝑛, itself upper-bounded

by (1 + 𝜖)∏𝑖−1
𝑗=1

2
𝑟−1

2
𝑟 = 1+𝜖

2
𝑖−1 given thatH is (𝜖, 𝑘)-wise independent and 𝑛 > 2

𝑟−1
. The average time

complexity is therefore 𝑂 (𝑐 (1 + 𝜖)∑𝑚
𝑖=1

𝑖
2
𝑖−1 ) = 𝑂 (𝑐). □

3 EVALUATION
3.1 Implementation
Implementing FlipHash requires the choice of a hash algorithm H that maps pairs of the keys

in 𝑋 of the desired type and the elements of Σ, to integer values of [2𝑞] (e.g., the 64-bit integer
values [264]). The behavior and the performance of FlipHash depend on those ofH . Therefore we

strive to use a fast hash algorithm that evenly distributes keys in 𝑋 over its hash table [2𝑞], and
is seeded by elements in Σ across which it shows good hash mutual independence. Because of its

computational performance, XXH3 [2] is a good candidate. We were able to empirically validate

with statistical tests the regularity of FlipHash when using it, with𝑚 = 64.

In addition, we built a standalone implementation that, like JumpHash, takes 64-bit integer

keys as an input. It uses a custom hash algorithmH that takes inspiration from bit-mixing con-

structs [13] [8], often used in finalizing steps of hash algorithms to generate random-looking

uniform values. This enables a simple and fast implementation of FlipHash that also empirically

shows the expected regularity. This version can also be used to consistently hash keys of any type

by taking as an input the integer output of any hash algorithm, including XXH3. This method has

the benefit of hashing the initial input only once and offers a performance gain if the input itself is

large. It however has the disadvantage that it loses the ability to use the full entropy of the input

when generating the multiple hashes that FlipHash uses and expects to be mutually independent.

Instead, it has to rely on the 64 bits of the input key only, similar to JumpHash. In theory, this

can degrade the regularity of FlipHash, especially if the range of hash values is large. However,

we could not observe such degradation for practical ranges, and we claim that this standalone

implementation of FlipHash is suitable for the majority of use cases.

It remains to discuss the construction of the injective function 𝜎 : {0, . . . , 𝑞− 1} × {0, . . . ,𝑚} → Σ.
Hash algorithms are commonly seeded with integers that have at least 32 bits, and both 𝑞 and𝑚

are less than 2
16
for practical purposes. We can therefore use 𝜎 : (𝑟, 𝑖) ↦→ 𝑟 + 𝑖216. In addition, we

can use 𝜎 to make FlipHash itself seeded, by using 𝜎𝑠 : (𝑟, 𝑖) ↦→ (𝑟 + 𝑖216) ⊕ 𝑠 , where 𝑠 is the seed.
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We have made the standalone implementation of FlipHash in Rust available online
1
, as well as

the one that leverages XXH3. This also includes testing and benchmarking code.

3.2 Performance
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Fig. 1. Average (line) and interdecile (filled area) evaluation wall times of FlipHash and JumpHash.

The following benchmarks have been run on an Intel
®
Xeon

®
Platinum 8375C CPU @ 2.9GHz,

using the standalone version of FlipHash, which like JumpHash, takes 64-bit integer keys as input.

Figure 1 shows the evaluation times of FlipHash and JumpHash for numbers of resources between

one and one billion. In addition to the average evaluation time across keys, it shows the interdecile

range, i.e., the range between the 10
th
and the 90

th
percentiles. The interdecile range is relevant

as a measure of the evaluation time dispersion, given that the numbers of iterations that both

FlipHash and JumpHash run in their internal loops vary across keys. The graph shows the constant

asymptotic dependency on the number of resources of the evaluation time for FlipHash, and

the logarithmic one for JumpHash. FlipHash takes a few nanoseconds to hash a key on average,

however large the number of resources, whereas JumpHash while similarly fast for small numbers

of resources, requires tens of nanoseconds for larger values.

Figure 2 focuses on hashing with fewer than 100 resources. It shows that FlipHash is substantially

faster than JumpHash when hashing with more than 10 resources, which should be the case in

the vast majority of applications. The graph also exhibits a characteristic "sawtooth" behavior of

the evaluation time of FlipHash. This is because the farther away 𝑛 is from the next power of 2,

namely 2
𝑟
, the more loop iterations FlipHash runs on average, given that both predicates 𝑑 < 𝑛

and 𝑒𝑖 < 𝑛 in Algorithm 2 are less likely to evaluate to true.

In addition to computational performance, we have studied the quality of the output of FlipHash.

We have validated, through the use of Chi-Squared statistical tests not only the regularity of

FlipHash, but also its ability to generate mutually independent hashes when varying the seed,

and mutually independent hashes when varying the number of resources, given that the hashes

are pairwise distinct. The latter mutual independence implies that as resources are added, keys

are remapped evenly across the newly added resources, which as previously alluded to enables

1
https://github.com/datadog/fliphash-rs

https://github.com/datadog/fliphash-rs
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Fig. 2. Average (line) and interdecile (filled area) evaluation wall times of FlipHash and JumpHash for small
numbers of resources.

upscales to spread possible hotspots across multiple of the added resources. We conjecture that

both those mutual independence properties, across seeds and across numbers of resources, can

be formally proven using similar reasoning as Theorem 2.5, and Lemma 2.2 on the final version

of FlipHash. Furthermore, through the study of the p-values of those statistical tests and the

distribution of the keys across the possible hash values, we were not able to exhibit any difference

in the regularity and mutual independence behaviors of FlipHash and JumpHash, in either’s favor.

As an illustration, Figure 3 shows the comparable regularity of FlipHash and JumpHash by hashing

randomly generated keys and measuring the L2 distance between the resulting distribution of

hashes and the uniform distribution.
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Fig. 3. Measure of the uniformity of the key distribution across 1000 resources of FlipHash and JumpHash,
with randomly generated keys.
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3.3 Comparison with other consistent hashing algorithms
We have compared FlipHash against JumpHash, because they both are solutions of the consistent

range-hashing problem that do not impose additional constraints or requirements. As the solutions

of a more general problem, consistent hashing algorithms can also be used for consistent range-

hashing. While those solutions support arbitrary resource removals, they in return give up on at

least one of the constraints or properties that FlipHash fulfills. One of them is low memory usage.

Because those more general solutions need to keep track of the resources that the keys can be hashed

to, and because they often use additional data structures to speed up the hashing operation, contrary

to FlipHash and JumpHash, none of those alternative consistent hashing algorithms achieve 𝑂 (1)
memory usage [4]. The data structures that those algorithms use also need to be initialized and

updated as the number of resources varies over time, sometimes at a high computational cost,

whereas FlipHash and JumpHash do not require performing such operations.

Furthermore, those more general solutions often break or degrade other properties. Hash-ring

consistent hashing [9] does not achieve a peak-to-average ratio equal to 1, effectively creating load

imbalance that translates into the need for overprovisioning resources in practice. Maglev [7] does

not realize strict monotonicity, causing extraneous key reshuffle that some applications cannot

tolerate or that need to be handled by implementing specific mechanisms. Maglev also computes

expensive initialization and updates. AnchorHash [14] prevents scalability by requiring a predefined

upper bound on the number of resources that has to be set at initialization, and cannot be chosen

arbitrarily large because both the memory usage and the computational cost of AnchorHash depend

on it.

Focusing on the evaluation time of the hashing algorithms, the literature [4] has emphasized,

among the consistent hashing algorithms that achieve both load balance and strict monotonicity,

AnchorHash [14] as the fastest one, with DxHash [6] reaching almost equal performance. An-

chorHash hashes in𝑂
(
(1 + log (𝑎/𝑛))2

)
time, where 𝑎 is the above-mentioned upper bound on the

number of resources, that is, the initially set resource capacity. AnchorHash can be made artificially

fast by choosing 𝑎 equal to 𝑛, but it is unlikely to meet such a configuration in practice. The authors

of AnchorHash therefore benchmark their algorithm with 𝑎/𝑛 = 1, 1.1, 2 and 10. As reported in

Table 3, we have found in our benchmarks that AnchorHash is about twice as fast as FlipHash with

𝑎 = 𝑛, and about 3 times slower with 𝑎 = 10𝑛. Both are comparably fast for a value of 𝑎 ≈ 2𝑛. This

has been measured with 64-bit integer keys as input, and using as an underlying hash family for

AnchorHash a bit-mixing construct that is similar to the one used for FlipHash.

Algorithm 𝑛 𝑎 Evaluation time

FlipHash 100 2
64

5.6 ns

JumpHash 100 2
64

16 ns

AnchorHash 100 100 2.9 ns

AnchorHash 100 110 3.2 ns

AnchorHash 100 200 5.6 ns

AnchorHash 100 1000 13 ns

Table 3. Evaluation wall times of FlipHash, JumpHash, and AnchorHash with 𝑛 = 100 resources and various
resource capacities 𝑎.

One challenge of working with AnchorHash is the need for setting a resource capacity 𝑎 that,

while being high enough to accommodate for the maximum number of resources over the whole

lifetime of the system, is chosen low enough so as to avoid an excessively high evaluation time due
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to a high ratio 𝑎/𝑛. This is particularly problematic as modern distributed systems often process

workloads that are highly variable over time, with future growth initially hard to predict. Systems

scaled with workloads that have seasonal patterns will also inevitably cause AnchorHash to become

less efficient when the workload is low. Table 4 shows that the constant evaluation time of FlipHash

is a strong advantage, as it makes FlipHash’s performance not only fast, but also predictable, stable,

and independent of any initial configuration or the state of the system.

Algorithm 𝑛 𝑎 Evaluation time

FlipHash 10 2
64

6.1 ns

FlipHash 100 2
64

5.7 ns

FlipHash 1000 2
64

4.6 ns

JumpHash 10 2
64

8.4 ns

JumpHash 100 2
64

16 ns

JumpHash 1000 2
64

25 ns

AnchorHash 10 1000 26 ns

AnchorHash 100 1000 13 ns

AnchorHash 1000 1000 2.9 ns

Table 4. Evaluation wall times of FlipHash, JumpHash, and AnchorHash with various numbers of resources 𝑛
and a resource capacity 𝑎 of at least 1000.

4 CONCLUSION
With FlipHash, we introduce a new consistent range-hashing algorithm that achieves both mono-

tonicity and regularity in constant time. We present FlipHash generically by building upon any

family of hash functions with appropriate (𝜖, 𝑘)-wise independence, and we also give a concrete

implementation using either bit-mixing constructs or the XXH3 hash algorithm. We benchmark

this implementation to demonstrate that not only does it empirically realize the properties of

monotonicity and regularity that we formally prove, but that it also exceeds the computational

performance of existing consistent range-hashing algorithms in all practical settings.

While this new algorithm can be used in a variety of applications that tolerate the constraint

of sequentially indexing hash values, such as horizontal partitioning schemes, future work might

focus on relaxing that constraint and applying ideas developed here to the more general consistent

hashing problem in order to build an algorithm that perfectly balances the keyspace across hash

values, while supporting arbitrary hash value removals. One such method would be to implement

MementoHash [3] using FlipHash as the underlying consistent range-hashing algorithm instead of

JumpHash. It would be interesting to see to what extent doing so leads to significant improvements

in the evaluation performance of MementoHash.
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