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Abstract—Replacing non-polynomial functions (e.g., non-linear
activation functions such as ReLU) in a neural network with
their polynomial approximations is a standard practice in
privacy-preserving machine learning. The resulting neural
network, called polynomial approximation of neural network
(PANN) in this paper, is compatible with advanced cryp-
tosystems to enable privacy-preserving model inference. Using
“highly precise” approximation, state-of-the-art PANN offers
similar inference accuracy as the underlying backbone model.
However, little is known about the effect of approximation, and
existing literature often determined the required approxima-
tion precision empirically.
In this paper, we initiate the investigation of PANN as a
standalone object. Specifically, our contribution is two-fold.
Firstly, we provide an explanation on the effect of approx-
imate error in PANN. In particular, we discovered that (1)
PANN is susceptible to some type of perturbations; and (2)
weight regularisation significantly reduces PANN’s accuracy.
We support our explanation with experiments. Secondly, based
on the insights from our investigations, we propose solutions
to increase inference accuracy for PANN. Experiments showed
that combination of our solutions is very effective: at the same
precision, our PANN is 10% to 50% more accurate than state-
of-the-arts; and at the same accuracy, our PANN only requires
a precision of 2−9 while state-of-the-art solution requires a
precision of 2−12 using the ResNet-20 model on CIFAR-10
dataset.

1. Introduction

Machine learning (ML) is revolutionising different in-
dustries in recent years. Despite its widespread adoption,
a key challenge in deploying ML is ensuring data privacy.
One promising direction is to employ advance cryptosystems
such as multiparty computation (MPC) [1], [2], [3] and ho-
momorphic encryption (HE) [4], [5] during model training
and model inference, resulting in privacy-preserving training
and privacy-preserving inference. In this paper, we use the
term Privacy-preserving machine learning (PPML) to cover
both cases.

While in principle these advance cryptosystems can be
used to protect sensitive data used in the computation of any
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functionality, in practice they are designed to support basic
arithmetics operations (i.e., addition and multiplication) or
basic Boolean operations (i.e., AND and OR) only. This
limitation makes it expensive to compute non-polynomial
functions such as ReLU, sigmoid, and maxpool, commonly
found in ML, and in particular, neural networks. Existing
PPML address this limitation by replacing these functions
with their polynomial approximations [2], [3], [5], [6]. In
this paper, we refer to this type of neural network in
which non-polynomial functions have been replaced with
polynomials as polynomial approximation of neural network
(PANN). Similar to existing MPC and HE based PPML, this
paper focuses on privacy-preserving inference since privacy-
preserving training using HE and MPC are still considered
too inefficient in practice.

Naturally, the (implicit) use of PANN in privacy-
preserving inference involves two design considerations,
namely, the precision of the polynomial approximation and
the accuracy of the PANN (compared with the underlying
backbone model). Intuitively, the accuracy of inference can-
not be guaranteed if the approximation introduces a large
error. For example, early schemes with simple approxima-
tion and large errors can handle only simple model and
tasks, as non-trivial errors generated by approximation result
render the inference results useless in more complex neural
networks [1], [4], [7], [8].

On the other hand, the use of high precision approxi-
mation guarantees inference accuracy at the cost of higher
computational overhead [9], [10]. Although precise approxi-
mation can attain the same accuracy as the backbone model,
it leads to much higher costs. Table 1 gives the time cost
of PANN and their backbone models, and the correspond-
ing accuracy using state-of-the-art techniques (without fine-
tuning on PANN). It can be seen that the PANN on ResNet-
20 with error bound 2−12 takes 71.2s to perform inference
on the entire CIFAR-10 test set, whereas that with error
bounds 2−8 only needs 28.2s. However, the inference accu-
racy is also significantly lower.

We make two additional remarks here. Firstly, while
the overhead of using PANN is high, representing the non-
polynomial functions using basic arithmetic or boolean oper-
ations is even more expensive. Secondly, we consider PANN
as a standalone object, and compare their performance di-
rectly. When they are used in combination with advance
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TABLE 1. TIME COST OF BACKBONE MODELS (BB) AND PANN WITH
DIFFERENT ERROR BOUND. NUMBERS IN BRACKETS INDICATE

INFERENCE ACCURACY.

2−8 2−9 2−10 2−11 2−12 bb

ResNet-20 28.2s 33.6s 42.3s 62.5s 71.2s 2.6s
(65.70) (89.69) (91.24) (91.42) (91.52) (91.56)

Shufflenetv2 38.1s 44.8s 50.5s 79.8s 89.7s 3.3s
(11.94) (32.08) (84.96) (87.24) (88.13) (88.60)

DLA-34 128.8s 156.1s 163.5s 251.8s 387.1s 5.3s
(12.78) (45.67) (88.53) (92.73) (94.45) (95.10)

Mobilenetv2 221.6s 282.7s 295.5s 479.1s 542.9s 3.9s
(10.78) (15.41) (82.85) (89.54) (90.90) (91.45)

cryptosystems, the difference will be further enlarged1.
Some efforts have been made to increase PANNs’ ac-

curacy while reducing overheads by customizing the model
structure for PANN or fine-tuning (training) the model on
PANN [2], [3], [4], [11] and achieve satisfactory perfor-
mance.

However, there are several subtleties involved. Firstly,
the polynomials’ derivative is unbounded, making it hard
to run gradients descent. Secondly, these models are not
generic. Different approximation methods or even different
precision for the same method can use different polynomials.
This implies that these models must be trained separately for
each method and precision. Thirdly, in many cases, popular
model structures have been widely studied and provide pre-
trained models, and thus training (or fine-tuning) over PANN
or non-generic model structures can result in much higher
validation cost and may not be desirable for real-world
deployment.

To sum up, past researches appear to indicate that a
trade-off seems inevitable: Low precision yields high ef-
ficiency but low accuracy. High precision yields high ac-
curacy but unaffordable computation costs. The effect of
approximation is relatively less understood. This serves as
the motivation of this paper. Looking ahead, to better address
this problem, as a first step, we separate PANN from the un-
derlying cryptosystem, and investigate how approximation
error affects inference accuracy in PANN.

1.1. Overview of Our Results

We initiate the investigation on how to reduce the impact
on inference accuracy due to approximation errors in PANN.
For the ease of writing, we say a neural network F is sturdy
if the PANN of F has good resistance against approximation
errors. In other words, we can use less precise approxima-
tion for a sturdy neural network to maintain the inference
accuracy.

Specifically, we bound the lower bound of increased loss
resulting from approximation errors and obtain the following
two interesting results:

1. For instance, in MPC, the function to be computed is first converted
into a boolean or arithmetic circuit. If the circuit consists of n gates, the
resulting cost of the MPC is O(n) but not necessarily linear in n.

• Approximation errors on negative inputs of ReLU
lead to larger loss than those on positive inputs of
ReLU;

• The increased loss resulting from approximation er-
rors will increase with larger weight decay and more
training epochs.

To substantiate our analysis, we conduct tests and have ob-
served the results across various model structures, datasets,
and approximation methods.

Based on our findings, we present two solutions to
improve “sturdiness” of neural networks, namely, the nega-
tive inputs leakage method and reducing the use of weight
regularization. Our first solution is based on the insight
that approximation errors on ReLU’s negative inputs lead
to more loss. In more detail, our first solution introduces
perturbations on the negative inputs of ReLU during baseline
training. Our second solution is based on the findings that
weight regularization is harmful to “sturdiness”. Intuitively,
we can improve “sturdiness” by removing weight regular-
ization during training. However, weight regularization is
crucial in providing generalization. Our second solution is
considered a trade-off: we use minimal weight regulariza-
tion and combine it with Mixup to maintain an acceptable
accuracy in the backbone model yet greatly increase its
“sturdiness”. We conduct extensive experiments to illustrate
the effectiveness of our solutions. For instance, we achieve
the state-of-the-art non-fine-tuning accuracy on CIFAR-10
with only 40% to 60% time cost (as shown in Figure 1). We
improve the accuracy of the state-of-the-art ReLU replace-
ment scheme [2] by 3%. Compared to previous schemes,
our methods have the following advantages:

• Our obtained models are based on generic model
structures rather than being specifically fine-tuned
for particular PANNs. That means the same model
can perform as the backbone (or pre-trained) model
for various approximation precision and methods to
enhance their performance without adjustment. This
lowers the training cost and ensures better compati-
bility with other approaches.

• Our training methods are also general without re-
stricting to particular model structures or approxi-
mation methods. This allows for a variety of fine-
tuning-based schemes to be further optimized with
our approaches.

1.2. Outline

The rest of the paper is organized as follows. Section
2 gives the theorem and explanation of how approximation
errors affect PANN. Section 3 introduces the related works.
Section 4 describes the preliminary of our study. Section
5 provides solutions to improve low-precision PANN’s ac-
curacy. Section 6 gives the experiment results. Finally, in
Section 7, we conclude this paper and discuss potential
avenues for future research.
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Figure 1. Testing loss increment (compared to baseline) of PANN [5] approximating ReLU with positive inputs (pos) and negative inputs (neg) on models
trained with weight decay (wd) 0 and 1e-4. It shows that weight decay can amplify the loss increment caused by approximation. Additionally, approximating
ReLU with negative inputs results in more loss compared to approximating ReLU with positive inputs.

2. Effects of Approximation Errors on PANN

In this section, we present our main theorem and discuss
the factors that affect the loss increment caused by approx-
imation errors. Since for most PANN schemes, activation
functions, especially the ReLU function, are the main com-
ponents requiring approximation, we will focus specifically
on the approximation of ReLU functions.

Considering a two-layer neural network with ReLU ac-
tivation functions. The input point is a d-dimentional vector
x ∈ Rd. The weights is W ∈ Rn∗d, let z = Wx and
y = ReLU(z). For a loss function L, weight decay parameter
λ, and learning rate η, we define the loss function for SGD
with with L2 regularization at epoch t as:

f(Wt) = L(Wt) +
λ

2η
∥Wt∥2 (1)

For the ease of writing, we use h(ReLU(z)) = f(W,X) to
represent the same loss but with inputs ReLU(z) where z is
a value in z, such that the loss with error ϵ is h(ReLU(z)+ϵ).
We use ∆h to represent the increased loss caused by error
ϵ (Note that ∆h = ∆f ). Now we give two theories and the
corresponding assumptions.

Approximation errors on the negative inputs of ReLU
increase more loss than those on positive inputs. A ques-
tion that remains unexplored is which part of approximation
errors lead to more accuracy reduction (or a higher loss).
Here we give Theorem 2.1 which indicates that errors on
negative inputs of ReLU result in larger loss and therefore
poorer accuracy.

Theorem 2.1. Let two convex function h1 : R → R and
h2 : R→ R differentiable in (−∞, 0)∪ (0,∞). Let z1 ∈ R
and z2 ∈ R and z1 < 0, z2 > 0, such that h′

1(z1)) =
h′
2(z2)) = 0. Let ϵ ∈ R be a small value, we have:

lim
ϵ→0

(∆h1 −∆h2) = ϵ · inf
z>0

ϕ0,h1
(z) (2)

The theorem suggests that when approximating ReLUs
with negative inputs, the loss is at least as large as ap-
proximating those with positive inputs. This implies that
it’s beneficial to reduce the approximation of ReLU with

negative inputs or to develop specific training strategies for
negative inputs.

In Figure 1, we present the increase in loss when only
approximating ReLU with negative (neg) or positive (pos)
inputs. It illustrates the phenomenon that approximating
ReLUs with negative inputs results in more loss than ap-
proximating ReLUs with positive inputs (when errors are
small). This can be observed in various model structures
and provides evidence for our theorem.

Weight decay enlarges the loss increasing resulting from
approximation error as training progresses. Another im-
portant question is which factors in backbone model training
affect the “sturdiness”. Now we provide Theorem 2.2, which
proves that weight decay is responsible for weak sturdiness.

Theorem 2.2. Let function L : R → R be a L-smooth
function and h be a convex function with h′(ReLU(z)) =
0. Assume h is differentiable in (−∞, 0) ∪ (0,∞). Let
ϵ ∈ R be a small value. E[∇L(W, X) − ∇L(W)] = 0,
E[∥∇L(W, X) − ∇L(W)∥2] ≤ σ2, ∥∇l(W)∥ ≤ G for any
W, and η ≤ C√

t+1
. If the model is trained t′+1 epochs after

it has reached the stationary point W∗ where L(W∗, X) =
L⋆, the increased loss ∆L = h(ReLU(z+ϵ))−h(ReLU(z))
caused by error ϵ is bounded by:

||ϵ||2 · E[|| inf
z>z

ϕz(z)||2] ≤ E[||∆h||2] (3)

where

supE[|| infz>z ϕz(z)||2] ≤ ||h′
+,t(z)||2 +

t′(C1 + C2)

d
√
t+ t′ + 1

and:

C1 =
L(W0)− L⋆

C
C2 = C(L+ λ)((G+ sup(λ∥W∥))2 + σ2), (4)

The theorem demonstrates that the loss will increase
with larger weight decay λ and epoch t′. We have observed
and confirmed the effect of these two factors on PANN.

An example of PANN [5] on models trained with dif-
ferent weight decay is shown in Figure 2. It illustrates that
though the backbone (bb) models have similar accuracy, the
accuracy of PANN reduces when weight regularization (λ)



is applied as the epochs (t′) increase. Larger weight decay
can make this reduction quicker (λ increases). Furthermore,
Figure 1 illustrates the increase of testing loss of PANN [5]
with different backbone and different weight decay, indi-
cating that weight decay can elevate the testing loss in all
cases. (Still, note that the error is small.)
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Figure 2. Backbone models (bb) trained with different weight decay (wd)
have similar accuracy (dot line). However, large weight decay can reduce
their accuracy on PANN as the epoch increases. (ResNet-18, CIFAR-100,
precision 2−9)

This phenomenon can be observed in different model
structures, datasets, approximation error bounds (Table 2,
Table 3), and approximation methods. We believe the above
theorems and analysis provide a plausible explanation on
how approximation errors reduce the accuracy of PANN.
(Detailed proof of the two theorems is put in Appendix B.)

An intuitive explanation. Here we give an intuitive expla-
nation based on the definition of stationary point to help
understand the two theorems. A stationary point is where
the function’s derivative is zero, and is a necessary condi-
tion for minimizing training losses. For stochastic gradient
descent (SGD) method without weight regularization, we
have f = L. The model weights for epoch t+1 are updated
by:

Wt+1 = Wt − η
∂L(Wt)

∂Wt
, (5)

then model training is searching for the smallest loss which
have ∂L(Wt)

∂Wt
= 0.

Let’s focus on a single input sample x1 and the j-th
column of W (represented as Wj). Let z be a single value
in vector z and y be the corresponding value in y that
satisfies y = ReLU(z) = ReLU(Wjx1). Assume a non-
zero stationary point W∗ is found at epoch t. For λ = 0, by
combining Equation 1, we can get:

∂L

∂W∗
j

=
∂L

∂y

∂y

∂z

∂z

∂W∗
j

= 0 (6)

In this condition, the neural network has minimal loss
and is the most stable because small input changes will
have little effect on the outputs. However, for PANN with
approximation errors, the value y is changed to:

ỹ = y + ϵrelu(z) (7)

This leads to a difference between PANN and the backbone
(or pre-trained model) that a stationary point in the original
model may not be the stationary point in PANN. We discuss
it in two cases, ReLU with negative or zero inputs (z < 0)
and ReLU with positive inputs (z > 0).

For z < 0, we have ∂y−
∂z = ReLU(z)

∂z = 0. Due to the
property of ReLU, L is non-differential at the point z = 0.
So we have ∂y−

∂z ̸=
∂y+

∂z .
From Equation 6 we can know ∂L

∂W∗
j

= 0 and the
stationary point holds for all z ≤ 0 in the backbone model.
However, in PANN ReLU(z) is replaced with ReLU(z)+ϵ.
Assume ∂L

∂y
∂z
W∗

j
̸= 0 (which is the most cases), then W∗ may

not be a stationary point of PANN, because from 7 we can
get:

∂ỹ

∂z
=

∂y+
∂z

+
∂ϵ

∂z
(8)

By combining Equation 6 and 8, we get:

∂L̃

W∗
j

=
∂L

∂y

∂ϵ

∂z

∂z

W∗
j

(9)

As long as ∂y+

∂z + ∂ϵ
∂z ̸= 0, we have ∂L̃

W∗
j
̸= 0, which

means W ∗ is not the stationary point of PANN. The loss is
not a minimum and is not sufficiently stable.

Differently, for z > 0, we have ∂y
∂z = 1 in backbone

model. By combining Equation 6 we have:

∂L

∂y

∂z

W∗
j

= 0 (10)

For PANN, from Equation 7 we can get:

∂ỹ

∂z
=

∂y

∂z
+

∂ϵ

∂z
= 1 +

∂ϵ

∂z
(11)

Because ReLU is differentiable for positive inputs, when
the approximation error is small enough, the neural network
can be seen as linear and ∂L

∂y
∂z
W∗

j
remains unchanged. By

combining Equation 6 and 11, we have:

∂L̃

∂Wj
= (1 +

∂ϵ

∂z
)
∂L

∂y

∂y

∂z

∂z

W∗
j

= 0 (12)

That means the backbone model and PANN share the same
stationary point when errors are added to positive inputs
(zj > 0) of ReLU, which reduces the effect of approxi-
mation errors. Besides, even if the weight was driven away
from W ∗ during the training, an item −∂L(W,x1)

∂W in weight
updating will fix the stationary point towards W ∗.

When weight decay is involved, it has been proved that
weight decay can lead to large gradient norms [12]. It may
lead to the following problems: (1) Increase the norm of
z, thus increasing the amplitude of some noise proportional



to the ||z||; (2) Increase ∂L
∂z+

when z < 0. Because the
stationary points ∂L

∂z−
= 0 always hold, ∂L

∂z+
may be trained

towards away from the stationary point. Weight decay will
accelerate this process (by destroying patterns established
before z is negative).

3. Related Works and Background

3.1. Approximation Methods for Neural Networks

Replacing non-polynomial functions with polynomials
has become a desirable tool for applying cryptography to
neural networks. Early studies often adopt simple (low-
degree) polynomials in approximation. For example, Cryp-
toNets and HCNN utilized the square function to replace
activation functions [4], [7]. CryptoDL used degree 2 and
degree 3 polynomials to approximate the ReLU function
[13], while Faster Cryptonets leveraged minimax approxi-
mation with degree two [14]. nGraph-HE and Delphi adopt
quadratic approximations to approximate activation func-
tions [1], [8]. These methods can handle only simple model
(i.e. less than 10 layers) and tasks (i.e. classification on
MINIST) because the non-negligible errors accumulated
throughout layers can seriously affect the model outputs.

To address this, further studies proposed highly precise
approximation to reduce the approximation error and can
achieve the same accuracy as the backbone model [5], [15].
A common method for these precise approximations is Min-
imax approximation [9], [10], [16], which combines many
small-degree polynomials for approximation to reduce the
computation cost. However, the reduced computational over-
head of precise approximation is still unbearable. Increasing
PANNs’ accuracy while reducing overheads remains an
important issue.

3.2. Fine-tuning-based Solutions

When seeking to improve the performance of PANN,
many studies fine-tune (or train) models directly on PANN.
Earlier studies such as CryptoNets and Faster Cryptonets
directly train models on neural networks with low-degree
polynomials activation functions [4], [14]. The models ob-
tained are essentially new models with a customized design
for PANN (both in terms of structure and parameters) rather
than being approximations of commonly used models. The
limitations of simple polynomials activation and the cus-
tomized structure make these models hard to tackle complex
tasks. To better suit practical applications, recent studies
tend to input pre-trained models as a starting point and then
fine-tune them on PANN. For example, SNL and AutoReP
fine-tune models after replacing a partial of ReLU functions
with polynomials with one or two degree [2], [17]. AutoFHE
fine-tunes models on precise PANN to achieve better per-
formance and lighten the requirements for precision [11].
Another study fine-tuning models after carefully adjusting
the model structure for low-degree polynomial approxima-
tions has also obtained a high accuracy [3].

Despite its efficiency in improving PANN accuracy,
several issues are involved. Firstly, polynomials are not
appropriate for training when used as activation functions.
The derivative of these polynomials is unbounded, which
can lead to unstable values during gradient descent and get
unexpected results (i.e. the parameter instability issues in
AutoReP [2]). Secondly, a fine-tuned model is customized
for the weights and polynomials it’s trained on. The model
must be retrained whenever you want to adjust the PANN’s
approximation precision and overhead (discussed in Section
4.2), which will result in additional training costs. Thirdly,
generic model structures and activation functions are usu-
ally well-validated. Designing extra network structures for
PANN results in higher design and test costs and is unde-
sirable for other applications. Therefore, our study prefers
to solve PANN’s accuracy reduction problems on generic
model structures crossing different approximation methods
and precision requirements without fine-tuning.

3.3. ReLU Replacement Schemes

Reducing the number of activation functions in PANN
can significantly reduce computation costs since they are
the main part requiring approximation and cryptographic
operations. SNL first achieves this by designing a parametric
ReLU (PReLU) and applying a loss function to gradu-
ally adjust ReLU functions to linear functions [17]. This
method can reduce the ReLU number in a ResNet-18 model
from 491.52K to 49.9K while maintaining 73.75% accu-
racy (baseline 77.8% on CIFAR-100). AutoRep improves
the method by introducing parameterized discrete indicator
function, hysteresis loop update function, and distribution-
aware polynomial approximation [2], which improves the
accuracy to 75.48%.

Though ReLU replacement can significantly reduce the
computational overhead of PANN, two factors reduce the
accuracy of obtained PANNs in this process. First, the
structure of the pre-trained model is different from PANN.
However, the pre-training parameters are not resistant to
perturbations caused by structural changes. Although this
effect can by reduced by fine-tuning, there is still much
room for improvement. Second, the activation functions
during backpropagation and the activation functions in the
final obtained models are also different. This further reduces
PANN’s accuracy.

Actually, the two factors point to the same problem
that the model is not resistant to approximation errors (we
say “poor sturdiness”). While our solutions, which increase
model sturdiness based on general structures, can serve as a
supplementary to ReLU replacement schemes. By taking our
models as pre-trained and teacher models, the performance
of SNL and AutoRep with different ReLU counts can all be
further improved.

3.4. ReLU Protocol based on Truncation

Bicoptor [18] first proposed an efficient three-party com-
putation (3PC) protocol for ReLU based on truncation and



Bicopter2.0 [19] further improved it. For a fix-point input x
with lx bit length, the protocol will right-shift the comple-
ment code of x for lx times with truncation and get lx shares.
By securely checking if zero appears in these shares, the
protocol will determine the sign of x (i.e., x = 0b00001010
right shift 4 bit will get 0) and enable the computing of
ReLU(x). Since this process involves transferring lx trun-
cation results, the communication cost will increase with lx
((+2)l bit for Bicoptor, (lx + 1)(lx + 1) for Bicoptor2.0).

This means choosing a suitable (small) lx in ReLu pro-
tocol can effectively reduce the communication overhead at
the cost of computation precision. We considered this error
also a kind of approximation error. Though it’s different
from polynomial approximation, the effects is still in line
with the results of our analyses and can apply our solutions.

3.5. Deep Learning with Differential Privacy

Differential privacy (DP) protects the privacy of indi-
vidual tuples in a database [20], [21], [22], [23]. It ensures
that attackers cannot infer the membership of any tuple
from the released data while the statistical properties are
preserved for usage. By applying DP in machine learning,
models can be trained without exposing sensitive informa-
tion [24], [25], [26], [27]. DP-based machine learning does
not require time-consuming cryptographic computation and
thus is highly practical. However, several serious issues are
involved. Firstly, the statistics information of the dataset is
also valuable. Especially when the data collection is costly,
data owners may be reluctant to disclose any information.
Secondly, DP cannot absolutely protect user privacy. At-
tackers can still get information about some users, though
with a low probability. Thirdly, DP aims to hide data in a
database, which should contain a large amount of data. This
requirement cannot be satisfied in scenarios like privacy-
preserving inference.

While cryptographic methods can protect the informa-
tion of all inputs (both statistical information and individual
tuples) and have no requirements for the dataset. In more de-
tail, cryptographic schemes can ensure that every ciphertext
in the computation process does not reveal the plaintext in-
formation if the attacker doesn’t have the key. Cryptographic
techniques such as FHE and MPC can compute the data in
the ciphertext format, and the result is generated and stored
in ciphertext, which can only be revealed after decryption.

3.6. Side-effects of Weight Decay

Weight decay is a powerful regularization technique that
has been very widely used in training deep neural networks.
It can improve model generalization and accuracy [28].
However, recent studies have shown that this benefit comes
with side effects [12], [29]. Weight decay has been proved
to increase bad minima when applied in training neural
networks [29]. Further study has proved that weight decay
can lead to large gradient norms at the final phase of
training, which often indicates bad convergence and poor
generalization [12]. This large gradient norm problem is

significant in the presence of scheduled or adaptive learning
rates and has been recognized as harmful to neural networks.
In our study, we have also confirmed that weight decay
reduces the sturdiness of the model, which to some extent,
supports these arguments.

4. Preliminary

4.1. Notation

We denote a neural network as F, benign inputs and
label as (x, y). we use ·̃ (i.e., ỹ) to represent the values in
PANN (with approximation errors). We use Wi to denote the
i-th row vector of a matrix W . A small value is represented
by ϵ. The error bound for approximation is 2−β determined
by β. The approximation of sgn and ReLU are denoted by
Appsgn and AppReLU respectively.

4.2. Polynomial Approximation of Neural Net-
works

Polynomial Approximation of Neural Networks (PANN)
is the neural network replacing all (or part of) non-
polynomial functions with polynomial approximations.
Common approaches for approximation in PANNs include
low-degree polynomials, Taylor polynomials, Minimax ap-
proximation, etc. Among these methods, low-degree poly-
nomial is the fastest but yields low accuracy, thus generally
requires customized model structures and fine-tuning models
directly on PANN. In contrast, Minimax approximation with
high-degree polynomials is slow but can yield negligible
approximation errors, which can achieve PANN with the
same accuracy as backbones.

In this paper, we refers to p(z) as a polynomial approx-
imation of a function g(z). The approximation error of this
approximation is defined as:

ϵg(z) = p(z)− g(z) (13)

4.2.1. Simple approximation with low-degree polynomi-
als. Since training directly on PANN with simple poly-
nomials [4], [14] is not an approximation of the existing
model structure and parameters (discussed in Section 3.1)
and PANNs replacing all nonlinear functions are usually
targeting on high-degree polynomials or precise approx-
imation [3], [11]. We only introduce ReLU replacement
schemes which replace a partial of non-polynomial func-
tions [2], [17].

ReLU replacement aims at replacing a partial of ReLU
activation functions with polynomial functions such as
p(z) = z [17] and p(z) = 0.14z2 + 0.5z + 0.28 [2]. Given
a pre-trained model, this process can be achieved by the
following three steps: (1) Replace all activation functions
(ReLU) g(z) in it with:

σ(z) = c · g(z) + (1− c) · p(z) (14)

(2) Train the model to reduce the value of |c| by designing
a proper loss function, while fine-tuning the pre-trained



weights to suit the new activation functions; (3) Binarize
c depending on if the value c satisfies some conditions
(e.g.: if c is smaller than a threshold value), and get the
final activation function equal to g(z) or p(z); (4) Freeze
c and fine-tune the model based on the obtained activation
functions.

ReLU replacement schemes will repeat the above steps
until the ReLU counts are reduced to a certain number.
This process results in two problems. First, the pre-trained
model parameters were designed for the original structure
using ReLU functions, and it was never intended to use
polynomials from the beginning. Even with fine-tuning, it
is difficult to achieve the same accuracy as the baseline
(especially when the number of ReLUs is very small).

Second, the model weights are fine-tuned for the func-
tion g′(z) = c · g(z) + (1 − c) · p(z), while the activation
function in the final result is g(z) or p(z). This introduces
an approximation error:

ϵg(z) =

{
(1− c) · g(z)− (1− c) · p(z), σ(z) = g(z)

− c · g(z) + c · p(z), σ(z) = p(z)
(15)

These two factors together result in the accuracy reduction
in the obtained PANN, and they both indicate the same
issue: the model is not sufficiently resistant to approximation
errors, which we call poor “sturdiness”.

4.2.2. Precise approximation with Minimax approxima-
tion. In Minimax approximation, p(z) is composed by small
degree polynomials: p = pk ◦ pk−1 ◦ · · · ◦ p1. The degree
and parameters of small-degree polynomials are chosen
according to approximation precision. The approximation
precision is usually determined by a parameter β, which
means that the absolute value of approximation error ϵg(z)
is bounded by 2−β : |ϵg(z)| < 2−β . An β-close polynomial
approximation of a function g(z) satisfies:

|p(z)− g(z)| ≤ 2−β (16)

Figure 3. Approximation errors for the Minimax approximation of sgn(z)
on [−1,−ϵ] with precision 2−10 (left) and 2−14 (right)

When used in cryptographic schemes, parameter β (or
the corresponding ) is an important indicator of computation
cost. Because a large β (high precision) requires a p(z) with
a large degree, which involves a large amount of multipli-
cation in cryptography computation. This phenomenon is
extremely significant in HE-based schemes since successive
multiplications require bootstrapping (decryption and re-
encryption in ciphertext), which is the most expensive part

in HE. Therefore, reducing the effects of approximation
errors and thus allowing for low precision (or degree) is
an important topic.

For most PANN schemes, activation functions, espe-
cially the ReLU function, are the main part requiring ap-
proximation and naturally are the main cause of approx-
imation errors. Since the ReLU function itself is hard to
approximate in Minimax directly, it’s typically approximated
by the sgn function using the formula:

AppReLU(z) =
z + zAppsgn(z)

2
(17)

Define the error for approximating the function sgn(z)
as:

ϵsgn(z) = Appsgn(z)− sgn(z) (18)

Then the approximation error for ReLU approximation is:

ϵrelu(z) =
ϵsgn(z)z

2
(19)

If the Appsgn satisfies β-close that |ϵsgn| < 2−β , we
can get:

|ϵrelu(z)| < 2−β |z| (20)

Equation 20 illustrates that the magnitude of approximation
errors is proportional to the magnitude of z (the input to
ReLU).

4.3. Mixup

Mixup is the method that introduces interpolated sam-
ples to the training set [30], which was proved to help
model robustness and generalization [31]. For parameter λ
and samples (x, y) and (x′, y′) randomly selected from the
training set, the interpolated sample is:

x̃ = λx+ (1− λ)x′, ỹ = λy + (1− λ)y′ (21)

5. Improving low-precision PANN’s accuracy

This section introduces our methods for improving the
“sturdiness” of neural networks and thus improving low-
precision PANN’s accuracy.

5.1. Negative Inputs Leakage Method

We propose a solution to enhance “sturdiness” based
on Theorem 2.1 that approximation errors on the negative
inputs of ReLU increase more loss than those on positive
inputs. Intuitively, because some gradients stop updating due
to negative inputs to ReLU having zero derivative, we can
leak the information of ReLU’s negative inputs to the next
layer and can guide the training to approach the stationary
point of PANN, thus increasing the sturdiness.

Formally, for a neural network with layered architec-
tures, the input layer is numbered 0, the output layer is
numbered H , and the hidden layers hl are numbered 1,
. . . , H − 1. We denote zl as the input at layer l before



TABLE 2. ACCURACY OF PANN ON RESNET-20, SHUFFLENETV2, DLA-34, MOBILENETV2 TRAINED WITH WEIGHT DECAY (WD) 0, 1E-4 AND 5E-4.
WE GIVE TOP-1 ACCURACY OF THE BACKBONE (BASELINE) AND PANN WITH PRECISION 2−β (2−8 AND 2−9). TRAINING METHODS INCLUDE

VANILLA, MIXUP, AND ROBUSTNESS-BASED SOLUTION NGNV. THE RESULTS WITH THE HIGHEST ACCURACY FOR EACH MODEL AND
APPROXIMATION PRECISION ARE BOLDED.

Vanilla Mixup NGNV Mixup+NGNV

β
wd 0 1e-4 5e-4 0 1e-4 5e-4 0 1e-4 5e-4 0 1e-4 5e-4

ResNet-20
8 86.84 65.70 12.07 87.91 76.95 11.77 87.77 75.33 11.41 88.79 78.82 12.53
9 89.60 89.69 58.81 90.52 89.67 43.23 90.61 90.43 73.82 91.02 90.48 47.67

Baseline 90.39 91.57 92.14 91.30 91.60 92.17 91.10 91.70 92.49 91.49 91.59 92.16

Shufflenetv2
8 16.11 12.25 11.94 11.26 12.35 13.23 84.44 20.96 10.09 72.54 31.62 13.20
9 58.60 32.22 32.08 36.35 24.29 25.41 87.65 85.36 23.15 84.10 81.57 28.02

Baseline 88.54 90.22 88.60 89.08 90.19 87.62 88.66 90.69 89.60 89.10 90.54 88.32

DLA-34
8 91.69 69.02 12.78 90.45 58.01 13.23 92.10 50.94 13.58 93.07 52.80 13.45
9 92.28 88.79 45.67 93.52 87.00 36.80 93.64 91.94 38.73 94.82 91.92 26.46

Baseline 93.43 94.38 95.10 94.96 95.12 95.41 93.85 94.92 95.21 95.09 95.62 95.58

Mobilenetv2
8 31.44 11.98 10.78 15.79 14.05 10.64 77.04 20.67 11.64 91.40 13.89 10.34
9 58.51 26.74 15.41 12.07 50.69 14.07 82.77 82.41 13.67 92.80 68.11 12.17

Baseline 92.69 93.49 91.45 93.60 93.74 90.50 92.97 93.58 91.84 93.68 94.03 91.58

the activation function and zH is the output of the neural
network, xl as the vector after application of the activation
function (to zl−1) and x0 = x is the neural network input.
For normal models, zl = hl(xl) and xl+1 = ReLU(zl). For
our method, we use F(x) to represent the F(x) replacing all
xl+1 with xl+1 = zl +ϵin,l, use β′ to represent the amplifi-
cation due to the multiplication of errors with intermediate
values. We are looking for a neural network that satisfies
the following:

inf
θ
EP[L(F(x), y)], ∀||ϵin,l|| < 2−β+β′

(22)

When trying to implement this method, there are two
considerations. First, approximation errors affect every in-
put to ReLU. Second, approximation errors are generated
in almost every layer. The wide-range perturbations after
accumulated and amplified result in a much larger noise
amplitude, which will affect the training and reduce the
accuracy of the backbone model (baseline), which can limit
the upper bound of PANN accuracy.

Therefore, we consider restricting perturbations only
to specific positions by taking into account two specific
properties. First, as implied in Theorem 2.1, approximation
errors on ReLU’s negative inputs are more harmful. Second,
approximation errors are usually the polynomial of ReLU
inputs z such that the error amplitude is proportional to
the amplitude of z. The two properties suggest that adding
perturbations to negative values with large magnitudes is
the most effective and has minimal effect on the backbone
model’s performance.

With the reasons above, we design a noise generator
for negative values with large magnitude (NGNV) in
activation function inputs during the training phase. For the
smallest r (e.g.: 0.3) percent negative values in the ReLU
inputs (the negative value with the largest magnitudes), we
generate Gaussian noise ϵgau to simulate ϵsgn and multiply
with these values. The products are then multiplied by a
parameter λ (e.g.: 0.05) and added to ReLU inputs. In
other words, for a ReLU input z, we generate intra-model

perturbations δint as:

δint = λϵgauz, ϵgau ← N (0, 1) (23)

Considering that the approximation error ϵrelu has
boundaries. We can extract signs from ϵg and simulate the
worst case by setting a fixed λ. The process is:

δint = λ sgn(ϵgau)z, ϵgau ← N (0, 1) (24)

5.2. Reduced Use of Weight Regularization

As discussed in Theorem 2.2, weight regularization in-
creases PANNs’ test loss and reduces accuracy as training
processes. One potential solution is to use minimal weight
regularization combined with early stopping. However, it
will lead to poor generalization, which can reduce the ac-
curacy of backbone models (baseline) and ultimately limit
PANN’s accuracy by decreasing its upper bound.

To address this, we choose Mixup as a remedy method.
Mixup [30] introduces globally linear behavior in-between
data manifolds. It can reduce unexpected behavior of neural
networks and enhance generalization and robustness by ex-
panding the input set. Our experiments show that Mixup
can somewhat compensate for the reduced accuracy due
to poor regularization. The test results based on minimal
regularization and Mixup are presented in Section 5.2, which
shows good performance on some model structures and
precision. However, it is important to note that this approach
is only effective when regularization is not crucial. For
deeper models, the problem of low backbone accuracy under
poor regularization is still challenging. Besides, Mixup may
decrease PANN’s accuracy for certain models, such as Shuf-
flenetv2. Thus, we regard use of low weight regularization
and Mixup as a trade-off.

6. Experiments

We conduct experiments to demonstrate the effectiveness
of our solutions in improving sturdiness and the performance
of PANN. The main results are shown in this section and
additional experiment results can be found in Appendix A.



6.1. Test on Normal Structure without Fine-tuning

TABLE 3. ACCURACY OF PANN WITH ERROR BOUND 2−β , AND THE
BACKBONE (BASELINE) ON CIFAR-100 (RESNET-32) AND

TINYIMAGENET (RESNET-18).

Vanilla Mixup Mixup+NGNV

β
wd 0 1e-4 0 1e-4 0 1e-4

C100
8 39.52 3.85 59.71 8.87 63.49 29.10
9 61.08 44.73 66.35 55.61 67.67 63.50

Baseline 65.08 68.88 67.92 70.96 68.85 70.32

Tiny-
Imagenet

8 18.34 0.73 20.80 0.52 43.85 1.88
9 42.86 4.54 45.05 0.85 55.60 23.41

Baseline 56.62 59.62 58.78 62.01 59.42 61.30

Evaluation Setup: We conduct tests on PANN with
ResNet [32], DLA [33], MobilenetV2 [34], and Shuf-
flenetV2 [35] models for classification tasks on CIFAR-
10. We also test ResNet on CIFAR-100 and Tiny Imagenet
dataset [36], [37]. Training on CIFAR dataset takes 200
epochs, and on Tiny Imagenet takes 150 epochs. All learning
rates begin with 0.1, and were multiplied by 0.1 on epochs
100 and 150 on CIFAR dataset, multiplied by 0.1 on epochs
50 and 100 on Tiny Imagenet. The momentum is 0.9. We
test weight decay on 0, 0.0001, and 0.0005. Note that
the ResNet-18 models removed the Maxpool layer to suit
small images. λ for Mixup are selected from distribution
Beta(0.5, 0.5). The approximation intervals are [−50, 50]
for CIFAR and [−100, 100] for Tiny Imagenet, except the
case values exceed the approximation interval. The average
accuracy of the backbone models and PANN with precision
2−8 and 2−9 on CIFAR-10 dataset are presented in Table 2.
The experiments on CIFAR-100 (C100) and Tiny Imagenet
are shown in Table 3. The highest accuracy for each model
and approximation precision are highlighted in bold.

Effects of Weight Regularization: From Table 2 and
Table 3, we observe that weight regularization can severely
destroy the model’s resistance to approximation errors in
various models and precisions. For example, PANN on
models trained with weight decay 0 outperforms those with
weight decay 5e-4 in nearly all vanilla models, suggesting
minimal weight decay. Note that this discipline doesn’t
always hold. Poor regularization caused by no regularization
can limit backbone models’ accuracy, thus reducing PANN’s
accuracy by limiting the upper bound. For example, ResNet-
20 models with weight decay 1e-4 can outperform those
with zero weight decay in precision 2−9.

Evaluation of Minimal Regularization with Mixup:
Table 2 and Table 3 shows that Mixup can effectively
compensate for the lack of generalization and reduced back-
bone accuracy caused by poor regularization. Therefore,
models can benefit from strong resistance to approximation
errors which come with minimal weight regularization. This
method can improve PANN performance in many cases. For
example, Mixup can outperform vanilla models on precision
2−9 with zero weight decay in ResNet-20 and DLA-34.
However, this advantage may not always hold. In some
cases, Mixup might be harmful to PANN (e.g.: DLA-34,
weight decay 0, precision 2−8).

Evaluation of Negative Inputs Leakage Solution:
Table 2 and Table 3 prove that NGNV (or NGNV with
Mixup), can achieve the best accuracy in all precisions
(bolded). It can also improve PANN accuracy significantly
in almost all cases, even if the weight decay is large. For
instance, on Shufflenetv2 and Mobilenetv2, our models can
improve PANN accuracy by up to 60% on weight decay 0
and precision 2−8, by over 40% on weight decay 1e-4 and
precision 2−9.

Cross-work comparison: Table 4 and 5 provide a cross-
work comparison for different schemes. Note that due to
the large amount of fine-tuning and structural adjustment
involved in the different schemes, it’s difficult to assess the
magnitude of errors in them. So we only present the highest
accuracy obtained. And in this experiment, our scheme
uses the same approximation precision as MPCNN [5].
The results indicate that though our models are trained
on the original backbone structure without fine-tuning with
approximation functions, they can achieve nearly the same
accuracy as the baseline when loaded in PANN. In contrast,
model modification and fine-tuning are necessary for other
high-accuracy schemes (e.g., reducing the number of layers
containing activation functions). 2

TABLE 4. BEST ACCURACY OF PANN ON CIFAR-10 DATASET.
“FINE-TUNED” MEANS IF THE MODEL IS FINE-TUNED ON THE PANN.
“SELF-DEFINED” MEANS THE MODEL STRUCTURE IS DESIGNED FOR

PANN SPECIFICALLY AND CANNOT BE IDENTIFIED AS COMMON-USED
STRUCTURES.

Model Schemes Fine-tuned Accuracy Baseline

ResNet20
AutoFHE [11] Yes 92.66 92.89
MPCNN [5] No 91.39 91.52
Ours No 92.05 92.02

ResNet56
AutoFHE [11] Yes 93.27 93.49
MPCNN [5] No 93.12 93.26
Ours No 93.77 93.81

ResNet56-Modified LSPCNN [3] Yes 93.27 97.80

Self-defined HCNN [7] 77.55
nGraph-HE [8] 62.10

TABLE 5. BEST ACCURACY OF PANN ON CIFAR-100 DATASET

Model Schemes Fine-tuned Accuracy Baseline

ResNet32
AutoFHE [11] Yes 70.81 71.34
MPCNN [5] No 69.50 69.43
Ours No 70.72 70.96

In a word, by combining these methods, models can
exhibit strong “sturdiness” to approximation errors. We can
significantly improve low-precision PANN’s accuracy and
thus reduce the time cost. Table 1 illustrates some time costs
for PANN with different precision on different models. Pre-
vious schemes require at least 2−12 precision to achieve sat-
isfactory accuracy, but our method only needs 2−9 (Kindly
refer to the appendix for the selection of parameters). The
time required for PANN with our models to achieve the
state-of-the-art [5], [15] accuracy is given in Figure 4. Our

2. Note that our method has the potential to be integrated with these
fine-tuning schemes and enhance their performance, but due to the limited
open-source material available in this specific area, we have only conducted
tests using a subset of the available schemes.
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Figure 4. Time cost for PANN with our models and the non-fine-tuning
SOTA [5], [15] (to achieve the SOTA accuracy on CIFAR-10).

solution can reduce the PANN time cost by 40% to 60%
compared to models provided by these schemes. This im-
provement makes it easier to design cryptographic schemes
for various scenarios.

6.2. Test on ReLU Replacement Schemes

Our method is based on standard structures without fine-
tuning (mentioned in Section 1.1), which ensures our model
can benefits other schemes by improving sturdiness. For
instance, our models can serve as pre-trained and teacher
models (for distillation) to enhance the accuracy of ReLU
Replacement schemes SNL [17] and AutoReP [2].

TABLE 6. THE ACCURACY (%) OF SNL, AUTOREP, AND THE TWO
SCHEMES WITH OUR PRE-TRAINED MODEL. (CIFAR-100, RESNET-18,

BASELINE: 77.9% FOR OURS, 77.8% FOR SNL AND AUTOREP)

ReLUs(K) Accuracy(%)

Sphynx [17] 51.2 69.57
25.6 66.13

DeepReduce [38] 49.2 69.5
12.3 64.97

SNL [17]
49.9 73.75
24.9 70.05
15.0 67.17

SNL+Ours
49.9 74.46
24.9 71.18
15.0 68.62

AutoReP [2]
50.0 75.48
12.9 74.92
6.0 73.79

AutoReP+Ours
50.0 78.27
12.9 77.91
6.0 77.81

Table 6 presents the performance of AutoReP and SNL
with (or without) our pre-trained ResNet-18 model on
CIFAR-100 dataset. We also give the accuracy of Sph-
ynx [17], DeepReduce [38] for comparison. Our models are
trained on the backbone structure with weight decay 1e-4

for 200 epochs. Learning rates begin with 0.1, multiplied
by 0.1 on epochs 100 and 150. The table shows that our
models can enhance both the accuracy of both SNL and
AutoRep. For example, we can improve the accuracy of
AutoRep with 50K, 12.9K, and 6K ReLUs to near the upper
bound (baseline).

TABLE 7. THE ACCURACY (%) OF RELU REPLACEMENT SCHEMES
SNL, AUTOREP WITH MODELS PRE-TRAINED AND FINE-TUNED WITH

DIFFERENT WEIGHT DECAY (WD) (CIFAR-100, RESNET-18)

wd 0 1e-4 5e-4 ReLUs(K)

SNL 70.6 73.3 70.38 49.90
68.48 71.17 68.33 24.90

AutoRep 72.95 73.44 75.27 50.00
69.43 73.32 73.97 12.90

baseline 71.81 74.5 77.66

We also give the accuracy of SNL and AutoReP with
models pre-trained and fine-tuned with different weight
decay in Table 7. It shows that approximations with 1-
degree (in SNL) and 2-degree (in AutoRep) polynomials
also comply with Theorem 2.2, demonstrating that weight
decay enlarges the loss increment due to approximation
errors. Note that this improvement is achieved without using
our training methods in fine-tuning, which means it can be
further improved.

6.3. Test on Fixed-Point Truncation-based ReLU

TABLE 8. THE ACCURACY (%) OF FIX-POINT TRUNCATION-BASED
RELU COMPUTATION (CIFAR-100, RESNET-18)

Vanilla Ours
wd 1e-4 5e-4 1e-4 5e-4

baseline 74.80 77.82 78.63 78.85
lx=6 74.39 73.09 78.33 75.98
lx=8 74.64 76.58 78.38 78.22
lx=10 74.74 77.57 78.38 78.71
lx=12 74.77 77.68 78.57 78.83
lx=14 74.77 77.80 78.64 78.88
lx=16 74.80 77.80 78.65 78.84

The fixed-point bits (lx) of ReLU’s inputs are positively
correlated with communication overhead in certain MPC
schemes due to bit-wise operations such as truncation. By
choosing a small lx, MPC can significantly reduce com-
munication costs at the expense of accuracy. Our scheme’s
increasing model sturdiness can effectively mitigate the
accuracy reduction resulting from a small lx.

Table 8 shows the accuracy on models with different
ReLU inputs bits. The model training uses the same setting
as Section 6.2. And we apply the computation methods
in [18]. We set the first half of the bits in lx represent
integers and the second half represent decimals.

The table shows that this case still experiencing external
losses due to weight decay. Though the large weight de-
cay outperforms the small weight decay in some precision
because of the baseline difference, the reduced accuracy



in weight decay 1e-4 is still smaller than that in 5e-4.
Furthermore, by applying our methods in training backbone,
models can achieve the desired accuracy at much lower
precision, ultimately reducing communication overhead.

7. Conclusions

We uncovered crucial insights into the nature of “stur-
diness”, a notion we introduced as a network’s resistance to
approximation errors. We proposed the theorems regarding
how approximation errors increase the test loss on PANN
and give constraints on the relevant boundaries.

Based on these theorems, we have explored the factors
that will affect the model “sturdiness” and drawn two inter-
esting conclusions. First, we found that approximations on
ReLU’s negative inputs result in more testing loss compared
to approximations on positive inputs, based on which we
developed NGNV solution that can enhance “sturdiness”
with minimal effect on the backbone model’s performance
Second, we discovered that weight regularization negatively
affects “sturdiness”, suggesting applying minimal weight
regularization and exploring alternative generalization strate-
gies. By combining the methods above, we can significantly
improve low-precision PANN’s accuracy, thus reducing time
costs.

We believe this work represents an important step for
advancements in PANNs. Our findings will encourage con-
tinued research, which we believe will lead to more efficient
and effective PPML.

Beyond these contributions, we also leave some open
questions for subsequent research. Firstly, our theorems only
target small errors (near zero). Due to the complex accumu-
lation and amplification of noise in the neural networks,
approximation errors in some precision (i.e., ϵ ≤ 2−8) will
lead to results inconsistent with our theorem. Finding a more
general mathematical model to address this issue and help
with analysis is important. Secondly, similar to AT [39],
[40], NGNV suffers from a form of “overfitting”. A model
may perform better beyond some precision but have worse
accuracy on lower precision (i.e. models trained with small
noise may perform poorly on approximation with extremely
large errors). How to make models perform well in every
accuracy still needs further research.

Overall, this research has opened up a new field and
made a great contribution to PPML by providing powerful
tools and new directions for the future development of
PPML.
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Appendix A.
Additional Experiment Results

TABLE 9. ACCURACY OF PANN ON CIFAR-10 DATASET (RESNET-20, SHUFFLENETV2, DLA-34, MOBILENETV2) TRAINED WITH WEIGHT DECAY
(WD) 0, 1E-4 AND 5E-4. WE GIVE TOP-1 ACCURACY OF THE BACKBONE (BB) AND PANN WITH PRECISION 2−β . TRAINING METHODS INCLUDE

VANILLA, MIXUP, AND ROBUSTNESS-BASED SOLUTION NGNV. THE RESULTS WITH THE HIGHEST ACCURACY FOR EACH MODEL AND
APPROXIMATION PRECISION ARE BOLDED.

Vanilla Mixup NGNV Mixup+NGNV

β
wd 0 1e-4 5e-4 0 1e-4 5e-4 0 1e-4 5e-4 0 1e-4 5e-4

ResNet-20

8 86.84 65.70 12.07 87.91 76.95 11.77 87.77 75.33 11.41 88.79 78.82 12.53
9 89.60 89.69 58.81 90.52 89.67 43.23 90.61 90.43 73.82 91.02 90.48 47.67

10 90.21 91.24 88.62 91.12 91.18 87.66 91.05 91.47 90.70 91.37 91.39 89.31
11 90.33 91.42 91.21 91.24 91.50 91.37 91.07 91.63 92.09 91.46 91.55 91.54
12 90.36 91.52 91.92 91.28 91.56 91.96 91.07 91.66 92.40 91.49 91.59 92.08
bb 90.39 91.56 92.14 91.30 91.60 92.17 91.10 91.69 92.49 91.49 91.59 92.16

Shufflenetv2

8 16.11 12.25 11.94 11.26 12.35 13.23 84.44 20.96 10.09 72.54 31.62 13.20
9 58.60 32.22 32.08 36.35 24.29 25.41 87.65 85.36 23.15 84.10 81.57 28.02

10 87.39 83.91 84.96 70.22 73.34 74.15 88.32 90.03 86.67 87.42 89.30 83.67
11 88.30 89.51 87.24 85.55 89.32 86.26 88.58 90.36 88.64 88.56 89.96 87.77
12 88.48 90.07 88.13 88.99 89.95 86.70 88.64 90.61 89.20 89.03 90.34 87.74
bb 88.54 90.22 88.60 89.08 90.19 87.62 88.66 90.69 89.60 89.10 90.54 88.32

DLA-34

8 91.69 69.02 12.78 90.45 58.01 13.23 92.10 50.94 13.58 93.07 52.80 13.45
9 92.28 88.79 45.67 93.52 87.00 36.80 93.64 91.94 38.73 94.82 91.92 26.46

10 93.38 93.06 88.53 94.34 93.49 85.44 93.85 94.30 89.04 95.07 95.00 88.62
11 93.40 94.10 92.73 94.96 94.94 92.57 93.85 94.80 94.08 95.08 95.44 94.00
12 93.43 94.35 94.45 94.96 95.08 94.71 93.85 94.92 94.85 95.08 95.56 95.15
bb 93.43 94.38 95.10 94.96 95.12 95.41 93.85 94.92 95.21 95.09 95.62 95.58

Mobilenetv2

8 31.44 11.98 10.78 15.79 14.05 10.64 77.04 20.67 11.64 91.40 13.89 10.34
9 58.51 26.74 15.41 12.07 50.69 14.07 82.77 82.41 13.67 92.80 68.11 12.17

10 92.35 76.02 82.85 92.38 85.67 76.35 92.73 91.93 85.29 93.40 92.39 74.33
11 92.64 92.33 89.54 93.42 92.44 88.77 92.98 93.05 90.43 93.61 93.52 90.54
12 92.68 93.47 90.90 93.56 93.49 90.03 92.99 93.48 91.42 93.67 93.95 91.31
bb 92.69 93.49 91.45 93.60 93.74 90.50 92.97 93.58 91.84 93.68 94.03 91.58

This section gives more results of the accuracy of PANN on models trained with different methods and weight decays.
The experiment results on CIFAR-10 dataset are shown in Table 9, on CIFAR-100 (C100) and TinyImagenet is shown in
Table 10. Note that PANN’s accuracy is very close to the backbone models for high precision like 2−11 and 2−12, which
reduce the advantage of small weight regularization.

TABLE 10. ACCURACY AND TIME COST OF PANN WITH PRECISION 2−β AND THE BACKBONE (BB) ON CIFAR-100 (RESNET-32) AND
TINYIMAGENET (RESNET-18). THE RESULTS WITH THE HIGHEST ACCURACY FOR EACH MODEL AND APPROXIMATION PRECISION ARE BOLDED.

Vanilla Mixup Mixup+NGNV Time Cost

βwd 0 1e-4 5e-4 0 1e-4 5e-4 0 1e-4 5e-4

C100

8 39.52 3.85 1.00 59.71 8.87 1.00 63.49 29.10 1.53 45.2s
9 61.08 44.73 1.67 66.35 55.61 6.24 67.67 63.50 22.28 54.8s
10 64.24 66.53 44.97 67.70 68.83 54.12 68.62 68.97 61.75 60.2s
11 65.00 68.40 64.61 67.88 70.42 67.45 68.77 70.05 67.21 97.8s
12 65.18 68.98 69.49 67.92 70.72 70.02 68.85 70.32 68.92 104.3s
bb 65.08 68.88 70.30 67.92 70.96 70.39 68.85 70.32 69.31 2.5s

Tiny-
Imagenet

8 18.34 0.73 0.56 20.80 0.52 0.53 43.85 1.88 0.61 324.5s
9 42.86 4.54 0.60 45.05 0.85 0.59 55.60 23.41 1.04 419.8s
10 54.03 32.15 4.38 56.47 15.89 0.89 58.97 51.87 19.69 406.9s
11 55.92 53.38 28.78 58.30 51.54 9.76 59.33 58.58 49.98 714.1s
12 56.48 58.65 56.28 56.41 60.83 53.04 59.36 60.78 59.80 952.5s
bb 56.62 59.62 62.17 58.78 62.01 63.47 59.42 61.30 61.77 24.7s

We also give parameters r and λ for our NGNV in Table 11 to help the reader reproduce our results.



TABLE 11. BEST PARAMETERS (r, λ) FOR NGNV ON DIFFERENT WEIGHT DECAY AND METHODS

NGNV Mixup+NGNV
wd 0 1e-4 5e-4 0 1e-4 5e-4

CIFAR-10

ResNet-20 (0.3,0.3) (0.1,0.3) (0.3,0.2) (0.5,0.1) (0.5,0.1) (0.5,0.05)
Shufflenetv2 (0.5,0.05) (0.1,0.3) (0.6,0.1) (0.5,0.1) (0.3,0.05) (0.5,0.1)
DLA-34 (0.1,0.3) (0.1,0.3) (0.5,0.05) (0.3,0.05) (0.3,0.3) (0.1,0.3)
Mobilenetv2 (0.5,0.1) (0.5,0.05) (0.5,0.05) (0.3,0.05) (0.5,0.1) (0.3,0.1)

CIFAR-100 ResNet-32 (0.1,0.3) (0.3,0.3) (0.1,0.3)
Tiny-Imagenet ResNet-18 (0.3,0.3) (0.1,0.3) (0.3,0.3)

The accuracy and time cost for models released by us and the state-of-the-art schemes on different precisions are
presented in Table 12. (Time cost for ResNet-20 has been given in Table 1.)

TABLE 12. COMPARATION OF PANN [5] WITH US MODELS AND THE STATE-OF-THE-ART NON-FINE-TUNE SCHEME (CLASSIFICATION ACCURACY
ON CIFAR-10)

β 8 9 10 11 12 bb
State-of-the-Art 31.79 87.57 90.52 91.22 91.43 91.51ResNet-20 Ours 90.49 91.74 91.88 92.03 92.05 92.02
State-of-the-Art 35.71 88.32 91.85 92.25 92.39 92.48
Ours 90.55 91.92 92.42 92.42 92.42 92.42ResNet-32
Time cost 45.49s 53.54s 60.81s 97.88s 105.33s 2.87s
State-of-the-Art 11.37 60.75 91.09 92.55 92.75 92.75
Ours 72.27 90.30 92.85 93.21 93.27 93.34ResNet-44
Time cost 56.68s 68.57s 86.43s 133.87 149.66s 2.90s
State-of-the-Art 11.05 42.54 90.12 92.75 93.12 93.26
Ours 60.54 89.50 93.30 93.63 93.77 93.81ResNet-56
Time cost 79.32s 93.98s 110.73s 173.72s 189.85s 3.42s
State-of-the-Art 10.73 17.72 71.27 92.01 93.22 93.49
Ours 49.90 84.65 93.68 94.04 94.16 94.16ResNet110
Time cost 148.25s 181.37s 215.87s 348.38s 362.27s 4.01s

Appendix B.
Proof of Theorem 2.1 and 2.2

We first give two commonly used Theorem and Lemma

Theorem B.1. [Mean Value Theorem for nondifferentiable functions.] Let h : R→ R be a convex function and let a < b.
Then there exists c ∈ (a, b) such that h(b)−h(a)

b−a ∈ ∂h(c).

Lemma B.2. Let h : R → R be a convex function and let z ∈ R. Then h has left derivative and right derivative at z.
Moreover,

sup
z<z

ϕz(z) = h
′

−(z) ≤ h
′

+(z) = inf
z>z

ϕz(z)

where ϕz(z) is defined as ϕz(z) =
h(z)−h(z)

z−z .

Lemma B.3 (Increased loss for z < 0). Let function h : R→ R be a convex function, and be differentiable in (−∞, 0) ∪
(0,∞). Let z ∈ R, h′

+(ReLU(z)) = 0 and z < 0, let ϵ ∈ R be a small value. There exist an ϵ ∈ (0, ϵ) satisfies:

0 ≤ ϵ · sup
z<ϵ

ϕϵ(z) ≤ ∆h(ReLU(z)) ≤ ϵ · inf
z>ϵ

ϕϵ(z) (25)

and
lim
ϵ→0

∆h(ReLU(z)) = ϵ · inf
z>0

ϕ0(z) (26)

where ∆h(ReLU(z)) = h(ReLU(z) + ϵ)− h(ReLU(z))

Proof. From h′(ReLU(z)) = 0 we can get h(ReLU(z) + ϵ) ≥ h(ReLU(z)). From B.1 we know there exist a ϵ ∈ (0, ϵ)
satisfies:

h(ReLU(z) + ϵ)− h(ReLU(z)) ∈ [ϵ · sup
z<ϵ

ϕϵ(z), ϵ · inf
z>ϵ

ϕ0(z)] (27)



From Theorem B.1, it’s easy to get that for z1 < z2 ∈ R, we have:

sup
z<z1

ϕz1(z) ≤ inf
z>z1

ϕz1(z) ≤ sup
z<z2

ϕz2(z) ≤ inf
z>z2

ϕz2(z) (28)

so we have:
0 ≤ inf

z>0
ϕ0(z) ≤ sup

z<ϵ
ϕϵ(z) ≤ inf

z>ϵ
ϕϵ(z) (29)

and:
lim
ϵ→0

sup
z<ϵ

ϕϵ(z) = lim
ϵ→0

inf
z>ϵ

ϕϵ(z) = inf
z>0

ϕ0(z) (30)

so we have:

h(ReLU(z) + ϵ)− h(ReLU(z)) ∈ [ inf
z>0

ϕ0(z), inf
z>0

ϕ0(z)] (31)

which can get: ∆h(ReLU(z)) = infz>0 ϕ0(z)
The proof is complete.

Lemma B.4 (Increased loss for z > 0). Let function h : R→ R be a convex function, and be differentiable in (−∞, 0) ∪
(0,∞). Let z ∈ R, h′(ReLU(z)) = 0 and z > 0, let ϵ ∈ R be a small value. We have:

lim
ϵ→0

∆h(ReLU(z)) = 0 (32)

where ∆h(ReLU(z)) = h(ReLU(z) + ϵ)− h(ReLU(z))

Theorem B.5. For two convex function h1 : R → R and h2 : R → R differentiable in (−∞, 0) ∪ (0,∞). Let z1 ∈ R and
z2 ∈ R and z1 < 0, z2 > 0, such that h′

1(z1) = h′
2(z2) = 0. Let ϵ ∈ R be a small value, we have:

lim
ϵ→0

∆h1 −∆h2 = ϵ · inf
z>0,h1

ϕ0(z) (33)

Lemma B.6. Let function h : R → R be a convex function, and be differentiable in (−∞, 0) ∪ (0,∞). Let z ∈ R and
h′(ReLU(z)) = 0, let ϵ ∈ R be a small value, we have:

ϵ · inf
z>z

ϕz(z) ≤ ∆h(ReLU(z)) (34)

where ∆f(ReLU(z)) = f(ReLU)(z+ϵ)− f(ReLU(z))

Proof. For z > 0, supz<z ϕz(z) = infz>z ϕz(z) = h′(z), so we have:

ϵ inf
z>z

ϕz(z) ≤ ∆h(ReLU(z)) (35)

For z < 0, from Equation 29, we have:

inf
z>z

ϕz(z) ≤ 0 ≤ inf
z>0

ϕ0(z) ≤ sup
z<ϵ

ϕϵ(z) ≤ inf
z>ϵ

ϕϵ(z) (36)

so we can also get:
ϵ inf
z>z

ϕz(z) ≤ ∆h(ReLU(z)) (37)

The proof is complete.

And from [12] we have the theorem:

Theorem B.7. For an L-smooth function L(W ), assume L is lower-bounded as L(W ) ≥ L⋆, L(W,X) is the loss over
one minibatch X , σ2 is the gradient noise variance, E[∇L(W,X)−∇L(W )] = 0, E[∥∇L(W,X)−∇L(W )∥2] ≤ δ2, and
∥∇L(W )∥ ≤ G for any W . If η ≤ C√

t+1
:

min
k=0,...,t

E[∥∇f(Wk)∥2] ≤
1√
t+ 1

[C1 + C2] , (38)

where

C1 =
L(W0) +

λ
2 ∥W0∥2 − L⋆

C
, (39)

C2 = C(L+ λ)((G+ sup(λ∥W∥))2 + σ2), (40)



Theorem B.8. Let function L : R→ R be a L-smooth function and h be a convex function with h′(ReLU(z)) = 0. Assume h
is differentiable in (−∞, 0)∪(0,∞). Let ϵ ∈ R be a small value. E[∇L(W, X)−∇L(W)] = 0, E[∥∇L(W, X)−∇L(W)∥2] ≤
σ2, ∥∇l(W)∥ ≤ G for any W, and η ≤ C√

t+1
. If the model is trained t′ +1 epochs after it has reached the stationary point

W∗ where L(W∗, X) = L⋆, the increased loss ∆L = h(ReLU(z + ϵ))− h(ReLU(z)) caused by error ϵ is bounded by:

||ϵ||2 · E[|| inf
z>z

ϕz(z)||2] ≤ E[||∆h||2] (41)

where
supE[|| infz>z ϕz(z)||2] ≤ ||h′

+,t(z)||2 +
t′(C1 + C2)

d
√
t+ t′ + 1

(42)

and:

C1 =
L(W0)− L⋆

C
(43)

C2 = C(L+ λ)((G+ sup(λ∥W∥))2 + σ2), (44)

Proof. From lemma B.6, we have:
ϵ inf
z>z

ϕz(z) ≤ ∆h(ReLU(z)) (45)

It’s easy to get

supE[|| inf
z>z

ϕz(z)||2] = ||h′
+,t(z)||2 +

1

d
E[

t+t′∑
i=t

||∇f(ReLU(z))||2] (46)

From theorem B.7 we have:

supE[
t+t′+1∑
i=t

||∇f(ReLU(z))||2] = min
k=0,...,t+t′+1

(t′ + 1)E[∥∇f(Wk)x∥2] ≤
(t′ + 1)C0√
t+ t′ + 1

(47)

such that we have:

supE[|| inf
z>z

ϕz(z)||2] = ||h′
+,t(z)||2 +

1

d
supE[

t+t′+1∑
i=t

||∇f(ReLU(z))||2] ≤ ||f ′
+,t(z)||2 +

(t′ + 1)C0

d
√
t+ t′ + 1

(48)

The proof is complete.

Appendix C.
Proof of theorem B.7

Here we borrow the proof from [12] for reader’s reference:

Lemma C.1 (Convergence of SGD, a specialized case of Theorem 1 in [41] with β = s = 0). Assume that L(θ) is an
L-smooth function3, L is lower bounded as L(θ) ≥ L⋆, E[∇L(θ,X) − ∇L(θ)] = 0, E[∥∇L(θ,X) − ∇L(θ)∥2] ≤ δ2,
∥∇L(θ)∥ ≤ G for any θ. Let SGD optimize L for t+ 1 iterations. If η ≤ C√

t+1
, we have

min
k=0,...,t

E[∥∇L(θk)∥2] ≤
C0√
t+ 1

, (49)

where C0 =
[
L(θ0)−L⋆

C + CL(G2 + σ2)
]
.

Proof. Given the conditions of L(θ) in Lemma C.1, we may obtain the resulted conditions of f(θ) = L(θ) + λ
2 ∥θ∥

2.
As L(θ) is an L-smooth function, we have

∥∇f(θa)−∇f(θb)∥ = ∥∇L(θa)−∇L(θb) + λ(θa − θb)∥ ≤ (L+ λ)∥θa − θb∥ (50)

holds for any θa and θb. It shows that f(θ) is an (L+ λ)-smooth function.
As L is lower bounded as L(θ) ≥ L⋆, we have

f⋆ ≥ L⋆. (51)

3. It means that ∥∇L(θa)−∇L(θb)∥ ≤ L∥θa − θb∥ holds for any θa and θb.



As E[∇L(θ,X)−∇L(θ)] = 0, we have

E[∇f(θ,X)−∇f(θ)] = E[∇L(θ,X)−∇L(θ)] = 0. (52)

As E[∥∇L(θ,X)−∇L(θ)∥2] ≤ δ2, we have

E[∥∇f(θ,X)−∇f(θ)∥2] = E[∥∇L(θ,X)−∇L(θ)∥2] ≤ δ2. (53)

As ∥∇L(θ)∥ ≤ G, we have

∥∇f(θ)∥ = ∥∇L(θ) + λθ∥ ≤ G+ λ∥θ∥max, (54)

where ∥θ∥max is the maximum L2 norm of any θ.
Introducing the derived conditions Eq. (12) - (16) for f into Lemma C.1, we may treat f as the objective optimized by

SGD. Then we have

min
k=0,...,t

E[∥∇f(θk)∥2] ≤
1√
t+ 1

[
f(θ0)− f⋆

C
+ C(L+ λ)((G+ λ∥θ∥max)

2 + σ2)

]
(55)

≤ 1√
t+ 1

[
L(θ0) +

λ
2 ∥θ0∥

2 − L⋆

C
+ C(L+ λ)((G+ λ∥θ∥max)

2 + σ2)

]
(56)

Obviously, the gradient norm upper bound in convergence analysis monotonically increases as the weight decay strength
λ.

The proof is complete.

Appendix D.
Adversarial Samples against PANN only

We present a method to generate adversarial samples against PANN only to help readers better observe their differences.
An intuitive way to find adversarial samples only for PANN is to look for pixels where gradients differ most. However,
information contributing to the outputs also has gradient differences. As discussed in Section 3, perturbations on this
information can affect both models. So, we set a small value ϵlim to limit the gradient changes on the backbone model.
Besides, to make the phenomenon more apparent, we set ϵatk to preserve only large gradient differences.

𝛼=0.001

𝛼=0.002

𝛼=0.004

𝛼=0.008

𝛼=0.01

𝛼=0.014

Figure 5. The benign samples and perturbations δ only against PANN. δ can concentrate on image backgrounds (ResNet-18, Imagenet, Precision 2−14)



Algorithm 1 Evasion Attacks against PANN Only
Input: Clean Input x;
Parameter: Backbone model F; PANN F̃; Attack Step Length α; Limitation for Perturbations ϵ
Output: Perturbation δ

Initialize δ0 as all zero;
while F(x+ δ) ̸= y or F̃(x+ δ) = y do

if F̃(x+ δ) = y then
δ = δ + α∇δLF̃(x+ δ)
δ = Clip[−ϵ,ϵ](Random Search(x+ δ))
δ = δ ⊙Mask(∇δ(LF̃(x+ δ)−∇δLF(x+ δ)) ≥ ϵatk)
δ = δ ⊙Mask(|∇δLF(x+ δ)−∇δLF(x)| ≤ ϵlim)

end if
if F(x+ δ) ̸= y then

Backtrack(δ)
end if

end while
Return δ

Additionally, two problems were faced when using PGD-based attacks: (1)Firm-step search can cross the adversarial
samples. As shown in Figure 3, approximation errors fluctuate when the input changes, so valid perturbations are in discrete
intervals. It’s difficult to estimate where these intervals are. Using particularly smaller steps can avoid this, but is inefficient.
Therefore, we apply random searches after each fixed step. (2) Even if limits are set, the perturbations may still affect
the backbone model. Once the backbone model gives a wrong output, the PGD interaction will fall into this area and can
hardly escape. To avoid this, we apply backtracking once the backbone model gives the wrong results. The whole process
is represented in Algorithm 1.

We attack PANN with precision 2−14 and approximation interval [−100, 100]. Some results on the Pytorch Resnet-18
pre-trained model are shown in Figure 5. It can be seen that δ can concentrate on both backgrounds and objects. Especially
when α is not too small, δ can locate mainly on backgrounds for many samples, which provides evidence for the differences
in irrelevant information in the input background between PANN and backbone models.
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