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Artificial intelligence systems connected to sensor-laden devices are becoming pervasive, which has significant implications for a range
of Al risks, including to privacy, the environment, autonomy, and more. There is therefore a growing need for increased accountability
around the responsible development and deployment of these technologies. In this paper, we provide a comprehensive analysis of the
evolution of sensors, the risks they pose by virtue of their material existence in the world, and the impacts of ubiquitous sensing and
on-device AL. We propose incorporating sensors into risk management frameworks and call for more responsible sensor and system
design paradigms that address risks of such systems. To do so, we trace the evolution of sensors from analog devices to intelligent,
networked systems capable of real-time data analysis and decision-making at the extreme edge of the network. We show that the
proliferation of sensors is driven by calculative models that prioritize data collection and cost reduction and produce risks that emerge
around privacy, surveillance, waste, and power dynamics. We then analyze these risks, highlighting issues of validity, safety, security,
accountability, interpretability, and bias. We surface sensor-related risks not commonly captured in existing approaches to Al risk
management, using a materiality lens that reveals how physical sensor properties shape data and algorithmic models. We conclude by
advocating for increased attention to the materiality of algorithmic systems, and of on-device Al sensors in particular, and highlight
the need for development of a responsible sensor design paradigm that empowers users and communities and leads to a future of

increased fairness, accountability and transparency.
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1 INTRODUCTION

Over the past decade, several overlapping, multidisciplinary communities of research and development have emerged to

analyze and address the implications of artificial intelligence (AI) systems operating across society, particularly through
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engineering, governance, critical academic, and advocacy perspectives.! This work has focused crucial attention on
how datasets, algorithms, and machine learning systems deployed at scale produce significant impacts for human rights,
equity, already-disadvantaged populations and communities, and society at large [11, 16, 42, 72, 81, 95, 97, 99, 115].
Furthermore, this work has expanded the scope of investigations of these impacts beyond a relatively narrow focus
on, e.g., bias in algorithms [31, 75] or datasets [52, 70] to the situated interactions of complex computational systems
in society [38, 72]. Only recently, this scope has also broadened to include the material dimensions of Al systems,
particularly around the environmental impacts of computation in terms of carbon-intensive energy consumption and
the geographic footprint of server infrastructure [14, 37, 116], as well as e-waste [18, 57]. However, relatively scant
attention has been paid to the materiality of Al technologies in terms of the hardware, particularly in terms of the
sensors that interact with the physical environment and which are crucial for data gathering (i.e., the sensing of physical
phenomena to produce data) and enacting algorithmic inferences (e.g., Al-enabled Internet-of-Things (IoT) devices).

Indeed, there are significant material dimensions to problems of fairness, accountability, and transparency that
can be addressed by understanding how ubiquitous, algorithmically-enabled sensors produce significant risks around
bias, equity, privacy, accountability, transparency, and consent. Materiality, as has often been noted, is a complex
term to define given the role it plays alongside social practices and social institutions in shaping the significance of
sociotechnical systems (like artificial intelligence) [62, 67, 73, 87]. Following Lievrouw, who focuses on materiality as
"the physical character and existence of objects and artifacts that makes them useful and usable for certain purposes
under particular conditions" [66, p. 25], we draw attention to the material design of sensors, how their design affects
the ways they transform physical phenomena into data, and how their material integration into algorithmic systems
shapes their overall impacts.

To illustrate how the materiality of sensors is deeply implicated in topics of fairness, accountability and transparency,
consider the way physical properties change the performance of sensors for varying skin tones [46, 48, 91]. For example,
the physical properties of the charge-coupled devices (CCDs) inside digital cameras, a paradigmatic sensor, and the
algorithms that process their outputs, contribute to how skin tones are rendered in digital files [91], which in turn
contribute to computer vision applications like face detection and facial recognition [21]. Indeed, how sensors are
calibrated may impact the downstream use of the data they generate in ways that call for deep analysis by those
concerned with algorithmic fairness.

Adopting a material lens also makes it possible to apprehend the risks that adhere not to just a single sensor, device,
or Al system, but instead emerge from their widespread adoption. Cameras, microphones, and other sensors are
increasingly common in home appliances, public infrastructure, automobiles, offices, and factories. For example, there is
a small camera in the K-Supreme Plus Smart coffee maker,? that detects the type of pod being inserted in order to adjust
the water temperature for optimal brewing. This proliferation of sensors into the public, professional, and intimate
dimensions of our daily routines enables unprecedented data mining into once private or anonymous moments and
behaviors—from when you open your refrigerator, to how long you spend in the shower, to the route you take to work.
This has led to the near future being described as the age of “Data Analytics Anywhere and Everywhere” [41]. The
near-ubiquitous presence of sensors also gives rise to significant concerns. Surveillance technologies are more likely to
be deployed in already over-surveilled communities and professions [43], and the sensors in mobile devices (such as

cameras, microphones, gyroscopes, GPS antennae, and inertial measurement units) and home electronics are often

1See especially: https://www.fatml.org/; https://facctconference.org/; https://www.aies-conference.com/2023/; https://eaamo.org/
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opaque and unaccountable in ways that make it difficult for anyone to understand when and what information they
might be collecting and transmitting.

In this paper, we highlight the materiality of risk production by paying close attention to how sensors are incorporated
into Al systems. We show how sensors can be analyzed in the context of the material and digital infrastructure of Al
technologies to better understand the role they play in producing risks to individuals, communities, society, and the
environment. Sensors contribute to the risks posed by computational systems according to their capabilities, which have
evolved significantly over the past half-century, and their ubiquity, which has been spurred by economic calculative
models that have also shifted over time. To illustrate this, we lay out the ‘evolutionary history’ of sensors, mapping the
risks they pose as components of Al systems onto their evolving capabilities. We present the calculative models that
have contributed to their ubiquity, and we deploy the Al risk management framework (RMF) developed by NIST [80]-a
general-purpose, domain-agnostic, adaptable framework that will likely shape the majority of Al risk management
practices in the U.S., particularly in the government sector [1], to highlight the ways that sensors contribute to the
overall risk framework of Al systems. Additionally, we raise a call for the development of sensor design paradigms, like
those that take advantage of Tiny Machine Learning (TinyML)—i.e., machine learning approaches tailored to resource-
constrained devices like sensors—and on-board processing, to address many of the risks posed by the convergence of
ubiquitous sensing and Al technologies. Throughout, we urge expanded attention to the materiality of Al systems. We
encourage researchers to include the technical properties of sensors and their socially-situated activity analyses of Al

systems, and we encourage those developing Al governance mechanisms to include sensors within their remit.

2 SENSORS EVERYWHERE

Sensors are devices that quantify environmental aspects such as light, heat, and pressure. They are designed to monitor
phenomena within and beyond our human perception, such as imagery, sound, or chemical composition. They transform
physical phenomena into numerical representations, adding to the "avalanche" of numbers [50] that make it possible
for the world — people, commodities, communities, and nature — to be represented computationally, for behaviors
to be analyzed, and for those who have the power to do so to act on it. Crucially, they are the foundation for many
of the datasets that undergird powerful Al technologies. Digital cameras are the sensors that produced datasets that
enabled image recognition [58]. Speech recognition would be impossible without the datasets generated using digital
microphones [6]. And many more Al applications, from autonomous vehicles to personal athletic trackers, rely on
sensor data as well. In this section, we layout how sensors have evolved over time and the calculative models developers
and manufacturers have worked from that have spurred this evolution to set the stage for a sensor-saturated world. In
doing so, we identify how successive stages of sensor development have added to the risks produced by sensors as

components of Al systems, which we discuss in the following section (Section 3).

2.1 The Evolution of Sensing

As technology has advanced, sensors have become smaller, more efficient, more sensitive, and more connected, allowing
them to be embedded in various environments and objects, thus providing real-time data and insights that were
previously unattainable. This evolution has not only extended our ability to understand and interact with the world
around us but also paved the way for innovations that continue to shape our future. Sensors have evolved from simple
analog devices into ‘intelligent’ systems capable of analyzing data and making decisions at the edge. The advent of
wireless sensor networks in the late 1990s marked an important milestone, allowing remote collection and analysis of

sensor data [22]. However, sensors were still reliant on external processing power. The subsequent rise of smartphones
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and IoT devices brought sensors out of isolation, interconnecting them through the internet [69]. For the first time,
distributed networks of sensors could coordinate to achieve larger goals. Yet even as billions of sensors flooded the
environment with data, their capabilities remained confined to data collection rather than interpretation.

This changed with the emergence of Edge Al sensors and TinyML sensors, which move machine learning out of data
centers and closer to the sensor devices themselves. So-called Edge Al sensors communicate with nearby processors—
either separate components within the same device that contains the sensor, or a mobile phone or computer wirelessly
connected to the sensor device-where machine learning models run locally. TinyML sensors incorporate machine
learning models developed from the field of TinyML?. These models enable the sensors to perform machine learning
tasks directly on their microcontrollers, which are typically integral components of the physical sensor hardware. This
allows for real-time data processing and analysis at the sensor level, without needing to transmit data to a separate
computing device. Furthermore, TinyML sensors usually limit the information shared from the sensor device to only
application-specific instructions, e.g., whether or not a person is standing in front of the device, rather than an entire
data stream that could then be put to many purposes off-device [113, 114]. Rather than indiscriminately streaming all
collected data to cloud servers, Edge Al and TinyML sensors interpret their environment, surface insights, and make
decisions not in distant server centers, but at the edge, i.e. on the device or a nearby connected device.

Below, we list successive stages of sensor development with definitions relevant for analyzing the risks they contribute
to Al systems, and we provide common examples of each in Figure 1. Each of the stages of sensor development we
identify build on earlier properties of sensors while adding additional properties. Accordingly, when thinking about
the risks sensors contribute to algorithmic systems we see many of those risks accumulate from one stage to the next.
We also offer a comparison of sensor types in Table 1 based on their connectivity and the location where algorithmic

processing occurs, as these factors are highly significant for the later discussion of risk in subsection 3.1.

¢ Traditional Sensor. A device capable of generating data from or about the physical world. Data produced by
the device may need post-processing on- or off-device to be useful. Data may be stored on- or off-device. Device
does not require an internet connection to function and typically has no internet connection capability. Data
must be purposefully transferred off-device and stored using specific protocols such as SPI or I>C. No statistical
inferencing happens on-device.

e IoT Sensor. A device capable of generating data from or about the physical world, that transmits that data in
realtime or near-realtime using internet transfer protocols. IoT sensors may or may not require active internet
connection to generate or store data. No statistical inferencing happens on-device, and rarely even happens in
the cloud. Data transmitted over the internet is (almost) always stored in a centralized location. This type of
device acts primarily as an interface to cloud-based data storage systems.

o AloT Sensor. A device capable of generating data from or about the physical world, that transmits data in
realtime or near-realtime using internet transfer protocols, and is designed to be used in conjunction with AI/ML
inferencing techniques in the cloud (and importantly not on or near the device). As such, this type of device
requires an active internet connection to operate at full functionality. Importantly, full datastreams generated by
the sensor are (temporarily) stored in centralized locations (i.e., cloud or server device). This type of devices acts
primarily as an interface to cloud-based decision-making systems powered by Al

o Edge Al Sensor. A device capable of generating data from or about the physical world and processing that data

uses machine learning techniques through a combination of on-device and near-device edge processing (e.g., the

3https://www.tinyml.org/
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Table 1. Comparison of different sensor types at successive stages of development.

Characteristic Traditional Sensor | IoT Sensor | AloT Sensor | Edge Al Sensor TinyML Sensor

Timeframe 1970s-1990s 1990s-2010s | 2010s Late 2010s-Present | Present

Wireless connectivity | No Yes Yes Optional Optional

On-device processing | No Minimal Minimal Partial Yes

ML capabilities No No Yes Yes Yes

Cloud reliance None High High Optional Low/None
Traditional Sensor loT Sensors AloT Sensors Edge Al Sensors TinyML Sensors

(1970s - 1990s) (1990s - 2010s) (2010s) (Late 2010s - Present) (Present Day)
Thermometer Ring Doorbell
Microphone
Wireless - Apple Useful Sensors
cCcTv Watch Person Detector
Cameras

- A
Inertial ‘
Measurement
Charge-Couple  Unit (IMU) ' Nest Thermostat Ray-Ban Meta
Device (CCD) - Smart Glasses

oo~

Fig. 1. Timeline of sensor evolution: from passive analog detectors to intelligent loT and ML-enabled systems.

Timeline

Apple Watch offloads some computations to a user’s cell phone). This data may be transmitted off device, and
possibly over the internet, in real or near-realtime, in its raw or processed form. Transmitted data may or may
not be stored in a centralized location. This type of device extends the cloud-based intelligence of AloT sensors
to the edge.

e TinyML Sensor. A device capable of processing data from or about the physical world using machine learning
inferencing techniques entirely on-device, often transmitting the minimal information necessary to accomplish a

predetermined task. These devices are typically self-contained and store minimal or no sensed data.

2.2 Calculative Models of Sensor Development

The wide adoption and evolutionary transformation of sensors can be explained in part by their sheer utility for
gathering data about the physical world. And, each stage of sensor development adds capabilities that lead to new
products and services. But, the proliferation of sensors cannot be explained entirely by the technical needs they satisfy.
Instead, the integration of sensors into consumer devices, industrial machinery, and civil infrastructure—like any other
product—is motivated more by dynamics of economic calculation rather than by technical features.

Economic markets are not independent agential entities that are external to social and material life, but rather
are collectively organized tools that facilitate the calculation of the value of goods [25, 26, 76]. Calculation bridges
quantitative and qualitative aspects in an effort to make goods tradeable. The practices and cultures of calculation [51]
differ by market, but always evolve around certain sets of calculative models, i.e., repeatable ways of calculating an
object or good. These calculative models combine cultural knowledges and assumptions about people and consumption
(for example, about convenience in the home, stipulating that people will prefer to operate their lightswitch with voice
commands over physically switching on lights) with determinations of costs of manufacture, actual and projected
volume of sales, and cumulative profits in the context of the many possible additional factors that affect price, costs,
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and earnings [15, 68]. Calculative models are based on certain elements, notably shared knowledges, conditions, and

trends. For sensors, these notably are:

e Cost Reduction in Sensor Manufacturing. The dramatic decrease in the cost of sensor production over the
years has been a key driver. This reduction is due to advancements in manufacturing technologies, economies
of scale, and the development of more more affordable materials. As sensors become cheaper to produce, they
become more accessible for a wider range of applications.

e Economic Models of IoT and Sensor Networks. IoT has created new business models where sensors play a
crucial role. Notably, they facilitate the rendering of data into a calculable unit that can be traded, for example in
the context of predictive maintenance, energy management, and consumer behavior analysis.

o Subscription-Based and Service-Oriented Models. A shift towards subscription-based and service-oriented
models as calculative units has also influenced the adoption of sensors. Companies are increasingly offering
sensors as part of a service package, where the initial cost is low, but users pay a recurring fee for data analysis,
cloud storage, and other associated services.

e Advancements in On-Device Al The emergence of Edge Al and TinyML sensors, where machine learning
models runs at the edge and enhance efficiency by removing the need for cloud services, has transformed sensors
into devices capable of real-time data analysis. This advancement has expanded the calculative unit of sensors,
making them more valuable and attractive for a wide range of applications where an internet connectivity is

impractical or latency restrictions are severe.

As a result of these calculative models, even mundane appliances have increasing numbers of sensors built into
them. As such, there has been an exponential growth in the market size of deployed smart IoT devices, with a total
14.3 billion devices now in use globally in 2022 and a projected 29 billion devices by 2027 [2]. Due to this explosion,
sensors stand ready to infiltrate nearly every moment of our daily lives. Most importantly, these efforts and new
capabilities shape the effects sensor devices have on the world, as will be discussed below. Examining the materiality
and technical development of machine learning-enabled sensors through the lens of calculation can help explain the
growing proliferation of sensors.

Even more importantly, tending to calculative models and their elements can also help map out the relationship
between the proliferation of Al-connected sensors and risk: as sensors proliferate, connect to Al services, and embed
machine learning capabilities on-device, they shape and reshape how algorithmic harms may occur. This has important
implications for Al risk management given the many ways different sensors interact with social worlds and the physical
environment, how data is shared between and across devices containing different types of sensors, and how mitigations

can be implemented with respect to the material embedding of Al systems on devices.

3 APPLYING EXISTING RISK MANAGEMENT FRAMEWORKS FOR A SENSOR-SATURATED WORLD

Increased attention to the harms and risks of Al systems has led to the development of several risk management
frameworks for Al (see, e.g., [44, 93]) that are variously oriented toward specific business purposes or regulatory
conformity. In the U.S., the National Institute of Standards and Technology (NIST) has developed an Al Risk Management
Framework (RMF) that is designed as a general purpose framework, applicable across many domains [80]. Given that
NIST’s AI RMF is customizable and not domain-specific, we focus here on that framework as the locus of our analysis,
rather than other frameworks produced by governmental organizations, like the OECD [82], or consultancy groups,
e.g., [9, 33]. In that spirit, we examine the role sensors play in producing risk as part of algorithmic systems using the NIST
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AI RMF trustworthiness characteristics as our categories of analysis. We examine the trustworthiness characteristics
of sensors themselves, across their successive stages of development, incorporating machine learning models and
inference as part of sensors’ functionality where appropriate. This allows us to identify potential limitations of existing

frameworks and to outline areas for future work.

3.1 Sensor-focused Risk Management

The evolution of sensing technology has led to changes in the associated risks. Although we categorize these stages
with distinct labels, they actually form a continuous spectrum of gradual shifts in data collection and processing, which
in turn create various risks for Al systems. In Table 2, we outline the specific concerns that arise at each stage of sensor
development in relation to the characteristics of trustworthy systems. We use a color scale, shading from yellow to red,

to visually represent our assessment of the relative risk posed by each sensor type for each of the sensor characteristics.

3.1.1 Valid and Reliable: All sensors must be properly calibrated to return valid and reliable data about the physical
world. Traditional sensors are often calibrated before they leave the factory and provide users a means of recalibrating
the sensor to a known value (e.g., boiling water for a digital thermometer). Edge Al and TinyML sensors also raise
validity concerns, as their calibration often cannot be remotely maintained once deployed. For networked sensors—IoT
and AIoT sensors—more sophisticated computational techniques may be needed to calibrate already-deployed sensors
over a wide area without direct access to the device itself or a reliable reference measurement to calibrate sensor
readings [32]. The reliability of networked sensors can also be tracked, as they are capable of communicating when they
are in a failure mode, which is not the case for Traditional, Edge Al, and TinyML sensors that often lack a stable network
connection. All types of sensors contribute significantly to the validity and reliability of the Al systems in which they are
embedded [55], as they may be properly calibrated for some settings and use cases despite being deployed more broadly.

Oxygen-saturation sensors, for example, must be properly calibrated to a patient’s skin tone to work properly [48].

3.1.2  Safe: Safety, as it pertains to sensors, is largely focused on the risk of failure for mission-critical scenarios.
Traditional sensors were deployed as components of complex systems [64], but this risk is partially mitigated as sensors
become more connected to Al systems that enable self-testing [89]. For AloT, Edge Al, and TinyML sensors, additional
risks are introduced by the possibility that machine learning models may behave in unexpected ways. These risks are
exacerbated for Edge Al and TinyML sensors due to the limited resources available on-device, which may lead to lead
to unexpected hardware issues. However, the reduce reliance on the cloud and connectivity in these systems reduces
concerns related to latency and connectivity loss. This makes software safety engineering increasingly relevant, in
addition to mechanical safety engineering, as machine learning is more closely embedded—first as part of networks that

the sensors are connected to (for AloT sensors), and then within the sensor itself (for Edge Al and TinyML sensors).

3.1.3  Secure and Resilient: The risks related to security and resiliency for sensors ebb and flow across their development.
Traditional sensors are protected by the need to have physical access to the sensor for anyone to tamper with it, which
is also true of TinyML sensors that do not have network access. Connected (IoT, AloT, and some Edge Al) sensors are
vulnerable to attack over networks [7]. These attacks may target the devices themselves (such as in denial-of-service
attacks) or target the sensitive data stored on-device or being transmitted (e.g., on-path attacks). Traditional sensors are
often designed to be resilient under anticipated environmental conditions. However, other sensor types necessitate
extra software and hardware safeguards to guard against tampering. When sensors are integrated into Al systems, they

not only inherit the security and resiliency risks associated with the Al system but also introduce new vulnerabilities.
7
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Table 2. Comparison of trustworthiness characteristics across different sensor types. Color scale ranges from green to red indicating
our interpretation of the relative risk within each trustworthiness characteristic (row) posed by each type of sensor (column).

sensor failures or measure-
ment errors. Can be made
safe by redundancy and fol-
lowing installation guide-
lines.

troduces additional safety
risks associated with loss of
connectivity, higher laten-
cies, or denial of service.

Secure and
Resilient

Generally secure due to
limited attack surface. Re-
silient to environmental
changes with proper instal-
lation.

Increased attack surface
from networking expands
security risks like spoofing.
Resilience requires cyber
protections.

Accountable and
Transparent

Operation is observable but
limited transparency into
sensor internals. Account-
ability depends on applica-
tion.

Networking expands ac-
countability risks. Trans-
parency improved by log-
ging, documentation.

ML models makes holistic
safety validation of AI
systems difficult. Tech-
niques like simulations

and sandboxing may be
necessary.

Cloud ML model opacity
hurts transparency. More
parties contribute to the
Al system, making account-
ability more difficult.

Trustworthiness Traditional Sensor IoT Sensor AloT Sensor Edge Al Sensor
Characteristic
Valid and Reliable | Basic sensors can be vali- | Can be validated by test- | All of the reliability con- | Validating compressed
dated through calibration | ing connectivity, network- | cerns relevant to IoT sen- | ML models is more
and testing against known | ing, and data transmission | sorsremain here, with the | challenging due to their
inputs and conditions. Reli- | capabilities. Reliability de- | addition of ML model ro- | limited representational
ability depends on mechan- | pends on power and con- | bustness. ML models are | capacity. Reliability
ical integrity. nectivity. difficult to validate, but per- | depends on model ro-
formance is typically vali- | bustness and on-device
dated using validation and | monitoring, updates can
test datasets. be done using federated
learning.
Safe Safety risks mainly from | Network connectivity in- | The unpredictability of | On-device analytics and

limited resources create
potential for unantici-
pated failures. Rigorous
functional safety testing
is required.

TinyML Sensor

Safety risks from unex-
pected model behaviors,
but reduced risk due to
limited data transmis-
sion and connectivity.
Constrained resources

limit safeguards.

Explainable and
Interpretable

Sensor outputs straightfor-
ward to interpret based on
specifications. Limited ex-
plainability of internal pro-
cessing.

Network connectivity can
complicate interpretability
as data is transmitted and
interpreted externally. Non-
ML methods typically used
which offer more inter-
pretability.

Privacy-
Enhanced

Generally limited privacy
risks. Individual sensors
collect minimal data.

Network connectivity en-
ables broader personal data
collection. Encryption, ac-
cess controls key for pri-
vacy.

Fair with Harmful
Bias Managed

Limited risks of unfairness
or bias since no decision
making. But sensor place-
ment could disproportion-
ately affect certain groups.

Biases can emerge from
IoT system deployment
and uses. Disproportionate
impacts on groups can be
mitigated through equi-
table sensor deployment
and data usage.

The opacity of ML mod-
els limits attempts at in-
terpretability and explain-
ability. Explainability meth-
ods can shed some light
on decision-making within
ML models.

Same concerns as IoT de-
vices, but ML models in-
troduce algorithmic biases.
Diverse and representative
data training sets needed
for Al model training. Ex-
tensive bias testing and mit-
igation needed.

Reduced attack surface
due to less data transmis-
sion. However, tampering
risks exist due to edge
processing capabilities. Se-
curity protections for on-

device analytics needed.

On-device processing mit-
igates some privacy risks
relative to cloud. Raw data
may still be transmitted.

Heavily constrained re-
sources make strong pro-
tections difficult. Limited
to no data transmission
and connectivity signifi-
cantly reduces attack sur-
face. Model extraction
risks heightened.

Self-contained ~ system
and lack of connectivity
fosters greater account-
ability.  Transparency

concerns remain.

Heavily constrained re-
sources can reduce data

sharing risks. Raw data
is inaccessible off-device.

For instance, the physical architecture of a TinyML sensor model may be susceptible to extraction [96]. Similarly, AloT

and EdgeAl sensors are potential targets for model poisoning attacks [78, 106]. This underscores the need for robust

security measures in these advanced sensor applications to maintain their integrity and resilience.

3.1.4  Accountable and Transparent: The operation of traditional sensors is commonly made transparent through

datasheets, which have been broadly adopted across industry and cover everything from electrical components to

chemical ingredients,* and have been the inspiration for better documentation of datasets [47] and ML models [74].

“https://www.datasheets.com/
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Traditional (and, increasingly, IoT) sensors are also subject to stringent industry standards [5, 24, 108] that are still
emerging for ML algorithmic components. Accountability and transparency are both more complicated for other types
of sensors. Questions of ownership—of both device and data—and responsibility for data breaches become clouded by

the "many hands" that may be involved in producing and maintaining networked sensors and IoT devices [27, 98].

3.1.5 Explainable and Interpretable: Traditional sensors’ outputs are both explainable and transparent, given appropriate
documentation through a standard datasheet. IoT and AloT sensors, due to the opacity of data flows [23, 79], are less
explainable and interpretable. Sensors that comprise components of Al systems inherit many of the explainability and
transparency challenges of Al systems writ large, and TinyML sensors may be even more opaque than most other
sensors due to the fact that not only are explainable models rarely deployed onto the edge, but also that additional

black-boxing may be required to compress the models onto limited edge devices [92].

3.1.6  Privacy-Enhanced: Like the risks related to security and resiliency, risks related to privacy similarly ebb and
flow across sensor types. Traditional sensors introduce limited privacy risks, as data collection is often limited to
sensed data and a minimal amount of necessary metadata, and data access is limited to those entities with direct
physical access to the sensor itself. Network connectivity raises the privacy risks for IoT, AloT, and some Edge Al
sensors. Large-scale aggregation of data is possible for systems using such sensors, in which data schema allow for
records from many devices, along with a great deal of metadata, to be stored on centralized servers. EdgeAl offers the
opportunity to implement federated learning [56], which may mitigate some privacy risks, and TinyML sensors’ heavily
constrained resources and connectivity mitigate privacy risks from superfluous data collection and aggregation even

further. Specifically, since inferencing is done on-device in TinyML sensors, raw data need not be transmitted off-device.

3.1.7  Fair with Harmful Bias Managed: Managing the risks of bias for sensors is a problem that is closely linked to
validity and reliability (see above), in terms of calibration and subgroup validity. This problem is heightened as machine
learning techniques are incorporated into the processing of sensor data, and particularly heightened for TinyML
sensors, which must be carefully documented because sensor characteristics and machine learning models are often
co-developed and unalterable. Bias testing of code embedded in TinyML sensors is additionally difficult to test and
mitigate post-development due to on-device resource constraints. Furthermore, existing biases tend to be exacerbated

in compressed models [53], making it more difficult to address these concerns in Edge Al and TinyML sensors.

3.2 The Implications of Materiality for Risk Management Frameworks

While the NIST AT RMF [80] offers key trustworthiness characteristics for developers and regulators to assess algorithmic
systems for, a materiality lens suggests there are additional dimensions of trustworthiness and risk in the context of
ML-integrated sensors that are not currently captured by this (or most other) risk management frameworks which we
discuss below. It is also difficult to attribute responsibility for sensors to discrete parties, categorically, because they
might be owned by consumer, vendors, private companies, various levels of government (cities, counties, states or
provinces, nations, all within a single geographic area), or other organizations (e.g. home-owners associations [39] or
business improvement districts [19]) [28, 71]. That said, it is nevertheless possible to inventory the potential risks a
sensor-saturated world pose for individuals and society-at-large, beyond those already addressed in risk management
frameworks like the NIST AT RMF.

Below, we highlight additional risks that should be taken into consideration when evaluating the trustworthiness

of an algorithmic system, particularly those that leverage data produced by sensors for algorithmic decision making.
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These risks become relevant as algorithmic techniques are incorporated into sensor-based system, i.e., from the AIoT
stage and beyond (see Table 1). These risks can be mitigated at the design, evaluation, deployment, and monitoring

stages, and are additional vectors for producing more trustworthy systems and for engaging in more responsible design.

3.2.1 (Proprietary) Data Profusion. The calculative models that underlie a sensor-saturated world tend toward reducing
the unit-costs of sensors and ensures their omnipresence. The material devices are becoming cheaper to produce and
any excess unit-costs are often rationalized by the calculative models discussed above. This has the result that the
amount of data collected, which can be used for providing services (for free or on a subscription plan) as well as sold on
a secondary market through data brokers [4], is always maximized. Such a model ensures that the sheer scale of data
collected will be extraordinary. Given the shift in the calculative models attached to sensors, particularly the perceived
need to recoup per-unit costs, there will be increasing pressures for private- and public-sector organizations to keep
data proprietary.

Data profusion brought by sensors has the potential to amplify the divergence between data quantity and quality and
its associated risks. Calculative models are oriented towards the deployment of low-cost sensors which, unlike industry
grade sensors, are more susceptible to factors that will result in incomplete or inaccurate data [104]. Sensor data quality
can also suffer due to variations in hardware manufacturing, sensor drift, or the state of the battery—as sensor data tends
to becomes less reliable as the battery nears the end of its lifespan [118]. Critiques of "big data" practices underscore the
failure of datasets to offer an objective, accurate, and comprehensive portrayal of real-world phenomena [30, 35, 83].
Given that policy-making decisions and resource allocation often rely on quantifiable information, the invisibility or
inaccurate portrayal of specific individuals or phenomena within datasets contributes to their marginalization. An
increase in dirty data generated in a sensor-saturated world risks perpetuating these issues. Moreover, data profusion
propelled by sensors might exacerbate the risks associated with poor data quality as it will create an overwhelming
demand for data cleaning. This is a time-consuming process which requires a domain expert to be done effectively and

cannot be easily scaled to meet demand [90].

3.22  Privacy & Surveillance. Although the NIST AT RMF addresses privacy and advocates for practices such as control
over data and data minimization methods, the materiality of sensors and the scale of their deployment present a unique
set of challenges with respect to privacy that are worthy of explicit attention.

The physical characteristics of sensors in terms of their small size allows them to be inconspicuously integrated into
one’s surroundings in novel and unexpected ways. This presents a formidable obstacle to safeguarding privacy through
the mechanisms of notice and consent. Individuals who are unaware of sensors may be involuntarily subjected to data
collection and algorithmic processing. But even if individuals were notified of sensors, the abundance of these devices
would render the practice of consent untenable. The time and attention required to provide informed consent in every
case would exceed an individual’s finite capacities [45, 94].

The NIST AI RMF notes how Al systems can present new privacy risks such as enabling inferences that jeopardize
de-identification efforts. This risk will become especially salient in a sensor saturated world, as an increase in the volume
and breadth of data is positively correlated with the ability to draw such inferences. Moreover, the process of sensor
fusion, where data from multiple sensors is combined, enables inferences that would otherwise not be possible from a
single data stream [40]. The expanding potential to draw inferences and cross-reference data not only contributes to
re-identification risks of de-identified data [103], but also threatens an individual’s ability to exercise control over their
data in at least two respects. First, the potential to draw inferences means that individuals may not fully understand

either the fact of data collection (i.e., the fact that data was being collected by a sensor at all) or the implications of
10
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data collection, casting doubt on the informed nature of their consent. Second, an individual’s decision to opt out of
data collection may be rendered futile, as the decisions of others to permit data collection can enable inferences that

inadvertently implicate those who seek to abstain, eroding the notion of individual agency in data sharing [10, 36].

3.2.3 Power. As sensors become interwoven into the fabric of everyday life, they may fade into the background of
conscious experience. Nevertheless, these devices are capable of exerting powerful influences over individuals’ choices
and behavior. Al sensor-based systems can subtly or overtly exert power, whether through persuasion or coercion
[111]. Activity trackers, for instance, employ a subtle approach by using data-driven feedback to encourage users to
exercise more. In contrast, a seat belt sensor that locks the car ignition until the driver buckles up represents a more
coercive form of influence. The risk lies in the potential for a sensor-saturated world to provide designers with more
opportunities to exert power over individuals, fueled by an abundance of data that enhances their effectiveness. Their
shrinking size and increasing processing power also provides designers with material affordances to integrate sensors
into devices that are ever more intimately linked to individuals daily routines [77]

Another significant risk pertains to the data generated by sensors rather than the sensors themselves. While personal
data is often considered a natural resource or a mere byproduct of daily living, this perspective has faced criticism for
obscuring the predatory nature of personal data extraction and commodification [29, 105]. The term ’data colonialism’
has emerged to describe how corporations appropriate personal data, contributing to the exploitation of individuals [29].
The concern is that the proliferation of sensors may further normalize and rationalize this extraction of personal
data, reinforcing the core principles of data colonialism and solidifying its unjust power dynamics centered around

domination and subjugation in the digital realm.

3.24 Waste & Energy Inefficiency. One element of the calculative models and the materiality of sensors focuses on
the drastic cost reduction of sensor manufacturing, where the cheap production of sensors spurs their widespread
application and adoption. But there are also environmental costs associated with manufacturing sensors that must be
taken into account. With respect to computing technologies, concerns about environmental costs and carbon emissions
have been widely discussed [34, 59, 110, 117]. These concerns have typically been framed in terms of operational
activities associated with product use, such as the energy consumption required for training and running inference on
an ML model. For example, training a single AI model for NLP can emit as much carbon as five cars [102].

As industry efforts to increase energy efficiency have successfully reduced the carbon output associated with
operational activities, the leading factor behind carbon emissions now lies in the manufacturing and production of
hardware, including environmental costs tied to the underlying supply chain and end-of-life processing [49]. The
operation of battery-powered sensors, even at a massive scale, can be expected to consume significantly less energy
than other computing technologies. And while the overall carbon footprint of such devices may be net negative [88],
this assumes that these devices are deployed in the market towards sustainable aims and ignores other potential
environmental risks such as freshwater usage, eutrophication potential, and emissions of volatile organic compounds.
Regardless, these devices will likely still lead to the generation of substantial amounts of electronic waste. Sensor
components such as batteries and circuit boards might not be easily recyclable or biodegradable, leading to accumulation
in landfills or, worse yet, improper disposal that poses environmental hazards. Furthermore, the production process for
sensor components often involves the use of rare earth elements and other critical materials, which have their own
environmental and ethical implications. The mining and processing of these materials can lead to habitat destruction,
water pollution, and other ecological impacts. In this respect, the widespread use of sensors may create environmental
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risks that mirror those associated with single-use plastics, ignoring their long-term environmental threats due to their

immediate benefits and functionalities.

3.2.5 Attitudes and Practices. Research on users’ perceptions of 10T devices reveals a prevalent I want it anyway’
attitude, where the benefits offered by these devices are perceived to outweigh risks including privacy violations and
security breaches [112]. However, as these devices become pervasive, users may reassess their willingness to accept
associated risks. For instance, one study suggests that users are less inclined to embrace data collection if they perceive
it as excessive within the broader context of their lives: "Smart home technology was often viewed as a further invasion
of, or threat to, privacy in a society where already too much personal information is collected and stored" [8, p. 369].
Notably, individuals’ attitudes towards Al sensor-based systems appear to be sensitive to the scale of their deployment.

The tendency of users to embrace smart devices despite the risks is often framed as conditional on users’ perceptions
of utility [65, 84, 119]. However, calculative models favor the widespread deployment of sensors from the perspective of
providers, independent of considerations about their utility for users. A related, albeit more nuanced, concern involves
the possibility that users’ views on ’utility’ will shift as sensors become integrated across every facet of daily life.
Smart devices are often presented as an opportunity to increase efficiency and liberate users from the demands to
perform certain tasks and other forms of labor. But this kind of liberation promised by technologies is not unanimously
regarded as beneficial. Some scholars have argued that increased automation will result in the loss of certain routines
and habits that subsequently leads to a loss of meaning [17, 101] or contribute to the de-skilling of individuals [109].
This perspective has been echoed by study participants who voice concerns about smart devices leading to laziness,
complacency, and reduced self-sufficiency [8].

Lastly, it is worth considering how the pervasiveness of sensors may contribute to paranoia and an ever-present
feeling of being ‘watched’. This feeling, abstract though it might be, is nevertheless latent in concerns that constant
surveillance might limit freedom of movement, association, or expression, which are fundamental human rights that
could be put at risk by ubiquitous sensor-focused Al systems. This phenomenon is often framed in terms of a ‘chilling
effect’, where the mere presence of digital surveillance can cause individuals to modify or refrain from certain kinds of
activities for fear of potential repercussions or adverse consequences. These chilling effects can have a detrimental
impact on individuals, owing to the self-imposed limitations on their freedom and their ability to exercise their
rights, as well as on society, by undermining the conditions for public discourse that is needed for a well-functioning
democracy [20, 85, 86, 107].

Importantly, the presence of a chilling effect is based on users’ perceptions which may or may not align with
reality [60]. In other words, even if certain speech or behaviors would not actually result in an adverse consequence,
users may nonetheless exhibit self-imposed constraints on their speech and behavior. As a result, users’ suspicions
about data collection practices, whether well-founded or not, can contribute to a chilling effect. The concern is that a
sensor-saturated world would not only increase the number of devices that may give rise to suspicion but also that
the interconnectedness of sensors, and the inferences that can be drawn from cross-referencing data, will increasingly

obscure the ramifications of data collection practices from users’ perspective.

4 DISCUSSION

The materiality of sensors—i.e., the role their technical and physical properties play in the impacts they produce-gives
rise to new dimensions of risk that are not fully captured by existing approaches to responsible Al development or in
existing risk management frameworks. Further work is necessary to support efforts toward the responsible design,
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development, and deployment of sensors, and to produce more comprehensive frameworks for managing risk that can
better addresses the risks posed by algorithmic techniques incorporated into sensor-based systems from the AloT stage
and beyond. Additionally, the limitations of this paper inevitably create opportunities for further work refining and

filling in gaps in the above.

4.1 Call to Action

In the context of responsible Al the need for interdisciplinary, collaborative efforts is well established. However, what
has not been widely acknowledged is the growing need for collaborative efforts that focus on Al sensor-based systems as
distinct from, or as special cases of, Al systems more broadly construed. The latter has brought important developments
such as proposals for Model Cards for Model Reporting and Datasheets for Datasets [47, 74]. But only recently has
there been parallel developments with respect to the former, such as the introduction of the ‘datasheet’ concept for
sensors embedded with Al capabilities which, importantly, addresses both the software and hardware components of

these systems [100].

4.1.1 Responsible Sensor Architectures. To mitigate the risks outlined in Section 3.1, as well as the concerns outlined
in Section 3.2, further progress must be made in the development of fundamentally responsible sensor architectures.
A recent example of such an approach is the Machine Learning Sensor paradigm [114]. This approach suggests that
sensors should process all data internally and transmit only abstracted, high-level data through a streamlined interface.
This adheres to the principle of data minimization, ensuring that raw data remains exclusively accessible to the onboard
sensor processor. This architecture not only enhances system self-containment, thereby improving auditability and
accessibility, but also empowers users by maintaining control over their raw data, reducing the likelihood of unwarranted
data exploitation by commercial and governmental entities. The proliferation of such a paradigm or the development of
alternatives will be critical in ensuring that responsibility is a core design principle for future sensor systems. While
substantial additional work needs to be done to adequately address the risks posed by Al sensor-based systems, this
approach provides a strong starting point. Parallel efforts can also use the lens of calculative models to intervene in
how sensor-focused Al is underwritten financially. Taxation and increased regulatory scrutiny of such devices can shift

the development logics away from integrating sensors that facilitate unconstrained data collection in every device.

4.1.2  Activating Stakeholder Communities. The potential risks of deploying Al sensors at scale highlight, in particular,
the critical role of communities in collaboratively spearheading a multifaceted approach to responsible sensor deploy-
ment. The algorithmic fairness, transparency, and accountability community, composed of technical experts like data
scientists, engineers, and Al ethicists, alongside non-technical experts such as policy makers, social scientists, legal
scholars, and affected communities, must work together to address these challenges. A range of different stakeholders,
all of whom are experts in various dimensions of risk discussed above, should focus on collaborating to create sensing
paradigms that are more responsible, aiming to alleviate the negative impacts stemming from the calculative models
prevalent in today’s sensor ecosystem. They should also work on scoping transparency in ways that are relevant to
the lived experience of interacting with sensors in order to promote the creation of transparent systems that make it
easy for users to understand how their data is being used and for what purpose. Incorporating methodologies like the
Machine Learning Technology Readiness Levels (MLTRL) framework can provide a structured approach to ensuring
these systems are robust, reliable, and responsible from development through deployment [61].

This work can be paired with a focus on interpreting the societal impact of these technologies, advocating for the

rights of affected communities, and helping to draft robust regulatory frameworks that govern the ethical use of sensor
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data. Sociotechnical approaches like this can also play a vital role in Al design [12, 13], particularly in the public sector
[3, 63], as well as fostering public awareness and education, ensuring that the implications of sensor technology are
widely understood. Additionally, dialogues can be facilitated among various stakeholders, contributing to the creation
of inclusive guidelines and best practices. This ensures that the deployment of sensor technologies considers a broad

spectrum of perspectives and needs, balancing technological advancement with societal wellbeing [54, 71].

4.2 Limitations

This paper is intended to draw attention to the dimensions of risk contributed to Al systems by sensors’ technical
properties and, by extension, to the materiality of algorithmic systems in general. This attention is highlighted by
intersecting the set of concerns germane to sensors with the dimensions of risk already present in risk management
frameworks. The analysis presented in this paper is limited, however, by the fact that only a single risk management
framework, namely the NIST AI RMF [80], is closely analyzed. The paper is further limited in terms of the additional
risks posed by sensors discussed in 3.2. While the calculative models discussed in 2.2 are oriented towards producing
a profusion of sensors, the scale of sensor deployment envisioned in this paper remains a future scenario for which
empirical research is not currently available. Consequently, some of the additional risks identified, such as users’
attitudes and practices in a sensor-saturated world, remain speculative in nature. Moreover, these additional risks were
identified through a multidisciplinary workshop that sought to enumerate as many types of risk as possible for sensors,
but was necessarily constrained by the particular individuals and forms of expertise represented at that workshop, and

any such list will therefore always be provisional and incomplete.

5 CONCLUSION

Sensors, as components of Al systems, require thoughtful design and governance to ensure the effects they produce
in the world are responsible, fair, and transparent. Crucially, the responsible development of sensors, and how they
are integrated into Al systems, is a crucial node in ensuring trustworthy systems. The trustworthiness characteristics
outlined by the NIST AI RMF, for example, ought to apply to sensors as much as they do to any other components of
algorithmic systems. To that end, this paper highlights how sensors present an opportunity to study, evaluate, and
mitigate existing trustworthiness characteristics accounted for in risk management frameworks, as typified by the
NIST AI RMF, and additional vectors of harm that are not currently captured risk management practices. Indeed,
bringing the materiality of Al systems into sharper focus is a crucial practice for algorithmic accountability, in general.
Adopting a materiality lens allows for the technical capabilities of sensors, which have evolved significantly over the
past half-century, as well as their ubiquity, to receive explicit consideration as part of the risk management of Al
systems. Given the proliferation of sensors driven by calculative models, this paper advocates for increased emphasis on
responsible design and governance of sensing-enabled Al systems. It specifically calls for urgent attention to be directed
towards developing responsible sensor architectures and regulatory frameworks concerning sensor development and
associated data usage. While some recent work provides a commendable starting point, there is still much work to be

done in this evolving field.
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