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Abstract—Jamming devices pose a significant threat by dis-
rupting signals from the global navigation satellite system
(GNSS), compromising the robustness of accurate positioning.
Detecting anomalies in frequency snapshots is crucial to counter-
act these interferences effectively. The ability to adapt to diverse,
unseen interference characteristics is essential for ensuring the
reliability of GNSS in real-world applications. In this paper, we
propose a few-shot learning (FSL) approach to adapt to new
interference classes. Our method employs quadruplet selection
for the model to learn representations using various positive and
negative interference classes. Furthermore, our quadruplet vari-
ant selects pairs based on the aleatoric and epistemic uncertainty
to differentiate between similar classes. We recorded a dataset
at a motorway with eight interference classes on which our FSL
method with quadruplet loss outperforms other FSL techniques
in jammer classification accuracy with 97.66%.
https://gitlab.cc-asp.fraunhofer.de/darcy_gnss/FIOT_highway
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I. INTRODUCTION

Anomaly detection involves identifying deviations in data
patterns from the anticipated norm [1]. Its applications span
various domains such as fraud detection [2], monitoring med-
ical conditions [3], and GNSS-based applications [4]-[6]. The
disruption of GNSS receivers’ localization accuracy occurs
due to interference signals from jammers. Notably, this issue
has intensified in recent years with the proliferation of more
affordable and accessible jamming devices [7]. These jamming
attacks result in critical consequences, such as collisions with
self-driving cars [8] or disruptions in airplane GPS systems [©].
Hence, the detection and classification of potential interference
signals are imperative [10].

Both classical and machine learning (ML) methods have
proven to detect and classify interference [4], [5], [10]-[12].
However, the unpredictable emergence of novel, “undetected”
jammer types necessitates rapid model adaptation. Few-shot
learning (FSL) [13]-[20] facilitates model adaptation to new
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classes by leveraging a minimal number of query samples. Nu-
merous FSL methods exist that focus on the architecture [15],
[18], label propagation [19], [20], or the distance function [13],
[16]. Notably, within the domain of GNSS data, an issue arises
concerning imbalanced data distributions, where interference-
free signals markedly outnumber those containing interference,
and certain interference classes are underrepresented [21].
Contrastive learning pairs positive and negative instances with
corresponding anchors to enrich training [22]. The triplet loss
jointly minimizes both pairs, thereby enhancing an improved
feature representation [23]. In contrast, the quadruplet loss
achieves a more extensive inter-class variation and reduced
intra-class variance [24]. The quadruplet loss utilizes an ad-
ditional label denoting a similar class. However, the selection
of triplet and quadruplet pairs, particularly within unbalanced
datasets, presents a challenge for optimizing the training pro-
cess [25]. While pair selection is addressed by broad research,
a crucial gap remains unaddressed, i.e., quadruplet selection
based on uncertainty quantification (UQ). Hence, our approach
involves both aleatoric and epistemic UQ to select a similar
sample corresponding to an anchor, positive, and negative pair.

The primary objective of this work is to adapt to new
jammer classes observed within GNSS data. We propose
the following contributions: (1) We present a snapshot-based
GNSS dataset recorded at a motorway that contains various
jammer types. (2) We benchmark FSL techniques and various
adaptation layers for post-training for an optimal enhancement
of additional classes. (3) We contribute a quadruplet loss
function with uncertainty-based pair selection that outperforms
the triplet loss. Therefore, we quantify both aleatoric and
epistemic uncertainty to select challenging samples resembling
similar class pairs. (4) Our evaluation on our dataset shows that
our quadruplet loss leads to a continuous feature representation
reducing false positive predictions, showcasing its efficacy in
the context of GNSS interference analysis.

Section II summarizes related work and Section III gives a
background on FSL and pairwise learning. In Section IV, we
propose our quadruplet selection method for FSL. We show
details of our dataset in Section V. Section VI summarizes
evaluation results and we conclude in Section VII.
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II. RELATED WORK

Yang et al. [11] used automatic gain control (AGC) and
an adaptive notch filter for interference detection and char-
acterization according to interference types and power levels.
While Marcos et al. [26] characterized GNSS interferences
in maritime applications, Murrian et al. [27] proposed a
situational awareness monitoring for observation of terrestrial
GNSS interference from low-earth orbit. For an overview of
existing localization systems such as received signal strength
(RSS), source angle of arrival (AoA), time difference of arrival
(TDoA), and frequency difference of arrival (FDoA), refer to
[28]. Biswas et al. [29] proposed a particle filter for localizing
a moving GNSS source using AoA and TDoA. Borio et
al. [30] used an orthonormal transformation to project the
received GNSS samples into an appropriate transform domain.
van der Merwe et al. [5], [7] introduced a low-cost COTS
GNSS interference monitoring, detection, and classification
receiver. Swinney et al. [12] considered the jamming signal
power spectral density, spectrogram, raw constellation, and
histogram signal representations as images to utilize transfer
learning from the imagery domain. They evaluated convolu-
tional neural networks (CNNs), i.e., VGGI16, support vector
machines (SVMs), logistic regression, and random forests for
the classification task. Inspired by Swinney et al. [12], we
also employ spectrograms. Ferre et al. [31] presented a SVM-
based jammer classification method, however used a dataset
with only five different jammer types. Also, [32], [33] used
a twin SVM-based method. Mehr et al. [34] classified chirp
signals utilizing a CNN with representation transformed with
the Wigner-Ville and Fourier method.

Brieger et al. [10] considered both the spatial and temporal
relationships between samples when fusing ResNetl8 [35]
(for data of a coarse-grained low-resolution low-cost sensor)
and TS-Transformer (for data of a bandwidth-limited low-
cost sensor) with a joint loss function and a late fusion
technique. As ResNetl8 proved to be robust for interference
classification, we also utilize ResNetl8 for feature extrac-
tion. Raichur et al. [4] and Borio et al. [36] proposed a
crowdsourcing approach with smartphone-based features to
localize the source of any detected interference. Jdidi et al. [37]
proposed an unsupervised method that adapts to different
environment-specific factors, i.e., multipath and dynamics, and
variations in signal strength. In contrast to the prior work,
we focus on improving the robustness of ML models when
confronted with unbalanced datasets comprising eight interfer-
ence classes, facilitating unsupervised adaptation to unknown
classes. Therefore, we highlight on learning an improved
representation discerning between (non-)interference classes.
Subsequently, in Section III-A, we provide a background on
FSL for class adaptation, followed by Section III-B, which
presents pairwise learning, specifically the quadruplet loss.

III. METHODOLOGICAL BACKGROUND
A. Background on Few-shot Learning (FSL)

Within this section, we focus on the most relevant FSL
methods. The interested reader finds a broader overview in

[38] and a benchmark in [17]. Matching nets by Vinyals
et al. [15] emphasizes metric learning, i.e., leveraging the
cosine distance [39], by mapping a small labelled support set
and an unlabelled example to its label. LaplacianShot [20]
performs transductive Laplacian-regularized inference, encour-
aging nearby query samples to have consistent label assign-
ments. Snell et al. [13] proposed a prototypical network (PN),
where classification is executed by computing distances, i.e.,
the Euclidean distance, to prototype representations associated
with each class. Liu et al. [19] presented a PN based on the
cosine distance. The relation network [16] computes relation
scores between query images and a few examples of each
new class without further network updates. We compare these
methods using our GNSS-based dataset and select — due
to the highest F2-score — the PN as the baseline for FSL
in conjunction with our uncertainty-based [40] contrastive
learning method.

B. Background on Pairwise Learning

The pairwise contrastive loss minimizes the distance be-
tween pairs of feature embeddings belonging to the same class
and maximizes the distance between pairs of feature embed-
dings from different classes. The contrastive loss benefits from
larger batch sizes and more training iterations compared to
supervised learning [22]. A limitation is that the optimization
of positive pairs occurs independently of negative pairs [25].
The triplet loss [23] addresses this issue by defining an
anchor, a positive, and a negative point. It aims to enforce
the positive pair distance to be smaller than the negative pair
distance by a certain margin [41]. The quadruplet loss requires
an additional semi-hard negative sample, which is closer to
the anchor than the original negative sample but remains
dissimilar. This results in a model output with a greater inter-
class variation and a smaller intra-class variation compared to
the triplet loss. Despite contrastive learning not being applied
to GNSS-based interference detection and classification, we
utilize the quadruplet loss for an improved, continuous feature
representation of jammer classes.

However, this raises the computational challenge of run-
time complexity for large training sets [25]. Hence, several
approaches exist to mitigate this complexity through optimal
triplet/quadruplet mining. Given that hard negative samples
often share relatively similar characteristics with anchors and
positive samples within a batch, Lv et al. [42] introduced an
element-weighted loss to expand the distance between partial
elements of feature vectors. We face a similar challenge in
the unbalanced GNSS-based dataset due to the similarity in
background intensity between positive and negative samples.
We mitigate this problem by utilizing the model’s uncertainty
to select suitable quadruplets, thereby enhancing the quality of
the feature representation. However, UQ for sample selection
remains unexplored. Warburg et al. [43] proposed a likelihood-
based method that aligns with the triplet constraint, evaluating
the probability of an anchor being closer to a positive sample
than a negative one. For domain adaptation, Zheng et al. [44]
utilized the credibility of assigned pseudo-labels to mitigate
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Fig. 1: Overview of our FSL method with uncertainty-based quadruplet selection to adapt to unseen interference classes.

the impact of noisy labels, thereby adjusting their influence
on the contrastive loss function. Wu et al. [45] incorporated
the triplet loss for medical image analysis and quantified
predictive uncertainty; however, selected semi-hard samples
without factoring in predicted uncertainty.

IV. METHODOLOGY

First, we provide an overview of our FSL method in
Section I'V-A. Next, we propose our quadruplet loss functions
in Section IV-B. In Section IV-C, we present details about
quantifying uncertainty for quadruplet selection.

A. Method Overview

First, we define notations. Let X € R"*™ with entries
x;; € [0,255] and height h and width w represent an image
from the image training set. The images are obtained by
calculating the magnitude spectrogram of a snapshot of IQ-
samples. The image training set is a subset of the array
X ={Xy,...,X, } € Rrx*hxw \where nx is the number
of images in the training set. The goal is to predict an unknown
class label y € 2. We define the classification task as a binary
task with the classes ’no interference’ (0) and ’interference’
(1), or as a multi-class task with three 'no interference’ classes
(0, 1, and 2) with varying background intensity and eight
“interference’ classes (3 to 10), e.g., 'chirp’ [10]. The goal
is to learn representative feature embeddings f(X) € R?%! to
map the image input into a feature space R?**, where f is the
output of a specified model layer and ¢ x ¢ is the dimension
of the layer output [41].

We give an overview of our FSL method in Figure 1. First,
we train a FSL model, here the PN [13], employing cross-
entropy as the baseline criterion, to learn a representation with
a small intra-class distance and high inter-class distance. The
PN is based on ResNetl8 [35], pre-trained using ImageNet.
During the adaptation phase, we compute the Euclidean dis-
tance between the features of size 512 from the output of
the final layer for both the support and query images. At

inference, we select the class assigned to the query image,
determined by the smallest distance computed to the average
of the support images. As the main focus of this paper is
to enhance the learned feature representation, we utilize the
contrastive, triplet, and quadruplet loss functions, enabling the
use of negative, positive, and similar samples (see top right of
Figure 1). For more details, refer to Section IV-B. To select
challenging quadruplets characterized by low confidence, we
compute both aleatoric and epistemic uncertainties for each
sample (refer to Section IV-C). For evaluation, we compare
our quadruplet loss and FSL techniques [13]-[20], as well as
ResNet18 augmented with various adaptation layers for post-
training, i.e., dense layers, convolutional layers, long short-
term memory (LSTM), multi-head attention, Autoencoder,
gMLP [46], and the transformer TSiT [47].

B. Pairwise Learning

Pairwise learning involves pairs with distinct labels and
contributes to enhancing the training process by enforcing
a margin between pairs of images with different identities.
Consequently, the feature embedding for a specific label
lives on a manifold while still ensuring sufficient discrim-
inability, i.e., distance, from other identities [25], [41]. Thus,
we define an anchor sample X¢ from a specific label, a
positive sample X from the same label, and a negative
sample X7 from a different label. For all training samples
(f(X2), f(X), f(X2)) € ®, our objective is to satisfy the
following inequality:

d(f(XE), f(XD)) + o < d(f(X9), F(XD), (D)

where d is a distance function, here the Euclidean distance, «
is a margin between positive and negative pairs, and ® is the
set of all possible pairs in the training set with [V being the
number of all pairs. A softmax layer is adopted to normalize
the feature embeddings f. The contrastive loss [22] minimizes
the distance between the anchor and the positive sample, while
separately maximizes the distance to the negative sample [41]
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Fig. 2: Exemplary spectrogram samples without interference (classes 0 to 2) and with interference (classes 3 to 10) between
intensity [0, -90] with logarithmic scale. The x-axis shows the time in ms. The y-axis shows the frequency in MHz.
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Fig. 3: Overview of the pairwise learning loss functions.

(refer to Figure 3a). The triplet loss [23] (see Figure 3b) jointly
optimizes the distances and its formulation can be expressed
as follows:

N
Luipier(X?, XP, X") = >~ max [d(f (X§), f(XP)) - .
1=1

A(f(X2), F(X) + 0]

The quadruplet loss [24] introduces a new constraint and is
defined for all quadruplets (f(X%), f(XZ), f(X5), f(X)) €
P as

»Cquadruplet(Xav XP X?, Xn) =

N
Zmax [d(f(X?)vf(Xf)) —d(f(X9), £(XP)) +a170}+

> max [d(£(X7), (X)) = d(J(X£). J(X])) + .0},
N 3)

where o1 and «ay are the margins, and X? is a similar sample
to X* or X" (see Figure 3c). By enforcing this constraint,
the minimum inter-class distance is required to exceed the
maximum intra-class distance, irrespective of whether pairs
contain the same label [24]. However, it is challenging to
pre-define a suitable margin threshold. A small threshold
would yield few hard samples. As solely hard samples are
utilized to train the model, few hard samples would lead to
slow convergence and potentially result in the model with a
suboptimal solution. Instead, a large threshold would generate
an excessive number of hard training samples, potentially
causing overfitting [24]. We perform a hyperparameter search
to determine optimal margins. We selectively choose similar
samples from which the training process can derive a benefit.

C. Uncertainty Quantification

To curate pairs of anchor, positive, similar, and negative
samples, we quantify the aleatoric and epistemic uncertainties
for each sample described in the following. The models exhibit
higher uncertainty for samples that bear resemblance to the
positive sample, leading to a decrease in classification accu-
racy. The objective is to address this scenario by leveraging
an enhanced representation facilitated by the quadruplet loss.
Therefore, we apply Bayesian inference. The objective is to
compute the posterior distribution p(#|D), representing the
neural network (NN) weights, given the training dataset D
and the model parameters 6. As the computation of the
posterior is usually intractable, a (local) approximation is often
used [40]. We achieve this utilizing Deep Ensembles [4&],
which is a committee of M individual NNs initialized with
a different seed. The initialization stands as the sole source
of stochasticity in the model parameters, which are otherwise
deterministic. The results are obtained by aggregating the
predictions derived from M = 10 independently trained NN.

Next, we decompose the uncertainty: (1) Aleatoric un-
certainty represents stochasticity inherent in the data. (2)
Epistemic uncertainty is the model uncertainty, which can be
reduced to zero for an increasing amount of observations. Our
goal is to select samples with high epistemic uncertainty to
form the quadruplet pairs, thereby reducing the model’s uncer-
tainty within the context of FSL. We adopt the decomposition
approach by Kwon et al. [49] based on the variability of the
softmax output. The predictive uncertainty can be specified as

T T
1 . . n 1 FN
T tzzldlag(ct) - ctc;r + T tzzl(ct —o)(é — C)T’ 4)

aleatoric uncertainty epistemic uncertainty

with & = (&1, ..,¢.x) € [0,1]% being the softmax output
of the NN based on one forward pass (out of T stochastic
forward passes), the number of classes K, Zfil ¢t = 1, and

e= AT & [40), [49].
V. DATASET

We developed a hardware setup that captures short, wide-
band snapshots in both E1 and E6 GNSS bands. This setup is
mounted to a bridge over a motorway. The setup records 20 ms
raw 1Q snapshots triggered from the energy with a sample
rate of 62.5MHz, an analog bandwidth of 50 MHz and an
8 bit bit-width. Further technical details can be found in [10].



TABLE I: Overview of classes and sample numbers.

Class Label | Sample number
Negative (low intensity) 0 9,980
Negative (medium intensity) 1 132,974
Negative (high intensity) 2 54,620
Positive (pulsed) 3 13
Positive (pulsed) 4 28
Positive (out-of-band tone) 5 59
Positive (noise) 6 9
Positive (tone) 7 39
Positive (chirp) 8 79
Positive (two chirps) 9 10
Positive (chirp) 10 16

Figure 2 shows exemplary snapshots of the spectrogram. At
certain frequencies the GPS/Galileo or GLONASS signals can
easily be seen as a slight increase in the spectrum. Note that
experts manually analyzed the datastreams by thresholding
CN/0 and AGC values. Manual labeling of these snapshots has
resulted in 11 classes: Classes 0 to 2 represent samples with
no interferences, distinguished by variations in background
intensity, while classes 3 to 10 contain different interferences.
For instance, Figure 2k showcases a snapshot containing a
potential chirp jammer type. Table I presents a summary of
the sample distributions across all 11 classes. This shows the
dataset’s imbalance, emphasizing the under-representation of
positive class labels. The challenge lies in adapting to positive
class labels with only a limited number of samples available.
We partition the dataset into a 64% training set, 16% validation
set, and a 20% test set split (balanced over the classes).
Utilizing the predicted uncertainty, outlined in Section IV-C,
we identify the highest levels of epistemic uncertainty among
the subsequent class combinations that serve as our basis
for quadruplet selection: 0 — {1,3,5,7}, 1 — {0,2,4,5},
2 - {1}, 3 —» {0,4,6}, 4 — {1,3}, 5 — {0,1}, 6 — {3},
7—{0,8}, 8 = {7,10}, 9 — {10}, and 10 — {8,9}.

VI. EVALUATION

For all experiments, we use Nvidia Tesla V100-SXM2
GPUs with 32 GB VRAM equipped with Core Xeon CPUs
and 192 GB RAM. We use the vanilla SGD optimizer with a
learning rate of 0.01, decay of 0.0005, and train the standard
models for 100 epochs and the models with pairwise learning
for 200 epochs. First, we present baseline results of FSL and
for different layer adaptations. Next, we propose an evaluation
of the uncertainty computation and our triplet and quadruplet
loss with hyperparameter searches. In general, we train all
possible class permutations for pre-training, adaptation, and
evaluation, but present only results for the specific permutation
(train classes: 0, 1, 2, 4, 5, 8, and 11; adaptation classes: 3,
7,9, and 10). However, our statements can be generalized to
all permutations. We train each method M = 10 times and
present the mean and standard variance F2-score.

FSL Results. The results of various FSL methods [13]-[20]
are illustrated in Figure 4. Among these, prototypical network
(PN) [13] with Euclidean distance achieves the highest F2-
scores. LaplacianShot [20], SimpleShot [14] with binary CE
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Fig. 4: Baseline results (F2-score) of FSL methods.

Fig. 5: Evaluation results (F2-score) of all adaptation class
permutations of the post-training with the convolutional adap-
tation layer. y-axis: baseline (B) and adaptation (A) classes.
x-axis: index of the additional classes.

(BCE) and cosine distance, and relation network [16] achieve
high results (~ 0.4 F2-score). However, a noticeable decline in
F2-score is evident for the remaining methods. Generally, the
CE loss proves to be more efficacious than the BCE. Conse-
quently, our proposed method and subsequent discussions are
grounded in the utilization of the PN with Euclidean distance.

Layer Adaptation. Subsequently, we assess the adaptation
layers that we post-train with the ResNetl8 architecture, as
depicted in Figure 1. As an overview, Figure 5 provides a
comprehensive summary of results across all class permuta-
tions, particularly highlighting the convolutional layer, which
exhibits the most robust generalization. Notably, there is an
increase in F2-score to all conceivable classes. The dense
and LSTM layers also demonstrate a robust generalization.
In contrast, multi-head attention, gMLP, and TSiT exhibit
effectiveness primarily for specific permutations. The Autoen-
coder, while resembling the convolutional layer, manifests a
lower F2-score. In summary, the findings indicate that simpler
layers outperform more intricate models. Notably, ResNet18
inherently extracts robust features, rendering post-training only
partially imperative.

Pairwise Learning Results. We first perform a hy-
perparameter search for the margins of the pairwise
learning losses. For the triplet loss, we evaluate o €
{2,3,5,7,10,50,100} (see Figure 7a). For the quadru-
plet loss, we evaluate the pairs (a1,a3) of both margins
(2,5),(5,6), (5,10), (10, 50), (50, 60), and (50, 100). Notably,
the F2-score decreases for a low margin for the triplet loss
and reaches its optimum with o = 100. For the quadruplet
loss, the results are vice versa: We achieve the best results
for (2,5) and (50,100). While we achieve an F2-score of
0.363 for the PN, the convolutional adaptation layer without
post-training significantly drops with an 0.281 F2-score, but
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Fig. 6: Confusion matrices and uncertainties for the PN (left)
and the PN with quadruplet loss (right) averaged over 10 runs.

increases to 0.520 F2-score due to the availability of additional
training data (averaged over M = 10 trainings). Triplet loss
further increases the results with 0.424 F2-score, respectively
with an 0.431 F2-score for the quadruplet loss. The quadruplet
loss leads to a higher generalizability with a more continuous
representation. Please be advised that the F2-score serves as a
stringent evaluation metric, particularly due to the unbalanced
dataset (see Table I). Despite the quadruplet loss yields an
accuracy of 97.66% and a recall of 0.929, the F2-score drops
to 0.431 due to a notably low precision of 0.151. Although the
quadruplet loss mitigates false positives, it results in a low false
negative rate, i.e., high recall. We attain a high accuracy in
classifying jammers across eight distinct classes. We select one
specific permutation from Figure 5, and evaluate the confusion
matrix and uncertainties in Figure 6 in more detail for the layer
adaptation (left) and our quadruplet-based method (right). In
general, the adaptation to the classes 7 to 9 is accurate due
to non-similar samples (see Figure 2). We identify a higher
aleatoric uncertainty (Figure 6b) and epistemic uncertainty
(Figure 6¢) for the class label pairs 0 and 3, as well as for the
pairs 1, 2, 3, and 6, and the pairs 9 and 10. This leads to a
higher confusion (Figure 6a) between the classes 1, 2, 3, 4, 5,
and 6 as well as between 8, 9, and 10. With the quadruplet
loss, we reduce the confusion of the classes 3, 6, and 8, at the
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Fig. 7: Evaluation results (F2-score & F1-score averaged over
10 trainings) for the hyperparameter searches of the margins.
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Fig. 8: Embeddings of the 11 classes using t-SNE [50].

cost of a lower accuracy for the negative class 0. Due to the
more continuous representation, the aleatoric and epistemic
uncertainty increases. The training time of the quadruplet loss
marginally increases to 11.4 hours with 200 epochs.

Embedding Analysis. Figure 8 illustrates the feature em-
bedding of the last convolutional layer, which has an output
size of 512, utilizing the t-distributed stochastic neighbor
embedding (t-SNE) [50] with perplexity of 30, an initial mo-
mentum of 0.5, and a final momentum of 0.8. We incorporate
all 11 classes for the PN (refer to Figure 8a) and the PN trained
with the quadruplet loss (refer to Figure 8b). We observe that
for the PN, the classes are very distant in the lower dimension.
However, the classes 3, 4, and 6, as well as 8 and 10 cannot
be separated well. In the case of training with the quadruplet
loss, there is a better transition between similar classes, i.e., 1,
3, 5, and 9. Consequently, the quadruplet loss leads to a more
continuous representation.

VII. CONCLUSION

We introduced a FSL method designed for interference
classification in GNSS data, to adapt an ML model to unseen
jammer types with limited labels. The primary contribu-
tion is an uncertainty-based quadruplet loss, which enhances
model generalization. We conducted extensive evaluations
on our real-world dataset collected along a motorway. The
quadruplet-based FSL method achieves an accuracy of 97.66%
and an F2-score of 0.431 that shows superior performance
compared to the PN (0.363) and the triplet loss (0.424).
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