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Abstract

Quantum devices use qubits to represent information, which allows them to exploit important
properties from quantum physics, specifically superposition and entanglement. As aresult, quantum
computers have the potential to outperform the most advanced classical computers. In recent years,
quantum algorithms have shown hints of this promise, and many algorithms have been proposed
for the quantum domain. There are two key hurdles to solving difficult real-world problems on
quantum computers. The first is on the hardware front — the number of qubits in the most advanced
quantum systems is too small to make the solution of large problems practical. The second involves
the algorithms themselves — as quantum computers use qubits, the algorithms that work there
are fundamentally different from those that work on traditional computers. As a result of these
constraints, research has focused on developing approaches to solve small versions of problems as
proofs of concept — recognizing that it would be possible to scale these up once quantum devices
with enough qubits become available. Our objective in this paper is along the same lines. We
present a quantum approach to solve a well-studied problem in the context of data sharing. This
heuristic uses the well-known Quantum Approximate Optimization Algorithm (QAOA). We present
results on experiments involving small datasets to illustrate how the problem could be solved using
quantum algorithms. The results show that the method has potential and provide answers close to
optimal. At the same time, we realize there are opportunities for improving the method further.
Keywords: Quantum Approximate Optimization Algorithm (QAOA), Data privacy, Itemset hiding

1 Introduction

While quantum computing is still in its infancy, its potential has been demonstrated on some well-
studied problems. This potential comes from the fact that quantum computers use qubits (quantum
bits) to represent information rather than the bits used in classical computers. Qubits are two-state
systems based on subatomic particles (typically electrons or photons), and are among the simplest
systems that exhibit the fundamental properties of quantum physics. Two of the properties that are
particularly relevant to quantum computing are superposition and entanglement. While qubits have
two distinct states (representing ‘0’ and ‘1), the ability to exist in a superposition of both states

simultaneously makes them both different from, and more powerful than, the bits used in classical



computers. Entanglement enables the state of a qubit to be changed by changing the state of a
perfectly correlated qubit, usually by using an external magnetic field. |Giles (2019) points out that
unlike a traditional computer where “doubling the number of bits doubles its processing power,”
these properties imply that “adding extra qubits to a quantum machine produces an exponential
increase in its number-crunching ability”.

The differences between qubits and bits necessitate algorithms developed for quantum computers
to be fundamentally different from those designed for classical ones. Researchers have made
perceptible progress in developing new quantum algorithms, with the Bernstein-Vazirani algorithm,
the Deutsch-Jozsa algorithm, Grover’s algorithm, and Shor’s algorithm (Nielsen and Chuang|2010)
being some of the better known. Currently, the number of qubits in the most advanced systems are
still too small to tackle full-scale real-world problems. As a result, the focus of applied research
has been on developing prototypes to solve such problems — prototypes involving approaches that
can be scaled up as more qubits become available.

One category of algorithms that has shown particular promise employs a combination of
classical and quantum computers, and are referred to as Variational Quantum Algorithms (VQAs).
Farhi et al. (2014) introduced a VQA called the Quantum Approximate Optimization Algorithm
(QAOA) to solve combinatorial problems. QAOA is grounded in adiabatic quantum computing,
a form of quantum computing that relies on the well-established adiabatic theorem (Born and
Fock|1928) from quantum mechanics. QAOA uses qubits to encode the decision variables of the
optimization problem. In this paper, we show how QAOA can be used to solve a long standing
problem in information systems involving the hiding of sensitive information when sharing data —
the frequent itemset hiding problem.

The frequent itemset hiding problem arises in the context of retailers sharing transactional
data with business partners. Itemsets are sets of items purchased together frequently. Some of
the itemsets in the dataset being shared could be sensitive to the data owner (for example, if they
were the result of unexpectedly successful sales promotions). While sharing the data could be of
benefit to both parties, retailers are likely to do so only if the sensitive itemsets are hidden prior

to sharing. The frequent itemset hiding problem involves hiding the sensitive itemsets by altering



the fewest number of transactions possible (i.e., maximizing the accuracy of the shared database
vis-a-vis the original, unmodified, one). It is known to be NP-hard, and has been well-studied in
the literature (e.g., Verykios et al. 2004, Menon et al.|2005).

In this paper, we present an approach to solve the frequent itemset hiding problem using
QAOA. Menon et al.| (2005) formulate it as a generalized assignment problem involving binary
variables, a linear objective function, and as many constraints as there are sensitive itemsets. As the
structure of QAOA fits quadratic unconstrained binary optimization problems (i.e., unconstrained
optimization problems with binary decision variables and an objective function quadratic in the
decision variables), QAOA cannot be applied to the frequent itemset hiding problem directly.
Consequently, we present a heuristic that adapts our problem to a form that can be solved using
QAOA and demonstrate how an existing quantum algorithm can be utilized to solve the frequent
itemset hiding problem. By doing so, we contribute to the growing body of research dedicated
to methodological improvements for solving real-life problems using quantum algorithms. We
also advance research in the domain of data privacy by developing quantum approaches to solve
problems relevant to businesses.

We provide an overview of the frequent itemset hiding problem in Section[2] A brief discussion
of the current state of quantum computing and QAOA is in Section Section 4 presents the
approach we propose to solve the frequent itemset hiding problem. The results of experiments
on small datasets that demonstrate proof of concept are in Section [5] Section [6| concludes with a
discussion on directions for future research.

2 The Frequent Itemset Hiding Problem

A large body of research has attempted to solve the frequent itemset hiding problem (on traditional
computers) using a variety of approaches. Among the earlier works is that of |[Verykios et al.[(2004),
who proposed heuristic approaches to hide sensitive itemsets. Over time, many other approaches
have been proposed to solve the problem such as methods involving genetic algorithms (Lin et al.
2015). However, there is no prior research on the application of quantum algorithms to hide sensitive
information. Menon et al. (2005) were the first to present an integer programming formulation. As

this is the formulation we consider in this paper, a brief description is provided below.



Given a set of items ./, an itemset is any subset j € J. A transaction is also a subset of
items, and a database D is a set of transactions. The support of an itemset j (i.e., the number of
transactions containing j) is u;. The set of frequent itemsets is ¥, where an itemset j is defined to
be frequent in D if the support for j (i.e., the number of transactions containing j) is at least equal
to a predetermined, user-specified minimum mining support threshold, u,,;,. The set of sensitive
frequent itemsets that the data owner wants hidden is FR: an itemset J is considered hidden if its
support is below a user-specified hiding threshold ,ui. While this is not required, we assume that
,uﬁ? = ftmin Vj € FR as done in most prior work. The frequent itemset hiding problem is formulated

as F'I1H below.

min Z X Z Amjxm > p— i +1 Vj € FRx, € {0,1} Vme D (FIH)
meD meD

Parameter a,,; = 1 if transaction m supports itemset j, and O otherwise. Variable x,, is 1 if
transaction m is identified for sanitization (sanitization refers to the removal of sensitive itemsets
from a transaction), and 0 otherwise. The objective function minimizes the number of transactions
sanitized (i.e., maximizes accuracy), while the constraints ensure that all sensitive itemsets are
hidden. Transactions that do not support any sensitive itemset will not be sanitized, and can be
eliminated from FIH beforehand. For notational convenience, we continue to use 9 to represent
the database after these transactions have been removed. Once transactions are identified for
sanitization, appropriate items can be removed from them, thereby decreasing the support of
sensitive itemsets supported by each of the transactions.

Consider the dataset in Table [T[a) and the sensitive itemsets in Table [T(b) from Menon et al.
(2005). The specified hiding threshold for all the itemsets is 3, i.e., yj.’ =3Vje FR_ The associated
formulation FIH is in Figure|l{ Constraints (cnl) — (cn5) ensure that the five sensitive itemsets in
Table b) get hidden. The optimal solution is to sanitize transactions ?1,2,%4,15,1¢ and t9 (i,e., to
set x1,X2,X4,X5,X6 and xg to 1); the corresponding objective function value is 6.

3  Quantum Algorithms
Variational quantum algorithms are being used to develop prototype algorithms for many real-world

problems. Small-scale implementations of algorithms developed by various researchers (e.g., to



id | items id | items Itemset | Items | Supported By
| 2,78 te | 2,4,7,8 r 2,8 11,14,15,t6,17
tn 01,3478 | t7 | 0,2,3,4,8 ry 7,8 t1,12,14,15,16,17,18,19,110
t3 | 0,3,4,8 tg 10,78 r3 0,3,8 1,13,14,17,19
t4 1 0,2,3,4,7,8 | t9 | 0,3,4,7,8 r4 3,4,8 1y,13,14,17,19
ts | 1,2,4,7,8 tio | 3,7,8 rs 0,3,4,77 | ta,13,14,19
(a) Dataset (b) Sensitive itemsets

Table 1: Example Dataset and Sensitive Itemsets

min x; + X2 + x3 + x4 + X5 + X6 + x7 + xg + X9 + X0 (obj)
s.t. X + X4 + X5 + X + X7 > 3 (cnl)
X1 + x2 + X4 + X5 + X¢ + xg + x9 + xj;90 = 6 (cn2)

X2 + X3 + X4 + X7 + X9 > 3 (cn3)

X2 + X3 + x4 + X7 + X9 > 3 (cnd)

X2 + X3 + X9 > 1 (cnd)

XT 5, X2 , X3 , X4 , X5 , X6 5 X7 , X8 , X9 , X1j0 € {0, 1}

Figure 1: Formulation FI1H for Example Dataset

solve problems related to portfolio optimization and drug discovery) are available as tutorials
from IBM (IBM|2023). In the combinatorial optimization context, Harwood et al.| (2021) show
how a vehicle routing problem faced by petrochemical companies can be solved using quantum
algorithms. This is a fast-growing area with new algorithms being developed at a rapid pace, and
QAOA is one of the more popular VQAs with several applications (Lucas 2014).

3.1 Definitions and Terms: A Short Primer

As noted earlier, a qubit is a two-state system that displays quantum properties. The two orthonormal
basis states are typically represented in “bra-ket” notation by the vectors |0) = [(1)] and |1) = [(1)]
Together, the two orthonormal basis states are referred to as the computational basis. Given the
computational basis, the state |¢) of any qubit can be represented as a linear combination of the basis
vectors, i.e., [) = ao|0)+a;|1). The Born rule states that measuring qubit |) = ¢ |0) + a1 |1)
results in a 0 being observed with probability ag and in a 1 being observed with probability af.
Consequently, a(z) + a% =1 for all valid qubit states.

All operators on qubits other than the measurement operator are unitary{fmatrices. Measurement

1A matrix A is called unitary if its conjugate transpose A* is also its inverse (i.e., AA* = A*A=AA"' = A"'A=1). The



operators are Hermitian matrice§?] Applying an operator on a qubit changes the state of the qubit.
The operators relevant to our context are listed below, followed by an illustration of an operator on
a qubit.
(i) A Hadamard gate H is defined to be % [T 4]
(i) There are two Hamiltonian operators in the context of QAOA, the cost Hamiltonian H¢ and
the mixer Hamiltonian Hj;. We discuss these in detail in the next section.
(iii)) The Pauli-X matrix (gate) is defined to be o = [(1) (1)]
(iv) The Pauli-Z matrix (gate) is defined to be o> = [} 9 ].
(v) The measurement operator M measures a qubit and outputs a binary value (0 or 1).
As an example, consider applying a Hadamard gate on a qubit whose initial state is |¢) = |0).

Operators apply on qubits from the left side, so

==l ==l

Note that % (]0) +]1)) implies that ag = @ = % The probabilities of observing a 0 and a 1
2

are therefore equal (since aj = a/fl2 = %), and the qubit is said to be in uniform superposition. The
qubit |) = |0) is perfectly aligned with the basis vector |0), which means that the probability of

observing 0 when it is measured is 100%. Applying a Hadamard gate therefore changes its state to

one of uniform superposition. Along the same lines, applying a Hadamard gate on |1) changes its

2
1

1 1 1 1
0= v v

it is also a uniform superposition state. As these examples illustrate, the state of a qubit is a linear

state to ( ) In this case, ag = = and @] = ——=. As a(z) =ay = % for this state as well,
combination of the associated computational basis states.

3.2 A Brief Discussion of QAOA

Farhi et al.| (2014) proposed QAOA to solve combinatorial optimization problems, illustrating their
approach on the well-studied max-cut problem: given a graph G (V, &), partition the vertices in V
into two sets X and Y such that the number of edges between X and Y is maximized. If we define

variable x,, to be 1 if vertex m is placed in partition X and to be —1 if it is placed in partition Y,

conjugate transpose of a matrix A is obtained by transposing A and applying the complex conjugate of each element
of the transpose (where the complex conjugate of a +ib is defined as a —ib).
2A matrix A is Hermitian if it is equal to its conjugate transpose, i.e., if A = A™.



the max-cut problem can be formulated as a quadratic unconstrained binary optimization problem

where 2 nyes % (1 —x;ux,) needs to be maximized.
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Figure 2: Generic QAOA Flowchart

A generic flowchart of QAOA is shown in Figure[2] We discuss it in the context of the max-cut
problem considered in [Farhi et al.|(2014). The basic idea is to iterate through cycles updating the
values of 8 and y until the process converges with optimal values 8* and y*. Each cycle involves
multiple “shots” comprising many steps.

As qubits correspond to binary decision variables in QAOA, there are N decision variables
represented in Figure[2| All qubits are initialized to |0) at the beginning of each shot and Hadamard
(H) gates applied to each, resulting in all qubits being in uniform superposition. At this point, cost

and mixer Hamiltonians (H¢ and H)j, below) are applied on all qubits sequentially in each layer.

HC — e_inO — e_i72n1,n %(1—0’5,,0’;) — l_[ e—iy(%(l—(rﬁ,oﬁ)) (1)
m,n
Hyy = e BHB = p=iBLmox _ l—[ o B (2)
m

o;, and o, are Pauli-X and Pauli-Z matrices applied to qubit m, while [ is the identity matrix. Hop
corresponds to the objective function and is set to % YmaI—0507). In the context of the max-cut
problem, this corresponds to an application of (I — o7 07) on every pair of qubits m and n such
that the corresponding vertices m and n are directly connected by an edge. Hp is set to 2, o;
this corresponds to the application of o on each qubit m. The ‘i’ is V-1, the imaginary unit in
complex numbers. This completes the first layer. Note that at this stage, the qubits have changed

states as a result of the application of the two Hamiltonians. This process of applying the two
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Hamiltonians H¢ and H), sequentially is repeated for each of the p layers in the model. At this
point, all qubits are measured by applying measurement operators M resulting in binary (0 or 1)
values for each qubit. Once the qubits are measured, the binary decision values x,, are known for
all variables m. The corresponding objective function value is % Ymn(1=xmx,), with x,,, € {~1,1}
as defined earlier in the context of max-cut problem. The two possible outcomes when a qubit is
measured are x,, =0and x,, = 1, and not -1 and 1. By defining x,, = (2x], — 1), we getx,, = —1 when
x,, =0 and x,, = 1 when x,, = 1. The objective function %Zm,n(l —X;mXp) is therefore equivalent
t0 X, (X, +x, —2x),x;,) in terms of the observed qubit values. The “’shot” referred to earlier
comprises the sequence of steps from the initialization of the qubits to their measurement.

Typically, 1,000 shots are run in a cycle to obtain a distribution of objective function values
over the shots in that cycle®] The values of B and y remain the same across all the shots in a
cyclg? with both typically initialized to 1 at the beginning of the first cycle. The distribution of
objective function values obtained after each cycle is passed to a classical optimizer, which uses
non-derivative based algorithms (e.g., Powell|1994) to identify new values for 5 and y such that the
expectation of the objective function value (based on the distribution) is maximized. These new
values of 5 and y are used in the next cycle. This process is repeated until the values of 8 and y
converge, with the final * and y* values being used to obtain the final distribution of the objective
function value.

While these layers may look similar to layers of neurons in a deep neural network, there is
a fundamental difference — superposition is not feasible on classical computers, and therefore,
in classical neural network algorithms. QAOA is a heuristic that uses superposition’| and other
transformations through unitaries to guarantee an optimal solution for quadratic unconstrained
optimization problems when the number of layers p — oo. As the number of layers have to
be limited in practice (p is typically set to 3), the solutions are not guaranteed to be optimal.

However, they have been observed to be very close, implying that as more powerful quantum

3Measurements for different shots would typically be different for each qubit, resulting in different solutions and
corresponding objective function values in each shot. As a result, we end up with a distribution of objective function
values at the end of each cycle.

4These values are allowed to differ across layers, but we have kept them the same in our discussion for simplicity.

SQAOA does not use entanglement.



computers become available, the solution of large (real-world) problems using quantum algorithms
will become possible.

4 Ising Formulation-based Heuristic to Solve F/H

QAOA is suitable for solving problems that can be formulated as Ising models, the standard
formulation of which is below (Lucas|[2014). Here, s, € {-1,+1}, while J,,,, and h,, are real

numbers.

N
H(si,...,sn)=— ZJm,,smsn — Z Ry Sm
m=1

m<n

Note that this maps easily to the structure of the objective function of the quadratic unconstrained
binary optimization problem (maximize Y.y, ,jeg % (1 —x,,x,) with x,, € {—1,1}) that QAOA was
designed to solve.

While this formulation does not have constraints, F/H does. In order to apply this approach to
the frequent itemset hiding problem, we relax FIH by dualizing the constraints and adding them
to the objective function. If A; > 0 is the multiplier associated with constraint j, the Lagrangian

dual problem is:

L(/l):mianm+ Z /lj((,uj—,u;‘+1)—2amjxm) 3)

mePD jeFR meD
xm €{0,1} Vme D

The objective function of the dual can be rewritten as

L(/l)mlnz I—Z/ljamj Xm+Z/lj(,Uj—,u§Z+l). (4)

meD jeFR jeFR

Defining ¢, = (1 —2jerrAjam j) and ,u;. =(uj— ,uﬁ.‘ + 1) for notational convenience, we have

L) :minZ Conm + Z A4 (5)
mD JEFR
We now square £ (1) to obtain a function compatible with the Ising model.
2
£?(1) =min Z CmXm + Z | (6)

mD jeFR

QAOA is designed to handle binary variables that take on values {—1, 1}. As the possible values



of the decision variables x,, in FIH are O or 1, we define new variables s,, = 2x,, — 1 to obtain
variables that are appropriate for QAOA. This mapping ensures that s,, = —1 when x,, =0 and 1

when x,, = 1. Substituting 13 for x,,, we get

Hp = Z %cfn+ %Z Cm+ Z /lj,ulj Cm | Sm + Z cmcn%. (IS-FIH)

meD meD jeFR m,neD,m#n

One important aspect of this problem is to identify a valid value for 4;. We follow Ghoshal

1

et al. (2020) and set A; to a constant A, where (/l = Yoo Simant

). This value ensures that the
combined impact of A across all the variables set to 1 is less than one, which in turn ensures that the
solution will be one of the optimal solutions with A = 0. In our example, }’,,cp D xcFr dmk =26, and
therefore, A = %. AS 2 jerr amj equals the number of sensitive itemsets supported by transaction m,
this gives priority to transactions that support more sensitive itemsets and leads the dual to choose

solutions that are more likely to be part of the solution to F/H. Finally, we replace the decision

variables s,, with the corresponding Pauli-Z operators o7, to obtain the Hamiltonian [S-FIH|below,

and solve it using QAOA.
1, |[1 , . lopRops
Ho= ) | zem+|5 Do e+ D Aty |em|oit D) emen—5" (IS-FIH)
meD meD jeFR m,neD,m+n

We select the highest O objective function values from the final distribution of solutions
corresponding to 8* and y*, and check the associated solutions for feasibility starting with the
highest value. We select the first feasible solution as the final solution to our problem.

In our illustrative example, the value of (% 2imeD Cm+ 2 jeFr A j,u;.) is 5.12. The values of
ci—cipare: ¢1=0.92,¢,=0.84, ¢c3=0.92, c4, =0.8, c5=0.92, ¢ =0.92, c7 =0.88, cg =0.96,
c9 =0.84, and cjp = 0.96. Therefore, the terms corresponding to the first transaction (i.e., for

transaction m = 1) that contribute to Hy are:

1
1 (0.92)%+5.12%0.92 07 +0.92x0.84 x 0705 +0.92%0.92x 005 +0.92X 0.8 X o{ 0} +

0.92x0.92 x o-fcrsz +0.92x0.92 % o-fag +0.92x0.88 x O'IZO'7Z +0.92x0.96 x afo-§+

Z

0.92x0.84 x o-fcr9Z +0.92 x0.06 % 0'1Z(’10

We add the terms corresponding to the other qubits along similar lines, and the entire expression

10



becomes the cost Hamiltonian in QAOA. The implementation of 05,0 is done as illustrated in the
qiskit textbook (IBM|2023).

5 Dataset and Experiments

Quantum algorithms are typically evaluated using simulators. We have used IBM’s giski{®| package
in our experiments. In order to keep the simulation times reasonable especially when the underlying
combinatorial problem is NP-Hard, experiments using simulators typically involve a small number
of qubits (10 to 20) (e.g., Jing et al.|2022, |Vikstal et al.|2020). Each qubit usually corresponds to
a decision variable. In our case, decision variables correspond to transactions and therefore, each
transaction has a corresponding qubit whose value should be determined. As a result, we have used

datasets with 10 transactions to illustrate the results of our experiments.

Dataset # of items Average trn length
Art-DS 7 4.4
BMSPOSI1 10 4.0
BMSPOS2 10 4.3
BMSPOS3 10 3.7
Art-BMSPOS|1 10 5.0
Art-BMSPOS2 10 4.7
Art-BMSPOS3 12 4.5

Table 2: Datasets Used In Computational Experiments

The first dataset — Art-DS — is the artificial dataset shown in Table [[(a). We also extract
three samples — BMSPOS1, BMSPOS2, and BMSPOS3 — from BMSPOS (a real dataset from the
repository of the first workshop on Frequent Itemset Mining Implementations (FIMI 2003)). These
datasets are marginally modified by adding items to some transactions, to create three additional
artificial datasets (Art-BMSPOSI1, Art-BMSPOS2, and Art-BMSPOS3). Table [2| provides the
number of items and the average transaction lengths associated with each of these datasets. We
consider five sensitive itemsets in Art-DS, with mining and hiding thresholds set to 3. In the
remaining datasets we consider 6 sensitive itemsets and set the mining and hiding thresholds to 2.

Table |3| provides the results of these experiments. We use CPLEX version 20.1 to find the
optimal solutions for each dataset. The optimal and heuristic objective function values are in

columns Optimal and Ising respectively. The results for the heuristic are based on the best settings

Shttps://qiskit.org
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Dataset Optimal Ising
Art-DS 6 8
BMSPOSI1
BMSPOS2
BMSPOS3
Art-BMSPOS1
Art-BMSPOS2
Art-BMSPOS3

AN BB
[ <Beclie REN B e N

Table 3: Results of Computational Experiments

of B and y, and O = 50. The results from the experiments are encouraging as the heuristic solutions
are not far from the optimal. However, there is scope for improvement, and we intend to conduct
additional experiments with more layers and other initial parameter values of § and y. We also plan
to explore other initial configurations (different initial states of the qubits) and/or a better choice of
Lagrangean multipliers.

6 Conclusions and Future Research

In this paper, we demonstrate how the problem of hiding sensitive itemsets in a dataset can be
solved using existing quantum algorithms. Specifically, we use QAOA to solve the problem. As it
cannot be applied directly to our problem, we propose a heuristic that transforms the problem into
an Ising model which can be solved using QAOA. Our experiments show that the approach has
promise. We plan to conduct further experiments on larger datasets (of up to 30 transactions) to
see how the heuristic performs as datasets get larger. In addition, as mentioned earlier, we intend to
explore different initial configurations, initial parameter values, and additional layers. We also plan
to conduct experiments on a real quantum computer with 16 qubits. Current quantum computers
have several technological hurdles to cross, such as decoherence (stability of states of qubits), error
correction, etc. As these issues are resolved over time, the proposed approach will become more
viable. Finally, although several quantum algorithms exist, none of them can be directly used
to solve our problem. Therefore, an algorithm-specific adaptation is needed irrespective of the
algorithm used, and such an adaptation is usually not obvious. For our problem, we were able
to develop such an adaptation using QAOA. Future research can focus on developing appropriate
adaptations for other quantum algorithms.

We have initiated investigation into how the distributed version of the frequent itemset hiding

12



problem can be solved using quantum approaches. With appropriate relaxations and aggregations
of constraints, this version of the problem can be adapted for solution via the ring copula n-qubit
mixer approach proposed by [Van Dam et al.| (2021)) to solve the binary knapsack problem. Most
of the ongoing and future experiments for the problem addressed here are also relevant for the
distributed version of the problem, and we hope to incorporate what we learn from this work into
the extension.
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