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ABSTRACT

The growing concern about data privacy has led to the development of private
inference (PI) frameworks in client-server applications which protects both data
privacy and model IP. However, the cryptographic primitives required yield sig-
nificant latency overhead which limits its wide-spread application. At the same
time, changing environments demand the PI service to be robust against various
naturally occurring and gradient-based perturbations. Despite several works fo-
cused on the development of latency-efficient models suitable for PI, the impact
of these models on robustness has remained unexplored. Towards this goal, this
paper presents RLNet, a class of robust linearized networks that can yield la-
tency improvement via reduction of high-latency ReLU operations while improv-
ing the model performance on both clean and corrupted images. In particular, RL-
Net models provide a “triple win ticket” of improved classification accuracy on
clean, naturally perturbed, and gradient-based perturbed images using a shared-
mask shared-weight architecture with over an order of magnitude fewer ReL.Us
than baseline models. To demonstrate the efficacy of RLNet, we perform exten-
sive experiments with ResNet and WRN models on CIFAR-10, CIFAR-100, and
Tiny-ImageNet. Our experimental evaluations show that RLNet can yield models
with up to 11.14x fewer ReLUs, with accuracy close to the all-ReLLU models, on
clean, naturally perturbed, and gradient-based perturbed images. Compared with
the SoTA non-robust linearized models at similar ReLLU budgets, RLNet achieves
an improvement in adversarial accuracy of up to ~47%, naturally perturbed accu-
racy up to ~16.4%, while improving clean image accuracy up to ~1.5%.

1 INTRODUCTION

In recent years, there has been a growing concern about data privacy, particularly in applica-
tions that rely on Machine Learning as a Service (MLaaS) Kundu et al.| (2021); Ma et al.| (2021)

in which user data is sent to the cloud
to perform inference. This has led to
the development of private inference (PI)
frameworks, where the server performs
computations on a client’s encrypted data,
preserving both model and data privacy.
Nevertheless, the implementation of re-
quired cryptographic protocols including
homomorphic encryption Reagen et al.
(2020) and secure multi-party communi-
cation Mishra et al.| (2020) dramatically
increase the computation and communica-
tion latency, making it impractical to per-
form private inference on large scale mod-
els. A deeper look into the inference la-
tency of these cryptographic primitives ap-
plied to CNNs suggest that the overhead
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Figure 1: Clean, naturally-perturbed, and adversarial
accuracy of ResNetl8 for non-robust linearized mod-
els (left) and RLNet (right) on CIFAR-10 for differ-
ent ReLU budget. SoTA linearized models lack ro-
bustness against natural and adversarial perturbations,
while RLNet performs well on all three fronts outper-
forming its non-robust counterpart even in clean accu-
racy. (Note: all axes are not on same scale.)



associated with the ReLU layers is ~340x more than that of the convolutional layers |Kundu et al.
(2023a). This has sparked an interest in the reduction of ReLLU non-linearity for latency-efficient
private inference of CNNs.

Techniques for ReLLU reduction without compromising accuracy has been extensively studied in
the literature Jha et al.| (2021); |Ghodsi et al.| (2020); Kundu et al.| (2023a). However, these models
lack robustness against naturally or adversarially perturbed images, necessary to ensure trustworthy
deployment, as demonstrated in Figure [I] (left). The natural perturbations may stem from seasonal
changes (summer versus winter), environmental conditions (rain, fog, and snow), and/or camera
noise and blurring effects |Hendrycks & Dietterich| (2019). Adversarial perturbations |Goodfellow
et al.| (2014); Madry et al.|(2017) are carefully crafted using gradient-based attacks such that they
are not noticeable to the human eye but cause misclassifications. These issues are particularly impor-
tant for applications such as household robots |Park|(2023), which operates in dynamic environments
like changing lighting conditions, and collects enormous amount of user’s sensitive personal data,
necessitating PI. To the best of our knowledge, robustness against natural and adversarial perturba-
tions of the partially linearized models is yet to be explored. With this motivation, the objective of
this paper is to understand, analyze, and improve the relevant trade-offs as well as to build a training
framework that guarantees both privacy and robustness.

The failure of models on naturally perturbed images is caused by a shift in the distribution be-
tween the inference and training data. To improve generalization to these distribution shifts, data
augmentation techniques Hendrycks et al.|(2019); Wang et al.[(2021) are commonly used, but they
cannot defend against strong gradient-based perturbations. Adversarial training Madry et al.|(2017);
Shafahi et al.| (2019) is the most popular and effective defense against gradient-based adversarial
attacks. However, the improved adversarial accuracy does not guarantee improved performance on
natural perturbations and is often achieved at the cost of a significant reduction in clean accuracy
Zhang et al.| (2019); [Zi1 et al.[(2021). One means of achieving high clean, naturally perturbed, and
adversarial accuracy is to have multiple models in the server and switch models in real time dur-
ing inference. However, this triples off-line processing and storage requirements, induces energy
and latency overheads when switching between models, and increases the logistics of maintaining
and delivering multiple models to the customer. To solve this problem, this paper proposes robust
linearized networks termed RLNet, a class of shared-mask shared-weight conditional models, that
provides a configurable trade-off between accuracy and robustness while improving latency via re-
duced ReLU operations. As shown in Figure|[I|(right), RLNet maintains close to baseline accuracies
on clean, naturally perturbed, and adversarial images for ReLU reduction up to 11.14 x.

Our Contributions: Our contributions in this work are three-fold. Firstly, we propose a train-
ing framework that achieves a “triple win ticket”, that is, improved accuracy on clean, naturally
perturbed, and adversarial images. Specifically, we implement a conditional learning Wang et al.
(2020); |[Kundu et al.| (2023b) strategy using dual Batch Normalization (BN) to build a multi-path
model, to retain performance on all three fronts. Unlike Wang et al.|(2020); Kundu et al.| (2023b)), our
model requires no additional layers or parameters and, hence, incurs no increase in computational
overhead. Secondly, we develop a fine-tuning framework for partial ReLU (PR) model distillation
from an all ReLU (AR) model such that it provides both accuracy and robustness with a reduced PI
latency budget. We present RLNet, a class of conditionally trained PR models, efficiently fine-tuned
to yield improved performance. Finally, we conduct extensive experimental evaluations to demon-
strate the efficacy of the proposed training framework across various models on multiple datasets.
Compared with the SoTA non-robust linearized model Kundu et al|(2023a), at similar ReLU bud-
gets, RLNet achieves an improved adversarial accuracy of up to ~47%, naturally perturbed accuracy
up to ~16.4%, while improving clean image accuracy up to ~1.5%.

2 PROPOSED APPROACH

We propose a three-stage pipeline for training RLNet models that consists of training a robust AR
teacher, generating a ReLLU mask for achieving a target number of ReLU operations in the PR model,
and finally, fine-tuning the PR model with the ReLLU mask frozen to reduce the performance gap with
the AR model. RLNets have two different modes of operation: normal mode which targets clean
and naturally-perturbed images, and adversarial mode which targets adversarial images. The model
may be equipped to automatically switch modes based on prediction confidence, as suggested in



Stutz et al.|(2020). We leverage data augmentation, adversarial distillation, and dual BN to achieve
our three-fold objective: clean accuracy (CA), naturally perturbed accuracy (NPA), and adversarial
accuracy (AdvA).

2.1 DATA AUGMENTATION

In our framework, we generate augmented images (T4.g) using Augmix |Hendrycks et al.| (2019)
to improve generalization against natural perturbations. Augmix (augment+mix) involves applying
a chain of simple augmentation operations including translation, rotation, shear, auto-contrast, and
linearly combining or mixing the augmented images. Augmentations based on brightness, contrast,
colour, used in CIFAR-10-C or CIFAR-100-C, which are used for robustness evaluation, are ex-
cluded from the set of augmentations during training. Images from multiple augmentation chains
(by default, 3) are then mixed together using a set of convex coefficients randomly sampled from a
Dirichlet distribution.

2.2 ADVERSARIAL TRAINING

We generate adversarial images (zqq4,) using the PGD attack Madry et al.| (2017) for robust
teacher training. Attacked images are generated by finding perturbations within the maxi-
mum perturbation strength ¢ that maximizes the cross-entropy (CE) loss, following z,q, =

argmax CE(¢3™ (zaav),y). The AR teacher model is represented as ¢ and the PR student

[1Zado —=|[p<e

model is denoted as ¢g. A = 0 denotes the path trained using clean and augmented images and
A = 1 denotes the path trained using adversarial images. During training of the PR model from the
AR model through distillation, x4, is generated by maximizing the KL divergence loss, inspired
from RSLAD [Zi et al.| (2021), given by 0, = argmax KL(¢§ (Taan), d3°(z)).

Zado—z||p<e

2.3 DUAL BATCH NORMALIZATION

Previous work|Wang et al.[(2020); |Xie et al.|{(2019);|Wang
et al.| (2021)) has pointed out that separation of the BN aoosll o+ atversena L
statistics is critical for a single model to perform well on .t
both clean and adversarial images. BN relies on the fact o004 . :
that input images have the same underlying distribution.
Because the distribution of adversarial images is signif-
icantly different from that of clean images, adversarial 0.002
training fails to perform well on clean images. Xie et al.
Xie et al.[(2019) demonstrated that adversarial images can
in fact improve clean accuracy only if the BN statistics of
adversarial images do not interfere with clean training. Figure 2: Running mean and variance
of the last BN layer of ResNet18 trained
on Tiny-ImageNet using dual BN
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In our case, we build a model with two distinct paths for
A = 0and A = 1, for two different modes of operation,
which differ only in BN layers. BN, denotes the BN layers for clean, augmented, and BN, for ad-
versarial images (Figure 3. [Xie et al.| (2019) uses a triple BN formulation when training with clean,
augmented and adversarial images. We do not use separate BN for clean and augmented images,
because we observe that using simple augmentations actually makes the dataset more diverse and
improves clean accuracy rather than adversely affecting it. The BN statistics of a ResNet18 model
trained on Tiny-ImageNet, illustrated in Figure [2] clearly shows two distinct clusters, justifying
this choice. We further demonstrate that a triple BN formulation, separating clean and augmented
images, is redundant (see Figure Eka)).

2.4 TRAINING FRAMEWORK

2.4.1 TRAINING A ROBUST TEACHER

The PR model is distilled from a teacher model, which has the same architecture as the PR model
but with all ReL.Us present. Therefore, the first step is to train a teacher model that is robust against
natural as well as adversarial perturbations and still retains its clean accuracy. The teacher model is
trained on a classification task with input = and corresponding labels 4. 244 and .4, are generated
from z as described in Sections and respectively. ¢p is trained by minimizing the loss
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Figure 3: RLNet framework: model architecture and inference path. Here, A = 0 and 1 correspond
to clean and adversarial paths respectively. We use the same path as clean for classifying against
natural perturbations. This means that unless the perturbation is attacker-driven, we use the A = 0
path for inference.

function L7 with respect to x, Tqug, and o4y, as shown in Equation EI, where CE denotes cross-
entropy loss.

L1 = (CE(QS%:O(x),y) +CE( %zo(xaug)vy) + CE( %“:1($adv)7 y))/3 )

2.4.2 RELU MASK IDENTIFICATION

Given a global ReLU budget, the number of ReL.U units per layer has to be determined. [Kundu et al.
(2023a) found an inverse relation between pruning sensitivity and ReLU sensitivity and formulated
an approach to determine the layerwise ReLU budget. Following Kundu et al.| (2023a), we allocate
the layerwise ReLU count, given by r; for ReLU layer [. A binary ReLU mask is initialized in
layer [, with r; 1’s in random locations, where 1’s and 0’s indicate the presence or absence of ReLLU
units. ReLU returns 0 if the activation value is negative but retains the original value if the activation
value is positive. Hence, the absence of a ReLU unit only makes a difference for negative activation
values. At the end of each epoch, the ReLU mask is updated with 1’s in the top r; locations,
where the absolute difference between the post ReLU activation map of the AR and the PR model
is the highest. During mask search, the masks and weights of the PR model are updated in parallel.
The model weights are updated for each mini-batch using the loss function Lg:,4c2 described in
Equation [6] Note, the activation maps for absolute difference calculation and mask updating are
obtained using clean images only.

2.4.3 THREE-WAY ROBUST DISTILLATION

We formulate three different loss functions for our dual BN framework L., £1; and £prans based
on CE loss, KL divergence based distillation loss Hinton et al.| (2015), and post-ReLU activation
mismatch (PRAM) loss Kundu et al.|(2023a).

Lee =(CE(65"(),y) + CE(65" (Taug), y) + CE(65 (Taav), y))/3 )
L =(KL(¢5 (), 07" (x)) + KL($5" (Taug), 97" () + KL($5~" (Taav), %:O(ﬂc)))/(?;)

Each of these loss functions can have three different components corresponding to three different
versions of the input, Z, Zqug and T4y, and their corresponding paths through the model. While
L. ensures learning from the original hard labels y, Ly; enforces that the student model learns the
output for clean, augmented, and adversarial images through distillation from the clean predictions
of the teacher.

PRAM loss [Kundu et al.|(2023a) is given by

) = H Pr(®) _ Vg ()
WER@)2  [WRR@)]2

where U5y () and W'}, () denote the m'™ pair of post ReLU activation maps for input  for the

PR and the AR model. £Lpraps ensures feature similarity between the AR and PR model and is
used only during the final fine-tuning to reduce the performance gap. We consider PRAM loss for z

PRAM (x @)

2



and T4y, as we find PRAM loss for 2,4, do not provide significant benefits (see Section[A.2.2).
Lpranm =0.5 x (PRAM(:L‘) +PRAM(IL‘aug)) 5)

The necessity of each of these loss functions has been justified through ablation studies in Section
Weight updates for the student model ¢ during mask identification and final fine-tuning are
performed through optimizing Lg¢qge2 and Lgiqqe3 respectively.

LstageQ :Ekl + Ece (6)
‘CstageS :ﬁkl + Ece + ﬂ * EPRAM (N

3 EXPERIMENTAL RESULTS

3.1 EXPERIMENTAL SETUP

Models and Dataset We evaluate the efficacy of our proposed robust linearization approach on
three different datasets: CIFAR-10, CIFAR-100 [Krizhevsky| (2009), and Tiny-ImageNet Hansen
(2015) using 3 different models, ResNet-18, ResNet-34 He et al.|(2016), and WRN-22-8 Zagoruyko
& Komodakis| (2016). Evaluation against natural perturbations is performed using the common
image corruption benchmarks: CIFAR-10-C, CIFAR-100-C, and Tiny-ImageNet-C Hendrycks &
Dietterich| (2019), which are generated by adding fifteen different corruptions (like gaussian noise,
shot noise, frost, snow, brightness, contrast) at five severity levels to the original dataset.

Evaluation Metrics Performance on clean, naturally-perturbed, and adversarial images is evaluated
using CA, NPA, and AdvA respectively. NPA is the average accuracy over all 15 corruptions, where
accuracy on each corruption is averaged over five severity levels. In addition, we also report mean
corruption error or mC'E on naturally perturbed samples. mCE on CIFAR-10-C and CIFAR-100-C
is evaluated as 1 — NP A, whereas for Tiny-ImageNet the error for each type of corruption is first
normalized by the corruption error of a baseline model and then averaged Hendrycks & Dietterich
(2019);/Wang et al.[(2021)). CA and AdvA are given by the Top-1 accuracies evaluated on the original
dataset and using PGD-7 attack [Madry et al.|(2017), if not mentioned otherwise. Communication
savings is the ratio of communication cost of an AR model to that of a PR model.

Dataset Model State RLNet SeNet/Kundu et al.|(2023a) #ReLU | Comm.
CA(%) NPA(%) mCE| AdvA(%)|CA(%) NPA(%) mCE| AdvA(%)| (k) | Savings
AR | 9588 8815 012  5L18 | 9523 7498 025 00l 557 1x
PR | 9371 8562 0.4 4495 | 9341 7378 026 0.8 50 | 11.14x
CIFAR-10 ResNetl8 | pp | 9443 8483 015 4575 | 9424 7299 027 028 82 | 6.79x
PR | 9536 8835 0.2 4652 | 9512 7453 025 0.3 120 | 4.64x
PR | 9567 8904 0.1 4704 | 950 7517 025 0.2 150 | 371x
AR | 78.68 6331 037 2699 | 7759 4867 051 0.04 557 Ix
ResNetl8 | PR | 7487 6072 0390 2207 | 7451 4871 051 007 50 | 11.14x
PR | 7700 6445 036 2299 | 7667 4990 050  0.09 100 | 557x
CIFAR-100 AR | 7971 6525 035 2657 | 7825 4963 050 029 967 1x
- ResNet34 | PR | 7372 6127 039 2203 | 7284 5167 048 030 80 12x
PR | 7576 6390 036 2317 | 7607 5159 048 026 200 | 48x
AR | 8096 6638 034 2969 | 7977 4962 050 003 1393 | Ix
WRN22-8 | PR | 80.53 6658 033 2585 | 7975 5073 049  0.04 240 | 58x
PR | 80.66 6749 033 2561 | 7995 5111 049 005 300 | 4.64x
AR | 6722 3799 081 2052 | 661 2691 096 008 | 2228 | Ix
Tiny-ImageNet | ResNetI8 | PR | 5872 3131 090 1285 | 5931 2401 099 0.5 150 | 14.85x
PR | 6657 3945 079 1599 | 6618 2754 095  0.19 300 | 7.43x

Table 1: Performance evaluation of RLNet on CIFAR-10, CIFAR-100, Tiny-ImageNet and compar-
ison with SeNet/Kundu et al.| (2023a). The higher accuracy and lower mCEs are highlighted in bold.

3.2 RESULTS AND ANALYSIS

AR Model In Figure[d] we compare our conditional teacher training approach with individual SoTA
training methods using natural, augmented, and adversarial images. Our approach achieves im-
provement in CA by 0.65% over a standard trained model, NPA by 0.89% over a model trained
using Augmix Hendrycks et al.| (2019), and AdvA by 2.68% over a model trained using PGDAT
Madry et al.|(2017) for ResNet18 on CIFAR-10. While TRADES [Zhang et al.[(2019) achieves the
best AdvA among these training methods, it comes at the cost of a degradation in CA by 10.72%.



CA NPA AdvA

PR Model The performance of RLNet on CIFAR-10, CIFAR-
100, and Tiny-Imagenet for different ReLU budget is pre-
sented in Table [T On CIFAR-10, our method achieves 3.7 x
ReLU reduction with almost no degradation in CA and NPA
and AdvA degradation of 4.14%. We achieve up to 5.8x
ReLU reduction on CIFAR-100 dataset with a nominal reduc- " Standard Augmix  PGDAT TRADES  Ours

tion in CA of 0.4%, AdvA of 3.84%, and with no degradation

in NPA. In fact we observe that some amount of ReLU re- Figure 4: CA, NPA, and AdvA for
duction actually boosts NPA. NPA for ResNetl8 with 150k ResNetl18 on CIFAR-10 for differ-
ReLU on CIFAR-10-C, 100k ReLU on CIFAR-100-C, and ent training modes

300k ReLU on Tiny-ImageNet-C are higher than the baseline

AR models. For more aggressive ReLU pruning up to 11.14x, our model suffers a degradation in
CA of only 2.17%, NPA of 2.52%, and AdvA of 6.23% on CIFAR-10. For the same ReLU budget
on CIFAR-100, degradation in CA, NPA, and AdvA are 3.81%, 2.59%, and 4.92% respectively.
For Tiny-Imagenet, we achieve 7.43 x ReLU reduction with close to baseline CA, NPA and AdvA
reduction of 4.5%. We try to ensure minimum degradation in CA through our choice of hyperpa-
rameters and loss function, as discussed in Section[A.2.2] This explains the higher degradation in
AdvA compared to CA and NPA.

We also compare RLNet models with a SOTA linearized network SeNET |[Kundu et al.[(2023a)). RL-
Net consistently outperforms SeNet not only in NPA and AdvA but also in CA. RLNet achieves an
improvement in CA over SeNet by 0.67% and 0.3% for ResNet18 on CIFAR-10 for ReLU reduction
of 3.7x and 11.14 x respectively, 0.78% for WRN22-8 on CIFAR-100 and 0.39% for ResNet18 on
Tiny-Imagenet, for a ReLU reduction of 5.8 and 7.43x respectively. RLNet yields up to 16.38%
improvement in NPA and 47% improvement in AdvA over SeNet models.

5255

Accuracy (%)

Sufficiency Test of Dual BN We demonstrate results using a triple BN formulation, using three
separate BN for clean, augmented and adversarial images and compare it with dual BN in Figure
[la). We observe that triple BN yields no extra benefits, as hypothesized in Section [2.3]

Sufficiency Analysis of Single ReLU Mask The performance of RLNet models is compared with
three separate models, trained using standard, Augmix Hendrycks et al.|(2019) and PGDAT Madry
et al.|(2017) training, for the same ReLU count, in Figure Ekb). RLNet achieves improved accuracy
over separately-trained individual models in all three cases. This confirms that a shared mask shared
weight dual BN model is sufficient to achieve improved performance on all three fronts.

RLNet Triple BN RLNet Individual models

8815 87.78 ®

Accuracy (%)
Accuracy (%)

CA NPA AdvA ° CA NPA AdvA

Figure 5: (a) Dual vs triple BN for ResNet18 on CIFAR-10; (b) CA, NPA, and AdvA of RLNet vs
separate ResNet18 PR models (ReLU count=82k) trained using standard, Augmix [Hendrycks et al.
(2019) and PGDAT Madry et al.|(2017).

4 CONCLUSIONS

The latency overhead for PI in CNNs can be largely attributed to the presence non-linear ReLU
units. Latency efficient PI methods have devised ReLU reduction techniques in CNNs. However,
robustness of these partially linearized models remain unexplored. In this paper, we propose RL-
Net, a class of shared-mask shared-weight conditional models that yields close to baseline accuracy
against clean, naturally perturbed as well as adversarial images with up to 11.14x fewer ReLU.
Compared with its SOTA non-robust counterpart, RLNet models improve adversarial accuracy up
to ~47%, naturally perturbed accuracy up to ~16.4%, while improving clean image accuracy up
to ~1.5%. Exploring robustness of vision transformer models for latency efficient PI can be an
interesting future research in this direction.
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A APPENDIX

A.1 RELATED WORK
A.1.1 MODEL ROBUSTNESS:

Robustness against Natural Perturbations Data augmentation techniques Hendrycks et al.[(2019);
Wang et al.| (2021) are commonly used to improve generalization to distribution shifts because they
are easy to implement, have low computational overhead, and often also improve clean accuracy. A
number of simple augmentation techniques, including Cutout Devries & Taylor| (2017), occluding
random portions in an image, CutMix |Yun et al.|(2019), replacing sections of an image with another
image, and MixUp Zhang et al. (2017)), generating an image using a linear combination of two
different images, have yielded promising results. Augmix [Hendrycks et al.|(2019), which randomly
samples a set of augmentations and linearly combines the augmented images, has shown to be
one of the most effective against the common image corruptions benchmarks like CIFAR-10-C
and ImageNet-C [Hendrycks & Dietterich| (2019). DeepAugment Hendrycks et al.|(2020) generates
augmented images by distorting the weights of image-to-image models. Augmax|Wang et al.|(2021)
tries to further improve Augmix by learning the mixing coefficients of augmented images to generate
harder samples. In this work, we generate augmented images to train our conditional model inspired
from the strategy proposed in Augmix |[Hendrycks et al.|(2019).



Adversarial Robustness Adversarial images may be viewed as augmented images, with [,-norm
bounded perturbations, generated using strong gradient-based attacks. Data augmentation tech-
niques like AdversarialAugment/Calian et al.|(2021), an enhancement of DeepAugment Hendrycks
et al.| (2020), are designed to achieve better robustness against natural as well as adversarial per-
turbations. Training with adversarial images or adversarial training (AT) |(Goodfellow et al.| (2014);
Madry et al.| (2017) is the most commonly used defense against adversarial attacks, although it
causes a degradation in clean accuracy. The increased training overhead of standard AT techniques
like PGDAT Madry et al.[| (2017) has led to the development of compute-efficient alternatives like
Free AT |Shafahi et al.|(2019) and FastAT |Wong et al.| (2020). Recently, robust distillation methods
Zhang et al.|(2019); |Goldblum et al.|(2019)); Zi et al.|(2021)) have proved to achieve better adversar-
ial robustness compared to standard AT. While TRADES [Zhang et al.|(2019) uses a self-distillation
technique, which utilizes clean predictions of the same model to learn its adversarial predictions,
ARD |Goldblum et al.| (2019) and RSLAD [Zi et al|(2021) leverage knowledge distillation to learn
from an adversarially robust teacher. We perform robust distillation inspired from RSLAD, to gen-
erate robust and latency-efficient PR models from robust AR models.

A.1.2 EFFICIENT PRIVATE INFERENCE

PI frameworks use cryptograhic protocols such as Homomorphic Encryption (HE) Juvekar et al.
(2018)); Srinivasan et al.| (2019) and Additive Secret Sharing (ASS) [Liu et al.| (2017); |Ghodsi et al.
(2020). Fully HE based protocols like CryptoNets |Gilad-Bachrach et al.| (2016), CHET |Dathathri
et al. (2019), TAPAS |Sanyal et al.|(2018) incur huge computation and communication latency, lim-
iting their applications to networks that are only a few layers deep. Gazelle Juvekar et al.| (2018),
Delphi [Srinivasan et al.| (2019), Cheetah [Reagen et al.| (2021)) uses HE for linear operations such
as convolution and fully-connected layers, while Garbled Circuits (GC) |Yao| (1986) are used for
non-linear ReLU operations on the client’s encrypted data. Delphi |Srinivasan et al.[(2019) intro-
duces an online-offline topology, where the client-data-independent components are pre-computed
during an offline phase, enabling online plaintext computation for linear operations. Although this
reduces online latency due to linear operations, the input dependent ReLU computation using GC
still causes high inference latency. This necessitates either removing ReLU operations |Cho et al.
(2022); | Kundu et al.| (2023a)) or replacing them with some other compute-efficient alternatives like
polynomial or quadratic functions |Gilad-Bachrach et al.|(2016); |[Liu et al.| (2017); |Srinivasan et al.
(2019). Various approaches for ReLU reduction have been proposed in literature. They range from
manually dropping ReLU layers from existing models Jha et al.|(2021), [, -regularization based ap-
proaches |Cho et al.[(2022) to evolutionary neural architecture search (NAS) techniques Ghodsi et al.
(2020) for ReLU reduction. Kundu et al. [Kundu et al| (2023ajd) proposed a 3-stage training ap-
proach that meets a target ReLLU budget for negligible accuracy reduction. In this paper, we enhance
the training pipeline proposed in Kundu et al.| (2023a) for robust generalization.

A.1.3 CONDITIONAL LEARNING

Conditional learning involves training a single model with multiple paths that can be selectively
enabled during inference. Conditional models have been used to provide an in-situ trade-off between
efficiency and accuracy |Yu et al.[(2018)) or accuracy and adversarial robustness [Wang et al.| (2020);
Kundu et al.| (2023b). OAT [Wang et al.| (2020) uses a parameter lambda to control the trade-off
between clean and adversarial accuracy through feature-wise linear modulation (FiLM [Perez et al.
(2017)) layers, conditioned on lambda, and dual BN Xie et al.[(2019). To remove the FiLM latency
overhead, recently, a few works have proposed [Kundu et al. (2023bjc)) weight-conditioned learning
for accuracy robustness trade-off. We propose a conditional model using dual BN for accuracy
robustness trade-off in PR models with no extra parameters or computational overhead.

A.2 EXPERIMENTAL RESULTS

A.2.1 TRAINING HYPERPARAMETERS

The baseline AR model training and final fine-tuning are performed for 240 and 120 epochs on
CIFAR and Tiny-ImageNet datasets, using SGD optimizer, with a starting learning rate (Ir) of 0.05
for baseline training and 0.01 for fine-tuning. A step Ir decay policy is followed during both, where
Ir drops by a factor of 0.1 at 62.5%, 75%, and 87.5% of the total training epochs. Mask search is
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performed for 150 and 100 epochs on CIFAR and Tiny-ImageNet, without any drop in learning rate.
Distillation temperature is maintained at 4.0, unless otherwise stated. 5 = 1000 is used in Equation
Data augmentations are generated using the default parameters as in |Hendrycks et al.| (2019).
Adversarial augmentations during training are generated using PGD-7, where the attack is performed
for 7 iterations with maximum perturbation strength ¢ = 8/255 and step size & = 2/255. Attack
evaluations are also performed using FGSM with e = 8/255, PGD-20, with identical parameters as
PGD-7 with 20 steps, and Auto-PGD|Croce & Hein|(2020), a variant of AutoAttack, with e = 8/255
and 100 iterations.

A.2.2 ABLATION STUDIES

Study of Robust Distillation Loss Adversarial robust distillation techniques |Goldblum et al.
(2019); IZ1 et al| (2021) demonstrate that learning from teacher predictions significantly
improves adversarial robustness as compared to regular AT using hard labels. The in-
crease in adversarial robustness is accompanied with a drop in clean accuracy. We try
to build a robust distillation approach for our dual BN framework that prioritizes CA,
and at the same time achieves a reasonable trade-off between CA, NPA, and AdvA.
We formulate three different robust train-
ing techniques, inspired from PGD AT  g¢qate Accuracy
Madry et al.| (2017), ARD |Goldblum et al. CA(%) NPA(%) AdvA(%)
(Tzrglll?g,; a;lisRcsél?gs Zf:)re; aglc' (20%;121' AR | 7868 6331 2699 | 557 -

. > Aug> PR | 70.21 58.08 2391 50 Trainc g
Tadv, similar to PGD AT Madry et al|  pp | 7053 5875 291 50 | Traincprr

(2017) for = and x,4,, which requires no PR | 7347  61.13 21.82 50 Traing
teacher model. Traincgx, uses distilla-

tion only for Zqqy, following ARD [Gold 0 5. Study of robust distillation techniques for

blum et al.[(2019), and CE loss for z and  p . Net18 PR models on CIFAR-100
ZTqug. Traingr, inspired from RSLAD [Zi

et al.[(2021), uses distillation for all three inputs x, 24,4, and ,4,, where the model learns from the
clean predictions of the teacher. The loss functions for these robust training methods are presented
in Table[3

#ReLU ‘ Loss
(k)

Method | Loss
Traincg ‘ (C’E(S’\:O(ac)7 y) + C’E(SAZO(31:““9)7 y) + C’E(SA:l(9[;‘“1”)7 ¥))/3
Tincrxs | (CE(S=(2),y) + CH(S(@"7), ) + KL(S*= (%), T°=0(2))) /3

)
Traingr | (KL(S*=°(2), T*=%(z)) + KL(S*=%(z**9), T*=°(z)) + KL(S*="(z**),T*=%(x)))/3

Table 3: Robust distillation losses for conditional model training

Table [2| presents the evaluation results for Aceuracy Lows Temperature
our PR model, trained using these robust

training techniques. We observe that KL CA(%) NPA(%) AdvA(%)

divergence loss for x and x4, improves 7347 61.13  21.82 Lk 4.0

CA and NPA by ~3% compared with CE ~ 71.08 586  23.32 L 1.0
loss. Hence, we formulate the loss £y, /416 61.19 2181 Ly + Lrram 4.0
(Equation [3) according to Traing . The 735 59.11 2455 |Lw + LPrAM 1.0

degradation in AdvA for Traing; may be
attributed to the choice of distillation tem- Iable 4: Study of distillation temperature for ResNet18

perature, favourable towards CA and NPA, PR models (ReLU count = 50k) on CIFAR-100
as discussed in the next section.

Choice of Distillation Temperature The choice of distillation temperature plays a critical role in
the trade-off between CA and AdvA. In line with RSLAD [Zi et al| (2021), we observe that using
a distillation temperature of 1.0 results in improved AdvA. However, this reduces CA, both with
and without PRAM loss, as observed in Table E} Since we prioritize CA, we choose a distillation
temperature of 4.0.
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Study of Robust Feature Similarity Loss

In this section, we explore the effective- Lii|Lce | PRAM | PRAM |PRAM Accuracy
ness of PRAM loss [Kundu et al] (20234) (x) (Zaug) | (xaaw) | CA  RA AdvA
in our robust training setup. PRAM(z), (%) (%) (%)

PRAM(%4y4), and PRAM(z4q,) are the 73.47 61.13 21.82
PRAM losses with original, augmented, 73.85 60.48 21.73
and adversarial images as input. In Table 74.16 61.19 21.81
[l we perform an ablation to understand 74.20 61.53 22.19
the contribution of each of these PRAM 74.87 60.72 22.07
loss terms. We observe that the pres- 74.28 61.12 21.95

AANENENENEN
NN X X X% %
AR NN
AR
WX N X X X

ence or absence of PRAM loss causes a

variation in adversarial accuracy by less Table 5: PRAM ablation for ResNetl8 PR models
than 0.5%. PRAM(x), PRAM(%4,,), and (ReLU count = 50k) on CIFAR-100

PRAM(z .4, ) boosts CA, NPA, as well as

AdvA, in the absence of L... However, when we incorporate L., PRAM(z 4, ) is found to degrade
both CA and AdvA. Hence, we only use PRAM(x) and PRAM(2,,4) for feature similarity during
fine-tuning (Equation [3)).

Necessity Analysis of CE Loss In this

section, we analyze whether L., helps  Model/ State Accuracy #ReLU|L..

or hurts performance when used to- Dataset CA(%) NPA(%) AdvA(%)| (k)

gether with Ly and Lprans. In Table AR | 9588 88.15 51.18 | 557 | -
: . ResNet18

[6l we present results with and without CIFAR-10 | PR 93.71 85.62 4495 50 | X

using L.. on a number of models and ] PR | 93,70 85.13 43.57 50 |V

datasets. We observe that £.. improves AR | 78.68 6331 26.99 557

CA as well as AdvA for both ResNet18 ~ ResNetl8 | o - e 19 5181 | 50

X
and ResNet34 models on CIFAR-100, CIFAR-100| .o 7487 60.72  22.07 50 | v/
whereas it retains the same CA for
ResNet18 on CIFAR-10 dataset. Since  ResNet34 /;RR ;g;(l) gigg %?g; 98607 X
our main focus is to minimize degrada- ~ CIFAR-100| ,p | 5355 o157 553 R0 | v

tion in CA, we incorporate L., in our
training framework.

Table 6: Fine-tuning PR model with and without CE loss
Performance on Other Attacks

FGSM (CIFAR-10) PGD-20 (CIFAR-10) AutoPGD (CIFAR-10) CIFAR-100
—%— RLNet PGDAT —k— RLNet PGDAT —k— RLNet PGDAT e FaSM PGD20 e Auto-PGD
56 325 X_____*
3% % 5300 5%
8 £, B g
<s2 < <275 <
p P 7 o 250 R
50 : /\—*
40 25 15

100 200 300 400 500 100 200 300 400 500 100 200 300 400 500 100 200 300 400 500
ReLU Count (k) RelU Count (k) RelU Count (k) ReLU Count (k)

Figure 6: Performance comparison of RLNet vs ResNet-18 models, distilled from a PGD trained
teacher, for different ReLU budgets, on (a) FGSM |Goodfellow et al.| (2014), (b) PGD-20Madry
et al.| (2017) and (c) Auto-PGD |Croce & Hein| (2020) attacked images on CIFAR-10 dataset. (d)
Performance of ResNetl8 for different ReLU budget on FGSM, PGD-20, and AutoPGD attack
generated CIFAR-100 test images

We evaluate RLNet models against existing SOTA white-box attacks FGSM |Goodfellow et al.
(2014), PGD-20|Madry et al.[|(2017) and Auto-PGD, a variant of AutoAttack Croce & Hein! (2020).
For ResNet18 on CIFAR-10, we train a robust teacher using PGDAT Madry et al.| (2017) and dis-
till PR models for different ReLU budgets using RSLAD [Zi et al.| (2021). In Figure @a, b, ¢), we
compare these PR models, distilled from a PGD trained teacher, and focused solely on improving
AdvA, to our RLNet models for different ReLU budgets. We still outperform PGDAT PR models
for all ReLU counts on FGSM attacked images and most ReLU count on PGD-20 generated images.
PGDAT models demonstrate higher robustness against Auto-PGD on CIFAR-10. Attack evaluation
performance for RLNet models on CIFAR-100 are presented in Figure [6[d).
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