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Abstract—Artificial intelligence is transforming our lives, and
technological progress and transfer from the academic and theo-
retical sphere to the real world are accelerating yearly. But during
that progress and transition, several open problems and questions
need to be addressed for the field to develop ethically, such as
digital privacy, ownership, and control. These are some of the
reasons why the currently most popular approaches of artificial
intelligence, i.e., centralized AI (CEAI), are questionable, with
other directions also being widely explored, such as decentralized
artificial intelligence (DEAI), to solve some of the most reaching
problems. This paper provides a systematic literature review
(SLR) of existing work in the field of DEAI, presenting the
findings of 71 identified studies. The paper’s primary focus is
identifying the building blocks of DEAI solutions and networks,
tackling the DEAI analysis from a bottom-up approach. In
the end, future directions of research and open problems are
proposed.

Index Terms—decentralized artificial intelligence, DEAI, arti-
ficial intelligence, AI, blockchain, cryptography, decentralization.

I. INTRODUCTION

Since the beginning of the last decade, the development and
progress of artificial intelligence (AI) have been advancing
faster each year. With many of its subfields and ideas, tran-
sitioning from the conceptual and academic sphere towards
the applied one (e.g., generative AI), the influence of AI on
society is getting more powerful and will be even more in the
future. Because of the fast and sudden integration of AI agents
and tools into our community, there is a growing concern
and debate around AI regulations, availability, governance of
training and models, and who should control and own each
part of AI development and usage.

Similar to the evolution of the internet and web technolo-
gies, AI development followed a similar trajectory with tech-
nology and advancements happening in centralized locations
with single entities controlling the systems, i.e., big data
centers and big tech companies. This is especially present
in machine learning (ML) systems, such as large language
models (LLM) and ChatGPT, which require huge amounts of
data and computing power to achieve state-of-the-art (SOTA)
results [1], [2]. Since such solutions are currently mainly
provided by big tech players, this type of AI can be referred
to as centralized AI (CEAI). While the internet itself is a
decentralized and neutral protocol, solutions built on top of
it naturally evolved in a centralized way due to the faster
and easier adoption, but this resulted in a small number of
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actors controlling and governing the platforms that are used
by millions or billions of people and are integrated into several
aspects of our lives [3]. This leads to several problems, such as
data of the users being concentrated and owned by platform
owners, which in turn leads to data being more vulnerable
and easier to steal or be leaked due to being located in a
single location. Even though the architecture is distributed,
the control of the application and its data still resides in the
hands of a single entity. Another problem is the platforms’
primary goal, which is to be profitable for the stakeholders,
meaning they are often built on the wrong incentives in the first
place. Thus, there are many similarities between the internet
and AI evolution throughout the decades, with technological
advancements strongly relying on owning more data and
money.

However, things have started changing in the past few years
with the increased development and interest behind decen-
tralized and peer-to-peer (P2P) protocols, such as Bitcoin,
Ethereum, IPFS, and Filecoin, which makes it possible to
have digital currencies, state machines, and file sharing in a
decentralized manner [4]–[7]. One of the leading technologies
that have supercharged the development of these networks,
though it is not always needed, is blockchain or, more broadly,
distributed ledger technologies (DLTs). This new type of
networks and systems are often interchangeably referred to
as Web3, building on the ethos of (i) decentralization, (ii)
self-sovereignty, (iii) ownership or controllership of data and
processes, (iv) no central governance and/or no single point
of failure of the systems, as well as (v) privacy. Thus, many
decentralized solutions started taking some of the market share
from their centralized counterparts.

However, the AI field is still being entirely developed in the
CEAI way. While there are several attempts and research in
distributing some parts of the AI development, i.e., distributed
AI (DAI) and multi-agent systems (MAS), the focus is more
on using multiple machines or splitting the systems into
numerous parts for computation or efficiency benefits [8], [9].
But in such solutions, the AI systems are still in the hands
of centralized entities, and they are being developed behind
walled gardens, which is entirely different from decentralized
and P2P networks. In the latter, development happens in
the open-source fashion, which has proved to be a powerful
tool in the longer horizon in contrast to products developed
by centralized entities, which cannot take advantage of such
network effects and diverse communities created around tech-
nology. Therefore, decentralized solutions are often better and
more extensible than centralized solutions. Such solutions
can also get faster feedback from the users and the biggest
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network, which can contribute positively to the result with
humans-in-the-loop in the development process. It is also
important to emphasize that the DAI field was also called
decentralized artificial intelligence (DEAI) [8]. Still, the word
”decentralized” has been used in the last years for networks
and applications with no centralized governance and single
point of failure, redefined by the emerging Web3 technologies.
Thus, this paper uses DEAI for AI solutions following Web3
paradigms.

As mentioned before, there is no widely adopted decen-
tralized network for AI that would enable interaction, com-
munication, training, inference, and interoperability between
AI agents or models. However, some solutions are being
researched, developed, or proposed. Using the principles of
decentralization, many of the following problems of CEAI
would be solved: (i) verifiability of remotely run models, (ii)
usability of publicly available AI models, (iii) incentivization
for AI developers and users, (iv) global governance of es-
sential solutions in the digital society, (v) no vendor lock-
ins, etc. Decentralization of AI could make the development
and progress of AI similar to the internet and other Web3
technologies, where improvements in one part of the tech-
nology stack affect and improve products in the layers above
(sometimes also below), resulting in positive network effects
across the whole ecosystem. The technologies that are being
developed without strong influence from a few powerful actors
can build more robust and more diversified communities and
attract people from different backgrounds (industry, academia,
everyone interested) who have more significant influence over
the development and future of the technology and its devel-
opments. Without the decentralization of AI, democratization
will be nearly impossible, and we won’t be able to achieve the
fruitful interoperable development happening on the internet
and one of the most powerful tecnhologies of our time
can become completely controlled by a handful of powerful
companies in the world.

A. Related Works

DEAI networks and solutions have been mentioned, intro-
duced, and analyzed in several works, often approached from
different angles. For example, some researchers focused only
on a single domain, such as healthcare or energy systems,
investigated only one kind of ML architecture, such as neural
networks (NN), focused only on permissioned systems, or
analyzed the possible applications and use cases [10]–[12].
Furthermore, some reviews, surveys, and systematic literature
reviews (SLR) exist that analyze the research in this field with
a specific focus. Still, none approaches it from the bottom-up
perspective with common building blocks of existing solutions
identified.

Liu et al. [13] explored and presented several benefits
of blockchain and ML integration for communication and
networking systems, enabling decentralized intelligence, in-
creased privacy and security of ML models, and better data
and model sharing. The review paper from Chavali et al. [12]
presents several advantages of how blockchain can improve AI
and vice-versa. Furthermore, Chavali et al. analyzed multiple

projects from industry and gray literature and proposed a
DEAI framework, in contrast to our work, where we iden-
tify possible building blocks such as service discoverability,
service registry, AI services abstraction, marketplace, etc.

Miglani and Kumar performed a SLR [14] to identify sev-
eral additional use cases on how blockchain and decentraliza-
tion can improve AI in Internet of Things (IoT) environments
in 5G networks and beyond, including trustless smart con-
tracts, the verifiable open registry for AI, secure access control,
and privacy-preserving computation. The positive impact of
blockchain technology on AI was also found in the survey
paper [15], where decentralized, federated learning, secure
data sharing, and decentralized intelligence were researched.
There has also been high interest in DEAI from the in-
dustry and established companies, highlighting the benefits
and advantages of this technology to the existing solutions
[16]. Nevertheless, to the best of our knowledge, there is no
dedicated SLR on general DEAI and its building blocks.

B. Motivation and Contribution
As already mentioned, most of the current research reviews

were focused either on high-level advantages and disadvan-
tages of DEAI or on applying decentralization to a single
domain or problem. While the outcomes of those articles
provide an overview and the implications of the technology,
they do not give an oversight of the common core components
of different solutions, while each article addresses and tries
to solve some core problem in solitary. None of the papers
perform a comprehensive or systematic literature review (from
peer-reviewed or/and gray literature), and try to identify build-
ing blocks from the bottom-up (ground-up) perspective. Due
to this shortcoming of the current state-of-the-art literature, we
chose to perform a comprehensive SLR on the topic of DEAI
and its building blocks.

This paper identifies all building blocks of different works
and projects from the DEAI field and provides oversight of
all the building blocks future researchers and implementers
should consider and have in mind when designing DEAI
networks, systems, or solutions. If there were several widely
used and successful DEAI networks live, we could compare
them side-by-side, as it was possible with decentralized storage
networks in paper [17], where the following building blocks
were identified: network architecture, information security,
file handling, file size, and incentivization. Instead, we focus
on the comprehensive literature review of published articles,
conference papers, book chapters, and other available gray
literature.

To the best of our knowledge, the main contributions of this
work are as follows:

• A comprehensive systematic literature review and analy-
sis of the DEAI field.

• The identification of the core DEAI building blocks,
which serve as guidelines and components to consider
when designing new solutions and networks.

• The identification of different metrics to evaluate DEAI
systems from different perspectives.

• The identification of significant DEAI issues and chal-
lenges that must be explored in the future.
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C. Organization

The rest of the paper is organized as follows. Section
II provides an overview of DEAI and other important AI
subfields, diving deep into the field and explaining research
directions and open problems. Section III describes the ap-
plied research approach, Systematic Literature Review (SLR),
providing the reader with research questions, search strings,
searched databases, inclusion and exclusion criteria with limi-
tations, and a description of the screening process. Section IV
contains the paper’s main contribution, which is identifying the
building blocks, features, and challenges of DEAI systems and
networks, as well as different evaluation methods. In Section
V, we analyze the results, discuss the progress of the field,
and provide the learned lessons. The paper is concluded in
Section VI.

II. AN OVERVIEW OF DECENTRALIZED ARTIFICIAL
INTELLIGENCE - DEAI

This section provides a brief overview and background
on the technologies related to the DEAI, emphasizing the
differences and roles of different fields - artificial intelligence,
distributed artificial intelligence, multi-agent systems, edge ar-
tificial intelligence, distributed ledger technology, blockchain,
and decentralized artificial intelligence.

A. Artificial Intelligence (AI)

AI is one of the most influential technologies of the 21st
century and one of the most active research fields in computer
science, with its influences being felt in almost any other
research field. The field is concerned with giving computers
and machines the ability to solve intelligent tasks and imitate
human intelligence [18]. The field of AI can be further split
into several subfields, where each area researches different
approaches to achieving AI or focuses on various technical
aspects. Some of the most known areas are expert systems,
symbolic AI, ML, deep learning (DL), artificial general intel-
ligence (AGI), and AI safety [18].

The field of AI has been through several periods in history;
several AI winters when the development and optimism fell,
different subfields becoming popular, such as expert systems
in the late 20th century, etc. In the past decade, the most
significant breakthrough was achieved in ML and DL, to which
better computing resources, such as graphical processing units
(GPUs), and the availability of data and datasets (big data),
thanks to the internet, became available [19]. One of the
most significant early breakthroughs was the success of the
convolutional neural network (CNN) AlexNET on the image
dataset ImageNet for image classification in the year 2012
[19]. The next significant breakthrough was the introduction
of the concept of attention from the paper Attention is all you
need, which led to the fast development and advancements
in the large language models (LLMs), which are based on
the transformer architecture [1]. In the past years, ML and
DL achieved progress in essentially all of the fields that are
focused on different modalities of data or research fields, such
as on graphs with graph neural networks (GNNs), time series

data with the long-short term (LSTM) neural networks, and
others [1], [20], [21].

Due to the high computing resources and big data demanded
by ML and DL models, the training and development of
AI ended in the single centralized data centers controlled
and most often owned by a single company or entity [22].
Thus, this kind of AI is often called centralized AI (CEAI).
This resulted in the development of supercomputers by big
tech companies, which also control almost all data on the
internet due to owning social networks or critical parts of
the internet infrastructure, in turn making them competitive
(and in many cases even more successful) to government and
public institutions in deploying and developing AI models;
thus private sector gaining strong influence on the AI field as
whole [23].

B. Distributed Artificial Intelligence (DAI), Multi-Agent Sys-
tem (MAS)

Distributed AI (DAI) is a subfield of AI mainly focused
on training (sometimes also inference) AI models [24]. Two
components of the AI workflows that are distributed most
of the time are models and data. This means that parts of
the model are distributed across multiple devices (often in
different locations) or data is split into various subsets and
transferred to multiple devices training the same model. The
field started in the 70s and began to be widely developed in the
early 90s and was often referred to as DEAI in earlier works,
but the latter term was later dropped for different research
areas [8], [9]. While the components of AI can be distributed
to different devices and thus are not in a single location as in
CEAI, this type of AI is still heavily centralized due to a single
entity owning the devices and machines, as well as the whole
coordination. DAI enables better and faster computation of
high-intensive workloads when single machines cannot handle
them since they are efficiently paralyzed across multiple
devices. This is very common in the ML and DL field, whereas
training of the NN can be faster by several orders of magnitude
[25], [26].

One of the research directions in the DAI is multi-agent
systems (MAS). MAS are systems of autonomous agents that
operate without the direct control of human beings and can
communicate and cooperate with other agents to solve specific
and complex problems [8]. The complex problem is often
divided into multiple subproblems, whereas each agent is
responsible for one issue, and solutions are then constructed
from coordination and solutions provided by each agent. While
the agents are autonomous and independent of other agents
in the system, the systems are still often defined, controlled,
and created by single entities or companies to solve their
complex problems. Some of the applications of the MAS
include computer networking, robotics, smart grids, etc. [27]–
[29].

C. Edge Artificial Intelligence (Edge AI)

Edge AI is one of the AI fields that emerged in the last
couple of years with the fast advancement in IoT devices and
their computing capabilities, networking technologies, and big
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data. The field is also part of the broader field named edge
computing, which pushes computation to the network edge
and devices, enabling faster response times to the computation
workflows and removing traffic from internet highways [30].
The main difference to DAI is that data never leaves the
edge devices where the computation is performed, unlike DAI,
where the data is split and distributed from a central location,
distributed nodes can also be big data centers. Edge AI also
enhances data privacy and sovereignty. While model inference
(using the AI/ML models) can efficiently run on edge devices,
centralized servers still orchestrate training, e.g., federated
learning in ML [31]. Thus, Edge AI can be considered closer
to DEAI than DAI but is still under the control of centralized
entities.

D. Distributed Ledger Technology (DLT), Blockchain

Distributed ledger technology (DLT) is the computer science
field that is not directly connected to the AI field but is
part of distributed systems [32]. Researchers of the DLTs
focus on solving the complex problems of designing different
mechanisms for the nodes in the P2P networks to come to
a consensus and single ledger of truth, which can represent
financial transactions, data storage information, or any other
type of data. The digital ledger can be represented with
different data structures, such as blockchain or directed acyclic
graph (DAG), and there are different consensus protocol types,
such as Nakamoto consensus (e.g., proof of work) and classical
voting consensus (e.g., practical byzantine fault tolerance -
pBFT).

The most significant breakthrough that also started the
broader interest in the field was the invention of Bitcoin in
2009, where the blockchain was introduced by an anonymous
computer scientist(s) named Satoshi Nakamoto [4]. Bitcoin
blockchain was the first digital ledger of transactions and
a P2P decentralized network that solved some of the most
challenging problems, e.g., double spending. The invention of
the blockchain led to major developments in the field over the
past decade, with the most notable network being Ethereum,
which extended the use cases of the blockchain to general-
purpose computation based on the smart contracts paradigm,
where blockchain transactions contain the function calls apart
from being mere financial transactions [5]. The invention of
smart contracts led to the development of decentralized appli-
cations (dApps), which serve as the underlying foundation of
Web3, the new paradigm, and iteration of the World Wide Web
(WWW) [33]. Web3 differs from Web2 in the core principles,
whereas the latter focus on efficiency and user experience
but sacrifices privacy, autonomy, and self-sovereignty since
the technological stack and systems are in complete control
of big tech companies (e.g., social networks), Web3 priori-
ties the principles by utilizing decentralized networks, P2P
systems, and cryptography. Multiple networks and systems
were proposed and implemented for various purposes, such as
Filecoin for decentralized storage and The Graph for indexing
blockchain data [7], [34].

E. Decentralized Artificial Intelligence (DEAI)

As already mentioned, DEAI is a field that intersects the AI
and decentralized systems fields, most often (but not strictly)
utilizing DLTs and blockchain [22], [35]. While from a
technical perspective, some concepts and design choices from
DAI and Edge AI are the same or very similar in DEAI, the
latter differs, especially in the following objectives: removing
a single point of failure of the system, no centralized control
of the system, utilizing open-source code and technologies,
self-sovereignty of all actors in the system, enhanced privacy,
and sharing of the resources (e.g., computing and AI models).

One example that showcases the mentioned difference can
be inspected on the example of federated learning. While
federated learning is an example of DAI with a centralized
server controlling the training, the centralization can be re-
moved with smart contracts and blockchain (or some other
mechanism), which take over the coordination of training [31],
[36]. This approach is called decentralized, federated learning.
Another example is MAS, where multiple autonomous agents
work together to solve complex problems, while each agent is
responsible for a single or several smaller tasks. In the classical
approach, a single organization can control multiple agents or
even the whole system [37]. In contrast, independent actors
run agents in the decentralized approach, and the network they
communicate over is decentralized and permissionless [38]. In
a more generalized way, DEAI is concerned with redesigning
the governance, self-sovereignty, access, and control of AI
solutions and systems, similar to how other Web3 primitives
redesign the WWW, e.g., with digital assets and decentralized
identity.

III. RESEARCH METHODOLOGY

This paper follows the Systematic Literature Review Guide-
lines in Software Engineering [39]. Before designing and
conducting the SLR, we wanted to address the following: (1)
identify the current status of DEAI architecture and solutions,
(2) the common building blocks of these solutions and their
possible overlap, and (3) what problems they are trying to
address. Based on that, we defined and formularized the
following research questions (RQ):

1) RQ 1: What is the definition of a DEAI network?
2) RQ 2: What are the latest proposed architectural designs

for DEAI networks?
3) RQ 3: How can decentralization improve AI and what

are the advantages of a DEAI network?
4) RQ 4: What are the common building blocks of DEAI

networks?
The literature search was conducted over seven sources:

ScienceDirect, SpringerLink, IEEE Xplore Digital Library,
ACM Digital Library, Web of Science, Google Scholar, and
gray literature. The latter was primarily found on Google
Search, with several articles and projects also found through
various platforms, e.g., social networks. We first identified
the main keywords addressing the field of interest and the
RQ stated above. The following keywords were chosen:
artificial intelligence (AI), machine learning (ML), peer-
to-peer (P2P), multi-agent system (MAS), decentralization,
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network, architecture, platform, service, marketplace. After
choosing the relevant keywords we also identified the possible
common abbreviation and used them in the search process.
We conducted the search on 27 December 2022 using the
following standard search string:

(”p2p ai” OR ”p2p artificial intelligence” OR ”p2p machine
learning” OR ”p2p ml” OR ”p2p multi-agent system” OR
”p2p mas” OR ”peer-to-peer ai” OR ”peer-to-peer artificial
intelligence” OR ”peer-to-peer machine learning” OR ”peer-
to-peer ml” OR ”peer-to-peer multi-agent system” OR ”peer-
to-peer mas” OR ”decentralized ai” OR ”decentralized artifi-
cial intelligence” OR ”decentralized machine learning” OR
”decentralized ml” OR ”decentralized multi-agent system”
OR ”decentralized mas”) AND (”network” OR ”architecture”
OR ”platform” OR ”services” OR ”marketplace”)

The following selection and exclusion criteria were defined
for the inclusion of articles, with several limitations also
imposed to include as many relevant articles as possible for
this research topic and field.

Selection criteria:
• The research addressed P2P and decentralized plat-

form/network/architecture for AI/ML/MAS.
• The work proposed a general-purpose solution that was

not specific for one problem or domain.
• The research was published as a journal article, confer-

ence paper, book chapter, or in gray literature.
• The work was peer-reviewed, or in the case of gray

literature we could identify technical documentation that
described the solution in detail.

It should be noted that there was no limitation on the
publishing date.

Exclusion criteria:
• The research was not available in the English language.
• The full text of the research was not available on the

digital library or any of the subscription services.
• The research only addressed one application of

AI/ML/MAS or proposed application/field-specific net-
work for artificial intelligence models/agents.

• The research applied only to distributed AI and not
decentralized.

Limitations:
• The research was limited to the six scientific

databases/search engines:
– ScienceDirect,
– SpringerLink,
– IEEE Xplore Digital Library,
– ACM Digital Library,
– Web of Science,
– Google Scholar, and
– Google Search.

• The research has to be available before the 27. 12. 2022,
when the indexing of potential articles was conducted.

• The gray literature was limited to Google Search, random
detection from different sources, and snowballing.

• Results on both Google Scholar and Google Search were
limited to the first ten pages per each search query, i.e.,
equal to one hundred works.

Due to differences and limitations, e.g., length of the query,
between various scientific paper databases and search engines,
the above search string was split into multiple search strings
resulting in several searches for one source. All search strings
are in the Appendix A. We then removed the duplicate articles
between independent searches and combined all the unique
articles for each source to simplify the presentation of the
results.

We screened and inspected all returned articles through two
iterations. We checked the paper’s title, abstract, and keywords
in the first iteration and decided whether to include the article.
Table I shows the search results. We continued with the second
one, in which we read the whole article or finished early in
the negative case to decide whether to include the article in
the final selection. In the second iteration, we also performed
the snowballing process, through which we found several extra
articles. Table II showcases the number of results in the final
selection, i.e., after the second iteration.

Most of the results from the first iteration were not relevant
to the SLR’s objective and were not in line with our inclusion
and exclusion criteria. The total number of found results using
search queries was over 2472, which was reduced to 99 after
the first iteration. After the second iteration, which included
reading whole papers and snowballing, we finished with 71
papers investigated and analyzed in detail in the later sections.
Figure 1 shows the gradual reduction of papers through the
screening process.

There were several attributes screened for each paper during
the second iteration of the screening process. We focused on
some relevant metadata about each paper, such as database,
year of publication, place of publication (conference, journal,
etc.), as well as other attributes essential to our analysis:

• building blocks,
• features and challenges,
• evaluation metrics,
• contribution,
• supported type of AI models, and
• system/network type (public or private/permissioned).
Some building blocks were defined before the research,

while most of them were identified during the screening. If
a new building block was identified later, we updated the
attributes of all previously screened papers. Ultimately, we
identified 13 main building blocks presented in Table III. Table
IV shows the attributes that were screened. Furthermore, we
analyzed each paper based on these additional attributes, such
as if the work proposed architecture, concept or was just a
review paper.

IV. BUILDING BLOCKS, FEATURES, AND EVALUATION
METHODS

This section contains the main contribution of this paper,
based on the methodology defined in the previous section. We
define the building blocks, features, challenges, and evaluation
methods of the DEAI networks and systems. We hope future
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TABLE I
THE TOTAL NUMBER OF RESULTS AND NUMBER OF RESULTS AFTER THE FIRST ITERATION PER EACH INSPECTED DATABASE.

Database Name URL Total Results Results after 1st iteration
ScienceDirect sciencedirect.com 781 12
SpringerLink link.springer.com 569 15

IEEE Xplore Digital Library ieeexplore.ieee.org 89 11
ACM Digital Library dl.acm.org 24 0

Web of Science webofscience.com 159 11
Google Scholar scholar.google.com 600+ 38
Gray literature google.com and others 250+ 12

Total 2472+ 99

Fig. 1. Reduction of the papers through the screening process.

research and projects will focus on and investigate how these
blocks fit into their solutions. In the following paragraphs, we
use terms like AI service, agent, and models interchangeably
to stay on the high level and not focus on too much technical
terminology. While some papers differentiate between these
terms, they have similar meanings in various works. Most
of the building blocks are relevant to all subtypes of AI,
i.e., machine learning, deep learning, and symbolic systems,
although some are more focused (but not strictly) on one
subtype. In the latter case, this is mentioned in the building
block’s description in this chapter, e.g., training (computation)
for ML models. All articles with their identified building
block are found in Appendix A, and Figure 2 shows the
connection between building blocks. Some building blocks are
not connected to others since they are not strictly required
for others but can still play a role, e.g., governance in the
marketplace.

A. Building Blocks

This subsection presents the list of identified building
blocks. With term building blocks we group and reflect the
critical components and processes, which cover a basic or
critical feature of a DEAI network. Each of the building
blocks covers one of the major, basic, or critical parts of the
DEAI mosaic, whereby each one of those is singular and self-
sufficient, as well as modular and connectable to others.

1) Registry: One of the biggest hurdles in the AI space
is the distribution of AI models once they are ready to
be used. Due to the CEAI being closed from the outside
participants and no standardized way for the distribution
process, researchers and companies do a lot of double work
and cannot easily use the new models as they are created. In
reality, most of the work stays in the specific papers, where
results are often hard to repeat, or in GitHub repositories,
which require specialized knowledge to set up the environment

TABLE II
THE NUMBER OF RESULTS AFTER THE SECOND ITERATION, WHICH ALSO INCLUDED SNOWBALLING.

Database Name URL Results after 1st iteration Results after 2nd iteration
ScienceDirect sciencedirect.com 12 3
SpringerLink link.springer.com 15 4

IEEE Xplore Digital Library ieeexplore.ieee.org 11 9
ACM Digital Library dl.acm.org 0 0

Web of Science webofscience.com 11 4
Google Scholar scholar.google.com 38 20
Gray literature google.com and others 24 18
Snowballing 13

Total 99 71

https://www.sciencedirect.com
https://link.springer.com
https://ieeexplore.ieee.org
https://dl.acm.org
https://webofscience.com
https://scholar.google.com
https://google.com
https://www.sciencedirect.com
https://link.springer.com
https://ieeexplore.ieee.org
https://dl.acm.org
https://webofscience.com
https://scholar.google.com
https://google.com
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TABLE III
BUILDING BLOCKS, FEATURES, AND CHALLENGES IDENTIFIED IN THE

RESEARCH.

Building block Description
Registry There exists the trusted registry

that contains the list of all available
AI models.

Incentivization Users pay for using AI models,
which results in the incentives for
publishers of AI models.

Marketplace Open marketplace for trading AI
models. This building block is
tightly tied to the ownership.

Reputation Reputation systems enable the
ranking of the AI models and help
users identify good and bad actors
in the system.

Ontology AI models can be described by
the well-defined ontology, enhanc-
ing interoperability, standards, and
AI model discoverability.

Discoverability There exists a system or language
that can efficiently find needed AI
models, e.g., models that can clas-
sify birds on night images.

Training (computation) The system supports AI
agent/model training.

Inference (computation) The system supports AI
agent/model inference.

Ownership There is a transparent prove-
nance of who owns the AI model
(through time). The owner of the
model can change due to various
reasons.

Data System provides mechanisms for
handling data, i.e., data manage-
ment, and uploading data to AI
agents/models.

Governance There exist strict rules of who
makes the decisions in the decen-
tralized system, and who governs
the future evolution of the system.

Cryptography and Privacy Cryptography enables several fea-
tures in the system: verifiability of
actions of AI agents (validity AI),
privacy, identity ...

Identity Each AI model/agent can be identi-
fied by a globally unique identifier
and have its own identity.

Feature Description

Standards and Specifications The systems support well-defined
and used technical standards, re-
sulting in interoperability between
different frameworks as well as
between different AI models, e.g.,
connecting the output of one model
to the input of different models.

Security The system is secured against
different attack vectors, such as
denial-of-service (DoS) attacks.

Transparency System provides an exact overview
of AI lifecycle and how the model
changed over time.

Challenge Description
Updating global models Models can be improved over time

(for example when trained on new
data) and DEAI enables updating
the existing models. Updating the
models can be incentivized.

and use the models. There has been improvement in the
last period with several companies, such as Hugging Face

Fig. 2. Connections between building blocks.

[40], introducing platforms to distribute and share AI models
with users, significantly increasing the models’ usability. But
these systems are closed, run behind walled gardens, and
are controlled by a single company or entity, making them
susceptible to a single point of failure. Because the registries
are an integral part of their business models, they are often
curated so that users are tied to their single ecosystem. One
of the most challenging problems for the registries is the
curation of the entries, which often becomes problematic with
centralized systems. Therefore, there is a need for an open and
permissionless registry (or also index) for all AI models [14].

Various types and implementations of registries were de-
fined and introduced in different analyzed works. In multiple
research works and projects, registries play a central role in the
solution and contain metadata about available AI services and
metadata about their organizations and developers. The code
for the registries, i.e., rules and associated actions (e.g., updat-
ing entries), is often published on a permissionless system and
networks, such as blockchain or other DLTs. But the metadata
itself is usually stored on the decentralized storage networks,
such as IPFS, which can handle larger data flows, thus contain-
ing more extensive and more comprehensive descriptions of
services [41]–[46]. One of the frequent attributes is the version
of the model, which makes it possible to have a transparent and
verifiable chain of the model updates throughout history [47].
Aside from registries about AI models, there is comprehensive
research on permissionless and open data registries, which
often play a central role in AI workflows (especially in the
ML field) [48], [49]. While different types of registries have
common characteristics, they still differ in various aspects
since the primitives they present, i.e., AI models and data,
are different. Project Fetch.ai is developing an agent explorer,
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TABLE IV
ATTRIBUTES RETRIEVED FOR EACH WORK DURING SCREENING.

Place of publication Contribution Database Year Evaluation metrics Type of AI models Network type

A - journal
B - gray literature

C - conference
D - paper
E - thesis

F - book chapter

A - architecture
B - concept
C - review

A - ScienceDirect
B - SpringerLink

C - IEEE
D - ACM

E - Web of Science
F - Google Scholar
G - gray literature
H - snowballing

1990 - 2022

A - read latency
B - write latency

C - extensible for users
...

A - AI models
B - ML models
C - DL models

...

A - private
B - public

which makes the discovery, exploring, and finding of all the
autonomous economic agents (AEA) on their network straight-
forward [50]. Algovera AI is developing Metahub based on the
Ocean Protocol to aggregate all AI assets registered on various
blockchain networks [51].

2) Incentivization: One of the most challenging goals of
global decentralized and P2P networks is designing them for
an extended time. Because a profitable company does not run
them, they must attract network maintainers, i.e., in the case
of a blockchain network those are node operators. These are
compensated through various token incentives mechanisms.
One of the significant breakthroughs in incentive mechanisms
was the development of non-fungible tokens (NFTs), which
bootstrapped the digital economy of intellectual property (IP)
works and royalties for creators [52]. An incentive mechanism
should be built into the network design itself. Otherwise, this
has to be developed outside the system for sustainability,
resulting in multiple ad-hoc solutions that worsen the system’s
user experience.

The most straightforward incentive mechanism in the DEAI
system is paying for consuming AI services, whereas users
pay the developers of the AI models for their usage. In
multiple works, models were designed and proposed to be
deployed on-chain as smart contracts, chain codes, or hosted
and run by the network nodes in the AI-specific blockchain
[47], [53]–[57]. While this approach focuses on running AI
models directly by node operators, the alternative solution is
to use on-chain mechanisms to register, discover, and facilitate
the payment process with the execution happening on the
external third-party network or server [38], [41], [42], [44],
[46], [50], [58], [59]. The latter approach often includes state
channels, user token deposits, and other transaction payments.
Ocean Protocol is working on assets for data ownership, and
their utility is providing data access, while Algovera AI is
developing NFT-based access to AI services [48], [60].

Researchers also proposed incentive mechanisms for the
compensation of the model training. These incentives are being
again the tokens or other payment options, and often also
access to the best globally trained model (or improved version
of the local one). This approach can be called decentralized
collaborative training. Authors proposed mechanisms using
smart contracts for compensating users for sharing the data or
sending model updates, e.g., gradient updates [45], [61]–[63].
Other works proposed compensation rewards for directly im-
proving and making the model better [64]–[67]. Decentralized
federated learning with reward mechanisms was proposed in
several works, where users participate in the training during

the whole process (not just sending partial results) and are
compensated for offering the device computation power [36],
[43], [68]–[70]. Other P2P learning mechanisms were intro-
duced where participants directly collaborate with peers in the
P2P network and work together to improve the AI models [71],
[72]. Another proposed solution is the development of a new
blockchain network with a consensus mechanism specifically
designed for training the AI models [49], [73]–[75].

3) Marketplace: Related to other building blocks, such as
registry and incentivization, marketplaces offer a platform to
monetize AI models on a scale. AI marketplaces are defined
in literature as a place that enables AI developers to monetize
their models. The following roles most often appear in the
works (but not all are strictly necessary): AI developers, data
owners, end-users, AI model auditors, and cloud or computing
vendors. AI developers want to monetize their developed
models, data owners want to monetize their data that can
be used for model training, end-users want to use services
for different purposes, auditors are responsible for auditing
the services and AI models, and computing vendors provide
infrastructure for training and inference of the models. Apart
from AI marketplaces, many works focused only on data or
general-purpose computing resource marketplaces.

Authors in [58] define a high-level definition of AI mar-
ketplaces and analyze them from technological, economic,
and regulatory perspectives. Multiple projects proposed or
are implementing a variant of AI marketplaces that offers
monetization mechanisms for developers and users to use
the services by paying with cryptocurrency [41], [42], [46],
[50], [51], [54], [57], [76]. SingularityNET integrated support
for state channels to facilitate payments between service
providers and users to lower the fees associated with Ethereum
transactions [41]. Fetch.ai is developing a platform for AEA
and enabling users to pay agents to perform tasks on their
behalf [50]. Researchers explored marketplaces for federated
learning, where computing vendors contribute resources to
models listed on the marketplace [62], [64]. [65], [69], [77]
explored data marketplaces for data owners. Works [38], [55],
[78] explored marketplaces for computation resources that AI
models and services utilize. Authors in [44] proposed utilizing
blockchain to enable generic trustless API marketplaces, with
ML being mentioned as one of the possible use cases.

4) Reputation: Anonymity and pseudonymity are one of
Web3’s most significant advantages and helped bootstrap mul-
tiple ecosystems that rely on those features. While they have
several advantages, there are also some drawbacks, such as
Sybil attacks and trustworthiness in identities and data [79].
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That is also especially hard in decentralized systems where
no single entity can verify users through various tools, such
as Know Your Customer (KYC). Therefore, there is a need
for more advanced mechanisms that must be implemented
to determine the goodness, trustworthiness, and reputation of
the actors in the systems, i.e., models, developers, users, and
others.

Project Bittensor is developing a P2P internet-scale NN
where peers learn the ranking of their neighbors based on
contributions, and these scores are scored on the blockchain
with high-ranking peers receiving higher rewards [71]. Authors
researching decentralized, federated learning proposed the
Krum algorithm and its many variants to design systems to
be immune to bad actors and distribute rewards based on
contribution and credibility [36], [80], [81]. Many works pro-
posed P2P reviewing of AI models and calculating reputation
based on that, similar to online e-commerce platforms, while
others argue that in addition to that, several mechanisms must
be put in place to avoid cheating the system dynamics, e.g.,
model assessments by experts [58], [74]. Authors in [54], [55],
[66], [76] proposed rating AI services according to the eval-
uation score on dedicated datasets and building a reputation
scoring system on top of that, with additional mechanisms,
such as token slashing in case of malicious acts, calculating
average metric over a longer period, or comparing results by
utilizing multi-party problem-solving. Project SingluarityNET
is working on a proof of reputation based on liquid rank
and democracy to replace a simple voting system. AI agents
rank other agents, and reputation is directly integrated into
governance, influence in the system, and system rewards [41].

5) Ontology: In information science, ontologies add formal
representation and naming conventions for the otherwise seem-
ingly non-structured entities, enhancing the understanding of
properties and relations between entities [82]. Related to
the AI field and agents, this translates to defining a way
to describe their goals, essence, place in the systems, jobs,
and other characteristics that could improve defining and
creating relations between agents. While the advantages of
using ontologies remind to some degree of standards, standards
are more concerned with lower-level technical specifications,
and ontologies are with higher-level descriptions and types.
Both contribute and help define order in the DEAI system
and improve interoperability.

There is comprehensive research on ontologies and agents
in the MA research field, with researchers proposing differ-
ent methodologies for ontology-based agent system develop-
ment (MOBMAS) [83]. These methodologies and frameworks
mainly were focused on MAS organization designs, internal
agent design, agent interaction designs, and complete archi-
tectural design, focusing on P2P implementations [83]–[85].
Authors in [86] explored adding ontology to the P2P agent
implementation based on the FIPA Nomadic Agents Working
Group. Project SingularityNET is working on its own AI-DSL
that includes hierarchical data and agent ontology, focusing on
standardizing input and output structures of the agents, the
time and costs required to perform agent’s tasks, financial
and payment information, and building high-level end-user
language for defining all that information [22]. Effect Network

is developing on the decentralized registry of AI services
enhanced with rich ontology and defining technical schema
for inputs and outputs [76]. Authors in [69] emphasize the
challenge of machine-understandable semantic metadata for
data and model discovery and how both data marketplaces
and decentralized machine learning can benefit from using
ontologies.

6) Discoverability: While this building block is highly con-
nected and builds upon the other ones, i.e., ontology, it’s still
mentioned separately due to relying on additional advanced
mechanisms apart from other building blocks that can still be
incorporated standalone. Model discoverability refers to more
advanced strategies for finding agents in the system and not
relying on simple query parameters like the registry. It enables
users - humans and other AI agents - to find services they need
and connect to them entirely programmatically.

Multiple works proposed various discoverability mecha-
nisms in their solutions, incorporating agent metadata, specific
domain attributes, extended model descriptions, and other
attributes [41], [42], [46], [50]. As mentioned before, the
project SingularityNET is working on AI-DSL for better
model discoverability as well [41]. Effect Network is also
exploring advanced model discoverability approaches, which
according to them, should increase collaborations between AI
agents and services [76]. Several MAS frameworks included
components that serve as a module for discovering other
agents in the P2P networks, often specialized for specific tasks
[86]. PlatON Network developers argue that the discovery
and recommendation of AI services can be improved by
considering the reputation and other scoring systems in the
network, as well as adding ML models that learn on historical
data [55]. Authors in [69] proposed similar approaches for data
discovery based on ontologies. Several alternative discovery
mechanisms were presented in various works, such as [38],
where the task description is registered on the blockchain (or
any other suitable P2P network), while AI agents are listening
for events and searching for available jobs that are relevant
to them. [58] proposed a system where users describe the
problem, and the AI marketplace autonomously finds matching
companies that can solve that problem.

7) Training (Computation): The most popular AI subtype is
ML, whose workflows consist of two main stages: training and
inference. While the latter stage is often more decentralized
than the former since it is much less computationally intensive
and can be performed on consumer devices, both steps are
usually performed entirely centrally (CEAI). Two significant
factors are the need for powerful hardware and a lot of
data, especially for larger ML models such as LLM. Several
solutions in the literature focus on decentralizing both stages,
but some focus only on training or inference due to different
requirements. Thus, both stages were split and analyzed as
separate building blocks.

Training models (especially the ones used in production)
often require high computing and power resources. Many
works proposed introducing a separate computing layer (or
network) to the DEAI one, which serves general-purpose
computation tasks, but is specialized and be used for training
AI models [7], [41], [53], [55], [76], [78], [87]. These systems
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most often incorporate payment mechanisms in the form of
cryptocurrency. Authors in [88] proposed a new blockchain
system designed specifically for training deep neural networks
(DNNs). Several works proposed new consensus algorithms
focused on training AI models [49], [68], [71], [73]–[75],
[89], [90]. Researchers also proposed model training in a P2P
manner without using blockchain or other DLTs, with often
non-financial incentives, such as access to training and final
globally trained model [72], [91]. Decentralized training can
also be achieved using smart contracts and other programma-
bility mechanisms on existing blockchain platforms, which can
perform gradient aggregation, gradient updates, a variant of
federated learning, and other advanced ways to train models
jointly [36], [42], [43], [61], [65], [67], [70], [81], [92]–[94].

8) Inference (Computation): The second step is inference,
i.e., using ML models in the production with new, often unseen
data. The inference is less computationally intensive than
training as it requires one forward pass of the input data; thus,
the solutions often differ from those proposed for training. But
as it turns out, many decentralized training solutions also offer
inference capability (but usually not the other way around).

DEAI strives for openness as much as possible and open-
source solutions and models; therefore, most systems focus
on public models accessible to everyone. But some solutions,
such as AI marketplaces in many variants, support public
and private models because the inference is often executed
directly on the computers of model providers [41], [47], [50],
[58]. Authors in [38], [59] proposed a system where inference
tasks are published on the blockchain or P2P networks, and
model providers can register for the job, execute the AI
algorithm locally and provide the results to the system. Similar
to training, multiple authors proposed special purpose P2P
(blockchain) networks where node operators run inference for
users [44], [53]–[55], [57]. Another approach to decentralized
training is deploying AI models in the form of smart contracts
(or L2 programs), enabling them to be callable from any
other smart contract in the system [56], [61]. Several projects,
such as Filecoin and related The Bacalhau Project, started as
decentralized storage networks and are now transitioning to
more generalized compute-over-data systems, a way to enable
implementing programs that perform AI inference over data
[7], [87].

9) Ownership: Ownership is one of the features that is
being redefined and is at the center of the Web3 movement and
permissionless systems in general. It refers to the rules about
the digital primitives, e.g., assets or data, that are defined in
the systems and control who can perform specific actions. For
example, in social networks: in Web2, the user and platform
owner can update, delete, and post posts in the name of a
user, while in Web3, only the user can perform these actions.
The adoption of financial assets, such as cryptocurrencies
and NFTs, focuses a lot on ownership and who, in reality,
controls what they own. While the latter adoption is already
underway, the ownership of data and AI agents is still being
researched and is in the experimental phase due to the different
characteristics of digital primitives. But in the majority of
cases, the ownership is moving in the direction that the
owner of the asset is the one who controls the underlying

cryptographic keys.
Much research and work has been done on the data own-

ership problem, where one of the goals is to remove a single
gatekeeper of the data that can prevent users from accessing
their data while still preserving a high degree of data privacy.
This can be achieved by utilizing approaches based on the
blockchain, DLTs, or other P2P networks where a distributed
set of nodes serves as a gateway to data and cryptography
(digital signatures, encryption) serves as ownership and pri-
vacy layer [15], [48], [55], [58], [69], [95], [96]. Digital
ownership can also be in the form of NFTs, which represent
the intellectual property (IP) of data, or other cryptographically
verifiable digital primitives, such as Decentralized Identifiers
(DIDs) and Verifiable Credentials (VCs) [48], [51]. Authors
in [77] divided ownership based on the type of entities
in the DEAI system, i.e., data owners, model owners, and
cloud/computing owners. Several advanced techniques, such
as data splitting and replication techniques, were proposed for
data so that only the owner has complete control and overview
of all data [44], [77]. Projects SingularityNET, Fetch.ai, Giza,
and others proposed direct ownership of AI services and agents
by making the ownership rights transferable [41], [50], [56],
[97].

10) Data: Data is often considered one of the most essen-
tial components of AI systems since it serves as the knowledge
base for agents and enables them to learn to make intelligent
decisions in the future. This is especially evident in the ML
field, which requires vast amounts of data to achieve high
accuracy and internet-enabled data sharing and collecting more
easily. While at the beginning of the AI research, researchers
were not concerned much about data privacy, ownership, and
other property rights, as seen with the current IP problems
with LLMs, the conversation around these topics has been
increasing in the past few years. Based on the reviewed
literature and projects, the data component doesn’t have to
be strictly part of the DEAI system. Nevertheless, it is highly
interconnected, and many works include it or provide possible
solutions and recommendations.

Federated learning is one of the approaches highly con-
cerned with data privacy, with data never leaving the devices
of the data owners or contributors, but only gradient updates
are sent from devices to the server that aggregates all the
updates and performs the training iteration of the model.
Decentralized federated learning goes one step forward by
eliminating and replacing the centralized servers with the
decentralized alternatives [36], [81], [93], [94]. Another data
privacy preserving technique that has been explored a lot
lately is (fully) homomorphic encryption (FHE), a method
where computation is performed over encrypted data, as seen
in [69], [98]. Projects Ocean Protocol, Filecoin, and IPFS
working on data and access decentralization are planning to
add computing capabilities and foundations for DEAI [6], [7],
[48]. Several works proposed approaches for storing encrypted
data on the blockchain or DLT, with smart contracts serving as
a gateway and access policy mechanism [99], [100]. A lot of
research has also been done on ML datasets and their splitting
(training, validation, and test), where the training dataset is
being revealed, but the test dataset is hidden or revealed in the



11

latest stages of the ML workflows [66], [67], [74]. Authors in
[51] proposed extending the existing AI and ML framework
with capabilities to work with data on decentralized storage
networks, such as IPFS. [61] proposed a protocol where users
collectively construct datasets by uploading data for the AI
models and reward through smart contracts.

11) Governance: Governance is one of the building blocks
that is not very technical but refers to the social year of
the DEAI system. Nevertheless, it is one of the most critical
components of any decentralized system since there needs to
be a foundation put in place without a single entity in control
of the whole system - development, maintenance, and any
decision-making. There has been comprehensive research on
the governance in blockchains and other DLTs, with different
approaches, such as on-chain governance, off-chain develop-
ment, and off-chain governance, analyzed [101]. Governance
touches other building blocks, such as curation of the registries
and setting parameters for incentivization mechanism, and
other parts, such as funding the research and development
activities [95].

Several works proposed and researched various governance
mechanisms. Project Oraichain, Fetch.ai, PlatON Network,
and other projects from Web3 ecosystems implemented gover-
nance decision-making based on their project’s utility tokens
[50], [54], [55]. While this approach is widely used and
popularized by many dApps and similar kinds of projects as
well, there are many well-known issues such as the plutocracy
problem and Sybil attacks [95], [102]. One of the possible
approaches includes forming a decentralized autonomous or-
ganization (DAO) overseeing the system, whose members can
vote on important decisions, with the voting power of members
being defined by a particular reputation-scoring function.
Project SingularityNET is researching proof of contribution
and liquid democracy, while Ocean Protocol proposed various
forms of AI-governed DAOs [22], [103]. Authors in [47]
proposed the self-governance of AI models directly by their
creators. [58] analyzed and investigated the importance and
influence of current and possible future regulations by world
nations that AI marketplaces will have to follow and should
be considered in the governance process.

12) Cryptography and Privacy: Cryptography is one of the
most important building blocks of the current generation of
decentralized systems and many other digital technologies. It
plays a major role where privacy, verifiability, and security are
critical parts of the system. In the Web3 space, cryptography,
more precisely public key cryptography, serves as the basis
for proof of ownership of all assets, whereas users prove their
ownership with digital signatures. Encryption also plays a sig-
nificant role in preserving users’ privacy and data. Advanced
cryptographic techniques are also core blocks of blockchain
scalability solutions, such as validity proofs for L2s.

One of the most active fields in the DEAI is ZKML,
also called validity ML, which focuses on the verifiability of
the ML computation, making the ML computations provable
and verifiable. Because these zero-knowledge proofs (ZKPs)
are still very computationally intensive today, they can be
used only for inference and not training [56], [104]. Authors
in [105] proposed and explored a verifiable computation

approach with ZKPs for every step of the standard ML
pipeline. Apart from verifiability, encryption is the foundation
for trusted and secure data exchange between network partic-
ipants, enabling only certain entities to access the actual data
[48], [64], [81]. Paper [69] proposed an approach based on
FHE, enabling computation to be performed on the encrypted
data and operations executed in the TEEs like Intel SGX.
While FHE works and is very useful for several use cases
in theory, there are still numerous challenges and complexity
problems before it can be used in production for medium and
larger AI models. While federated learning itself improves
privacy by enabling ML models to be trained over multiple
devices without data sharing, cryptographic techniques in de-
centralized, federated learning can also preserve privacy when
sharing the gradients using various methods like differential
privacy algorithms [70], [81], [91], [93]. Some works proposed
proof of execution, proof of improvement, verification proofs,
and cryptographic approaches for auditability by employing
different kinds of commitments [54], [68], [74].

13) Identity: Digital identity enables entities to be uniquely
identified in the digital systems, enabling trustiness in commu-
nication and establishing the source of trust and truth between
otherwise unidentified and (pseudo)anonymous actors. While
digital identity was most often associated only with human
beings, it also provides a comprehensive tool for identifying
services, datasets, AI agents, organizations, regulators, etc.

Project Fetch.ai is researching using decentralized identity
primitives, such as DIDs and VCs, for communication between
AI agents over DIDComm and issuing different types of
credentials between agents [50]. Ocean Protocol utilizes DIDs
for the dataset identification, containing metadata such as
service endpoints and data checksum [48]. SingularityNET
integrated identification information for organizations that
register AI services in their network and metadata for AI
services, e.g., description, endpoints, and pricing information
[41]. Project OpenMined is working on integrating DIDComm
in federated deep learning use cases, where VCs provide
a way to establish trust between actors that participate in
the decentralized training and enable the certification of AI
researchers by different regulators [106].

B. Features

Throughout the SLR, we also identified several features.
These are not standalone building blocks with strict bound-
aries incorporated into the solution but should be considered
when designing and working on previously described building
blocks.

1) Standards and Specifications: One of the main drivers
behind the network effect of the Web3 ecosystem and the abil-
ity to combine different components and applications as ”Lego
bricks” are standards and guidelines that greatly enhance the
interoperability between products developed by independent
entities [107]. This can be significantly seen in the Ethereum
community with Ethereum Improvement Proposals (EIPs) and
Ethereum Request for Comments (ERCs), including ERC20
for cryptocurrencies and ERC721 for NFTs. By strictly fol-
lowing and building on top of the standards, platforms can
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integrate digital primitives quickly, improving the development
and user experience and maintaining high interoperability. One
example is ERC20 crypto assets and decentralized exchange
(DEX) in the decentralized finance (DeFi) field. Related to
DEAI, there are opportunities to define strict and extensible
standards for many primitives, such as datasets and their
semantic meaning, using linked data, or AI agents, which
would improve their interoperability and composability.

Standards (that also help with model discoverability) were
mentioned as one of the core components of the DEAI system
in several works [97], [108]. Many projects are researching
different ways to support standards and define rules on how
to use them in their platforms, such as SingularityNET, with
developing AI domain-specific language (AI-DSL), and Ocean
Protocol, which is focused on datasets and ways to describe
them with semantically linked data [41], [48]. Projects that are
part of the zero-knowledge machine learning (ZKML) field,
like Giza and ezkl, are supporting NN format Open Neural
Network Exchange (ONNX) during ZK-SNARKS generation
and are working to make developing NNs easier in multiple
frameworks [56], [104]. Authors in [64], [100], [109] proposed
and included in their works guidelines for following command
standards and defining strict policies in the marketplaces,
frameworks, and other types of platforms for reuse and in-
teroperability purposes. The lack of focus on standards was
also highlighted in work [51].

2) Security: Decentralized systems have many advantages
over centralized solutions, but several new security concerns
must be considered when designing such systems. That also
holds for DEAI systems, which networks and solutions must
deal with problems and attacks such as malicious node oper-
ators, Sybil attacks, and distributed denial-of-service (DDoS).
Therefore, solutions must include unique mechanisms to mit-
igate them and decrease the possibility of them happening.

One of the most adopted approaches to prevent node opera-
tors from behaving maliciously lies in crypto-economics, i.e.,
token staking and slashing in the case of malicious actions.
The use of trusted execution environments (TEE) is also
often recommended for secure computations and other security
considerations [110]. While this usually solves the problem
for network operators, other techniques must be implemented
for AI developers and users of the system. Authors in [64]
proposed token deposit and credit management mechanisms
to prevent DDoS and Sybil attacks, with credit score rankings
being permanently and uniquely linked to the user’s accounts.
Project DeepBrainChain proposed a multi-layer network with
message routing and relayed nodes for DDoS protection [53].

3) Transparency: This building block differs from others
in that it’s not something to include in the system but is
a feature and result of using the building blocks mentioned
before and other related technologies. It is one of the essential
characteristics of decentralized networks, such as blockchain
and other DLTs, which increases the trustworthiness of data.
For several use cases, the most obvious financial ones are,
being public, always available, and cryptographically verifi-
able data, and information improves trustiness and efficiency,
especially for end-users. Using different levels of transparency,
i.e., fully transparent or semi-transparent, can also help with

many emerging AI regulations and, in general, brings several
benefits with verifiable models and agents and increased trust.

C. Challenges

Similar to the features introduced in the previous section,
challenges are not standalone building blocks and are some-
thing that authors should consider when designing certain
building blocks. We identified one challenge that repeatedly
appeared throughout several works and solutions.

1) Updating Global Models: For every dataset and related
task, there likely exists a model that performs the best for a
particular metric. For example, there is a model that performs
best in detecting birds in nighttime images, detecting sarcasm
in Tweets in English, etc. This building block is connected
to training, which can result in the best global model when
trained on diverse datasets of participants, and registry, which
can be structured to filter models for a particular task.

Multiple approaches for the global distribution of the best
AI models were proposed. Several works implemented systems
based on smart contracts, which update the models when
a certain metric is improved and offer incentives for that
[42], [61], [64], [67]. Decentralized federated learning based
on smart contracts, when it doesn’t include special privacy-
preserving protection techniques, results in a publicly available
global model [43], [93], [94], [106]. Projects and works that
proposed an AI-specific blockchain network and consensus
often also contain the registry containing the best models
obtained through training [47], [49], [68], [74], [75], [90], [92].
Project Numerai implemented a competition-style approach to
reward users for contributing the best model for a specific
dataset and task [66].

D. Evaluation Methods

Throughout the review of all identified articles, we also
screened approaches through which the authors evaluated their
method. This is one of the most important aspects because
different approaches are often hard to compare without hard-
defined evaluation approaches. While the proposed solution
was only presented and introduced in many cases with some
sort of qualitative analysis, e.g., increased privacy, removal
of a single point of failure, and transparency, several works
included details of the more measurable evaluation methods.
We focused on the quantitative techniques, where the authors
produced measurable data and performed the experiment.

While some evaluation methods differ entirely from others
and have little in common, multiple can be grouped due
to specific similarities, e.g., methods related to blockchain
networks. The latter methods include measuring block times
and comparing operations throughput, calculating gas usage
and costs when using smart contracts, state of decentralization
of the blockchain networks (e.g., number of nodes), how
many transactions per second (TPS) blockchain can process,
and others [61], [62], [64], [70], [77], [90], [100], [104].
Other evaluation methods are concerned with the scalability
perspective and AI models, i.e., how many models can the
system handle, how many models can be freely added by
anyone, support for different modalities and types of models,
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how many models can be trained per second, can new users
join the system or only selected ones, etc. [47]. Several
works focused on particular training or inference metrics, like
time and different metrics, and compared the centralized and
decentralized approaches [66], [68], [73], [75], [88], [93], [99].
For specific subfields, like ZKML, one of the most critical
metrics is cipher and proof sizes [56], [68], [104]. Projects
and research works, which were in addition to AI, also focused
on data use cases, storage consumption, retrieval times, and
other metrics that are essential for measuring the performance
of the proposed systems [7], [92]. One of the metrics that
best showcase the advantages of DEAI and its superiority to
centralized solutions is a direct, in-depth comparison between
centralized and decentralized solutions that work toward the
same goal or can be used interchangeably [77]. For example, a
decentralized approach can be 10% slower, but the users have
better privacy and transparency of the AI system. Nevertheless,
the decentralized solutions need additional evaluation metrics,
most often related to security, such as the probability of
different attacks, immunity to malicious participants, and other
common attacks in decentralized networks [72], [74].

V. DISCUSSION

As evident in the previous sections, there is a lot of existing
work on decentralizing AI, although often scattered to a
certain degree. After identifying all the building blocks, with
some being researched as a standalone component and some
already part of DEAI networks and systems, we can formulate
the definition of DEAI network (RQ 1): DEAI network is
a decentralized system that provides an environment for AI
agents to operate and communicate in it, offer endpoints that
end-users or other AI agents can call. The high-level definition
was formulated based on our comprehensive research of vari-
ous proposed architectures and, to some degree, implemented
projects in the gray literature. For the definition and the general
concepts to be fully validated, the proposed network must
be deployed and started (often referred to as the network’s
genesis). Through multiple years of running in the production
and being used permissionless by different actors, the solutions
can be fully validated and performance measured. None of
the analyzed worked proposed architecture that contained
all the building blocks or most of them while still being
fully validated in the production (RQ 2). Nevertheless, some
works, such as [41], [69], [76], [96], proposed fully-fledged
architectures that (at least in theory) encapsulate the ideas from
many identified building blocks in this paper.

During the in-depth review and analysis, we identified
multiple advantages and disadvantages when comparing DEAI
solutions to CEAI (RQ 3). The most significant benefits are
censorship resistance, no single point of failure, increased
interoperability and communication possibilities between dif-
ferent solutions, predictability, and enhanced democratized
access to technologies. Another improvement to the AI field
is increased transparency in several steps of the AI workflows,
which are becoming increasingly blurry in the CEAI due
to their business models. But at the cost of the advantages,
disadvantages can also be identified, such as slower devel-
opment time and decision-making process, lower scalability

and performance of current solutions today, and earlier stage
of solutions. One of CEAI’s advantages is that it is farther
ahead in the development and adoption cycle; thus, it is hard
to perform a fair comparison, though the interest in DEAI is
growing each year.

This paper identified 13 essential building blocks con-
tributing important features or characteristics that benefit the
DEAI network (RQ 4). While some of the building blocks
are explored in the literature or are significantly related to
other fields, such as data and marketplaces, several are still
unexplored, and researchers should focus more on them, such
as identity, ontology, and reputation. More work should also
be focused on evaluation methods and proposing standardized
approaches for evaluating the performance of different solu-
tions, improving fair comparisons, and defining the optimiza-
tion goals. Figure 3 shows how many papers we identified for
each building block. We also identified three features and one
challenge besides the building blocks. The analyzed features
were not marked as building blocks since they are not separate
components of the solution but rather the guidelines or features
that should be considered when designing each building block.
The identified challenge - updating global models - is one of
the challenges for several building blocks, such as registry,
training (computation), and incentivization.

Fig. 3. The number of papers per each building block.

While the main emphasis of the paper was the identi-
fication of building blocks as well as features, challenges,
and evaluation methods for solutions, we also screened ad-
ditional attributes for further analysis. These attributes include
publication place, contribution, database, year, supported AI
models, and system/network type. Most of the identified work
came from journal articles, gray literature, and conference
papers (Figure 4). Similar to other web and decentralization
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technologies fields, much progress and state-of-the-art are
often presented in the gray literature since the validation and
effectiveness of the systems must often be validated on actual
wide-scale deployments. Out of the identified articles, most of
them were focused on defining the technical architecture or
proposing new concepts (Figure 5).

Fig. 4. Percentages of papers based on place of publication.

Fig. 5. The number of papers based on contribution.

While a lot of works tried to abstract the systems to support
a wide range of AI models, some solutions were explicitly
designed for ML and DL models (e.g., training and inference
- computation), which can be attributed to the popularity of
these models and the fact that most AI systems in producing
rely only on these type of models. Another screened attribute

was whether the system is public or private (or permissioned)
regarding node operators or implementation of smart contracts,
meaning anyone can join the network without any obligations
(Figure 6). While the P2P and other decentralized networks
evolved and were created due to being public and without a
controlling entity, several works proposed solutions based on
private networks/blockchains, and the ideas still contribute to
the broader field of DEAI.

Fig. 6. Percentages of papers based on network type.

As seen in Figure 7, most identified papers are from the last
few years, more precisely from 2017. This can be attributed
to the broader recognition of blockchain technology that year.
While the first paper that mentioned the term DEAI is from
1990, the term first referred to MAS, as well as some articles
in the 2000s that focus on the implementation and designs of
MAS systems. The field is getting higher recognition because
of the significant advancements in P2P systems and other de-
centralized technologies, such as blockchain and decentralized
storage networks.

One of the main goals of the paper was to showcase how
the development of DEAI networks and solutions can be
approached from a different perspective - bottom-up instead
of top-down. This means that instead of focusing on the
whole solution, there should be research on only one building
block at a time, exploring how this single building block fits
together with other building blocks. This type of research and
development is common in other areas, such as decentralized
identity, where a lot of effort is put into defining standards
and low-level building blocks and how they fit together and
can be used in high-level solutions and systems. There should
also be more cooperation between academics and companies
from the industry working on the DEAI projects since AI is
very popular and researched in the academic sphere. At the
same time, the DEAI is predominated in the industry. While
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Fig. 7. The number of papers per year.

some solutions can be defined and tested in the articles and
laboratory environment at the beginning, to achieve production
readiness and prove to be effective, the P2P, decentralized, and
permissionless solutions must be tested and tried in the real
world scenarios.

VI. CONCLUSION

This paper reviewed the latest research and development
advances in the DEAI field through the SLR research method-
ology. We identified 71 articles and projects that were relevant
to our analysis. The purpose of SLR was to analyze the latest
approaches to DEAI networks and systems, identify evaluation
methods for these kinds of systems, and identify core building
blocks that constitute these solutions.

The study revealed there is comprehensive literature avail-
able on the DEAI, both in the form of scientific papers and
gray literature. We identified relevant work for each of the 13
building blocks, although some are being explored further in
the development phase while some are still in the early stages.
We also identified features, challenges, and evaluation methods
alongside the identified building blocks. There is still a lot of
improvement in the research domain, where more real-world
experiments, implementations, and validation are needed to
validate solutions presented in scientific papers. On the other
hand, projects from gray literature should explore defining the
components and building blocks for DEAI networks from the
bottom-up, focusing on core building blocks and how they can
be used together to construct high-level abstractions and whole
systems, enhancing cooperation and interoperability between
different systems.
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Muhamed Turkanović was a Managing Director
and a CTO of an IT company, from 2013 to 2016.
He is currently an Associate Professor at the Faculty
of Electrical Engineering and Computer Science,
Institute of Informatics, University of Maribor (UM),
Slovenia. He has worked there since 2016. He is
also the Deputy Head of The Institute of Informatics
and Head of Research and Development of the
Blockchain Lab:UM as well as the Head of the
Slovene EDIH DIGI-SI, UM’s Coordinator of sev-
eral H2020, HORIZON and/or DIGITAL projects.

He has authored several highly cited research papers and, received a patent
from EPO, edited several special issues of scientific journals, etc. His
current research interests include advanced digital identities, DLTs, database
technologies, and applied cryptography.

https://www.bacalhau.org/
https://www.bacalhau.org/
https://co-learn.notion.site/co-learn/Welcome-to-CoLink-5bf0c431201441e68cba07a5f7101728
https://co-learn.notion.site/co-learn/Welcome-to-CoLink-5bf0c431201441e68cba07a5f7101728
https://medium.com/@trentmc0/ai-daos-and-three-paths-to-get-there-cfa0a4cc37b8
https://medium.com/@trentmc0/ai-daos-and-three-paths-to-get-there-cfa0a4cc37b8
https://docs.ezkl.xyz/
https://github.com/OpenMined/PyAriesFL


18

APPENDIX
SPLITTED SEARCH STRING

ScienceDirect

(”p2p ai” OR ”p2p artificial intelligence” OR ”p2p machine
learning” OR ”p2p ml” OR ”p2p multi-agent system” OR
”p2p mas”) AND (”network” OR ”architecture”)

(”p2p ai” OR ”p2p artificial intelligence” OR ”p2p machine
learning” OR ”p2p ml” OR ”p2p multi-agent system” OR
”p2p mas”) AND (”platform” OR ”services” OR ”market-
place”)

(”peer-to-peer ai” OR ”peer-to-peer artificial intelligence”
OR ”peer-to-peer machine learning” OR ”peer-to-peer ml”
OR ”peer-to-peer multi-agent system” OR ”peer-to-peer
mas”) AND (”network” OR ”architecture”)

(”peer-to-peer ai” OR ”peer-to-peer artificial intelligence”
OR ”peer-to-peer machine learning” OR ”peer-to-peer ml”
OR ”peer-to-peer multi-agent system” OR ”peer-to-peer
mas”) AND (”platform” OR ”services” OR ”marketplace”)

(”decentralized ai” OR ”decentralized artificial intelligence”
OR ”decentralized machine learning” OR ”decentralized ml”
OR ”decentralized multi-agent system” OR ”decentralized
mas”) AND (”network” OR ”architecture”)

(”decentralized ai” OR ”decentralized artificial intelligence”
OR ”decentralized machine learning” OR ”decentralized ml”
OR ”decentralized multi-agent system” OR ”decentralized
mas”) AND (”platform” OR ”services” OR ”marketplace”)

Constraints:
• Title, abstract or author-specified keywords
• Subject areas: computer science and engineering
• Publication title: information sciences, expert systems

with applications, and technological forecasting and so-
cial change

SpringerLink

Search string were the same as for ScienceDirect.

Constraints:
• Do not include preview-only content

IEEE Xplore Digital Library

((”Abstract”:”p2p ai” OR ”Abstract”:”p2p artificial in-
telligence” OR ”Abstract”:”p2p machine learning” OR
”Abstract”:”p2p ml” OR ”Abstract”:”p2p multi-agent sys-
tem” OR ”Abstract”:”p2p mas” OR ”Abstract”:”peer-
to-peer ai” OR ”Abstract”:”peer-to-peer artificial intelli-
gence” OR ”Abstract”:”peer-to-peer machine learning” OR
”Abstract”:”peer-to-peer ml” OR ”Abstract”:”peer-to-peer
multi-agent system” OR ”Abstract”:”peer-to-peer mas” OR
”Abstract”:”decentralized ai” OR ”Abstract”:”decentralized
artificial intelligence” OR ”Abstract”:”decentralized ma-
chine learning” OR ”Abstract”:”decentralized ml” OR
”Abstract”:”decentralized multi-agent system” OR ”Ab-
stract”:”decentralized mas”) AND (”Abstract”:”network” OR
”Abstract”:”architecture”)) OR ((”Document Title”:”p2p ai”

OR ”Document Title”:”p2p artificial intelligence” OR ”Doc-
ument Title”:”p2p machine learning” OR ”Document Ti-
tle”:”p2p ml” OR ”Document Title”:”p2p multi-agent sys-
tem” OR ”Document Title”:”p2p mas” OR ”Document
Title”:”peer-to-peer ai” OR ”Document Title”:”peer-to-peer
artificial intelligence” OR ”Document Title”:”peer-to-peer
machine learning” OR ”Document Title”:”peer-to-peer ml”
OR ”Document Title”:”peer-to-peer multi-agent system” OR
”Document Title”:”peer-to-peer mas” OR ”Document Ti-
tle”:”decentralized ai” OR ”Document Title”:”decentralized
artificial intelligence” OR ”Document Title”:”decentralized
machine learning” OR ”Document Title”:”decentralized ml”
OR ”Document Title”:”decentralized multi-agent system” OR
”Document Title”:”decentralized mas”) AND (”Document
Title”:”network” OR ”Document Title”:”architecture”)) OR
((”Publication Title”:”p2p ai” OR ”Publication Title”:”p2p
artificial intelligence” OR ”Publication Title”:”p2p machine
learning” OR ”Publication Title”:”p2p ml” OR ”Publication
Title”:”p2p multi-agent system” OR ”Publication Title”:”p2p
mas” OR ”Publication Title”:”peer-to-peer ai” OR ”Publi-
cation Title”:”peer-to-peer artificial intelligence” OR ”Publi-
cation Title”:”peer-to-peer machine learning” OR ”Publica-
tion Title”:”peer-to-peer ml” OR ”Publication Title”:”peer-
to-peer multi-agent system” OR ”Publication Title”:”peer-
to-peer mas” OR ”Publication Title”:”decentralized ai”
OR ”Publication Title”:”decentralized artificial intelligence”
OR ”Publication Title”:”decentralized machine learning”
OR ”Publication Title”:”decentralized ml” OR ”Publica-
tion Title”:”decentralized multi-agent system” OR ”Publi-
cation Title”:”decentralized mas”) AND (”Publication Ti-
tle”:”network” OR ”Publication Title”:”architecture”)) OR
((”Index Terms”:”p2p ai” OR ”Index Terms”:”p2p artifi-
cial intelligence” OR ”Index Terms”:”p2p machine learn-
ing” OR ”Index Terms”:”p2p ml” OR ”Index Terms”:”p2p
multi-agent system” OR ”Index Terms”:”p2p mas” OR
”Index Terms”:”peer-to-peer ai” OR ”Index Terms”:”peer-
to-peer artificial intelligence” OR ”Index Terms”:”peer-
to-peer machine learning” OR ”Index Terms”:”peer-to-
peer ml” OR ”Index Terms”:”peer-to-peer multi-agent sys-
tem” OR ”Index Terms”:”peer-to-peer mas” OR ”Index
Terms”:”decentralized ai” OR ”Index Terms”:”decentralized
artificial intelligence” OR ”Index Terms”:”decentralized ma-
chine learning” OR ”Index Terms”:”decentralized ml” OR
”Index Terms”:”decentralized multi-agent system” OR ”Index
Terms”:”decentralized mas”) AND (”Index Terms”:”network”
OR ”Index Terms”:”architecture”))

((”Abstract”:”p2p ai” OR ”Abstract”:”p2p artificial
intelligence” OR ”Abstract”:”p2p machine learning” OR
”Abstract”:”p2p ml” OR ”Abstract”:”p2p multi-agent system”
OR ”Abstract”:”p2p mas” OR ”Abstract”:”peer-to-peer
ai” OR ”Abstract”:”peer-to-peer artificial intelligence”
OR ”Abstract”:”peer-to-peer machine learning” OR
”Abstract”:”peer-to-peer ml” OR ”Abstract”:”peer-to-peer
multi-agent system” OR ”Abstract”:”peer-to-peer mas” OR
”Abstract”:”decentralized ai” OR ”Abstract”:”decentralized
artificial intelligence” OR ”Abstract”:”decentralized
machine learning” OR ”Abstract”:”decentralized ml”
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OR ”Abstract”:”decentralized multi-agent system” OR
”Abstract”:”decentralized mas”) AND (”Abstract”:”platform”
OR ”Abstract”:”services” OR ”Abstract”:”marketplace”))
OR ((”Document Title”:”p2p ai” OR ”Document Title”:”p2p
artificial intelligence” OR ”Document Title”:”p2p
machine learning” OR ”Document Title”:”p2p ml”
OR ”Document Title”:”p2p multi-agent system” OR
”Document Title”:”p2p mas” OR ”Document Title”:”peer-
to-peer ai” OR ”Document Title”:”peer-to-peer artificial
intelligence” OR ”Document Title”:”peer-to-peer machine
learning” OR ”Document Title”:”peer-to-peer ml” OR
”Document Title”:”peer-to-peer multi-agent system” OR
”Document Title”:”peer-to-peer mas” OR ”Document
Title”:”decentralized ai” OR ”Document Title”:”decentralized
artificial intelligence” OR ”Document Title”:”decentralized
machine learning” OR ”Document Title”:”decentralized ml”
OR ”Document Title”:”decentralized multi-agent system” OR
”Document Title”:”decentralized mas”) AND (”Document
Title”:”platform” OR ”Document Title”:”services” OR
”Document Title”:”marketplace”)) OR ((”Publication
Title”:”p2p ai” OR ”Publication Title”:”p2p artificial
intelligence” OR ”Publication Title”:”p2p machine learning”
OR ”Publication Title”:”p2p ml” OR ”Publication Title”:”p2p
multi-agent system” OR ”Publication Title”:”p2p mas” OR
”Publication Title”:”peer-to-peer ai” OR ”Publication
Title”:”peer-to-peer artificial intelligence” OR ”Publication
Title”:”peer-to-peer machine learning” OR ”Publication
Title”:”peer-to-peer ml” OR ”Publication Title”:”peer-to-
peer multi-agent system” OR ”Publication Title”:”peer-
to-peer mas” OR ”Publication Title”:”decentralized
ai” OR ”Publication Title”:”decentralized artificial
intelligence” OR ”Publication Title”:”decentralized machine
learning” OR ”Publication Title”:”decentralized ml” OR
”Publication Title”:”decentralized multi-agent system” OR
”Publication Title”:”decentralized mas”) AND (”Publication
Title”:”platform” OR ”Publication Title”:”services” OR
”Publication Title”:”marketplace”)) OR ((”Index Terms”:”p2p
ai” OR ”Index Terms”:”p2p artificial intelligence” OR ”Index
Terms”:”p2p machine learning” OR ”Index Terms”:”p2p
ml” OR ”Index Terms”:”p2p multi-agent system” OR
”Index Terms”:”p2p mas” OR ”Index Terms”:”peer-to-peer
ai” OR ”Index Terms”:”peer-to-peer artificial intelligence”
OR ”Index Terms”:”peer-to-peer machine learning” OR
”Index Terms”:”peer-to-peer ml” OR ”Index Terms”:”peer-
to-peer multi-agent system” OR ”Index Terms”:”peer-to-peer
mas” OR ”Index Terms”:”decentralized ai” OR ”Index
Terms”:”decentralized artificial intelligence” OR ”Index
Terms”:”decentralized machine learning” OR ”Index
Terms”:”decentralized ml” OR ”Index Terms”:”decentralized
multi-agent system” OR ”Index Terms”:”decentralized
mas”) AND (”Index Terms”:”platform” OR ”Index
Terms”:”services” OR ”Index Terms”:”marketplace”))

Constraints:

• Abstract, Index Terms, Publication Title, and Document
Title

ACM Digital Library

Search strings were the same as for ScienceDirect.

Constraints:
• Anywhere
• Open Access

Web of Science

Search strings were the same as for ScienceDirect.

Constraints:
• All Fields

Google Scholar

Search strings were the same as for ScienceDirect. We also
ran more loose search strings due to being limited to only the
first ten pages, e.g., only ”decentralized artificial intelligence,”
which returned positive results and articles that were included
in the end.
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APPENDIX
ALL IDENTIFIED ARTICLES

TABLE V: IDENTIFIED BUILDING BLOCKS FOR ALL WORKS.
A - registry, B - incentivization, C - marketplace, D - reputation, E -
ontology, F - discoverability, G - training (computation), H - inference
(computation), I - ownership, J - data, K - governance, L - cryptography
and privacy, M - identity.

Article Database Building Blocks
A B C D E F G H I J K L M

[8] Google Scholar x
[84] SpringerLink x
[86] SpringerLink x x x
[66] Gray literature x x x x x x

[106] Gray literature x x x x x x x x
[48] Gray literature x x x x x x x x x
[53] Gray literature x x x x x x x x x x
[50] Gray literature x x x x x x x x x x
[41] Gray literature x x x x x x x x x x x x
[38] Snowballing x x x x x x
[16] Gray literature x x x x
[42] IEEE x x x x x x x
[55] Gray literature x x x x x x x x x x x
[89] Snowballing x x x x x
[59] Snowballing x x x x x
[67] Snowballing x x x
[76] Gray literature x x x x x x x x x x x x
[57] Gray literature x x x x x x x x

[111] Snowballing x x x x x x
[109] Snowballing x x x x
[112] Snowballing x x x x x
[22] ScienceDirect x x x x x x x x x x x
[61] Google Scholar x x x x x
[68] Google Scholar x x x x x x x
[74] IEEE x x x x x x x x
[77] Google Scholar x x x x x x x
[45] Google Scholar x x x x x
[70] Google Scholar x x x x
[94] Snowballing x x x
[49] Snowballing x x x x
[99] Snowballing x x x x
[88] Snowballing x
[73] Web of Science x x x x
[96] Google Scholar x x x x x x x x x x
[72] IEEE x x x x

[113] IEEE x x x
[44] Google Scholar x x x x x

[114] Google Scholar x x x x x x x x x
[12] IEEE x x x x x x x x x
[64] IEEE x x x x x x x x
[13] Google Scholar x x x x x x x x x x

[100] Google Scholar x x
[75] SpringerLink x x x x
[93] Google Scholar x x x
[54] Gray literature x x x x x x x x x x
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[92] Snowballing x x x
[14] ScienceDirect x x x x x x x x
[60] Gray literature x x x x
[71] Gray literature x x x x x
[69] IEEE x x x x x x x x x x

[115] IEEE x x x x x
[62] Google Scholar x x x x
[15] Web of Science x x x x x x x x x
[65] Google Scholar x x x x x x
[58] Google Scholar x x x x x x x x x x x
[63] Web of Science x x x x x x
[43] IEEE x x x x x x x x x
[47] ScienceDirect x x x x x x
[46] Gray literature x x x

[105] Google Scholar x x x
[95] Google Scholar x x x x
[51] Google Scholar x x x x x x x
[90] Web of Science x x x
[35] Google Scholar x x x x x x
[81] SpringerLink x x x x x x
[91] Gray literature x x x x x x x x
[36] Google Scholar x x x x x x
[56] Gray literature x x x x x x

[116] Snowballing x x x x x x
[104] Gray literature x x x
[87] Gray literature x x x
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TABLE VI: IDENTIFIED FEATURES AND CHALLENGES FOR
ALL WORKS.

Article Database Features Challenges
Standards and
Specifications Security Transparency Updating Global

Models
[8] Google Scholar x

[84] SpringerLink x
[86] SpringerLink x x
[66] Gray literature x x
[106] Gray literature x x
[48] Gray literature x x
[53] Gray literature x x x
[50] Gray literature x x
[41] Gray literature x
[38] Snowballing
[16] Gray literature
[42] IEEE x x
[55] Gray literature x x x x
[89] Snowballing x x
[59] Snowballing
[67] Snowballing x x
[76] Gray literature x
[57] Gray literature x x
[111] Snowballing x
[109] Snowballing x x x
[112] Snowballing x x
[22] ScienceDirect x x x
[61] Google Scholar x x
[68] Google Scholar x x
[74] IEEE x x
[77] Google Scholar
[45] Google Scholar x x
[70] Google Scholar x
[94] Snowballing x x
[49] Snowballing x x x
[99] Snowballing
[88] Snowballing x x
[73] Web of Science x
[96] Google Scholar x x x
[72] IEEE
[113] IEEE x
[44] Google Scholar
[114] Google Scholar x x x
[12] IEEE x
[64] IEEE x x x x
[13] Google Scholar x x x
[100] Google Scholar x x
[75] SpringerLink x
[93] Google Scholar x
[54] Gray literature x x x
[92] Snowballing x
[14] ScienceDirect x
[60] Gray literature
[71] Gray literature x
[69] IEEE
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[115] IEEE x
[62] Google Scholar x
[15] Web of Science x x
[65] Google Scholar x
[58] Google Scholar x x x
[63] Web of Science
[43] IEEE x x
[47] ScienceDirect x x
[46] Gray literature
[105] Google Scholar
[95] Google Scholar x
[51] Google Scholar x x
[90] Web of Science x
[35] Google Scholar x x
[81] SpringerLink x
[91] Gray literature x
[36] Google Scholar x x
[56] Gray literature x
[116] Snowballing x x
[104] Gray literature x
[87] Gray literature x
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