
Federated Learning with Differential Privacy
Adrien Banse∗, Jan Kreischer†, Xavier Oliva i Jürgens‡

∗Exchange student at EPFL, Switzerland from UCLouvain, Belgium
†Exchange student at EPFL, Switzerland from Universität Zürich, Switzerland
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Abstract—Federated learning (FL), as a type of distributed
machine learning, is capable of significantly preserving client’s
private data from being shared among different parties. Never-
theless, private information can still be divulged by analyzing
uploaded parameter weights from clients. In this report, we
showcase our empirical benchmark of the effect of the number of
clients and the addition of differential privacy (DP) mechanisms
on the performance of the model on different types of data. Our
results show that non-i.i.d and small datasets have the highest
decrease in performance in a distributed and differentially
private setting.

I. INTRODUCTION

The training of deep-learning models usually requires large
and diverse datasets. In many areas, gathering large datasets is
difficult and requires the collaboration of multiple institutions.
Especially in medicine, patient data is spread among multiple
entities. While each party might not have enough data to
robustly train a model for a specific task, the union of
their datasets can potentially lead to successful data insights.
Especially for rare diseases, data sharing among many enti-
ties, which can be located in different countries, is crucial.
However, medical data contains much private information and
is potentially identifiable, making it especially sensitive with
regard to privacy. Legal regulations, such as GDPR in Europe,
contain specific clauses describing the privacy requirements
that medical data has to comply with.

To address these important limitations, privacy-preserving
techniques are gaining momentum, as they can enable to
perform machine learning (ML) algorithms on sensitive data.
Especially federated machine learning, a non-cryptographic
approach for privacy-preserving training of ML models, has
been increasingly studied in the last years [1], [2], [3]. This
will be covered in section II.

Another privacy-enhancing technology used for training ML
models is differential privacy (DP). DP algorithms aim at
quantifying and setting an upper-bound to the privacy loss of
an individual when entering their private data into a dataset.
They rely on incorporating random noise to the data or model.
DP has also been used in the federated setting [4], where
to collectively train a model, multiple parties exchange or
send differentially private model updates to a central server
to protect against an honest-but-curious adversary. This will
be covered in section II-B.

In this project, we will focus on cross-silo federated ma-
chine learning with differential privacy. The three questions
we want to answer are the following.

1) How does the level of data distribution affect model
accuracy, i.e. the convergence of the optimization process?

2) How does differential privacy affect model accuracy?
3) Is it applicable to small, more realistic datasets?
We will perform experiments for both i.i.d., where all of the

data is independently and identically distributed, and non-i.i.d
cases. Finally, we will apply our FL-DP algorithm on a small
medical dataset.

II. THEORETICAL BACKGROUND

A. Federated Machine Learning

In federated learning, the data remains under the control
of their owners, which we designate as clients, and a central
server coordinates the training by sending the global model
directly to the clients, which then update the model with
their data. The updated models from the clients are sent
back to the central server and averaged to obtain an updated
version of the global model. This is done via the FedAvg
(Federated Averaging) algorithm [1], described in Algorithm
1 in Appendix A.

B. Differential Privacy

In this project, we focus on cross-silo federated learning,
where data is distributed between organizations with high
computational resources, like hospitals or banks. The biggest
challenge in this setting usually lies on the data security side.

The adversarial model in this setting includes both the
central server and any of the clients. The central server
observes the updated parameters of all clients, while a client
observes its own updates and the new global model parameters
after every round. The problem lies in the fact that the model
parameters might leak information about the training data.
The adversary’s goal is to infer whether a given record was
in the client’s training data (membership inference) or learn
properties about the client’s training data (property inference).

(ϵ, δ)-DP provides a strong criterion for privacy preserva-
tion of distributed data processing systems. Here, ϵ > 0 is
the distinguishable bound of all outputs on two neighboring
datasets (pairs of databases (D,D−r) differing only in one row
r. In other words, the removal or addition of a single record
in the database should not substantially affect the values of
the computed function/statistics.

log
P[A(D) = O]

P[A(D−r) = O]
< ϵ with probability 1− δ
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Thus, δ represents the probability that the ratio of the prob-
abilities for two neighboring datasets cannot be bounded by
eϵ). Typically, values of δ that are less than the inverse of any
polynomial in the size of the database are used.

There are three ways to apply differential privacy to Ma-
chine Learning: objective perturbation, gradient perturbation
and output perturbation. For deep learning applications, we can
not derive sensitivity bounds for the objective and output and
have to use gradient perturbation. We use PyTorch’s module
Opacus, that uses gradient perturbation with the advanced
composition method. It injects noise at every iteration by
using the gradient clipping technique [5] (see Algorithm 2
in Appendix A).

III. MODELS AND METHODS

A. Datasets and models

In this section, we shortly describe the datasets used for the
numerical experiments, as well as the model used to classify
them.

1) MNIST: is a widely used database comprising thousands
of 28 × 28 pixels images of 10 different handwritten digits
(which means there are 10 different classes). The samples
are randomly and equally distributed among clients, we say
that the data is i.i.d.. We use the Convolution Neural Network
(CNN) defined in the PyTorch’s examples GitHub repository
[6]. 60 000 data points were used for training, and 10 000 for
testing.

2) FEMNIST: (from the LEAF benchmark [7]) is also a
database consisting of 28 × 28 images of 10 different hand-
written digits (letters are discarded). The difference between
MNIST and FEMNIST datasets is that the partitioning of
the data is now based on the writer of the digit. It means
that the underlying distribution of data for each user is now
consistent with the raw data, yielding a non-i.i.d. dataset. We
use the same CNN, and same training/testing dataset sizes as
for MNIST.

3) Medical dataset: In order to tackle more realistic sce-
narios as explained in Section I, we use a database of medical
records of 120 patients [8]. The aim is to predict whether
patients suffer from inflammation of urinary bladder and/or
nephritis of renal pelvis origin. In this work, we focus on
the pathology. The medical data is randomly split onto the
clients, representing hospitals. There are 6 attributes, namely
temperature of the patient, occurrence of nausea, lumbar pain,
urine pushing, micturition pains, and burning of urethra, itch,
swelling of urethra outlet. We used logistic regression to
tackle this classification problem. 96 data points were used
for training, and 24 for testing.

B. Experimental setup

The parameters for the experiments are set as follows: The
learning rate of SGD is set to 0.01. The number of client
epochs per round is set to 1 (to avoid the clients falling
in different local minima) for the MNIST and FEMNIST
database, 100 for the medical dataset. The number of global

rounds is set to 30. We set the batch size of all clients to 128
for MNIST and FEMNIST, and 8 for the medical dataset.

1) First Experiment: In order to see the impact of federated
learning, we will leave all training parameters fixed and
perform federated learning for nr_clients ∈ {1, 5, 10}
Note that the amount of data points remains constant but more
distributed.

2) Second Experiment: We reuse the previous training set-
ting, but fix nr_clients = 10. Now, we want to analyze the
effect of differential privacy on performance and convergence.
We set the clipping threshold of the gradient to 1.2. We set the
privacy parameter δ to 1

2n . We compare the training loss and
final accuracy with various protection levels for 10 clients,
using ϵ ∈ {10, 50, 100}. Every round, every client uses a
privacy budget of ϵ

nr_rounds .
We report the testing accuracy of the global model, as well

as its loss for every training round.

IV. RESULTS

A. MNIST

Results of the first experiment are shown in Figure 1a, and
results of the second experiment are shown in Figure 1b.
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(a) Accuracy and loss for different
numbers of clients.
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(b) Accuracy and loss for different
values of ϵ, with 10 clients.

Fig. 1: MNIST database

Concerning the first experiment, as expected, one can clearly
observe that the more clients there are, the slower the learning
process.

Regarding the second experiment, one can see that the
learning is faster when we go from a privacy budget of ϵ = 10
to ϵ = 50. The same observation can be made for the transition
from ϵ = 50 to ϵ = 100 by looking at the testing loss
graph. However, we can observe that the improvement is not
proportional to ϵ since we observe a less important change
for the second transition. The three privacy setups lead to the
same final accuracy though.

Finally, one can observe on Figure 1a and Figure 1b the
difference of convergence of SGD with and without privacy in
a federated learning context. Without privacy, SGD achieves
more than 95% of testing accuracy, while only 75% with
privacy, even with a large privacy budget such as ϵ = 100.
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(a) Accuracy and loss for different
numbers of clients for the FEMNIST
database.
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(b) Accuracy and loss for different
values of ϵ, with 10 clients for the
FEMNIST database.

Fig. 2: FEMNIST database

B. FEMNIST

Results can be founds in Figure 2a and Figure 2b.
We enlighten two main differences compared to Sec-

tion IV-A:
1) While a single client achieves similar accuracy to the reg-

ular MNIST dataset, the algorithm takes more global training
rounds to converge with an increasing number of clients. After
100 rounds the test accuracy of all models reaches around
98%.

2) When using DP the training process does not really con-
verge anymore, not leading to a viable model for FEMNIST.

C. Medical dataset

Results can be found on Figure 3a and Figure 3b.
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(a) Accuracy and loss for different
numbers of clients for the medical
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Fig. 3: Medical database

Again, we enlighten some differences compared to Sec-
tion IV-A.

1) Training shows higher variance with more clients, but all
manage to converge.

2) Adding differential privacy, the model accuracy does not
get any better. Only for ϵ = 10 the loss decreases, indicating
that the global model is improving.

V. DISCUSSION

In this section we will discuss the results in Section IV and
mention further improvements.

During the experiments, we clearly observed the trade-off
between privacy and utility. Since, participating clients only
optimize using their own data, they can end up in different
local minima, making the global model sub-optimal. This leads
to a generally slower convergence with a higher number of
clients.

The experiments for the MNIST dataset show that adding
noise and gradient clipping makes the maximal accuracy
decrease around 20% for the same number of training rounds,
even on i.i.d data. More clients might be needed to average
out the noisy updates [9].

When it comes to non-i.i.d data, distribution of data in
silos makes the global model perform worse. A possible im-
provement would be to use a d-clique topology (decentralized
learning) instead of classical centralized federated learning.

Regarding small datasets, i.e. more realistic datasets, the
results are more worrying: training is more sensitive to DP
mechanisms, making it very difficult to learn while effectively
preserving privacy. Additionally, they have a higher variance
during training. We had to use bigger values than the standard
ϵ = 0.1, because such a bound was too restrictive to compute
a single mini-batch SGD iteration.

When it comes to limitations of our work, we have to note
that we did not focus on hyperparameter tuning and used fix
parameters that might not be optimal for the task. Additionally,
there are other ways like fully homomorphic encryption (FHE)
that protects the data from attacks by encrypting the model.

VI. SUMMARY

We were able to show that models trained using federated
machine learning are able to achieve similar accuracy as
models trained on a centralized dataset. However, adding DP
mechanisms to preserve the privacy of the data showed a
rapid decrease of performance, especially for non-i.i.d or small
datasets, which are much more realistic datasets.
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APPENDIX

A. Algorithms

This section groups algorithms used to train global and
client models, using differential privacy (see Section II and
Section II-B).

Algorithm 1: FedAvg (Federated Averaging)
Result: Global model trained
Initialize: w0 ;
for each global round t = 0, 1, . . . do

for each client k ∈ {1, . . .K} do
wt+1

k ← ClientUpdate(k,wt)
end
wt+1 =

∑K
k=1

nk

n wt+1
k ;

end

In Algorithm 1, K is the number of clients (each client
denoted by k), α is the learning rate, nk is the size of the
dataset of client k, n =

∑K
k=1 nk is the size of the entire

dataset. Moreover, wt
k ∈ RP is the vector of P parameters of

the local model of client k, at global round t, and wt ∈ RP

is the vector of P parameters of the global model.
The function ClientUpdate involes privacy (see Sec-

tion II-B), and is described in Algorithm 2.

Algorithm 2: ClientUpdate for client k

Result: wt+1
k and privacy cost (ϵ, δ) using a privacy

accounting method
Input: Parameters of the global model at time t wt

for epoch e = 1, ..., E do
Sample ⌊ nB ⌋ batches at random
for j = 1, . . . , ⌊ nB ⌋ do

for i = 1, . . . , B do
Compute gradient
gj(x

j
i)← ∇L(wk,x

j
i )

Clip gradient

ḡj(x
j
i)← gj(x

j
i)/max

(
1,

∥∥∥gj(x
j
i)

∥∥∥
2

C

)
end
Add noise
g̃j ← 1

B

(∑B
i=0 ḡj(x

j
i)+N (0, σ2C2I)

)
Descent
wk ← wk − ηg̃j

end
end

In Algorithm 2, η is the learning rate, σ is the noise scale, C
is the gradient norm bound, B is the batch-size, E is the total
number of epochs, n is the size of the dataset and xj

i is the i-th

datapoint in the j-th batch. L(w,x) is the loss corresponding
to the datapoint x, depending on the parameters w.

https://archive.ics.uci.edu/ml/datasets/Acute+Inflammations
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