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Abstract

The threshold secret sharing scheme allows the dealer to distribute the share to every participant such that the secret is
correctly recovered from a certain amount of shares. The traditional (k,n)-threshold secret sharing scheme requests that the
number of participants n is known in advance. In contrast, the evolving secret sharing scheme allows that m can be uncertain
and even ever-growing. In this paper, we consider the evolving secret sharing scenario. Using the prefix codes and the properties
of the polynomial ring, we propose a brand-new construction of evolving k-threshold secret sharing scheme for an ¢-bit secret
over a polynomial ring, with correctness and perfect security. The proposed schemes establish the connection between prefix
codes and the evolving schemes for £ > 2, and are also first evolving k-threshold secret sharing schemes by generalizing
Shamir’s scheme onto a polynomial ring. Specifically, the proposal also provides an unified mathematical decryption for prior
evolving 2-threshold secret sharing schemes. Besides, the analysis of the proposed schemes show that the size of the ¢-th share
is (k —1)(¢; — 1) + £ bits, where ¢; denotes the length of a binary prefix code of encoding integer ¢. In particular, when ¢ code
is chosen as the prefix code, the share size achieves (k — 1)|lgt] + 2(k — 1)|1g(|lgt| + 1)| + ¢, which improves the prior best
result (k—1)lgt + 6k*01glgt -1glglgt + Tk*¢1g k, where lg denotes the binary logarithm. When k = 2, the proposed scheme
also achieves the minimal share size for single-bit secret, which is the same as the best known scheme.
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I. INTRODUCTION

HE (k,n) secret sharing scheme encodes the secret to n shares such that the secret can be losslessly recovered from
T any k out of n shares, and any k — 1 shares cannot decode any information for the secret. Shamir [1] and Blakley [2]
independently proposed the (k,n) secret sharing scheme in 1979. Based on Shamir’s scheme, a lot of schemes [3]-[7] has
been proposed. However, the conventional secret sharing schemes require that the dealer shall know the maximal number of
participants n in advance. When we allow that the dealer can produce more transparencies later, the maximum of n cannot be
determined, and hence most conventional schemes cannot be applied to this scenario.

To solve this issue, Komargodski et al. [8]], [9] introduced the evolving k-threshold secret sharing scheme. In this scheme,
the secret can be recovered from any k out of infinitely many participants, and any k£ — 1 shares out of these shares cannot get
any information about the secret. Specifically, Komargodski et al. [[8], [9] first proposed a construction of evolving 2-threshold
secret sharing scheme based on prefix codes. For an ¢-bit secret, it shows that the share size of the ¢-th share is no more than
lgt+ (0+1)1glgt+4¢+ 1 bits. And the proposed scheme is optimal for 1-bit secret. Futhermore, Komargodski et al. [8], [9]
proposed evolving k-threshold secret sharing scheme for arbitrary k. The ¢-th share size of the proposed evolving k-threshold
scheme is (k — 1)lgt + 6k*1glgt - 1glglgt + Tk*1gk.

However, firstly, it is unknown whether there are connections between prefix codes and the evolving k-threshold secret
sharing schemes when k& > 2. This is left as an open problem in [9]. Secondly, the evolving schemes in [9], which are
constructed based on the idea of distributing shares on a generational basis, and use an evolving scheme once and Shamir’s
scheme multiple times, become increasingly complex and even not easy to construct as k increases. The natural idea [9] for
constructing the evolving scheme is based on simulating Shamir’s scheme. Komargodski et al [9]], attempted it but failed. How
to design algebraic-oriented constructions is also left as an open problem. Thirdly, the corresponding share size in [9]] is not
optimal. D’ Arco et al [10] proposed a new evolving 3-threshold scheme based on the Chinese Remainder Theorem in order
to reduce the share size. They [10] made the share size of the ¢-th participant close to lgt + poly(k) - o(lgt) where k = 3.
However, the scheme can only be used in the case of K = 3. As for k > 4, there are no related works, to the best of our
knowledge.

To this end, we propose a brand-new construction of evolving k-threshold secret sharing scheme for an ¢-bit secret over
a polynomial ring based on prefix codes, where the size of the ¢-th shares is determined by the codeword size of encoding
t. The proposed schemes establish the connection between prefix codes and the evolving schemes for k£ > 2, and achieve
algebraic-oriented constructions by generalizing Shamir’s scheme. Then we prove the correctness and security of this scheme,
and analyze the corresponding share size. Specifically, we first propose the construction of evolving 2-threshold secret sharing
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scheme over Fy[x]. We also apply the construction to other complicated binary prefix codes to compare the share size with the
scheme [9]]. It shows that the proposed scheme can achieve a smaller size for some binary prefix coding. Second, we extend
the scheme to the evolving k-threshold secret sharing scheme on Fy[z] for k > 3. The analysis of share size shows that the
t-th share of the proposed scheme is (k — 1)(¢; — 1) + ¢ bits, where ¢; denotes the length of a prefix code of encoding integer
t. Specifically, using ¢ code [I1]] as the prefix code, the share size is given by (k — 1)|lgt| + 2(k — 1)[lg(|lgt| + 1)| + ¢,
which is smaller than the prior result (k — 1)lgt + 6k*¢1glgt - 1glglgt + Tk*¢1gk in [9]. Third, considering the secret
s € {0,1,---,p— 1}, we proposed a construction of evolving k-threshold scheme over the polynomial ring F},[x], where
k > 2. This can be seen as an extension of the proposed scheme. In addition, we show some p-ary prefix codings for positive
integers and then apply the construction to these codes.

A. Our Contributions
The main contributions of this paper are enumerated as follows.

e The proposed schemes successfully establish the connection between prefix codes and evolving k-threshold secret sharing
for arbitrary k, where the size of the ¢-th shares is determined by the codeword size of encoding ¢. It means that there is
a corresponding construction of evolving k-threshold secret sharing scheme for any given prefix codes. In our view, this
result can answer part of the open question raised by [9].

e [t is well known that the evolving 2-threshold secret sharing scheme has been studied comprehensively. When k = 2, the
proposed scheme provide an unified mathematical decryption for prior evolving 2-threshold secret sharing schemes. In
addition, the proposed scheme also achieves the minimal share size for single-bit secret, as stated in [8]], [9].

e The proposed brand-new scheme is more concise. This is also the first evolving k-threshold secret sharing scheme by
generalizing Shamir’s scheme onto a polynomial ring.

B. Related works

Shamir [I]] and Blakley [2] independently proposed the (k,n) secret sharing scheme in 1979. The construction of Shamir’s
scheme was based on Lagrange interpolation. Blakley’s scheme was established by using the property of points in multidimen-
sional space. In Shamir’s scheme, the dealer randomly chose a polynomial in F),[z] of degree less than k such that the constant
term of this polynomial is the secret, and p > n. Consequently, the n shares, which are the evaluations of the polynomial at n
distinct points, are respectively distributed to n participants. Therefore, each share is an element of F),, that can be represented
with approximately lg n bits. Later, Karnin et al. [12] proved that the share size of Shamir’s scheme is optimal when the length
of the secret is lgn bits. And Bogdanov et al. [13] proved that the share size of Shamir’s secret sharing scheme is optimal for
a 1-bit secret. Due to the simplicity and practicality of Shamir’s scheme, it has been widely used and plays a very important
role in modern cryptography.

Besides, Mignotte [14] and Asmuth et al. [15]] respectively gave the new constructions of (k, n)-threshold secret sharing
scheme based on the Chinese Remainder Theorem for integer rings. Both schemes are similar, however, Asmuth-Bloom’s
scheme improved security compared with Mignotte’s scheme. In Asmuth-Bloom’s scheme, n integers that are increasing and
pairwise coprime were randomly selected, and the product of any k£ numbers is greater than the value of the secret. Subsequently,
the dealer calculated the remainders that module the secret for n integers separately and sent each participant a share consisting
of the corresponding integer and its remainder. Due to the superior computational complexity and efficiency of this scheme,
it has become a widely studied and highly regarded secret sharing scheme. Then, many works [4], [[16], [17] utilized the
technology of Asmuth-Bloom’s scheme to achieve various performances in practical applications.

The general method to construct secret sharing schemes for any given secret sharing function was presented by Benaloh
and Leichter [18]. Pedersen [19] proposed a more convenient and practical secret sharing method. Another secret sharing
scheme was considered [20]. In addition, the secret sharing scheme is widely used in other applications, including threshold
cryptography [21] and multiparty computations [22]]. In 1985, Chor et al. [23] proposed the concept of verifiability for the first
time and constructed a verifiable secret sharing scheme. Simmons [24] described a practical application of the access structure
of secret sharing. Moreover, Krawczyk’s scheme [25] was constructed to achieve computing efficiency with high probability
allowing small statistical errors in security. Ding et al. [26] described a new construction for the communication efficient secret
sharing scheme with a small share size to minimize the decoding bandwidth.

Komargodski et al. [8]], [9] introduced the evolving k-threshold secret sharing scheme. Actually, an evolving scheme [27]]
was presented for a similar scenario before Komargodski et al’s scheme. Komargodski et al’s scheme also left the possibility
of constructing a new scheme for the dynamic threshold access structure. Komargodski et al. [28] gave the construction
using the algebraic manipulation detection codes. When k = 2, except the proposed schemes [8], [9]], some related studies
were developed based on the scheme. D’Arco et al. [29] showed the equivalence between binary prefix codes and evolving
2-threshold secret sharing schemes. Given a secret with arbitrary length, Okamura et al. [30] first applied the construction
of an evolving 2-threshold secret sharing scheme to more complicated binary codes for positive integers, and analyzed the
corresponding share size. Furthermore, based on D-ary prefix code for D > 3, the construction of the evolving 2-threshold
scheme was also proposed [30].



C. Organization

The rest of the paper is organized as follows. In Section [l we review the traditional secret sharing scheme and evolving
secret sharing scheme, and show the existing main results of the evolving secret sharing scheme. In Section [[Ill and Section [V]
we consider the scenario where the secret s € {0, 1}¢. Specifically, in Section we first propose a new construction of
evolving 2-threshold secret sharing scheme, and elaborate on the security of the scheme. Then the evolving k-threshold secret
sharing scheme is given in Section[[Vlfor & > 3. In Section [Vl we provide a construction of evolving k-threshold secret sharing
scheme considering the secret s € {0,1,---,p — 1}4 Finally, Section [Vl concludes the work and discusses the unresolved
issues.

II. MODELS AND NOTATIONS

Let NT denote the set of positive integers. Let [n] = {1,2,--- ,n} for n € NT. Let |A| denote the cardinality of the set A.
For any p € N, let F}, denote the finite field with p elements. Let F[z] = {Z;VZO ajzl|a; € F,} as the polynomial ring,
where N is a finite positive integer. Let Fy[[2]] := {3772, ajzi|a; € F,}.

A. Secret Sharing Scheme

Let P, = {P1, P, -, P,} represent the set of n participants. The power set of P, is written as 2Pn The collection
A C 2P» is monotone if for arbitrary A € A and A C C € 2”77, it holds that C € A. The access structure is defined as
follows.

Definition 1. A C 27~ is called an access structure if A is a monotone collection of non-empty subsets. The subset in A is
called qualified, and the subset in 27+ \ A is called unqualified.

Definition 2. For k,n € NT with k < n, the (k,n)-threshold access structure A is a collection that contains all subsets of

size is no less than k, i.e
A={A¢€ 2P"||A| > k}.

A (k,n)-threshold secret sharing scheme requires a secret s € S, a set of n participants and a (k,n) access structure A,
where S is the domain of the secret. In the scheme, the dealer distributes the share to every participant such that the shares of
any subset in A can correctly recover the secret, while the shares of any subset not in A cannot gain any information about
the secret.

We denote by Zi(s) the share of the i-th participant, and B (ZZ-(S)) represent the bit length of ZZ-(S) for 1 < ¢ < n. Generally,
a (k,n)-threshold secret sharing scheme consists of a pair of algorithms (£, R), where £ is used to encode the secret s into
shares, and R is used to reconstruct the secret from a subset of shares B € 27, The following requirements shall be satisfied.

e Correctness: For any qualified set A € A, the algorithm R can correctly recover s from the shares of the participants in
A, that is
PRU{ZD Y pea, A) = 5] = 1. (1)

e Secrecy: For any unqualified set C' € 27~ \ A, there is no information about s leaking to the participants in C.
In particular, the following conclusion is usually used to verify the security of the secret sharing schemes.

Lemma 1. Let 59,51 € S be two different secrets. The scheme is secure if for arbitrary C € 2P \ A, the two distributions
({Zi(so)}Piec) and ({Zi(sl)}Piec) are identical.

Shamir [1]] first proposed a construction for the (k,n)-threshold secret sharing scheme. For an ¢-bit secret s, the scheme
uses the polynomial over F), for p > n. The share size ZZ-(S) satisfies B(ZZ-(S)) > max{¢,lgp} for any ¢ € [n] in Shamir’s
scheme.

B. Evolving Secret Sharing Scheme

When the maximum of n cannot be determined in advance and can even be infinite, the conventional secret sharing schemes
cannot be applied directly. In this case, the evolving secret sharing schemes are developed. We denote P = { Py, P, -+ Pp,,--- }
as the set of participants, where P is possible infinite. Then, we give some definitions of the evolving secret sharing scheme.

Definition 3. A C 27 is called an evolving access structure if A is a monotone collection of non-empty subsets and the
collection Ay: = AN{Py, Py, -+, P} is an access structure for any t € NT.

Definition 4. For k € N, the evolving k-threshold access structure A is a collection that contains all subsets of size is no
less than k, i.e

A={Ac2P||A| > k).



Similarly, an evolving k-threshold secret sharing scheme requires a secret s € S, a set of participants and an evolving
k-threshold access structure A. In the scheme, the secret can be recovered from any k& out of infinitely many participants, and
any k — 1 shares cannot deduce any information about the secret. An evolving k-threshold secret sharing scheme also includes

a pair of algorithms (£, R), which satisfy the following requirements.

) 1

e Composition: For any j € NT, the share Z §S of j-th participant is constructed by the previous 7 — 1 shares {Zfs)}g;l
using the algorithm &, i.e.

7 = &(s,{2YZD). @)

e Correctness: For any ¢t € NT, A € A, the algorithm R can correctly recover the secret s from the shares of the participants
in A.
e Secrecy: For any t € N*, C € 27t \ A, there is no information about s leaking to the participants in C.
Komargodski et al. [8]], [9] first constructed an evolving k-threshold secret sharing scheme for an /-bit secret s, and obtained
two main results, which are described as follows.

Theorem 1. For {,t € NT, there exists an evolving 2-threshold secret sharing scheme, where the size of the t-th share satisfies
B(Z¥) <lgt+ (0 +1)lglgt + 40 + 1. 3)

Theorem 2. For {,k,t € N, there exists an evolving k-threshold secret sharing scheme, where the size of the t-th share
satisfies

B(Z®) < (k—1)1gt + 6k*1glgt - 1glglgt + Tk* (g k. 4)

III. EVOLVING 2-THRESHOLD SECRET SHARING SCHEME OVER Fj|x]

In this section, we propose an evolving 2-threshold secret sharing scheme for an ¢-bit secret s. The scheme allows the dealer
to distribute the share to every participant such that no less than two shares can recover s and any single share cannot construct
s.

A. Proposed Scheme

Given a set of prefix codes for integers, the codeword of the integer 7 is denoted as ¢; = (¢;0,¢i 1, ,Cie;—1), Where ¢;
represents the length of ¢; with 4 € N*. The polynomial form of ¢; is defined as y; = Z?;ol ¢; j27 € Fy[z]. Then the i-th
share with the algorithm £ is defined as

Zl-(s) =ro+sy; (mod ztittL), (5)

where r¢ is randomly chosen in F»[[z]]. Notably, s in (3) uses the polynomial form, which would be the default form throughout
this paper. As the degree of ry is infinite in (3), we cannot choose an rq € Fy[[x]] in practice. However, due to the operation
modulo z**+¢~1 in (@), the dealer only needs to choose the part of ro with degree less than ¢; + ¢ — 1.

For any two participants FP;, P; € P with 7 < j, let L; ; denote the maximal integer satisfying alii | (y; — y;). The
algorithm R finds out that the following equation

K2

S(yl - y]) = Z(S) _ ZJ(S) (mod Ierl*l) (6)
has a unique solution of s in Fy[z]/x¢ as

(s) () /,Li ;

s = Z 7 )/:c (mod z*). @)
(yi —y;)/whis

The existence and uniqueness of s will be provided in the proof of correctness in next subsection.

Notably, when the dealer generates the i-th share via (3), where 7 is sufficient large, the dealer needs to construct the
corresponding . To solve the issue, we provide an algorithm as follows. First, the dealer distributes secret s to the participants
in the group. When a new participant joins the group, the dealer then generates and assigns new shares for s to the new
participant. Based on this, we suppose that the group have j > 2 participants initially. The dealer first randomly chooses a
suitable polynomial ry such that the degree is no less than ¢; + ¢ — 2. According to the selected 7, the dealer distributes
the secret s to each participant among j participants via (3). After completing this distribution, the dealer will discard the
corresponding 7y and s. Therefore, when a new participant P;; joins the group, the dealer needs to obtain the value of r and
reconstruct s. The dealer first needs to reconstruct all coefficients of ry with the degree is no more than ¢; 4 £ — 2, then the
dealer randomly chooses the coefficients of ry such that the degree from ¢; 4+ ¢ — 1 adding to ¢;1 + ¢ — 2. Next, we show the
algorithm to reconstruct the corresponding coefficients of ry with the degree less than £; + ¢ — 1. For the evolving 2-threshold
secret sharing scheme, using known {Zi(s)}g: j—1 and {yi}g:j_l, the dealer can reconstruct the secret s by calculating (),
then reconstructs the coefficients of ro with degree less than £; + ¢ — 1 as

ro= 2" +sy; (mod a1, (8)



Finally, the dealer randomly chooses ¢;; —¥¢; coefficients such that the degree of 7¢ is ;11 +¢—2, then the corresponding
is obtained. When another new participant joins the group, the corresponding 7y can aslo be obtained using the above similar
method.

B. Proofs of Correctness and Secrecy

In this subsection, we will prove the correctness and secrecy of the proposed scheme. Before that, we first emphasize several
lemmas, which provide useful results for the proofs.

Lemma 2. For a finite field F,, let f(x),g(x), h(z),k(zx) € Fplz] with f(x) # 0 satisfy the congruence equation

f@)g(x) = f(z)h(z)  (mod f(x)k(z)), ©)
then we have
g(z) = h(z) (mod k(zx)). (10)
Proof. According to the definition of congruence equation in (@), there exists hq(z) € Fp,[z] such that
f(@)g(z) = f(x)h(z) = f(x)k(z)h(2), (11)
since F), is a finite field and f(z) # 0 in F,[x], we can further get
9(@) — h(z) = k(z)h (). (12)
Therefore, we have
g(x) = h(z) (mod k(x)). (13)
O

Lemma 3. For any n,k € NT, let f(z) = ap2™ + ap—12"" 1 + - + a12 + ag € Fplz]. If ap # 0, then f(x) is invertible
over F,[z]/z".

Proof. Let g(x) = 2®, then we infer that the factor of g(x) must be the form of 2% for any 0 < d < k. However, since
f(0) = ag # 0, then ¢ is not the factor of f(z). Therefore, we have

(9(z), f(z)) = L. (14)
According to Euclidean algorithm, there exists u(x),v(z) € Fp[z] such that
u(z) f(z) +v(z)z® =1, (15)
hence, we further derive
u(z)f(z) =1 (mod z*). (16)
Then u(z) modulo x* is the inverse of f(x) in F,[z]/a*. O

Lemma 4. For any ki, ko € NT with k1 < ko, let f1(x), g1(2), f2(x), g2(z) be polynomials over F, satisfying the following
congruence equations

{ fi(x) = gi(x) (mod z*1), a7
fa(z) = go(x) (mod z*2).
Then we have
fo(z) = fi(z) = go(z) — g1(x)  (mod z*1). (18)
Proof. According to the definition of congruence equations in (I7), there exists hy(x), ho(x) € F,[z] such that
hi(@) = g1(@) = 2™ by (2), (19)
and
fa(x) — ga(x) = 2F2hy(z) = 2* hy(x)2h2 . (20)
Subtracting the equation (I9) from the equation (20), we can further get
(fo(@) = fi(2)) = (92(2) = g1(2)) = & (ha(w)a™ " — ha(x)). 2n
From @21), we obtain
fo(x) = f1(x) = g2(2) — g1(x)  (mod z™). (22)

O



Theorem 3. For any (,(1,k € N, given f(z),h(z) € F,[z] with f(x) # 0, let {1 denote the maximal integer such that
x4 | f(2) and 29 midf (). Let g(x) be a polynomial over F, with the degree no more than { — 1, and g(z) satisfy the
following congruence equation

F(@)g(w) = h(z) (mod ). (23)
Then if £ + €1 < k, there exists a unique g(x) with the degree no more than £ — 1 satisfying (23).

Proof. As {; is the maximal integer such that z* | f(z), then f(x) can be written f(z) = x% fi(z), where fi(x) = J;(Z) €
F,[x] and the constant term of fi(z) is nonzero. Taking %! f1(z) to replace f(z) in @3), then

2 f1(x)g(x) = h(z) (mod 2*). (24)
Thus, we infer that 2/t is a factor of h(z), then
2" fi(z)g(z) =" hi(z) (mod aa*"), (25)
where hq(z) = % € F,[z]. Combining the conclusion of Lemma 2 we have
fi(@)g(z) = hi(z)  (mod z*~). (26)
As ¢ < k — ¢1, (26) can be simplified into
fi(@)g(z) = hi(z) (mod z°). 27)
Since the constant term of f;(x) is nonzero, by using Lemma [3] there exists the inverse of fi(z) in F,[x]/x*, then we have
m@:hm@h@)l—%%%é (mod ), (28)
therefore, considering in the polynomial ring F, [z]/xz¢, there exists a unique solution for g(z) satisfying (23). O

The proof of Correctness. For t € NT, A € A;, then |A] > 2. We need to show that the ¢-bit secret s can be correctly
reconstructed by the shares of the participants in A. Since the cases of |A| > 2 include the case of |A| = 2, we only prove
the case of |A] = 2.

Without loss of generality, we take two participants P; and P; from A with ¢ < j < ¢. Since y; and y; are the binary prefix
codes of 7 and j, I; and [; are the code length of ¢ and j, thus we have [; < [;. Then, the i-th and j-th shares are as follows.

Z(S) =T0 —+ SYi (HlOd Iei+e71),
() 05+0—1 (29)
Z;” =ro+sy; (mod % ).
By Lemma M subtracting the second equation from the first equation in (29), we can further get
(yi —yj)s = Zi(s) — ZJ(S) (mod xe"H*l). (30)
As ¢; is not a prefix of c¢;, we have
yi—y; 20 (mod z%). (31
As L; j denotes the maximal integer satisfying zZ#7 | (y; — y;), combining the result of (1), we infer
Lij <t —1. (32)
Thus,
Lij+0<l;+0—1. (33)

Using the conclusion of Theorem [3 and combining the bit length of s is ¢, the congruence equation (30) has a unique solution
in F,[x]/z*, which can be calculated as
5= — — (mod z*). (34)
(yi — yz) )zt
The proof of Secrecy. For any t € N*,C € 27¢\ Ay, i.e. |C| < 2. We need to prove that the secret s is unable to be recovered
by the shares in C. Since the case of |C| = 0 is trivial, we only prove the case of |C| =1 in the following.
Assume the only element in C' as P; with ¢ < ¢. For any s, we have ZZ-(S) = 1o + sy; in Fp[X]/(x%T1). As rg is a
random variable uniformly distributed in the additive group Fy[X]/(z%+¢1), Z () i independent from sy;, which makes ZZ-(S)
independent from s. Hence, ZZ-(S) is uniformly random in F5[X]/(x%**~1) for each selection of s.

2
Now, we will provide an example to show the processes of distributing shares and reconstructing secret.

(s) ()Y /Li
(Z;" - Z; )/x




Example. Given a secret s = 1001, for the two participants Ps, Py, let 101 and 11000 be the binary prefix codes of 3 and 4,
respectively. According to ¢ + ¢4 — 1 = 8, the algorithm £ randomly chooses a 8-bit binary string o = 10101001. Then the
share of P; is given by

ZB(,S) =ro+sys = (1 + 22 +2b) + (1 +2)(1 + 2?)
=23 + 2t +2° (mod 2°),
thus, the 3-th share Z{* is 000111.
And the share of P is given by
Zis) =ro+sys=1+22+2*+2)+Q+251+12)
=z +22+2%+27 (mod z%),
thus, the 4-th share Z.* is 01110001.

Next, we take this example to show how to reconstruct the secret s. Let the bit length of s be 4. Let 101 and 11000 be the
prefix codes of 3 and 4, respectively. The shares of the two participants P; and P, are 000111 and 01110001, respectively.
Then we have

Zés) =23+t + 25 =19+ s(1+22) (mod 29),
ZLES) =z+22+23+2"=ro+s(1+x) (mod 2®).
Since £+ /03 —1 =6, y3 —ys = x + 2% = (1 + z) and the bit length of s is 4, the algorithm R solves the following equation

s(ys —ya) = 28 — 287 (mod 2°)
with a unique solution, i.e.

(Zés)—Zis))/x (x4 22+t +2°+27)/x

= == d 4
S Py @)z (med 7)
3
e ed 24
1+

=(14+z+231+2)"" (mod 2
(i)(l +z+2)1+z+22+2% (modz?)
=14 25
where (a) holds since (1 + z)(1 + z + 22 + 2%) = 1 in Fy[z]/2*. Therefore, the algorithm R outputs s = 1001, which is
correct.

C. The Share Size

We analyze the share size in the proposed scheme. For the ¢-th participant, the share Zt(s) can be regarded as a polynomial
of z in Fy with the degree no more than ¢; + ¢ — 2 from (3), where ¢; is the length of binary prefix code for the positive
integer t. Then the size of the corresponding share satisfies

B(Z)Y =4, +0—1. (35)

From (33), we find that it may obtain different share sizes when choosing different binary prefix codes.
Next, we show the corresponding share size by introducing several binary prefix codes. We denote by L(-) the codeword
length for encoding ¢ for ¢ € N*. Consider ~y code [11]], a widely used integer universal coding, which is represented by

(t) = Bu([lgt])[t]2,

where By is written as
t

—
By(t)=00---0
and [t]o denotes the binary expression. Then the codeword length of ~(¢) is given by
L((t)) = 2lgt] + 1.
Therefore, when using ~ code [11] as the binary prefix code, the size of the ¢-th share satisfies

B(Z®)) =2|1gt] +¢. (36)



Except for v code, we also consider another binary prefix coding, 4 coding [11]], which is represented by
o(t) =~'(llgt] + 1tls,
where +' is the variant of ~ code. It is defined as
Ugt)
7'(t) =00--- 01t

where [t]5, denotes the binary string deleting the most significant bit of [t]2. Then the codeword length of §(t) is given by

L) = [lgt] +2|1g(|lgt] + 1)] + 1.
Therefore, if using § code as the binary prefix code, the share size of the ¢-th satisfies

B(Z) = lgt] + 2|lg(|lgt] + 1)) + £. 37)

Compared with the scheme [9], when £ = 1, the result of (37) is approximately equal to the result given by Theorem 1. When
¢ > 2, the result is smaller than the result given by Theorem 1.
Discussion. We will discuss which encoding method can achieve a lower share size for the two proposed binary prefix codes.
Let f(t) = (38) — (39), then we have

ft) = llgt] —2[lg([lgt] + 1)]. (38)

Hence, the problem becomes to compare the relationship between f(¢) and 0. We classify the problem into two cases to
discuss, (i) t = 1; (i) t > 2.

Case 1. When ¢ = 1, we can directly calculate f(1) = 0.

Case 2. When ¢ > 2, we first introduce a unique representation method for ¢. Let ¢t = 22°+y +z,wherex > 0,0 <y <2*-1
and 0 < z < 22"1¥ — 1. Substituting ¢ by 22" +¥ 4 2 in (38), we can simplify (38) further as below

f@t) = f(z,y,2) =2" +y — 2[1g(2" + y + 1)], (39)
furthermore, the value of f(z,y, z) is analyzed as follows. For any z with 0 < z < 22°+¥ _ 1, we have

] 2*+y—-2z if0<y <2 -1,
f('rvyaz)_{ 2m+1_2x_3 lfy:2w—1 (40)

By analyzing the value of y, we further get

flz,y,2) >0 ify=0,22>3,

flz,y,2)=0 ify=0,0<2x<3,

Fle,y,2) >0 if0<y<2®—1,2>0, (41)
flz,y,z2) >0 ify=2"—12>2,

flz,y,2) <0 ify=2"-1,0<z<2.

Combining the results of Case 1 and Case 2, we summarize the above results below

fty=0 ift=1lord<t<Torl6<t<3l,
ft)<0 if2<t<3or8<t<15, 42)
Ft)>0 ift>32.

Therefore, using § code can achieve a lower share size than v code when ¢ > 32.

IV. EVOLVING k-THRESHOLD SECRET SHARING SCHEME OVER F5[z]

Based on similar techniques, we extend the prior scheme to evolving k-threshold scheme in this section. We will give the
construction of the evolving k-threshold scheme for an ¢-bit secret s on Fs[z]|, where k > 3. The scheme allows the dealer to
distribute the share to each participant such that only no less than & participants can reconstruct s.

A. Proposed Scheme
For any 7 € N7, then the i-th share with the algorithm & is defined as
k—2 }
Z =" ryid + sy (mod 2 DDE) (43)
=0
where 7; is randomly chosen from F;[[z]] for 0 < j < k — 2. However, we cannot choose a r; € Fy[[z]] in practice. Due to the
operation modulo x(é=(k=1+¢ in [@3), the dealer only needs to choose a part of r; with degrees less than (£; —1)(k—1)+/.



Given any k participants P;,, P;,,--- ,F;,, € P with ¢; < --- < 4, let L; ; denote the maximal integer of y;, — vi,

satisfying xXewiv | (y;, — wi,), for any u,v € [k] with u # v. Let @ = min%,_{L;, + Y 1<u<v<k Li, i, }» where L; =
u,vFEM

(¢

im

—1)(k—1)+ ¢ for 1 < m < k. The algorithm R finds out that the following equation

S( H (yiu—yzv) Z H (Yiu — Yi,)Z () (mod z%), (44)

1<u<v<k m=11<u<v<k
u,vFEM

has a unique solution of s in Fy[x]/x¢ as

et Ticucosi (e, = 9, ) 205 fa>rsocnsn
u,vEM 4
s — (mod z). 45)
H1§u<v§k(yiu - yiv)/xZISu@Sk Liwsiv

Similarly, considering in F»[X]/x¢, the existence and uniqueness of s will be provided in the proof of correctness in next
subsection.

When the dealer generates the i-th share via (43), where 4 is sufficient large, the dealer also needs to construct the
corresponding random polynomials {rj}?;Q. The dealer still first distributes secret s to the participants in the group. When a
new participant joins the group, the dealer then generates and assigns new shares for s to the new participant. Without loss
of generality, we suppose that there exists k participants in the group initially. The dealer first randomly chooses the suitable
random polynomials {r; }J _0, where the degree of each r; is no less than (¢, — 1)(k — 1) + ¢ — 1. Based on these selected
{rj = 0, the dealer distributes the secret s to k participants via [@3). After completing this distribution, the dealer discards the

selected {rj _ and s. When the new participant joins the group, which is denoted as Py, to distribute share to Py by

@3), the corres 0nd1n 7;Y*~2 and s in [@3) are necessary to know. According to the previous known shares Z Yk and

P g J 0 y g p =1
{yi}%_,, the dealer can reconstruct the secret s by calculating #3), then calculates the coefficients of {r; }3“: W1th degree
less than (¢ — 1)(k — 1) + ¢ by solving the following equations

Zl:g iy = 28 — sy A1 (mod z(h- DD+

k—2 ; s o B B
dj=o iy = Zé ) - sy2R~1 (mod x(tz=D(E=1+E o)
Zl:g rig = 2 — syt (mod o=+,

Solving the above equations, there must exist the solution {r; ?;g with the degree less than (¢, —1)(k—1)+¢ since the initial
{r; ?;g that the dealer chooses for the first time can make (@) hold. Then the dealer randomly chooses (£511 — €x)(k — 1)

coefficients such that each r;’s degree is ({541 — 1)(k — 1) + ¢ — 1, then the corresponding {rj}k_2 for calculating Z( )1 is

obtained. For the m-th participant for m > k, the correspondmg {rj o g can aslo be obtained by solving the similar equat1ons

established by the shares {Zi(s)}?; and {y;}7,". To avoid writing repetition, the algorithm to reconstruct {rj} "2 won’t be
described in this paper.

Next, we will discuss the corresponding share size under different binary prefix codes. The share size in the proposed
evolving k-threshold scheme is analyzed as follows.
Share Size. For the ¢-th participant, the share Zt(s) is a polynomial of « in F» and the degree is (k —1)(¢y — 1)+ ¢ — 1 from
#@3), where {; is the length of prefix code to encode positive integer ¢. Hence, the share size satisfies

B(Z) = (k —1)(t, — 1) + ¢. (47)

We have described two binary prefix codes in Subsection If using v code as the prefix code, the corresponding share
size satisfies
B(Z) = 2(k — 1)|1gt] + £. (48)

However, when using § code as the prefix code, then the corresponding share size satisfies
B(Z) = (k—1)[lgt] + 2k — 1) [1g([lgt] + 1)] + . (49)

Compared with the scheme [9]], when k > 3, the above result of improves the result of Theorem 2.

B. Comparision

In this subsection, we tabulate the share sizes of currently known evolving threshold secret sharing schemes. For the proposed
scheme, we show the corresponding share size for using ¢ code as the prefix code. In Table [l we represent the value of the
lowest share size in bold for each case of k. When k = 2, kK = 3 and k > 4, the proposed schemes can achieve consistently



TABLE I

SHARE SIZES OF EVOLVING k-THRESHOLD SCHEMES.
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threshold | algorithm share size

k=2 [9] lgt+({+1)Iglgt +40+1
ours gt] +2[1g(|lgt] +1)] + ¢
] 21gt + 48601glgt - lglglgt + 56701g 3

k=3 [10] Zlgt + c(log,1gt)? + Igp(log, Ig t)
ours 2|lgt| +4[1g([lgt] + 1) + ¢

b4 [9] (k—1)lgt +6k1glgt-1glglgt + Tk gk

= ours |(k—1)|lgt] +2(k—1)[1g(|lgt] +1)] + ¢

lower share sizes than the scheme [9)]. When k£ = 3, the proposed scheme’ share size is larger than the result of [10]. However,
the result of [10] is optimized only for the case k = 3.

C. Proofs of Correctness and Secrecy

The proofs of the correctness and secrecy of the proposed scheme are given as follows.
The proof of Correctness. For any t € NT, A € A,, then |A| > k, we will prove that the secret s can be correctly recovered
by the shares of the participants in A. Since the cases of |A| > k include the case of |A| = k, we only prove the case of
|A| = k.

Denote the k elements in A as P;,, P,,, ---, P;, with iy < --- <1, <t. Since y,,, is the prefix code of i,, and [;,_ is the
code length of i,,, thus i, is increasing about m, where 1 < m < k. Then the corresponding shares are as follows.

s k—2 i _ L _
Z( ) = ijo ijilj + Syhk ! (mOd I(Ell Dk DJFE))

11

Z = Zf;g TiYi,? + sy, "t (mod ptia ~HDR=1HE)

iz (50)
s k— i _ - _
Z = S 2y + sy B (mod ol DD,
In order to calculate s, we hope to eliminate these elements rq, - - - , 7x_o. Considering each congruence equation in (30), there
exists hy, () € Fa[z] such that the equation
k-2
S i+ 5yi, "= 2 = by ()i T 51)
j=0
holds.
Considering the above equation (31)), we multiply both sides of the equation by [[1<u<wv<k(yi, — ¥, )- For the convenience
u,vFEM
of writing, let H;,, () = [[1<u<v<k(¥i, — ¥i, ), then the equation (3I) becomes
wu,vFEM
k-2 _
i @) (Y i, + s9," 7 = 28)) = Hy,, (2)h ()b = D004, (52)
j=0
Performing the above same steps for each congruent equation in (30), then we can obtain
H;, (z) Zj;g Ty + sy - Zz'(f) = H;, (2)hy (2)z o —DE=DH,
k—2 j k— (s)) _ £, —1)(k—1)+£
Hiy () 520 mi%ia” + sy~ = 2,7 ) = Hiy (2)ha ()b =D EZDHE, (53)
Hi (2)( 428 riwad + syt = 28 ) = Hiy (@) ()= D005,
where H;, () = [Ti<u<v<k(Yi, — Yi,)-
Summing all equations in (33), we have
k k-2 k
Z H;, (2)y;, s + Z Hi, )y, r;
m=1 7j=0m=1
k
_ Him (‘T)ZZ(:L) 4 Z Him (:c)hm(:c):v(&m —l)(k—l)-i-é' (54)
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Consider the coefficient of s as an:l H;, (z)y;, ' in Fy[x], which is equal to the following Vandermonde determinant,
ie.

1 1 1
k
(b) yi1 yiz e ylk
Y Hi @y, =] e R | 7! (55)
e e
Yii© Yin " Y
where (b) holds since an:l H; (x)y;, "' is equal to the result of expanding the above determinant based on the last row.
For arbitrary j with 0 < j < k — 2, he coefficient of r; is Z i (2)y;, 7, then we have
1 1 1
k yll yiz yzk
oM @w S E s =0 (56)
m=1 yilka yi2k7.2 . yikkiz
yi17 yi27 . yikj

where (c) holds since anzl H;, (z)y;, 7 is equal to the result of expanding the above determinant based on the last row.
Taking the results of (33) and (36) into (34), we can further get

k k
I @i—w)s=> Hi @22+ Hi, (@)hy(z)afom - DEDHE (57)
1<u<v<k m=

Since L;, ;, denotes the maximal integer of y;, — y;, satisfying xliwiv | (y;, —y;,) for any u,v € [k] with u # v, and

L;, =, —1)(k—1)+ ¢ for 1 <m < k, we can infer that each polynomial
Hy, (@) (@)t = T (i, = a2 hin(2)
1<u<v<k
u,v#EM

has the factor x® for any m, where o = minfn:l{Lim + > 1<u<w<k Liy i, }-

U, VFEM
Substituting H;,, (z) by [[1<u<v<k(¥i, — vi,) in &7) and simplying the equation further, then we get

s( I o—w)= S I )29 (mod 4. (58)
1<u<v<k m=11<u<v<k

U VFEM
We note that the polynomial [T, < (¥, — %i,) has the maximal integer >, < Li, i, ie.
psucosn Diutu | H (Yiu — Yi,)- (59)
1<u<v<k

If Zl<u<v<k L;, i,+¢ < «, we can use the conclusion of Theorem[3]to construct s. Next, our goal is to prove Zl<u<v<k L;, i+
{ < a.
. . -k
Without loss of generality, we suppose a = min,,_;{Li,, + > 1<u<v<k Li,i,} = Li, + Y 1<u<v<k Li, i, for some q.

. u,vFEM u,v#£q
Since L;, = (¢;, — 1)(k — 1) + £, then we have
o — EE: lﬁuJu——g
1<u<v<k
=L;, + Z Li,,i, — Z Lii, =1
1<u<v<k 1<u<v<k
u,v#£q
=(;, — 1)( = Y Li,
1<u<k
u#tq
= > (i, —1-Li,). (60)
1<u<k
u#q

For any u # g with 1 < u < k, since y;, is the prefix code of i,, then y;, — Yig # 0. On the other hand, as L;, :, is the
maximal integer of y;, —y;, with pliuiq | v, — Yi,» and Eiq is the prefix codeword length of y; , then we have L, < Eiq —

Guybg —
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Replacing the result in (60), we get
Z Li, i, +0 <. 61)

1<u<v<k

By using the conclusion of Theorem 3] we can construct the unique solution of s of (38) in F[z]/x¢ as

S Thi<ucosk (i, — 4i,) 2 foErsucoss i
5 = Ci ol _ (mod ') (62)
H1§u<v§k(yiu - yiu)/legqugk Biusio
Therefore, the correctness of the proposed scheme has been proved completely.
In the second part of this subsection, we will demonstrate the security of this scheme. Before proving the security, we first
emphasize a theorem, which provides a useful conclusion for proving the security.

Theorem 4. Let i1,i3, - ,ip_1 € N+ satisfy i1 < ig < --- < ip_1, and éil, s ,gik71 € Nt satisfy éil < €i2 <... < gik—l'
For any m € [k — 1), let y;,, € F,[x]/x'im be the given polynomial, and Yip,» Yim, be pairwisely different for my # mo. For
¢ € Nt let 50,51 € Fplx]/x* be two different polynomials. Gvien the k—1 polynomials z;,, € F,[z]/xYim for1 <m < k—1,
where L;, = ({;,, —1)(k—1)+£. Let (100,701, ,70,k—2) and (r1,0,711, " ,T1,k—2) respectively be the solutions of the
following two congruence equations

Rip = Zk;g Towjyilj + Soyilkil (mOd zhi )a

Rig = Z];g TO-,jyizj + Soymk*l (mOd xLQ)a (63)

_ k2 j k—1 Li,_
Zip_y = D=0 T0.Yin_1” + S0¥i,_, (mod x™%-1),

and
k— ; _ .

Rip = Z ‘:g Tl-,jyilj + Slyilk ! (mOd xL”)a

Rig = Z];g Tl-,jyizj + Slylékil (mOd xLQ)a (64)

_ k-2 j k—1 Liy,
Rik—1 = Zj:o 71,17+ S1Yip_, (mod x™-1),

where T, ; € Fp[x]/xLikfl forO<h<1,0<j<k-2
Then the equations (63) and ©4) have the same number of solutions.

Proof. The proof is refered to the appendix. o

The proof of Secrecy. For any t € N*, C € 27+ \ A;, we will prove that the secret s is unable to be recovered by the shares
of participants in C. C' is unqualified, then |C| < k. Since the cases of |C| < k include the case of |C| = k — 1, we only
prove the case of |C'| = k — 1. Other cases can be proved according to the case of |C| =k — 1.

Denote the elements in C' as FP;,,--- , F;, , with 43 <--- <4, <t. In order to use the conclusion of Lemma [Tl to prove
the security of the proposed scheme, we choose any two distinct sg, s;, let Zl-(:’) and Zl-(sl) be corresponding the i,,-th shares
for 1 < m < k — 1. We need to prove the distributions of {Zi(i“) =z, "1 and {Zi:) = 2, }*1 are identical for any
2, € Fylx]/ztim, where L;,, = (¢;,, — 1)(k—1) + £ for 1 < m < k — 1. It is equivalent to prove that the following two
probabilities are equal, i.e.

PUZY = 2, hnt) = PUZLY = 20, 102h). (65)
We first analyze the value of P({Zi(i“) =z, }71). Consider the following congruence equations
Zi = E‘tg ro_jyilj + 50y, F1 (mod i),
Ziy = Y50 T0¥in) + soyi,* ! (mod aliz), 66)
Zip_, = Zf;g To,jyik,lj + Soyik,f%l (mod iULi’““)-

Though ro ; € Fy[[x]], only the part with degree less than L;, , participates in the above calculation. Hence, we only need

to consider the part of rg; modulo alin1, Therefore, the whole space of the solution vector (790,701, ,70,k—2) can
be regarded as {Fy[x]/2z"*-1}*~1 The value of P({ZZ-(ZO) = 2, }F71) is equal to the ratio of the number of solution
(r0.0,70.1, - s To.k—_2) of (GO in the whole space {Fy[x]/z -1 }F1,

By similar analysis, the value of P({Z (1) _ Zi,, }51_:11) is equal to the ratio of the number of solution of (67) in the whole

im
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space {Fylx]/alin-1}k-1,
Riy = Ek;g Tl-,jyilj + Slyilkil (mOd xLil)a
Rig = 27;3 Tl-,jyizj + Slylékil (mOd xLQ)a (67)

k-2 k-1 Liy,
Zijg—1 _Z] 0 "1,5Yik -1 ""Slylk 1 (mod z™'%-1).

By Theorem [ the numbers of solutions of the congruence equations (66) and (G7) are same, which implies P({Zi(i“) =

zi, ) = Pz (1) 2z;, }¥—1). Then the security of the proposed scheme is completely proved using Lemma [Tl

Now we will give an example to show how to distribute shares and to restore secret.
Example. In this example, we choose £ = 3 and the secret s = 110. For three participants P5, P and Py, let 100, 101 and
11000 be the prefix codes of 2, 3 and 4, respectively. As ¢ + (k — 1)(¢4 — 1) = 11, the algorithm £ randomly chooses two
11-bit binary strings 79 = 01001101000 and r; = 10011001001. Then the share of P; is given by

Zés) =7 + r1y2 + sy2°
=@+t +2)+ A+ +a2) + (1 +2)
=2® +2° (mod z7), (68)

thus, the share Z$* is 0001010.
We proceed to construct the share Zés). According to the algorithm &, the share of P5 is given by

25 =ro 4 riys + sys”

=(z+2r+25)+ A+ 23 21 +22) + (1 +2)(1 + 22)?
=22+ 23+ 2 +2° + 25 (mod 27), (69)

thus, the share Z{*) is 0011111.
And the share of P, is calculated by

Zis) =ro + r1ys + sys®
=@z42t+25+2)+ Q1+ +2r + 2" + 210 4+ 2) + 1+ 2)(1 + 2)?
=z + 22+ 27+ 28+ 2% (mod z'), (70)

thus, the share Z4S) is 01101000101.

Next, we take this example to restore the secret s. As defined above, let 100, 101 and 11000 be the prefix codes of 2, 3
and 4, respectively. Let 0001010, 0011111 and 01101000101 be the shares of the three participants P», P5, Py, respectively.
Then we have

ZQ(S) =a23+a25=rg+7r +s (modz"),
Zés) =22+ 23+t 2 +ab =g+ (1 +22) +s(1+22)2  (mod 27), (71)
ZLES) =z+2 4+t + 28+ 20 =rg+r(14+2)+s(1+2)? (mod 2't).
We calculate o« = 8 and (y2 — y4)(y2 — y3)(ys — ya) = z*(z + 1) in Fy[z]. Since the bit length of the secret s is 3, the
algorithm R solves the following equation

s( H (Yi, — Vi, ) Z H (yi, — Yi,) Z() (mod 2®).

1<u<v<3 m=11<u<v<3
u,vFEM
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with a unique solution, i.e.

Z?n:l ngu;vSS(yiu _ yiu)Zi(i)/IZISu<US3 Liy ig
5 — wvFEm — (mod 2?)
HlSu<vS3(yiu - yiu)/$21§“<“§3 Ly
120 =) + 20— ) + 20—yt
(Y2 — ya)(y2 — y3)(ys — ya)/2*
R

(mod z?)

1+4a?
14
D4 2142422 (mod %)

=1+2 (mod z?),

where (d) holds since (1 + z)(1 + x + 2%) = 1 in Fy[z]/23, thus the secret is 110, which is correct.

V. CONSTRUCTION OF THE EVOLVING k-THRESHOLD SECRET SHARING SCHEME ON A POLYNOMIAL RING F),[z]

As described in the prior sections, based on binary prefix coding, we have proposed the constructions of evolving k-threshold
secret sharing scheme in Fy[z], where k > 2. Based on p-ary prefix coding, we consider the secret s € {0,1,--- ,p — 1} for
any p € N*, and we extend the proposed evolving k-threshold secret sharing scheme to F),[z].

A. Proposed Scheme

Given a set of p-ary prefix codes for positive integers, the codeword of the integer ¢ is denoted as ¢; = (¢;0,¢i 15+ 5 Citi—1)s
where Cij € E, for 0 < j < ¥¢; — 1 and ¢; denotes the codeword length of ¢;. The polynomial form of ¢; is defined as

yi = Z;iéfl ¢;j27 € Fy|z]. For any ¢ € NT, then the i-th share with the algorithm € is defined as

k—2
Zl-(s) = Z riyid + sy*"t (mod gl DD+, (72)
§=0
where r; is randomly chosen from F[[z]] for 0 < j <k — 2.
Given any k participants P;,, P;,, -+, F;, € P with ¢; < --- < 4, let L;_ ; denote the maximal integer of y;, — vi,
satisfying xliwiv | (y;, — wi,), for any u,v € [k] with u # v. Let @ = min® _,{L; + Y 1<u<o<k Li, i, }» Where L; =
u,VFEM
(¢;,, —1)(k— 1)+ £ for 1 < m < k. The algorithm R finds out that the following equation
k
s(IT wo-u)) =2 0" T (i -2 (mod o) (73)
1<u<v<k m=1 1<u<v<k
u,vFEM

has a unique solution of s in F,[z]/z as

St (D™ isucosh Wi, = 4i,) 25 fo2rsucoss L
w,vEM 4
s= — (mod z). (74)
H1§u<v§k(yiu - yiv)/xZISu@Sk Liwsiv
Example. In this example, we choose k = 3, p = 3 the secret s = 2101 with ¢ = 4. For the three participants P,, P5 and P,
let 01, 102 and 112 be the prefix codes of 2, 5 and 8, respectively. As £ + (k — 1)(¢s — 1) = 8, the algorithm & randomly
chooses two 8-bit binary strings 7o = 01201200 and r; = 20100010, then the share of P, is given by

Z2(S) =ro + r1y2 + sy2°
=(z 4222 + 2 +22°) + 2+ 2%z + (2 + 2 + 2°)2?
=22 4+ 22% + 2z*  (mod z9),

thus, the share Zés) is 001210.
The share of P; is calculated by

Zf()S) =ro + r1ys + sys°
=(z+22%+ 2" +22°) + (2 + 22 + 29 (1 +22%) + (2 + 2+ 23) (1 + 22%)2
=142z +2:3+ 22 +2° + 25+ 27 (mod 2®),
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thus, the share Z{* is 12022111.
And the share of Ps is given by

Z8 =ro +r1ys + sys®
=(z+22% +2* +205) + 2+ 2% + 2% (1 + = + 22?)
+ 242+ 231 + 2+ 22%)?
=142z + 22 + 22* +22° + 225+ 227 (mod z%),

thus, the share Z{* is 12102222.
Let 01, 102 and 112 be the prefix codes of 2, 5 and 8, respectively. Let 001210, 12022111 and 12102222 respectively be
the shares of the three participants P, P5, Ps. Then we have

ZI(DZ) =22 +22% +2* (mod %),
Z8) =1+ 20 +22% + 2% +2° + 28 + 27 (mod &),
Z$) =142z + 2% + 2c* +22° + 225 + 227 (mod 2%).

As (y2 — ys)(y2 — ys)(ys — ys) = x(2 + o + 222 + 223 + 22*) and the bit length of the secret s is 4, the algorithm R
reconstructs the secret s as
E?n:l(_l)mil H1§u<v§3(yiu - yiu)Zi(i)/:Z?21§“<”§3 Liwiv
_ wu,vFEM d 4
’ HlSu<vS3(yiu - yiv)/$21§u<v53 Liv v (mo o )
128 (s — ys) — 28 (2 — ys) + 287 (2 — ys)] fwZrsesess
(2 — y5) (2 — ys) (ys — ys) /w21 susvss Liiv
::C(l + x4+ 222 +22% + 2% + 2% +22% +2%) /2 (mod )
(2 + x + 222 4+ 223 + 224) /x
71+x+2:172+2:173
24z + 202 + 223
=(14+z+22%2+22°) 2+ 2+ 222 + 22371 (mod z?)
=14z +22% +22%)(2 + 22 + 22%)  (mod 2?)
=2+ z+2° (mod z*),

L

Tu,ty

(mod z*)

(mod a:4)

thus the secret is 2101.

B. Proofs of Correctness and Secrecy

We will prove the correctness and secrecy of the proposed scheme in this subsection.
The proof of Correctness. For any ¢t € NT, A € A;, we will prove that the secret s can be correctly recovered by the shares
of the participants in A. Similarly, we only need to consider the case of |A| = k when |A| > k.

Using the similar proof method proposed in Subsection [V-C, we just make slight modifications to the proof. Denote the k
elements in A as P,,, P;,, ---, P;, with i3 < --- < i <t, the corresponding shares are as follows.
Z(S) = Ek702 ijilj + Syi1k71 (HlOd I(Eilil)(kil)Jre)a

i1 j=

Z(s) _ Zk—2 ijizj + Syizk—l (mod x(éiz—l)(k—l)-i-é),

i=0 (75)
s k— 1 _ - _
Zl(k) = Zj:(? 7Y + Syikk ! (mOd b~k 1)+E)'
Considering the congruence equations in (73), there exists h,,(x) € Fp[x] satisfying the equation
k—2
Z TiYin? 4 syi, Tt — Zi(i) = R () bim —D =D+ (76)
j=0

Then, we multiply both sides of the equation (76) by H;, (z), where H;, () = (—1)™ [[1<u<v<k (i, — i, ). Performing

u,v#EM
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the above steps for each congruent equation in (Z3), then, we have
k— i - s - _
Hi, (2){ 225- o iy’ + sy F T = Z’i(l) = Hj, (w)hy ()20 ~DEDFE
k—2 s - _
H;,(x) EJ o Tt + syt — 7\ _ H;, (2)ho(z)z iz =D (E=1D+ o

H;, (96)(222C grjyzk + sy;, L — Zi(:)) = H;, (z)hy (z)z i~ DE=D+E

Summing these equations, we can further get

k k—2 k
Z Hi, (2)yi,, " 's + Z Hi,, (2)yi,,
m=1 j=0m=1
k k
=3 Hi, ()2 + Y i, (2) iy ()2 m ~DEDH, (78)
m=1 m=1

Consider the coefficient of s as Zk H;, (z)y;, "' in F,[z], which is equal to the following Vandermonde determinant,

m=1
ie.
1 1 1
k
Yiy Yiy e Yiy,
meymlz : = I W, (79)
=1 k k : k 1<u<v<k
yll -t yiz -1 yzk -1
For arbitrary j with 0 < j < k — 2, the coefficient of r; is Z im (2)y;,,7 in Fp[z], then we have
1 1 1
k Yia Yio e Yis
> Hi (o, =| Lo =0 (80)
m=1 vt gt g R
yilj yl.2.7 . yikj

Taking the results of (Z9) and (80) into (Z8), we can further get
k

H (i, — yi,)s Z H; (z (S) + Z H;, () ()3 bim —DE=1)+L (81)
1<u<v<k m=1
As o =min®,_{Li, +Y1<uco<k Li, i, }» where L; = (¢;,, —1)(k —1) 4+ ¢ for 1 <m < k, then that each polynomial
wu,vFEM
H;, (@) (z)zhim = H (i, — yi, )xEim oy (2)
1§u<#v§k

has the factor & for any m. Therefore, (81) can be derived into
k
[T wo-ws=> 0" I (o -2 (moda®). (82)

1<u<v<k m=1 1<u<v<k
u,vFEM

As H1<u<v<k(yiu —y;, ) has the maximal integer Zl<u<v<k L;, i, and the bit length of s is ¢, we get Zl<u<v<k L, i+
¢ < «a (the proof is proposed in Subsection [V-C). Using Theorem 3] we can reconstruct the unique solution of s in F,[z]/ xf,
which can be written as

k _ o
D (1) Hlsuivg(yiu — y3,) 25 [aTrsucosk Fiuia
u,vFEmM 4
s — — (mod ). (83)
H1§u<v§k(yiu - yiu)/legqugk Léudo

As for the security of the proposed scheme, a similar proof method has been mentioned in Subsection [V-C] Therefore, we

will no longer describe it here.
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TABLE Il
COMPARISION OF EVOLVING k-THRESHOLD SCHEMES BASED ON p-ARY PREFIX CODING.

threshold | algorithm D(Z™)
b2 (301 | ([log, t] 4+ 2[log,([log, ] +1)] +2) - max{[lg (p + 1)], £}
ours [log, t| + 2|log,(|log,t] +1)] +1+¢
B> 3 none /
= ours (k—1)([log,t] +2[log,([log,t] +1)]| +1) + £

C. Construction Based on Two p-ary Prefix Codes
For the proposed scheme over F),[z], the ¢-th participant’s share Zt(s) can be regarded as a polynomial of x over Fj,. It can

also be regarded as a finite symbol over Fj,. Therefore, we denote by D(Zt(s)) the number of symbols for Zt(s), then we have
D(Z) = (k= 1)(t; — 1) + ¢, (84)

where /; is the codeword length of using p-ary prefix code to encode positive integer t. If choosing different p-ary prefix
codes, the corresponding D(Zt(s)) may be different.
As described in Subsection we have shown two binary prefix coding named v code and § code. Now, we introduce
two p-ary prefix codes named M; code and My code. M; code is represented by
[log,, ¢

——
My(t) =0,0,---,0[t]p,

where [t], is the p-ary expression. Thus, we have
L(M(t)) = 2[log, t] + 1. (85)
Hence, if using M; code as the prefix code, we have
D(Z{*) = 2(k — 1)|log, t] + . (86)

M5 code is given by
My(t) = Mi(|log, t| + 1)[t],.

Then the codeword length of Ms(t) is given by
L(M;(t)) = [log, t] +2|log,([log,t] +1)] + 2. (87)
Therefore, if using My code as the p-ary prefix code, we have
D(Z) = (k= 1)(|log, t]) +2(k — 1)(|log, (|log, t| + 1)]) + (k — 1) +£. (88)

We tabulate the currently known evolving threshold secret sharing schemes which are based on p-ary prefix coding, and
compare the corresponding D(Zt(s)). For the proposed scheme, we analyze the corresponding D(Zt(s)) for using Mo code as
the p-ary prefix code. In Table [l we also represent the value of the lowest D(Zt(s)) in bold for each case of k. When £k = 2,
the proposed scheme’s D(Zt(s)) is lower than the scheme in [30]. When k > 3, there are no other schemes based on p-ary
prefix coding. However, the proposed construction is applicable to any k.

VI. CONCLUSION AND DISCUSSION

In this paper, based on the prefix coding, we proposed the algebraic-oriented constructions of evolving k-threshold schemes
for an (-bit secret over a polynomial ring. Specifically, we first proposed the evolving 2-threshold secret sharing scheme on
Fy[x] for binary secret, and then we extended the scheme to the evolving k-threshold scheme on Fs[z|. Finally, we gave a
construction of an evolving k-threshold scheme over a polynomial ring F),[z] considering the secret s € {0,1,---,p — 1}
The proposed schemes can establish the connection between prefix codes and the evolving schemes for £k > 2, and also
the first evolving k-threshold secret sharing scheme by generalizing Shamir’s scheme onto a polynomial ring. Besides, when
k = 2, the proposed scheme can be unified to describe all known evolving 2-threshold secret sharing schemes which are
based on prefix codes. In addition, we show that the share size of the ¢-th share is (k — 1)(¢; — 1) + ¢, where ¢; denotes
the codeword length of the integer ¢ encoded by the given binary prefix code. When § code is applied, the ¢-th share size is
(k—1)lgt] +2(k—1)|lg(|lgt] + 1)] + ¢, which is smaller than Komargodski et al’s scheme, when k& > 3 and £ > 1.

There are still some thought-provoking and challenging issues that remain unresolved, which are also our future works.

1) The correctness and security of the proposed schemes are perfect. If relaxing correctness or security, is it possible to
propose more interesting and efficient schemes to achieve better efficiency or lower share size?
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2) Compared with evolving 3-threshold scheme given in [[10], the share size of the proposed scheme is larger. Whether the
proposed scheme be further improved to achieve a smaller share size?

VII. APPENDICES
Proof of Theorem 4. We will prove the conclusion of Theorem 4 by contradiction. Without losing generality, we assume
that the congruence equation (&3) has Ny solutions and the congruence equation (64) has N solutions with Ny > Nj. Let Rq
and R respectively be the solution spaces of the congruence equations (63) and (64). According to the definition of congruence
equations in (63), there exists wy ; satisfying following equation

j k—1
Ziy = Z% TO,jyilj + SOyi1 + wo1T
. 2 -1 L;
Riyg = Zg =0 Todyzz + S0Yi 2 + Wo,277"2, (89)

)

k—2 j k—1 L;
Zigor = D jm0 T0.3Yin—a” + S0Yi_, " Wo k1T 1,

where wq ,, € F]D[a:]/:zr(éikfl_1)(2]€_3)"’€_Lim forl<m<k-1.
Correspondingly, there exists wi ., € Fplz] /x(gikfl_l)(%_z%)ﬂ_hm to convert the congruence equation (64) into the
following form
Zi, = Z’-“;é 1Y + 819, L+ wy palag

_ -2 j k—1 L;
Ziy = D0 T15Yi T 81Yi," T+ wipatie, (90)

k—2 i k—1 L;
Rigp_1 — Zj:o 71 Y1+ S1Yip_, + Wy g1 kL.

The above equations (89) and (90) do not change the number of solutions of the congruence equations (63) and (64)), respectively.
It means that the number of solutions (79,0,70,1, " 70 k—2, W01, W0,25 " * - , W0, k—1) Of (89) and the number of solutions of
(63) are same, the numbers of solutions of (O0) and (64) are same. Next, we directly analyze the solution cases of the
equations (89) and @0). According to the assumptions, the congruence equation (&3) has solutions. As Rq is the solution

space of the congruence equation (63), we choose one of solutions in Ry and denote it as Rj = (1§ 0,71, 75 j_z)» then
. . . k-2 i
Ry = (rbo:r1s - ,T&k_Q, Wo,1,Wo,2, "+ ,Wo k—1) is the solution of the equation (89), where wg ., = (>5=0 ré)jyimj +

soYi, Tt — 2z ) atim for 1 <m <k — 1.
Consider the quotient ring F),[z]/z“*—1 =D =3+ gubtracting the equation (30) from the equation (89), then we have

_ k—2 .
(so = s0)yi, "1 = Y020 i +wiath,
_ 2 .
(50— s1)yi," 1 = Zj:o 'f'_jyig |+ woxliz ©1)
_ k2 L
(SO - Sl)yik—lk t= Z] 0 TiY%k_1 +w1€ 1z

where r; =1y ; — 1o, for 0 < j <k —2 and wy, = w1,;m — wWo,m for 1 <m <k —1.

Suppose there exists a solution R = (rg, -+ ,7x—_2,wy, -+ ,wk—1) of the equation (3I). Then combine R with the solution
R}, of the equation (89), and we assert that Rj , + R is the solution of the equation (Q0). Let R’ = (ro,--- ,rx_2), then,
Ry + R = (rg+ 70,701 + 71, , 74 j_o + rk—2) is a solution of the equation (64). When R is taken across the whole

solution space Rg, the congruence equation (64) has at least Ny different solutions, which contradicts that (64) has N; solutions.
Therefore, the equations (©3) and (64) have the same number of solutions. Next, our goal is to find the solution of the equation

©1).

We consider the linear equations
(s0 = s1)yi, "1 = X020 iy’
k—1 -2
(80 - Sl)yiz Zg =0 rij ) (92)

k—1 _ k-2
(SO - Sl)yik—l = Z] 0TiYik- s
which can be written as

1y yik:_2 o yilz_l
1oy, oo oyt r1 yi, 1
. . . . = (SQ — 81) . . (93)

k—2 k—1
I Wi o Vi Tk—2 Yir_1
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1 Yiq e yik:72 To yilki
Loy o oy 2 1 Y"1

Let A = . ,12 ) 12. , T o= . and b = (s9 — s1) 12, . We observe that A is
1 Y, yik—lk_z Tk—2 yik—lk_l

Vandermonde matrix. Since y; , with 1 < m < k —1 is the polynomial form of the prefix code, then rank(A) = rank(A,b).

Hence, (93) has solutions. Call that a fact, for a monic polynomial f(y) = y*~! + Ei:ll a;y* =1~ with known k — 1 roots

(y1,Y2, - ,Yyk—1), then the k — 1 coefficients (a1, as, - ,ax—1) are uniquely determined. By the formulas of the relation
between roots and coefficients, we can calculate a; = (—1)'o;(y1, 92, ,Yr—1) = ZCIQC[kal] [I,cc yg- Therefore, we can
=1

obtain a solution about 7 in ([©@3), i.e.

T :(_1)k_2_j(80 - Sl)ak—l—j (yi1 y Yigst o 7yik71)

=(-D)F 2 (so—s1) > ] v (94)

CClk—1] geC
|Cl=k—1~j

for0<j<k-—2
From above, we can construct a solution of the equation (1) as

R=({rj=(1)"2(so—s1) > [l witiZs {wm =0}5"). 95)
CCl[k—1] g€C
|C|=k—1—j
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