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Abstract—In a manner analogous to their classical counter-
parts, quantum classifiers are vulnerable to adversarial attacks
that perturb their inputs. A promising countermeasure is to
train the quantum classifier by adopting an attack-aware, or
adversarial, loss function. This paper studies the generalization
properties of quantum classifiers that are adversarially trained
against bounded-norm white-box attacks. Specifically, a quantum
adversary maximizes the classifier’s loss by transforming an input
state ρ(x) into a state λ that is ϵ-close to the original state
ρ(x) in p-Schatten distance. Under suitable assumptions on the
quantum embedding ρ(x), we derive novel information-theoretic
upper bounds on the generalization error of adversarially trained
quantum classifiers for p = 1 and p = ∞. The derived upper
bounds consist of two terms: the first is an exponential function
of the 2-Rényi mutual information between classical data and
quantum embedding, while the second term scales linearly with
the adversarial perturbation size ϵ. Both terms are shown to
decrease as 1/

√
T over the training set size T . An extension is

also considered in which the adversary assumed during training
has different parameters p and ϵ as compared to the adversary
affecting the test inputs. Finally, we validate our theoretical
findings with numerical experiments for a synthetic setting.

I. INTRODUCTION

Motivation: Quantum machine learning (QML) has emerged as
a design paradigm for current noisy intermediate scale quan-
tum (NISQ) computers [1], [2]. Among the main projected
application of QML is data analytics, of which classification
is a prototypical example. As shown in Fig. 1(a), in a typical
quantum classification problem, a classical input x – such as an
image, a text, or a vector of tunable parameters for a physical
experiment – is mapped to a quantum state ρ(x), which is
known as a quantum embedding. The quantum embedding
map ρ(x) may be implemented by a quantum circuit or
by some physical mechanism, possibly encompassing also
quantum sensing [3]. The design goal is to find a classifier,
consisting of a positive operator valued measure (POVM),
that can predict the true class c associated with input x with
reasonable accuracy.

Despite quantum classifiers having shown promising results
[4], recent works [5]–[7] have highlighted their vulnerability
to adversarial attacks. A quantum adversary can perturb the
input quantum state ρ(x) via the application of a quantum
channel, producing a state λ for which the classifier is less
likely to identify the true class c.
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Fig. 1: Quantum classification in (a) a non-adversarial setting,
in which the quantum measurement Π acts on the unperturbed
quantum embedding ρ(x); (b) an adversarial setting, in which
the state ρ(x) is perturbed by a quantum adversary to yield a
state λ.

Adversarial training was found to be a promising defense
strategy [5], [7]. In adversarial training, the classifier replaces
the conventional classification loss with an adversarial loss
that accounts for the worst-case effect of an adversarial per-
turbation of the quantum embedding. This approach results
in a min-max optimization problem with outer minimization
over POVMs and inner maximization over adversarial pertur-
bations. Our aim is to understand how well an adversarially
trained classifier generalizes to new, previously unseen quan-
tum states subjected to a possibly different adversarial attack.
Related Work: While the theory of adversarial generalization
has recently garnered attention in classical adversarial machine
learning [8]–[10], related efforts have not been reported for
QML. Indeed, existing works on the generalization analysis of
QML models focus on the conventional non-adversarial setting
[11]–[13]. Our work is particularly inspired by [11], which
presented an information-theoretic analysis of generalization
for quantum classifier in the absence of quantum adversaries.
Our generalization bounds extend those derived in [11] by
accounting for the impact of adversarial training and for the
presence of a quantum attacker at test time.
Main Contributions: In this work, we study quantum adver-
sarial attacks which perturb the input quantum state ρ(x) to a
state that is ϵ-close to ρ(x) in p-Schatten distance. Our main
contributions are as follows:
• We derive new information-theoretic upper bounds on the
adversarial generalization error for p = 1 and p = ∞. The
resulting upper bounds consist of two terms: The first, which
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coincides with the bound in [11], captures the non-adversarial
generalization error via the exponentiated 2-Rényi-mutual
information between the classical input and the quantum
embedding; while the second term accounts for the impact of
adversarial perturbations. Specifically, the second term scales
as 2ϵ/

√
T under p = 1 attack, and as 2dϵ/

√
T under p = ∞

attack, where d is the dimension of Hilbert space and T is the
number of training samples. Accordingly, our results bound
the increase in sample complexity caused by the presence of
an attacker, and they account for the power of the adversary
via parameters p and ϵ.
• We study a setting in which the classifier is adversarially
trained against a p-adversarial attack with ϵ-perturbation bud-
get, but it is tested against a p′-attack with ϵ′-perturbation
budget. We show that in the presence of this training-test
mismatch, training with a strong adversary is the preferred
strategy, as weak training adversaries may incur a positive
non-vanishing term that scales as d(1−1/p′)ϵ′ + d(1−1/p)ϵ.
• Finally, we validate our main theoretical findings with
numerical experiments.

II. PROBLEM FORMULATION

In this section, we first introduce the quantum classification
problem in the absence of quantum adversary, and define
the conventional generalization error of a quantum classifier.
We then formulate the adversarial setting, and define the
generalization error of an adversarially-trained classifier.

A. Generalization Error of Quantum Classifiers
As illustrated in Fig. 1(a), a classical input x is embedded

into a quantum state ρ(x) by a fixed and known quantum
embedding map x 7→ ρ(x). The state ρ(x) is a density matrix,
i.e., a positive semi-definite, unit-trace matrix, defined in a
finite-dimensional Hilbert space H. Let c ∈ {1, . . . ,K} denote
the correct label assigned to input x that takes values in one
of the K classes. The classical tuple (x, c) is generated from
an unknown data distribution P (x, c). We assume x to be
discrete-valued to avoid some technicalities, but the analysis
can be extended to continuous-valued inputs x.

The quantum classifier consists of a POVM applied to the
quantum embedding ρ(x). The POVM Π = {Πc}Kc=1 is de-
fined by positive semi-definite matrices Πc, for c = 1, . . . ,K,
that satisfy the equality

∑K
c=1 Πc = I , where I denotes the

identity matrix. We use M = {Π : Πc ≥ 0,
∑K
c=1 Πc = I}

to denote the set of all POVMs. By Born’s rule, a POVM Π
applied to a quantum state ρ(x) yields the output class c with
probability Tr(Πcρ(x)).

Accordingly, we consider as loss function the probability of
error

ℓ(Π, ρ(x), c) = 1− Tr(Πcρ(x)), (1)

which is the probability of misclassifying state ρ(x) given its
true label c. The goal of the quantum classification problem
is to find the POVM Π ∈ M that minimizes the population
risk,

L(Π) = EP (x,c)[ℓ(Π, ρ(x), c)], (2)

which is the expected loss with respect to the distribution
P (x, c).

However, the population risk cannot be evaluated by the
classifier, since the data distribution P (x, c) is unknown.
Instead, the optimization of POVM is done with respect to
the empirical training risk,

L̂(Π, T ) =
1

T

T∑
n=1

ℓ(Π, ρ(xn), cn), (3)

which is evaluated using a training set T = {(xn, cn)}Tn=1

consisting of T tuples (xn, cn) generated i.i.d. from distribu-
tion P (x, c). The difference between the population risk and
the training risk is defined as the generalization error

G(Π, T ) = L(Π)− L̂(Π, T ) (4)

obtained by the POVM Π.

B. Adversarial Attacks on Quantum Classifiers

In an adversarial setting, as illustrated in Fig. 1(b), a quan-
tum adversary can perturb the input quantum state ρ(x) via the
application of a completely positive trace preserving (CPTP)
map, i.e., a quantum channel, with the aim of maximizing
the classifier’s loss (1) [5]. Targeting a worst-case scenario,
the adversary is assumed to know the quantum classifier Π,
the loss function (1), as well as the quantum embedding map
x 7→ ρ(x), resulting in white-box attacks.

To define the power of the adversary, we constrain the
distance between the density matrices before and after the
perturbation. To this end, we adopt the p-Schatten norm. For
two density matrices ρ1 and ρ2 and p ∈ [1,∞), the p-Schatten
distance Dp(ρ1, ρ2) is defined as

Dp(ρ1, ρ2) = ∥ρ1 − ρ2∥p = (Tr(|ρ̄|p))1/p, (5)

where ρ̄ = ρ1 − ρ2 and |ρ̄| =
√
ρ̄ρ̄†. In the limiting case of

p = ∞, the distance D∞(ρ1, ρ2) is defined as D∞(ρ1, ρ2) =
max({α(|ρ̄|)}) where {α(|ρ̄|)} is the set of eigenvalues of |ρ̄|.

A p-adversarial attack with a perturbation budget ϵ ≥ 0
can produce any quantum state λ satisfying Dp(ρ(x), λ) ≤ ϵ.
Assuming that the adversary maximizes the loss ℓ(Π, λ, c)
incurred by the quantum classifier under this perturbation
budget, the resulting adversarial loss of the classifier Π on
data tuple (ρ(x), c) is given as

ℓp,ϵ(Π, ρ(x), c) = max
λ:Dp(ρ(x),λ)≤ϵ

ℓ(Π, λ, c), (6)

where ℓ(Π, λ, c) is defined as in (1). In this paper, we will
focus on the extreme cases with p = 1 and p = ∞ adversarial
attacks.

In the presence of a p-adversarial attack with perturbation
budget ϵ, the performance of the quantum classifier is mea-
sured by the adversarial population risk

Lp,ϵ(Π) = EP (x,c)[ℓp,ϵ(Π, ρ(x), c)], (7)

which is the expected adversarial loss with respect to the
unknown distribution P (x, c).



C. Generalization Error of Adversarially Trained Classifiers

Suppose that the quantum classifier is aware of the presence
of a p-adversarial attack with perturbation budget ϵ. While the
adversarial population risk cannot be directly evaluated, the
quantum classifier can be trained by optimizing the adversarial
training risk

L̂p,ϵ(Π, T ) =
1

T

T∑
n=1

ℓp,ϵ(Π, ρ(xn), cn), (8)

which is the empirical average of the adversarial loss (6) over
the training set T . This results in a min-max optimization
problem with the outer minimization over POVMs and the
inner maximization over perturbations of quantum states [5].

In this work, we are interested in characterizing the ad-
versarial generalization error. The adversarial generalization
error of a POVM Π is the difference between adversarial
population risk (7) and adversarial training loss (8), i.e.,

Gp,ϵ(Π, T ) = Lp,ϵ(Π)− L̂p,ϵ(Π, T ). (9)

Note that in the limit as ϵ→ 0, the adversarial generalization
error Gp,ϵ(Π, T ) coincides with the standard generalization
error G(Π, T ) in (4).

III. PRELIMINARIES

In this section, we first present the main result of [11], which
gives a high-probability, information-theoretic, upper bound on
the generalization error (4) for conventional quantum learning.
We then outline the key steps in the derivation of the upper
bound, which will be useful in the next section to derive the
proposed upper bounds on the adversarial generalization error.

Theorem 1 (Banchi et. al [11]). For any POVM Π ∈ M, the
following upper bound on the generalization error G(Π, T )
holds with probability at least 1 − δ, for δ ∈ (0, 1), with
respect to random draws of of the training set T ,

G(Π, T ) ≤ 2

√
2I2(X:Q)K

T
+

√
2 log(2/δ)

T
:= B, (10)

where I2(X : Q) denotes the 2-Renyi mutual information
between the quantum state space Q and the classical feature
space X under state ρXQ =

∑
x P (x)|x⟩⟨x| ⊗ ρ(x), which is

given by

I2(X : Q) = 2 log2

(
Tr

√∑
x

P (x)ρ(x)2

)
. (11)

The derivation of the upper bound in (10) follows two main
steps. In the first step, the generalization error G(Π, T ) of a
POVM Π ∈ M is upper bounded as

G(Π, T ) ≤ sup
Π∈M

|L(Π)− L̂(Π, T )| := U(M, T ), (12)

where U(M, T ) denotes the uniform deviation bound that
depends on the training set T and the set M of POVMs. In
the second step, the uniform deviation bound is upper bounded
by leveraging a classical result from statistical learning theory.

This result, stated next, hinges on the fact that the loss function
in (1) satisfies the inequality 0 ≤ ℓ(·, ·, ·) ≤ 1.

Lemma 1 (Shalev-Schwartz and Ben David [14]). With prob-
ability at least 1 − δ, for δ ∈ (0, 1), with respect to random
draws of the training set T , the following inequality holds

U(M, T ) ≤ 2R(M) +

√
2 log(2/δ)

T
, (13)

where

R(M) = ET Eσ

[
sup
Π∈M

1

T

T∑
n=1

σnℓ(Π, ρ(xn), cn)

]
(14)

is the Rademacher complexity of the set M of POVMs. In (14),
σ = (σ1, . . . , σT ) denotes a vector of T i.i.d Rademacher
variables σi that takes value ±1 with equal probability.

An information-theoretic characterization of the
Rademacher complexity (14) then yields the upper bound in
(10).

IV. GENERALIZATION BOUNDS FOR ADVERSARIALLY
TRAINED QUANTUM CLASSIFIERS

In this section, we present our main results, which provides
information-theoretic upper bounds on the adversarial gener-
alization error Gp,ϵ(Π, T ) defined in (9).

A. Key Technical Challenge

To derive upper bounds on the adversarial generalization
error Gp,ϵ(Π, T ), one can follow similar steps as discussed in
Sec. III, targeting the adversarial uniform deviation bound

Up,ϵ(M, T ) = sup
Π∈M

|Lp,ϵ(Π)− L̂p,ϵ(Π, T )| (15)

on the adversarial generalization error Gp,ϵ(Π, T ). The uni-
form deviation bound can be further upper bounded, as in
Lemma 1, as a function of the adversarial Rademacher
complexity

Rp,ϵ(M)=ET Eσ

[
sup
Π∈M

1

T

T∑
n=1

σnℓp,ϵ(Π, ρ(xn), cn)

]
. (16)

Specifically, as in Lemma 1, with probability at least 1 − δ,
for δ ∈ (0, 1), the following inequality holds

Up,ϵ(M, T ) ≤ 2Rp,ϵ(M) +

√
2 log(2/δ)

T
. (17)

However, evaluating the adversarial Rademacher complexity
Rp,ϵ(M) is challenging. The function Rp,ϵ(M) in (16) is de-
fined using the adversarial loss ℓp,ϵ(Π, ρ(x), c), which entails
a maximization problem over the set {λ : λ ⪰ 0,Tr(λ) =
1, ∥ρ(x) − λ∥p ≤ ϵ} of density matrices that satisfy the
perturbation constraint. In the corresponding problem studied
in [8] for classical adversarial learning, the relevant constraint
imposes a bound on the l∞-norm based perturbation of the
classical input, and the resulting adversarial loss can be easily
evaluated in closed form. In contrast, the constrained optimiza-
tion underlying the quantum adversarial loss ℓp,ϵ(Π, ρ(x), c)
appears not to admit a closed-form solution in general.



B. Main Results
To state the main results, we make the following assump-

tion.

Assumption 1. The quantum embedding map x 7→ ρ(x)
from classical input x to density matrix ρ(x) is such that the
minimum eigenvalue of the density matrix ρ(x) satisfies the
inequality αmin(ρ(x)) ≥ ∆ for some ∆ ∈ (0, 1/d], where d
is the dimension of the Hilbert space.

Assumption 1 imposes a constraint on the entropy of the
quantum embedding, requiring all quantum states ρ(x) to have
all non-zero eigenvalues, and hence maximum Rényi entropy
of order zero [15]. In practice, the quantum embedding may
be noisy, which is modelled by a CPTP map E(·), whereby
the input classical data x is mapped to a noisy state ρ′(x)
as x 7→ E(ρ(x)) = ρ′(x). The minimal eigenvalue of the
resulting noisy state ρ′(x) is greater than or equal to that
of the clean state, i.e., αmin(E(ρ(x))) ≥ αmin(ρ(x)). Thus,
noisy quantum states can satisfy Assumption 1 even when
corresponding clean states don’t.

The following theorem gives an upper bound on the adver-
sarial generalization error G1,ϵ(Π) defined in (9) with p = 1.

Theorem 2. Assume that the K classes are equi-probable and
that we have a p = 1-adversarial attack with a perturbation
budget ϵ ≤ 2∆. Under Assumption 1, the following upper
bound on the adversarial generalization error G1,ϵ(Π, T ), for
any POVM Π ∈ M, holds with probability at least 1− δ, for
δ ∈ (0, 1),

G1,ϵ(Π, T ) ≤ B + 2

√
K

T
ϵ, (18)

where B is as defined in (10).

The bound in (18) shows that the adversarial general-
ization error can be upper bounded in terms of the non-
adversarial generalization bound (10) with an additional term
that is directly proportional to the perturbation budget ϵ. This
term quantifies the impact of the adversarial perturbation on
generalization, and it recovers the bound (10) for ϵ = 0.
Furthermore, by the upper bound in (18), in the limit of a
large number of observations T , the adversarial generalization
error vanishes. These results hold under the constraint ϵ ≤ 2∆
on the power of the adversary, which is more restrictive for
less noisy quantum embeddings ρ(x) with a smaller minimum
eigenvalue αmin(ρ(x)).

We now present an upper bound on the adversarial gener-
alization error G∞,ϵ(Π, T ) under ∞-Schatten norm attacks.

Theorem 3. Assume that the K classes are equi-probable and
that we have a p = ∞-adversarial attack with a perturbation
budget ϵ ≤ ∆. Under Assumption 1, the following upper bound
on the adversarial generalization error G∞,ϵ(Π, T ), for any
POVM Π ∈ M, holds with probability at least 1 − δ, for
δ ∈ (0, 1),

G∞,ϵ(Π, T ) ≤ B + 2d

√
K

T
ϵ, (19)

where B is as defined in (10).

For any given perturbation level ϵ, p-adversarial attacks with
p = ∞ are stronger than with p = 1, since they allow for
perturbations in a larger volume of the Hilbert space. In a
manner consistent with this observation, the additional term in
the bound (19) is larger than in (18), with the relative increase
factor equal to the dimension d of the Hilbert space. The result
holds under the more restrictive assumption ϵ ≤ ∆.

The generalization bounds derived in the previous two
theorems vanish in the limit of a large number of samples,
T → ∞. These results hold under Assumption 1, which
requires the quantum embeddings to be sufficiently noisy, and
on the stated upper bounds for the perturbation ϵ. As we show
next, even when removing these assumptions, it is possible to
show that the adversarial generalization error is given by the
adversarial generalization bound (10) with the addition of a
term proportional to the perturbation level ϵ. However, these
additional terms do not vanish as T increases. We leave it as
an open problem to establish tighter bounds in this regime.

Theorem 4. Assume that the K classes are equi-probable
and that we have a p-adversarial attack with any perturbation
budget ϵ ≥ 0. For any POVM Π ∈ M, the following upper
bound on the adversarial generalization error Gp,ϵ(Π, T )
holds with probability at least 1− δ, for δ ∈ (0, 1),

Gp,ϵ(Π, T ) ≤ B +

ϵ
√
2d(1 + K−1

T ), p = 1

2ϵd
√
(1 + K−1

T ), p = ∞.
(20)

V. GENERALIZATION BOUNDS UNDER ADVERSARIAL
MISMATCH

In the previous sections, we have considered the setting in
which the quantum classifier is trained by assuming the same
type of attacks encountered during testing. This is seldom
true in practice: a quantum classifier Π adversarially trained
against p-adversarial attacks with an ϵ-perturbation budget
can encounter a generally different p′-adversarial attack with
ϵ′-budget during testing. In this section, we quantify the
adversarial generalization error under adversarial mismatch.

We define the mismatched adversarial generalization error,

Gp,p′,ϵ,ϵ′(Π, T ) = Lp′,ϵ′(Π)− L̂p,ϵ(Π, T ),

of a POVM Π as the difference between the adversarial
population risk Lp′,ϵ′(Π), evaluated under p′-adversarial at-
tack with ϵ′-perturbation budget, and the adversarial training
risk Lp,ϵ(Π), evaluated under p-adversarial attack with ϵ-
perturbation budget. To characterize the mismatched adversar-
ial generalization error as a function of the generalization error
Gp,ϵ(Π, T ), we first define the following notion of relative
strength of the adversaries.

Definition 1. A p-adversarial attack with perturbation budget
ϵ ≥ 0 is said to be stronger than a p′-adversarial attack with
perturbation budget ϵ′ ≥ 0 if the following inclusion condition

{λ : Dp(λ, ρ) ≤ ϵ} ⊃ {λ : Dp′(λ, ρ) ≤ ϵ′} (21)



holds for all density matrices ρ. In this case, we also say that
the second attack is weaker than the first.

The definition above is justified by the fact that a stronger
attack, satisfying condition (21), would be able to further
increase the adversarial loss (6) as compared to a weaker
attack. The following lemma provides sufficient conditions that
guarantee an adversary to be stronger than another.

Lemma 2. A p-adversarial attack with budget ϵ > 0 is
stronger than a p′-adversarial attack with budget ϵ′ > 0 if

ϵ′ <

{
d1/p

′−1/pϵ, p ≤ p′

2d1/p
′−1/p−1ϵ, p > p′

With these definitions, we have the following result.

Theorem 5. Assume that the quantum classifier is adversari-
ally trained assuming a p-adversarial attack with perturbation
budget ϵ ≥ 0, while a p′-adversarial attack with perturbation
budget ϵ′ ≥ 0 affects the quantum embeddings during testing.
If the training adversarial attack is stronger than the testing
adversarial attack, the following relation holds,

Gp,ϵ(Π, T )− ξ ≤ Gp,p′ϵ,ϵ′(Π, T ) ≤ Gp,ϵ(Π, T ), (22)

where
ξ = d(1−1/p′)ϵ′ + d(1−1/p)ϵ

is a function of the parameters (p, p′, ϵ, ϵ′). If the training
adversary is weaker than the testing adversary, we have

Gp,ϵ(Π, T ) ≤ Gp,p′ϵ,ϵ′(Π, T ) ≤ Gp,ϵ(Π, T ) + ξ. (23)

Theorem 5 gives insights on how best to adversarially train
the classifier so that it generalizes well when tested against
a possibly different adversary. In particular, the upper bound
(22) guarantees that if the training adversary is stronger than
the testing adversary, the mismatched generalization error is
no larger than the generalization error Gp,ϵ(Π, T ) obtained
when the stronger attacker is also present at test time. From
Lemma 2, a way to ensure a stronger attacker at training
time is to train assuming p = ∞ and a sufficiently large
ϵ. Conversely, by (23), assuming a weaker adversary during
training yields a mismatched generalization error that can
exceed the generalization error Gp,ϵ(Π, T ) with the weaker
test-time attacker by a non-vanishing (with T ) term ξ.

VI. EXAMPLES AND FINAL REMARKS

We consider a quantum binary classification problem with
equi-probable class labels c ∈ {0, 1}. For each class c, we
obtain the discrete-valued input x by finely quantizing a
continuous-valued feature input x̃ ∈ R so that the discrete sum
in (11) can be evaluated via numerical integration [11]. The
input x̃ is sampled from the conditional Gaussian distribution
P (x|c) = N (µc, 1) with mean µc = (−1)c. We consider a de-
polarized quantum embedding, with noise strength q ∈ (0, 1),
that maps x to the quantum state ρ(x) = (1−q)|x⟩⟨x|+qI/d,
where the pure state |x⟩ is obtained as

|x⟩ = Uθ(x)|0⟩, Uθ(x) = RX(x)RotθRX(x), (24)

Fig. 2: True generalization errors for non-adversarial
(G(Π, T )) and adversarial (G1,ϵ(Π, T )) settings, compared
with numerically evaluated uniform deviation bounds (13) and
(17) and derived bounds as a function of the training set size
T : (left) ϵ = 0.08 ≤ 2∆ = 0.1, and (right) ϵ = 0.12 > 2∆.

with θ = (θ1, θ2, θ3) ∈ [0, 2π)3. Here, Rotθ = exp(−iθ⃗ · σ⃗)
and RX(x) = Rot(x,0,0) are single qubit rotation gates, where
σ⃗ = (σx, σy, σz) denotes the vector of the Pauli matrices. In
our experiments, we fix θ = (π/4, π/4, π/4) and q = 0.05,
which results in ∆ = 0.05.

In Fig. 2, we plot the true non-adversarial and adversarial
generalization errors, i.e., G(Π, T ) and G1,ϵ(Π, T ) (for p = 1)
respectively, for the POVM Π = {|0⟩⟨0|, |1⟩⟨1|} when ϵ ≤ 2∆
(left) and ϵ > 2∆ (right) as a function of the training set
size T . To validate our analysis, we also evaluate numerically
the Rademacher complexity based uniform deviation bounds
(13) and (17) for non-adversarial and adversarial errors with
δ = 0.8; and we plot the derived adversarial upper bounds (18)
(left) and (20) (right), along with the non-adversarial bound
in (10).

The true generalization bounds follow a similar trend in
both plots, with the adversarial generalization error being
larger than the non-adversarial counterpart, and with both
errors tending to 0 for large values of the data set size T .
Furthermore, when the adversary’s perturbation is limited as
ϵ ≤ 2∆, this behaviour is reproduced by the derived upper
bound in Theorem 2. From the uniform deviation bounds it can
be seen that the adversarial Rademacher complexity exceeds
the non-adversarial Rademacher complexity. For the case when
ϵ > 2∆, i.e., when Assumption 1 is not satisfied, while
capturing the general decrease with T of the generalization
error, our bound (20) is loose. We leave it as an open problem
to derive tighter bounds in this regime. This observation also
suggests that Assumption 1 is only instrumental in facilitating
the derivation of the bound, which requires the optimization
over the attacker’s channel, rather than indicating a “phase
transition” in the generalization behavior.
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“On quantum rényi entropies: A new generalization and some proper-
ties,” Journal of Mathematical Physics, vol. 54, no. 12, 2013.

[16] U. Haagerup, “The best constants in the khintchine inequality,” Studia
Mathematica, vol. 70, no. 3, pp. 231–283, 1981.

[17] E. H. L. Keith Ball, Eric A. Karlsen, “Sharp uniform convexity and
smoothness inequalities for trace norms.” Inventiones Mathematicae, vol.
115, p. 463–482, 1994.



APPENDIX A
PROOF OF THEOREM 2 AND THEOREM 3

The key idea of the proofs is to upper bound the adver-
sarial Rademacher complexity (16) via the non-adversarial
Rademacher complexity (14) and an additional term that
accounts for the impact of perturbation. To this end, we
equivalently write the adversarial Rademacher complexity (16)
as

Rp,ϵ(M) = ET Eσ

[
sup
Π∈M

1

T

T∑
n=1

σn×

max
λ:Dp(λ,ρ(xn))≤ϵ

(
1− Tr(Πcnρ(xn))− Tr(Πcn(λ− ρ(xn)))

)]
.

(25)

Using the inequality sup(f + g) ≤ sup f +sup g in the upper
bound (25), we obtain

Rp,ϵ(M) ≤ R(M) + ∆Rp,ϵ(M), (26)

where R(M) is as defined in (14), and

∆Rp,ϵ(M) = ET Eσ

[
sup
Π∈M

1

T

T∑
n=1

σn×

max
λ:Dp(λ,ρ(xn))≤ϵ

Tr
(
Πcn(ρ(xn)− λ)

)]
may be defined as the perturbation Rademacher complexity.

We continue by writing the POVM elements Πc in terms of
their eigendecomposition as Πc = UcΠ̄cU

†
c , where Π̄c denotes

the diagonal matrix of eigenvalues. Using the cyclic property
of the trace, ∆Rp,ϵ(M) can be equivalently written as

∆Rp,ϵ(M) = ET Eσ

[
sup
Π∈M

1

T

T∑
n=1

σn×

max
λ:Dp(λ,ρ(xn))≤ϵ

Tr
(
Π̄cnU

†
cn(ρ(xn)− λ)Ucn

)]
= ET Eσ

[
sup
Π∈M

1

T

K∑
c=1

T∑
n=1

1(cn = c)σn×

max
λ:Dp(λ,ρ(xn))≤ϵ

Tr(Π̄cτ̄(xn, c)
)]
, (27)

where we have defined τ̄(xn, c) = U†
c (ρ(xn)− λ)Uc.

We now proceed to upper bound ∆Rp,ϵ(M) for the case of
p = 1, which gives the required upper bound in Theorem 2.

A. D1(·, ·) perturbation Rademacher complexity

For fixed c, the inner maximization in (27) is achieved when
τ̄(xn, c) is diagonal with entries

(τ̄(xn, c))ii =


+ ϵ

2 if (Π̄c)ii = αmax(Πc)

− ϵ
2 if (Π̄c)ii = αmin(Πc)

0 otherwise,
(28)

where αmax(·) and αmin(·) respectively denote the maximum
and minimum eigenvalues of ‘·’. It can be verified that this
choice of τ̄(xn, c) yields a physical density matrix λ. In

particular, the condition ϵ ≤ 2∆ guarantees that the minimal
eigenvalue of λ is positive (for 2 linear operators A, B, we
have αmin(A−B) ≥ αmin(A)− αmax(B)).

Now, defining Qσ,c =
∑T
n=1 σn1(cn = c)τ̄(xn, c), we can

re-write (27) as

∆R1,ϵ(M) = ET Eσ

[
sup
Π

1

T

∑
c

Tr(Π̄cQσ,c)
]
.

Applying Hölder’s inequality, we get the relation
Tr(Π̄cQσ,c) ≤ ∥Qσ,c∥1∥Π̄c∥∞ ≤ ∥Qσ,c∥1 since ∥Π̄c∥∞ ≤ 1.
Subsequently, we have

∆R1,ϵ(M) ≤ ET Eσ

[
sup
Π

1

T

∑
c

∥Qσ,c∥1
]
.

Since Qσ,c is diagonal, the trace norm ∥Qσ,c∥1 evaluates as
the sum of the absolute values of its diagonal elements. We
thus have

∆R1,ϵ(M) ≤ 2

T
ET Eσ

[∑
c

∣∣∣ T∑
n=1

ϵ

2
σn1(cn = c)

∣∣∣]. (29)

Let Tc denote the number of examples in the training set T
that belongs to class c. Then, for K equiprobable classes, the
upper bound (29) evaluates as

∆R1,ϵ(M) ≤ K

T
ET EσEc

[∣∣∣ Tc∑
n=1

ϵσn

∣∣∣].
Using Khintchine’s inequality (see, e.g., [16]), we have
Eσ[|

∑Tc

n=1 ϵσn|] ≤ ϵ
√
Tc. This results in

∆R1,ϵ(M) ≤ ϵ
K

T
ET Ec[

√
Tc] ≤ ϵ

K

T

√
ET Ec[Tc],

where the last inequality is due to Jensen’s inequality. Finally,
noting that the classes are equi-probable, the expected value
of Tc evaluates as T/K, yielding

∆R1,ϵ(M) ≤ ϵ

√
K

T
.

Using this in (26), together with the upper bound in (10)
returns the upper bound of (18).

We now upper bound ∆Rp,ϵ(M) for p = ∞, which gives
the required upper bound in Theorem 3.

B. D∞(·, ·) perturbation Rademacher complexity

To upper bound ∆Rp,ϵ(M) in (27), we start by arranging
the set {α(Πc)i} of eigenvalues of Πc in increasing order in
i. Then, define the median eigenvalue as

αmed =

{
α(Πc)d/2+α(Πc)d/2+1

2 if d mod 2 = 0

α(Πc)⌈d/2⌉ if d mod 2 = 1.

For fixed c, the inner maximization in (27) is achieved when
τ̄(xn, c) is diagonal with entries

(τ̄(xn, c))ii = ϵ sgn(diag(Π̄c − αmedI)i).

It can be verified that this choice of τ̄(xn, c) yields a physical
density matrix λ. As before, the condition ϵ ≤ ∆ ensures that
the minimum eigenvalue of λ is positive.



We now proceed with the same steps as in the pre-
vious proof for the D1(·, ·) attack. We define Qσ,c =∑T
n=1 σn1(cn = c)τ̄(xn, c) and use it to re-write ∆Rp,ϵ(M).

Applying Hölder’s inequality and evaluating the trace norm
∥Qσ,c∥1 as the sum of the absolute values of its diagonal
elements, we arrive at an inequality analogous to (29), namely

∆R∞,ϵ(M) ≤ d

T
ET Eσ

[∑
c

∣∣∣ T∑
n=1

ϵσn1(cn = c)
∣∣∣]. (30)

Again, following the same steps as before, we get

∆R∞,ϵ(M) ≤ dϵ

√
K

T
.

Using this in (26), together with the upper bound in (10)
returns the upper bound of (19).

APPENDIX B
PROOF OF THEOREM 4

To obtain the required bound, we proceed as in the proof of
Theorem 2 in Appendix A. An upper bound on the adversarial
Rademacher complextiy Rp,ϵ(M) can be obtained as in (26),
in terms of the standard Rademacher complexity and the
perturbation Rademacher complexity. The latter then evalu-
ates as in (27). Let τ∗(xn, c) denote the perturbation matrix
that achieves the inner maximization in (27). Subsequently,
defining Qσ,c =

∑T
n=1 σn1(cn = c)τ∗(xn, c), we re-write

∆Rp,ϵ(M) as

∆Rp,ϵ(M) = ET Eσ

[
supΠ∈M

1

T

∑
c

Tr(ΠcQc,σ)

]
.

Employing Hölder’s inequality yields that Tr(ΠcQc,σ) ≤
∥Πc∥2∥Qc,σ∥2 ≤

√
d∥Qc,σ∥2, where the last inequality fol-

lows since 0 ≤ Πc ≤ I . This results in the following upper
bound

∆Rp,ϵ(M) ≤ ET Eσ

[
supΠ∈M

1

T

∑
c

√
d∥Qc,σ∥2

]
. (31)

We now evaluate the 2-norm ∥Qc,σ∥2, which can be written
as

∥Qc,σ∥2

=

(
Tr

( T∑
n,m=1

σnσm1(cm = cn = c)τ∗(xn, c)τ
∗(xm, c)

)) 1
2

=

(
Tr

( T∑
n=1

1(cn = c)τ∗(xn, c)
2 +

∑
n ̸=m

(1(σnσm = 1)

− 1(σnσm = −1))(1(cm = cn = c)τ∗(xn, c)τ
∗(xm, c))

)) 1
2

.

(32)

In the following subsections, we consider the two cases p = 1
and p = ∞, and obtain respective upper bounds on (32).

Furthermore, using the shorthand notation τn = τ∗(xn, c),
we note that

−∥τnτm∥1 ≤ Tr(τnτm) ≤ ∥τnτm∥1 (33)

which will be used to obtain a worst case upper bound on
∥Qc,σ∥2.

A. D1(·, ·) perturbation Rademacher complexity

Using Hölder’s inequality, we get that ∥τnτm∥1 ≤
∥τn∥1∥τm∥∞, where ∥τn∥1 ≤ ϵ. We now consider ∥τm∥∞. We
write τm in its diagonal basis via a unitary transform Um as a
matrix of positive (P) and a matrix of negative (N) eigenvalues
τm = Um(P +N)U†

m. The trace condition Trτm = 0 implies
that ∥P∥1 = ∥N∥1 ≤ ϵ/2. The ∞-Schatten norm gives
the eigenvalue of τm with maximal absolute value, which
according to the norm bounds on P and N cannot exceed
ϵ/2. Thus ∥τm∥∞ ≤ ϵ/2 which together with ∥τm|1 ≤ ϵ
yields ∥τnτm∥1 ≤ ϵ2/2. Using this in (33) yields

−ϵ
2

2
≤ Tr(τnτm) ≤ ϵ2

2
∀ n,m.

Using this in (32), we get the following worst case upper
bound:

∥Qc,σ∥22 ≤ ϵ2

2

(
T∑
n=1

1(cn = c) +
∑
n ̸=m

1(cm = cn = c)

)
.

Plugging this in (31) for p = 1, and assuming K equiprobable
classes, we can now upper bound R1,ϵ(M) as

R1,ϵ(M) ≤
√
dK

T
ET EσEc[ϵ2

2

(
T∑
n=1

1(cn = c) +
∑
n̸=m

1(cm = cn = c)

) 1
2 ]
.

Finally, taking the expectation over the training set T inside
the square root by application of Jensen’s inequality yields the
following upper bound

R1,ϵ(M) ≤
√
ϵ2

2
d(1 +

K − 1

T
).

Plugging this in (26) and using the upper bound in (10) yields
the required bound.

B. D∞(·, ·) perturbation Rademacher complexity

Under the D∞(·, ·) distance we have that ∥τn∥∞ ≤ ϵ, which
implies that ∥τn∥1 ≤ ϵd. Using Hölder’s inequality, we have
∥τnτm∥1 ≤ ∥τn∥1∥τm∥∞, which together with (33) yields:

−ϵ2d ≤ Tr(τnτm) ≤ ϵ2d ∀ n,m.

Using this, we get the following worst case upper bound on
∥Qc,σ∥22

∥Qc,σ∥22 ≤ ϵ2d

(
T∑
n=1

1(cn = c) +
∑
n ̸=m

1(cm = cn = c)

)
.

Retracing the remaining steps of the D1(·, ·) adversary
derivation yields

R∞,ϵ(M) ≤ ϵd

√
1 +

K − 1

T

which together with (26) and (10) concludes the proof.



APPENDIX C
PROOF OF LEMMA 2

To derive the required relation, we start by noting that p-
Schatten distance between the states ρ and λ is defined as
Dp(ρ, λ) = ∥ρ − λ∥p. Thus, defining the matrix τ = ρ − λ,
the distance condition can be written as

Dp(ρ, λ) = ∥τ∥p ≤ ϵ.

Furthermore, we remind ourselves of the generalized version
of Hölder’s inequality [17] for matrices A, B

∥AB∥r ≤ ∥A∥p∥B∥q, 1/r = 1/p+ 1/q.

Firstly we prove the inequality for the case p ≤ p′. Assume
that Dp(ρ, λ) ≤ ϵ for some ϵ ≥ 0. Then the following set of
relations hold,

∥τ∥p′ = ∥I τ∥p′ ≤ ∥τ∥′p∥I∥pp′/(p′−p)
= d1/p−1/p′∥τ∥p,

where in the first line we inserted the identity operator I and
in the second applied Hölder’s inequality. This in turn implies
that

Dp(ρ, λ) ≥ d1/p
′−1/pDp′(ρ, λ) (34)

The inequality (34) implies that a p-adversary with pertur-
bation budget ϵ can access all states within the set

{λ : Dp′(ρ, λ) ≤ d1/p
′−1/pϵ}.

Thus, if we have a p-adversary with perturbation budget ϵ at
training, and a p′-adversary with perturbation budget ϵ′ during
testing, the training adversary is stronger than the testing
adversary if

ϵ′ < d1/p
′−1/pϵ. (35)

We now proceed to the case of p > p′. Consider the set
{λ : Dp(λ, ρ) ≤ ϵ}. With the definitions above, this can be
equivalently written as ∥τ∥p ≤ ϵ. Holder’s inequality implies
that ∥τ∥1 ≤ ∥τ∥pd1−1/p. Furthermore, as shown in appendix
B, ∥τ∞ ≤ ∥τ∥1/2. Thus

∥τ∥p ≤ ϵ =⇒ ∥τ∥∞ ≤ ϵ

2
d(1−1/p).

To lower bound ∥τ∥∞ we again use Hölder’s inequality;
∥τ∥p ≤ ∥τ∥∞∥I∥p. Thus

∥τ∥p ≤ ϵ =⇒ ∥τ∥∞ ≥ ϵd(−1/p).

Therefore a sufficient condition to enforce the inclusion con-
dition is that the lower bound on the ∞-Schatten norm of the
p-adversarial attack is greater than the upper bound on the
∞-Schatten norm of the p′-adversarial attack

ϵ′ < 2d(1/p
′−1/p−1)ϵ (36)

This concludes the proof.

APPENDIX D
PROOF OF THEOREM 5

To obtain bounds on the mismatched adversarial general-
ization error, we first decompose it as

Gp,p′,ϵ,ϵ′(Π, T ) = νp,p′;ϵ,ϵ′(Π) + Gp,ϵ(Π, T ), (37)

where νp,p′;ϵ,ϵ′(Π) = Lp′,ϵ′(Π)− Lp,ϵ(Π) is the difference in
adversarial population risks due to adversarial mismatch and
Gp,ϵ(Π, T ), defined as in (9), is the adversarial generalization
error with no adversarial mismatch.

We now derive the bounds stated in Theorem 5. To this end
we consider the following two cases:

• The training adversary is stronger than the testing adver-
sary, as defined in Definition 1, i.e. {λ : Dp(λ, ρ(x)) ≤
ϵ} ⊃ {λ : Dp′(λ, ρ(x)) ≤ ϵ′}. Then we have

E
P (x,c)

[
min

λ:Dp(λ,ρ(x))≤ϵ
(TrΠcλ)

]
≤ E
P (x,c)

[
min

λ′:Dp′ (λ
′,ρ(x))≤ϵ′

(TrΠcλ
′)
]
.

This implies that νp,p′;ϵ,ϵ′(Π) ≤ 0. Using this in (37)
yields the following upper bound Gp,p′,ϵ,ϵ′(Π, T ) ≤
Gp,ϵ(Π, T ).

• The training adversary is weaker than the testing adver-
sary i.e. {λ : Dp(λ, ρ(x)) ≤ ϵ} ⊂ {λ : Dp′(λ, ρ(x)) ≤
ϵ′}. Then we have

E
P (x,c)

[
min

λ:Dp(λ,ρ(x))≤ϵ
(TrΠcλ)

]
≥ E
P (x,c)

[
min

λ′:Dp′ (λ
′,ρ(x))≤ϵ′

(TrΠcλ
′)
]

This in turn implies that νp,p′;ϵ,ϵ′(Π) ≥ 0. Combin-
ing this with (37) gives the following lower bound
on the mismatched adversarial generalization error
Gp,p′,ϵ,ϵ′(Π, T ) ≥ Gp,ϵ(Π, T ) in the case of a weak
training adversary

To obtain a lower bound in the case of a strong training
adversary, and an upper bound in the case of a weak adversary,
we need to bound the term νp,p′;ϵ,ϵ′(Π). To this end, we start
by expressing the mismatch as

νp,p′;ϵ,ϵ′(Π) = EP (x,c)[ℓp′,ϵ′(Π, ρ(x), c)− ℓp,ϵ(Π, ρ(x), c)]

= EP (x,c)

[
Tr
(
Πc(λ

∗
p,ϵ(x, c)− λ∗p′,ϵ′(x, c))

)]
= EP (x,c)

[
Tr(Πc∆λp,p′;ϵ,ϵ′(x, c))

]
= C,

where λ∗p,ϵ(x, c) is the optimal adversarial example for a p-
adversarial attack with perturbation budget ϵ, and likewise for
λ∗p′,ϵ′(x, c). The matrix ∆λp,p′;ϵ,ϵ′(x, c) is a trace zero matrix
thus C may take both positive and negative values. Using this,
we write

−|C| ≤ νp,p′,ϵ,ϵ′(Π) ≤ |C|. (38)



We now proceed to upper bound the term C.

|C| = |EP (x,c)[Tr(Πc∆λp,p′;ϵ,ϵ′(x, c))]|
≤ EP (x,c)[|Tr(Πc∆λp,p′;ϵ,ϵ′(x, c))|]
≤ EP (x,c)[∥λ∗p,ϵ(x, c)− λ∗p′,ϵ′(x, c)∥1], (39)

where the first inequality follows from Jensen’s inequality, and
the second inequality follows from Hölder’s using ∥Πc∥∞ ≤
1. The trace norm ∥λ∗p,ϵ(x, c) − λ∗p′,ϵ′(x, c)∥1 can be further
upper bounded as

∥λ∗p,ϵ(x, c)− λ∗p′,ϵ′(x, c)∥1
≤ ∥λ∗p,ϵ(x, c)− ρ(x)∥1 + ∥ρ(x)− λ∗p′,ϵ′(x, c)∥1
≤ d(1−1/p)∥λ∗p,ϵ(x, c)− ρ(x)∥p
+ d(1−1/p′)∥λ∗p′,ϵ′(x, c)− ρ(x)∥p′

≤ d(1−1/p)ϵ+ d(1−1/p′)ϵ′ = ξ, (40)

where the first inequality follows by adding and subtracting
the term ρ(x) and then applying the triangle inequality. The
second inequality is an application of Hölder’s inequality
with ∥I∥p/(p−1) ≤ d1−1/p. The last inequality follows since
λ∗p,ϵ(x, c) is the optimal perturbed quantum state satisfying the
constraint, ∥λ∗p,ϵ(x, c)− ρ(x)∥p ≤ ϵ.

Thus we can bound the mismatch νp,p′,ϵ,ϵ′(Π) as follows:

−ξ ≤ νp,p′,ϵ,ϵ′(Π) ≤ ξ.

Using this again in (37) gives the following lower bound for
when the training adversary is stronger,

Gp,ϵ(Π, T )− ξ ≤ Gp,p′,ϵ,ϵ′(Π, T ),

and the following upper bound for when the training adversary
is weaker,

Gp,p′,ϵ,ϵ′(Π, T ) ≤ Gp,ϵ(Π, T ) + ξ.

This concludes the proof.

APPENDIX E
NOISY QUANTUM EMBEDDING SATISFIES ASSUMPTION 1

In this section, we show that the minimum eigenvalue
of the quantum state ρ′(x) = E(ρ(x)) resulting due to a
noisy quantum embedding x 7→ E(ρ(x)) is at least the
minimum eigenvalue of the noiseless state ρ(x). To this end,
we note that the CPTP map E(·) can be equivalently written as
E(ρ) =

∑
iEiρE

†
i where {Ki} is the set of Kraus operators

satisfsying the completeness relation,
∑
iK

†
iKi = I .

To compute the minimal eigenvalue of the noisy state E(ρ),
we use the variational principle as

αmin(E(ρ)) = min
|ψ⟩

∑
i

⟨ψ|EiρE†
i |ψ⟩

⟨ψ|ψ⟩

= min
|ψ⟩

∑
i

⟨ψ|EiρE†
i |ψ⟩

⟨ψ|EiE†
i |ψ⟩

⟨ψ|EiE†
i |ψ⟩

⟨ψ|ψ⟩
. (41)

In (41), the first term is an upper bound on the minimal
eigenvalue of ρ. Using this, we have

αmin(E(ρ)) ≥
∑
i

αmin(ρ)
⟨ψ|EiE†

i |ψ⟩
⟨ψ|ψ⟩

= αmin(ρ).

Furthermore, equality holds only if there exists a state |αmin⟩
such that

|αmin⟩ = argmin
|ψ⟩

⟨ψ|EiρE†
i |ψ⟩

⟨ψ|EiE†
i |ψ⟩

∀ i.

This is because in equation (41) if |αmin⟩ does not exist, then

⟨ψ|EiρE†
i |ψ⟩

⟨ψ|EiE†
i |ψ⟩

= αmin(ρ)

is not attainable for all i simultaneously, hence αmin(E(ρ)) =
αmin(ρ) cannot be achieved.


