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Interactive Byzantine-Resilient Gradient Coding for

General Data Assignments

Shreyas Jain, Luis Maßny, Christoph Hofmeister, Eitan Yaakobi, and Rawad Bitar

Abstract—We tackle the problem of Byzantine errors in dis-
tributed gradient descent within the Byzantine-resilient gradient
coding framework. Our proposed solution can recover the exact
full gradient in the presence of s malicious workers with a data
replication factor of only s+1. It generalizes previous solutions to
any data assignment scheme that has a regular replication over
all data samples. The scheme detects malicious workers through
additional interactive communication and a small number of
local computations at the main node, leveraging group-wise
comparisons between workers with a provably optimal grouping
strategy. The scheme requires at most s interactive rounds that
incur a total communication cost logarithmic in the number of
data samples.

I. INTRODUCTION

Distributed training can speed up machine learning proce-

dures and enable the training for huge datasets that exceed

the local memory [1]. In a distributed learning setting, a

central server, referred to as the main node, distributes the

computation load to a set of client machines, referred to

as the workers. A popular algorithm is (stochastic) gradient

descent, which is an iterative procedure. In every iteration,

each worker computes a gradient of a certain loss function

over a local dataset and sends it to the main node. The naive

aggregation of the gradients, e.g., by averaging, is vulnerable

to corrupt gradients from malicious workers [2], [3], which

are often modeled as worst-case errors caused by a Byzantine

adversary [4].

Several coding-theoretic methods have emerged to tackle

the problem of Byzantine adversaries in distributed comput-

ing [5]–[11] for linear and polynomial function computations.

However, the loss functions of machine learning algorithms are

often highly nonlinear. Hence, a large body of the literature

instead focuses on either the design of aggregation algorithms

that are resilient to corruption from a limited number of

workers [12]–[15] or on outlier detection methods [3], [16]–

[21]. These methods are applicable for general non-linear loss

SJ is with the Department of Mathematical Sciences at the In-
dian Institute of Science Education and Research, Mohali, India. Email:
ms20098@iisermohali.ac.in

CH, LM and RB are with the School of Computation, Information
and Technology at the Technical University of Munich, Germany. Emails:
{christoph.hofmeister, luis.massny, rawad.bitar}@tum.de

EY is with the CS department of Technion—Israel Institute of Technology,
Israel. Email: yaakobi@cs.technion.ac.il

SJ was supported in part by a DAAD (German Academic Exchange
Service)-WISE scholarship. This project is funded by the Bavarian Ministry
of Economic Affairs, Regional Development and Energy within the scope
of the 6G Future Lab Bavaria, and by DFG (German Research Foundation)
projects under Grant Agreement No. WA 3907/7-1 and No. BI 2492/1-1.

functions. However, they can only recover an approximation

of the correct computation result, which reduces the learning

speed, see e.g., [22] and references therein, and might perform

poorly when the distribution of the training data is not identical

among the workers [23], [24].

To exactly recover the gradient while using general non-

linear loss functions, a coding-theoretic method mitigating

malicious workers is proposed in [25] and is extended to

communication-efficiency in [26]. This method is based on

the gradient coding framework [24]. The main idea is to

replicate local datasets among the workers and exploit the

computational redundancy to allow for error correction by

coding over the computation results of the workers. However,

this method requires a high replication and thus increases the

computational overhead significantly.

In [27], the authors introduced a general Byzantine-resilient

gradient coding framework that halves the redundancy. The

key idea is to identify malicious workers (effectively trans-

forming errors into erasures) by allowing local computations

at the main node and introducing an interactive communication

protocol between the workers and the main node. For a

fractional repetition data assignment, i.e., the workers are

divided into groups that have the same local data sets, [27]

proposes a scheme that performs pair-wise comparisons of the

workers’ computation results, and resolves conflicts by local

computations at the main node to identify malicious workers.

In this work, we adopt the framework of [27] but tackle the

problem of Byzantine-resilient gradient coding for general data

assignments. We give a construction for a Byzantine-resilient

gradient coding scheme. While the scheme adopts the idea

of comparing partial results between workers and resolving

conflicts by interactive messaging, a generalized strategy is

developed to compare the results. In contrast to fractional

repetition data assignments, pair-wise comparisons are not

possible for general data assignments. Therefore, groups of

workers are compared instead. We design a method to group

the workers and compare their computations. We show through

a lower bound on the number of group comparisons that our

grouping strategy is optimal.

II. PROBLEM SETTING

Notation: Scalars are denoted by lower-case letters. Col-

umn vectors and matrices are denoted by bold lower-case

and bold upper-case letters, respectively. Sets are denoted by

calligraphic letters A. Ai,j refers to the element in row i and

column j of the matrix A . AR,C refers to the submatrix of A
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restricted to the rows indexed by R ⊂ N and columns indexed

by C ⊂ N. The matrices A·,C and AR,· denote respectively the

submatrix of A restricted to the columns in C and to the rows

in R. For an integer a ≥ 1, let [a] := {1, 2, . . . , a}. Finally,

1m×n and 0m×n denote the all-one and all-zero matrices of

dimension m× n. All proofs not presented in the main paper

are deferred to the appendix.

We consider machine learning tasks that are formulated as

an optimization problem of the form minθ∈Rd

∑p
i=1 ℓ(θ, xi)

over the dataset {x1, . . . , xp} consisting of p samples and

a sample-wise loss function ℓ(θ, xi). The parameters to be

learned are arranged in a vector θ ∈ Rd. A gradient descent

algorithm [28, Section 9.3] is employed, such that the optimal

solution θ
⋆ is approached iteratively by computing for τ > 0

θτ+1 = θτ − η

p∑

i=1

∇ℓ(θτ , xi),

where the value
∑p

i=1∇ℓ(θτ , xi) is the gradient of the loss

function evaluated at all the samples of the dataset. The first

iterate θ0 is chosen randomly.

Consider a distributed computing setting in which a number

n of workers is hired to compute the partial gradients in a

distributed manner. The main node coordinates the procedure.

Each worker receives a subset of the samples and computes the

respective partial gradients. Widely used assignment schemes

are fractional repetition and cyclic repetition [24]. Follow-

ing [25]–[27], this work studies the problem of reconstructing

the gradient
∑p

i=1∇ℓ(θτ , xi) exactly at the main node in

every gradient descent iteration in the presence of s < n
malicious workers which are under the control of a Byzantine

adversary. We focus on one iteration of the gradient descent

algorithm; hence, we omit the iteration index τ .

In the sequel, we represent the gradients over a field F

with a large (and potentially infinite) number of elements.

More specifically, F can represent either the finite field Fq

with q > n and q ≫ 1 elements, the real numbers R, or the

complex numbers C. Treating F abstractly avoids the problems

of quantization, compression, and numerical stability, which,

although relevant, are outside the scope of this current work.

We refer to the value g
(τ)
i ∈ Fd as a partial gradient at iter-

ation τ , which is the quantized representation of ∇ℓ(θτ , xi),

and we define g(τ) :=
∑p

i=1 g
(τ)
i as the full gradient. Our

solution to the problem follows the intuition built from Fig. 1.

We study our solution within the Byzantine-resilient gradient

coding framework [27], summarized below:

Definition 1 (s-BGC scheme [27]). A Byzantine-resilient gra-

dient coding scheme tolerating s malicious workers, referred

to as s-BGC scheme, is a tuple (A, E , dec,Π) consisting of

• a data assignment matrix A ∈ {0, 1}n×p where Aj,i

is equal to 1 if the i-th data sample is given to the j-th

worker and 0 otherwise,

• a set of encoding functions used by the workers

E :=
{
ence : F

d×p → Fζe,1 × · · · × Fζe,n | e ∈ [v]
}

,

• a multi-round protocol Π = (Π1,Π2) in which Π1

selects the indices of the encoding functions to be used

Main

Node

W2

x2, x3

W1

x1, x2

W3

x1, x3

g1/2 + g2

g2 − g3

g1/2 + g3 + e

Fig. 1. Gradient Coding: Each worker is assigned two partial gradients
to compute and transmits a linear combination to the main node. Without
malicious workers, the main node obtains the full gradient from the responses
of any two workers. For the considered setting (W3 is malicious), no existing
gradient coding scheme can recover the exact gradient correctly. Our goal
is to present a scheme that allows the main node to identify the malicious
worker and reconstruct the full gradient correctly from the honest workers.

by the workers based on all previous responses at the

start of each iteration, and Π2 selects gradients to be

locally computed at the main node based on all previous

responses at the end of each iteration,

• and a decoding function dec used by the main node

after running the protocol Π that outputs the correct full

gradient whenever there are at most s malicious workers.

We suppose that each worker transmits an initial response,

which is a codeword symbol of an erasure-correcting gra-

dient code [24], before the protocol starts. In each round

t = 1, . . . , T of the interactive protocol, worker j computes

its responses based on the partial gradients assigned according

to the assignment matrix. A response can be written as

zj := [ence (G)]j ∈ Fζe,j when ence is asked for, where we

define G = (g1,g2, . . . ,gp) ∈ Fd×p. The main node receives

z̃j = zj + ej , where ej = 0 for honest workers, and after

which it may compute some partial gradients locally.

Definition 2 (Figures of merit [27]). We evaluate an s-BGC

scheme by the following measures:

• The number of local computations c of partial gradients

at the main node.

• The replication factor ρ, which is the average number of

workers to which each sample is assigned, i.e.,

ρ :=

∑
j∈[n],i∈[p] Aj,i

p
.

• The communication overhead1 κ, which is the maximum

number of symbols from F transmitted from the workers

to the main node during Π, i.e.,

κ :=
∑

t∈[T ],j∈[n]

ζet,j.

We restrict this work to regular data assignments

Rρ , where each partial gradient is replicated the same

number of times and each worker is allocated at least

one partial gradient to compute. Formally, we have

1We slightly adapt the definition of the communication overhead from [27]
by taking the gradients and consequently the symbols we count to be from a
(potentially infinite) field rather than a finite alphabet.



Rρ =
{
A ∈ {0, 1}n×p |

∑n
j=1 Aj,i = ρ,

∑p
i=1 Aj,i ≥ 1

}
.

Since we focus on worst-case guarantees, this does not limit

the scope of this paper as we can suppose an adversary

introduces errors in partial gradients with the smallest

replication.

III. SCHEME CONSTRUCTION FOR ARBITRARY

ALLOCATIONS

In this section, we present an s-BGC scheme that is capable

of identifying malicious workers given a replication factor ρ =
s+u for an integer u ≥ 1 and an assignment matrix A ∈ Rρ .

For notational convenience, we define r = n − (s + u). The

scheme works by successively decreasing the number of non-

eliminated malicious workers st until the full gradient g can

either be decoded through an error correcting code (ECC) or

there are no more disagreements about the value of g among

the workers. The steps of the scheme are outlined in Fig. 2.

st ≤ u − 1 malicious

workers remaining?

t ← 1 and s1 ← s

decode g

with ECC

form st + 1 groups

of size r + 1 with

r common workers

≥ 2 contradicting groups?
response

is g

elimination tournament

identify x ≥ 1
malicious worker(s)

yes

no

yes

no

st+1 ← st − x

t← t+ 1

Fig. 2. Flowchart illustrating the steps of the interactive protocol.

We explain the scheme for the setting in Fig. 1 before we

give the general description. In Fig. 1, n = 3, s = 1, ρ = 2,

and u = 1. The algorithm starts with st = s > u − 1, i.e.,

there is one unidentified malicious worker, and the correct

gradient cannot be directly decoded. Initially, each worker

sends a linear combination of the assigned partial gradients.

The main node forms st + 1 = 2 groups of size r + 1 = 2
workers with r = 1 worker in common, i.e., G1 = {W1,W3}
and G2 = {W2,W3}. The decoded full gradient from G1 is∑3

i=1 gi + e and from G2 is
∑3

i=1 gi + 2e, which are the

same if and only if e = 0. If the decoded full gradient from

both groups differs, the main node applies a binary search

to find a contradicting partial gradient value as follows. The

main node asks each worker to encode
∑2

i=1 gi so that it

can compare the decoded value from G1 and G2 again. In this

case, each worker sends the part of their linear combination

corresponding to g1 and g2. Thus, W1 sends g1/2 + g2

and W2 sends g2. Suppose W3 sends g1/2 + e. The group

responses are then decoded as
∑2

i=1 gi + e for G1 and as∑2
i=1 gi + 2e for G2. Observe that the response from W3 is

weighted differently in the decoding steps from G1 and G2
respectively; therefore, the adversary cannot induce the same

error in both groups. Similarly, the main node asks the groups

to encode g2. Suppose that W3 answers honestly; therefore,

both groups yield the same value. Since each group has already

committed to a value for
∑2

i=1 gi before, the main node can

deduce the claimed value for g1 as g1+e for G1 and g1+2e
for G2. As only W3 was assigned g1 in G2, this means that W3

claims g1 + 2e as value for g1. Hence, by locally computing

g1 the main node identifies W3 as malicious and decodes the

full gradient correctly.

We summarize the capabilities of our scheme in the follow-

ing theorem. In summary, our scheme generalizes ideas used

in [25] for a cyclic repetition data assignment and u = s+ 1,

to any regular data assignments with ρ = s+ u and it is also

applicable for p 6= n.

Theorem 1. The scheme constructed below is an s-BGC

scheme with a parameter u, 1 ≤ u ≤ s + 1, and requires

c ≤ s+1−u local computations, a replication ρ = s+u and

a communication overhead κ ≤ (r + 2)(s+ 1 − u)⌈log2(p)⌉
for any data assignment A ∈ Rρ .

We now elaborate on the protocol in Fig. 2. A key idea is

the construction of a set of encoding and decoding matrices

W(a) ∈ Fp×n and B(t) ∈ Fn×m that allow the main node to

obtain any desired linear combination of the partial gradients

from the workers’ computations. We explain the construction

of the encoding and decoding matrices in Section III-A. We

then give a detailed description of the individual components

of our scheme.

A. Construction of the Encoding and Decoding Matrices

We construct a set of encoding and decoding matrices, W(a)

and B(t), of a gradient code such that the main node can

recover any sum of partial gradients from the responses of

any group of workers G of size r + 1. The workers can only

compute assigned partial gradients according to A.

Let F ∈ F(r+1)×n be the generator matrix of an (n, r + 1)
MDS code. We choose a Reed-Solomon code; that is, F is

a Vandermonde matrix with distinct evaluation points. Note

that this construction exists whether F is a finite field, R, or

C. For more details on a construction over C, see [25]. Let

Ii = {j | Aj,i = 0} be the set of row indices of zero entries

in A·,i, that is, the set of workers that are not assigned gi. Let

a = (a1, . . . , ap)
T ∈ Fp denote the coefficients of a desired

linear combination of the partial gradients
∑p

i=1 aigi. Let (·|·)
be the concatenation operator, we define W(a) =

(
Q(a) | a

)
F

where Q(a) = (q
(a)
1 , . . . ,q

(a)
p )T ∈ Fp×r is the solutions of the

system of equations

0 =

(
q
(a)
i

T

| ai

)
F·,Ii

, ∀i ∈ [p]. (1)

Since F generates an MDS code of dimension r+1 and |Ii| =

r, we can obtain p vectors q
(a)
i ∈ Fr uniquely. By this, we

establish a result analogous to [25, Lemma 3] showing that

W(a) satisfies the desired properties.



Lemma 1. For all j, i, if Aj,i = 0, then W
(a)
i,j = 0.

Furthermore, for any index set G such that |G| ≥ r + 1, the

column span of W
(a)
·,G contains the vector a.

Proof. Suppose Aj,i = 0 for some j, i. Then j ∈ Ii, and by

construction W
(a)
i,j =

(
q
(a)
i

T

| ai

)
F·,j = 0. For any index set

Gk with |Gk| = r + 1, because of the Vandermonde structure

of F we can show that there exists a vector

bk = F−1
·,Gk

(0, . . . , 0, 1)
T
, (2)

and W
(a)
·,Gk

bk =
(
Q(a) | a

)
F·,Gk

F−1
·,Gk

(0, . . . , 0, 1)
T
= a.

A closed form expression for bG when F gener-

ates a Reed-Solomon code is given in Appendix D. In

round t, the main node constructs the decoding matrix

B(t) := (b1,b2, . . . ,bm) ∈ Fn×m for a choice of m different

groups Gk, k ∈ [m]. The decoding matrix is independent of a.

This matrix contains the combining coefficients for all groups

as columns and satisfies W(a)B(t) = [a, . . . , a] ∈ Fp×m.

B. Workers’ Response and Contradicting Groups

Workers’ response: When the main node wishes to

compute Ga, each worker responds with a vector

z
(a)
j = GW

(a)
·,j ∈ Fd. We define the workers’ responses

by the matrix Z(a) = (z
(a)
j ) = GW(a) ∈ Fd×n and

accordingly write Z̃(a) = Z(a) +E, where the error matrix

E := (ej) ∈ Fd×n includes the error terms imposed by each

worker as columns.

We define the encoding matrix used in the initial response

as W = W(1) and let Z = Z(1) be the initial responses of

the workers dictated by W. From Lemma 1, the full gradient

can then be decoded from any group of r + 1 workers2. In

our protocol, we only require the reconstruction of either the

full gradient or the sum of a subset of partial gradients, i.e.,

a ∈ {0, 1}p, from any group Gk of workers.

Remark 1. For a ∈ {0, 1}p, W(a) differs from W only by

setting certain rows of W to be zero rows, corresponding

to the partial gradients which are not asked for. Thus, each

worker j at any stage of the protocol transmits GW
(a)
·,j , which

as a linear combination of gi differs from GW·,j only by

setting some coefficients of the linear combination to 0.

Contradicting groups: Let st be the number of potential

malicious workers present at round t with s1 = s. To decode

the correct full gradient and detect the presence of malicious

workers, the main node creates m = st + 1 groups of

workers, each of cardinality r+1 and that all have r workers

in common. An exhaustive search over all
(

n
r+1

)
groups is

computationally prohibitive. We show that only st +1 groups

constructed using our strategy are enough and show later that

any choice of less than st + 1 groups is insufficient.

2We chose r = n− ρ = n− (s+u) since if r < n− ρ, then there exists
a group selection which does not include any workers which have computed
gi for some i and the full gradient cannot be recovered.

Let j1 . . . , jr+st+1 be any indexing of r + st + 1 non-

eliminated workers. Then we define the groups as

Gk = {j1, . . . , jr} ∪ {jr+k}, k = 1, . . . , st + 1. (3)

From each group k ∈ [st +1], the main node computes the

claimed value of the desired linear combination of the partial

gradients denoted by a group’s response ĝ(k,a), i.e.,

ĝ(k,a) := Z̃(a)bk = Ga+Ebk. (4)

Groups that yield different values of ĝ(k,a) are called contra-

dicting groups. If there are no contradicting groups, Lemma 2

shows that ĝ(k,a) is the desired linear combination of the

partial gradients. In particular, if there were no contradicting

groups at round t = 1, the main node decodes the full gradient

correctly.

Lemma 2. Let st be the number of unidentified malicious

workers and consider st+1 groups constructed as in Eq. (3).

If all st+1 groups yield the same response, it must be correct.

Proof. We only outline the proof idea here and defer the

detailed proof to Appendix B.

Let E be the error matrix, and B(t) be the decoding matrix

for the chosen st+1 groups. We show that the linear system of

equations E·,SB
(t)
S,· = 1d×(st+1) has no solution, with S ⊂ [n]

being the indices of the malicious workers and |S| = st. This

would imply that for any arbitrary set of up to st malicious

workers, the adversary cannot corrupt their responses (by

adding error vectors to their outputs) such that it induces

each group to return the same incorrect full gradient upon

being decoded by the main node. We derive a closed-form

expression for B(t) from Eq. (2) by using the known inverse

of a Vandermonde matrix [29], thus showing no solution exists.

Hence, choosing any st + 1 groups, it is guaranteed that they

cannot yield the same claimed full gradient value for any non-

zero error matrix E·,S .

If there are at least two contradicting groups, the main

node needs to identify one group without malicious workers to

decode the correct full gradient from. To detect which workers

are malicious, the main node chooses two contradicting groups

and plays the elimination tournament (explained next) to detect

at least one malicious worker.

Afterward, the main node decreases st accordingly and

proceeds to the next round t+1. At this round, the main node

forms st+1+1 groups and repeats this process until only u−1
malicious workers remain undetected. The main node can then

decode the full gradient correctly using the error-correction

capability of the designed encoding and decoding matrices,

cf. Lemma 3. Limiting the number of required rounds to

s− (u − 1) shows how the additional redundancy u > 1 can

be leveraged to reduce the communication overhead.

Lemma 3. If and only if there are at most u − 1 unidenti-

fied malicious workers in round t, then the main node can

decode the full gradient without any additional local gradient

computations or communication from the initial responses.



Proof. Note that effectively, the main node tries to decode the

information word (c1, . . . , cr+1) = G
(
Q(1) | 1

)
encoded as

(z1, . . . , zn) by the MDS code generated by F. Let S̄ ⊂ [n] be

the indices of already identified malicious workers in round t.
If there are only u − 1 unidentified malicious workers, i.e.,∣∣S̄

∣∣ = s − (u − 1), then the messages from the remaining

workers Z·,[n]\S̄ can be viewed as a codeword from an MDS

code generated by the matrix F·,[n]\S̄ . This is equivalent to

puncturing the original code generated by F, and yields an

(n−
∣∣S̄

∣∣, r+1) = (n−s+(u−1), n−s−(u−1) MDS code. This

code has minimum distance 2(u−1), and therefore, can correct

the error of the u − 1 unidentified malicious workers. The

converse follows from the symmetrization attack described

in [25].

C. Elimination Tournament to Identify Malicious Workers

During an elimination tournament, the main node runs

matches between two contradicting groups of workers, say Gk1

and Gk2 , to identify at least one malicious worker introducing

errors in its computation. The elimination tournament is a

generalization of the elimination tournament presented in [27].

The tournament aims to find one partial gradient on whose

value at least two workers disagree. This is guaranteed since

the groups are contradicting, i.e., ĝ(k1,a) and ĝ(k2,a) have

different values. By computing this partial gradient locally,

the main node identifies at least one malicious worker.

The main node constructs a full binary tree, called the match

tree labeled by partial gradients. The root node is labeled by

the sum of all partial gradients. Each node has two children:

the first is labeled by the sum over the first half of the parent’s

partial gradients, and the second by the sum over the second

half. Proceeding recursively, each leaf node is labeled by an

individual partial gradient. The contradicting groups claim

different values for the root node. The matches walk on the

tree to reach a contradicting leaf. At every match, the main

node asks the workers of both groups to send a response from

which the main node can decode one of two child nodes of a

parent node whose label is known. This is always possible by

Remark 1. Further, we do not need the workers or main node

to compute a new encoding matrix from scratch at any stage

of the match tree. The main node can also infer the groups’

claims for the other child node. The two groups must disagree

on one of these nodes. Proceeding recursively, the main node

can always reach a leaf node where the groups differ. The

main node computes the value of the leaf locally and detects

which workers are behaving maliciously.

Lemma 4. Given two groups of workers Gk1 and Gk2 with

ĝ(k1,1) 6= ĝ(k2,1) an elimination match always reaches a leaf

of the match tree, for which not all workers claim the same

label. Accordingly, the main node can identify at least one

malicious worker after each local computation.

IV. ANALYSIS AND DISCUSSION

In the following, we show that our proposed grouping strat-

egy is optimal (in terms of the number of group comparisons)

and discuss the figures of merit of our scheme.

A. Optimality of the Grouping Strategy

Theorem 2. Consider an s-BGC scheme with ρ = s+u with

1 ≤ u ≤ s + 1. For every selection of m ≤ st groups of

workers, each of size at least n − (s + u) + 1, it is possible

that all the groups return an identical erroneous response.

Proof. Since the main node is unaware of the malicious

workers’ identities, the worst-case group selection results in

each group having at least one malicious worker. It is then

sufficient to show that given B as defined above, there exists a

non-zero error matrix E with at most s non-zero columns such

that EB = 1 ∈ Fd×s (the situation in which all groups return

an identical corrupted response, see Eq. (4)). For simplicity,

we consider d = 1 and drop superscripts t and a. The

generalization to an arbitrary value of d is straightforward.

Observe the rank of B is at most s. Since ZB = g1 ∈ F1×s,

the all-one vector must be in the row span of B. Since only

at most s rows of B can be linearly independent, there exists

a set of s rows of B whose span contains the all-one vector.

Hence, there exists a non-zero matrix E with at most s non-

zero columns such that EB = g1 ∈ F1×s.

From the above theorem, we see that our proposed grouping

strategy is optimal in terms of the number of groups (s+ 1)

that we formed for group comparisons.

B. Figures of Merit

Recall that as long as the main node does not compute all

partial gradients locally, i.e., c < p, the replication factor of

any s-BGC scheme is lower-bounded as ρ ≥ s+1. Moreover,

if c = 0, then the replication factor of any s-BGC scheme is

lower-bounded as ρ ≥ 2s+1 [25]. Conversely, if ρ ≥ 2s+ 1,

then c = κ = 0 is achievable using error-correcting codes,

which is also reflected in our scheme. For s+ 1 ≤ ρ ≤ 2s+ 1,

the scheme’s capabilities are summarized in Theorem 1.

Our analysis disregards the communication cost from the

main node to the workers. The amount of information commu-

nicated from the main node to the workers is negligible since,

at each match of an elimination tournament, the main node

communicates only one bit, indicating the descent direction in

the match tree. Similar to the fractional repetition scheme and

the fractional repetition scheme in [27], the resulting commu-

nication overhead in the presented scheme is logarithmic in

the number of partial gradients p, which is (practically) much

larger than the number of workers. We remark that for u = 1,

the fractional repetition scheme is a special case of the scheme

presented in this paper where the group size is 1. For u > 1,

the number of local computations required by the presented

scheme is higher than the fractional repetition scheme. In turn,

the presented scheme applies to a much larger class of data

assignments, namely the set of regular data assignments Rρ .

An open question is whether the number of local computations

can be reduced similarly for all regular data assignments.

Future research includes the analysis of fundamental limits

for general data assignments, improvements (if possible) of the

local computation load by leveraging additional redundancy,

and the search for other efficient s-BGC schemes.
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APPENDIX

A. Proof of Theorem 1

By its construction in Section III, the scheme is guaranteed

to eliminate at least 1 malicious worker per round. Therefore,

it terminates after a finite number of rounds. If the main

node still finds contradicting groups, it outputs the correct

full gradient g by decoding over an error-correcting code,

cf. Lemma 3. Otherwise, the main node finds the correct full

gradient directly from the groups’ responses, cf. Lemma 2.

Hence, the presented scheme is a valid s-BGC scheme.

A local computation is only run once per round when the

main node finds two contradicting groups (without any local

computations). As long as st > 0, our grouping strategy

is guaranteed to find two contradicting groups. Given two

contradicting groups, the elimination tournament always finds

contradicting claimed values for one partial gradient. Since this

procedure identifies one malicious worker in each round, after

s + 1 − u rounds, the correct full gradient can be obtained

without any more local gradient computations according to

Lemma 3. Thus, at most c ≤ s+ 1− u.

Finally, we bound the communication overhead, which is

due to the elimination tournament played in each round. Hav-

ing identified two contradicting groups with group responses

ĝ(k1,1) 6= ĝ(k2,1), the main node can run the elimination

tournament only on a single coordinate for which the group

responses differ. Thus, at each level of the match tree, each

competing worker transmits one symbol from F. The number

of competing workers is |Gk1 ∪ Gk2 | = r + 2. The number of

levels corresponds to the height of the match tree (excluding

the root node), which is ⌈log2(p)⌉. So (r + 2)⌈log2(p)⌉
symbols are transmitted from the workers to the main node

each round. Since there are at most s+1−u rounds, we have

κ ≤ (r + 2)(s+ 1− u)⌈log2(p)⌉.

B. Proof of Lemma 2

Assume the presence of at most s malicious workers.

Consider a selection of st+1 groups as in the grouping scheme

in Eq. (3). For simplicity, we drop the round index t in the

sequel. For the sake of presentation, we prove the statement for

scalar partial gradients gi, i.e., d = 1. For d > 1, the same line

of arguments applies for each of the d gradient dimensions,

and the proof generalizes straightforwardly.

Denote the index set of all malicious workers (this set is

unknown to the main node) as E . According to Eq. (4), the

main node obtains the response

ĝ(k,1) = G1+Ebk = g+Ebk

from the initial response of group Gk, k ∈ [s+1]. Thus, each

group’s response is decoded as the correct full gradient plus

an error term. To prove the lemma, it suffices to show that the

error terms from at least two groups differ or that all groups’

error terms are zero. If all the error terms are zero, the main

node immediately obtains the correct full gradient. Therefore,

we suppose there is a non-zero error term for the remainder

of the proof.

We jointly write all groups’ error terms using the decoding

matrix3 B as (Eb1, . . . ,Ebs+1) = EB = E·,EBE,·. Showing

that at least two error terms differ is now equivalent to showing

that the equation system given by E·,EBE,· = λ11×(s+1) is

inconsistent (has no solution) for any choice of E , where λ is

some non-zero scalar. For ease of presentation, we work with

BT and ET (so the columns of BT correspond to the workers

and the rows of ET correspond to the respective errors they

induce). Thus, we consider the transposed system of equations

BT

E,·E
T

·,E = λ1(s+1)×1.4 Showing that this system of linear

equations is inconsistent is equivalent to showing that there

exists a pivot in the last column of the echelon form of the

augmented matrix (refer Appendix C or [30]).

Now consider the (s + 1) × (s + 1) augmented matrix

(BT

E,· | 1(s+1)×1) and show that it contains a pivot in the

last column through row and column operations. Out of the

s malicious workers, assume k are in the root group R =
{j1, . . . , jr}, cf. Eq. (3). Denote these workers E1, E2, ...., Ek

and the remaining s−k workers as Ek+1, ..., Es. Observe that

the column of BT corresponding to worker Ei, i > k (who

is not in the root group) will only contain one non-zero entry

corresponding to the group the respective worker is in. Thus,

we can rearrange the columns of (BT

E,· | 1(s+1)×1) so that the

first s − k columns correspond to malicious workers not in

the root group. Then, we can rearrange the first s − k rows

in a way such that the submatrix of (BT

E,· | 1(s+1)×1) given

by the first s− k rows and columns is a diagonal matrix, and

the submatrix of (BT

E,· | 1(s+1)×1) given by the last k + 1
rows and first s− k columns is a zero matrix. Swapping rows

and columns rearranges the equations and does not change the

equation system. Without loss of generality, assume that the

last k columns of the rearranged BT

E,· correspond to workers

E1, E2, ...., Ek and the first s− k columns of the rearranged

BT

E,· correspond to workers Ek+1, Ek+2, ...., Es. Now, to show

a pivot in the last column of the augmented matrix exists, it

suffices to show that the determinant of the submatrix of the

rearranged (BT

E,· | 1(s+1)×1) given by the last k + 1 rows

and columns is non-zero (since this would imply that there

exists a set of row operations which would change this sub-

matrix to the identity matrix). Next, we find the entries of this

determinant. We already know the entries in the last column

by definition.

To find the remaining entries, we explicitly determine bk.

Recall that bk is given by the last column of F−1
·,Gk

. Notice

that due to the Vandermonde structure of F, each worker j is

associated with a distinct evaluation point ωj ∈ F. The closed-

form expression for the inverse of a Vandermonde matrix is

known and given in [29]. Hence, for a group Gk of r + 1
workers, we find the entry of bk corresponding to worker

j ∈ Gk, which is given by
(∏

ℓ∈Gk\{j}
(ωj − ωℓ)

)−1

. Refer

to Appendix D for the detailed derivation.

3Although defined as a matrix in general, E denotes a vector here since
we assume d = 1. We abuse notation here for the sake of clarity.

4Note that BT

E,·
refers to, first, restricting the matrix B to the rows indexed

by E , and afterwards, transposing the restricted matrix.






1
ωE1−ωjr+(s−k+1)

1
ωE2−ωjr+(s−k+1)

. . . 1
ωEk

−ωjr+(s−k+1)

1
1

ωE1−ωjr+(s−k+2)

1
ωE2−ωjr+(s−k+2)

. . . 1
ωEk

−ωjr+(s−k+2)

1

...
...

. . .
...

...
1

ωE1−ωjr+(s+1)

1
ωE2−ωjr+(s+1)

. . . 1
ωEk

−ωjr+(s+1)

1




(5)

Now consider the column of (BT

E,· | 1(s+1)×1) (in the

rearranged form we just obtained) corresponding to worker

Ei (i ≤ k). All entries in this column have the common

non-zero factor
(∏

ℓ∈R\{Ei}
(ωEi

− ωℓ)
)−1

. Therefore, the

determinant of the lower-right (k+1)×(k+1) submatrix of the

rearranged (BT

E,· | 1(s+1)×1) is non-zero iff the determinant

of the matrix in Eq. (5) is non-zero. In Eq. (5), we denote by

ωjr+k
the evaluation point corresponding to the worker jr+k of

Gk that is not in the root group, cf. Eq. (3). The determinant of

this matrix resembles the determinant of a Cauchy matrix (if

the last column were removed, it would be a Cauchy matrix).

The determinant of a Cauchy matrix is stated in [31]; the above

(Cauchy-like) determinant can be shown to be similar and non-

zero by row and column reduction. Refer to Appendix E for

the proof.

C. Pivot Analysis of a System of Linear Equations

For a full description of pivot analysis, refer to [30]. Here,

only the part on pivot analysis used in this work is replicated

from [30] for the reader’s convenience.

Lemma 5. In a system of linear equations Ax = b, the system

is inconsistent (has no solution) if and only if the echelon form

of the augmented matrix (A | b) has a pivot in the last column.

Proof. The backward direction is trivial since it would imply

that there exists an equation consistent with the given set of

equations such that 0Tx = 1. For the forward direction, if we

cannot obtain a row (0, 0, . . . , 0 | 1) in the augmented matrix,

we can just read off the solution from the row-reduced echelon

form of the augmented matrix.

D. Determining the Combining Vector b

Recall that each of the n workers is associated with a

distinct element ωj ∈ F.

Lemma 6. Consider an index set U of size r + 1 where

r = n − (s + u). With bk given as in Lemma 1, the

j-th entry of bk (corresponding to worker j) is given by(∏
ℓ∈Gk\{j}

(ωj − ωℓ)
)−1

.

Proof. Given a Vandermonde matrix

V =




1 x1 x2
1 . . . xn−1

1

1 x2 x2
2 . . . xn−1

2
...

...
...

. . .
...

1 xn x2
n . . . xn−1

n


 .

From [29], its inverse can be given by

v−1
i,j =

(−1)n−ien−i({x1, x2, ..., xn}\{xj})∏n
m=1,m 6=j(xj − xm)

,

where

em({y1, ..., yk}) =
∑

1≤j1<...<jm≤k

yj1 ...yjm for m = 0, 1, 2, ..., k.

Observe that the last row of the inverse of V can be given as

v−1
n,j =

1∏n
m=1,m 6=j(xj − xm)

Recall the definition of bk from Eq. (2), which is the

last column of F−1
·,Gk

. Using this, and the fact that for any

matrix Z, (Z−1)T = (ZT)−1 (inferring that the last column

of the inverse of a matrix is the last row of the inverse of the

transposed matrix), we obtain the result.

E. Determinant of Cauchy-like Matrix

Lemma 7. Any determinant of the form

∣∣∣∣∣∣∣∣∣

1
ζ1−δ1

1
ζ2−δ1

. . . 1
ζk−δ1

1
1

ζ1−δ2

1
ζ2−δ2

. . . 1
ζk−δ2

1
...

...
. . .

...
...

1
ζ1−δk+1

1
ζ2−δk+1

. . . 1
ζk−δk+1

1

∣∣∣∣∣∣∣∣∣

where ζ1, ζ2, . . . , ζk, δ1, δ2, . . . , δk+1 are distinct elements

of any field and 1 being the multiplicative identity, is non-

zero.

Proof. We use the following row and column reduction pro-

cedure (let aij denote the entry in the i-th and j-th column):

1) Take out −1 from the first k columns. Now subtract the

first column from all the other columns except the last.

We now obtain:

• For 2 ≤ j ≤ k:

aij =
1

δi − ζj
−

1

δi − ζ1

=
ζj − ζ1

(δi − ζj)(δi − ζ1)

• and

ai,k+1 = 1−
1

δi − ζ1

=
δi − ζ1 − 1

δi − ζ1

• From columns 2 to k we can extract ζj − ζ1 and we

can extract 1
δi−ζ1

from each row.



The determinant is now of form:∣∣∣∣∣∣∣∣∣

1 1
δ1−ζ2

. . . 1
δ1−ζk

δ1 − ζ1 − 1

1 1
δ2−ζ2

. . . 1
δ2−ζk

δ2 − ζ1 − 1
...

...
. . .

...
...

1 1
δk+1−ζ2

. . . 1
δk+1−ζk

δk+1 − ζ1 − 1

∣∣∣∣∣∣∣∣∣

Observe that the multi-linearity of the determinant further

allows us to remove the −1 from the last column.

2) Subtract row 1 from all other rows. We obtain:

• a1,j = 0
• ai,k+1 = δi − δ1
• For i ≥ 2 and 2 ≤ j ≤ k

aij =
1

δi − ζj
−

1

δ1 − ζj

=
δ1 − δi

(δi − ζj)(δ1 − ζj)

• Now extract δ1 − δi from all the rows except the first,
1

δ1−ζj
from columns 2 to k and finally extract −1 from

the last column.

The determinant is now of form:∣∣∣∣∣∣∣∣∣∣∣

1 1 1 . . . 1 δ1 − ζ1 − 1
0 1

δ2−ζ2

1
δ2−ζ3

. . . 1
δ2−ζk

1

0 1
δ3−ζ2

1
δ3−ζ3

. . . 1
δ3−ζk

1
...

...
...

. . .
...

...

0 1
δk+1−ζ2

1
δk+1−ζ3

. . . 1
δk+1−ζk

1

∣∣∣∣∣∣∣∣∣∣∣

3) Expanding the determinant along the first column, we

obtain: ∣∣∣∣∣∣∣∣∣

1
δ2−ζ2

1
δ2−ζ3

. . . 1
δ2−ζk

1
1

δ3−ζ2

1
δ3−ζ3

. . . 1
δ3−ζk

1
...

...
. . .

...
...

1
δk+1−ζ2

1
δk+1−ζ3

. . . 1
δk+1−ζk

1

∣∣∣∣∣∣∣∣∣

4) We see the determinant is of identical form to what we

started with. Hence, repeating the above steps, we finally

obtain: ∣∣∣∣∣
1

δk−ζk
1

1
δk+1−ζk

1

∣∣∣∣∣

5) If the above determinant was zero, then δk = δk+1, which

is a contradiction as they are two distinct elements. Thus,

the determinant is non-zero.

F. Proof of Lemma 4

During a match, the main node obtains values for labels

for all nodes along a path from the root to a leaf from two

competing groups Gk1 ,Gk2 . This is possible due to Remark 1

since both groups contain r+1 workers. Each worker encodes

the computed partial gradients according to the requested

partial sum into z
(a)
j . The main node obtains the claimed

partial sums as Z
(a)
Gk1

bk1 and Z
(a)
Gk2

bk2 . If these values differ,

there must be a child node for which the labels differ. If the

groups agree on the left child node, they must differ on the

right child node and vice versa. Observe that by knowing the

label of one of the child nodes, the main node can infer the

label of the other child node since the parent node’s label

is known. The tournament then advances to one of the child

nodes in the match tree, again decoding the claimed labels.

Since the two groups disagree on the root node, we see by

induction that there is a path from the root to the leaf such

that the groups disagree on all the labels in this path and,

thus, on the leaf. By Remark 1, we see that each worker has

committed to a claimed value of the single partial gradient

corresponding to this leaf since when the main node requests

a single partial gradient from a group, each worker is requested

only to send their own claimed value for that gradient. This

claimed value is zero if the worker is not assigned the

partial gradient to compute. The main server finally obtains

a contradicting partial gradient gi corresponding to this leaf

node from all workers in Gk1 and Gk2 that have computed this

partial gradient and locally computes gi.
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