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Abstract—This paper addresses the challenge of achieving
security in semantic communication (SemCom) over a wiretap
channel, where a legitimate receiver coexists with an eavesdrop-
per experiencing a poorer channel condition. Despite previous
efforts to secure SemCom against eavesdroppers, guarantee of
approximately zero information leakage remains an open issue.
In this work, we propose a secure digital semantic communication
(SemCom) approach based on superposition codes, aiming to
provide quantifiable and controllable security for digital Sem-
Com systems. The proposed method employs a double-layered
constellation map, where semantic information is associated with
satellite constellation points and cloud center constellation points
are randomly selected. By carefully allocating power between
these two layers of constellation, we ensure that the symbol error
probability (SEP) of the eavesdropper decoding satellite con-
stellation points is nearly equivalent to random guessing, while
maintaining a low SEP for the legitimate receiver to successfully
decode the semantic information. Simulation results demonstrate
that the Peak Signal-to-Noise Ratio (PSNR) and Mean Squared
Error (MSE) of the eavesdropper’s reconstructed data, under the
proposed method, can range from decoding Gaussian-distributed
random noise to approaching the variance of the data. This
validates the effectiveness of our method in nearly achieving
the experimental upper bound of security for digital SemCom
systems when both eavesdroppers and legitimate users utilize
identical decoding schemes. Furthermore, the proposed method
consistently outperforms benchmark techniques, showcasing su-
perior data security and robustness against eavesdropping.

Index Terms—Digital semantic communications, superposition
code, wiretap channel, upper bound of security.

I. INTRODUCTION

Semantic communication (SemCom) [1], [2], emerging as a
novel communication paradigm, has received significant atten-
tion in recent years due to its capability to facilitate efficient
transmission for data-intensive applications. This innovative
approach focuses on extraction and transmission of essential
information, referred to as semantic information [3], crucial
for data reconstruction or task execution, while discarding
irrelevant details. Consequently, SemCom stands out as a
bandwidth-efficient communication paradigm that enhances
the transmission efficiency of communication systems and
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improves the quality of intelligent information services. Deep
learning (DL) techniques, proven highly effective in various
domains [4], [5], play a pivotal role in SemCom systems by
leveraging neural networks (NNs) to perform joint source and
channel coding (Deep JSCC) [6] on the source data. This inte-
gration of DL enables SemCom systems to achieve excellent
performance in transmitting various types of information, such
as text [7], [8], speech [9], [10], image [11]-[13], video [14],
and multimodal data [15].

The progress in SemCom also raises concerns regarding
security and privacy [16], [17]. Erdemir et al. [18] proposed
a secure SemCom system designed for wiretap channels.
This approach utilized a variational autoencoder (VAE)-based
NN architecture and incorporated a specially designed loss
function for end-to-end training, striking a balance between
minimizing information leakage to potential eavesdropper and
maintaining low distortion at the legitimate receiver. In a
related work, Marchioro et al. [19] developed a data-driven
secure SemCom scheme leveraging an generative adversarial
training method by treating the eavesdropper as an adversary
and penalizing the information leakage. Note that both works
assume knowledge of the eavesdropper’s network to assist in
training the legitimate user’s network. Specifically, it is as-
sumed that the legitimate user can minimize the correlation be-
tween the eavesdropper’s output and the classification label to
prevent information leakage. However, this assumption may be
impractical in real-world scenarios, as eavesdroppers typically
do not collaborate with legitimate users. Moreover, treating
information leakage as a penalty in the training process, rather
than strictly constraining it, does not fundamentally secure the
SemCom system.

Different from the aformentioned schemes, Tung et al.
[20] utilized a conventional public key cryptographic scheme
proposed in [21] to encrypt the signals to be transmitted, thus
protecting the proposed deep JSCC scheme for wireless image
transmission against eavesdroppers. Notably, this approach al-
leviates the assumption of knowing the eavesdropper’s model.
However, it still falls short of ensuring the security of SemCom
systems due to its vulnerability to quantum computing attacks
[22], [23] and traditional attack methods, including related-
key attacks [24]. Furthermore, similar to the aforementioned
works, it focuses on analog SemCom systems, posing chal-
lenges for deployment in the current wireless communication
systems, as the majority of practical communication systems
rely on digital communication.



To address these challenges, this paper explores an approach
to nearly achieving zero information leakage for DL-based
digital SemCom systems over a wiretap channel [25] with
additive Gaussian white noise (AWGN). Similarly, the con-
sidered system consists of a transmitter referred to as Alice, a
legitimate receiver called Bob, and an eavesdropper called Eve.
Alice aims to transmit the semantic information extracted from
source data X to Bob over an AWGN channel. However, Eve
can wiretap the transmitted data and attempt to reconstruct the
source data over another AWGN channel with worse channel
condition, i.e., larger noise. The objective of this paper is to
minimize the distortion in reconstructing X at Bob end while
ensuring that the information leakage to Eve approaches zero.

However, developing such a secure approach faces two main
challenges. The signals sent by Alice contain semantically
significant information extracted by NN-based encoders for
the purpose of source reconstruction. This information can
be captured by Eve over wiretap channel, enabling partial
recovery of the source data. Additionally, traditional capacity-
achieving coding schemes for Gaussian wiretap channel [26]
utilize a superposition code with two layers, employing a code-
book derived through a complex two-step random codebook
generation process. The intricate nature of this process makes
it difficult for NN-based encoders to learn.

Inspired by the traditional coding scheme, we propose a
superposition code based secure digital SemCom approach, in-
volving three main steps. Firstly, we impose two constellation
maps in digital modulation [27] to implement the superposition
code. For instance, by overlaying the constellation map of
4-Quadrature Amplitude Modulation (4-QAM) modulation
onto another 4-QAM constellation map, we create a 16-
QAM constellation map. The symbol sequence of the inner
constellation map is considered the cloud center codeword of
the superposition code, while that of the outer constellation
map is the satellite codeword. Secondly, we modulate the
extracted semantic information onto the outer constellation
map and randomly generate symbols for the inner constellation
map. This randomly generated inner constellation point is
inspired by the classic coding scheme in the wiretap channel
and serves as a random key for encrypting the semantic
information. Last, we dynamically adjust the power allocation
between the inner and outer constellation maps based on
the symbol error probability (SEP) of both the legitimate
receiver and the eavesdropper. The optimal power allocation is
determined by minimizing the SEP of the legitimate receiver
while maintaining a constraint on the SEP of the eavesdropper.
The numerical results demonstrate that the proposed method
reduces the mutual information between the eavesdropper’s re-
constructed data and the source data to nearly zero when both
eavesdroppers and legitimate users utilize identical decoding
schemes, thereby ensuring approximately zero information
leakage. This is achieved even under high compression ratios,
providing a strong guarantee of security. In addition, we
achieve controllable and quantifiable security by adjusting the
SEP constraints imposed on eavesdroppers.

The rest of the paper is structured as follows. Section
IT provides a brief overview of related work in our study.
Section III outlines our problem setup and system design.

Section IV details our constellation map design and the power
allocation scheme. Section V covers the experimental setup
and performance evaluation. Lastly, Section VI concludes the
paper.

Notation: R™™ ™ represent set of real matrices of size
n X m. || - ||2 denotes the [2-norm of a given variable.
X ~CN (p,0%) I x ~ N (u,0?) means variable x follows a
circularly-symmetric complex Gaussian distribution / Gaussian

distribution with mean p and variance 2.

II. RELATED WORKS

In this section, we review the related works on security and
privacy protection aspects of SemCom. This allows readers
to develop a comprehensive understanding of the field and
reflects the distinctiveness of our work.

Regarding security of SemCom systems, Sagduyu et al. [?]
delved into the multi-domain security challenges associated
SemCom. Employing adversarial learning, they introduced
subtle perturbations to input images, disrupting the semantic
decoder’s input at the receiver. Through a multi-domain attack,
they altered the semantics of transmitted information in the
SemCom system, highlighting the risks posed by multi-domain
adversarial attacks on semantic delivery and emphasizing the
necessity for defense mechanisms. Du et al. [28] investi-
gated wireless communication security in Semantic Internet-
of-Things (SIoT) and proposed novel security performance in-
dicators applied to SIoT, with a focus on semantic information
transmission. From the perspective of semantic information
security, they analyzed and compared some classical security
techniques and reviewed some attack methods and defense
methods. Lin et al. [29] proposed a blockchain-aided secure
SemCom framework. Through adversarial training, the system
gained the ability to distinguish adversarial semantic data from
authentic data, thereby preventing semantic attacks resulting
from data mutations. In a comprehensive overview, Yang et
al. [30] explored various security techniques in SemCom, en-
compassing information bottleneck security, covert SemCom,
and physical layer security. Furthermore, they scrutinized the
vulnerabilities of semantic machine learning, identified known
threats, and proposed potential countermeasures against them.

Regarding the privacy protection of SemCom, Luo et al.
[31] introduced an encrypted SemCom system addressing
the privacy leakage risk associated with sharing background
knowledge. The proposed system shares its training database
and ensures privacy protection through key encryption. No-
tably, they devised an adversarial encryption training scheme
to maintain the system’s transmission performance with or
without encryption. Zhao et al. [32] proposed a SemCom
framework combining online inference with offline training.
The proposed distributed learning strategy for codec training
makes it computationally impossible for attackers to imple-
ment gradient leakage attacks. Additionally, they leveraged
modality-aware semantic associations to achieve personalized
codec deployment, striking an effective balance between pri-
vacy protection and data utilization in SemCom. In another ini-
tiative, Wang et al. [33] proposed a privacy protection scheme
for SemCom grounded in the information bottleneck theory
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Fig. 1: The framework of the proposed secure digital SemCom system.

and adversarial learning to defend against model inversion
attacks. They extracted semantic information from the source
data based on the information bottleneck metric, which is esti-
mated by a variational upper bound on the mutual information.
Additionally, they introduced an adversarial training strategy
preserving privacy by minimizing the attacker’s reconstruction
performance.

III. PROBLEM SETUP AND SYSTEM DESIGN
A. Problem Setup

We consider a digital SemCom system for wireless image
transmission over a wiretap channel with AWGN. In this
system, a transmitter wants to reliably transmit a source image
to a receiver. There also exists a eavesdropper attempting to
recover the source image by capturing the noisy transmitted
symbols. Fig. 1 shows the framework of our proposed secure
digital SemCom system.

We denote the source image to transmit by X, the legiti-
mate sender by Alice, the legitimate receiver (also called the
legitimate user in this paper) by Bob, and the eavesdropper
by Eve, as shown in Fig. 1. Alice uses a semantic encoder to
extract the semantic information U; from X, denoted by

Ul == fse (X, ese) 5 (1)

where fs. represents the NN-based semantic encoder, and 6°°
refers to the learnable parameters of fi..

Semantic information U is then input into a NN-based 4-
QAM modulator to generate the outer constellation sequence
Y1, denoted by

Y1 = fmod (Ur; ™), 2)

where fioq represents the 4-QAM modulator, and 6™°¢
refers to the learnable parameters of f,,4. We then randomly

generate another 4-QAM constellation sequence with the same
length as Y; as the inner constellation sequence Yy. We
note that Yo does not carry any valid information. Here, we
consider 4-QAM modulation for both the outer and inner
constellation for simplicity. However, we note that it can be
easily extended to other modulation schemes.

We then scale and combine these two 4-QAM constellation
sequences to form a 16-QAM constellation sequence Y, which
is transmitted over a wiretap channel with AWGN. The
superposition operation is controlled by a power allocation
coefficient (PAC) a € (0,0.5), denoted by

Y:\/a'Y1+\/17(L'Y2. (3)

Y is transmitted over the AWGN channel to Bob, who receives
a noisy constellation sequence

Z, =Y +ny, “4)

where n; ~ CN(0,0%) denotes the independent and iden-
tically distributed complex Gaussian noise with a mean of 0
and a variance of o?. Eve eavesdrops through her own AWGN
channel and receives another noisy constellation sequence

Z; =Y +ny, (&)

where ny ~ CN (0, 03). Since the channel signal-to-noise ratio
(SNR) of the legitimate user is usually higher than that of the
eavesdropper’s receiver, we assume o; < o03. The channel
SNR between Alice and the legitimate user is given by

SNRjeg = 10log; <P) (dB), (6)

2
07

and the channel SNR between Alice and the eavesdropper by

SNReve = 1010g,0 (P ) (dB). ™

2
03



Both Bob and Eve share the common objective of recovering
the source image. Their primary goal is to decode the outer
constellation sequence, as the inner constellation sequence
contains no valid information. Therefore, before being fed
into the semantic decoder, both Bob and Eve try to recover
the outer constellation sequence from Z; and Zs. Specifically,
denote the coordinates of a received constellation point by
(z,y), we have

(Jj— kTavy_ %>7x207y>0
(x—i— ey — 1*7“>7x<0,y>0
(,9) = , (8)
1 1
T — /55y + %“),xzo,y<0
(x+w%#w+ %?»x<&y<0

where (Z,7) is the recovered outer constellation point from
(z,y). Applying this to every point in Z; and Zs, we then
obtain the recovered outer constellation sequences at Bob and
Eve, denoted by Z, and Z.

For the legitimate user, its semantic decoder performs image
recovery based on Z,, denoted by

X1 = fua (Z1;65%), )

where X; represents the recovered image by the legitimate
user, and fyq represents the semantic decoder of the legitimate
user. Similarly, for the eavesdropper, we have

XQ = Gsd (22; BSd) ,

where X, represents the recovered image by the eavesdropper,
and gsq represents the semantic decoder of the eavesdropper.

We utilize the peak signal-to-noise ratio (PSNR) as a metric
to evaluate the image recovery quality of the users. PSNR is
defined by the formula:

(10)

MAX?
MSE(X,X)
Here, M AX represents the maximum pixel value within the

source image, which is 255 for a 24-bit RGB image. The
MSE is calculated as:

PSNR(X,X) = 10log;, < > (dB). (11

MSE(X,X) = |IX - X][3. (12)

The proposed system aims to ensure that privacy leakage to
eavesdroppers meets a given constraint (to be discussed later)
while maximizing the PSNR performance for legitimate users.

B. Proposed SemCom System

Our system can be divided into five parts, including se-
mantic encoder, 4-QAM modulator, inner constellation se-
quence generation, superposition constellation map design,
and semantic decoder. The semantic encoder extracts the
semantic information, which is then modulated by the 4-
QAM modulator into the outer constellation sequence. The
inner constellation sequence is generated randomly. Then we
generate a superposition constellation sequence combining
outer and inner constellation sequences in order to prevent
information leakage to the eavesdropper. This part will be

discussed in detail in section IV. The semantic decoder at the
receiver decodes the received signals to generate the recovered
image. We describe each part of our system in detail in the
following.

1) Semantic Encoder and 4-QAM Modulator: The network
structure of the semantic encoder is shown in Fig. 2. The
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Fig. 2: The structure of the semantic encoder.

semantic encoder is used to extract information from the
source image X € RP*XWX3 that is relevant to the image
recovery task, i.e., the semantic information U;. Here H
and W are the height and width of the source image X,
respectively. The last dimension of X corresponds to the RGB
channels. The semantic encoder consists of one convolutional
layer and six residual blocks as shown in Fig. 2. The number
Skernel X Skernel X Cout below each convolutional layer or
residual block represents its configuration, where Cj, is the
number of output channels, and Syeme is the kernel size. We
note that for the residual block, Skernel 18 the kernel size of
the convolutional layer on the main path. 2 | means down-
sampling with a stride of 2. These residual blocks perform
feature extraction and down-sampling of the source image
X such that U; € R%X%“M, where M is a variable that
controls the length of Uj.

The structure of the residual block with and without down-
sampling is shown in Fig. 3 and Fig. 4, respectively. If the

Conv Layer Conv Layer
Input — 3X3xC(2)) — 233G — Add — Output
Conv Layer
1x1xC(2])

Fig. 3: The structure of the residual block with down-sampling.

Conv Layer
3x3xC

Conv Layer
3x3xC

Input —

— Add — Output

Fig. 4: The structure of the residual block without down-
sampling.

residual block is of the down-sampling type, the input feature
maps pass through two convolutional layers and one convolu-
tional layer respectively. Otherwise, the separate convolutional
layer is replaced by shortcut connection. The outputs of these
two paths are then added together to form the output of a
residual block.



Since our system is a digital SemCom system, directly map-
ping analog symbols U; onto discrete 4-QAM constellations
would result in a non-differentiability issue. To address this,
we adopt the NN-based probabilistic modulator proposed in
[27] along with a differentiable sampling technique to process
U;. These two parts make up our 4-QAM modulator, and
the network structure is shown in Fig. 5. In the proposed

Gumbel-
U, —> Vectorization —» 7O lemer — softmax — Y
1 (MHW/32)x4M ; 1
Sampling

Fig. 5: The structure of the 4-QAM modulator.

4-QAM modulator, U; € R& X% x2M g first vectorized to
U; € RazMHEWX1 Then, a NN-based probabilistic modulator,
consisting of one fully connected layer, maps U; into a
sequence of probability distributions (p®!, p2,p®, p™*) with
each element corresponding to the probability of choosing
the constellation symbols (1 + 15,1 — 15, -1+ 15, —1 — 15),
respectively, where ¢ = 1, ..., M. Here 3—12M HW x 4M below
the fully connected layer represents its configuration, where
25 M HW is the number of input neurons, and 4 is the num-
ber of output neurons. Then, based on this probability distri-
bution, the constellation symbols are sampled using Gumbel-
softmax method [34], which prevents the non-differentiability
problem during sampling. Following this process, we modulate
the semantic information U; into a 4-QAM constellation
sequence Y; € RMx1 serving as our outer constellation
sequence.

2) The Inner Constellation Sequence and Superposition
Constellation Map: The inner constellation sequence, denoted
as Yo € RM>*1 js generated randomly. For each symbol
within the inner constellation sequence, we select a constella-
tion symbol from the set (1 + 15,1 —1j,—1+41j,—1 — 15)
with equal probability. The length of Yo matches that of Y.
The design details of the superposition constellation map will
be delineated in Section IV. Specifically, our proposed security
approach based on superposition modulation is quite differ-
ent from the traditional approach [35] [36]. The traditional
superposition code scheme employs channel coding, where
the information is associated with the codeword randomly
and does not require a specific mapping method. In contrast,
our proposed scheme utilizes joint source and channel coding,
which necessitates designing the entire process of associating
the source signal with the codeword. Moreover, designing
a deep learning based superposition code scheme in this
context is challenging due to the non-differentiability of digital
modulation. In this paper, we address this problem by learning
the probability distribution of the outer constellation sequence.

3) Semantic Decoder: We assume that the eavesdropper
copies the network structure of the semantic decoder of the
legitimate user to use as her own in order to steal the source
image, which is a standard assumption in the study of secure
SemCom. Therefore, the structure of the semantic decoder of
the eavesdropper is the same with that of the legitimate user.
The semantic decoder generates the recovered image X based
on the received semantic information Z. The network structure
of the semantic decoder is shown in Fig. 6, which consists

=3 Conv Layer Residual Block Depth To -
VA 1x1x256 3x3x256 X4 Space (4)
Conv Layer Residual Block Depth To J—
" | ixixizs ~ | axaddzs | X2 77| Sspace(d
Conv Layer O
1x1x3 X

Fig. 6: The structure of the semantic decoder.

of three convolutional layers, six residual blocks and two
depth to space modules. The depth to space module performs
up-sampling, allowing the semantic decoder to recover the
source image. The number shown in depth to space box
represents its configuration. If it is ¢, the number of the
feature maps is reduced by a factor of 29 and the height and
width of the feature maps are increased by a factor of ¢g. The
output of the semantic decoder is the recovered source image
X c RHXWx3,

C. Training Strategy

We introduce a two-stage training strategy to train our
proposed secure digital SemCom system in this section. Unlike
other studies, we do not consider preventing the eavesdropper
from being able to recover the source data as an optimization
goal during the training of the legitimate encoder-decoder pair
(the legitimate network), due to the fact that the eavesdropper
usually does not cooperate with the legitimate user during the
training phase.

In the first training stage, we train only the legitimate se-
mantic encoder-decoder pair, including the 4-QAM modulator.
The loss function of the first training stage can be written as

L1 = MSE(X, X)), (13)

where M SE is the mean square error (MSE) function which
measures the quality of the recovered image. Note that we do
not consider the eavesdropper’s network in this stage.

In the second training stage, we train only the semantic
decoder of the eavesdropper. We assume that the training data
that the eavesdropper has are the noisy transmitted signal Y,
and the ground truth X. This is the strongest setting for the
eavesdropper. The loss function of the second training stage
is

Ly = MSE(X,Xs), (14)

in order for the eavesdropper to optimize its semantic encoder.

IV. CONSTELLATION MAP DESIGN

As aforementioned, the outer and inner 4-QAM constella-
tion sequences, Y; and Yo, are superposed to form a 16-QAM
constellation sequence Y = /a-Y; ++/1 — a- Yz controlled
by a power allocation coefficient (PAC) a. Here, we set the
total average transmit power to 1, and a € (0,0.5). Then a
and 1 — a denote the power allocated to the outer and inner
constellation sequences, respectively.



We illustrate in Fig. 7 the outer and inner 4-QAM constel-
lation maps, as well as the resulted 16-QAM superposition
constellation map. Since the inner constellation points do not
carry valid information, the goal of both the legitimate user and
the eavesdropper is to decode the outer constellation symbols.
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Fig. 7: 4-QAM + 4-QAM constellation with a power allocation
coefficient a.

Different power allocation coefficients result in distinct
superposition constellation sequences, leading to varying SEPs
when decoding the outer constellation symbols for two users.
Different channel SNRs of the legitimate user and the eaves-
dropper also contribute to the difference in the SEP between
the two users. Therefore, our objective is to analyze the SEP
curves for both the legitimate user and the eavesdropper. We
aim to identify the optimal a that maximizes the SEP of the
eavesdropper while minimizing the SEP of the legitimate user.
By doing so, we can control the information leakage to the
eavesdropper.

A. SEP Curves with respect to Power Allocation Coefficient

In this subsection, our goal is to derive the SEP of decoding
the outer constellation points as a function of the power
allocation coefficient a and the standard deviation of the
AWGN o for both users. We calculate the SEP by determining
the symbol correct probability (SCP) of users when decoding
the four outer constellation symbols. The maximum likelihood
(ML) detector is employed to compute the SCP. It is essential
to note that the noise follows a Gaussian distribution with a
probability density function of A/(z;0, 02). Moreover, for any
received constellation point, we assume that it is subjected to
noise that is independent on the real and imaginary axes.

First, we analyze the case when the sent inner constellation
symbol is '00’. Let us consider the example of decoding the
outer constellation symbol *10°, as illustrated in Fig. 8. The
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Fig. 8: Illustration of decoding the outer constellation symbol
107,

distance of the inner constellation points from the origin is
v/1 — a, and the distance of the outer constellation points from
the inner constellation points is \/a, where a € (0,0.5). Thus,

we have di = \/a/2, dy = \/(1 —a)/2, and d3 > d;.

Let SCP;} denote the probability that the received con-
stellation point falls within the region sy, when the sent
superposed symbol is s1. For example, SCPYL denotes the
probability the received symbol falls within the upper right
grey region in Fig. 8 when the sent symbol is 0010. We
note that outer constellation symbol ‘10’ can be successfully
decoded as long as the received constellation points are within
the four regions of ‘0010’, ‘1010°, ‘1110, and ‘0110°. Since
the sent constellation symbol is ‘0010°, we take its position
as the origin of the maximum likelihood discrimination and
calculate SCPOLY, SCPL, SCPIOLY and SCPY.

We then have

d1 o0
scrigs = [ Fxy (@, y) de dy,
—(d2—dq) J—dy

15)

where fx y(x,y) is the joint probability density function of
the Gaussian noise. Since the Gaussian noise on the real and
imaginary axes in the constellation map is assumed to be
independent of each other, fx y(x,y) is the product of the
two marginal probability density functions, i.e., fx vy (z,y) =



Ix(@) - fy(y) = N(x;0,0%) - N(y;0,02). This yields

dy
scrgis = |
—(d2—d1)

o e ()0

oo

N(z;0,0%) dx-/ N(y;0,0%) dy

—d;

[ e (- )a(Y)
— e 2= o) o,

(16)

where Q(z) = \/% e e:cp(—%)du, and o is the variance
of channel noise.

We then calculate the probability of the received symbol in
the ‘1010’ region, i.e., the upper left grey region in in Fig. §,
when the sent symbol is ’0010°. We have

—(2d2—d1) o0
SC PR :/ N(z;0,0%) dx - ) N(y;0,0?)dy
2ds — dy

=Ry ot

a

)-
A7)

Similarly, the SCP of decoding the constellation symbol
‘1110’ and ‘0110’ can be written as

where
0000 _d1 2

SCPOOOO :Q(T) .

sorl = Q=P M) _ o H I ®) L o=t
- Ty

sorig = [o=ER ) gl R,

sopppy = Q- BETN),) ot B o )
] @

SCP = SCPIL + SCPYL + SCPY + SOPL,

(23)
where
—(dy —d di\]?
scrggt = a2 2= - o
2dy — d [ —(dy—d dp ]
sopt = 2=y TRy gty
oy —dy 2 _
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SCPYM = SCPAE + SCPI, + SCPS: + SCPY,
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19)

Therefore, the SCP of successfully decoding the outer
constellation symbol ‘10’ when the sent symbol is ‘0010’,
can be given as

SCPYR' = SCPLy + SCPYE + SCPG + SCPRio.
(20)

Following the same process, we give the SCPs of success-
fully decoding the outer constellation symbols ‘00’, ‘11°, ‘01,
when the sent symbols are ‘0000, ‘0011°, ‘0001°, respectively.

SCPR = SCPYE + SCPIS + SOPY + SCPY,
2n

Extensive simulation results reveal that the probabilities of
sending the four outer constellation points are approximately
equal. Hence, when the sent inner constellation symbol is ‘00’,
the SEP of decoding the sent outer constellation symbols is

(SCP1y" + SCPg° + SCPITM 4+ SCPR™)

SEPY =1-
4

27)

Subsequently, we compute the SEP of decoding the outer
constellation symbols when the sent inner constellation sym-
bols are ‘01°, ‘10’ and ‘11’, respectively. Note that for different
inner constellation symbols, the SCP of decoding the outer
constellation symbols has certain symmetry. For example, the
SCP of decoding the outer constellation symbol ‘00" when the
sent inner constellation symbol is ‘01’ is the same as the SCP



of decoding the outer constellation symbol ‘10” when the sent
inner constellation symbol is ‘00’, i.e., SCP" = SCPY°.
This is equivalent to rotating the constellation map 90 degrees
clockwise. It easily follows that the SEP of decoding the outer
constellation symbols is the identical for all four sent inner
constellation symbols, which can be written as

SEPY = SEP" = SEPY = SEPL. (28)

Then we obtain the SEP of decoding the outer constellation
symbols as shown in Theorem 1.

Theorem 1: According to equations (13)-(26), when M =
2 and the superposition constellation sequence is M2-QAM
constellation sequence, the formula for SEP of decoding the
outer M-QAM constellation symbols can be written as

(SEP® + SEP" + SEP' + SEPU)

SEP = 1

= SEPY,
(29)

where SEP% is given in (25).

Recall that the channel SNR of the legitimate user and the
eavesdropper is denoted by SNRjsz and SNReve, respectively.
We plot the curves of the SEP by the legitimate user and the
eavesdropper with regards to the power allocation coefficient
a in Fig. 9, when SNRje, = 20dB and SNReye = —10dB.
We can observe that the SEP of the eavesdropper remains

100 T T T T

SEP

—SEP of the legitimate user
—SEP of the eavesdropper

107 : ‘
0 0.1 0.2 0.3 0.4

a

0.5

Fig. 9: The SEP of the legitimate user and the eavesdropper
when SNRj¢g = 20dB and SNRey. = —10dB.

high and decreases very slowly with a since the eavesdropper
suffers from poor channel. It can also be observed that the
SEP of the legitimate user initially decreases rapidly and then
increases rapidly. Based on this finding, we select a power
allocation coefficient a such that the SEP of the legitimate
user is relatively low, while the SEP of the eavesdropper is
high enough. This can nearly prevent information leakage
to the eavesdropper and makes it less likely for them to
recover useful information. For example, in Fig. 9, when we
choose a = 0.055, the SEP of the eavesdropper is 73%,
making it almost impossible to recover any valid information.
Meanwhile, the SEP of the legitimate user is only 9.4%,
ensuring the performance of the legitimate user. Based on
the above SEP results, to find the optimal power allocation

coefficient a under a certain legitimate user-eavesdropper SNR
pair, we formulate an optimization algorithm as follows

min SEPies s.t. SEPqy > b, 30)

where SEPyes and SE P, are the SEP of the legitimate user
and the eavesdropper, respectively, and b is the minimum value
of SE Py, limiting information leakage to the eavesdropper.
b is referred to as the minimum SEP (MSEP), also known as
the threshold. A higher value of MSEP indicates a more secure
system with better data privacy for the transmitter, but it comes
at the cost of performance loss for the legitimate user. By
adjusting b, we can control the extent of information leakage
to the eavesdropper, achieving security that is both controllable
and quantifiable. The hyperparameters PAC and MSEP are
only related to the encoding, modulation and superposition
of semantic information at the transmitter. Meanwhile, the
eavesdropper possesses only the semantic decoder, thus the
eavesdropper’s network structure is independent of PAC and
MSEP. Based on the proposed optimization algorithm, we
give the optimal value of PAC under different legitimate
user-eavesdropper SNR pairs and different values of MSEP,
as shown in Table. I. Note that in this paper, we assume
the channel SNR assigned to each user represents the opti-
mal channel SNR achievable by the legitimate user and the
eavesdropper. Furthermore, since the eavesdropper and the
legitimate user employ the same decoding method and the
semantic information is not encrypted, our system, consistent
with most existing studies, relies on the assumption of a
difference in channel SNR between the legitimate user and
the eavesdropper.

SNRioz (@8) | SNReve (dB) | MSEP b (%) | PAC @

74 0.040

73 0.158

-1 7 0347
71 -

7 0014

73 0.055

-10 7 0.121

71 0209

7 0.006

73 0.025

20 - 7 0.051

7l 0.087

7 0.003

0 73 0.014

7 0.030

71 0.052

7 0.001

S 73 0.004

) 0.000

71 0.017

TABLE I: The optimal value of PAC under different legitimate
user-eavesdropper SNR pairs and different values of MSEP.

B. Equivalent Channel Capacity

In this subsection, we analyze the gap between the channel
capacity of the proposed superposition code based transmis-
sion scheme and the wiretap channel capacity [37]. This
gap represents the error-free transmission rate lost by the
legitimate user due to the proposed security scheme under a
specified MSEP. Note that the channel capacity is determined



by channel SNR according to the Shannon equation. Hence,
equivalently, we compare the actual equivalent channel SNR
based on different MSEPs with the wiretap channel capacity
equivalent SNR to evaluate the channel capacity gap.

We denote the wiretap channel capacity equivalent SNR
as SNRéqu. We can calculate the wiretap channel capacity
Cwiretap [25] by
Cuiretap = maz{Blogy(14+SNRicg) —B logy (14+SNReve ), 0},

(3D
where B is the channel bandwidth. We recall that SNR, and
SNReyve is the the channel SNR of the legitimate user and the
eavesdropper, respectively. We then have

Blog, (14+SNRy,,) = Blog,(1+SNRjcg) — Blogy (14+SNReve)
(32)
which yields
GNR! = 9(l0gs(14+SNRieg)—logs (14+SNReve)) _ |
equ
=10 loglo(2(log2(1+SNRleg)7log2(1+SNReve)) _ 1) (dB)
(33)
Different MSEPs correspond to different optimal PACs
a = g(b) by solving the optimization problem in (30). We
denote the actual equivalent channel SNR for a given MSEP

by SNquu(b), which can be calculated by
b)P
SNRZ,, (b) = 101og,, (”"Li) (dB). (34)
i

We assess the capacity loss for security by comparing the
actual equivalent channel SNR SNquu(b) with the wiretap
channel capacity equivalent SNR SNRéqu, as illustrated in

Fig. 10. We can observe that the gap between the actual
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Fig. 10: Equivalent channel SNR curves under different
SNRjeg values when SNRey. = —10dB.

equivalent channel SNR and the wiretap channel capacity
equivalent SNR becomes smaller as MSEP decreases. It is
important to note that the wiretap channel capacity represents a
scenario without security considerations. As MSEP increases,
our system sacrifices more channel capacity for enhanced
security. Conversely, with a lower MSEP, the channel capacity
of our system increases, but the security level decreases. This
highlights the inherent trade-off between the security and
channel capacity of our system.

V. SIMULATION RESULTS
A. Experimental Settings

1) Dataset: Our experiments utilize the CIFAR-10 dataset
[38]. All the images in the dataset are 32 x 32 RGB images.

2) Compression Ratio: We denote the number of sym-
bols in the source image by n and the number of real-
valued symbols transmitted over the channel by k. The
compression ratio is denoted as C'R k/2n. In this
paper, the compression ratio falls within the set CR €
{1/24,2/24,3/24,4/24,5/24,6/24,12/24}.

3) Training Settings: The batch size is configured as 512.
During the initial training stage, we train the legitimate se-
mantic encoder-decoder pair. The learning rate schedule is as
follows: 2 x 10~ for 30 epochs, 1 x 10~* for 40 epochs,
5 x 1075 for 40 epochs, and 1 X 1073 for the remaining
40 epochs. It’s noteworthy that the learning rate of the 4-
QAM modulator is half of the specified learning rate. In the
subsequent training stage, only the semantic decoder of the
eavesdropper is trained, with the learning rate following this
sequence: 2 x 10~ for 50 epochs, 5 x 10~° for 50 epochs,
and 1 x 1075 for the final 50 epochs.

4) The Benchmarks: We utilize three benchmarks for com-
parison purposes. In the first benchmark, Alice transmits a
16-QAM constellation sequence Y; directly to the legitimate
user without employing a superposition code. In this scenario,
there is no randomly generated constellation sequence Yo, and
no power allocation coefficient a is needed. This benchmark
essentially represents a digital SemCom system without spe-
cific security design considerations. All other parameters and
settings align with the proposed system. We refer to this bench-
mark as 16-QAM without Superposition. The performance
of this benchmark serves as a experimental lower bound of
security under the settings described in this paper.

In the second benchmark, we implement the adversarial
training method proposed in [19] and [31], which is one of
the current state-of-the-art solutions in SemCom security over
wiretap channels. Following the network structure outlined
in [19], we consider an analog SemCom system without
modulation and superposition code. The semantic encoder
generates the channel input symbols, which are directly fed
into the AWGN channel. In this benchmark, the structure of
the legitimate semantic encoder-decoder pair is replaced with
the network structure proposed in [6]. For this benchmark,
we adopt a two-stage training strategy. In the first training
stage, an adversarial training strategy is employed, involving a
minimax game between the Alice and Bob pair and Eve. Both
the legitimate semantic encoder-decoder pair and the semantic
decoder of the eavesdropper are trained. The loss function of
the first stage is expressed as:

’Cll)cnchmark = MSE(X7X1) A MSE(XvXQ)v (35)

where A\ = 2 x 1072 is a trade-off hyperparameter. The legiti-
mate network aims to minimize £}, .....» While the eaves-
dropper’s network (the semantic decoder of the eavesdropper)
aims to maximize it. The training follows the approach of
generative adversarial networks (GANs), with iterative param-
eter updates for both networks. After one training step of the



legitimate network, the eavesdropper’s network is trained for
one step. Subsequently, in the second training stage, only the
eavesdropper’s network is trained to enhance its performance.
The loss function of the second stage is given by:

£t%enchrnaurk = MSE(Xa XQ) (36)

All other settings remain consistent with the proposed system,
and we refer to this benchmark as Adversarial Training.

In the third benchmark, both the inner and outer 4-QAM
constellation sequences Y; and Y, are randomly generated.
They are subsequently superposed to generate 16-QAM su-
perposition constellation sequence. This benchmark is used to
evaluate the PSNR performance when the signal received by
the eavesdropper is a random constellation sequence, aiming
to analyze whether our proposed system can nearly achieve the
experimental upper bound of security in digital SemCom sys-
tems. The other settings remain consistent with the proposed
system. We name this benchmark as Random Constellation
Sequence.

B. The Performance Comparison on Security of Different
Approaches

In this subsection, we assess the security of our proposed
secure digital SemCom system in comparison to benchmarks.
Specifically, we examine the PSNR performance of the eaves-
dropper, where a lower PSNR indicates a more secure system.
Fig. 11 illustrates the PSNR performance of the eavesdropper
across different methods and compression ratios. The chan-
nel conditions are configured with SNRj, = 20dB and
SNReve = —10dB. In our proposed system, we set the
eavesdropper’s Symbol Error Probability (SEP) to be 74%,
corresponding to (MSEP) b = 74% and, consequently, the
power allocation coefficient (PAC) a = 0.014.

—-©-Eavesdropper (16-QAM)

—*—Eavesdropper (Adversarial Training [20][33])
Eavesdropper (Proposed with 74% threshold)

——Eavesdropper (Random constellation sequence)

I S N S

L 1 Il L 1 1 1

1/24 2/24 3/24 4/24 5/24 6/24 12/24
Compression Ratio

Fig. 11: The PSNR performance of the eavesdropper by
different approaches. Here, SNRje; = 20dB and SNReve =
—10dB.

From Fig. 11, it is evident that the security of our proposed
system surpasses both 16-QAM without Superposition and
Adversarial Training. 16-QAM without Superposition, lacking
specific security guarantee, serves as a baseline to gauge the

minimum security, highlighting the improvement achieved by
other methods. The numerical results reveal two main security
disadvantages in 16-QAM without Superposition. Firstly, the
only obstacle for the eavesdropper to obtain semantic infor-
mation is the high-power AWGN and the low compression
ratio. This is not sufficient to prevent the eavesdropper from
reconstructing the original image data with a relatively high
PSNR. For instance, at a compression ratio of 12/24, the
PSNR of the recovered image can reach 16.45dB, surpassing
Adversarial Training by 2.47dB and our proposed system by
3.35dB. Secondly, information leakage increases rapidly with
the growth of the compression ratio, rendering the security
of the SemCom system extremely vulnerable in the high
compression rate regime. For instance, at a compression ratio
of 12/24, the PSNR of the reconstructed image rises to
16.45dB, which is 1.7dB higher than when the compression
ratio is 1/24. These findings underscore the importance of
designing secure SemCom systems.

The security enhancement of Adversarial Training is notable
compared to 16-QAM without Superposition. This improve-
ment is attributed to the strategic engagement between the
legitimate user and the eavesdropper, allowing the former to
minimize information leakage actively. Consequently, there
is a significant reduction in the PSNR performance of the
eavesdropper compared to 16-QAM without Superposition.
For instance, at a compression ratio of 1/24, Adversarial
Training lowers the PSNR performance of the eavesdropper
by 1.28dB, and at a compression ratio of 12/24, it reduces the
PSNR performance by 2.47dB. This demonstrates the impact
of actively defending against the eavesdropper in improving
SemCom system security. However, it’s worth noting that
the security of Adversarial Training diminishes notably at
high compression ratios. For instance, there is a 0.4-0.5dB
improvement in the PSNR performance of the eavesdropper as
the compression rate surpasses 4/24. This implies that, while
Adversarial Training proves effective at low compression
rates, its security diminishes at relatively high compression
rates due to increased information leakage.

In contrast, our proposed system exhibits superior security.
For instance, in our system, the PSNR performance of the
eavesdropper is reduced by 0.6-0.9dB compared to Adver-
sarial Training. Furthermore, with an increase in compres-
sion rate from 1/24 to 12/24, the PSNR performance of
the eavesdropper improves by only 0.2dB. It’s essential to
highlight that the PSNR performance of the eavesdropper in
our proposed system is approximately 12.9-13.1dB, which
is nearly equivalent to the scenario where the eavesdropper
receives a random constellation sequence. This indicates that
the eavesdropper is unable to recover much valid information
from the received signals, demonstrating that the security of
the proposed approach is close to the experimental upper
bound.

In Fig. 12, we visually compare the reconstructed images at
the eavesdropper by the proposed system and the benchmarks.
Fig. 12(a) is the source image X, Fig. 12(b), Fig. 12(c) and
Fig. 12(d) show the recovered images by the eavesdropper
in our proposed system, 16-QAM without Superposition, and
Adversarial Training, respectively. Comparing the recovered
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Fig. 12: Visual analysis of the reconstructed images at the eavesdropper. The channel conditions are set at SNRjo; = 20dB

and SNRy. = —10dB. The compression ratio is 6/24.

images of the eavesdropper, we demonstrate that the security
of our proposed system is better than the two benchmarks. The
source image, in this case, is a picture of a dog. In the 76-
QAM without Superposition benchmark, the eavesdropper can
recover a clear outline of the source image. In Adversarial
Training, the eavesdropper can only recover some blurred
background. However, in our proposed system, the recovered
image of the eavesdropper is nearly completely black, making
it extremely challenging for the eavesdropper to obtain any
meaningful information. Therefore, our proposed system ex-
cels over the benchmarks in preventing information leakage to
the eavesdropper.

C. Performance under Different SEPs of the Eavesdropper
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Fig. 13: PSNR performance under different SEPs of the
eavesdropper, i.e., different MSEPs. Here, SNRj,; = 20dB
and SNR¢,. = —10dB.

In this subsection, we evaluate the performance and security
of the proposed system under different MSEPs, aiming to
analyze the impact of MSEPs on both aspects. Specifically,
we evaluate the PSNR performance of both the legitimate
user and the eavesdropper, as illustrated in Fig. 13. The
channel conditions are configured with SNRje, = 20dB and
SNReye = —10dB. The MSEPs vary from 71% to 74% in
1% increments, where a lower MSEP corresponds to a larger
PAC. Note that each model is trained from scratch based on
the specified MSEP. To represent the PSNR performance at
the same MSEP, consistent color curves are used. The solid
line depicts the PSNR performance of the legitimate user,
while the dashed line represents the PSNR performance of
the eavesdropper.

From Fig. 13, it is evident that a lower MSEP leads to
better PSNR performance for both the legitimate user and the
eavesdropper. This is because, as the SEP of the eavesdropper
decreases, the SEP of the legitimate user also decreases.
Specifically, the system with a 71% MSEP exhibits the best
PSNR performance for the legitimate user but has the weakest
security, as the PSNR performance of the eavesdropper is
relatively high at this point. As MSEP increases, the PSNR
performance of the legitimate user decreases while its security
improves. The system with a 74% MSEP demonstrates the
highest security, making it nearly impossible for the eaves-
dropper to recover any useful information. In our proposed
system, the PSNR performance of the eavesdropper improves
gradually as the compression ratio increases. For the system
with a 71% MSEP, as the compression ratio increases from
1/24 to 12/24, the PSNR performance of the eavesdropper
improves by 1.7dB. In contrast, for the system with a 74%
MSEP, the PSNR performance of the eavesdropper improves
by only 0.2dB. Therefore, to achieve high security, a MSEP
of 74% should be employed to minimize information leakage.
However, if high security is not a strict requirement, MSEP can
be appropriately lowered to enhance the PSNR performance
of the legitimate user.

Following the experimental setting in Fig. 13, we calcu-
late the mutual information between the outer constellation
sequence Y; and the constellation sequence decoded by the
eavesdropper Zo in our proposed system, as illustrated in
Table. II. We observe that the mutual information values are
consistently close to 0 across all MSEPs. This suggests that
the eavesdropper can hardly obtain any information about the
source image, thereby confirming that the security of our
proposed system has nearly reached the experimental upper
bound.

As MSEP increases, the mutual information value decreases,
indicating that adjusting MSEP can control the security of the
system, and higher MSEPs imply higher security.

TABLE II: The mutual information between Y; and Z» under
different MSEPs. The compression ratio is set to 6/24.

MSEP (%) 71 72 73 74
Mutual Information | 0.017 | 0.012 | 0.009 | 0.006

We also present the images reconstructed by the legitimate
user and the eavesdropper at various MSEPs, as illustrated
in Fig.14 and Fig.15, respectively. In Fig.14, it is observed
that the reconstructed image by the legitimate user becomes
more distinct as MSEP decreases. Fig.14(a) only provides a
basic outline of the source image, while Fig.14(d) manages
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(c) MSEP=72%
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Fig. 14: Visual analysis of the reconstructed images by the legitimate user under different MSEPs. The channel conditions are
set at SNRj¢g = 20dB and SNReve = —10dB. The compression ratio is 12/24.

(a) MSEP=74% (b) MSEP=73%

(c) MSEP=72% (d) MSEP=71%

Fig. 15: Visual analysis of the reconstructed images by the eavesdropper under different MSEPs. The channel conditions are
set at SNRj¢gz = 20dB and SNReve = —10dB. The compression ratio is 12/24.
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Fig. 16: PSNR performance under different legitimate user-
eavesdropper SNR pairs. Here MSEP is set to 74% and
SNRjce = 20dB.

to capture more details of the source image. On the other
hand, Fig.15 reveals that even with a lowered MSEP, the
reconstructed image by the eavesdropper contains minimal
useful information and remains largely blurred.

D. Performance of Our Proposed System under Different
Legitimate user-Eavesdropper SNR Pairs

In this subsection, we assess the performance of the pro-
posed system across diverse channel conditions, as illus-
trated in Fig. 16, where the channel conditions are set at
SNRieg = 20dB and SNRew. € {-15,—10,-5,0,5}dB.
Note that each model is trained from scratch based on the
specified legitimate user-eavesdropper SNR pair. With a fixed
MSEP, we observe that the SEP of the legitimate user de-
creases as the difference between the legitimate channel SNR
SNRjeg and the eavesdropper channel SNR SNRy. increases.
We can observe that with SNRj,, at 20dB and MSEP at
74%, the PSNR performance of the legitimate user decreases
with the eavesdropper channel SNR SNR,,.. Conversely, the

PSNR performance of the eavesdropper shows only marginal
improvement. Even with an elevation in the eavesdropper
channel SNR SNR,, from -15dB to 5dB, the improvement in
the PSNR performance of the eavesdropper ranges from 0.1
to 0.7dB. Moreover, as the compression rate increases, there
is also slight enhancement in the PSNR performance of the
eavesdropper. These findings indicate that even with improve-
ments in the eavesdropper’s channel conditions or an increase
in the number of acquired symbols, our proposed system
ensures that the eavesdropper is nearly incapable of recovering
the source image, thereby approaching the experimental upper
bound of security. We infer that further increases in SNReye
(e.g., to 10dB or higher) may still compromise system security,
even with a 74% MSEP, suggesting the need for a higher
MSEP. Conversely, when SNRgy. is low (e.g., -15dB) and
the compression rate is low (e.g., 1/24), good security can
be achieved even with a MSEP value of 71%. This validates
the system’s adaptability to different application scenarios,
allowing us to tailor MSEPs for optimal performance and high
security under various channel conditions.

VI. CONCLUSION

In this paper, we introduced a secure digital SemCom
system based on superposition codes for wiretap channels.
The proposed method involves generating a two-layered dis-
crete superposition code through the overlay of one 4-QAM
modulation constellation map onto another. Semantic infor-
mation is modulated onto the outer constellation map, and
a random constellation point is uniformly selected within
the inner constellation. The power allocation between the
inner and outer constellation maps is adjusted to achieve a
high Symbol Error Probability (SEP) for the eavesdropper,
ensuring security and data privacy, while maintaining a low
SEP for the legitimate user to facilitate data transmission. This
method offers two significant advantages over conventional ap-
proaches. Firstly, it enables data transmission that approaches
the experimental upper bound of security by adjusting power



allocation and setting the eavesdropper’s SEP to the required
level when both eavesdroppers and legitimate users utilize
identical decoding schemes. At a SEP that is high enough,
the eavesdropper essentially decodes the outer constellation
point as poorly as blinded random guessing. Secondly, the
security performance of the proposed method remains robust
even as the compression rate increases. This implies that we
can enhance the legitimate user’s performance by transmitting
more data without concerns about information leakage. These
advantages position our proposed method as a practical and
secure SemCom solution, particularly suitable for scenarios
with ample communication resources but stringent security
requirements. Looking ahead, our future efforts will focus
on further improving the performance of the legitimate user.
We believe that by encoding the inner constellation points
with a random codeword from a codebook known only to the
transmitter and legitimate user, rather than a totally random
symbol sequence, the legitimate user can decode the energy
jamming signal carried on the inner constellation points. This
enhancement is expected to result in better performance in
decoding the outer constellation points, further strengthening
the security and efficacy of our proposed method.
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