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Abstract—Generalized Reed-Solomon (RS) codes are a com-
mon choice for efficient, reliable error correction in memory and
communications systems. These codes add 2t extra parity symbols
to a block of memory, and can efficiently and reliably correct up
to t symbol errors in that block. Decoding is possible beyond this
bound, but it is imperfectly reliable and often computationally
expensive.

Beyond-bound decoding is an important problem to solve
for error-correcting Dynamic Random Access Memory (DRAM).
These memories are often designed so that each access touches
two extra memory devices, so that a failure in any one device
can be corrected. But system architectures increasingly require
DRAM to store metadata in addition to user data. When the
metadata replaces parity data, a single-device failure is then
beyond-bound.

An error-correction system can either protect each access with
a single RS code, or divide it into several segments protected with
a shorter code, usually in an Interleaved Reed-Solomon (IRS)
configuration. The full-block RS approach is more reliable, both
at correcting errors and at preventing silent data corruption
(SDC). The IRS option is faster, and is especially efficient at
beyond-bound correction of single- or double-device failures.

Here we describe a new family of “unraveling” Reed-Solomon
codes that bridges the gap between these options. Our codes are
full-block generalized RS codes, but they can also be decoded
using an IRS decoder. As a result, they combine the speed and
beyond-bound correction capabilities of interleaved codes with
the robustness of full-block codes, including the ability of the
latter to reliably correct failures across multiple devices. We show
that unraveling codes are an especially good fit for high-reliability
DRAM error correction.

I. INTRODUCTION

Errors in computer memory have been a concern for

decades, and this problem is more important now than ever.

Decreasing feature size leads to increased error rates per

gigabyte per unit time [31], and these rates must then be

multiplied by the huge amount of memory in warehouse-size

data centers [2], [3], [36]. Server-grade memory controllers

mitigate this problem by storing extra information in memory

for use in an error-correcting code (ECC).

Dynamic Random Access Memory (DRAM) is organized

into modules, each containing multiple DRAM devices, sev-

eral of which are accessed for each read or write operation.

Each access to the module is spread over parallel data lines

(called DQ; typical devices have 4 DQ) and over time (burst

length). Most memory errors occur when a component of a

DRAM device fails, either transiently or persistently, possibly

affecting multiple bits of memory [3], [7], [25], [31], [36].

Devices are designed to limit the damage from failures:

for example, DDR5 devices include on-chip single-bit error

correction, and they are also designed so that a partial-row

failure affects only one or two DQs (a bounded fault [9]). But

some errors affect the entire device: for example, [3, Table 1]

reports that in DDR4 memory from two vendors, 9.6% and

16.7% of errors affected more than a partial row, possibly

up to all the device’s data for that access. So it is important

that ECC can correct a complete single-device failure. This

feature is known as single-device data correction or by IBM’s

trademark Chipkill [10]; here we will call it Chipkill-correct

(CC). A decoder supporting CC might also be capable of

correcting errors across multiple devices. Multi-device errors

can be caused, for example, by read-disturb effects such as

Rowhammer attacks [22].

Reed-Solomon codes [33] correct errors in units of multi-

bit symbols. Such symbol-oriented codes are a natural fit for

DRAM’s error patterns: symbols can be aligned with a DQ so

that an error affecting multiple bits on one DQ can be corrected

by a single-symbol correction [14], [21]. A symbol-oriented

code with 2t parity symbols can correct up to t symbol errors.

According to the Komamiya-Singleton bound [23], it is not

possible to correct more symbol errors with perfect reliability:

error correction that attempts to do this is said to be beyond-

bound, and will always have a nonzero failure probability.1

To achieve CC, a designer sets t to the number of symbols

sent by each device, necessitating two extra devices to store

the 2t parity symbols. This principle is used in typical configu-

rations of both DDR4 and DDR5 server memory [16], [17]. In

DDR4 each operation accesses 18 devices, exchanging 4 bytes

(4B) per device for a total of 72B. In DDR5 each operation

accesses 10 devices, exchanging 8B per device for a total of

80B. Typically the user data is a 64B cache line in both cases,

leaving 8B or 16B for parity respectively, and in both cases

allowing for a full device to be corrected within-bound. But

more recently, e.g., in the Intel Skylake and Cascade Lake

server generations [25], some of the extra bits are used as

metadata for other purposes than error correction: to store

ownership, security information, and cache coherency state;

1This bound assumes a symmetric channel model, meaning that any symbol
value is equally likely to be corrupted into any other symbol value. This is
not strictly the case for DRAM, where depending on the implementation,
certain bits are more likely to flip from 0 to 1 and others from 1 to 0. If the
memory controller knows which bits are which, a specialized code can exceed
the Komamiya-Singleton bound [28]. However, these asymmetric codes are
usually less efficient and less flexible than symmetric codes such as Reed-
Solomon.
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to mark failed areas of DRAM, etc. This leaves less room

for parity, so that beyond-bound Chipkill-correct (BBCC) is

required2. BBCC cannot be perfectly reliable, but it can correct

the vast majority of single-device errors.

The goal of a more powerful decoding algorithm must be

balanced against implementation constraints. The implemen-

tation needs to achieve low-latency encoding and decoding3,

small area, and low power consumption. Beyond-bound de-

coding is more complex than within-bound decoding, and

some approaches rely in part on exhaustive search when errors

cannot be decoded analytically [14], [37]. Such a system might

correct only single-device errors, or might combine this and

within-bound correction of multi-device errors (e.g. up to all

4 DQ of a single device, or 3 DQ across multiple devices).

Or, by limiting a search to single-device errors only, the

search only needs one computation per device, which may

be done in parallel [4]. In higher-reliability systems, beyond-

bound double-device correction may be required; in that case,

searching for failed devices is quadratically more expensive.

Error-correcting codes should also be designed to reduce

the probability of silent data corruption (SDC), which causes

insidious application-level problems [11]. SDC can occur

when there are more errors than the code can correct or

reliably detect, and in attempting to correct the decoder instead

introduces more errors. Codes with a larger symbol size and

more parity symbols have a lower risk of SDC, because it

is less likely for a randomly corrupted data block to be near

a valid codeword, but these larger codes also have a higher

implementation complexity.

A. Outline and main contributions

In section II we discuss beyond-bound decoding and in-

terleaved Reed-Solomon codes, which form the basis of our

work. We then introduce our main contributions:

• We propose a new type of Reed-Solomon code, which we

call Unraveling Reed-Solomon (URS) codes, to address

the concerns described above. These URS codes provide

robust beyond-bound protection against single- or double-

device failure with a very low probability that such a

failure is uncorrectable, and can also correct multi-device

errors with a low probability of miscorrection.

• We rigorously analyze URS codes in section III, and show

how to construct, encode and decode them.

• We show that they can be implemented with a complexity

appropriate to their smaller symbol size (e.g. 8 bits),

while having the SDC characteristics of a code with large

symbol size (e.g. 16 or 32 bits).

• We implement a high-reliability URS encoder / decoder

in a DDR5 memory controller, suitable for modern data-

centers. This is described in section IV.

2Alternatively, extra parity symbols could be written elsewhere [39], [18],
but this costs performance and energy.

3Because memory errors are infrequent, it is possible to use a decoder
which detects errors quickly but is slow to correct them. However, this adds
a complexity cost, since such a decoder can drop transactions and/or return
them out of order. Some systems must also maintain good performance even
when one device develops a persistent fault.

Finally, we compare our approach to other error correction

techniques in section V.

II. CONCEPTS AND TERMINOLOGY

Error-correcting codes add redundant bits or symbols to

the data to be protected, forming a codeword, and then can

use this redundancy to correct a small number of errors in

that codeword. We focus on generalized Reed-Solomon codes

RS(q;n, k), which are symbol-oriented linear block codes.

These codes encode k data symbols from a q-element finite

field F := Fq as an n-element codeword. Codewords are only

the valid n-element sequences: they are a vector subspace

of the space F
n of all n-element sequences, which we call

blocks. We describe the code as its set of codewords; a given

code might support several different encoding and decoding

algorithms.

The types of errors that are expected to occur are described

by a channel model. In DRAM, single-bit errors are common,

as are errors that affect several bits sharing a single element

in the circuit such as a partial or complete row or column

[3]. These errors may affect multiple symbols, much like

a burst error model, but where the bursts tend to occur in

aligned groups: for example, affecting multiple adjacent bits

within a DQ or multiple adjacent DQs within a chip. We

therefore suggest organizing the codeword so that each DQ

transmits one or more symbols, as with Bamboo codes [21].

For simplicity, some of our calculations instead assume a

symmetric channel, in which any symbol value is equally likely

to be corrupted into any other symbol value.

Usually the decoder does not know which symbols have

errors. But some serious DRAM failure modes are persistent,

so the decoder might know (for example) that a certain chip’s

data is likely corrupted. This condition is called an erasure

rather than an error, and is easier to correct than an error. RS

codes can correct combinations of errors and erasures.

A. Beyond-bound decoding

Each (n, k) code C has some minimum distance of d ≤
n − k + 1 symbols between its codewords. With symmetric

channels, each decoding algorithm has some threshold

t ≤ ⌊(d− 1)/2⌋ ≤ ⌊(n− k)/2⌋

which is the maximum number of symbol errors that it can

reliably decode. In other words, to correct t symbol errors with

perfect reliability, at least 2t symbols must be added [23]. Here

we will take t := ⌊(d− 1)/2⌋ unless otherwise indicated.

Nonetheless, a beyond-bound decoder can be designed to

correct some number u > t of symbol errors. Such a decoder

must fail to uniquely correct some patterns of u symbol errors,

because some blocks will be within distance u of at least two

codewords in C, but the failure probability might be quite low.

If more than t errors have occurred, then the decoder might

miscorrect if there is a valid codeword within distance t,
causing SDC. Decoding more errors typically implies a higher

miscorrection probability, simply because more potential ways

to correct also means more potential ways to miscorrect.
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In some applications, we might even want to throw out

“successful” corrections if the channel model considers them

unlikely error patterns, to reduce the chance of SDC.

B. Generalized Reed-Solomon codes

Reed-Solomon codes [33] are the best known family of

symbol-oriented block codes. Different authors present these

codes in different ways. We adopt the following dual view

of Reed-Solomon codes, which is equivalent to the usual

presentation up to a change in the multipliers.

Let k < n ≤ q be positive integers, and let F := Fq be the

finite field with q elements. A Generalized Reed-Solomon code

C ∈ RS(q;n, k) is additionally parameterized by a sequence

of n distinct labels JαiK ∈ F
n, and by nonzero multipliers

JmiK ∈ F
n, both numbered from i = 1 to n. The code C is a

subspace of Fn: its codewords are the kernel of the syndrome

matrix S, which is the product of an (n−k)×n Vandermonde

matrix and an n× n diagonal matrix:

V(n−k)×n,JαiK :=











1 . . . 1
α1 . . . αn

...
. . .

...

αn−k−1
1 . . . αn−k−1

n











,

DJmiK :=







m1

. . .

mn






,

Syndrome matrix S := V(n−k)×n,JαiK ·DJmiK

RS code C := kerS.

The conventional choice is codes which are narrow-sense,

meaning that mi = αi, and primitive, meaning that αi = αi

for some generator α of F∗. Our URS codes are not primitive.

The multipliers can be mi can be changed by scaling each

symbol after encoding and before decoding; without loss of

generality we set mi := 1 so that we can omit them.

For fixed multipliers JmiK, the labels JαiK can be adjusted

by any invertible affine transform over F: that is, replacing

JαiK with Jbαi + cK for any b, c ∈ F with b 6= 0 gives the

same code4. So the labels are not uniquely determined by the

set of codewords. This observation can make correction more

efficient by allowing us to optimize the syndrome calculation

– for example, by choosing α1 = 0 and α2 = 1.

1) The key equation: RS codes have distance d = n −
k + 1, and support efficient algorithms to decode up to the

threshold t = ⌊(n−k)/2⌋ errors. The most well-known family

of decoding algorithms descends from Peterson-Gorenstein-

Zierler [15]. This approach takes as input a block B ∈ F
n

and begins by computing a syndrome σ := S · B ∈ F
n−k.

4This turns out to be a special case of unraveling with ℓ = 1.

By definition the syndrome is zero if and only if B ∈ C. The

syndrome is treated as a polynomial

σ(x) :=

n−k−1
∑

i=0

σix
i.

The hardest step of decoding is locating the errors. To deter-

mine the set E of error locations, the decoder searches for

an error locator polynomial Λ (or locator for short), whose

degree e equals the number of errors, putatively of the form

Λ(x) :=
∏

i∈E

(x− αi)

which encodes those error locations as its roots. We also use

the reversed locator, which has the same coefficients as Λ but

in reverse order: 5

Λ̄(x) :=
∏

i∈E

(1 − xαi).

Only a subset of possible locators will be consistent with the

observed syndrome σ. The locator must satisfy a key equation:

Ω(x) :≡ Λ̄(x) · σ(x) mod xn−k

where Ω must have degree less than e. For any given error

count e, the key equation is affine over F, with e variables

and n − k − e constraints. It can therefore be solved with a

generic linear equation solver such as Gaussian elimination,

but a dedicated approach such as Berlekamp-Massey is usually

more efficient [5], [29].

Once a candidate error locator polynomial has been de-

termined, the error positions αi are found by solving for its

roots using a method such as Chien search [8], and the error

magnitudes can be found using methods such as Forney’s

algorithm [12]. If too many errors have occurred, the key

equation might have no solution, or might produce an incorrect

locator. Usually an incorrect locator does not split into distinct

roots over the symbol labels {αi}, which allows the decoder

to detect that an uncorrectable error has occurred.

The main obstacle to extending these decoders beyond

bound is that, when e > ⌊(n − k)/2⌋, the key equation

becomes underdetermined: with n − k − e constraints on e
unknowns, it generically has |F|2e+k−n solutions. We can

decode by enumerating these candidate error locator polyno-

mials, determining the roots of each one until a locator is

found that splits over the symbol labels {αi}, but this takes

exponential time in 2e+k−n. For sufficiently low-rate codes

(with n ≥ 3k), instead Sudan’s algorithm [37] can extend

beyond-bound algebraically, but we are interested in a high-

rate setting.

C. Interleaved Reed-Solomon codes

When errors are anticipated to occur in bursts, it is efficient

to form a larger code by interleaving codewords of several

smaller “row” codes [6]. The interleaved codewords can be

5Different texts name either Λ or Λ̄ as the locator. Our choice avoids the
issue that when 0 ∈ E, the reversed locator Λ̄ has degree only e− 1.
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α1 α2 · · · αk

α1 α2 · · · αk

α1 α2 · · · αk

C0:

C1:

C2:

Λ(x) = x− α1

Interleaved

codes with

the same

labels.

Fig. 1. Interleaving with ℓ = 3. The αi in a code position is the label of that
symbol, not its value. A column error’s locator must satisfy the key equation
of all ℓ subcodes.

corrected either independently, or jointly to better decode burst

errors that affect similar positions in each row.

An interleaved Reed-Solomon (IRS) code has ℓ interleaved

row codes Cj , all of which are RS codes with the same length

n and same labels JαiK but perhaps with different data sizes

kj . This forms a larger code C with parameters (N,K) :=
(ℓn,

∑

kj). We write this as

C = C1 × · · · × Cℓ

or as C = Cℓ
1 for interleaving ℓ copies of the same code C1. If

we imagine stacking the codewords on top of each other, then

each label αi is assigned to a column, as shown in Figure 1.

IRS codes support beyond-bound collaborative decoding

when the channel model favors errors affecting the ℓ symbols

in a single column at once (e.g. failures affecting a channel, a

device, etc.)6. The simple version of this algorithm corrects e
column errors for a total of up to E := ℓe symbol errors, by

observing that a single degree-e locator must simultaneously

satisfy the key equations of all the codes. This gives us

N−K−E affine constraints in e unknowns. Such a system is

likely to have a unique solution when e ≤ ⌊(N−K)/(ℓ+1)⌋,

but past the Komamiya-Singleton bound, uniqueness cannot

be guaranteed, so decoding is probabilistic. Solutions can be

found by solving these linear equations, or more efficiently

using a multiple shift register synthesis algorithm [24].

Decoding can be extended slightly further using more

complex techniques such as power decoding [32]. This enables

decoding probabilistically out to a radius of

R(n, k, ℓ) :=
⌊

n ·
(

1− (k/n)ℓ/(ℓ+1)
)⌋

columns in polynomial time. This decoder is too slow to be

used in memory systems, but is interesting in other contexts.

An interleaved code has minimum distance equal to the

minimum of its row codes. This means that if an error affects

more than ⌊(n − k)/2⌋ symbols in only one row (whether

due to some effect that tends to cause single-row errors, or

just by chance), then the decoder might fail to correct or even

miscorrect the error.

A low-rate Reed-Solomon code (i.e. one with n many times

larger than k) can be transformed into an IRS code to allow

6Primitive IRS codes can also correct certain unaligned burst errors beyond-
bound, but this is more complex, and we will focus on aligned errors.

beyond-bound decoding [35]. Our work also transforms a non-

interleaved RS code into an IRS code, but in high-rate setting

and using a completely different technique.

D. Motivating application: DDR5 RAM, CC and DCC

We will take error-correcting DDR5 DRAM as our motivat-

ing example. In DDR5, for each memory read operation, each

of the 10 chips being read transmits 2B on each of its 4 DQs,

for a total of 8B per chip. These 80B are used to store 64B of

cache line data and 16B of additional data. So we could use,

for example, an RS(28; 80, 64) code, which can correct up to

eight 1B symbol errors and thus achieves CC.

Now suppose that the memory system also needs to store

1B of metadata alongside the 64B of user data. This replaces

parity check symbols, giving RS(28; 80, 65), which can only

correct 7 errors and so doesn’t support within-bound CC:

a single device failure is beyond its decoding radius. We

therefore want a beyond-bound decoder which can correct

single-device errors with high probability, but still has a low

probability of miscorrection. For example, we could try erasure

decoding for each device in sequence until it succeeds. With

10 devices, this might take up to 10 tries, either sequentially

or in parallel.

IRS codes could be used to achieve more efficient BBCC,

for example by interleaving three RS(28; 20, 16) codewords

and one RS(28; 20, 17) codeword. These codes can correct 2

errors and 1 error respectively. Since decoding cost is roughly

quadratic, decoding these four quarter-sized codes requires of

about 1/4 the effort of a full 7- or 8-error correcting code, and

decoding can start on the first row before the others have been

received. Beyond-bound decoding these codes is also fast, but

it only works if the error pattern affects multiple rows: if by

chance two errors affect the last row and nothing else, then

they would be uncorrectable even if they are both on one

device. These RS and IRS options are shown in Figure 2.

IRS codes are fast but unreliable: each row code can only

correct 1-2 errors, so multi-chip errors may be uncorrectable

even if only a few symbols are affected. Worse, they can

miscorrect such errors. Multi-chip errors are less common

than single-chip errors, but not vanishingly rare. For example,

Rowhammer and other read-disturb vulnerabilities can cause

sparse errors across multiple chips. Some implementations,

such as AMD’s implementation of chipkill [1], mitigate

miscorrection using a matching-columns restriction, which

requires that any correction affects only a small number of

total columns. This is effective when many rows are corrupted,

but not against sparser errors: if only a single row makes

a correction, then the matching-columns restriction cannot

determine whether it miscorrected.

In the opposite direction, we might be interested in mini-

mizing SDC instead of maximizing speed. For this, we might

instead use a code over a larger field, such as RS(216; 40, 33).
Such a code can only correct three DQ errors, but its mis-

correction probability is approximately 8 orders of magnitude

lower than RS(28; 80, 65) and 11 orders of magnitude lower

than an interleaving of four 8-bit RS codes.
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Fig. 2. Two possible assignments of bits to RS symbols in DDR5. User data
in blue, metadata in green, parity in red.

Above, a cache line is encoded as a single RS(28; 80, 65) codeword.
Below, it instead uses ℓ = 4 interleaved codewords, the first three from
RS(28; 20, 16) and the last from RS(28; 20, 17). The interleaved code
is faster and has straightforward BBCC, but it is more vulnerable to
uncorrectable errors or miscorrection.

A codeword for the above arrangement can be unraveled to the below one,
enabling BBCC without the increased risk of miscorrection. Since ℓ = 4,
the unraveling map operates on groups of four symbols at a time, such as
pairs of columns as highlighted in saturated blue. Perhaps surprisingly, this
works even for the group with one metadata symbol and three parities.

Similar options are available for other memory systems. For

example, DDR4 modules might use an RS(28; 72, 64) code

without metadata. This system has 4 symbols per device and

so can support within-bound CC, but storing metadata again

requires BBCC.

More conservative systems require even more powerful error

correction, such as double-Chipkill-correct (DCC) which can

tolerate the failure of more than one device. This can be

achieved, for example, using a DDR5 module in lockstep

mode, where 128B of user data and 32B of parity are stored

across 20 devices instead of 10. Beyond-bound DCC is more

complex: for example, searching through all double-device

failures would require trying
(

20
2

)

= 190 combinations.

Chip-granularity erasure decoding is another useful feature

for high-reliability DRAM systems: if the system detects that

a device has failed (e.g. because it has already produced many

errors) then its data can be treated as erased. This economizes

error-correction symbols: each erasure only requires one parity

symbol to correct, compared to errors which each require two

parity symbols.

E. Our contribution: Unraveling Reed-Solomon codes

The worst case for IRS codes is when errors are sparse,

and the best case — both for BBCC and for reducing SDC

— is when errors affect an entire column at once. We observe

that errors can be shifted to this pattern by applying a mixing

operation to each column (using e.g. matrices over F) after IRS

β11 β12 β21 β22 · · · βn1 βn2

α1 α2 · · · αn

α1 α2 · · · αn

Unraveling code

C ∈ RS(q; 2n, 2k)

Interleaved codes

C0 × C0 where

C0 ∈ RS(q;n, k)

Mix1 Mix2 Mixk

Fig. 3. Unraveling with ℓ = 2. The α or β in the code position is the label
of that symbol. The single RS(2n, 2k) code can be decoded directly, reliably
correcting up to n− k errors in any pattern. Or, it can be converted into two
interleaved RS(n, k) codes with the same rate. These can probabilistically
decode up ⌊ 4

3
(n− k)⌋ errors if they affect at most ⌊ 2

3
(n− k)⌋ columns, or

slightly more with advanced decoding algorithms [32].

encoding, so that the data is stored in memory using a different

code C. When decoding, we would apply the inverse mixing

operation, thereby “unraveling” C back into the IRS code

CIRS. This converts each symbol error in C to a column error

in CIRS, so the total number of symbol errors may increase.

But the number of columns with errors stays the same, so

this technique corrects the same pattern of errors when the

matching-columns restriction is used.

Mixing can reduce the miscorrection probability, but only

if the mixing functions are chosen carefully: for example, if

every column is mixed in the same F-linear way, then the code

is still weak. Mixing by itself also does not help to correct

multi-device errors, only to detect them.

Our work hinges on a surprising observation: for carefully

selected row codes and mixing matrices, as shown in Sec-

tions III-A-III-B, the full-block code C is itself a generalized

Reed-Solomon code. This guarantees that C has the maximum

possible distance, and gives a decoding algorithm that works

well for multi-device errors. We call such a code C an Unrav-

eling Reed-Solomon (URS) code. We show this relationship in

Figure 3.

It is often possible to unravel a URS code C in more

than one way. In particular, over a binary field F2b it is

possible to unravel the same code into ℓ = 2c rows for any

c ≤ b, allowing several decoding algorithms with different

characteristics. For larger ℓ, independent decoding is faster

and collaborative decoding stretches further beyond bound,

but success requires the errors to have greater alignment. This

matches the design constraints of error-correcting DRAM,

since there are different failure probabilities for bits, DQs,

pairs of DQs, and devices. Unraveling also interacts well with

erasures at column granularity, such as devices which are

known to have failed: each erased column in the larger code

simply becomes an erased symbol in the smaller codes.

We initially designed URS codes to meet the design goals

of a hardware decoder for a datacenter memory product. Our

DDR5 decoder is described in section IV. It supports up to 16
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Correctablea Approx Pr[miscorrect]b Analytic Pr[BBCC uncorrectable]d Rel.

Code Distance reliable best dense sparse BBCC c dense sparse weight areae

RS 15 7 7 4.41e−8 4.41e−8 no 3.20e−14 3.20e−14 7 184%

URS 15 7 7 4.41e−8 4.41e−8 yes 3.55e−15 3.55e−15 7 161%

RS over F216 ≤ 15 3 6 3.61e−14 3.61e−14 no 3.20e−14 3.20e−14 ≤ 7 174%

IRS ℓ = 2 8 3 6 3.61e−14 1.44e−7 yes 3.20e−14 4.66e−10 4 106%
f URS ℓ = 2 15 3 6 3.61e−14 3.61e−14 yes 3.55e−15 3.55e−15 7 100%

IRS ℓ = 4 3 1 6 3.55e−14 3.21e−5 yes 3.20e−14 7.14% 2 38%

IRS ℓ = 8 2 0 CC 3.55e−14 3.67e−3 yes 3.55e−15 25% 1 30%
f URS ℓ = 8 15 1 CC 3.55e−14 3.55e−14 yes 3.55e−15 3.55e−15 7 34%
a General byte errors corrected within bound: most that can be corrected either reliably or in the best case (column-aligned). The codes marked “CC” can

correct up to 6 bytes within-bound, but they all have to be on the same device, so the codes’ BBCC reliability is more relevant.
b Probability that the code miscorrects a large error with metadata and BBCC enabled. Dense is if many bytes are corrupted; sparse is if (worst-case) e

random bytes are corrupted. The floor of 3.55e−14 is the fraction of blocks within a single-device distance of a codeword.
c Does the algorithm support beyond-bound CC without iterating over all devices?
d Probability that beyond-bound correction fails, returning uncorrectable, if either the whole device or worst-case e of its bytes are corrupted at random.

Weight is the minimum number of bytes that must be corrupted to cause a failure.
e Estimated relative area for a single-cycle-throughput core. See the main text for the many assumptions of this calculation.
f This is the same URS code, but decoded after unraveling at ℓ = 2 or ℓ = 8, so errors are corrected in 16- or 64-bit chunks instead of bytes. This

corrects fewer errors but is faster and smaller, and has a lower miscorrection probability. URS with ℓ = 4 is omitted because in the most straightforward
configuration it is too similar to URS with ℓ = 8.

Fig. 4. Concrete application to error-correcting ×4 DDR5, 512-bit user data and 16-bit metadata, and BBCC. The best or almost-best values are highlighted
in green. Uses 8-bit symbols unless stated. The IRS codes use the matching columns heuristic to reduce miscorrection rate. The URS code is the best in all
categories, except for miscorrection probability against dense errors. This is only because it can correct more error patterns than the IRS code.

bits of metadata. It can correct up to 4 DQ errors within-bound

(3 DQ with metadata) across multiple chips by unraveling to

an interleaving of RS(28; 40, 32) and/or RS(28; 40, 33), so it

almost is as fast as these codes. But its robustness is much

greater, comparable to a code over a 16-bit field which would

be about twice as costly.

Our decoder also supports fast BBCC by unraveling to an

IRS code with ℓ = 8. IRS codes ordinarily cannot correct

multi-chip errors and are vulnerable to sparse errors, so they

would not have met our reliability goals, but the URS code

removes both downsides. With a conventional RS code, we

would instead need to try decoding with each of the 10 chips

erased, which would cost a large factor in either area or

worst-case throughput, and would also have 9× the failure

probability. Using a URS code avoids this cost without any

significant disadvantage. Our decoder also supports correcting

two DQ errors (one with metedata) after erasing any single

device, and this erasure is more efficient than it would be

with a conventional RS code.

Unraveling also gives an efficient recursive encoder, similar

to a fast Fourier transform (FFT) or additive fast Fourier

transform (AFFT [13]). This Fourier-like calculation can also

be used in the search step instead of Chien search. Chien

search cannot be used without modification since it applies

only to primitive codes, but URS codes are not primitive.

We also show a second decoding algorithm that can correct

more complex patterns of errors, though it is somewhat less

efficient. For example, this decoder can perform beyond-bound

decoding of errors affecting one device plus any other single

symbol (BBCC +1).

We compare URS codes to IRS codes and to other RS codes

in Figure 4. This table includes an estimate of relative area

for the core, compared to a core implementing URS with

ℓ = 2. There are many trade-offs in decoder architecture

which have a large impact on area and performance. For

consistency we assumed a low-latency single-cycle-throughput

core. This consists of a single-cycle syndrome; independent-

per-row key equation solvers using either explicit formulas

(for e ≤ 2) or two iterations per cycle of the inversionless

Euclidean algorithm; root search and error magnitude solved

using static matrices as in [20]; and parallel division and

error correction (when e > 2; for e = 2 the division is

common and for e = 1 none is required). We assumed that

the core can be configured with or without metadata, and

that the core supports BBCC with metadata either analytically

(when possible) or by computing Forney syndromes with a

large matrix and checking whether they are zero. We did not

factor the syndrome or polynomial-evaluation matrices based

on (Additive) Fast Fourier Transforms: this can reduce the

size of a URS decoder, and may also be possible with other

decoders depending on parameters. The area includes data

buffering, but not small components such as error counting

and tag tracking.

Since URS codes are a special type of generalized RS code,

they can correct at least the same patterns of errors, plus they

support efficient beyond-bound decoding of column errors.

Since URS codes met our design goals better than previously

known codes, we would expect them to be applicable to other

DRAM designs, and possibly beyond memory applications.

For higher-reliability DRAM requirements such as DCC, URS

codes have an even greater advantage.

However, URS codes require careful choices of the symbol

labels and mixing matrices. As far as we know, these only

exist for some (F, n, ℓ). Fortunately, when ℓ = 2, URS codes

exist over any finite field Fq for every N = 2n ≤ q.

Compared to IRS codes, URS codes are able to decode
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sparse and multi-device errors, and have no special vulnerabil-

ity to miscorrecting them. But since they are full-block codes,

URS codes must wait until all the data is received before they

can detect or correct errors.

III. MATHEMATICAL CONTRIBUTIONS

A. Construction of Unraveling Reed-Solomon codes

Now we will show how to construct URS codes of order ℓ,
with parameters (N,K) := (ℓn, ℓk+a), with data width k < n
and a remainder 0 ≤ a < ℓ. Choose a polynomial G(x) of

degree ℓ, and a sequence JαiK of n distinct elements in F such

that for each αi, the polynomial G − αi splits into ℓ distinct

roots JβijK over F. The unraveling code C ∈ RS(q;N,K) has

labels JβijK (with i being the column number) and multipliers

mij = 1.

For the row codes, let C0 ∈ RS(q;n, k) and C1 ∈
RS(q;n, k + 1) have labels JαiK and multipliers mi = 1, and

let Cℓ−a
0 ×Ca

1 be an interleaving of these codes. The unraveling

map

unravel : C → Cℓ−a
0 × Ca

1

is a linear map which acts on each column i by the ℓ × ℓ
Vandermonde matrix

Mixi := Vℓ×ℓ:JβijK.

Each Mixi is a square Vandermonde matrix with distinct

labels, so it is invertible. Since the codes C and Cℓ−a
0 ×Ca

1 are

the same size, the unraveling map is a 1-to-1 map between

them. So to encode to C, we can encode segments of the data

to each Cj and then apply Mix−1
i to each column i.

Theorem 1. The map unravel indeed maps C → Cℓ−a
0 × Ca

1 .

Proof. The proof is similar to Taylor expansion at G [13,

Section II]. A codeword C := JCijK ∈ F
N of C satisfies

the syndrome equation:

∀m ∈ {0, . . . , N −K − 1} :
ℓ

∑

j=1

n
∑

i=1

Cij · β
m
ij = 0.

After unraveling, the h’th interleaved codeword has symbols

Uih :=

ℓ
∑

j=1

Cij · β
h
ij .

Let kh := k if h < ℓ− a and kh := k + 1 otherwise; by case

analysis, ℓ(kh + 1) ≥ K + h + 1. We want to show that for

each h, the row JUihK is an RS(q;n, kh) codeword with labels

JαiK, meaning that:

∀m ∈ {0, . . . , n− kh − 1} :

n
∑

i=1

Uih · αm
i

?
= 0.

Expanding Uih =
∑ℓ

j=1 Cij · βh
ij and αi = G(βij), this is

equivalent to:

∀m ∈ {0, . . . , n− kh − 1} :

ℓ
∑

j=1

n
∑

i=1

Cij · β
h
ij ·G(βij)

m ?
= 0.

Now βh
ij · G(βij)

m is a polynomial in βij of the form
∑

f gijfβ
f
ij with degree h + ℓm, and this degree is bounded

by:

h+ ℓm ≤ h+ ℓ(n− kh − 1)

= h+N − ℓ(kh + 1)

≤ h+N − (K + h+ 1)

= N −K − 1.

Therefore

ℓ
∑

j=1

n
∑

i=1

Cij ·β
h
ij ·G(βij)

m =

N−K−1
∑

f=0

ℓ
∑

j=1

n
∑

i=1

Cij · gijf · βf
ij

=

N−K−1
∑

f=0

gijf ·





ℓ
∑

j=1

n
∑

i=1

Cij · β
f
ij





= 0

since, for codewords of C, all the inner terms are all zero by

definition. This completes the proof.

B. Possible values of G

How should we instantiate G of degree ℓ, and choose labels

JαiK so that G(x)−αi splits over F? This seems like a rather

strong requirement, and whether it is possible depends on F, n
and ℓ. It is sufficient, but not necessary, for G(x) to be an ℓ-
to-1 map over F or F\{0}, and then the JαiK can be simply be

chosen among the images of G. Call such a map collapsing.

We describe two simple families of collapsing maps.

First, if ℓ divides q − 1, then G(x) := xℓ is obviously

collapsing. Note that if ℓ is composite, then the same code

can also be unravelled by any factor of ℓ.

Alternatively, we can construct collapsing maps when ℓ is

a power of the characteristic of F, using similar techniques

to the AFFT (see e.g. [13, Section III-IV], which deals with

the F2b case only). Suppose F is an extension of a field K —

for example, F = F2b and K = F2 — and let W be a vector

subspace of F over K. Thus |W | is a power of |K| and of the

characteristic of F. Let

GW (x) :=
∏

w∈W

(x− w).

This is a collapsing function, as shown in the following lemma

and corollary:

Lemma 1. Despite being a polynomial of degree greater than

1, GW is also a K-linear function.

Corollary 1. The kernel of GW is exactly W , so it is |W |-
to-one. Its degree is also |W |, so it is collapsing.

Proof. We begin by noting that if w ∈ W then GW (x+w) =
GW (x) by rewriting the indices. We want to show that GW (x)
is a K-linear function, meaning that for all a ∈ K and all x
and y in F:

GW (ax)
?
= aGW (x) and GW (x+y)

?
= GW (x)+GW (y).
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The first part is trivial for a = 0. For nonzero a ∈ K we see

that:

G(ax) =
∏

w∈W

(ax− w) =
∏

w∈W

a(x− w/a)

=
∏

w∈W

a(x− w) = a|W |G(x) = aG(x)

by Lagrange’s theorem. To prove additivity, consider the

polynomial

Hy(x) := G(x+ y)−G(x)−G(y),

which we wish to show is zero. The leading x-term cancels

out, so Hy has degree (in x) strictly less than |W |. But now,

for each w ∈ W ,

Hy(w) = G(w+ y)−G(w)−G(y) = G(y)− 0−G(y) = 0.

Since Hy has at least |W | roots but degree less than |W |, it

must be the zero polynomial. This completes the proof.

Thus we can easily construct collapsing G of any degree

ℓ ≤ |F| that is a power of the characteristic of F. We also

notice that the roots of GW −αi are a W -coset in F. It follows

that for any subspace V ⊂ W , the map GV is a |V |-to-1 map

on those roots. Therefore, a code constructed using GW can

be unravelled using GV for any subspace V of W .

A particularly nice case arises when q = 2a·2
b

, and ℓ =
2c ≤ 2b. In that case, F has K := F22b as a subfield. Let

G2(x) := GF2
(x) = x2 + x; then it is easily seen that Gb

2 =
GK, so it is collapsing, and therefore Gb′

2 is collapsing for

all b′ ≤ b. These maps Gb′

2 are sparse maps of degree 22
b′

with coefficients in {0, 1}, so they are especially efficient to

implement. For example, G2
2(x) = x4+x, and is an F4-linear

map.

For every prime power q, either q is a power of 2, or else

q−1 is divisible by 2. So for every finite field Fq it is possible

to construct a URS code with ℓ = 2.

It is also possible to use a non-collapsing G, though the re-

sulting code will have a shorter maximum length. For example,

consider F28 and ℓ = 6: the map G(x) := (x2−x)3−α splits

for 21 distinct α, so it can be used to construct URS(N,K)
with length N ≤ 21 · 6 = 126 symbols.

1) Connection with the (A)FFT: The syndrome matrix of C
is an (N −K)×N Vandermonde matrix V . We have shown

that it has the same kernel C as ℓ interleaved (n − k) × n
Vandermonde matrices times a blockwise mixing matrix; call

this WB. Therefore they are row-equivalent, meaning that

V = MWB for some invertible matrix M . This matrix M
converts from the syndrome of a block with respect to the

interleaved codes, to the syndrome with respect to C. Because

an (n, k) code is a subcode of an (n, k′) code for any k′ ≤ k,

the matrix M is lower-triangular. Its coefficients come from

the powers of G according to Theorem 1, so as long as G’s

coefficients are zero-one, so are M ’s coefficients.

This decomposition is an application of the (Additive)

Fast Fourier Transform decomposition, generalized to any

polynomial G with the right root structure. The code C can be

considered as the set of codewords C whose Fourier transform

V · C begins with n− k zeros. The (A)FFT decomposes this

transform as V = MWB, where M is lower-triangular, W is

ℓ interleaved smaller Fourier transforms, and B is a layer of

“butterfly” transforms. Thus BC is in the IRS code if and only

if WBC begins with n− k zeros. Since M is invertible and

lower triangular, this is the same as V C = MWBC beginning

with n− k zeros.

The (A)FFT can also be used efficiently to solve the key

equation and to find roots of the locator [26], [27], [38], [19].

The algorithms for solving the key equation are likely no better

than Berlekamp-Massey for the values of n−k seen in memory

systems, but the benefits for finding roots of the locator may

apply. These techniques are more efficient when the labels αi

of the code are numbered in accordance with the (A)FFT being

used, which will typically be the case for unraveling codes.

C. Decoding Unraveling Reed-Solomon Codes

There are multiple ways to view C, each with its own

decoding algorithm. A design might use only one of these

decoders, or they can be run either simultaneously or se-

quentially, perhaps starting with the fastest one. If multiple

decoders are used, then the syndrome need not be recalculated

for each one: it can be translated using the matrix M .

The most obvious solution is to use the direct decoder: C
is an RS code, so it can be decoded as usual out to distance

⌊(N −K)/2⌋.

D. Independently decoding the unraveled codes

C can also be decoded by unraveling the codeword to ℓ
interleaved codes, and then decoding them independently. To

avoid miscorrections, solutions should be rejected if they show

errors in more than ⌊(N −K)/(2ℓ)⌋ different columns. Reed-

Solomon decoding has roughly quadratic cost Θ(n · (n− k))
for small codes. Since an independent decoding algorithm

reduces this to ℓ copies of ℓ-times smaller codes, this decoding

algorithm is about ℓ times faster than general decoding of C.

Reducing the error threshold may also allow faster few-error

algorithms to be used, such as Morioka-Katayama [20].

This decoder corrects exactly the same errors that an RS

code over Fqℓ would correct. This is a strict subset of the

errors that independently decoding an IRS code would provide

(since IRS would allow different columns in each row), which

is a strict subset of the errors that C can decode as a full-block

RS code (since IRS limits the number of errors per row).

The practical SDC rate of a code depends heavily on the

set of errors it can correct and on its minimum distance. Since

this URS decoder corrects the same errors that the Fqℓ code

can correct, and it has at least as high a minimum distance

(it is maximum distance separable over Fq and not just over

columns), it should have as low an SDC rate as using larger

symbols. The independent IRS decoder could be restricted to

the same number of column errors, but it has a much smaller

minimum distance, and thus a worse SDC rate.
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E. Beyond-bound decoding the IRS code

After unraveling, we can also apply beyond-bound collab-

orative decoding to the IRS code [6], [24], [34], [32]. Note

that mixing the columns may increase the number of symbol

errors, but it doesn’t increase the number of column errors,

which is what limits collaborative decoding. On the contrary,

mixing improves collaborative decoding: realistic channels

may produce sparse errors, e.g. errors affecting only one of the

interleaved codewords, which is a weak point of collaborative

decoding. But after mixing, the errors usually will not be

sparse.

1) Completely unraveling the code: In the limit, depending

on the field, we may be able to unravel to IRS codes with

distances as low as 2 and 3, which correct only one error7. At

least one distance-3 code is required to correct. In our DRAM

example, we get the distance-3 code C0 ∈ RS(28; 10, 8) and

the distance-2 code C1 ∈ RS(28; 10, 9). Distance-2 codes

cannot locate errors, so decoding in this case is beyond-bound:

they must be decoded collaboratively with distance-3 codes.

But decoding these codes for single-column errors is fast and

easy.

Once the syndrome of a distance-3 block is computed as

σ(x) := c1x + c0, the error magnitude must be c0 and its

location must be αi = c1/c0.The syndrome of a distance-2

block is the simple parity σ(x) := c0 equal to the sum of

the error magnitudes, so if one error occurs and its location

is known then decoding is trivial. So decoding the IRS code

Cℓ−a
0 × Ca

1 succeeds if and only if:

• All row codes of distance 3 or greater must report either

the same valid error location αi or no errors, and

• If at least one of the distance-2 rows reports an error, then

at least one distance-3 row must also report an error, so

that the location is known.

To decode, note that only one field division is needed: the

decoder can choose a nonzero syndrome to calculate the

location, and then check that the other syndromes are all

proportional to it using cross-multiplication. The code can be

decoded in a streaming fashion if desired, starting with the

distance-3 rows.

If a failure corrupts a single column, decoding will fail only

if all the distance-3 syndromes are zero. If the corruption is

uniformly random among nonzero values, this happens with

probability

(q−(N−K−ℓ) − q−ℓ)/(1− q−ℓ) < q−(N−K−ℓ),

since after mixing, the errors must be zero in N − K − ℓ
locations but not all ℓ locations (since then there is no error).

Failures of this type are always a detected uncorrectable error,

never a miscorrection. Similarly, the miscorrection probability

7Distance-4 codes unravel to IRS codes of distance 2 and 3, so we
can correct these after unraveling further if the field permits. However,
implementations using shorter codes sometimes correct fewer symbols than
the half-distance bound, to reduce the probability of miscorrection. For these
use cases we might stop at distance 4, which provides single-error-correct
double-error-detect (symbol SECDED) capability. The same techniques apply
in that case.

for uniform multi-column errors is at most (N/ℓ)·q−(N−K−ℓ).

In the example of DDR-5 with 8-bit metadata, we have

N/ℓ = 10 and N−K−ℓ = 7, so the failure and miscorrection

probabilities are at most 2−56 and 10 · 2−56 respectively,

which are almost negligible. Decoding failure requires at least

N − K − ℓ + 1 symbols to be corrupted (in this example,

all 8 symbols on the chip) so it cannot happen with sparse

errors. This technique is applicable with even more metadata;

for example, with 4 bytes of metadata, the same bounds are

2−32 and 10 · 2−32 respectively, and at least 5 byte errors are

required to cause failure.

2) Multiple unraveling: The same code C can be unraveled

with multiple different values of ℓ. For our DDR5 example,

suppose we have 8 bits of metadata, and so have constructed

a code C ∈ RS(28; 80, 65) that unravels up to ℓ = 8 ways. We

can directly decode C to correct up to 7 single-byte failures.

Or we can unravel it at ℓ = 2 to decode at most ⌊15/(2 +
1)⌋ = 5 channel failures affecting up to 10 bytes; at ℓ = 4
to decode at most ⌊15/(4 + 1)⌋ = 3 double-channel bounded

faults affecting at most 12 bytes; or at ℓ = 8 to decode at

most one single-chip failure affecting up to 8 bytes. This last

option corrects fewer errors than ℓ = 2 or ℓ = 4, but it’s much

faster and has a much lower failure probability.

In fact, if C is constructed using GW as described in

section III-B, then it can be unraveled along any subspace of

W : that is, for the same ℓ it can be unravelled in more than one

way, to catch errors that occur in different patterns. For exam-

ple, in DDR5, each chip has 4 channels which each transmit

16 bits (which we interpret as two eight-bit symbols) per burst.

We might construct an 8-element W := Wtime × Wchan. We

normally unravel along Wtime to search for errors that affect

both the first and second byte from each of several channels.

But we might also be concerned that interference or a power

supply glitch could corrupt all the symbols coming from one

or more devices at a given time. Unraveling the same code C
along Wchan instead searches for errors with this sort of burst

structure.

3) Alternative view: stereotyped locators: An alternative

view of the decoding algorithm is to work directly on the

code C without converting it into an IRS code, but to consider

locators which are polynomials in G(x) instead of just in x.

Polynomials of degree e in G(x) are a linear subspace of

the set P of polynomials of degree e · ℓ in x. This decoding

algorithm is equivalent to collaboratively decoding the row

codes by finding a locator that satisfies all their key equations,

but it might be less efficient since it isn’t as clear how to apply

multiple shift register synthesis.

However, it has a further generalization, in that other

patterns of errors may also confine the locator to a subspace of

P . For example, consider a “chip failure plus one byte” error,

affecting the 8 bytes on one chip plus any 9th byte. This can

be searched for as a locator of the form (G(x)−αi) ·(x−βj),
where G(x) is a fixed polynomial of degree 8 — e.g.

G(x) = x8+x4+x2+x. Such locators have only 2 nonlinear

degrees of freedom (αi and βj), and they are confined to

an affine subspace of dimension 3 of the full 9-dimensional
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affine space of monic 9th-degree polynomials, parameterized

by {α, β, αβ}. Therefore the locator may be found with linear

algebra if there are N −K ≥ 9 + 3 = 12 syndrome symbols,

whereas 9 general errors would normally require 18 syndrome

symbols.

Similarly, “chip failure plus two bytes” errors have 3

nonlinear degrees of freedom, and generate locators in a 5-

dimensional affine subspace of monic degree-10 polynomials,

so they can be found probabilistically with linear algebra if

N −K ≥ 15.

The stereotyping of locators is also useful for erasure correc-

tion. Suppose we have a URS(28; 40, 32) code, and we want

to provide 1- or 2-error correction after erasing a column of

4 symbols. Erasing a column of symbols requires multiplying

the syndrome by the erasure locator. With an unraveling code,

this locator has a sparse form such as x4 + x + αi, and

multiplying the syndrome by such a polynomial is much more

efficient than a general polynomial multiplication.

4) Shortening the code: Like any code, URS codes can be

shortened, reducing the number of redundant bits or symbols

by fixing some of them to zero. This is useful when no

unraveled code exists over the right field. So, for example,

we might want a long F28 code with 7-symbol columns, but

(as far as we know) no such unraveling codes exists. Instead

8-symbol columns could be used with the last symbol in the

column fixed to 0. However, unraveling with ℓ = 8 gives only

(N −K)/8 parity symbols per row instead of (N −K)/7.

Likewise, individual bits of a symbol can be fixed to zero,

though this makes encoding slightly more complex, requiring

a bit matrix instead of a symbol matrix. This is useful when

the number of available bits per column is not a multiple of

the desired symbol size. With r redundant bits over F2b , this

allows N −K = ⌊r/2b⌋.

IV. APPLICATION IN A DDR5 MEMORY CONTROLLER

We implemented this technique in a high-throughput, extra-

high-reliability 10-device DDR5 error-correction circuit as part

of a datacenter memory controller. This section reports on a

preliminary version of the circuit, and should not be considered

a product specification. Our decoder supports additional data

integrity features: the datapath is protected with an additional

error detection code to mitigate environmental faults in the

buffered data during decoding. To protect against environmen-

tal faults in the decoder’s calculation, a second circuit can

check that the corrected codeword really is a URS codeword

and is within the prescribed distance from the buffered data.

We chose unraveling codes because of their very low SDC

rate, similar to 16-bit codes but requiring only 8-bit field

arithmetic; and to enable efficient BBCC.

Our circuit processes 512-bit data with up to 16 bits of

metadata; the amount of metadata is assumed to be set per

memory region, so the controller is informed of the amount

used in each read. The code parameters are shown in fig. 5,

along with failure rates as calculated in section III-E1 and

SDC rates as calculated according to McEliece-Swanson [30].

When no metadata is used, any 4 DQ errors can be corrected.

When metadata is used, only 3 DQ errors or (probabilistically)

the 4 DQs on one device can be corrected. When the number

of metadata bits is not a multiple of 8, the remaining bits in

the byte function as a checksum to reduce the SDC rate. Our

overall failure and SDC probabilities are extremely low, since

the listed probabilities are multiplicative with the rate at which

serious DRAM error occur in the first place.

All cases are handled by a unified decoder. Our decoder

does not attempt to decode the large code with 7 or 8

independent byte errors. Instead it always unravels the code,

so that it can decode 3 or 4 errors at a 16-bit granularity. Even

though the RS(28; 80, k) structure is not used directly, it gives

robustness because its distance is 15 to 17 bytes, depending

on the amount of metadata.

The decoder also supports marking one device as erased

(independently per read), in which case it can still correct one

DQ error. Without metadata, this mode can optionally correct 2

DQ errors, but with a much higher probability of miscorrection

(1.47e−7).

Our decoder is fully pipelined, with a latency of 1 cycle

when there is no error, or 5 cycles if there are errors,

with single-cycle throughput (64B/cycle) in either case. We

synthesized our design in TSMC’s 6nm process technology

with a target frequency of 1 GHz in a nominal-to-worst-

case corner, to match DDR5-8000’s throughput of 64 GB/s.

Based on raw synthesis results and conservative place-and-

route estimates, synthesized area is roughly equivalent to 254k

NAND2 gates, including the data buffer. The data integrity

features (to protect against hardware faults in the decoder, not

ordinary uncorrectable errors) are included in the area, but

not in the latency because they overlap with the next stage

downstream.

V. COMPARISON TO OTHER ERROR CORRECTION

TECHNIQUES

A. Comparison to MUSE-ECC

In this work we have been assuming a symmetric channel,

but in real DRAMs, some errors favor one direction or the

other. If this bias is large enough, the memory controller can

use it to help error correction. MUSE-ECC’s residue codes

[28] implement error correction based on integer arithmetic

instead of F2n arithmetic, enabling asymmetric codes. This

includes an (80, 67) code (measured in bits) that can correct

any 1→0 8-bit symbol error. This exceeds the Komamiya-

Singleton bound, which applies only to symmtric channels.

But asymmetric codes are not as applicable in modern

DRAMs. Energy-saving changes reduce the directional bias

of errors, and DDR5’s on-die ECC can miscorrect, adding

an extra bit-flip in either direction. MUSE-ECC might be

adaptable to this model, but this remains to be seen. We would

also like further reliability features such as erasure decoding.

MUSE-ECC also allows symmetric codes with shorter sym-

bols than Reed-Solomon would permit, but since our work

focuses on reliability we prefer longer symbols .
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Metadata bits RS code Unraveled code DQ corr. BBCC code CC DUE Weight Random SDC

0 (80, 64) (40, 32)2 4 N/A 0 N/A 4.95e−15
8 (80, 65) (40, 32)×(40, 33) 3 (10, 8)7×(10, 9) 1.39e−17 8 1.41e−16

16 (80, 66) (40, 33)2 3 (10, 8)6×(10, 9)2 3.55e−15 7 3.61e−14

Fig. 5. High-reliability core parameters (all with q = 28) and failure probabilities for different amounts of metadata. BBCC code: the code shape after
unraveling for BBCC. With no metadata, this is unused because the 4DQ error correction can already reliably correct single-device errors. CC DUE: the
proportion of single-device errors that are uncorrectable. Weight: the number of bytes on a single device (out of 8) that must be corrupted before the error
can be uncorrectable. Random SDC: the proportion of multi-device errors (corrupting many symbols across many devices) that result in miscorrection and
thus silent data corruption.

B. Comparison to other large-codeword techniques

Large-codeword error correction generally features low

probabilities of silent data corruption, at the cost of greater

decoding latency. We view our work as complementary, rather

than competitive, to other large-codeword Reed-Solomon

works such as DUO [14] and Bamboo ECC [21]. These

focus mostly on codeword layout and not the mathematics

of the correction process, so a new RS code with an improved

correction algorithm directly complements them.

Bamboo ECC proposes encoding an entire 64B cache line

in a single codeword. This greatly reduces the SDC rate and

increases error correction capability compared to IRS codes,

at the cost of a more complex decoder and needing to wait

for the entire cache line before decoding. Switching to a URS

code would reduce the cost of the decoder, but not the need

to wait for the whole cache line. For example, with a DDR4

RS(72, 64) code, Bamboo ECC proposes limiting the number

of independent errors corrected by the code to e.g. either one

or two DQ, or a single ×4 device, to reduce SDC. URS codes

directly address this case, by correcting a single ×4 device at a

lower cost than general 4-error RS decoding. The improvement

is even more pronounced in DCC applications, whether the

device failures are sequential or may be simultaneous, because

these become 2-symbol correction and/or erasure operations

instead of 8-symbol operations.

DUO ECC goes further, by repurposing the on-die ECC

data to provide better controller-level error correction with

a long codeword, at the cost of slightly longer transfers,

possibly enabling probabilistic CC or even DCC for DIMM

configurations that would otherwise not support them. For

example, DUO suggests DDR4 ×4 and DDR4 ×8 modes with

18 and 9 devices, 34 and 68 bits per device, respectively, both

with a total of 34 · 18 = 612-bit codewords. These use a

RS(28; 76, 64) code which can correct up to 6 byte errors.

Or they can probabilistically correct a single-device error for

DDR5, or even a double-device error for DDR4, by attempting

decoding with each device (or pair of devices) erased.

As with Bamboo codes, URS codes can complement DUO,

but not as effectively because there are not a whole number of

symbols per device, which necessitates shortening the codes8.

For example, we could use F29 and divide the 100 extra bits

into 1 bit of metadata and 11 nine-bit parity symbols. This

would give an RS(29; 72, 61) code with 4 or 8 symbols per

8Unless 17-bit symbols are used, but this is worse unless significant
metadata is also desired, because it would have a 31 · 17 = 527-bit payload.

device for DDR4 or DDR5, shortened from 72 or 36 bits to

68 or 34 bits per device, respectively. In DDR4 this corrects a

single-device plus one error efficiently and reliably; a double-

device error with failure probability about 2−18 ≈ 3.81e−6; or

a single-device plus two-symbol error with failure probability

about 2−9 ≈ 0.2%. With DDR5, it can correct a single-

device failure except with probability about 2−27 ≈ 7.45e−9.

These calculations are all based on analytically solving the

key equation rather than iterating over each device. We could

fall back to the iterative solution if the analytic solution fails,

which would be a nearly identical solution to DUO but with

slightly higher efficiency due to the sparse erasure locator

polynomial.

Bennett’s signed parity codes [4] provide a lightweight

BBCC option. These codes cannot correct double-DQ errors

unless the two DQs are on a single device. Signed parity

codes devote one device to simple parity (i.e. the xor-sum

of the other devices), and part of another device to additional

syndrome bits called a signature. A single-device error can be

corrected by checking, for each device, whether applying the

syndrome’s parity to that device would result in a matching

signature. This decoding algorithm is somewhat similar to

the fully-unraveled codes in section III-E1 which also have a

lightweight decoder, and after unraveling (being an interleaved

RS code with mi = 1) also have a full column of simple parity

symbols. However, signed parity codes use a sparse signature

matrix, so the decoder can have less area than a URS decoder.

When using beyond-bound correction, there are always

ambiguous cases where the decoder must fail to find a

unique correction. URS codes have fewer ambiguous cases

than generic linear codes, including signed parity codes. This

is because for any linear code with distance at least two

devices, for any pair of devices D1 6= D2, there are at

least q2ℓ+K−N − 1 possible errors in D1 that alias to D2.

So with a generic code, for each device there are about

(N/ℓ− 1) · (q2ℓ+K−N − 1) ambiguous errors, since there are

N/ℓ− 1 other devices. But with a URS code, there are only

q2ℓ+K−N − 1 possible ambiguous errors in a single device,

and these same errors alias every other device. Because there

are fewer ambiguous errors, there is a lower probability that

BBCC will fail to find a unique solution. Additionally, URS

codes are maximum distance separable in terms of symbols,

which gives resiliency if errors may be localized.
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VI. CONCLUSION AND FUTURE WORK

We have shown a way to unravel certain Reed-Solomon

codes into interleaved codes, to enable beyond-bound decoding

using the interleaved codes. The unraveling process is compu-

tationally efficient, and enables practical new beyond-bound

decoding schemes for DRAM and other applications.

For future work, we hope to extend this work to other fields

and interleaving orders that are not currently supported. We

would like to expand the work on stereotyped locators to cover

other patterns with fewer parity symbols. We also wonder if

other codes can support an analog of unraveling, such as bit-

oriented codes or codes for asymmetric channels.
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