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Abstract

In recent years, privacy-preserving machine learning algorithms have attracted increasing
attention because of their important applications in many scientific fields. However, in the
literature, most privacy-preserving algorithms demand learning objectives to be strongly con-
vex and Lipschitz smooth, which thus cannot cover a wide class of robust loss functions (e.g.,
quantile/least absolute loss). In this work, we aim to develop a fast privacy-preserving learning
solution for a sparse robust regression problem. Our learning loss consists of a robust least abso-
lute loss and an ¢; sparse penalty term. To fast solve the non-smooth loss under a given privacy
budget, we develop a Fast Robust And Privacy-Preserving Estimation (FRAPPE) algorithm for
least absolute deviation regression. Our algorithm achieves a fast estimation by reformulating
the sparse LAD problem as a penalized least square estimation problem and adopts a three-
stage noise injection to guarantee the (e, d)-differential privacy. We show that our algorithm
can achieve better privacy and statistical accuracy trade-off compared with the state-of-the-
art privacy-preserving regression algorithms. In the end, we conduct experiments to verify the

efficiency of our proposed FRAPPE algorithm.
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1 Introduction

Recent years have witnessed that machine learning (ML) technology has rapidly and fundamentally
changed human daily lives. However, as many ML models and training procedures involve sensitive
personal information (e.g. healthcare data, financial records, web browser history, etc.), data
privacy becomes a crucial concern. To ensure that only population-wise patterns are revealed, but
individual sensitive information is well protected, differential privacy has been established [1] as a
rigorous and standard definition of privacy. Under the framework of differential privacy, a long line
of research on privacy-preserving ML has been inspired, such as sparse regression [2-4], clustering
analysis [5,6], and deep neural network training [7-9].

Although various differential private ML methods have been developed, few of them take the
model or algorithm robustness into consideration. In real-world ML applications, data are typically
contaminated with heavy-tailed noises and abnormal values [10]. Naively analyzing the data with
classical least square loss will lead to a fitting bias and deteriorate the estimation performance. To
mitigate the negative impact of outlier data and improve learning robustness, in the literature, the
least absolute loss has become a popular surrogate for the least square loss in regression analysis.
As the sparse regression problem covers a broad class of supervised ML tasks, there is a pressing
demand to develop an efficient privacy-preserving algorithm for sparse least absolute deviation
(LAD) regression.

Unfortunately, the design of an efficient privacy-preserving sparse LAD regression algorithm is
a non-trivial task. On the one hand, to improve the privacy of an iterative learning algorithm,
a widely adopted strategy is to inject certain unbiased independent random noise into the in-
termediate statistics/variables during iterations [11-H14]. However, such a noise injection method
typically deteriorates the privacy guarantee as the iteration round 7' increases. Therefore, with
a given privacy budget, there is an upper limit for the total iteration rounds, which introduces
the trade-off between privacy and accuracy. On the other hand, unlike the classical least square
loss, the least absolute loss is a non-smooth function with no Lipschitz continuous gradient. Thus,
the commonly used Newton or gradient-descent based algorithms are not applicable to the LAD
regression problem. To solve the non-smooth least absolute loss, a few algorithms were proposed
in recent literature, including the subgradient descent algorithm [15,/16], EM algorithm [17-19),
ADMM |[20,21] and smoothed approximations [22] But these algorithms suffer poor convergence

performance, which means a large value of iterations 7" is needed for the desired estimation accuracy.



The limitations caused by these two conflicting challenges naturally motivate our research question:
Is it possible to develop an efficient privacy-preserving algorithm for sparse LAD regression, so that
it could achieve excellent performance in terms of both privacy protection and estimation accuracy?

In this paper, we will give an affirmative answer to the above question. We develop a novel al-
gorithm termed FRAPPE for fast robust and privacy-preserving sparse LAD regression estimation.

Our main contributions and their significance are summarized in the following:

e We study the robust sparse regression problem with privacy constraints. Our learning loss is
a combination of non-smooth least absolute loss and ¢; sparse penalty. To optimize the loss
efficiently, we propose an efficient algorithm, named FRAPPE. Specifically, our algorithm
consists of three steps: initial estimation, pseudo response transformation, and surrogate
loss optimization. Among them, the key step is the pseudo response transformation. Our
proposed transformation converts the least absolute loss to the least square loss. Therefore,

the problem can be easily solved with a proximal gradient descent based algorithm.

e To guarantee (e, 0)-differential privacy, our algorithm is designed with a three-stage noise
injection: The first stage of noise injection is for the initial estimator. The output pertur-
bation is applied so that the procedure does not depend on the initialization method. The
second stage is to add random noise to the kernel density estimation, which is essential for
constructing pseudo responses. In the third stage, gradient perturbation is adopted as our

algorithm leverages the proximal gradient descent for surrogate loss optimization.

e By incorporating the convergence error and injected noises, we establish the statistical consis-
tency rate with the privacy-accuracy trade-off in Theorem [3] We show in Theorem [3]that after
a constant number of iterations, our estimators achieve a trade-off between the near-optimal

rate of O(y/slogp/N) and the privacy loss O(y/plog(1/6)log(Ne)/(Ne)), where N,p, s are

the size of the total sample, dimension of regression weights, and number of non-zero weights.

The rest of the paper is organized as follows. Section [2] discusses related works for robust regression
estimation and differential private sparse regression. In Section [3| we specify the problem formula-
tion and introduce the proposed FRAPPE algorithm. Section [d]shows the privacy guarantee of the
proposed algorithm and the theoretical guarantee of statistical consistency and sparsity recovery.
Simulation results and real data analysis are reported in Section The conclusion is given in

Section [6] and the technical details are given in the supplementary materials.



Notation: For any p dimensional vector x = (z1,- -+ ,xp) ", we use ||x|l1 = >°7_; |z;] to denote

L ac?)l/ 2 to denote the ¢o-norm. Given two sequences a,, and b,,, we

the ¢1-norm, and [|x|l2 = (3°F ;| x;

define a, = O(b,) if there is a constant M > 0 such that a,, < Mb,,. We say a, = O(b,) if and
only if a, = O(b,) and b, = O(ay) both hold. Given a sequence of random variables X,, and a
sequence of constants a,, we say X,, = Op(ay,) if for any € > 0, there exist a finite M > 0 and a

finite N > 0 such that P (| X, /a,| > M) < e,Yn > N.

2 Preliminaries and Related Works

2.1 Robust Linear Regression

The linear regression model has been one of the most powerful machine learning tools. Given
the independently and identically distributed observations {xi,yi}fil, we assume that the data
follow y; = x; B* + e;, where 3* is an unknown regression weight and e; is the corresponding
random error for the ith observation. Traditionally, the regression weight 3* can be estimated by
solving the ordinary least squares (OLS) estimation problem Zfil(yz —x,8)?/N. However, it is
commonly known that the OLS estimation is very sensitive to outlier data, and thus it is not a
robust estimator [23}24].

In the literature, various methods have been proposed to enhance the robustness of regression,
including M-estimates [23], least median of squares (LMS) estimates [25], least trimmed squares
(LTS) estimates [26] and S-estimates [27], etc. In this work, we focus on the least absolute deviation
(LAD) regression method to achieve robust regression estimation. LAD regression method, also
known as the median regression method, estimates the coefficient 8* by minimizing the least
absolute loss Zfi L lyi = x B|/N. Note that the LAD regression can be viewed as a special case
of the well-known quantile regression by taking the quantile level as 1/2. Quantile regression has
been widely adopted for robust estimation as its estimator is less likely affected by the outliers than
OLS estimator [28-31].

Furthermore, we also consider the problem of identifying the sparse structure in the regression
weight B*. In [29], the authors studied the Lasso penalized quantile regression problem and pro-
posed a consistent estimator at a near-oracle rate. The authors of [32] studied the estimator for
the ¢1 penalized LAD regression problem and showed that their estimator could achieve near-oracle
risk performance. Later, in [33-35], the authors further considered using adaptive weighted Lasso

or folded concave penalty to improve the estimation performance of the sparse LAD regression



problem. Estimating 8* for a sparse LAD regression typically requires more effort than solving
a sparse penalized OLS problem due to the non-smoothness property of the median loss. The
existing works proposed methods of interior-point algorithm [36], greedy coordinate descent al-
gorithm [37,38], subgradient descent algorithm [15], majorization-minimization algorithm [39] or
ADMM algorithm [21], etc, to solve the sparse LAD regression problem. However, these methods
either lack the theoretical convergence guarantee or suffer a slow convergence rate. Furthermore,
none of these works could provide the guarantee of preserving data privacy. In this work, we
aim to study the efficient algorithm for sparse LAD regression problems and also to establish the

theoretical guarantee of estimation consistency, algorithm convergence, and data privacy.

2.2 Differential Private Regression

Differential privacy (DP) [1] is a canonical metric for data privacy analysis. Under the DP frame-
work, the privacy is measured by how significant the distribution of query outcome changes when
we only replace one single sensitive data in the dataset. Mathematically, the definition of DP can

be stated as following;:

Definition 1 ((e,)-Differential Privacy). Given any two adjacent data sets D, D’ € D™ differing
by a single element, a randomized mechanism M : D" — RY provides (e, d)-differential privacy if

it produces response in any measurable set A with probability
PM(D) € A] <e°- PIM(D') € A] +6. (1)

Typically, the literature achieves the (e, d)-differential privacy by perturbing the query mecha-
nism with a certain type of random noise, such as the Gaussian or Laplacian noise. The scale of
injected noise is jointly determined by the given privacy budget € the ¢o sensitivity of the query

function:

Definition 2 ({o-Sensitivity). The la-Sensitivity is defined as the mazximum change in the ¢3-Norm

of the function value f(-) on two adjacent datasets D and D':

As(f) = max || f(D) — f(D)]l2, (2)

D,D!

where D and D' are two adjacent datasets that differ by only one element.

So far, following the core definition of DP, various privacy concepts and perturbation methods

have been proposed, such as local DP [40], f-DP [41], output/objective perturbation [42]. Thanks to



these data privacy techniques, privacy-preserving machine learning has achieved enormous success
in a large number of scientific and engineering areas.

As we study the sparse linear regression model, thus, in following, we mainly review the
recent developments of privacy-preserving sparse regression methods and put our work into a
comprehensive comparison. The authors of [3] studied the trade-off between statistical accu-
racy and privacy for sparse linear regression in both low- and high-dimensional cases. They
showed that based on f5 norm measurement, the optimal private minimax risk is lower bounded
by Q(y/slogp/N + slogp/Ne) for the high-dimensional case and Q(+/p/N + p/Ne) for the low-
dimensional case. In [43], the authors studied the differential private sparse linear model from the
perspective of algorithm design. To achieve the desired (e, 0)-DP, they proposed the DP-IGHT algo-
rithm leveraging recently developed £y hard-thresholding and gradient perturbation. They showed
that their algorithm enjoys a linear convergence rate and attains the lower bound as in [3]. [2] stud-
ied the sparse linear model under local differential privacy. They first showed that the polynomial
dependency on p in the lower bound of estimation error can not be avoidable if we need to protect
the whole data privacy, and provided a private algorithm named LDP-IHT for low-dimensional re-
gression that achieves near-optimal upper bound as O(plog plogn/Ne?). Then they established the
results that when only responses’ privacy needs to be protected, their LDP-IHT algorithm could
achieve a better error upper bound as O(v/slogp/v/Ne). However, these works focused on the
conventional OLS loss and did not consider the model robustness. [44] studied differentially private
[1-norm linear regression without sparse constraint on the regression coefficient. Furthermore, they
consider a truncated loss, which introduces an additional approximation error of O(\/W ), which
is not negligible when p is at the same order of N. [45] extended to enable sparsity recovery by using
a truncated square loss. In our work, we study the robust sparse linear regression problem. Instead
of an OLS loss, we consider the median loss for linear model fitting. To our best knowledge, differ-
ential private sparse LAD regression is still an open problem and there are few theoretical analyses
on this problem. Table [I] summarizes the related works. The last column “Oracle rate” indicates
whether the work proved that as the privacy budget € goes to infinity, the statistical accuracy of

the model weights would achieve the oracle rate y/slogp/N.



Table 1: Comparison of different (e, §)-DP algorithms for linear regression.

. Sparsity Algorithm not Non-smooth Oracle
Method Privacy-accuracy trade-off recovery depending on s Robustness loss rate
13] O{slogplog N[log(1/6)log N|*/2/Ne}y* ¢ X X X v
[43] O{s[log(1/6)logp]*/? /Ne}* v X X X v
44] O{[s?log N log(1/5)/(Ne)]'/2} X - 4 X X
45 O{s%log N log p*log(1/8)/(Ne)} 4 X 4 X X
Ours O{[plog(1/6)log(Ne)]'/2/Ne}* 4 4 v v v

* Trade-off measured on weights. " Trade-off measured on loss.

3 Problem and Algorithm

3.1 Problem Formulation

The motivation of the paper is to develop a fast and privacy-preserving algorithm for the sparse

and robust regression problem. More specifically, we consider the following classical linear model:

y = X/B* + e,
where y = (y1,%2,- - ,yn) | is the vector of responses, X = (x1,X2,---,Xy) ! is the N x p feature
matrix, x; = (214, -+ ,%p;)  is a p-dimensional covariate vector, B8* = (B, - ,B;)T is the true
sparse regression weight, and e = (ey, ez, -+ ,en) ! is the vector of random errors. We define

S={1<i<p:BF+# 0} as the support of B8* and s = |S| as the sparsity level. Assume that the
random error has a density function f and is independent of the covariate vector. It is common to
assume that there exists a positive constant cg such that for the true regression weight, ||3*||2 < cg
such as in [3]. Moreover, we assume that the covariate x has bounded ¢2 norm, which is common
for sparse and robust regressions ( [3,43]).

Note that we have quite a slack assumption for the random error, which allows heavy-tailed
random errors, i.e., abnormal responses such that the variance could be infinite, such as Cauchy
distribution. For such a heavy-tailed error, the least square based methods are not applicable
since the finite second-moment assumption does not hold. Our error assumption is looser than the
state-of-the-art privacy-preserving algorithms designed for high-dimensional linear regression such
as [3,143L|45], where finite second or fourth moments of the error is required.

To tackle the heavy-tailed noise problem, we consider the least absolute deviation regression,

i.e., the regression weight 3* could be obtained by minimizing the median loss,
n lly X8
arg min —||ly — .
gBeRP N y !
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Furthermore, to pursue the sparsity structure of 3*, we adopt a regularization term on the weights

and obtain the sparse and robust estimated weights as

. 1
= in —|ly—-X" A
B argéggleHy Bll1 + M|Bll1, (3)

where |- |1 is the ¢1-regularization term and A > 0 is the regularization parameter. [3,[43,/45] utilized
the ¢y hard-threshold to choose non-zero weights. However, in the simulation, we show that the
{1-regularization performs more stable than the ¢y hard-threshold method. In this work, we aim to

develop a fast and privacy-preserving algorithm to solve the sparse LAD problem 3 in .

3.2 Proposed Algorithm

In this section, we propose our FRAPPE algorithm to find the sparse and robust estimation for 3*.
Note that the sparse LAD problem has a non-smooth loss as well as a non-smooth penalty term.
To our knowledge, the doubly non-smooth loss function is typically solved by subgradient descent
algorithms [15,/16]. However, subgradient descent algorithms suffer from a slow convergence rate.
To speed up the computation, we consider transforming the median loss into a square loss.

Our FRAPPE algorithm has a double-loop structure. In the outer loop, we construct pseudo
responses such that the minimizer of the mean square error with the pseudo responses can be seen
as an update in the Newton-Raphson iteration to solve the non-smooth problem . Thus, the
/1 penalized LAD loss is transformed as ¢ penalized square loss. In the inner loop, we solve the
transformed ¢; penalized square loss privately.

Given a data-driven initial regression weight, which will be introduced later, all the parameters
are updated iteratively. Without loss of generality, we introduce the proposed updating steps in
the vth loop. At the vth loop, given the current estimation ,@v, we first estimate the density of the

error {e;}¥,. The density estimation can be easily achieved by kernel estimation

~

~ al - x]
0 = i SR ), @

where f,(0) denotes the estimated density evaluated at point zero, K(-) is a kernel function and

hy is the bandwidth at v-th iteration. To guarantee differential privacy, we add Gaussian noise to

Fo(0):

F2(0) = max{f,(0) +uz , ¢; i}, (5)



where up ~ N (0, 0]2?”) and cy(q) is some positive constant to ensure that ﬁ’)(O) would be bounded
away from zero. Then, we construct the pseudo responses y;, for the vth outer loop

- ~ -~ -1 ~

Ui = %; B — ([1(0)) " (Ilyi <%/ Bu] - 1/2). (6)
With the pseudo responses y;,, we reformulate the estimation problem as an ¢; penalized least

square estimation problem

B, = argmin H,(8) + \[|B]1,
BeB

where B= {8 € R?: ||B|2 < ¢g} and H,(8) = 7% SN (@iw — x] B)2. Tt has been shown that the
solution &J can be seen as the vth update in the Newton-Raphson iteration to solve problem .
We say that steps are in the outer loop to reformulate the median loss as a square loss.

In the inner loop iterations, we solve the reformulated penalized least square problem with pri-
vacy constraint. We adopt the method of differential private gradient descent with soft thresholding.
At tth inner loop, we first update the regression weight as

~

18U7t_ 1 = soft (Bv,t—l - n(VHv(B\v,t—l) + uav,t’ )\UTI)7 (7)

2
where ug  ~ N(0, U% I,)) and the soft operator is defined as soft(g, 7) := sign(g)(|g| — 7)+ and
v, v,t

(a)+ = a-I[a > 0]. Then we do the weight clipping with a positive constant cg

~ c ~
ﬁv,t = p IBU7t71‘ (8)

max{cg, |1B,,,_1 |2} ’
Note that, unlike most of the existing work with gradient clipping, we perform the clipping on model
weight, which projects the weight into a compact set. According to our problem formulation, the
true model weight is bounded by a constant cg, i.e. ||3| < cg, so the above clipping would not

make estimation biased. We summarize our algorithm in Algorithm

Remark 1. We would like to preserve data privacy in each step where the data are used, so it is
necessary to add noise to all three steps. Although we add noise to all three steps, we reduce the
total noise addition by performing a loss transformation. Note that, for the initialization, we only
add noise once. For kernel estimation, we add noise to every outer loop, and the total number of
outer loops is up to a constant, as given in Theorem 3. Thus, most noise is added in the inner loop
gradient descent step. For the inner loop part, we transform the problem to a least square estimation
problem, which can be solved at a linear speed. Compared to a subgradient-based algorithm, which
has a sublinear convergence rate, our algorithm has fewer inner loop iterations. Therefore, our

algorithm could achieve a better privacy estimation trade-off.



Algorithm 1 Fast Robust And Privacy-Preserving Estimation (FRAPPE) algorithm for least

absolute deviation regression

Input: Data {y;,x;}Y,, step size 7, noise scales a% , 0}2? ,
0 v

: o2
1: Initialize regression weight G3g, e.g. @,
and inject the noise 31 = B(] +ug,, where ug ~ N(0, a%olp));
2: forv=1,---,V do
3:  Estimate the kernel density and inject the noise ;
4:  Construct the pseudo response @ and set up the weight BU,O = Bv;
5. fort=1,---,7T do
6: Update the weight following and ;
7. end for

8 Set up the weight ,§U+1 = B’U,T;

9: end for

Initialization: In this part, we discuss how to find an initial weight ,@0 for Algorithm |1} Instead
of the full dataset {yi,Xi}i]\il, we suggest using a subsampled dataset S with size n. As only the
n subsampled data are involved, it could speed up the computation for initialization and enhance
data privacy with privacy amplification ( [46]). We consider estimating B\o by solving the elastic

net penalized LAD regression problem

Aoz

2|13, )

~ 1
Bo = argmin — Z lyi — X:B’ + Aot Bl +
(yix;)€ES

as there exist many algorithms and software packages for it [47,/48]. Because we do not specify
an algorithm for solving the elastic net penalized LAD regression problem, we use the output

perturbation to guarantee DP.

4 Main Theoretical Results

In this section, we will first show that our proposed FRAPPE method satisfies (¢, d)-DP and then
prove the statistical consistency of our proposed estimator. The theoretical results also provide
specific parameter selections for the proposed FRAPPE algorithm. We start our analysis with the

following assumptions.

Assumption 1. There exists a positive constant cx such that ||x||2 < cx.

10



Assumption 2. The error e follows the density function f(-), which is bounded and Lipschitz
continuous (i.e.,|f(x) — f(y)| < Crlz —y| for any x,y € R and some constant Cr, > 0). Moreover,

we assume that its derivative f'(-) is bounded and f(0) > cy) > 0 for some constant cy -

Assumption 3. Assume that the kernel function K (-) is integrable with [* K(u)du = 1. More-
over, assume that K(-) satisfies K(u) = 0 if |[u| > 1 and K(u) < B for a positive constant B.

Further, assume K () is differentiable and its derivative K'(-) is bounded.

Assumption 4. The total sample size N satisfies N = O(p**1) for some a > 0. The subsample
size n satisfies n = O(p") for some 0 < r < a+1/2, and the sparsity level s satisfies s = O(p?) for
some 0 <b<a/3+1/6.

Assumption [I] is a regular algorithmic assumption. Assumption [2]is a statistical assumption
for the linear model, which assumes the smoothness of the density function f(-) of the potentially
unbounded errors. Assumptions are required for the statistical convergence. The Assumption
is a standard assumption for kernel estimation. Assumption [4] states requirements for the order of
dimension p, sample size n to calculate the initial estimator and the sparsity level s. The conditions
of subsample size n and sparsity level s are used to ensure that the proposed algorithm will achieve

the near-oracle convergence rate after a finite number of outer loop iterations, as shown in equation

(L1).

Remark 2. We considered the sparse LAD problem with p < N, as in Assumption 4, the only

@ty for some a > 0. This requirement covers the

requirement for dimension p is that N = O(p
scenario of p < N as in the low-dimension regime. In our framework, we allow p to be in the
same order as N, as long as the transformed LSE problem is strongly convexr. For example, in the
context of image analysis, our framework requires that the input for the proposed method should
have a pizel count lower than the total number of images, and the pizel count could be in the same

order as the number of images N. For the case with p > N, we could add reqularizers to make the

problem strongly convex 49,50

4.1 Privacy Guarantee

In this part, we will show that our FRAPPE algorithm satisfies (¢, d)-DP with the proposed three-
stage noise injection in Theorem 1. The proof of Theorem 1 utilizes the f5-sensitivity for each stage

and a standard composition theorem of zero- concentrated differential privacy (zCDP) [51]. For

11



the first stage, we achieve the privacy guarantee for the data-driven initial point Bg via the output
perturbation, which does not depend on the initialization algorithm. As we set up Bo with the
elastic net penalized LAD loss, the output perturbation is differential private by leveraging the Ags-
strongly convexity of the loss [42]. Then for the second stage, the DP of kernel density estimation
fg follows from the fact that the kernel function is bounded so that the ¢s-sensitivity of the kernel
estimation is at the order of O(1/N). In the last stage, due to the bounded gradient V H, (Bv,t), we
adopt the gradient perturbation method to achieve differential privacy. By properly selecting the
injected noises, each stage achieves (¢/3,d/3)-DP. Since we aim to protect data privacy over the
three stages without loss of generality, we use the even split for simplicity. More experiments for
the effect of split of privacy budget € is given in the supplementary material. Using the composition

property of zCDP, we guarantee that our proposed algorithm is (e, §)-DP.

Theorem 1. Suppose Assumptions hold, then Algom'thm is (€,8)-DP with a% = —2483‘612052("]<ng5))
0 02
2 2
aav = 7243621;:,%(;12{6)‘/ and cr%v = 8G” logll ATV 1‘;%%‘””, where G = 4cieg + c4()-

We can see that reducing the iteration numbers V' and T can improve privacy. Thus, the fast
convergence of the proposed FRAPPE algorithm improves not only computation efficiency but also

data privacy.

4.2 Statistical Accuracy

In this section, we provide the statistical convergence rate for the proposed estimator B\U+1. First,

we show the rate of B\g after one iteration of the outer loop.

Theorem 2. Suppose that Assumptions hold. Let a1 n = UBO\/ﬁlogN + /slogp/n and take

A\ = Cp ( 10]%17 + al,N(UEO\/f)IOgN + «/slogp/n)) with the constant Cy. For the estimator Eg

obtained after T iterations of perturbed gradient descent @, if the learning rate is 1/2L, and the

number of iterations is T' = O(log(_,, /a1 (%)), we have

~ slo
rﬂQ—ﬁ*uFOP(awﬁ(oaomogmFlogp/n)+bN+ ng>> (10)

where by = \/plog(1/6)log(Ne)G/(Ne).

In the right-hand side of , the first term is from the error of the pseudo response construction
vi,1 and the kernel density estimation f{(O) The second term by is introduced by the perturbed

gradient descent method. The third term is the error bound of the sparse least square estimation.

12



Remark 3. The error bound of the initial estimator is \/slogp/n. Note that 05, = O(1/N). By
Assumption 4, we have o5 \/plog N = O(log p/p™*'/?) and \/slog p/n = ©(y/log p/p(1="), which
implies JBU\/]BlogN 1s smaller than \/W. Similarly, we have a; y+/s = O(log p/ptt/2=rb/2 4

log p/p1=27) " which is smaller than one. Therefore, the initial error \/W gets shrunk.
The term by = O(+/logp/p?¢1) and the last term \/slogp/N = O(\/logp/p®=0+1) are in an
smaller order of \/W.

By recursively applying Theorem [2| we provide the convergence rate for BU+1. Let us define,

forl1<ov <V,

slo
ay,N = ]\;gp+bN+\/§(0[§0\/ﬁlogN+\/slogp/n)”.

Then, we have the rate for Bv+1 shown in the following theorem.

Theorem 3. Assume that the initial estimator By satisfies ||[§0 — B%|l2 = Op(+/slogp/n). Let
hy = ©(ay n) for 1 <v <V —1, and take

lo
Aon = Co ( ]%[p + av,N(UEO\/Z)IOgN+ Vslogp/n))

with Cy being a sufficiently large constant. Under Assumptions with inner loop learning rate

1/2L and inner loop iteration T = O(log( _, /a1 (%)), we have

~ . slo
11 = B2 = Oz ( N TN+ Vil Vplog N+ mw) ,

where by = /plog(1/8)log(Ne)G/(Ne).

Remark 4. We give a fast way to find an initial estimator that satisfies the assumption of ini-
tialization in Theorem 3. The error bound of initialization is \/m, where n could be much
smaller than N. Then, Theorem 3 shows that under Assumption [{] after a constant number of
iterations

< 2log(N/ log p)

> Tog(n/slogp) =

the estimation accuracy will be improved and eventually achieve a rate \/slogp/N + by, and
\/slogp/N matches the oracle convergence rate up to a logarithmic factor and the term by is

due to the privacy accuracy trade-off. Compared with the initialization, the error bound is almost

improved by a rate of \/W

13



Remark 5. The privacy cost of our proposed estimator is of the order of O(,/p), which polynomially
depends on the dimensionality p. This order is intrinsically caused by the soft thresholding for the
£y penalty. Under the worse scenario, the soft thresholding operator would keep all the elements
of lév,tfé as non-zero, so that the injected p-dimensional noises would be accumulated during the
estimation. Some previous works achieved the privacy cost at the order of O(slogp) by using peeling
algorithm [3] or hard thresholding operation [43], which only remain a fized number of the largest
elements in regression weight during optimization. However, these methods require prior knowledge
of the sparsity level and extra convexity condition on the loss, which cannot easily be extended to
our case. As it is a non-trivial task to improve the privacy cost, we would like to leave it as a future

study.

5 Numerical Evaluation

In this section, we empirically evaluate the statistical and computational efficiency of the proposed

FRAPPE algorithm on both synthetic data and real datasets.

5.1 Synthetic Data Experiments

Data genaration: We generate data from the linear model: y; = XZT,@* +e;,i=1,---, N, where
x; is a p-dimensional vector, 8* = (57, -, B, )T is the true regression weight, and e; is the random
noise. The vectors {x;} are drawn i.i.d. from multivariate normal distribution with mean zeros and
covariance matrix X, which is constructed as YJ;; = 0.1=91 for 1 < 1, 7 < p. Let s be the sparsity
level, and then the true regression weight is set as 3* = s7110-(1,2,--- ,5,0,,--- ,0). The random
noise e; is i.i.d. sample from some given distributions.

Compared algorithms: We compare the proposed FRAPPE algorithm with five other state-of-

art algorithms designed for private sparse linear regression:

e SgpLAD: using subgradient perturbation descent (SGP) algorithm to solve the ¢; penalized
least absolute deviation loss (LAD). The subgradient descent method is obtained from [15].
To achieve (e, d)-differential privacy, we add random Gaussian noise to the subgradient in

each iteration of Algorithm 1 in [15].

e GpLASSO: using gradient perturbation (GP) to minimize ¢; penalized square loss. The

minimizer of ¢; penalized square loss is known as the Lasso estimator. To keep privacy,
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random Gaussian noise is added to the gradient in each iteration when solving the Lasso

problem.

e DPSLR: Differentially Private Sparse Linear Regression given in Algorithm 4.2 of [3]. This
estimator is designed to minimize the square loss. To recover the sparsity of the regression
weights, the “peeling” algorithm, proposed by [52], is used to select s weights with the top-s

largest absolute values in a differentially private way.

e HtPSLR: Heavy-tailed Private Sparse Linear Regression given in Algorithm 3 of [45]. First,
they truncate the original data at a given level to avoid heavy-tailed data. Then, gradient

descent and ”peeling” are performed to obtain a sparse regression weight.

e DPIGHT: Differentially Private Iterative Gradient Hard Thresholding proposed by [43] and
the specific algorithm for the sparse linear regression problem is given in section 5.2 of [43].
This estimator aims to minimize the square loss. In each iteration, the weights are updated

by perturbed gradient and then perform the hard thresholding operator.

Simulation setup: The initial estimator is obtained by solving @D with a randomly selected

sample with size n = 200. We use a biweight kernel function

0, z < —1,
_ 315,.6 735 ,.4 525,.2 105
0, z>1

It is easy to verify that the biweight kernel function satisfies Assumption 3. Other common kernel
functions, such as uniform, triweight, and Epanechnikov, also satisfy Assumption 3 and share similar
experimental results, which are shown in the experiment for the effect of kernel in the supplement
material. For the choice of bandwidth, as shown in Theorem (3} it should have the same order as
ay N, and thus we set the bandwidth as h, = 4/ % +571/2 (0.9)(”“)/2. For the (e, 0)-differential
privacy, we set 6 = 1073. Additionally, we set the inner loop iteration 7' = 50 and the outer loop
iteration V' = 10. To give a fair comparison, we keep the same number of total iterations for other
methods, i.e., the total number of iterations for other methods is 500.

We specify 20 values for the regularization parameter A according to the input data for the soft-
thresholding based methods FRAPPE, SgpLAD, and GpLASSO. Also, 20 values for the sparsity
level s are specified for the hard-thresholding based methods DPSLR, HtPSLR, and DPIGHT. The
A and s with the smallest Bayesian information criterion (BIC) value are chosen for each algorithm,

respectively.
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Performance measurements: In the experiment with the synthetic dataset, we evaluate the

performance of the six methods in terms of the following two measurements:
1. Mean square error (MSE) of the estimated regression weights to examine the model accuracy.

2. Fy-score to evaluate the sparsity recovery. The Fi-score is defined as

(recall_1 + precision ™! )1
Fl = 2 )

where recall is the fraction of correctly identified non-zero weights over true sparsity and
precision is the fraction of correctly identified non-zero weights over total identified non-zero
ones. Note that the F) score ranges between 0 and 1, and the closer to 1, the better the

sparsity recovery.

Effect of Heavy-Tailed Noises:

The proposed FRAPPE algorithm is designed for data contaminated with heavy-tailed noises
and extreme values, which are pervasive in the real world. In this set of experiments, we aim
to compare the practical performance of the proposed FRAPPE algorithm with the five other
state-of-art differentially private sparse linear regression algorithms under different choices of noise
distributions. We fix the dimension of x; at p = 100, sparsity level s = 10, and privacy budget

€ = 0.5. We consider the following three noise distributions:

e Normal: the noise ¢; ~ N (0, 1). Normal distribution has a light tail and finite moments.

e Student’s t: the noise e; ~ ¢(2). Student’s t distribution has a tail between Normal and
Cauchy distributions, since ¢(1) is equivalent to Cauchy distribution and ¢(co) is Normal

distribution.

e Cauchy: the noise e; ~ Cauchy(0,1). Cauchy distribution has a heavy tail and infinite

variance.

Figure [1| shows the probability densities for the three noise distributions. We can easily observe
that Cauchy distribution has a heavier tail than t(2), and N(0,1) has the lightest tail behavior.
Table [2| shows the MSE and Fj-score of all methods under three different noise distributions.
Remember that FRAPPE and SgpLAD are based on LAD loss, and the other four methods are
based on square loss. For Normal noise, the best methods are FRAPPE and DPIGHT, which

indicates that under light-tailed noise, the LAD loss and square loss have similar performance.
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SgpLAD is worse than FRAPPE due to its slow convergence, especially when the data size de-
creases. DPIGHT outperforms GpLASSO, DPSLR, and HtPSLR because its iterative gradient
hard thresholding procedure is more efficient than soft thresholding and “peeling” procedure for

sparse learning.

For the Student’s t(2) noise, FRAPPE, HtPSLR, and

DPIGHT have similar performance. Because HtPSLR 049 Noise
Cauchy(1
and DPIGHT employ data trimming to adopt abnormal - _ l\(lé()),l)y( )
.3 t

observations and this method works for noise with finite
second moment. GpLASSO and DPSLR perform worst %]
as they are not designed for heavy-tailed noise. -

For heavy-tailed Cauchy noise, the proposed FRAPPE 7 \
0.04

method has the best performance among all methods. r : : .
-5.0 -2.5 0.0 255 5.0

X

The heavy-tailed noise deteriorates the estimation per-

formance of the methods based on square loss. Because Figure 1: The probability densities for
the three noise distributions. Cauchy

distribution has a heaviest tail and
sumption for least square methods. HtPSLR shrunk the N (0,1) has the lightest tail.

Heavy-tailed noise breaks the finite second-moment as-

original data to avoid extreme values, which leads to a better performance than the no-shrinkage
algorithm DPSLR, but HtPSLR still needs a finite second moment assumption that does not hold
for Cauchy noise. More precisely, FRAPPE reduces at least about 63.6% of MSE of the square loss
based methods.

Note that as the total data size IV increases, the MSEs of all methods decrease, and as the
dimension of the covariates increases, the MSESs of all methods increase, which matches the oracle
convergence error \/W . Moreover, when the data size N gets larger or the dimension p
gets smaller, the MSE of SgpLAD increases much faster than that of FRAPPE. Because SgpLAD
converges much slower than FRAPPE, and we will show that in the later section.

Thus, the consistent performance of the FRAPPE algorithm confirms that the proposed FRAPPE
is robust to both light-tailed and heavy-tailed noises.

Effect of the Sparsity Level: In this set of experiments, we evaluate the performance of all
algorithms under different levels of sparsity. The oracle convergence error is \/W , and thus
the MSE should increase with the sparsity level.

We fix sample size N = 5000, dimension p = 100, and privacy budget ¢ = 0.5. The results of

MSE versus sparsity level s under different noise distributions are reported in Figure[2] We observe
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Table 2: MSE and Fj score for method comparison. We report results under three different noise
distributions and sample sizes N. We fix privacy budget ¢ as 0.5, sparsity level s as 10, and
dimension p as 100. The bold values under the same setting (row) are the two smallest MSEs.

Noi N FRAPPE SgpLAD | GpLASSO DPSLR HtPSLR DPIGHT
o1se MSE F |MSE F |MSE F |MSE F |MSE F |MSE F

2000 | 0.05 091 | 6.15 064 | 1.76 0.20 | 225 0.75| 010 0.93 | 0.05 0.98
Normal 5000 | 0.01 092 | 0.08 091 | 032 021 | 087 085 | 003 096 | 0.01 0.99
10000 | 0.01 095 | 0.01 096 | 0.09 0.21 | 090 0.83 | 0.02 0.96 | 0.01 1

2000 | 0.31 096 | 5.11 0.63 | 1.8 0.22| 231 0.75 | 037 1.00 | 0.22 0.99
Student’s t | 5000 | 0.18 0.96 | 0.24 096 | 099 0.63 | 0.88 092 | 022 1.00 | 0.13 1.00
10000 | 0.12 0.96 | 0.12 097 | 044 091 | 093 096 | 0.17 1.00 | 0.10 1.00

2000 | 0.44 099 | 591 066 | 550 0.55| 2.83 082 | 145 096 | 1.19 0091
Cauchy 5000 | 0.23 098 | 0.32 099 | 239 096 | 1.08 099 | 095 099 | 0.85 0.92
10000 | 0.15 098 | 0.14 098 | 1.08 098 | 096 1.00 | 0.62 1.00| 0.51 0.93

Table 3: MSE and Fj score for method comparison. We report results under three different noise
distributions and dimensions p. We fix privacy budget € as 0.5, sparsity level s as 10, and data size
N as 5000. The bold values under the same setting (row) are the two smallest MSEs.

, FRAPPE SepLAD | GpLASSO DPSLR HtPSLR DPIGHT
Noise P IMSE F |MSE F, |MSE F |MSE F |MSE F, |MSE PR
50 | 0.01 0091 | 0.01 0.96 | 0.16 0.34| 085 083 0.03 093] 0.0 0.99
Normal 100 | 0.01 0.91 | 0.09 0.92| 032 020 | 083 082 002 0.95| 0.01 1.00

200 | 0.02 090 | 025 096 | 0.65 0.12 | 085 0.81| 0.03 094 | 0.01 0.99
50 | 0.16 097 | 0.16 097 | 046 061 | 091 091 | 024 1.00| 0.13 1.00
Student’s t | 100 | 0.18 096 | 0.24 096 | 0.99 0.63 | 088 0.92 | 0.22 1.00 | 0.13 1.00
200 | 0.21 097 | 069 098 | 1.26 030 | 089 0.88 | 0.24 1.00 | 0.14 0.99
50 | 0.19 098 | 0.21 098 | 1.19 081 | 1.07 099 | 098 099 | 071 0.95
Cauchy 100 | 0.22 0.99 | 0.27 098 | 232 096 | 1.06 099 | 095 0.99 | 0.81 0.92
200 | 0.25 099 | 1.05 095 | 249 069 | 124 096 | 1.04 098 | 0.88 0.91

that the MSE increases as the sparsity level s increases for all methods except for GpLASSO under
heavy-tailed loss. Because the heavy-tailed data destroy the statistical convergence theory for
GpLASSO, the GpLASSO does not follow the oracle property anymore. The MSE of SGPLAD has
a faster increase rate than the oracle rate due to its slow convergence when s gets larger. We can
see that when the sparsity level gets larger than 20, the MSE of DPSLR, HtPSLR and DPIGHT
have a faster increase rate than the oracle. This finding indicates the unstable performance of hard
thresholding when the number of non-zero regression weights is large.

Note that the proposed FRAPPE has the best performance among all the methods under all
noise types and sparsity levels. Also note that the outer loop iteration numbers should increase
with the sparsity s to achieve the same convergence rate as shown in Theorem [3| The results are

based on 10 outer loop iterations, and hence, FRAPPE only requires a small number of outer loop
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Figure 2: The MSE vs the sparsity level s ranging from 1 to 30. The three figures are corresponding
to different noise distributions under sample size N = 5000, dimension p = 100, and privacy budget
€ = 0.5. Compared with the existing algorithms, our method achieved the best performance.
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Figure 3: The MSE vs the privacy budget € ranging from 0 to 1. The three figures are corresponding
to different noise distributions under sample size N = 5000, dimension p = 100, and sparsity level
s = 10. Compared with the existing algorithms, our method achieved the best performance.

refinements to achieve its theoretical statistical error. Thus, overall, FRAPPE performs consistently
well in spite of light-tailed or heavy-tailed noise and different sparsity level.
Effect of the Privacy Budget: In this set of experiments, we investigate the performance of all
algorithms under different privacy budgets €. The differential private budget e controls the privacy
level, and the smaller value indicates a more stringent privacy constraint. We also compare the
results obtained from the non-private version of the proposed FRAPPE algorithm (Non-private).
We fix sample size N = 5000, dimension p = 100, and sparsity level s = 10. The results of
MSE versus privacy budget € under different noise distributions are reported in Figure [3] We can
observe the privacy and statistical accuracy trade-off for all methods. For FRAPPE, the decrease
speed of MSE becomes slower as increasing e, which is consistent with our theoretical result. As
shown in Theorem [3 for FRAPPE, the order of MSE is O(y/slogp/N + /plog(Ne)/(Ne¢)). Note
that the MSE of HtPSLR and DPIGHT changes slightly as the privacy budget € changes. There
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Figure 4: The MSE vs computation time. We report the estimation MSE as computation time
increases. The two figures correspond to different sample sizes N = 2000 and N = 5000 under
Cauchy noise, sparsity level s = 10, dimension p = 100, and privacy budget ¢ = 0.5. Compared
with the SgpLAD algorithm, our method performed better.

is no statistical accuracy of the regression weights for HtPSLR. For DPIGHT, [43] showed that
the order of MSE is O(v/slogp/N + s\/logp/(Ne¢)). The second term sy/logp/(Ne) shows the
privacy accuracy trade-off and is smaller than FRAPPE one at the given setting in the experiment.
However, except for the smallest ¢, FRAPPE performs the best among all privacy budget ¢ and
different noise types.
Computation Time Comparison: In this section, we further study the computation efficiency
of our proposed estimator. The motivation of the proposed method is to shorten the computation
time for the LAD problem. Hence, we compare the proposed FRAPPE algorithm with SgpLAD
algorithm. We fix the privacy budget ¢ = 0.5, sparsity level s = 10, data size N = 5000, and
dimension p = 100. In Figure we report the MSE versus computation time in seconds of
FRAPPE and SgpLAD with Cauchy noise. For the Normal and Student’s t noise, the results are
similar. We can observe that to achieve the same MSE, the computation time for FRAPPE is only
about half of that for SgpLAD.

Some more experiments evaluated the effect of inner loop and outer loop iterations, the effect of
different splits of the privacy budget, the effect of the initial sample size, and the effect of different

choices of the kernel functions for density estimation are shown in the supplementary material.

5.2 Real Data Analysis

In this section, we study the performance of the FRAPPE algorithm on two real datasets: the
Communities and Crime dataset from the UCI Machine Learning Repository [53] and the Ames

Housing dataset, which is publicly available at Kaggle.
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Dataset Description: For the Communities and Crime 75

dataset, we analyze the linear relationship between the

demographic variables and the community crime number
and identify the significant demographic variables. In our -
analysis, the response variable is the total number of vio-

lent crimes per 100K population (ViolentCrimesPerPop). 0.04

The final dataset includes 99 features and 1993 commu- ‘

o . Ames Housin Communities and Crime
nities. For the Ames Housing dataset, we analyze the ¢

linear relationship between the sale price of a house and Figure 5: The boxplots for the normal-
the house’s attributes, such as building class, number of ized responses in the training data for
Ames Housing and Communities and

rooms, and original and construction year. The dataset Crime dataset.

includes 1121 observations, where each observation con-

tains a sale price and 37 attributes of the corresponding house. Figure [5| shows boxplots for the
normalized responses in the training data for the Ames Housing and Communities and Crime
dataset. We can observe that both data have skewed distribution and that the Ames housing
data is more spread than the Communities and Crime data. So we may say that both data have
heavy-tailed data,

Estimation Results: We randomly select 80% of data points as the training dataset, and we use
the other 20% as the test dataset. We apply all six methods to the training dataset and obtain the
estimated model weights. The parameter settings are the same as in the synthetic data experiment.
For evaluation, we calculate the mean square error (MSE) and mean absolute error (MAE) between
the predicted responses and the true responses in the test dataset. We also report the number of
non-zero estimated model weights as Sparsity. Tables [4] and [5] give the MSE, MAE, and Sparsity
for all six estimators under different privacy budgets e = 0.10, 0.15, 0.20, 0.25 and 0.30.

For the Ames Housing dataset, FRAPPE and SgpLAD outperform other square loss based
methods since the data has a heavy tail as shown in Figure FRAPPE and SgpLAD have
similar results, however, FRAPPE took a shorter computation time as shown in Figure More
specifically, the FRAPPE estimator reduces MSE by at least about 22%, and MAE by at least
about 31% compared with square loss based methods.

For the Communities and Crime dataset, FRAPPE outperforms other methods as it is robust
and fast. For this dataset, the results are quite sensitive to the initialization point, and hence the

MSEs and MAEs for HtPSLR are not stable.
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Table 4: The testing results for the Ames Housing dataset. We report MSE, MAE, and sparsity
under different privacy budgets € ranging from 0.1 to 0.3. The bold values under the same setting
(row) are the two smallest MSEs or MAEs.

€ FRAPPE SgpLAD GpLASSO DPSLR HtPSLR DPIGHT
MSE 0.32 0.29 1.12 32.74 1.02 0.77
0.10 MAE 0.32 0.30 0.71 3.98 0.62 0.60
Sparsity 33 28 14 4 4 4
MSE 0.30 0.29 0.87 22.72 0.69 0.58
0.15 MAE 0.30 0.30 0.62 3.15 0.52 0.52
Sparsity 31 25 22 4 4 4
MSE 0.28 0.30 0.70 10.46 0.66 0.48
0.20 MAE 0.29 0.30 0.54 2.21 0.49 0.46
Sparsity 28 23 30 4 4 5
MSE 0.30 0.29 0.57 6.59 0.78 0.44
0.25 MAE 0.30 0.30 0.48 1.79 0.51 0.44
Sparsity 23 22 34 4 3 5
MSE 0.32 0.28 0.47 5.35 0.76 0.41
0.30 MAE 0.32 0.29 0.43 1.58 0.52 0.42
Sparsity 20 23 35 4 4 5

Hard-threshold methods (DPSLR, HtPSLR, DPIGHT) select few covariates and suffer from a
larger MSE. FRAPPE selects a reasonable number of covariates and has the best model performance
in terms of both MSE and MAE. The results show that the proposed FRAPPE has the best

performance in estimating as well as in sparsity recovery.

6 Conclusion

In this paper, we studied the robust LAD regression problem with sparsity and privacy constraints.
We proposed an efficient learning method named FRAPPE, which includes surrogate loss reformu-
lation and three-stage noise injection for fast computation and privacy-preserving. We showed that
with properly selected parameters, our estimators achieve a trade-off between the near-optimal rate

of \/slogp/N and +/plog(1/6)log(Ne)G/(Ne). Extensive numerical studies were conducted and

verified that our proposed FRAPPE method outperforms the state-of-the-art privacy-preserving
learning algorithms for robust sparse regression analysis. An interesting extension of our work is

to generalize the proposed algorithm to classification problems, such as logistic regression.
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Table 5: The testing results for the Communities and Crime dataset. We report MSE, MAE, and
sparsity under different privacy budgets € ranging from 0.1 to 0.3. The bold values under the same
setting (row) are the two smallest MSEs or MAEs.

€ FRAPPE SgpLAD GpLASSO DPSLR HtPSLR DPIGHT
MSE 0.49 1.74 1.08 8.83 19.27 4.85
0.10 MAE 0.44 0.54 0.71 2.65 2.16 0.78
Sparsity 11 31 8 3 3 3
MSE 0.48 0.77 0.73 1.18 36.64 4.30
0.15 MAE 0.44 0.55 0.57 1.55 3.02 0.82
Sparsity 11 21 60 7 3 4
MSE 0.49 0.67 0.90 1.15 47.14 4.26
0.20 MAE 0.45 0.52 0.63 0.75 3.46 0.81
Sparsity 10 18 35 3 3 3
MSE 0.51 0.76 0.73 1.17 25.98 4.04
0.25 MAE 0.46 0.55 0.57 0.76 2.37 0.76
Sparsity 10 0 41 3 3 4
MSE 0.54 0.62 0.50 0.99 33.25 4.29
0.30 MAE 0.47 0.50 0.46 0.67 2.91 0.83
Sparsity 19 30 64 5) 3 4
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