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Optimal Beamforming for Secure Integrated
Sensing and Communication

Exploiting Target Location Distribution
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Abstract—In this paper, we study a secure integrated sensing
and communication (ISAC) system where one multi-antenna
base station (BS) simultaneously communicates with one single-
antenna user and senses the location parameter of a target
which serves as a potential eavesdropper via its reflected echo
signals. In particular, we consider a challenging scenario where
the target’s location is unknown and random, while its distribution
information is known a priori based on empirical data or target
movement pattern. First, we derive the posterior Cramér-Rao
bound (PCRB) of the mean-squared error (MSE) in target
location sensing, which has a complicated expression. To draw
more insights, we derive a tight approximation of the PCRB
in closed form, which indicates that the transmit beamforming
should achieve a “probability-dependent power focusing” effect
over possible target locations, with more power focused on highly-
probable locations. Next, considering an artificial noise (AN)
based beamforming structure at the BS to alleviate information
eavesdropping and enhance the target’s reflected signal power for
sensing, we formulate the transmit beamforming optimization
problem to maximize the worst-case secrecy rate among all
possible target (eavesdropper) locations, subject to a maximum
threshold on the sensing PCRB. The formulated problem is non-
convex and difficult to solve. To deal with this problem, we first
show that the problem can be solved via a two-stage method,
by first obtaining the optimal beamforming corresponding to
any given threshold on the signal-to-interference-plus-noise ratio
(SINR) at the eavesdropper, and then obtaining the optimal
threshold and consequently the optimal beamforming via one-
dimensional search of the threshold. By applying the Charnes-
Cooper equivalent transformation and semi-definite relaxation
(SDR) technique, we relax the first problem into a convex
form and further prove that the rank-one relaxation is tight,
based on which the optimal solution of the original beamforming
optimization problem can be obtained via the two-stage method
with polynomial-time complexity. Then, we further propose two
suboptimal solutions with lower complexity by designing the
information beam and/or AN beams in the null spaces of the
possible eavesdropper channels and/or user channel, respectively.
Numerical results validate the effectiveness of our designs in
achieving secure communication and sensing in the challenging
scenario with unknown target (eavesdropper) location.

Index Terms—Integrated sensing and communication, poste-
rior Cramér-Rao bound (PCRB), secure communication, trans-
mit beamforming, semi-definite relaxation (SDR).

I. INTRODUCTION

The sixth-generation (6G) wireless network is anticipated
to empower various new applications that require sensing
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The authors are with the Department of Electrical and Electronic Engi-
neering, The Hong Kong Polytechnic University, Hong Kong SAR (e-mails:
kaiyue.hou@connect.polyu.hk; shuowen.zhang@polyu.edu.hk).

the environment, such as autonomous vehicles and monitor-
ing/surveillance [2]. Recently, integrated sensing and com-
munication (ISAC) has attracted significant research attention
as it can realize simultaneous sensing and communication
in a cost-effective manner. Specifically, ISAC enables the
simultaneous utilization of wireless infrastructures and limited
spectrum/power resources for both communication and sensing
purposes, leading to a paradigm shift in wireless networks
[3]–[5]. On one hand, ISAC can achieve enhanced sensing
performance by leveraging the ubiquitous coverage and con-
nectivity provided by wireless networks [6]. On the other hand,
the environment information (e.g., locations of scatters) sensed
via ISAC facilitates intelligent decision-making and adaptation
of communication networks, leading to improved performance,
enhanced user experience, and efficient resource utilization [7].

ISAC typically realizes both communication and sensing
functionalities via joint signal processing design at the trans-
mitter. To achieve high-accuracy sensing, the dual-functional
signal should generally be designed such that the power
focused at the target is high to strike strong echo signals
in device-free sensing [6], or to achieve high signal-to-noise
ratio (SNR) in device-based sensing [8], [9]. However, since
the dual-functional signal also carries desired information for
the communication user, this gives rise to a severe security
risk if an eavesdropper exists in the vicinity of the target,
or the target serves as a potential eavesdropper [10]–[14].
Particularly, the base stations (BSs) responsible for sensing
a particular target are typically located closely to the target
with few or no scatters in the BS-target channels. Thus, the
BS-target channels are generally stronger than the channels
between the BS and the communication user, which makes
secrecy communication more challenging.

In the literature, several prior works have studied the trans-
mit signal design towards secure communication in ISAC. [11]
and [15] proposed that the BS transmit signal can be designed
as a combination of information signals and artificial noise
(AN) signals to ensure the sensing quality while preventing
eavesdropping, where the location parameters to be estimated
are assumed to be perfectly known before the beamforming
design to facilitate target tracking and detection at a given
location. On the other hand, it is worth noting that various
works on ensuring communication secrecy via physical-layer
security techniques are based on the assumption that the BS-
eavesdropper channel is known perfectly at the BS [16]–[18].

There has also been a line of works that studied the case
where the target’s location parameters to be sensed is inaccu-
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rately known at the BS with error. For such cases, [19] studied
the joint transmit beamforming design to minimize the sum of
the received SNR over a range of possible target locations
while guaranteeing a signal-to-interference-plus-noise ratio
(SINR) level for the legitimate user; [20] studied the robust
optimization of the passive beamforming at an intelligent
reflecting surface (IRS) and the active beamforming at the BS
to maximize the sensing beam gain towards the target subject
to minimum SINR constraints at the communication users and
a maximum tolerable information leakage constraint to the tar-
get. Moreover, [21] proposed a beampattern matching method
to jointly optimize the transmitted confidential information
signals with additional dedicated sensing signals to minimize
the weighted sum of beampattern matching errors subject to a
secure communication constraint. On the other hand, a novel
optimization framework was considered in [22] that jointly
optimizes the communication and sensing resources over a
sequence of snapshots based on scanning a sequence slice
of the sector. In [23], the sensing and secure communication
functionalities were improved iteratively, where the Cramér-
Rao bound (CRB) was utilized as the sensing performance
metric. Note that the transmit signal optimization was still
tailored for deterministic and known parameters.

However, in practice, the target’s location parameter to be
sensed can be unknown and random, while its distribution can
be known a priori based on empirical data or target movement
pattern [24]. By properly exploiting such prior information,
effective sensing can be completed in one shot instead of
iteratively over multiple time slots. A metric to characterize
the sensing performance exploiting such prior distribution
information is the posterior Cramér-Rao bound (PCRB) or
Bayesian Cramér-Rao bound (BCRB) [25], which quantifies
a global lower bound for the mean-squared error (MSE) of
unbiased estimators. Along this line, [24], [26] derived the
PCRB when the location parameter of a target is estimated
via a multiple-input multiple-output (MIMO) radar system
exploiting its prior distribution information. Based on this, the
transmit signal optimization problem to minimize the PCRB
was studied, where the proposed solution was observed to
focus more power to the locations with high probabilities,
and less power to the locations with small probabilities.
Nevertheless, for a general ISAC system where the target
can potentially serve as an eavesdropper, how to design the
transmit beamforming to achieve secure communication and
high-quality sensing via exploiting target location distribution
still remains an open problem with unique new challenges:
i) to enhance the sensing performance, more power needs to
be focused on the highly-probable target locations, while to
avoid information leakage, less power should be focused over
the possible target locations, which results in a non-trivial
conflict in the transmit beamforming optimization; ii) without
the exact eavesdropper location, the channel from the BS to
the eavesdropper is unknown, which calls for new statistical
measures of the communication secrecy for optimizing the
transmit beamforming.

Motivated by the above, this paper studies a multi-antenna
ISAC system with one multi-antenna BS that aims to com-
municate with a single-antenna user and sense the location

parameter of a target via the echo signals reflected by the target
and received back at the BS receive antennas, as illustrated in
Fig. 1. The location parameter of the target is unknown and
random, while its distribution information is known a priori
for exploitation. Specifically, the target has K ≥ 1 possible
locations, for which the probability mass function (PMF) is
known. The target also serves as a potential eavesdropper of
the communication user. Our main contributions are summa-
rized as follows.

• First, to systematically characterize the sensing perfor-
mance, we propose to approximate the discrete PMF
with a differentiable probability density function (PDF)
under a Gaussian mixture model, so as to adopt the
PCRB framework which is only suitable for differentiable
probability distributions. Specifically, the approximated
PDF is the weighted superposition of multiple Gaussian
PDFs, each with mean being a possible target location
parameter, variance being a small value, and weight
being the probability mass for the corresponding location.
Based on this model, we derive the exact PCRB, which is
in a complicated form of the transmit covariance matrix.
To draw more insights, we propose an approximation
of the PCRB in closed form, which is observed to be
tight numerically. It can be shown that to minimize the
approximated PCRB, the transmit signal design should
realize a “probability-dependent power focusing” effect,
where the amount of power focused over each location
increases with its associated probability.

• Next, we propose to adopt an AN-based transmit beam-
forming structure, where the transmitted signal vector at
the BS is the superposition of an information beam and
multiple AN beams. The motivation for this approach
lies in two aspects: i) the AN beams can increase the de-
sign flexibility in achieving probability-dependent power
focusing over multiple possible locations, for which the
degree-of-freedom (DoF) provided by only the informa-
tion beam to the single-antenna user is generally limited
and insufficient; ii) the AN beams can focus power over
possible target (eavesdropper) locations without leaking
information, and create additional noise at the eavesdrop-
per, thus enhancing the secrecy of communication.

• Under the AN-based transmit beamforming structure, we
formulate a new beamforming optimization problem for
both the information beam and AN beams at the trans-
mitter to maximize the worst-case secrecy rate among all
possible target locations, subject to a constraint on the
sensing PCRB. The problem is non-convex and difficult
to solve due to the newly introduced worst-case secrecy
rate and PCRB constraint. To tackle this problem, we
first show that the problem can be solved via a two-stage
method, where the optimal beamforming corresponding
to any given threshold on the SINR at the eavesdropper is
obtained first, and the optimal threshold and consequently
the globally optimal beamforming is then obtained via
one-dimensional search of the threshold. To solve the first
problem, we apply the semi-definite relaxation (SDR)
technique together with the Schur complement technique
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and Charnes-Cooper transformation to relax the problem
into a convex semi-definite program (SDP), and prove
that the rank-one relaxation is tight. Based on this, the
optimal solution to the original beamforming optimiza-
tion problem can be obtained in polynomial time.

• Furthermore, we propose two suboptimal solutions with
lower computational complexities. Both suboptimal so-
lutions constrain the AN beams to reside within the
null space of the communication user channel such that
there is no interference to the user; while two different
information beam design approaches are considered. For
the first one, the information beam is restricted to lie
in the null space of the channels for all possible target
locations to avoid information leakage; while for the
second one, the information beam is aligned to the user
channel to maximize the desired signal power at the
user. Efficient optimization algorithms are proposed to
optimize the beamforming design under these structures,
for which the complexities are analyzed to be lower than
that of the optimal solution.

• Finally, we provide numerical results to evaluate the
performance of our proposed designs. It is observed
that the proposed algorithm is effective in finding the
optimal solution. With the optimal solution, the amount of
power focused over the possible target locations generally
reaches its local minimum for the information beam, and
its local maximum for the AN beams. Particularly, the
power of the AN beams focused on each possible location
generally increases with its probability. Moreover, there
exists a non-trivial trade-off between the secrecy rate and
the sensing PCRB threshold. Furthermore, the optimal
solution outperforms the two suboptimal solutions, at the
cost of higher computational complexity.

The rest of this paper is organized as follows. Section II
introduces the system model and proposes the AN-based trans-
mit beamforming structure. Section III presents the Gaussian
mixture model to approximate the PMF, derives the PCRB, and
proposes a tight approximation of it to draw insights. Then, the
joint information and AN beamforming optimization problem
is formulated in Section IV. Section V presents the optimal
solution and suboptimal solutions to the formulated problem,
for which the computational complexities are also analyzed.
Section VI provides numerical results. Finally, Section VII
concludes this paper.

Notations: Boldface upper-case letters and boldface lower-
case letters denote matrices and vectors, respectively. CN×L

denotes the space of N ×L complex matrices. RN×L denotes
the space of N × L real matrices. IN denotes an N × N
identity metrix, and 0 denotes an all-zero matrix with ap-
propriate dimension. j =

√
−1 denotes the imaginary unit.

(·)T denotes the transpose operation, and (·)H denotes the
conjugate transpose operation. For a complex number, | · |,
(·)∗, and Re {·} denote the absolute value, conjugate value,
and real part, respectively. For a vector, ∥ · ∥ denotes its l2-
norm. For an arbitrary-sized matrix, rank(·) and [·]i,j denote
its rank and (i, j)-th element, respectively. diag{x1, ..., xM}
denotes an M × M diagonal matrix with x1, ..., xM being

Information 
Beam

𝐻𝐻G

𝐻𝐻T

𝜃𝜃1

𝑟𝑟

𝐻𝐻T

𝐾𝐾-th possible 
location of the 
eavesdropping 

target 
(probability 𝑝𝑝𝐾𝐾)

Communication
User

1-st possible
location of the
eavesdropping

target 
(probability 𝑝𝑝1)

Base Station (BS)

Artificial 
Noise (AN) 

Beams

…
𝜓𝜓1

𝑟𝑟
𝜃𝜃𝐾𝐾

Fig. 1. Illustration of a secure ISAC system with random target (eavesdropper)
location.

the diagonal elements. For a square matrix, det(·), tr(·), and
(·)−1 denote its determinant, trace, and inverse, respectively.
X ⪰ 0 means that X is a positive semi-definite matrix.
CN (µ, σ2) denotes the distribution of a circularly symmetric
complex Gaussian (CSCG) random variable with mean µ and
variance σ2, where ∼ denotes “distributed as”. E[·] denotes the
statistical expectation. [a]+=max{a, 0} denotes the maximum
between a real number a and 0. O(·) denotes the standard big-
O notation. For a function f(x), ḟ(x) = ∂f (x)

∂x

II. SYSTEM MODEL

We consider a secure multi-antenna ISAC system where a
BS equipped with Nt ≥ 1 transmit antennas and Nr ≥ 1
co-located receive antennas serves a single-antenna commu-
nication user in the downlink. Both the transmit and receive
antennas at the BS follow a uniform linear array (ULA) layout.
Moreover, the BS aims to sense the location parameter of
a target which serves as a potential eavesdropper based on
the received echo signals reflected by the target.1 The exact
location information of the target is unknown and random,
while its distribution is available to be exploited as prior in-
formation. Specifically, the target has K ≥ 1 possible locations
denoted by K = {1, ...,K}. Under a three-dimensional (3D)
coordinate system with the reference point of the BS being
the origin, as illustrated in Fig. 1, we consider a fixed height
of the eavesdropper denoted by HT in meters (m), while the
height of the BS antennas is denoted as HG m. Moreover, for
ease of revealing fundamental insights, we consider a common
distance from the BS to each k-th possible target location
denoted by r m, which is assumed to be known a priori,2

and a different azimuth angle denoted by ψk ∈
[
−π

2 ,
π
2

)
.3

The angle-of-departure (AoD) of the signal transmitted from
the BS to the k-th possible target location, and the angle-of-

1Note that although the target may serve as an eavesdropper and potentially
possess signal reception/transmission capability that enables active sensing [8],
it does not have an incentive to proactively share its location with the BS.
Thus, we consider device-free passive sensing via echo signals.

2The range information r can be obtained by exploiting empirical obser-
vations or estimated a priori using e.g., time-of-arrival (ToA) methods.

3Note that our results can be extended to the case with uniform planar array
(UPA) at the BS, where the BS can sense a wider range of angles in [−π, π)
without ambiguity.
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arrival (AoA) of the signal reflected from the k-th possible
target location to the BS are then given by

θk=arcsin

(
sinψk

HG −HT

r

)
∈
[
−π
2
,
π

2

)
, k ∈ K. (1)

In this paper, we aim to sense the aforementioned AoD/AoA
corresponding to the target, which is termed as the “angle”
of the target for brevity and denoted by θ ∈

[
−π

2 ,
π
2

)
. Let

pk ∈ [0, 1] denote the probability for the target to appear at
the k-th location, with

∑K
k=1 pk = 1. The PMF of θ is thus

given by

pΘ(θ) =

{
pk, if θ = θk, k ∈ K,
0, otherwise.

(2)

We consider a challenging scenario for secrecy communication
where the target has a (strong) line-of-sight (LoS) channel with
the BS, and the downlink eavesdropping channel denoted by
hH
E (θ) ∈ C1×Nt is unknown due to the unknown target’s angle

θ. On the other hand, the channel from the BS to the user
denoted by hH ∈ C1×Nt is assumed to be perfectly known
at the BS. Furthermore, we assume hH

E (θk) for k ∈ K and
hH are linearly independent, which can hold for various user
channel models including the LoS model (with a distinctive
user angle) and random Rayleigh fading model.

We aim to optimize the BS transmit signals via smart
exploitation of the distribution information about the eaves-
dropping target’s angle to achieve secure communication and
also accurately sense the angle of the eavesdropping target.4 To
this end, the unknown and random angle of the eavesdropping
target brings two new challenges. Firstly, the secrecy commu-
nication rate becomes random, which calls for new statistical
performance metrics. Secondly, to accurately sense the target’s
angle, the signal needs to be beamed towards multiple possible
angles of the target based on their probabilities to “statisti-
cally” strengthen the echo signal reflected by the target.

Motivated by the above, in this paper, we aim to maxi-
mize the worst-case secrecy rate corresponding to the most
favorable location for eavesdropping, under a sensing accuracy
constraint. We further introduce an AN-based beamforming
design, where the transmitted signal vector is the superposition
of an information beam and J ≤ Nt AN beams. Denote
s ∼ CN (0, 1) as the information symbol for the user, and
w ∈ CNt×1 as the information beamforming vector. We
further denote vj ∈ CNt×1 as the j-th AN beamforming
vector, and sj ∼ CN (0, 1) as the j-th independent AN signal
which is also independent of s. The transmitted signal vector
is thus given by

x = ws+

J∑
j=1

vjsj . (3)

The transmit covariance matrix is consequently given by
Rx = E[xxH ] = wwH +

∑J
j=1 vjv

H
j . Let P denote the

transmit power constraint, which yields E[∥x∥2] = ∥w∥2 +∑J
j=1 ∥vj∥2 ≤ P and equivalently tr(Rx) ≤ P . Note that

4Note that the sensing result may facilitate more tailored signal designs
with further improved secrecy performance in future channel uses, while the
joint signal design over multiple channel uses is left as our future work.

the motivation for the AN-based approach is two-fold. Firstly,
by introducing additional Gaussian-distributed noise signals
which are the worst-case noise for eavesdropping, the received
SINR at the potential eavesdropper can be decreased, thus
enhancing the communication secrecy. Secondly, the extra AN
beams provide more design flexibility in strengthening the
echo signals reflected from multiple possible target angles,
thus enhancing the sensing accuracy.

Based on (3), the received signal at the user is given by

y = hHx+ z = hHws+ hH
J∑

j=1

vjsj + z, (4)

where z ∼ CN
(
0, σ2

)
denotes the CSCG noise at the user

receiver with average power σ2. The SINR at the user receiver
is thus given by

SINR =
|hHw|2∑J

j=1 |h
Hvj |2 + σ2

. (5)

The received signal at the eavesdropping target is given by

yE(θ)=hH
E (θ)x+zE=hH

E (θ)ws+hH
E (θ)

J∑
j=1

vjsj+zE, (6)

where zE ∼ CN (0, σ2
E) denotes the CSCG noise at the

eavesdropper receiver with σ2
E denoting the average noise

power. Specifically, under the LoS BS-eavesdropper chan-
nel and the ULA layout assuming half wavelength an-
tenna spacing, we have hH

E (θ) =
√
β0

r aH(θ), where β0
denotes the reference channel power at 1 m; aH(θ) =

[e−j
π(Nt−1)sin θ

2 , e−j
π(Nt−3)sin θ

2 , ..., ej
π(Nt−1)sin θ

2 ] denotes the
steering vector at the BS transmit array. Hence, the SINR at
the potential eavesdropper can be expressed as

SINRE(θ)=
|aH(θ)w|2∑J

j=1 |aH(θ)vj |2+
σ2
Er

2

β0

, θ∈{θ1, ..., θK}. (7)

The achievable secrecy rate at the user when there exists an
eavesdropper at location k with angle θk is given by [27]:

Rk= [log2(1+SINR)−log2(1+SINRE(θk))]
+, k ∈ K (8)

in bps/Hz. The worst-case achievable secrecy rate among all
possible eavesdropper locations is thus given by R = min

k∈K
Rk.

On the other hand, the transmit signal will be re-
flected by the target. Let α ∈ C denote the radar
cross section (RCS) coefficient of the target, which is
generally an unknown and deterministic parameter.5 Let
b(θ)=[e−j

π(Nr−1) sin θ
2 , e−j

π(Nr−3) sin θ
2 , ..., ej

π(Nr−1) sin θ
2 ]H de-

note the steering vector at the BS receive array. The received
echo signal at the BS receive antennas is given by

yR =
β0
r2

b(θ)αaH(θ)x+ zR ≜ βM(θ)x+ zR, (9)

where β
∆
= β0

r2 α denotes the overall reflection coefficient
including the two-way channel and RCS coefficient; zR ∼

5It is worth noting that our results are also applicable to the case where
the RCS coefficient is random with an unknown distribution.
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CN (0, σ2
RINr

) denotes the CSCG noise vector with σ2
R de-

noting the average noise power at the BS receive antennas;
and M(θ)

∆
= b(θ)aH(θ).

Note that both the worst-case secrecy rate R and the
received echo signal in yR are determined by the transmit
signal vector x and consequently the beamforming vectors
w and {vj}Jj=1. To formulate the beamforming optimization
problem, our remaining task is to characterize the performance
of estimating (sensing) θ based on the received signal vector
in (9), which will be addressed in the next section.

III. SENSING PERFORMANCE CHARACTERIZATION
EXPLOITING TARGET LOCATION DISTRIBUTION

Notice from (9) that the overall reflection coefficient β =
βR + jβI is also an unknown (and deterministic) parameter,
which thus also needs to be estimated to obtain an accurate
estimation of θ. Let ω = [θ, βR, βI ]

T denote the collec-
tion of unknown parameters to be estimated. With the prior
distribution information of θ available for exploitation, we
propose to employ PCRB as the performance metric, which
characterizes a global lower bound of the MSE of unbiased
estimators exploiting prior information. To the best of our
knowledge, most classic PCRB derivation methods are suitable
for estimation parameters with continuous and differentiable
PDFs [25]. For consistency, we propose to approximate the
discrete PMF in (2) with a continuous Gaussian mixture PDF
given by

p̄Θ(θ) =

K∑
k=1

pk
1√
2πσθ

e
− (θ−θk)2

2σ2
θ . (10)

Specifically, p̄Θ(θ) is the weighted sum of K Gaussian PDFs,
where each k-th Gaussian PDF is centered at mean θk with
a small variance σ2

θ , and carries a weight of pk. Note that as
σ2
θ decreases, p̄Θ(θ) becomes increasingly similar to pΘ(θ).

Moreover, with a sufficiently small σ2
θ , the probability for θ

under (10) to exceed the original
[
−π

2 ,
π
2

)
region is negligible.

Based on (10), the Fisher information matrix (FIM) for the
estimation of ω consists of two parts as follows [28]:

F = FD + FP. (11)

The first part FD ∈ R3×3 represents the FIM extracted from
the observed data in yR, which is given by

[FD]i,j = −EyR,ω

[
∂2LyR

(ω)

∂ωi∂ωj

]
, i, j ∈ {1, 2, 3}, (12)

with LyR
(ω)=−Nrln(πσ

2
R)− 1

σ2
R
(∥yR∥2+|β|2∥M(θ)x∥2)+

2
σ2
R
Re{β∗xHMH(θ)yR} being the log-likelihood function

for the parameters in ω. FD can be further derived as

FD =

[
Fθθ F θβ

FH
θβ F ββ

]
, (13)

where each block is given as

Fθθ =
2|β|2

σ2
R

∫ ∞

−∞
p̄Θ(θ)tr(Ṁ

H
(θ)Ṁ(θ)Rx )dθ, (14)

F θβ =
2

σ2
R

∫ ∞

−∞
p̄Θ(θ)Re{β∗tr(Ṁ

H
(θ)M(θ)Rx)[1, j]}dθ,

(15)

F ββ =
2

σ2
R

∫ ∞

−∞
p̄Θ(θ)tr(M

H(θ)M(θ)Rx )I2dθ. (16)

The second part FP ∈ R3×3 represents the FIM extracted
from the prior distribution information, which is given by

[FP]i,j = −Eω
[
∂2ln pw(ω)

∂ωi∂ωj

]
, i, j ∈ {1, 2, 3}, (17)

where pw(ω) denotes the PDF of ω. Note that since βR and
βI are both deterministic variables, FP only has a non-zero
entry in the first column and first row, which is given by

[FP]θθ = −
∫ ∞

∞

∂2p̄Θ(θ)

∂2θ
dθ +

∫ ∞

∞

(
∂p̄Θ(θ)

∂θ

)2
p̄Θ(θ)

dθ. (18)

The first term in the right-hand side of (18) can be derived as

−
∫ ∞

−∞

∂2p̄Θ(θ)

∂2θ
dθ=

K∑
k=1

pk(θ − θk)

σ3
θ

√
2π

e
− (θ−θk)2

2σ2
θ

∣∣∣∣∞
−∞

=0. (19)

The second term can be derived as∫ ∞

−∞

(
∂p̄Θ(θ)

∂θ

)2
p̄Θ(θ)

dθ=

∫ ∞

−∞

K∑
k=1

(θ − θk)
2
( p̄Θ(θ)

σ4
θ

)
dθ − ϵ

=

K∑
k=1

pk
1

σ2
θ

− ϵ =
1

σ2
θ

− ϵ, (20)

where ϵ
∆
=
∫∞
−∞

K∑
k=1

K∑
n=1

fk(θ)fn(θ)
(θn−θk)

2

σ2
θ

/(2
K∑

k=1

fk(θ))dθ

with fk(θ)
∆
= pk√

2πσθ
e
− (θ−θk)2

2σ2
θ . Thus, we have [FP]θθ=

1
σ2
θ
− ϵ.

Based on the above, the overall FIM F is given by

F = FD + FP =

[
Fθθ +

1
σ2
θ
− ϵ F θβ

FH
θβ F ββ

]
. (21)

The PCRB for the estimation MSE of θ denoted by PCRBθ

is then given by the entry in the first column and first row of
F−1, which can be expressed as

PCRBθ=
[
F−1

]
1,1

=

[
Fθθ+

1

σ2
θ

−ϵ− F θβF
−1
ββF

H
θβ

]−1

(22)

=
σ2
Rg1(Rx)

2|β|2
((
g2(Rx) +

σ2
R

2|β|2

(
1
σ2
θ
− ϵ
))

g1(Rx)− |g3(Rx)|2
) ,

where

g1(Rx) =

∫ ∞

−∞
p̄Θ(θ)tr(M

H(θ)M(θ)Rx )dθ, (23)

g2(Rx) =

∫ ∞

−∞
p̄Θ(θ)tr(Ṁ

H
(θ)Ṁ(θ)Rx )dθ, (24)

g3(Rx) =

∫ ∞

−∞
p̄Θ(θ)tr(Ṁ

H
(θ)M(θ)Rx )dθ. (25)
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Due to the symmetry in a(θ) and b(θ), we
have aH(θ)ȧ(θ) = 0 and bH(θ)ḃ(θ) = 0. By
further noting ∥b(θ)∥2 = Nr,∀θ, we can further
simplify (23)-(25) as g1(Rx) = tr(M1Rx),
g2(Rx) = tr(M2Rx), and g3(Rx) = tr(M3Rx), where
M1 = Nr

∫∞
−∞ p̄Θ(θ)a(θ)a

H(θ)dθ, M2 =
∫∞
−∞p̄Θ(θ)

∥ḃ(θ)∥2a(θ)aH(θ)dθ + Nr

∫∞
−∞p̄Θ(θ)ȧ(θ)ȧ

H(θ)dθ, and
M3 = Nr

∫∞
−∞ p̄Θ(θ)ȧ(θ)a

H(θ)dθ. Thus, PCRBθ can be
expressed as

PCRBθ =
1(

1
σ2
θ
− ϵ
)
+ 2|β|2

σ2
R

(
tr(M2Rx)− |tr(M 3Rx)|2

tr(M 1Rx)

)
=1/

((
1

σ2
θ

− ϵ

)
+

2|β|2

σ2
R

(
wHM2w +

J∑
j=1

vH
j M2vj

−
|wHM3w +

∑J
j=1 v

H
j M3vj |2

wHM1w +
∑J

j=1 v
H
j M1vj

))
. (26)

Remark 1: It is worth noting that the PCRB in (26) is only
dependent on the overall transmit covariance matrix Rx, since
the information beam and AN beams play the same role in
striking the echo signals. Moreover, the PCRB is a decreasing
function of the overall reflection gain |β| and consequently the
gain of the target’s unknown RCS coefficient α, i.e., |α|.

Note that the exact PCRB in (26) is a complicated function
with respect to Rx and the beamforming vectors w and vj’s.
To draw clearer insights on the effect of beamforming design
on the PCRB, we derive a more tractable upper bound of
PCRB as follows. Specifically, we first re-express (26) as

PCRBθ=
1(

1
σ2
θ
−ϵ
)
+ 2|β|2

σ2
R

(
g4(Rx)+

g5(Rx)

g1(Rx)

) , (27)

where g4(Rx) =
∫∞
−∞ p̄Θ(θ)∥ḃ(θ)∥2aH(θ)Rxa(θ)dθ;

g5(Rx) = 1
2

∫∞
−∞

∫∞
−∞N2

t |ȧH(θp)Rxa(θq) −
aH(θp)Rxȧ(θq)|2p̄Θ(θp)p̄Θ(θq)dθpdθq ≥ 0. By noting
that both g1(Rx) and g5(Rx) are non-negative, an upper
bound of PCRBθ can be obtained as

PCRBθ ≤ PCRBU
θ

∆
=

1(
1
σ2
θ
− ϵ
)
+ 2|β|2

σ2
R
g4(Rx)

=
1(

1
σ2
θ
− ϵ
)
+ 2|β|2

σ2
R

(
wHQw +

∑J
j=1 v

H
j Qvj

) , (28)

where Q =
∫∞
−∞ p̄Θ(θ)∥ḃ(θ)∥2a(θ)a(θ)Hdθ. Note that Q

and ϵ in (28) still involve complicated integrals over the
continuous θ. By leveraging the fact that we consider a small
variance σ2

θ in the Gaussian mixture PDF to approximate the
PMF, we propose an approximation of (28) in closed form.

Proposition 1: With a small σ2
θ , an approximate expression

for the PCRB upper bound PCRBU
θ is given by

PCRBU
θ ≈ ˜PCRB

U

θ
∆
=

1
2|β|2
σ2
R

(wHQ̃w+
∑J

j=1 v
H
j Q̃vj)+

1
σ2
θ

,

(29)

where Q̃
∆
= ρ0

∑K
k=1 pk(cos(2θk)+1)a(θk)a

H(θk) with

ρ0
∆
=

∑Nr
n=1 π2(n−1)2

4 .

Proof: Please refer to Appendix A.
In Fig. 2, we illustrate the PCRB, PCRB upper bound, and

the PCRB upper bound approximation versus σ2
θ , under the

same setup as that in Section VI. It is observed that both the
proposed upper bound and the upper bound approximation are
close to that of the exact PCRB value.

Remark 2 (Probability-Dependent Power Focusing): It can
be observed from (29) that ˜PCRB

U

θ decreases as the to-
tal power of the information beam and AN beams focused
on each k-th possible target location (which scales with
|wHa(θk)|2 +

∑J
j=1 |vH

j a(θk)|2) increases. Moreover, the
amounts of power focused on the locations with high probabil-
ities pk’s play more dominant roles in the PCRB. Therefore,
to minimize the approximate PCRB upper bound, the transmit
beamforming design needs to achieve a so-called probability-
dependent power focusing effect based on the prior probability
distribution.

Note that optimizing the beamforming to jointly achieve
probability-dependent power focusing under sensing perfor-
mance constraint and secure communication is a non-trivial
yet new task, which will be studied in the following sections.

IV. PROBLEM FORMULATION

In this paper, our objective is to optimize the transmit
beamforming vectors w and vj’s to maximize the worst-case
secrecy rate among all possible eavesdropper locations, while
ensuring the sensing PCRB for the eavesdropping target is
always below a given threshold Γ. We aim to achieve this goal
by ensuring that the exact PCRB PCRBθ in (26) correspond-
ing to the minimum RCS coefficient’s gain |ᾱ| = min |α|
and the resulting |β̄| = β0

r2 |ᾱ| is no larger than Γ. Thus, the
optimization problem is formulated as:

(P1)
max

w,{vj}J
j=1

min
k∈K

log2(1+SINR)−log2(1+SINRE(θk)) (30)

s.t. ∥w∥2 +
J∑

j=1

∥vj∥2 ≤ P (31)

1/

((
1

σ2
θ

−ϵ

)
+
2|β̄|2

σ2
R

(
wHM2w+

J∑
j=1

vH
j M2vj

−
|wHM3w+

∑J
j=1 v

H
j M3vj |2

wHM1w+
∑J

j=1 v
H
j M1vj

))
≤Γ.(32)

Note that the objective function of Problem (P1) involves
logarithm functions of fractional quadratic functions, and can
be shown to be non-concave. Moreover, the constraint in (32)
is also non-convex due to its fractional structure. Therefore,
(P1) is a non-convex problem that is challenging to solve.
Furthermore, it is worth noting that in order to maximize the
secrecy rate, w should be designed such that the received
power of the information beam at each possible target location
is as small as possible, i.e., each possible target location should
be an “information beam hole”; on the other hand, to minimize
the sensing PCRB, w and vj’s should beam the signal towards
possible target locations based on their corresponding proba-
bilities (e.g., achieving probability-dependent power focusing
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Fig. 2. Illustration of the PCRB, PCRB upper bound, and PCRB upper bound
approximation.

as discussed in Remark 2). Therefore, there exists a non-
trivial trade-off between the secrecy performance and sensing
performance in the secure ISAC system. Furthermore, note that
both the secrecy rate and the PCRB are critically dependent
on the distribution of θ, which makes the problem more
challenging. In the following, we solve Problem (P1) via
advanced optimization techniques.

V. PROPOSED OPTIMAL AND SUBOPTIMAL SOLUTIONS

A. Feasibility Check of Problem (P1)

Prior to solving Problem (P1), we check its feasibility. Note
that both the power constraint in (31) and the PCRB constraint
in (32) are only dependent on the transmit covariance matrix
Rx = wwH +

∑J
j=1 vjv

H
j . Thus, the feasibility of (P1) can

be checked by solving the following problem.

(P1-F) max
Rx

0 (33)

s.t. tr(Rx) ≤ P (34)

tr(M2Rx)−
|tr(M3Rx)|2

tr(M1Rx)
≥ ξ (35)

Rx ⪰ 0, (36)

where ξ ∆
=

σ2
R

2|β̄|2

(
1
Γ−

1
σ2
θ
+ ϵ
)

.
Note that (35) involves a complicated fractional expression,

which is further simplified by leveraging the Schur comple-
ment. Note that tr(M1Rx) > 0 holds as long as Rx ̸= 0,

thus tr (M2Rx)−
|tr(M 3Rx)|2
tr(M 1Rx)

is the Schur complement of

tr(M1Rx) in matrix
[
tr(M2Rx) tr(M3Rx)

tr(MH
3 Rx) tr(M1Rx)

]
. According

to the Schur complement condition [29], Problem (P1-F) is
equivalent to

(P1-F-eq) max
Rx

0 (37)

s.t. tr (Rx) ≤ P (38)[
tr(M2Rx)−ξ tr(M3Rx)

tr(MH
3 Rx) tr(M1Rx)

]
⪰0. (39)

Note that Problem (P1-F-eq) is a semi-definite program (SDP),
for which the optimal solution can be obtained via the interior-
point method or software such as CVX [30]. It is worth noting
that the feasibility of (P1) indicates the reachability of a certain
PCRB level in sensing. In the following, we focus on the case
where Problem (P1) has been verified to be feasible.

B. Optimal Solution to Problem (P1)

Note that the key difficulties in solving Problem (P1)
lie in the secrecy rate expression in the objective function
which involves logarithm functions of complicated fractional
quadratic functions (i.e., the SINRs), as well as the complex
PCRB constraint in (32). In the following, we overcome these
challenges via a two-stage method. Firstly, we will consider
a fixed threshold for the eavesdropping SINR at all possible
target locations, which simplifies the fractional functions in
the original objective function. Based on this, we will derive
the optimal beamforming design by exploiting the problem
structure. Secondly, we will obtain the optimal SINR threshold
via one-dimensional search, based on which the globally
optimal beamforming design will be obtained.

Specifically, we introduce an auxiliary variable γ to charac-
terize the eavesdropping SINR threshold at each possible target
location. It can be shown that there always exists a γ > 0 at
all possible eavesdropper locations such that Problem (P1.1)
below has the same optimal solution to Problem (P1):

(P1.1) max
w,{vj}J

j=1

|hHw|2∑J
j=1 |h

Hvj |2 + σ2
(40)

s.t.
|a(θk)Hw|2∑J

j=1 |a(θk)Hvj |2+
σ2
Er

2

β0

≤ γ,∀k∈K (41)

∥w∥2 +
J∑

j=1

∥vj∥2 ≤ P (42)

wHM2w+

J∑
j=1

vH
j M2vj

−
|wHM3w+

∑J
j=1 v

H
j M3vj |2

wHM1w+
∑J

j=1 v
H
j M1vj

≥ ξ. (43)

Denote f(γ) as the optimal value of Problem (P1.1) with given
γ > 0. Then, the following problem can be shown to have the
same optimal value as Problem (P1) [31]:

(P1.2) max
γ>0

log2

(
1 + f(γ)

1 + γ

)
. (44)

Therefore, the optimal solution to Problem (P1) can be ob-
tained via one-dimensional search of γ > 0 in (P1.2) based
on the values of f(γ). Thus, our remaining task is to obtain
f(γ) by solving Problem (P1.1).

Motivated by the quadratic functions in (P1.1), we de-
fine H

∆
= hhH , W

∆
= wwH , V

∆
=
∑J

j=1 vjv
H
j , and

Ak
∆
= a(θk)a

H(θk),∀k. Then, (P1.1) can be equivalently
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expressed as the following SDP with an additional constraint
of rank(W ) = 1:

(P1.1R)

max
W ,V

tr (HW )

tr (HV ) + σ2
(45)

s.t. tr (AkW )≤γ
(
tr (AkV )+

σ2
Er

2

β0

)
,∀k ∈ K (46)

tr (W ) + tr (V ) ≤ P (47)

tr(M2(W + V ))− |tr(M3(W + V )|2

tr(M1(W + V ))
≥ ξ (48)

W ⪰ 0 (49)
V ⪰ 0. (50)

Following the similar Schur complement procedures as in
Section V-A with Rx replaced by W + V , (P1.1R) can be
shown to be equivalent to the following problem:

(P2.1R)

max
W ,V

tr (HW )

tr (HV ) + σ2
(51)

s.t. (46), (47), (49), (50) (52)[
tr(M2(W+V ))−ξ tr(M3(W+V ))

tr(MH
3 (W+V )) tr(M1(W+V ))

]
⪰0. (53)

Note that the objective function of (P2.1R) is still non-
concave. To address this issue, we leverage the Charnes-
Cooper transformation [32] to transform (P2.1R) into an
equivalent convex problem as:

(P3.1R)
max

W ,V ,t
tr (HW ) (54)

s.t. tr (AkW )≤γ
(
tr (AkV )+

tσ2
Er

2

β0

)
,∀k ∈ K (55)

tr (HV ) + tσ2 = 1 (56)
tr (W ) + tr (V ) ≤ tP (57)[
tr(M2(W+V ))−tξ tr(M3(W+V ))

tr(MH
3 (W+V )) tr(M1(W+V ))

]
⪰0 (58)

(49), (50) (59)
t > 0. (60)

Note that Problem (P3.1R) is a convex optimization prob-
lem, for which the optimal solution can be obtained via the
interior-point method or CVX [30]. Moreover, the Slater’s
condition is satisfied, thus the duality gap equals to zero [30].
In the following, we leverage the Lagrange duality method
to unveil useful properties of the optimal solution to Problem
(P3.1R), in order to reveal its relationship with the optimal
solution to Problem (P1).

Let {βk ≥ 0}Kk=1, λ ≥ 0, ρ ≥ 0, and Z ⪰ 0 denote the dual
variables associated with constraints in (55), (56), (57) and

(58), respectively, where Z =

[
z11 z12
z∗12 z22

]
. The Lagrangian of

Problem (P3.1R) can be expressed as

L(W ,V , t, {βk}, λ, ρ,Z) = tr(B1W ) + tr(B2V ) + ωt+ λ,
(61)

where

B1 = H −
K∑

k=1

βkAk − ρINt +B3, (62)

B2 = −λH + γ

K∑
k=1

βkAk − ρINt +B3, (63)

B3 = z11M2 + 2Re {z∗12M3}+ z22M1, (64)

ω = −λσ2 + γ
σ2
Er

2

β0

K∑
k=1

βk + ρP − z11ξ. (65)

Let λ⋆, {β⋆
k}Kk=1, ρ⋆, and Z⋆ denote the optimal dual variables

to (P3.1R). Define D⋆ = −λ⋆H −
∑K

k=1 β
⋆
kAk − ρ⋆INt

+
z⋆11M2 + 2Re

{
z∗

⋆

12M3

}
+ z⋆22M1, and l = rank(D⋆). The

orthogonal basis of the null space of D⋆ can be represented
as U ∈ CNt×(Nt−l), where un denotes the n-th column of
U . Then, we have the following proposition.

Proposition 2: For Problem (P3.1R), the optimal W ⋆ can be
expressed as follows with an ≥ 0,∀n, b > 0, and r satisfying
rHU = 0:

W ⋆ =

Nt−l∑
n=1

anunu
H
n + brrH . (66)

If rank(W ⋆) > 1, the following set of solution with a rank-
one solution of W can be constructed which achieves the same
optimal value of (P3.1R):

W̃
⋆
=brrH , (67)

Ṽ
⋆
=V ⋆ +

Nt−l∑
n=1

anunu
H
n , (68)

t̃⋆ =t⋆. (69)

Proof: Please refer to Appendix B.
The results in Proposition 2 indicate that the relaxation

from Problem (P1.1) to Problem (P3.1R) as well as Problem
(P1.1R) is tight. Therefore, we can first obtain the optimal
solution to Problem (P3.1R) denoted by (W ⋆,V ⋆, t⋆) via
interior-point method or CVX. If rank(W ⋆) = 1, the optimal
solution to Problem (P1.1) can be obtained via the eigenvalue
decompositions (EVDs) of W ⋆ and V ⋆; otherwise, (W̃

⋆
, Ṽ

⋆
)

can be constructed based on (67) and (68), and the optimal
solution to Problem (P1.1) can be obtained via the EVDs of
W̃

⋆
and Ṽ

⋆
. Then, by obtaining the optimal γ via solving

Problem (P1.2) using one-dimensional search, the optimal
solution to Problem (P1) can be obtained.

C. Suboptimal Solutions to Problem (P1)

In this subsection, we propose two suboptimal solutions to
Problem (P1), which are of lower complexity compared to the
optimal solution.

1) Suboptimal Solution I: In this suboptimal solution, the
optimal beamforming vectors for the information beam and
the AN beams lie in the null spaces of the eavesdropping
target’s possible channels and the user channel, respectively.
Note that this achieves zero “interference” between the user
and the eavesdropper; while on the other hand, the information
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beam cannot contribute to the echo signals for sensing, which
makes this solution suboptimal in general.

First, we express the singular value decomposition (SVD)
of the collection of all possible BS-eavesdropper channels
A = [a(θ1), ...,a(θK)]H as A = UAΛA [J1 J2]

H , where
UA ∈ CK×Q with Q = rank(A) and [J1 J2]

H ∈ CNt×Nt

are unitary matrices; ΛA is a Q × Nt rectangular diagonal
matrix; J1 ∈ CNt×Q and J2 ∈ CNt×(Nt−Q) consist of the
first Q and the last Nt − Q right singular vectors of A,
respectively. In addition, J2 forms an orthogonal basis for the
null space of A. Thus, to guarantee Aw = 0, the information
beam w should satisfy

w =
√
PwJ2w̃, (70)

where Pw = ∥w∥2 denotes the transmit power allocated to the
information beam, and w̃ ∈ C(Nt−Q)×1 with ∥w̃∥ = 1 can be
arbitrarily designed. To maximize the power of the information

beam at the user, we align w̃ with JH
2 h as w̃⋆ =

JH

2 h
∥JH

2 h∥
.

Next, to guarantee hHvj = 0,∀j, we define T s = INt −
hhH

∥h∥2
, which can be expressed as T s = X̃X̃

H
, with X̃ ∈

CNt×(Nt−1) forming an orthogonal basis for the null space of
hH . Thus, vj must satisfy

vj = X̃ṽj , j = 1, ..., J, (71)

where ṽj ∈ C(Nt−1)×1 can be arbitrarily designed. Under this
solution structure, the achievable secrecy rate is simplified as

rI0 = log2

(
1 +

Pw∥J2
Hh∥2

σ2

)
, (72)

which is maximized when Pw is maximized. On the other
hand, the PCRB constraint in (32) reduces to

PwM2 +

J∑
j=1

ṽH
j M̃2ṽj−

|PwM3+
∑J

j=1 ṽ
H
j M̃3ṽj |2

PwM1 +
∑J

j=1 ṽ
H
j M̃1ṽj

≤ ξ,

(73)

where M2 = w̃⋆H

FH
2 M2F 2w̃

⋆, M3 = w̃⋆H

FH
2 M3F 2w̃

⋆,
M1 = w̃⋆H

FH
2 M1F 2w̃

⋆, M̃2 = X̃
H
M2X̃ , M̃3 =

X̃
H
M3X̃ and M̃1 = X̃

H
M1X̃ .

By defining Ṽ =
∑J

j=1 ṽj ṽ
H
j and applying the Schur

complement technique on (73), (P1) is reduced to the fol-
lowing joint optimization problem of the power allocated to
the information beam, Pw, and the AN beam design:

(P1-Sub-I)
max

Pw≥0,
˜V ⪰0

Pw (74)

s.t.

[
PwM2+tr(M̃2Ṽ )− ξ PwM3+tr(M̃3Ṽ)

PwM
∗
3+tr(M̃

H

3 Ṽ) PwM1+tr(M̃1Ṽ)

]
⪰ 0

(75)

Pw + tr(Ṽ ) ≤ P. (76)

The above problem is convex, for which the optimal solution
denoted by (P ⋆

w, Ṽ
⋆
) can be obtained via CVX. The optimal

solution of ṽj’s to (P1-Sub-I) denoted by ṽ⋆
j can be obtained

via the EVD of Ṽ
⋆
. Consequently, the AN beamforming

vectors are designed as

v⋆
j = X̃ṽ⋆

j , j = 1, ..., J. (77)

The information beamforming vector is designed as

w⋆ =
√
P ⋆
wJ2w̃

⋆. (78)

2) Suboptimal Solution II: In this suboptimal solution, we
directly align the information beam with the user channel h,

i.e., w =

√
P̂wh
∥h∥

with P̂w denoting the power allocated to the
information beam, and design the AN beams such that they
generate zero interference to the user with vH

j h = 0, j =
1, ..., J in a similar manner to that in suboptimal solution I as

v̂j =

√
P − P̂w

v⋆
j√∑J

j=1 ∥v⋆
j∥2

, j = 1, ..., J. (79)

Note that compared to suboptimal solution I, although subop-
timal solution II also aims to minimize the interference of the
AN beams to the user, it aims to maximize the user’s desired
signal power instead of minimizing the information leakage to
the eavesdropper. Under this structure, the achievable secrecy
rate is given by

rII0 =min
k∈K

log2

(
1 +

P̂w∥h∥2

σ2

)
(80)

−log2

1 +
P̂w|hHa(θk)|2

∥h∥2
(
(P−P̂w)

∑J
j=1 |a(θk)Hv⋆

j |2∑J
j=1 ∥v⋆

j ∥2 +
r2σ2

E

β0

)
 .

The PCRB constraint can be expressed as

P̂w
hHM2h

∥h∥2
+ (P − P̂w)

∑J
j=1 v

∗H
j M2v

∗
j∑J

j=1 ∥v⋆
j∥2

−

∣∣∣∣P̂w
hHM 3h

∥h∥2
+ (P − P̂w)

∑J
j=1 v

∗H
j M 3v∗

j∑J
j=1 ∥v⋆

j ∥2

∣∣∣∣2
P̂w

hHM 1h
∥h∥2

+ (P − P̂w)
∑J

j=1 v∗H
j M 1v∗

j∑J
j=1 ∥v⋆

j ∥2

≤ ξ. (81)

Thus, (P1) reduces to the following problem under the pro-
posed structure:

(P1-Sub-II) max
P̂w:(81)

rII0 . (82)

The optimal solution P̂ ⋆
w to Problem (P1-Sub-II) can be

obtained via one-dimensional search over [0, P ].

D. Complexity Analysis

In the following, we analyze the computational complexity
for our proposed solutions. To obtain the optimal solution,
Problem (P3.1R) should be solved first, in which there are
two matrix variables with size Nt × Nt and one scalar
variable, thus the total number of optimization variables is
m = 2N2

t +1. There are two positive-semidefinite constraints
with size Nt × Nt, one positive-semidefinite constraint with
size 2 × 2, and K + 3 linear constraints, thus the number
of operations in the interior-point method is in the order of
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n = logϵ̃−1
√
2Nt +K + 7, where ϵ̃ denotes the accuracy

requirement. Thus, the overall complexity to solve Problem
(P3.1R) is calculated as O(n(m(2N3

t +23+K+3)+m2(2N2
t +

22 + K + 3) + m3)). By further taking into account the
complexity in obtaining the optimal solution to Problem (P1.1)
via EVD and the complexity in one-dimensional search over
γ with No sample points, the complexity for obtaining the
optimal solution to (P1) is O(Non(m(2N3

t + K + 11) +
m2(2N2

t + K + 7) + m3) + 2N3
t ) ∝ O(Nologϵ̃

−1N6.5
t ).

Similarly, the complexity for obtaining suboptimal solution I
can be shown to be O(logϵ̃−1

√
Nt + 1((Nt − 1)((Nt − 1)3 +

2) + (Nt − 1)2((Nt − 1)2 + 2) + (Nt − 1)3) +KN2
t +N3

t +
(Nt−1)3) ∝ O(logϵ̃−1N4.5

t ). For suboptimal solution II, with
Ns denoting the sample points in the one-dimensional search
of P̂w, the complexity is O(logϵ̃−1

√
Nt + 1((Nt − 1)((Nt −

1)3 + 2) + (Nt − 1)2((Nt − 1)2 + 2) + (Nt − 1)3) +KN2
t +

N3
t + (Nt − 1)3 +Ns).

VI. NUMERICAL RESULTS

In this section, we provide numerical results to evaluate
the performance of the proposed beamforming designs for
secure ISAC. We set Nt = 8 transmit antennas and Nr = 10
receive antennas for the BS. As illustrated in Fig. 4, we
consider K = 4 possible target (eavesdropper) locations, with
θ1 = −1.22, θ2 = −0.79, θ3 = −0.44, θ4 = 0.87 (in radian);
p1 = 0.2, p2 = 0.1, p3 = 0.4, and p4 = 0.3; σ2

θ = 10−4. The
transmit power is set as P = 20 dBm. The path loss of the
BS-target channel is set as 40 dB. The lower bound of the
target’s RCS gain is set as |ᾱ| = 0.32. The average receiver
noise power is set as σ2

R = σ2
E = σ2 = −80 dBm. The BS-

user channel is assumed to follow the Rayleigh fading model
with h ∼ CN (0, σ2

hI) where σ2
h = −80 dB. Note that this

is a challenging scenario for secure communication where the
user is located farther away from the BS with a statistically
weaker channel compared to the eavesdropper.

A. Performance of Secure ISAC with Optimal Beamforming

To start with, we consider one realization of h and evaluate
the performance of the optimal solution. In Fig. 3, we illustrate
log2((1 + f(γ))/(1 + γ)) versus the SINR constraint at the
eavesdropper, γ, under various sensing accuracy threshold Γ.
It is observed that there exists a unique optimal value of γ for
every Γ; moreover, the optimal value decreases as the PCRB
constraint becomes less stringent, leading to higher secrecy
rate. Then, we consider Γ = 3× 10−5 and illustrate in Fig. 4
the beampattern over different angles at a distance with path
loss 80 dB. It is observed that the power of the information
beam reaches local minimums at the possible target locations;
while the power of the AN beams is high over the possible
target locations. Moreover, the total power focused at each
possible target location generally increases as the target’s
associated probability increases. This demonstrates the efficacy
of the optimal solution in simultaneously avoiding information
leakage and achieving probability-dependent power focusing.
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Fig. 3. Secrecy rate versus the SINR constraint at the eavesdropper, γ, under
different PCRB constraints.
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Fig. 4. Beampattern and target location distribution p̄Θ(θ) over different
angles.

B. Comparison Between Optimal and Suboptimal Solutions

Next, we compare the performance and complexity between
the optimal solution and the proposed two suboptimal solu-
tions, where the results are averaged over 50 independent user
channel realizations. In Fig. 5, we show the secrecy rate versus
the PCRB threshold Γ of the proposed optimal and suboptimal
solutions, as well as an upper bound of the secrecy rate where
no sensing function and PCRB constraint is considered. It is
observed that the optimal solution achieves significantly im-
proved performance compared with the two suboptimal solu-
tions, and approaches the upper bound as the PCRB constraint
becomes less stringent, which demonstrates the effectiveness
of beamforming optimization. Moreover, suboptimal solution
I generally outperforms suboptimal solution II due to the
stringent requirement of achieving zero information leakage.
It is worth noting that suboptimal solution II achieves better
performance only when the PCRB constraint is very tight (i.e.,
when Γ is very small). In this case, it is more desirable for the
information beam to make non-zero contribution to the echo
signal strength as in suboptimal solution II. Furthermore, for
all three solutions, there exists a trade-off between the secrecy
communication performance and the sensing accuracy.
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Fig. 5. Secrecy rate versus sensing PCRB threshold Γ.
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Fig. 6. Secrecy rate versus transmit power under Γ = 7× 10−5.

In Fig. 6, we show the secrecy rate of the proposed
solutions versus the transmit power P with PCRB constraint
Γ = 7×10−5. It is observed that the optimal solution achieves
1 dB power gain over suboptimal solution I, and around 8 dB
power gain over suboptimal solution II. This further shows
the efficacy of the optimal solution. Finally, we show in Fig.
7 the computation time of the proposed solutions obtained
by MATLAB on a computer with an Intel Core i7 2.50-GHz
CPU and 16 GB of memory. It is observed that compared to
the suboptimal solutions, the optimal solution requires signifi-
cantly higher computation time as the number of BS transmit
antennas, Nt, becomes larger; moreover, suboptimal solution
II requires slightly higher complexity compared to suboptimal
solution I due to the extra one-dimensional search required.
The results are consistent with our complexity analysis in
Section V-D.

VII. CONCLUSIONS

This paper studied the transmit beamforming optimization
in a challenging secure ISAC scenario where the location
parameter of the sensing target which also serves as a potential
eavesdropper is unknown and random, whose PMF is available
for exploitation. First, to characterize the sensing performance
exploiting discrete PMF, we proposed a Gaussian mixture
model based PDF to approximate the PMF, based on which
we derived the PCRB for target sensing. To draw more

5 10 15 20

101

Fig. 7. Computation time versus the number of BS transmit antennas.

insights, we further proposed a tight approximation of the
PCRB in closed form, which implies a “probability-dependent
power focusing” guideline for the transmit beamforming de-
sign. Then, under an AN-based beamforming structure, we
formulated the joint optimization problem of the information
beam and AN beams at the transmitter to maximize the worst-
case secrecy rate among all possible target locations, under a
constraint on the exact sensing PCRB. The formulated problem
is non-convex and difficult to solve. By applying advanced
optimization techniques such as Schur complement, Charnes-
Cooper transformation, and SDR, we proposed a two-stage
algorithm to obtain its optimal solution with polynomial-time
complexity. Moreover, we proposed two suboptimal solutions
with lower complexity by designing the information and/or AN
beams in the null spaces of the possible eavesdropper chan-
nels and/or the user channel, respectively. Numerical results
validated the efficacy of the proposed solutions in achieving
a favorable trade-off between secrecy communication and
sensing exploiting target location distribution.

APPENDIX

A. Proof of Proposition 1

First, we denote S(θk) =
∫∞
−∞ fk(θ)∥ḃ(θ)∥2a(θ)a(θ)Hdθ,

which yields Q =
∑K

k=1 S(θk). Based on the definition of
a(θ) and b(θ), S(θk) can be further expressed as

S(θk) =

∑Nr

n=1 π
2(n− 1)2

2

∫ ∞

−∞
fk(θ)cos

2θ (83)
1 e−jπ sin θ ... e−jπ(Nt−1) sin θ

ejπ sin θ 1 ... e−jπ(Nt−2) sin θ

...
. . .

...
ejπ(Nt−1) sin θ ejπ(Nt−2) sin θ ... 1

dθ.
Denote µ1 = pk√

2π
(
∑Nr

n=1 π
2(n − 1)2/2), µ2 = −π, and t=

θ−θk. Then, [S(θk)]1,2 can be further simplified as:

[S(θk)]1,2 = µ1
1

σθ

∫ ∞

−∞
e
− (θ−θk)2

2σ2
θ cos2θe−jπsinθdθ (84)

=
µ1

2σθ

∫ ∞

−∞
e
− t2

2σ2
θ e−jπ(sin θk cos t+cos θk sin t)

× (cos(2t) cos(2θk)− sin(2t) sin(2θk) + 1)dt

(a)
≈ [S̃(θk)]1,2=

µ1

2σθ

∫ ∞

−∞
e
− t2

2σ2
θ (α0+α1t+α2t

2+o(t3))dt,
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where α0 = e−jπsin(θk)(cos(2θk) + 1); α1 = −2sin(2θk) +
jπ(1 + cos(2θk))sin(θk); and α2 = −2cos(2θk) +
1
2π(jsin(θk) + cos(θk))(cos(θk) + 1) + 2jπsin(2θk)cos(θk).
Note that (a) is derived by taking the Maclaurin series of
cos(2t), sin(2t), e−jπsin(θk)cost and e−jπcos(θk)sint and not-

ing σ2
θ is a small value. Notice that e

− t2

2σ2
θ t and e

− t2

2σ2
θ t3

are odd functions. Moreover,
∫∞
−∞ e

− t2

2σ2
θ dt =

√
2πσθ, and∫∞

−∞ e
− t2

2σ2
θ t2dt =

√
2πσ3

θ . Thus, we have [S̃(θk)]1,2 =

µ1(cos(2θk) + 1)
√

π
2 e

−jπsin(θk). Similarly, other entries in
S(θk) can be approximated in the same manner, which yields

S̃(θk) = µ1

√
π

2
(cos(2θk) + 1)a(θk)a

H(θk). (85)

Secondly, due to the small value of σ2
θ , the non-zero values

of ∂p̄Θ(θ)
∂θ will only occur in the close vicinity of θk’s. Thus,

we have
∫∞
−∞

(
∂p̄Θ(θ)

∂θ

)2

p̄Θ(θ) dθ ≈ 1
σ2
θ

, i.e., ϵ ≈ 0. Based on this
and (85), Proposition 1 is proved.

B. Proof of Proposition 2

First, we analyze the optimal values of λ and ρ in the
following lemma to analyze their associated constraints.

Lemma 1: The optimal dual variables to Problem (P3.1R)
satisfy λ⋆ > 0 and ρ⋆ > 0.

Proof: To ensure that the Lagrangian in (61) is bounded
so that the dual function exists, we should have B1 ⪯ 0,
B2 ⪯ 0, and ω ≤ 0. The dual problem of (P3.1R) can be
expressed as

(P3.1R-dual) min
{βk≥0}K

k=1
,

λ≥0,ρ≥0,Z⪰0

λ (86)

s.t. B1 ⪯ 0, B2 ⪯ 0, ω ≤ 0. (87)

Since the duality gap is zero, λ⋆ equals to the optimal value
of (P3.1R). Thus, we have λ⋆ > 0.

Next, under complimentary slackness, we have

tr

(
Z⋆

[
tr(M2(W

⋆+V ⋆))−tξ tr(M3(W
⋆+V ⋆))

tr(MH
3 (W ⋆+V ⋆)) tr(M1(W

⋆+V ⋆))

])
= 0.

This leads to det (Z⋆) = 0 and z⋆11z
⋆
22 − |z⋆12|

2
= 0.

Since Z⋆ ⪰ 0, z⋆11 ≥ 0. Consequently, z⋆22 ≥ 0,

and det

([
z⋆11∥ḃ(θ)∥+ z⋆22Nr z⋆12Nr

z∗
⋆

12Nr z⋆11Nr

])
≥ 0. Thus,

we have B⋆
3 ⪰ 0 since a(θ)H ȧ(θ) = 0 and B3 =∫∞

−∞
[
a(θ)ȧ(θ)

] [z11∥ḃ(θ)∥+ z22Nr z12Nr

z∗12Nr z11Nr

][
aH(θ)

ȧH(θ)

]
pΘ(θ)dθ.

Then, under Karush-Kuhn-Tucker (KKT) conditions, we
have ∂L(W ,V , t, {βk}, λ, ρ,Z)/∂t = 0 at the optimal so-
lution, which leads to

∑K
k=1 β

⋆
k=

β0

γσ2
Er

2

(
λ⋆σ2 + z⋆11ξ−ρ⋆P

)
.

If ρ⋆ = 0, we have
∑K

k=1 β
⋆
k > 0, and B⋆

2 = −λ⋆H +

γ
∑K

k=1 β
⋆Ak+B⋆

3. Since B2 ⪯ 0 and B3 ⪰ 0, it can be ob-
served −λ⋆H + γ

∑K
k=1 β

⋆Ak ⪯ 0. Since
∑K

k=1 β
⋆
kAk ⪰ 0

and λ⋆ > 0, to guarantee B2 ⪯ 0, any x ∈ CNt×1 lying in the
null space of H must also lie in that of

∑K
k=1 Ak. However,

since h and a(θk)’s are linearly independent, this cannot be
true. Thus, ρ⋆ > 0 holds.

With λ⋆ > 0 and ρ⋆ > 0, under KKT conditions, we have

B⋆
1W

⋆ = 0, (88)
B⋆

2V
⋆ = 0, (89)

B⋆
1 = D⋆ + (1 + λ⋆)H, (90)

B⋆
2 = D⋆ + (1 + γ)

K∑
k=1

β⋆
kAk. (91)

We discuss the ranks of W ⋆ and V ⋆ in two cases. First, we
introduce the following lemma.

Lemma 2: Let Y and X be two matrices of the same
dimension. It holds that rank(Y +X) ≥ rank(Y )−rank(X).
Proof: Please refer to [33].

Case I: rank (D⋆) = Nt. Based on Lemma 2, we have

rank(B⋆
1) ≥ rank(D⋆)− 1 = Nt − 1. (92)

If rank(B⋆
1) = Nt, we have W ⋆ = 0, which cannot be the

optimal solution to (P3.1R). Thus, we have rank(B⋆
1) = Nt−

1. We denote the null space of B⋆
1 as r ∈ CNt×1. Since

rank(W ⋆) = Nt − rank(B⋆
1) = 1, it follows that W ⋆ =

brrH , b > 0, where r spans the null space of B⋆
1.

Case II: rank (D⋆) = l < Nt. In this case, we have
uH
n D⋆un = 0, n = 1, ..., Nt − l. According to (90), we have

uH
n B⋆

1un = uH
n (D⋆ + (1 + λ⋆)H)un

= (1 + λ⋆)|uH
n h|2, 1 ≤ n ≤ Nt − l. (93)

Since B⋆
1 ⪯ 0 and λ⋆ > 0, uH

n h = 0 holds for 1 ≤ n ≤
Nt−l. According to (90) and Lemma 2, we have rank(B⋆

1) ≥
l − 1. We denote the null space of B⋆

1 as Ω, which satisfies
rank(Ω) ≤ Nt − l + 1. Since uH

n B⋆
1un, n = 1, ..., Nt − l,

we can get rank(B⋆
1) ≥ Nt − l. If rank(B⋆

1) = Nt − l, it
follows that Ω = U . Then, we can get W ⋆ = anunu

H
n , n =

1, ..., Nt − l and an ≥ 0. However, this implies that uH
n h =

0, n = 1, ..., Nt − 1, which cannot correspond to the optimal
solution to (P3.1R). Thus, we have rank(Ω) = Nt − l + 1,
Ω = [U , r], and rank(Ω) = Nt − l + 1. It then follows that

W ⋆ = brrH +

Nt−l∑
n=1

anunu
H
n , (94)

where b > 0, an ≥ 0, and r is orthogonal to the span of
U , i.e., rHU = 0. In this case, we prove that the solutions
(W̃

⋆
, Ṽ

⋆
, t̃⋆) in (67), (68), and (69) constructed with a rank

one solution of W is the optimal solution to (P3.1R). It can
be shown that

tr
(
HW̃

⋆
)
= tr

(
H

(
W ⋆ −

Nt−l∑
n=1

anunu
H
n

))
= tr (HW ⋆) , (95)

tr
(
HṼ

⋆
)
+ t̃⋆σ2 = tr

(
H

(
V ⋆ +

Nt−l∑
n=1

anunu
H
n

))
+ t⋆σ2

= tr (HV ⋆) + t⋆σ2 = 1, (96)
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tr
(
AkW̃

⋆
)
= tr

((
AkW̃

⋆ −
Nt−l∑
k=1

anunu
H
n

))

≤ tr (AkW
⋆) ≤ γ

(
tr (AkV

⋆) +
t̄⋆σ2

Er
2

β̄0

)
≤ γ

(
tr

(
Ak

(
V ⋆ +

Nt−l∑
n=1

anunu
H
n

))
+
t̃⋆σ2

Er
2

β̄0

)

= γ

(
tr
(
AkṼ

⋆
)
+
t⋆σ2

Er
2

β̄0

)
, (97)

tr
(
W̃

⋆
+ Ṽ

⋆
)
= tr (W ⋆ + V ⋆) ≤ t⋆P, (98)

tr(M2

(
W̃

⋆
+ Ṽ

⋆
))

− t̃⋆ξ tr
(
M3

(
W̃

⋆
+ Ṽ

⋆
))

tr
(
MH

3

(
W̃

⋆
+ Ṽ

⋆
))

tr
(
M1

(
W̃

⋆
+ Ṽ

⋆
))=

[
tr(M2(W

⋆ + V ⋆))−t⋆ξ tr (M3(W
⋆ + V ⋆))

tr
(
MH

3 (W ⋆ + V ⋆)
)

tr (M1(W
⋆ + V ⋆))

]
⪰ 0,

(99)

W̃
⋆ ⪰ 0, (100)

Ṽ
⋆ ⪰ 0, (101)

t̃⋆ > 0. (102)

Hence, the constructed solution with a rank-one W is a
feasible solution to (P3.1R) which achieves the same objective
value. This thus completes the proof of Proposition 2.
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