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Device-independent quantum secure direct communication (DI-QSDC) is a promising primitive
in quantum cryptography aimed towards addressing the problems of device imperfections and key
management. However, significant effort is required to tackle practical challenges such as the distance
limitation due to the decohering effects of quantum channels. Here, we explore the constructive
effect of non-Markovian noise to improve the performance of DI-QSDC. Considering two different
environmental dynamics modelled by the amplitude damping and the dephasing channels, we show
that for both cases non-Markovianty leads to a considerable improvement over Markovian dynamics
in terms of three benchmark performance criteria of the DI-QSDC task. Specifically, we find that
non-Markovian noise (i) enhances the protocol security measured by Bell violation, (ii) leads to a
lower quantum bit error rate, and (iii) enables larger communication distances by increasing the
capacity of secret communication.

I. INTRODUCTION

In classical cryptography, secure communication is pri-
marily based on the computational complexity of one-
way mathematical functions [1]. The computational com-
plexity is reduced using quantum resources and algo-
rithms like Shor’s and Grover [2–4] thus raising concern
about the security of the traditional communication pro-
tocols in the post-quantum world. Quantum problems
have quantum solutions giving emergence to quantum
cryptography [5]. Several quantum communication tasks
have been proposed, including quantum teleportation [6],
quantum key distribution (QKD) [7–9], quantum secure
direct communication [10], and others [11]. The unique
feature of detecting the presence of eavesdropper distin-
guishes quantum communication tasks from their classi-
cal counterparts.

Quantum cryptography and quantum sensing [12] are
among the most advanced sectors of quantum tech-
nologies. Non-classical resources like entanglement [13],
steering [14] and Bell-nonlocality [15] are the primary
driving forces for these technologies followed by advance-
ments in the single photon sources and detectors [16].
Quantum key distribution is the most celebrated protocol
under quantum cryptography with several successful tri-
als and commercial products available currently [17–28].
However, loophole-free self-testing, secure key manage-
ment, migration and side channel attacks remain chal-
lenging hindrances [29].

Quantum secure direct communication (QSDC) has
been put forward to address some of these challenges
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[10]. In the realm of quantum communication, QSDC
is currently a trending topic, both in theoretical [30–
38] and experimental applications [39–45]. QSDC does
not require key management, and hence, it is advan-
tageous compared to quantum key distribution (QKD)
and traditional classical communications. In recent
years, various versions of QSDC have been proposed,
such as single photon measurements based QSDC [46–
48], measurement-device-independent QSDC [49–53],
and continuous-variable QSDC [54], and so on. How-
ever, component imperfections and implementation loop-
holes in realistic setups can compromise the security of
the QSDC protocol as well. In this context, device-
independent QSDC has been recently proposed [55–58]
just like DI-QKD [17, 59, 60]. QSDC is regarded to have
a huge potential for future communication networks and
in developing a quantum internet [61, 62].
One cannot escape the interaction with the ubiquitous

environment during experimental or commercial realiza-
tions of such communication tasks. During this inter-
action, quantum correlations, in general, get destroyed,
thereby creating obstacles in the successful implemen-
tation of the long-term execution of such tasks. The
impact of the noise on quantum correlations has been
studied extensively [63–69]. Entanglement sudden death
(ESD) may occur under interaction with dephasing chan-
nel noise. On the other hand, under certain circum-
stances, a controlled environment may also aid in the
preservation of quantum correlations [70–73]. In particu-
lar, the revival of entanglement has been reported under
non-Markovian channel interaction [74–76].
Techniques to mitigate the effect of noise on quantum

correlations have been explored in the literature. For
example, employing a scheme of weak measurements en-
ables the preservation of various kinds of quantum corre-
lations such as teleportation fidelity [77], quantum secret
key rate [78], and quantum non-bilocal correlations [79]
under the effect of the amplitude damping channel [80].
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Noise can have a constructive effect on the teleportation
fidelity and the coding capacity [73]. More significantly,
non-Markovian noise has been indicated to play a key
role in the enhancement of quantum correlations in wide
arenas such as quantum information [76, 81] and metrol-
ogy [82], prompting the development of resource theoretic
frameworks for non-Markovianity [83, 84]. The develop-
ment of advanced experimental technology may enable
an open system to be driven from a Markovian to a non-
Markovian regime [85]. Furthermore, the role of memory
effects on improving quantum communication protocols
has been highlighted [86–88].

The above examples of constructive behaviour of the
noise raises the question as to whether non-Markovian
noise can improve the figure of merit for a general quan-
tum communication task such as quantum secure direct
communication ? We answer this question affirmatively
in this work. In the present paper, we analyse the effect
of the non-Markovian noise modelled by both the ampli-
tude damping channel and the phase damping channel
on the performance of a DI-QSDC task. In our protocol,
the entangled pair of quantum particles interact with the
channel noise. Through our analysis, we obtain a range
of model parameters for which the non-Markovian noise
enables better preservation of the nonclassical behaviour
compared to the Markovian counterpart for the ampli-
tude damping as well as dephasing channel noise.

The paper is organized as follows. In Sec. II, we
present a brief overview of the general DI-QSDC task
along with the description of the open quantum systems
and non-Markovian amplitude damping and dephasing
quantum channels. In Sec. III, we consider a specific
QSDC task where both the entangled quantum parti-
cles interact with the damping channel. In Sec. IV, we
analyse the effect of the non-Markovian channels on the
performance of the QSDC. Lastly, in Sec. V, we present
a summary of our results and concluding remarks.

II. PRELIMINARIES

In this Section, we will first recapitulate the notion of
the QSDC. Then, we will consider the dynamics of open
quantum systems and non-Markovian quantum channels
under consideration for the present work.

A. General QSDC protocol

QSDC facilitates the transmission of confidential mes-
sages through a quantum channel without the need for
a pre-shared key. As shown in fig-(1), authorized par-
ties like Alice, the sender, encode messages using quan-
tum states, and Bob, the receiver, decodes them through
specific measurements and security checks. The security
of this method relies heavily on the no-cloning theorem
[89] and the utilization of entanglement. Depending on
the chosen non-classical resource, encoding and decoding

scheme, QSDC can be either the prepare-measure type
[90] or the entanglement-based type [91]. This approach
offers a robust guarantee of message confidentiality, even
when potential eavesdroppers like Eve are present, with-
out the requirement of establishing a shared key in ad-
vance. QSDC harnesses the principles of quantum me-
chanics to ensure inherently secure communication, mak-
ing it a highly promising technology for the future of se-
cure data exchange.

FIG. 1: QSDC protocol.

B. Dynamics of open quantum systems

In contrast to isolated systems which undergo unitary
evolution, the general quantum evolution of an open sys-
tem can be described by a mathematical construct known
as a Completely Positive Trace-Preserving (CPTP) map
denoted as ε(tfin, tini). This CPTP map functions as a
transformation operator, mapping an initial density op-
erator ρ(tini) from the set of density operators (D(H)) to
a final density operator ρ(tfin) within the same set. Im-
portantly, we assume that an inverse operation, denoted
as ε−1(tfin, tini), exists and is well-defined for all times
ranging from tini to tfin. Consequently, we can express the
dynamical evolution for any time interval tfin ≥ tint ≥ tini
as a composition,

ε(tfin,tini) = ε(tfin,tint) ◦ ε(tint,tini) (1)

The map ε(tfin,tini) is always completely positive as it rep-
resents a physical process. The map ε(tint,tini) is also
completely positive due to the lack of interaction with
the environment. However, ε(tfin,tint) may not always be
completely positive. A quantum dynamics applied to a
system is considered divisible if it can be expressed in the
form of equation (1) for any time interval tfin ≥ tint ≥ tini.
Here, tini denotes the initial time of the dynamics, and
the symbol ◦ signifies the composition of two maps.
This dynamics, denoted as ε(tfin, tini), is termed pos-

itive divisible (P-divisible) when the map ε(tfin, tint) is
positive for every tfin ≥ tint ≥ tini, satisfying the
prescribed composition law. Likewise, the dynamics
are termed completely positive divisible (CP-divisible)
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when the map ε(tfin, tint) is a Completely Positive Trace-
Preserving (CPTP) map for every tfin ≥ tint ≥ tini while
adhering to the composition law.

The mathematical representation of a dynamical map
ε(tfin, tini) in terms of “divisibility”, where we describe
memoryless evolution as a composition of physical maps,
plays a pivotal role in defining the concept of quantum
Markovianity. According to the RHP criterion [92], a
dynamics is deemed non-Markovian if it fails to exhibit
Complete Positive Divisibility (CP-divisibility). An al-
ternative approach to characterizing non-Markovian dy-
namics, as proposed by Breuer et al. [93, 94], focuses on
the distinguishability of quantum states after undergoing
the action of a dynamical map. When a quantum sys-
tem interacts with a noisy environment, the distinguisha-
bility between two quantum states gradually diminishes
over time due to this interaction. However, if, at any
given moment, the distinguishability of quantum states
increases, it signifies a reverse flow of information from
the environment back to the quantum system. This phe-
nomenon serves as a clear indicator of non-Markovianity.

The former method of identifying non-Markovian dy-
namics is referred to as “RHP-type non-Markovianity”
[92, 95], while the latter is known as “BLP-type non-
Markovianity” [93, 96]. It’s important to note that a
dynamics considered Markovian in the RHP sense will
also be Markovian in the BLP sense. However, the re-
verse is not necessarily true in all cases. Hence, while
the breaking of CP divisibility is a necessary condition,
it is not always sufficient to conclude that there is infor-
mation backflow from the environment to the quantum
system.

C. Non-Markovian Quantum channels

We will briefly explore some non-Markovian models,
which are later employed to analyze the effectiveness of
the DI-QSDC protocol. These models describe the be-
haviour of a system as it interacts with its environment,
and this interaction is mathematically represented using
Kraus operators,

ε(ρ) =

n∑
i=1

Ei(t)ρE
†
i (t) (2)

In this context, we apply this method to characterize
dissipative amplitude damping and pure dephasing in-
teractions in the presence of non-Markovian environ-
ments. The Kraus operators that represent P-indivisible
amplitude damping noise within the framework of non-
Markovian effects [97] on qubit systems can be expressed
as follows:

EAD
0 = |0⟩ ⟨0|+

√
pa(t) |1⟩ ⟨1| , EAD

1 =
√
1− pa(t) |0⟩ ⟨1|

(3)
where the function pa(t) is defined as exp{−Γt}[cos

(
b t2
)
+

Γ
b sin

(
b t2
)
]2, with b =

√
(2γΓ− Γ2). In these expressions,

Γ represents the linewidth, which is intricately linked to
the reservoir’s correlation time Γ ≈ τ−1

B , while γ signi-
fies the coupling strength associated with the relaxation
time of the qubit γ ≈ τ−1

R . When the reservoir correla-
tion time significantly exceeds the qubit relaxation time,
we observe the emergence of memory effects. These ef-
fects are indicative of the non-Markovian nature of dis-
sipation. Consequently, the relationship defined by 2γ/Γ
dictates whether the noise displays Markovian character-
istics when 2γ ≤ Γ or non-Markovian behaviour other-
wise.
Similarly, a Kraus operator for the P-divisible dephas-

ing channel can be expressed as [98].

E
Dph

0 = |0⟩ ⟨0|+ pd(t) |1⟩ ⟨1| , E
Dph

1 =
√

1− p2d(t) |1⟩ ⟨1|
(4)

Here, the function pd(t) is defined as exp[−γ
2 {t +

1
Γ (exp(−Γt)− 1)}]. As the linewidth Γ tends towards in-
finity, the dephasing channel makes a transition towards
the Markovian case.

III. DI-QSDC PROTOCOL UNDER
ENVIRONMENTAL NOISE

The DI-QSDC protocol is based on two fundamen-
tal assumptions, first, unwanted information from Alice
and Bob’s physical surroundings may escape to the outer
world [17]. The second is that quantum physics is true.
As shown in fig-(2) the QSDC protocol is described in
five stages [57]:
Stage 1: This stage is the state generation part, where

Alice prepares N number of EPR pairs in her labora-
tory. The checking (C) photon sequence and the mes-
sage (M) photon sequence, are the two-photon sequences
into which she separates the N EPR pairs. However, She
will randomly tag the prepared EPR pairs as check or
message pairs.
Stage 2: In this stage Alice uses the quantum non-

Markovian channel to deliver Bob the photons in the C
sequence one at a time. This process is called the first
photon transmission. The single photon could lose its en-
tire signal during transmission because of environmental
noise and channel loss. The total photon transmission
efficiency (η) directly depends upon the communication
length between Alice and Bob (DAB), which can be writ-
ten as [99],

η = 10−
αDAB

10 (5)

where α is the attenuation factor. After the effect of
decoherence, the initial state, ρ0 = |ϕ+⟩⟨ϕ+| becomes,

ρAB =
∑
i

(I⊗ Ei)ρ0(I⊗ E†
i ) (6)

where, Ei are the Kraus operators defined in equation (3)

or equation (4), which satisfy
∑

iE
†
iEi = I. When both
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photon transmission loss and decoherence are considered,
the N-shared states between Alice and Bob become,

ρ1 = ηρAB + (1− η)
I
4

(7)

FIG. 2: Schematic diagram for QSDC protocol (Red
colour entangled pair photons are |ψ+⟩, green colour
entangled pair photons are |ψ−⟩ and blue colour

entangled pair photons are |ϕ+⟩).

In this second stage, Alice and Bob also do the initial
security checks to guarantee the safety of the first pho-
ton transmission operation. Alice first randomly chooses
a large enough group of photons from the C photon se-
quence to perform the security check before revealing
their positions to Bob over the public channel. Alice and
Bob individually perform some measurements on each of
the security-checking photons (C). Alice has four possi-

ble binary measurements bases A0 = σx, A1 = (σz+σx)√
2

,

A2 = (σz−σx)√
2

, and A3 = σz with binary outcomes

ai ∈ {−1,+1} and Bob has two possible measurement
bases B0 = A0 and B1 = A3 with binary outcomes
bj ∈ {−1,+1}. Once all of the checking photon pairs
have been measured, Alice and Bob broadcast their mea-
surement basis and results over a public channel. There
are four possibilities.

Case 1:If Alice choose A1 or A2 measurement bases
then they can estimate the CHSH functional,

Sl = ⟨a1b1⟩+ ⟨a1b2⟩+ ⟨a2b1⟩ − ⟨a2b2⟩ (8)

where l = 1, 2; for first and second round photon trans-
mission respectively and ⟨aibj⟩ = [P (ai = bj) − P (ai ̸=
bj)]. We assume that all measurement margins are ran-
dom without losing generality, such that ⟨ai⟩ = 0, ⟨bj⟩ =
0 for i ∈ {0, 1, 2, 3} and j ∈ {0, 1}.
Case 2: If Alice chooses measurement basis A0 and

Bob chooses measurement basis B0 then the measure-
ment result is used to estimate the quantum phase-flip

error rate Qp1 as,

Qp1 = P (a0 ̸= b0) (9)

Case 3: If Alice chooses measurement basis A3 and
Bob chooses B1, then the measurement result is used to
estimate the quantum bit-flip error rate Qb1 as,

Qb1 = P (a3 ̸= b1) (10)

In this work, we are interested in the total Quantum Bit
Error Rate (QBER),

Ql = Qpl +Qbl (11)

where l = 1, 2; for first and second round photon
transmission respectively. Note that entanglement-based
QSDC uses four unitary operators in general to encode
2 bits of information, assuming that all four Bell states
can be discriminated perfectly. However, in the practical
scenario of a linear optical set-up, the Bell state measure-
ment (BSM) device can only distinguish two Bell states
|ψ±⟩ [57]. In our analysis, we have used only two unitary
operators to keep our findings aligned towards practical
realization.
Case 4: The measurement results obtained when Alice

choose A0 and Bob choose B1, or when Alice choose A3

and Bob choose B0, are ignored or removed from the
remaining analysis.
If the CHSH functional, S1 ≤ 2 then Alice and Bob are

classically correlated. Since the first photon-transmission
method is insecure in this scenario, the parties must ter-
minate their communication because Eve might intercept
the photons without being noticed. If the CHSH func-
tional, S1 > 2 then Alice and Bob are non-locally cor-
related. In this case, the rate at which Eve intercepts
the photons is limited. After making sure that the ini-
tial photon transfer is secure, Alice and Bob go on to the
subsequent step.
Stage 3: This is the enoding part, where Alice re-

trieves the photons that were saved from the memory
storage. She uses one of the two unitary procedures to
encrypt her messages onto the message photon sequence
(M). The two unitary operations are,

U0 = σx, U1 = iσy (12)

Alice can change the state of the system from |ϕ+⟩ to
|ψ+⟩ and |ψ−⟩ using the unitary operations U0 and U1

respectively. Alice can encrypt her messages “0” and “1”
onto the photon pairs by applying U0 and U1 respectively.
Stage 4: In the second photon transmission round,

Alice chooses a few photons at random to serve as se-
curity check photons and she does not apply any opera-
tion on them. Alice deliberately shuffles the order of her
photons in sequence and records the initial positions of
each photon to prevent Eve from precisely intercepting
the encoded photons based on her interceptions during
the first round. Alice transmits all the photons from the
sequence to Bob and publicly discloses the locations of
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each photon in the initial sequence after the transmission.
Subsequently, Bob successfully reconstructs the original
sequence. The second phase of security checking is sub-
sequently carried out by Bob using Alice’s announcement
of the locations of the security checking photons.

The decoherence and the 2nd photon transmission loss
influence the security-checking photon states on Bob’s
side. The security-checking photon state becomes,

ρ2 = ηρ̃AB + (1− η)
I
4

(13)

The state ρ1 transforms to another mixed noisy state

say, ρ̃AB(=
∑

i(Ei ⊗ I)ρ1(E†
i ⊗ I)), due to transmission

through the noisy channel.
After the measurements procedures, Bob can estimate

the CHSH functional S2 and calculate the Qb2 and Qp2 .
If the second photon-transmission procedure is not secure
when S2 ≤ 2, the parties abandon the communication.
Otherwise, if the functional S2 > 2 they ensure that the
photon transmission is secure and go to the subsequent
step. It may be noted here that after the 2nd photon
transmission, the CHSH function S1 > S2 always.
Stage 5: In this final stage, Bob decodes the en-

crypted messages. For this, he performs the Bell basis
measurements on all the remaining photons, and based
on the measurements he can distinguish between |ψ+⟩
and |ψ−⟩, where the initial entangled state is |ϕ+⟩.

At the end of the protocol, Alice and Bob calculate the
secret message capacity and the maximum distance for
which they can send the secret message.

In this device-independent scenario, we make a general
assumption that Eve obeys the laws of quantum physics.
Furthermore, it is assumed that the measurement find-
ings received by each side are entirely dependent on their
present inputs. Here we consider a collective attack in
which Eve applies an identical attack against each of Al-
ice’s and Bob’s systems. In this way, all the photon pairs
have the same form after transmission. The ability to
send secret messages Cs is defined as the ratio of success-
fully and securely transferred qubits to the total number
of encoded photon pairs. In scenarios involving non-ideal
devices and noisy channels, the minimum achievable ca-
pacity for securely transmitting a secret message from
Alice to Bob, considering collective attacks, is bounded
below by the Devetak-Winter rate [100],

Cs ≥ I(A : B)− I(A : E) (14)

where, I(A : B) and I(A : E) are the mutual information
between Alice and Bob, and mutual information between
Alice and Eve respectively. It is assumed that mutual in-
formation between Alice and Bob is uniformly marginally
distributed, as [17, 101],

I(A : B) = 1− h(Q2) (15)

where Q2 (= Qp2 + Qb2) is the total quantum bit error
rate (QBER) after the 2nd photon transmission, and h(p)
is the binary entropy defined as,

h(p) = −p log2 p− (1− p) log2(1− p) (16)

After the first and second rounds of photon transmission,
we can estimate the Holevo quantities, given by,

χ(S1) ≤ h

(
1 +

√
(S1/2)2 − 1

2

)

χ(S2) ≤ h

(
1 +

√
(S2/2)2 − 1

2

)
(17)

Comparing the Bell-CHSH functionals of the 1st round
and 2nd round photon transmissions, one has S1 > S2,
and hence, it follows that the Holevo quantities must
obey χ(S1) < χ(S2).

Here the mutual information between Alice and Eve
I(A : E) is denoted as the message intercepting rate,
which is bounded by the Holevo quantity [102],

I(A : E) ≤ χ(S1) (18)

I(A : E) can reach the maximum value of χ(S1) only
if, during the second round of photon transmission, Eve
manages to intercept all the photons corresponding to
those she intercepted in the initial photon transmission.
However, since Alice reshuffles the sequence of her pho-
tons before the second transmission, the probability of
I(A : E) reaching χ(S1) diminishes significantly, partic-
ularly with a substantial number of transmitted photons.
Using the equations (15), (17) and (18) we can find the

lower bound of Cs to be,

Cs ≥ 1− h(Q2)− χ(S1) (19)

By incorporating the Kraus operators from equation
(3) into the expressions given by equations (7) and (13),
we can determine the Bell-CHSH functional, denoted as
S1 and S2 respectively, for both the photon transmis-
sions. In the case of an amplitude damping channel, they
are given by,

S1 =
(
1 +

√
pa(t)

)
η
√
2pa(t) (20)

S2 =
(
1− pa(t) + 2p2a(t)

)
η2
√
2 (21)

Likewise, by applying the Kraus operators from equation
(4), S1 and S2, for the dephasing channel are given by,

S1 =
(
1 + pd(t)

)
η
√
2 (22)

S2 =
(
1 + p2d(t)

)
η2
√
2 (23)

Next, using equations (7) and (13) we can determine the
total QBER in equation (11). Q1 and Q2 in the context
of an amplitude damping channel are given by,

Q1 = 1−
η
√
pa(t)

2

(
1 +

√
pa(t)

)
(24)
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Q2 = 1− η2

2

(
1− pa(t) + 2p2a(t)

)
(25)

Similarly, the total QBER in the case of the dephasing
channel is given by,

Q1 = 1− η

2

(
1 + pd(t)

)
(26)

Q2 = 1− η2

2

(
1 + p2d(t)

)
(27)

Now, from equations (16), (17), we get the secret mes-
sage capacity Cs under the amplitude damping channel,
as,

Cs = Ω log2(Ω) + (1− Ω) log2(1− Ω)

+
1− δ

2
log2(1− δ) +

1 + δ

2
log2(1 + δ) (28)

where, Ω = η2

2 (1 − pa(t) + 2p2a(t)), and δ =√
η2pa(t)

2 (1 +
√
pa(t))2 − 1.

For the dephasing channel, we compute the secret mes-
sage capacity to be,

Cs = ω log2(ω) + (1− ω) log2(1− ω)

+
1−∆

2
log2(1−∆) +

1 +∆

2
log2(1 + ∆) (29)

where, ω = η2

2 (1 + p2d(t)), and ∆ =
√

η2

2 (1 + pd(t))2 − 1.

In contrast to quantum key distribution, QSDC trans-
mits secret messages directly rather than random keys.
Hence, the parties are unable to use the post-processing
approach to fix message errors or loss. In the case of en-
coding at a single photon level, one can quantify the effect
of loss and noise on the rate of information transmission.
The loss rate of information (rlr) is defined as the number
of lost information qubits divided by the total amount of
information qubits. The error rate of information (rer)
is calculated as the number of wrong qubits read out by
Bob divided by the total number of information qubits
that Bob may read. Under the both noisy channels rlr
and rer are calculated as,

rlr = 1− η2

rer =
1

2

(
1− p2a(d)(t)

)
(30)

This indicates that the rate of information decreases
with both the increasing loss and error implying the in-
efficiency of the encoding at the single-photon level. In
order to handle this aspect, the block encoding technique
may be employed as follows [103]:

Instead of using an individual photon to encode a bit
value, block encoding applies a series of operations pe-
riodically (say 1 milli second) on a single-photon block

(say 10000 photons) to encode information. Alice ap-
plies unitary operation in the block according to a peri-
odic function with period T = 1

f , where f is the modu-

lation frequency that encodes the information. Bob can
reliably decode the modulation frequency using Discrete-
time Fourier transform logic by determining the Bell
state measurement result. He performs the decoding op-
eration only if the QBER at stage 4 is within the thresh-
old. The modulation frequency used for the block can be
determined as follows:

X(f) =

N∑
i=1

x(i)e
−j.2πfτi . (31)

where x(i) = 0 or 1 depending upon whether the Bell

state measurement is |ψ+⟩ or |ψ−⟩. N is the number of
detections (say 100 after 20 dB channel loss). ′f ′ is an
element from the range of modulation frequencies. τi is
the detection time-stamp within the 100 photon block
[103]. Let us understand this with an example:
Suppose Alice wants to send a message ′0110′. She

uses a modulation frequency of 25 KHz for ′0′ bit and 50
KHz for ′1′ bit. By modulation frequency, we mean the
rate at which Alice will be applying the unitary operator
(U0 and U1) on the 10000 photon block. So, for this spe-
cific message, Alice’s modulation frequency choice is 25
KHz, 50 KHz, 50 KHz, and 25 KHz respectively. We now
elaborate the block encoding and decoding procedure at
25 KHz:
• Block encoding: In a 1 milli second block duration,

Alice’s modulation signal contains 50 pulses and she ap-
plies unitary operation U0 when the modulation signal is
high and U1 when the modulation signal is high on the
10000 photons, respectively.
• Bob’s decoding: Bob performs Bell state measure-

ment on the received photons (say 100). He now has
x(i) and τi ∀i ∈ {1, 100}. He calculates X(f) using Eq.
(31) for frequency range (0, 50 KHz) and interprets Al-
ice’s modulation frequency where X(f) is maximum. Any
outside party (Eavesdropper) cannot determine x(i) and
so will end up with a white noise spectrum as shown in
fig-(3).
In the following section, we compute the three key per-

formance indicators of the DI-QSDC protocol, namely,
the communication capacity, the quantum bit error rate
and the Bell-CHSH functional under the action of Marko-
vian and non-Markovian amplitude damping as well as
dephasing noise channels choosing values of parameters
in an experimentally realizable range [104, 105].

IV. EFFECT OF NON-MARKOVIAN
CHANNELS

In this section, we discuss the dynamical behaviour of
the benchmark physical parameters when the DI-QSDC
task is performed between Alice and Bob under the ac-
tion of a noisy channel and attack by an eavesdropper.
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(a) Spectrum determined by Bob. He concludes 25 KHz as
modulation frequency and interprets Alice’s message as ′0′.

(b) The spectrum of white noise is determined by an
eavesdropper.

FIG. 3: Discrete Fourier transform determined by Bob and an Eavesdropper when Alice chooses modulation signal
at 25 KHz.

(a) The Bell-CHSH functional (Sl) (where l = 1, 2 for first
and second photon transmission respectively) is plotted

against Noise parameter (γt) for Markovian (M) (Γ = 5γ)
and non-Markovian (NM) (Γ = 0.1γ) amplitude damping

channel (here η = 0.95).

(b) The Bell-CHSH functional (Sl) (where l = 1, 2 for first
and second photon transmission respectively) is plotted

against Noise parameter (γt) for Markovian (M) (Γ = 5γ)
and non-Markovian (NM) (Γ = 0.1γ) dephasing channel

(here η = 0.95).

FIG. 4: The Bell-CHSH functional (for both round photon transmissions) is plotted against the noise parameter
(γt) for the amplitude damping and dephasing channels for the Markovian and non-Markovian regions.

To evaluate the effect of non-Markovian dynamics, the
ratio Γ/γ plays the most significant role. For instance,
transitions between the Markovian and non-Markovian
regimes have been realized in cavity quantum electrody-
namics experimental configurations [106] using Rydberg
atoms with a lifetime of τat = 30 ms, with a cavity life-
time of τcav = 130 ms. The single photon’s relaxation
time in a superconducting cavity is 25.6 ± 0.2. ms[107].
In our subsequent calculations, the ratio of the γ and Γ
parameters are chosen to lie within the experimentally
feasible range of all-optical set-ups [104, 105]. Addition-
ally, we take the attenuation factor to be α = 0.2 dB/Km,
which corresponds to a transmission efficiency η ≈ 95%

for a communication distance of the order of 1 Km [108].

Let us first consider stage 2, when Alice and Bob per-
form the DI security checking task after the first pho-
ton transmission. In fig-(4a) we show the dynamics of
the Bell-CHSH functionals (S1, S2) against the noise pa-
rameter γt. Here we consider the amplitude damping
channel. It can be seen that we get a larger non-classical
region (up to γt = 3 (red)) under non-Markovian dynam-
ics compared to the non-classical region (up to γt = 0.6
(purple)) under Markovian dynamics. We next consider
stage 4, when the second DI security checking task is
performed after the second photon transmission. In this
case, too, compared to a Markovian regime (up to γt =
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(a) The QBER (Ql) (where l = 1, 2 for first and second
photon transmission respectively) is plotted against Noise

parameter (γt) for Markovian (M) (Γ = 5γ) and
non-Markovian (NM) (Γ = 0.1γ) amplitude damping

channel (here η = 0.95).

(b) The QBER (Ql) (where l = 1, 2 for first and second
photon transmission respectively) is plotted against Noise

parameter (γt) for Markovian (M) (Γ = 5γ) and
non-Markovian (NM) (Γ = 0.1γ) dephasing channel (here

η = 0.95).

FIG. 5: The quantum bit error rate (QBER) (for both round photon transmissions) is plotted against the noise
parameter (γt) for the amplitude damping and dephasing channels for the Markovian and non-Markovian regions.

(a) The secret message capacity (Cs) is plotted against
Communication length (DAB (Km)) for Markovian (M)

(Γ/γ = 5, 10) and non-Markovian (NM) (Γ/γ = 0.1)
amplitude damping channel for γt = 0.15.

(b) The secret message capacity (Cs) is plotted against
Communication length (DAB (Km)) for Markovian (M)

(Γ/γ = 5, 10) and non-Markovian (NM) (Γ/γ = 0.1)
dephasing channel for γt = 0.15.

FIG. 6: The secret message capacity (Cs) is plotted against communication length (DAB (Km)) for amplitude
damping and dephasing channels for the Markovian and non-Markovian regions.

0.4 (magenta)), a non-Markovian regime (up to γt = 2
(blue)) corresponds to a bigger non-classical region.

A similar behaviour is exhibited for the dephasing
channel. As seen from fig-(4b) when the dephasing chan-
nel is taken into account, here too we get a larger non-
classical region in the non-Markovian regime (up to γt
= 5.8 (red) and 3.6 (blue)) compared to the Markovian
regime (up to γt = 1.6 (purple) and 0.8 (magenta) after
the 1st and 2nd photon transmission, respectively) in the
behaviour of the Bell-CHSH functionals (S1, S2).
It is worthwhile to note that for the same value of the

noise parameter γ, a non-Markovian channel leads to a
higher value of the Bell-CHSH parameter, signifying an
enhanced level of security compared to a Markovian chan-
nel. Comparing fig-(4a) and fig-(4b), it may be noted fur-
ther that the dephasing channel enables the achievement
of a bigger non-classical region compared to the case of
the amplitude damping channel, a result that is valid ir-
respective of the Markovian or non-Markovian nature of
the dynamics.

We next analyze the behaviour of the quantum bit
error rate under various dynamics considered here. In
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figs-(5a, 5b) where we plot total QBER (Q1, Q2) (after
the first and second photon transmissions, respectively)
against the noise parameter γt. It can be seen that we
get less QBER in the non-Markovian regime compared to
the Markovian regime under both amplitude and dephas-
ing noise. Thus, the action of a non-Markovian channel
leads to a lesser error rate than that under the action of a
Markovian channel for both the amplitude damping and
the dephasing noise. Further, a comparison of fig-(5a)
and fig-(5b) exhibits less QBER value under dephasing
noise. One can see that QBER values can be more than
0.8 under amplitude damping noise, but it does not ex-
ceed the value of 0.5 when we consider dephasing noise.
So, it turns out that as with the case of the Bell-CHSH
functional, a dephasing channel turns out to be a bet-
ter option for our DI-QSDC protocol compared to an
amplitude damping channel for either Markovian or non-
Markovian dynamics.

We finally investigate the secret message capacity Cs.
From fig-(6a) in the case of amplitude damping chan-
nel, we can observe that the secret message can be com-
municated over a maximum communication distance of
DAB = 1.7 km (red) in the non-Markovian regime. This
gives an advantage over the Markovian channel, where
we can communicate only up to DAB = 0.55 km (ma-
genta) for Γ/γ = 10. After increasing the strength of the
parameter but still confining it to the Markovian regime,
one sees that DAB increases to 1 km (blue). Further,
one can see that the the secret message capacity can be
maximum, i.e. almost 1, in the non-Markovian regime
for very short distances, while in the Markovian regime,
it is considerably lesser.

In fig-(6b) we display the secret message capacity un-
der the action of dephasing noise. Here too the advan-
tage under non-Markovian dynamics is exhibited, corre-
sponding to a larger communication distance compared
to the case of Markovian dynamics. Similarly again,
secret message capacity at short distances is consider-
ably larger under non-Markovian dynamics. If we com-
pare the maximum communication under non-Markovian
channels for the amplitude damping with the dephasing
channel (comparing fig-(6a) and fig-(6b), it is observed
that both turn out to be nearly the same. In contrast,
the maximum communication length is larger for the de-
phasing noise undergoing Markovian dynamics compared
to the amplitude-damping dynamics.

V. CONCLUSIONS

Quantum cryptography is a rapidly developing sector
under quantum technologies. The advancement in single

photon sources and detectors has accelerated interest in
quantum key distribution products. However, three pri-
mary challenges need to be addressed: (i) decoherence
due to interaction with the channel noise, (ii) device im-
perfections and implementation loopholes, and (iii) secu-
rity challenges such as authentication, key management
and key migration. In this regard, device-independent
quantum communication tasks have been proposed that
somewhat address the issues (ii) and (iii). Considerable
further effort is required to address the issue (i).

With the above motivation in the present work, we
analyse the performance of device-independent quantum
secure direct communication under non-Markovian noise
modelled by amplitude damping and dephasing quantum
channels. Here we have performed a detailed analysis
of the effect of non-Markovian noise on the efficacy of
the DI-QSDC task when both the entangled photons in-
teract with the decohering quantum channel one at a
time during their transit in the DI-QSDC protocol. We
have investigated the role of non-Markovian noise in Bell-
inequality violation, quantum bit error rate (QBER), and
communication capacity. We have also incorporated the
idea of block encoding to address the decreasing rate of
information at the single-photon level encoding due to
loss and error.

Our results show that non-Markovian environmental
dynamics lead to enhanced Bell violation, a decrease in
the qubit error rate, as well an increase in the com-
munication capacity. Improvement of performance of
the DI-QSDC protocol is thus displayed concerning all
these three benchmark parameters for both in the case
of non-Markovian amplitude damping as well as non-
Markovian dephasing quantum channels. Our present
analysis should motivate further theoretical studies on
different quantum communication protocols under re-
alistic environmental scenarios modelled by Markovian
and non-Markovian noisy channels, and also experimen-
tal reservoir engineering protocols aimed towards driving
open systems from the Markovian to the non-Markovian
regime [85, 109].
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