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Abstract—Satellite systems are facing an ever-increasing
amount of cybersecurity threats as their role in commu-
nications, navigation, and other services expands. Recent
papers have examined attacks targeting satellites and space
systems; however, they did not comprehensively analyze the
threats to satellites and systematically identify adversarial
techniques across the attack lifecycle. This paper presents a
comprehensive taxonomy of adversarial tactics, techniques,
and procedures explicitly targeting LEO satellites. First, we
analyze the space ecosystem including the ground, space,
Communication, and user segments, highlighting their archi-
tectures, functions, and vulnerabilities. Then, we examine the
threat landscape, including adversary types, and capabilities,
and survey historical and recent attacks such as jamming,
spoofing, and supply chain. Finally, we propose a novel
extension of the MITRE ATT&CK framework to categorize
satellite attack techniques across the adversary lifecycle from
reconnaissance to impact. The taxonomy is demonstrated by
modeling high-profile incidents, including the Viasat attack
that disrupted Ukraine’s communications. The taxonomy
provides the foundation for the development of defenses
against emerging cyber risks to space assets. The proposed
threat model will advance research in the space domain
and contribute to the security of the space domain against
sophisticated attacks.

1. Introduction

1.1. Security of Satellites

Since the launch of Sputnik in 1957, space technology
has played a crucial role in shaping the information age,
significantly impacting our daily lives. Today, satellites are
essential in the provision of various services, including
meteorology [51], [72], [94], navigation [96], [97], [101],
communications (SATCOMs) [29], [35], [74], [75], [137],
and intelligence [36], [110]. The expanding role of satel-
lites in services such as these, along with recent technolog-
ical advancements and the availability of commercial off-
the-shelf satellite hardware [41], [108], have dramatically
reduced the cost of satellite-based space missions [69].
As a result, the number of satellites orbiting the Earth has
risen by more than 192% in just three years, increasing
from 4,867 in 2019 to 9,350 in 2022 [46], according to
Statista,1 the growth in the number of active satellites in
space from 1957 to 2022 is nearly exponential [95].

With the space industry in the midst of a renaissance,
the need to protect satellite systems against cyberattacks is
becoming more and more important. As a result, a group

1. https://www.statista.com/statistics/897719/
number-of-active-satellites-by-year/

of companies formed a consortium called Space ISAC,2 to
collaborate in this area, and together they are actively tak-
ing steps to protect space assets. In addition, Aerospace’s
annual space threat assessment report contributes valuable
insights regarding cyber threats in the space domain [68].

While information security and privacy related to
satellite systems have received limited attention from in-
dustry and academia, satellites’ attack surface continues
to grow. The authors of [90] reported that the number of
attacks between 2009-2018 was five times higher than that
between 2000-2008. Several recent studies have pointed
out the lack of regulations in the space domain [31],
[40], [41], [44] and demonstrate how attackers can take
advantage of weaknesses in satellites’ core systems [128].

1.2. Scope and Purpose

To ensure the security of the space ecosystem and the
confidentiality, integrity, and availability of the systems
that rely on satellite technology, it is critical to system-
atically examine the vulnerabilities of satellite systems,
the potential threat actors, and the space environment.
Such analysis will enable the classification of attacks and
improve understanding of the existing threats. The catego-
rization of adversaries and attacks will help stakeholders
identify weak points in satellite systems, map the various
stages of an attack, and take preventive measures.

There are several knowledge bases providing a com-
mon taxonomy for offense and defense against cyber
adversaries targeting enterprise networks. In this paper, we
follow the MITRE ATT&CK [115] framework’s approach
to classify attack tactics, techniques, sub-techniques, and
procedures (see Section 6). The MITRE ATT&CK tax-
onomy is used across multiple platforms and networks
(enterprise, mobile, cloud, and industrial control systems).
The Aerospace Corporation’s Space Attack Research and
Tactic Analysis (SPARTA3) is an example of an attack
knowledge base for spacecraft. Its objective is to pro-
vide analysis and recommendations on space policy and
architecture to diverse stakeholders, including the U.S.
government, military, and civil space sectors.

The security analysis that we performed in this paper is
based on NIST Ontology for modeling enterprise security,
on which we elaborate in Appendix A. We systematically
navigates through key concepts cyber threat analysis. We
begin with providing an introduction to the various seg-
ments within the satellite ecosystem (Section 2), delving
into the satellite subsystems and their significance as
potential target assets (detailed in Appendix B). Next we
present an analysis of satellite vulnerabilities (Section 3)

2. https://s-isac.org/
3. https://sparta.aerospace.org/
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and the related risk, and we address the capabilities of
adversaries and categorize them into six tiers based on
their abilities, potential for harm, and available resources
(Sections 4). Then, we provide a concise overview of
satellite attacks throughout history, summarizing the sig-
nificant attacks (Section 5). The principal objective is to
suggest an extension of the MITRE taxonomy specifically
tailored to low earth orbit (LEO) satellites. To ensure
alignment with the MITRE ATT&CK taxonomy, we iden-
tified distinct actions (techniques) and categorized them
into groups (tactics) corresponding to different adversarial
attack life cycle stages (Section 6). We also demonstrate
two significant attacks on satellites and explain how they
fit into our taxonomy (Section 7). The first is an attack
performed in the current war between Russia and Ukraine,
known as the Viasat attack, and the second is an attack on
a satellite network known as ICARUS. We examine these
attacks closely and explain how they can be classified
using our taxonomy.

Table 1 provides a comparison between our work
and recent studies [90], [103], [104], [119], [128], [138]
analyzing threats to various satellite systems. To the best
of our knowledge, our study is the first to provide a
comprehensive evaluation of all the satellite systems and
subsystems. Our paper is also unique in that we present
a taxonomy for cybersecurity analysis of LEO satellite
systems which is an extension of the MITRE taxonomy,
along with various case studies demonstrating the taxon-
omy’s use.

1.3. Contributions

The main contributions of this paper can be sum-
marized as follows: (i) A comprehensive overview of
space ecosystems, specifically LEO, including their seg-
ments, subsystems, and networks, that highlights their
security vulnerabilities, attack vectors, and threats; (ii)
An overview of recorded attacks on the space ecosys-
tem, emphasizing attacks on LEO satellite, along with
a categorization of these attacks based on a predefined
taxonomy used to describe attack strategy; (iii) A review
of diverse mitigation techniques aimed at addressing the
security issues associated with LEO satellite; (iv) A novel
taxonomy that categorizes adversarial behavior targeting
the various attack surfaces and systems of LEO satellite;
this taxonomy is an extension of the MITRE taxonomy
specifically for the space domain; and (v) A demonstration
of the application and use of the taxonomy with use cases
involving recent real-life cyberattacks on a satellite.

2. Satellite Ecosystem

In this section, we provide an overview of the satellite
ecosystem, encompassing the ground, communication, and
space segments. Furthermore, we delve into the roles and
structures of each segment.

2.1. Ground Segment

The ground segment plays a crucial role in satellite
communications. It controls and manages the space seg-
ment, ensuring proper satellite operation, data processing
and transmission, and mission execution.

The ground segment includes various types of ground
stations (GS), which act as interfaces between terrestrial
and satellite networks. The GS relay data between satel-
lites and users [105]. These GSs serve multiple roles,
including tracking, telemetry (monitoring the satellite’s
position, speed, and health status and transmitting this
information to the ground control center), command and
control (sending commands to the satellite to control its
operation and ensure its proper functioning), and data
acquisition and processing (receiving and processing data
from the satellite and forwarding it to the appropriate user
or data processing center) [53], [90].

Traditional ground stations are physical installations
with reception antennas, feed horns, waveguides, and re-
ceivers mounted on a pedestal. They communicate with
satellites by receiving downlinked data and sending up-
link commands [58]. Cloud-based ground stations (or
ground station as a service - GSaaS) are hosted and
operated in the cloud. Cloud-based ground stations, such
as GSaaS offered by AWS, K-Sat, and Azure, provide
satellite operators with a cost-effective way for gathering
data. This architecture facilitates low-latency connections
between satellites and cloud services, expanding satellite
communication coverage worldwide, utilizing global part-
ner that includes ground station networks, cloud modems,
and telemetry, tracking, and control functions [15], [127].
Remote ground stations are positioned at different loca-
tions around the globe to maintain uninterrupted satel-
lite communication while the satellites orbit the Earth.
Typically, these stations are comprised of large anten-
nas located at a teleport that connect to one or more
smaller antennas located at remote locations. This setup
allows bidirectional communication between two points
on Earth [13]. Custom ground stations are created using
off-the-shelf components, and they do not adhere to a
primary architecture [128].

The architecture of the ground segment are fitted to
align with the mission objective, type of service provided,
and required communication interfaces. For this purpose,
custom equipment, such as radios, modems, data process-
ing, and management components, are being used [113].

2.2. Space Segment

The space segment refers to space vehicles. There are
three main types of space vehicles, which differ in terms
of their altitude. Geostationary Earth orbit (GEO) satellites
are positioned around 36,000 kilometers above the Earth’s
surface [80]; medium Earth orbit (MEO) satellites occupy
altitudes ranging from approximately 2,000 to 36,000 kilo-
meters; and low Earth orbit (LEO) satellites, positioned in
the low earth orbit, are situated at altitudes ranging from
approximately 160 to 2,000 kilometers above the Earth’s
surface [60], [120]. In the context of satellites, constel-
lations are networks of satellites in specific orbital slots,
e.g., LEO, working together to offer comprehensive global
services, including communication, Internet coverage, and
Earth observation, extending space-based capabilities and
reach [25].

This paper focuses on LEO satellites, which are de-
veloped using new technologies and commercial off-the-
shelf (COTS) hardware, significantly reducing operational
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costs [71]. Recent efforts have shown that user equip-
ment (UE) can communicate with constellations of LEO
satellites at a relatively high speed [82] with global cov-
erage45 [111], [132]. As a result, satellite constellations
like Kuiper [117], Starlink,6 OneWeb,7 and Lightspeed8

are expected to play a significant role in the 5G and 6G
ecosystems [29], [35], [74], [137].

The LEO satellite encompasses the following critical
subsystems: the electrical power subsystem (managing the
power supply to the satellite), the attitude determination
and control subsystem (maintaining the satellite’s orienta-
tion), the communication subsystem (containing the com-
munication of the satellite), the telemetry, tracking, and
command subsystem (collecting telemetry data from other
subsystems and transmitting them to GS), the thermal
control subsystem (maintaining an optimal temperature
environment for the satellite), the propulsion control sub-
system (managing the propellant to thrusters for control-
ling the satellite’s movement), and the command & data
handling subsystem (the satellite’s central core control and
processing unit). Apart from the subsystems, a satellite
also consists of a payload that comprises specific equip-
ment or instruments and serves the mission objectives of
the satellite. Unlike the subsystems, which are essential
infrastructure for the satellite, the payload is focused on
the satellite’s specific applications like communication,
Earth observation, weather monitoring, scientific research,
or navigation.

A detailed description of these key subsystems is
provided in Appendix B. These subsystems are con-
nected to the satellite’s main communication bus (linear
or star) [12], which is also described in Appendix B.

2.3. Communication Segment

This section provides an overview of the standard
architecture and various communication links within a
satellite communication (SATCOM) system, illustrated in
Figure 1. A SATCOM system interconnects the space,
ground, and user segments; each segment ensures seam-
less communication within the satellite environment.

The space segment communication includes inter-
satellite (ISL) links, facilitating communication between

4. https://youtu.be/yjpCvcCnxig
5. https://youtu.be/sXQXq4wSxWQ
6. https://www.starlink.com/technology
7. https://oneweb.net/
8. https://www.telesat.com/leo-satellites/

satellites and satellite-to-ground (S2G) links, and connect-
ing satellites to ground stations. The ground segment com-
munication, managed by satellite operators or gateways
and network operators, supports ground-to-satellite (G2S)
and ground-to-ground (G2G) links, as well as forward-
ing communication from satellites to the ground (S2G)
and communication from satellites to users (S2U). The
user segment communication encompassing terminals in
airplanes, ships, and satellite smartphones, this segment
enables user-to-ground (U2G) and user-to-satellite (U2S)
links [79], [119].

The ground segment facilitates communication be-
tween satellites and user terminals through the forward
link [11]. While the user segment communication lever-
ages various technologies to connect with gateways. No-
tably, satellite constellations such as Iridium,9 Global-
star,10 Thuraya,11 and Inmarsat12 enable direct communi-
cation between user handsets and satellites via the U2S
link, bypassing the need for intermediary ground sta-
tions [65].

The adoption of 3GPP standards is causing a shift in
traditional SATCOM architecture for non-terrestrial satel-
lite networks [66]. These standards define various com-
munication scenarios, channels, and modulation formats
catering to non-terrestrial communication modes such as
GNSS, high-altitude platform stations (HAPS), and air-to-
ground communications [82].

For a secure SATCOM system, implement robust secu-
rity measures in all segments, including ground and satel-
lite communication channels. Ensure data integrity and
confidentiality, regardless of destination or technology.

2.4. User Segment

The user segment of satellite systems encompasses
a variety of practical applications, including navigation,
television, and communications, and requires specialized
hardware for operation. To watch satellite TV, users re-
quire a satellite dish and set-top box to decode transmis-
sions and access channels. In navigation, GNSS receivers
in mobile phones or satellite navigation systems receive
signals from satellite constellations to determine the de-
vice’s location, which helps in planning routes [90].

9. https://www.iridium.com/network/
10. https://www.globalstar.com/en-ap/about/our-technology
11. https://www.thuraya.com/en/services/thuraya-4-ngs
12. https://www.roadpost.com/inmarsat-satellite-network
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Figure 1: Overview of satellite communication (SATCOM) segments and user interfaces.

While some users receive satellite signals directly via
dedicated receivers, others access satellite data through
terrestrial networks managed by satellite operators. This
approach, used in Earth observation, signal intelligence,
and meteorological and scientific applications, eliminates
the need for users to purchase or install hardware. Oper-
ators provide data access through various means, such as
web APIs, cloud-based customer portals, and installable
software. Companies like Planet13 and HawkEye 36014

offer applications and APIs for accessing imagery and
signal mapping data, while scientific datasets, like those
from the International Satellite Cloud Climatology Project
(ISCCP), are freely available online [90].

The user segment includes various ground stations that
facilitate satellite communication and serve the different
applications [63]. As shown in Figure 1, these include:
Maritime ship ground stations (SGS) installed on boats
and ships, equipped with antennas of varying gains (e.g.,
FleetBroadband [107] and Global Xpress terminals [54]);
land mobile ground stations (LMGS) used in vehicles
and portable setups, such as Inmarsat’s Broadband Global
Area Network (BGAN) [47] terminals; and personal
ground stations (PGS), encompassing portable devices
like Inmarsat’s IsatPhone [102], [106].

The proper installation and selection of the correct
type of antenna (omnidirectional, directional, mechani-
cally steered, or electronically steered) are crucial for re-
liable communication. Installation considerations include
ensuring a clear line of sight, avoiding obstructions, and
maintaining a safe distance from other equipment. Major
satellite operators and services, such as Inmarsat GEO,
Iridium LEO, O3B MEO,15 and DVB-RCS GEO [9],
provide a wide range of global voice, data, Internet, and
video services, ensuring comprehensive coverage.

13. https://www.planet.com/geointelligence/
14. https://www.he360.com/
15. https://www.ses.com/our-coverage/o3b-meo

3. Satellites’ Vulnerability

In this section, we identify and discuss the potential
vulnerabilities of the LEO satellite ecosystem (presented
in Section 2) and subsystems (described in Appendix B).

3.1. Ground Segment Vulnerabilities

Adversaries typically target the ground segment as
a means of gaining remote control of a satellite [104],
[122]. As a result, the ground segment faces vulnerabilities
that span from supply chain risks to potential threats
posed by personnel operating within the GS. The main
vulnerabilities of the ground segment are as follows:
1) Physical Security: The GS is vulnerable to physical at-
tacks. In this case, unauthorized individuals gain access to
critical hardware or data, potentially gaining control of the
satellite or information theft. A notable case, reported by
NASA [91], involved the theft of an encrypted notebook
computer, resulting in the loss of command and control
algorithms used in the International Space Station. Other
potential vulnerabilities include the unauthorized use of
removable media, such as USB drives, which could lead
to data corruption or system compromise [49].
2) Computer Network: The GS is at risk due to poten-
tial weaknesses in its connected network infrastructure.
These vulnerabilities can be exploited through various
means, including but not limited to system vulnerabilities,
phishing attacks, or other forms of social engineering.
Successful exploitation could lead to unauthorized access,
data breaches, or manipulation of satellite operations.
3) Cloud Infrastructure: Cloud services for ground
stations now offer users the ability to control satellites.
However, these services can also be vulnerable to attacks.
Attackers can capitalize on existing vulnerabilities within
these services. By sending malicious data to a satellite
or its payload, they could potentially cause a denial of
service or, even worse, seize control of the system.
4) Ground Station Supply Chain: The security of the
ground station supply chain is susceptible to various

https://www.planet.com/geointelligence/
https://www.he360.com/
https://www.ses.com/our-coverage/o3b-meo


vulnerabilities stemming from leaked software, accessi-
ble tools, exposed data sheets, open-source research, and
reliance on standard components.
5) Third-Party Services/COTS Components Vulnera-
bilities: The ground segment may use third-party services
or COTS components that could be vulnerable to cyberat-
tacks. Such services and components may be outdated or
unpatched and may even include known exploits [4]. In
Section 5, we provide an example of using outdated VPN
services in the Viasat attack.

3.2. Space Segment Vulnerabilities

While the majority of known attacks have targeted
the signal and ground segments, there are also significant
vulnerabilities associated with the space segment.
1) COTS Components: Prior research [39] discussed
three major security concerns related to the increased
use of COTS components seen in recent years: (1) the
widespread availability of COTS components means that
numerous individuals can access these components; con-
sequently, hackers can analyze these components to iden-
tify their vulnerabilities; (2) COTS components require
ongoing maintenance, and frequent security upgrades are
needed in order to apply the necessary security patches;
however many users fail to perform these updates, leaving
the components susceptible to known vulnerabilities; and
(3) the use of open-source COTS components increases
the risk of malicious actors intentionally inserting vulner-
abilities or backdoors [99].
2) Supply Chain: Space assets are unique in that they are
highly intricate systems that depend on a diverse supply
chain, in which the manufacturers might have complete
control of critical components that an asset consists of.
Even a minor flaw within the components of the satel-
lite subsystems can have catastrophic consequences for a
space mission or lead to satellite failures. The precision
and delicacy of space systems amplify the potential impact
of any shortcomings or vulnerabilities [40].
3) Lack of Standards & Regulations: The lack of
standardized regulations for space cybersecurity is a sig-
nificant concern. Unlike other industries other sectors
such as aviation, which are regulated by organizations
like the Federal Aviation Administration (FAA), space
assets, including satellites, have no specific cybersecurity
standards enforced by a governing body. While the Inter-
national Telecommunication Union (ITU) regulates some
aspects (e.g., satellite communication frequencies, orbit
registration), there are few overall standards for space cy-
bersecurity. This absence of regulations and enforcement
mechanisms raises the chance of satellites being exploited
for malicious purposes [40].

3.3. Communication Segment Vulnerabilities

The communication segment is highly susceptible to
cyberattacks; in this case, the attacks target the end user
and not the satellite itself. The communication sector
is vulnerable due to inadequate risk assessment at the
premises level. Potential threats are often underestimated
due to the misconception that space is inaccessible, result-
ing in security gaps.

1) Lack of Encryption: Some satellites do not use
encryption on the telemetry (TM) or the telecommand
(TC) [128]. Signal attacks like jamming, eavesdropping,
spoofing, replay, and signal hijacking [90], [104] can
be successfully performed due to the lack of encryption
mechanisms.
2) Lack of Cybersecurity Measures: Research
performed by the International Cospas-Sarsat Pro-
gramme [24] demonstrated the lack of essential means of
ensuring cybersecurity in various protocols and standard
406 MHz transmissions.

3.4. User Segment Vulnerabilities

The vulnerabilities within the user segment are of
paramount concern, given their integration with multiple
services, protocols, and networks. Their pivotal role in
facilitating user access makes them a broad attack surface
that demands significant focus to guarantee security and
safety [114].
1) Satellite Service Providers (SSP): These providers are
susceptible to attacks aimed at exploiting their services,
Internet connectivity, and VSAT central hubs. Some of
the specific vulnerabilities include routing attacks on ad-
hoc networks, interception, eavesdropping, and recording
of unencrypted VoIP calls [85], [93], as well as viruses,
hijacking, spoofing, man-in-the-middle attacks on VPNs,
flooding, black holes, jellyfish attacks on multicast ser-
vices, and insertion of rogue devices into VSAT networks
for eavesdropping [130]. Furthermore, if the VSAT central
hub is compromised within a star topology configuration,
it can result in a denial of service.
2) Points of Presence (PoP): PoPs are vulnerable to at-
tacks on their routers, attacks via Internet/Intranet connec-
tions, and attacks on cellular network access. exploitation
of router protocol vulnerabilities such as BGP, OSPF, and
RIP, eavesdropping, man-in-the-middle attacks, and denial
of service on Wi-Fi and cellular networks. Additionally,
there are vulnerabilities associated with the exploitation
of protocols like PPP, Ethernet, and SNMP [20], [114].

3.5. Subsystem Vulnerabilities

The vulnerabilities of satellite subsystems are as follows:
1) Solar Flares & Radiation: Satellite subsystems, in-
cluding EPS, ADCS, COMMS, TCS, PCS, and C&DHS,
are vulnerable to solar flares and radiation. These phe-
nomena can lead to various issues, such as damage to
solar cells, decreased power output, and errors in data
processing and command execution. [42], [61].
2) Space Debris: Components of the EPS, ADCS,
COMMS, TCS, PCS, and C&DHS can be damaged by
space debris, such as micrometeoroids. This can result
in decreased power output, loss of pointing accuracy,
communication disruption, and loss of control over motion
and position [61].
3) Equipment Malfunction: Malfunctions in the equip-
ment of the EPS, ADCS, COMMS, TCS, PCS, and
C&DHS can lead to a variety of issues, including loss
of power, loss of pointing accuracy, communication dis-
ruption, inability to maintain thermal control, and loss of
control over motion and position [73], [92].



4) Radiation: Components of the EPS, ADCS, COMMS,
TCS, PCS, and C&DHS are vulnerable to radiation, which
can cause damage leading to decreased functionality or
failure of these systems [61].
5) Cyberattacks: The ADCS, COMMS, and C&DHS
are vulnerable to cyberattacks, which could disrupt op-
erations, compromise data integrity, or cause loss of con-
trol [8].
6) Inadequate Design: Inadequate design in the TCS,
PCS, and C&DHS could lead to an inability to maintain
thermal control, loss of control over motion and position,
and issues in command processing and data handling [45].
7) Human Error: Human errors in the operation and
programming of the TCS and C&DHS could lead to
vulnerabilities in thermal control and command and data
handling.
8) Fuel Leakage: In the PCS, fuel leakage could lead to
loss of control over the satellite’s motion and position, as
well as pose safety hazards.
9) Payload: Satellites may have various payload com-
ponents, each with its vulnerabilities. Specifically, com-
munication systems (COM) can experience signal disrup-
tions; software-defined radios (SDR) are vulnerable due to
their software-centric design, potentially exposing them
to firmware exploits; cameras, being tangible hardware,
might degrade or be impacted by environmental factors,
reducing image fidelity. Furthermore, inter-satellite links
(ISL) are a potential weak point; if one satellite is compro-
mised, it can threaten the entire communication network.

4. Adversaries & Capabilities

In this paper, we discuss the different types of ad-
versaries with varying motivations and means at their
disposal that may attempt to attack a satellite system.
Based on their capabilities, potential harm, and available
resources, adversaries are classified into six tiers: (1)
Individual hackers & activists with limited capabilities
who are often motivated by ideology or the potential
for financial gain; (2) Competitors can be individuals or
organizations seeking to gain an advantage or financial
gain by theft or sabotage; (3) Terrorists may try to achieve
their goals by attacking a satellite or its GS; (4) Insider
operator may be motivated by financial gain or power
and have various objectives, including corrupting data,
stealing technology, taking control of the system, or sell-
ing confidential information to competitors or other threat
actors; (5) Organized criminals are individuals or groups
that are well-organized and well-funded. Their primary
motives include financial gain. Organized criminals may
collaborate with other actors, including insider operators,
to achieve their goals; and (6) State actors State actors
are government-sponsored entities with vast resources and
capabilities and thus are often well-funded and well-
trained; their motivations range from acquiring a strategic
edge to gaining a military advantage.

We examined the skills (i.e., capabilities) required
for executing various types of attacks. The identified
capabilities are organized in the taxonomy presented in
Figure 2. Following, we provide a brief description of the
adversaries capabilities groups, while Table 2 list all the
identified capabilities.
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Figure 2: Adversaries’ capabilities.

Radio frequency (RF) - Signaling Capabilities. Satellite
communications use a frequency range of 0.1-50 GHz
to transmit and receive signals. For CubeSat communica-
tion, the most commonly used bands are VHF and UHF
frequencies [21] due to their simple ground equipment,
low loss of radio wave propagation, and the limited direct
shielding effect of ground objects on radio waves [134].
However, small satellites can also use other frequency
bands like UHF, S, X, and Ka. Recently, there has been
a shift towards using S and X bands [21].
Laser Communication. Laser communication is a
method of transmitting data using laser beams instead
of radio frequency signals [89]. Laser communication
offers several advantages over traditional RF methods,
including lower link loss and an abundant unregulated
spectrum [57]. However, it has its limitations, such as
the requirement for an unobstructed line of sight and
precise laser alignment. Despite these challenges, laser
communication is increasingly important in various space
applications and is often being used among the LEO
satellites. Therefore, any potential adversary would need
access to an optical satellite to launch an attack on the
optical ISL communication.
Electromagnetic Pulse (EMP). An EMP is essentially
a high-power electromagnetic pulse [76]. EMPs can be
caused by natural or artificial means and manifest in
different forms, such as electromagnetics and magnetic
fields, electric currents, or nuclear explosions [84]. Those
pulses can have great impact on power lines, telecommu-
nication systems, electronic devices [33], and SATCOMM
systems [123].
Physical Attack. Physical security risks can threaten
the overall integrity of the satellite and its subsystems
and consequently the proper functioning of the vehicle.
While physical damage may not completely prevent a
mission’s success, it can result in poorer performance,
service disruptions, or a shorter lifespan. Physical risks
are categorized in terms of whether they are induced by
kinetic (direct physical contact with the satellite) or non-
kinetic means (can physically damage space infrastructure
and its components without direct contact).
Launch Satellite. Numerous companies, such as SpaceX,
Amazon, OneWeb, and Telesat, send satellites into
space.16 In addition, several smaller companies are ex-
pected to launch satellites soon.17 An adversary can create
and deploy a satellite designed to attack other satellites.

16. https://interactive.satellitetoday.com/via/july-2021/
the-10-hottest-satellite-companies-in-2021/

17. https://www.bbc.com/news/business-55807150

https://interactive.satellitetoday.com/via/july-2021/the-10-hottest-satellite-companies-in-2021/
https://interactive.satellitetoday.com/via/july-2021/the-10-hottest-satellite-companies-in-2021/
https://www.bbc.com/news/business-55807150


Position Access. In some cases, attackers require access
to a specific network or facility, such as a constellation
of satellites like those operated by SpaceX or Viasat or
a ground segment facility like the GS. Once they gain
access, they have a new arsenal of satellites on which to
carry out their attack.
Insider Connection. An adversary may need to connect
with an insider operator or supplier to gain access to
sensitive information or systems within a satellite or to
modify part of the supply chain.

Table 3 provides a comparison of the threat actor
tiers based on the threat actors’ feasibility of acquiring
different capabilities needed to implement an attack. In
each cell, we indicate the likelihood that the capability
exists, ranging from certain to unlikely.

5. A Brief History of Satellite Attacks

Since 1957, there have been over 100 significant satel-
lite attacks [104]. In this section, we present an overview
of these attacks, categorizing them based on their strategy
(see Figure 3), and then we provide a more in-depth
description of two recent complex attacks. Two of the
attacks mentioned are used to demonstrate the use of our
proposed taxonomy later in the paper (see Section 7) for
our proposed taxonomy.

Attack 
Strategies

Communication 
Threats

Jamming

Eavesdropping

Spoofing

Replay attack

Signal 
injection

ASAT 
Weapons

Sensor 
injection

EMP weapon

Ultrawideband 
weapon

CNE

Social 
engineering

Backdoor

DDOS

Inside 
Attacks

Data 
corruption

Hardware 
backdoor

Privilege 
escalation

Denial of 
service

Malware

Generic 
malware

Bespoke
malware

Control of 
satellite

Payload 
hijacking
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5.1. Attack Strategies

5.1.1. Communication Threats. Satellite-based com-
munication (SATCOM) faces significant communication
threats [119], which we break down into five main cate-
gories. Jamming disrupts signals, affecting communication
and navigation [28], [48]. Eavesdropping intercepts com-
munications for intelligence or disruption [16], [48], [86].
Spoofing sends false signals, misleading systems [16],
[62], [81], [131]. Replay attack re-transmits signals to
cause confusion or errors [83], [104]. Sensor injection/hi-
jacking manipulates sensor data to deceive or disrupt [30],
[64], [104], [118].

5.1.2. Anti Satellite (ASAT) Weapons. Mainly focus on
kinetic physical ASAT as discussed in Section 4 [17],
[43]. EMP weapon [42]. Ultrawideband weapon disrupts
operations with broad-frequency radiation [42].

5.1.3. CNE. Computer Network Exploitation is employed
to permeate targeted computer networks, including those
associated with satellite systems, to extract valuable in-
telligence information. [16], [44], [104], [119], [138].
Social Engineering This attack leverages psychological
manipulation, such as social engineering and phishing
techniques, to deceive individuals into revealing sensitive
information or undertaking actions that jeopardize satellite
system security [48], [59], [67], [100]. Backdoor satellite
systems can be vulnerable to backdoors, which can take
various forms, such as weaknesses in ground stations and
communication networks, cyberattacks on satellite com-
munications, and embedding malicious software or hard-
ware during development [6], [14], [32], [104]. DDoS the
ground segment and communication in satellite systems
face a significant threat from Distributed Denial of Service
attacks. These attacks could disrupt the crucial interaction
between ground infrastructure and satellites [34], [135].

5.1.4. Inside Attack. When an individual gains control
over a satellite system or its components, it creates a
vulnerability to internal attacks. Data Corruption This
is a cyberattack in which an attacker deliberately alters
or destroys data in a computer system or network [18],
[104]. Hardware Backdoor in the context of satellite, those
attacks refer to inserting a malicious component during
manufacturing or maintenance, providing a hidden entry
point for attackers to gain unauthorized access to and
control of satellite systems [32], [104]. Privilege Escala-
tion adversaries gain unauthorized access to sensitive data
or take control of specific function measures [22], [44],
[104]. DoS disrupt the normal functioning of a satellite,
either physically, such as by damaging hardware or by
interfering with communication systems [87], [88].

5.1.5. Malware. This attack involves using malware to
infiltrate the satellite’s design and disrupt or turn off its
critical functions. Generic Malware this type of malware
is often used in large-scale attacks where the goal is to
infect as many computers as possible to gain access to
sensitive information or to use the infected computers for
other nefarious purposes, such as sending spam or launch-
ing (DDoS) attacks [2]. Bespoke Malware malicious soft-
ware that is custom-made for a specific target [48].

5.1.6. Control of Satellite. Control of Satellite or payload
hijacking is a cyberattack that targets satellite systems
to gain unauthorized access and control. This involves
exploiting vulnerabilities to gain unauthorized control,
necessitating strong security and monitoring over the
satellite. Incidents include satellite damage in 1998, op-
erational interference in 2008, and a Trojan horse at the
Johnson Space Centre affecting the ISS [37], [48].

5.2. Two Recent Attacks

In this subsection, we provide a comprehensive exam-
ination of two recent high-profile attacks.

5.2.1. Viasat Cyberattack. The Viasat cyberattack ex-
ploited KA-SAT ground segment vulnerabilities, dis-
rupting satellite communications, predominantly affecting
Ukrainian infrastructure, with suspected Russian origins.



TABLE 2: Adversaries’ capabilities.
Name Description

Radio frequency (RF) - Signaling Capabilities
AC1 Transmit VHF and low

UHF signals
In the past, the VHF band, ranging from 136-138 MHz, was heavily used, but now most activity is restricted to 137-138 MHz.
Meteorological satellites mainly use this band to transmit data and low-resolution images and for low data rate mobile satellite
downlinks. The UHF band, with frequencies from 399.9-403 MHz, is used for navigation, positioning, time and frequency
standards, mobile communication, and meteorological satellites. Satellites transmitting on 150 MHz use the companion band
around 400 MHz. The 432-438 MHz range includes a popular amateur satellite band and a few Earth resources satellites.

AC2 Transmit L-band signals The L-band refers to a section of radio spectrum that covers frequencies ranging from 1 to 2 GHz. This band has numerous
applications in satellite technology. For example, it is used to transmit signals for crucial systems like the GPS and to enable
satellite mobile phone communication like Iridium. In addition, Inmarsat leverages the L-band to establish communication across
sea, land, and air. WorldSpace satellite radio also broadcasts within the L-band [5], [7], [116].

AC3 Transmit S-band signals The S-band refers to frequencies ranging from 2-4 GHz in the radio spectrum. It has various applications in satellite technology,
such as weather radar, surface ship radar, and some communications satellites. NASA utilizes the S-band to communicate with
the International Space Station and Space Shuttle. In May 2009, the European Commission awarded Inmarsat and Solaris Mobile
a 2×15 MHz portion of each S-band [7].

AC4 Transmit X-band signals The X-band refers to a specific range of frequencies in the radio spectrum, those falling between 8-12 GHz. This frequency
range is mainly used by military personnel for radar applications, such as continuous-wave, pulsed, single-polarization, dual-
polarization, synthetic aperture radar, and phased arrays. Civil, military, and government organizations also use the X-band
radar frequency sub-bands for various purposes, including weather monitoring, air traffic control, maritime vessel traffic control,
defense tracking, and vehicle speed detection for law enforcement [7].

AC5 Transmit Ka-band signals The Ka-band refers to frequencies ranging from 26-40 GHz in the radio spectrum. It has multiple applications, including satellite
communications, with uplink capability in the 27.5 GHz and 31 GHz bands. It is also used for close-range targeting radars on
military aircraft, providing high-resolution capabilities [7].

AC6 Adjust signal response To accurately determine the location of a transmitter based on signal arrival times, it is crucial to be able to coordinate responses
during interrogations and adjust transmission rates as needed.

AC7 Signal absorption and
processing (AC7)

An adversary can use receivers, processors, and parsers to pick up, listen to, and decode signals.

Laser Communication
AC8 Emit laser Eavesdropping or jamming can be performed by using a laser [133], and in those cases, the following components are needed,

in addition to the laser generator itself: a powerful electrical power supply, optical components, a control system, and a cooling
system. These components work together to create and manage the laser beam, aiming it at the intended target.

Electromagnetic Pulse (EMP)
AC9 Generate EMP To create an EMP, several components are required, including a high-energy source, power supply, pulse generator, antenna,

enclosure, and trigger mechanism. These components work together to produce a powerful electromagnetic field that can disrupt
or cause damage to electronic devices. An adversary can use an EMP weapon on the ground or in space, via a spacecraft [42],
[43].

Physical Attack
AC10 Emit high-powered laser A high-powered laser beam can quickly disable or destroy a target by accurately aiming the shaft for a specific amount of time.

Some countries have already developed this capability, and ongoing efforts are underway to mount such weapons on orbiting
satellites for faster deployment [55]. These attacks are difficult to trace and can be launched from any location on the planet.

AC11 Emit high-powered mi-
crowave

An attack using a high-powered microwave involves directing a significant amount of energy toward a specific target. The
consequences of such an attack can vary from the satellite’s destruction to the temporary disablement of its subsystems [70].

AC12 Satellite control By taking control of a satellite or spacecraft or creating their own, adversaries could attack other satellites by causing collisions
or damaging their sensors. They could equip the spacecraft with weapons to increase their impact.

AC13 Missile Direct-ascent Anti-satellite weapons (ASAT) involves missiles that are launched from the ground or air, and ascend in order to
reach a target in orbit.

AC14 Nuclear weapon Since the 1963 Treaty Banning Nuclear Weapon Tests (PTBT) in the atmosphere, outer space, and underwater, no further nuclear
weapon tests have been conducted in the upper atmosphere [109]. Nevertheless, several nations possess the capability to do so
today. A high-altitude nuclear explosion (HANE) has three main consequences for space infrastructure [23]. The first one is
kinetic, which causes destructive effects within the explosion’s radius. The last two consequences are related to electromagnetic
pulses that HANE weapons produce, which can cause temporary or irreversible damage to satellites and ground stations [43].

Launch Satellite
AC15 Launch on their own Most launch companies do not permit individuals to launch their customized satellites into space, so an adversary interested in

deploying a customized satellite with weapons would likely have to have the ability to launch the satellite him/herself.
AC16 Connection to launching

company
For a similar reason as (AC15), the adversary may need a connection to a launching company in order to launch their weaponized
customized satellite into space.

Position Access.
AC17 Access to satellite net-

work/constellation
Adversaries can access satellite networks/constellations by compromising GSs, exploiting communication vulnerabilities, or
employing social engineering tactics. Alternatively, adversaries can gain access by paying for satellite services.

AC18 Access to the ground sta-
tion

Adversaries can access ground stations through physical infiltration, remote attacks exploiting network vulnerabilities, or social
engineering or own a GS or pay to utilize a cloud service’s GS.

Insider Connection.
AC19 Insider operator An adversary can use an insider operator to access sensitive information, systems, or satellite components. Insiders may

possess knowledge of the satellite’s vulnerabilities, security procedures, and operational protocols, making them valuable assets
for attackers. With insider assistance, attackers can bypass security controls, inject malicious code, or manipulate satellite
operations to achieve their objectives, such as disrupting communications, stealing sensitive information, or sabotaging the
satellite. Additionally, insiders may provide physical access to the satellite or its components, allowing the attacker to perform
a physical attack. Connecting with an insider operator can significantly enhance an adversary’s chances of success in a satellite
attack.

AC20 Insider supplier Through insider suppliers, an adversary can obtain malicious hardware or software components to compromise the satellite’s
security. Insiders with access to the supply chain can introduce counterfeit or modified components that bypass security measures
or allow unauthorized access to the satellite’s systems or data. By compromising the supply chain, an attacker can simultaneously
compromise multiple satellites and magnify their attack’s impact.

The attackers targeted user modems and modem control
servers, possibly entering through an unpatched Fortinet
VPN appliance and escalated privileges to manipulate mo-
dem management. The attack potentially spread malicious
firmware, named ”AcidRain,” erasing modem data and
impacting not just Ukraine but also Germany and other

European countries, possibly due to geographic selection
errors or territorial overlaps [19].

5.2.2. ICARUS. DDoS attacks pose a significant threat
to low-orbit satellite networks (LSNs), exploiting their
decentralized structures to flood targets with excessive
traffic and cause service disruptions. The ICARUS attack,
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Tier 1 (Individual hackers & activists) • • • • • • • ◦ ◦ ◦ ◦ ◦ ◦ ◦ ◦ •
Tier 2 (Competitors) • • • • • • • • ◦ ◦ • • • •

Tier 3 (Terrorists) • • • • • • • ◦ • ◦ ◦ ◦ ◦
Tier 4 (Insider operator) ◦ ◦ ◦ ◦ ◦ ◦ ◦ ◦ ◦ • ◦ • • •

Tier 5 (Organized criminals) • • • • • • • • • • • ◦ • • • • •
Tier 6 (State actors) • • • • • • • • • • • • • • • • • • • •

a specific form of DDoS, cunningly blends with legitimate
traffic, making detection challenging. Attackers execut-
ing ICARUS can disrupt LSN communications by taking
advantage of satellite movements, compromising devices
linked to satellite terminals, and overloading certain net-
work links. This particular DDoS attack underlines the
urgent need for stringent security measures to safeguard
satellite-based networks [50], [136].

6. Extending MITRE

In this paper, we standardize the knowledge gathered
on threats to cybersecurity in the field of outer space
generally and LEO satellites particularly. To do so, we
follow ATT&CK (Adversarial Tactics, Techniques, and
Common Knowledge) model presented by MITRE [115]
to classify attack tactics, techniques, sub-techniques, and
procedures.
• Tactics “why” a technique or sub-technique is used to

achieve the adversary’s technical goals.
• Technique “how” the adversary achieves their tactical

goals.
• Sub-technique a specific description of the adversarial

behavior used to achieve a goal [10]. The difference
between techniques and sub-techniques lies in their
relationship, where each sub-technique falls under a
technique. The fields and information for techniques
will be similar to those for sub-techniques in ATT&CK.

• Procedures “what” specific implementation the adver-
sary uses with a technique or sub-technique. In this
paper, a procedure refers to implementing a technique
in academic or industrial studies.

The matrices in Figure 4 represent the various tactics
in the satellite field (columns) and the techniques used
to achieve their tactical goals (the entities). This matrix
representation helped us systematically categorize known
attacks and build a taxonomy based on them, while re-
taining the attack phases as a sequence chart.

6.1. Reconnaissance

In the reconnaissance tactic, the adversary collects
information and identifies and selects targets. More specif-
ically, the adversary collects information that can be used
in later phases of the attack lifecycle to target and select
attack techniques. There are multiple techniques used to
achieve this tactical goal.
Public Space Scanners: The availability of online re-
sources such as LEOLABS18 and N2YO19 allows an

18. https://leolabs.space/seeleo/
19. https://www.n2yo.com/

adversary to track and monitor the movements of LEO
satellites in real-time. These resources provide various in-
formation that the adversary can gather when performing
reconnaissance, such as the launch site, launch date, start
and end azimuth, max elevation, and more, as well as a
10-day prediction for the payload location.
Gather Satellite Design Information: With the growing
use of COST components [90], the adversary can collect
specific information about the target satellite. For example,
Theia20 and CubeSatShop21 provide a simulator and full
subsystems for LEO satellites, and an adversary can obtain
all information needed online [56], [98].
Gather Space Communications Information: An adver-
sary can obtain information regarding the payload’s com-
munication channels to determine specific commands and
protocols. Such information includes command patterns,
locations, beacon frequencies, and polarization.
Eavesdropping: As described in Section 5, an adversary
can gather valuable information by capturing RF commu-
nication.
Gather Supply Chain Information: An adversary can
gather information about a mission’s supply chain [40]
that can be used for future attacks, including information
about hardware and software components, known vul-
nerabilities, and business relationships. The information
obtained can be used to manipulate hardware and software
components, identify vulnerabilities, or identify organiza-
tions involved in the mission’s supply chain.
Resource Development: Adversaries strive to develop
and obtain resources that can be used their operations.
Acquire Infrastructure: An adversary can acquire in-
frastructure used to connect to and communicate with
satellites. Such infrastructure includes GS equipment such
as antenna positioners, ground antennas, ground data pro-
cessors, ground radio modems, and signal generators. An
adversary can also buy or rent commercial GS services21

to save time, money, and effort. Adversaries can even
acquire satellites to maneuver near target spacecraft and
launch facilities to launch rockets into space.
Compromise Infrastructure: Threat actors can compro-
mise third-party infrastructure to use in future campaigns.
This may include physical devices such as antennas,
amplifiers, and converters, as well as software used by
satellite communicators. For example, threat actors can
compromise mission-operated GSs or third-party GSs that
have already been configured for communication with the
victim satellite. They may also compromise a third-party
satellite that can maneuver in proximity to a target satel-

20. https://www.theia.eusoc.upm.es/esat/
21. https://www.cubesatshop.com/

https://leolabs.space/seeleo/
https://www.n2yo.com/
https://www.theia.eusoc.upm.es/esat/
https://www.cubesatshop.com/
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Figure 4: MITRE taxonomy for LEO satellites.

lite, which allows them to avoid signal attenuation and
interferes with complicated attack attribution. Once the
satellite is compromised, the threat actor may be able to
target the satellite and perform various attacks depending
on the access enabled via the physical connection.
Obtain Cyber Capabilities: Threat actors can obtain
cyber capabilities by buying or stealing malware, software,
exploits, and information related to vulnerabilities rather
than developing them in-house. Doing so can support their
operations in different phases of an attack. For example,
an adversary may obtain exploits/payloads from online
sources or purchase them from exploit vendors. They may
also get encryption keys for commanding the target satel-
lite or its subsystems/payloads, allowing them to control
the satellite without going through legitimate channels.
These keys can be obtained by performing reconnaissance
on the GS or retrieved from the satellite.
Obtain Non-Cyber Capabilities: Refer to physical ca-
pabilities (e.g., high-powered lasers, high-powered mi-
crowaves, and missile) or EMP and launch satellite ca-
pabilities [126] as presented in Section 4. Threat actors
may acquire these capabilities by developing or utilizing
space launch service providers.

6.2. Initial Access

When using the initial access tactic, an adversary
attempts to create an attack vector by obtaining access to
the targeted system/environment. To achieve this tactical
goal, an adversary may exploit all available means of entry
into the system from external sources and public networks;
multiple potential pathways exist to gain a foothold in a
space system.
Physical Access: Sabotaging the supply chain can allow
an adversary to modify the satellite’s hardware, software,
or C&DHS or insert malware in the satellite’s onboard
computer or other subsystems to gain physical access or
provide access to another adversary.
Satellite Proximity: An adversary can gain satellite prox-
imity by controlling another spacecraft, for example, by
purchasing a spacecraft or gaining control of another
spacecraft. Then, the adversary can perform various at-
tacks that require satellite proximity.
Ground Station An adversary can use malware or a

backdoor to access the GS; this can be accomplished via
an insider operator or by employing social engineering.
This access can give the attacker control of the satellite,
making it one of an adversary’s top priorities.
Network: If an adversary possesses the right equipment,
they can access a satellite network/constellation. For ex-
ample, an adversary can pay a fee to receive the services of
companies like SpaceX, StarLink, or Viasat. While some
networks, like military networks, will be harder to access,
attackers can find a backdoor from the web network or
hack the computer belonging to someone with access to
the network.
Signal: Adversaries can target satellites by using signals
(e.g., radio or laser signals). Most satellite attacks per-
formed have focused on the signals themselves, including
eavesdropping, jamming, and replay attacks, and other
methods discussed in Section C.1 [124], [128].
Rogue Equipment: An adversary can infiltrate a satellite
using rogue equipment without going through an autho-
rized GS or communication site.

6.3. Persistence

Threat actors aim to maintain access and control of a
satellite; this can be accomplished by executing code and
maintaining access and control of a satellite.
Backdoor: Threat actors can exploit or create backdoors
in the hardware or software of satellites to ensure that their
attack persists. Detecting hardware backdoors is particu-
larly challenging for ground controllers once the satellite
is in orbit. Code can be injected to create a backdoor
by altering the software supply chain or modifying the
configuration of software-defined radio (if present). Threat
actors can establish persistent access to the satellite by
exploiting or creating backdoors, potentially increasing the
harm caused by the attacker.
Memory Compromise: Threat actors can manipulate the
memory to install harmful code or commands on a satel-
lite. They may target specific memory locations that allow
programs to execute automatically during system reboot,
safe mode entry/exit, or other events; this ensures that the
adversary’s code remains on the system even after a reset,
enabling them to continue their attack.
Ground System Presence: Threat actors can compromise



the GSs used to communicate with target satellites, en-
abling them to gain continuous access to the satellite or
perform other malicious activities. GSs are already set up
for satellite communication, making it easy for attackers to
plan, initiate, and execute their attacks. By exploiting this
infrastructure, threat actors can take control of a satellite
and launch additional attacks.
Replace Cryptographic Keys: Adversaries may attempt
to change the cryptographic keys on a satellite. This would
prevent mission operators from accessing the satellite and
could allow the attacker to communicate with it instead;
since the operators would no longer have control of the
satellite, it could become unstable. For example, threat
actors can exploit weaknesses in the key management
strategy by using over-the-air rekeying procedures to in-
sert their cryptographic keys. By completely replacing
the encryption key on the satellite, the attacker can take
over the communication channel and potentially carry out
additional attacks.
Valid Credentials: Threat actors may try to obtain valid
credentials in order to gain access to a satellite or its
related command and control (C2) systems; doing so
would allow them to apply additional tactics in an attack.
These credentials may include system service accounts,
user accounts, maintenance accounts, cryptographic keys,
and other authentication mechanisms. By obtaining valid
credentials, threat actors can maintain access to the satel-
lite and potentially launch further attacks.

6.4. Execution

An adversary can try to execute malicious code. In this
case, the techniques involve running adversary-controlled
code (locally or remotely). This is often combined with
other tactics, such as network exploration or data theft, to
achieve various objectives.
Replay: As described in Section 5, an adversary might
execute malicious code by using a replay technique.
Exploit Hardware/Firmware Corruption: Different
time-triggered protocols (TTP) can be used, depending on
the type of hardware and/or firmware targeted. Antivirus,
antimalware, and intrusion detection software can usually
prevent threat actors from using vulnerabilities to infect a
system with malicious code. Despite this, not all security
gaps can be filled by these tools since these tools do not
reside on software applications or drivers but rather on the
hardware itself [90].
Disable/Bypass Encryption: The payload’s encryption
mechanism can be bypassed or disabled by an adversary.
Malicious Code: Threat actors may employ various tac-
tics to execute malicious code on victim satellites. For
example, they may compromise a satellite’s supply chain
or development environment, exploit known commands,
or leverage software vulnerabilities. Once the malicious
code has been uploaded, the threat actor can trigger its
execution through a specific command or accidental acti-
vation by a legitimate user. The code can target the satel-
lite’s hosted payload, subsystems, or underlying operating
system, potentially causing disruptions or damage.

6.5. Defense Evasion

Generally, an adversary tries to avoid being detected.
Disable Fault Management: In an attack campaign,

threat actors may disable fault management within the
payload.
Prevent Downlink: Threat actors may target the downlink
connections of satellites to prevent the victim satellite
from sending telemetry to the ground controllers. This
can be done by inhibiting GS functionality, jamming the
downlink signal, or manipulating or shutting down the
satellite’s onboard processes. By disabling the downlink,
threat actors may be able to prevent ground controllers
from monitoring the health and stability of the satellite
and taking corrective action if necessary.
Modify Onboard Values: Threat actors may target var-
ious onboard values put in place to prevent malicious or
poorly crafted commands from being processed. This can
be done by modifying the vehicle command counter, re-
jected command counter, telemetry downlink modes, cryp-
tographic modes, system clock, GPS ephemeris, watchdog
timer, or AI/ML training data. By modifying these values,
adversaries may be able to hide their attacks, prevent
ground controllers from taking corrective action, and take
control of the satellite.
Masquerading: Adversaries can access a victim satellite
by masquerading as an authorized entity. This can be done
by manipulating command headers, spoofing locations, or
leveraging insider access. By masquerading as an autho-
rized entity, threat actors may be able to execute malicious
commands or gain access to sensitive data.
Exploit Reduced Protections During Safe Mode: At-
tackers can exploit reduced protections in safe mode to
send malicious commands that would not otherwise be
processed. A satellite is put in safe mode to mitigate
failures or other problems. In safe mode, many security
features are disabled, making it easier for threat actors to
access the satellite and execute malicious commands.
Camouflage, Concealment, and Decoys (CCD) Threat
actors may use various physical methods to conceal, cam-
ouflage, or decoy their satellites. These methods can in-
clude hiding their satellites among space debris, taking ad-
vantage of space weather events to carry out electromag-
netic interference (EMI) attacks, and deploying decoys
that can disrupt detection and interception systems. By
using these methods, threat actors can make it challenging
for defenders to detect and track their satellites, which
can enable adversaries to launch attacks without being
detected.
Valid Credentials: described in subsection 6.3.

6.6. Lateral Movement:

Threat actors try to navigate through various segments
of a satellite’s space echo system or subsystems.
Constellation Hopping via Crosslink: Threat actors
may attempt to command a neighboring satellite through
crosslink connections. Satellites in close proximity to one
another can often exchange commands. By exploiting this
access, adversaries can compromise the security of another
satellite [77].
From Rx to Payload: There are two main routes for
communication from the receiving interface (Rx) to the
satellite payload. The first route involves payload users
who interact directly with the payload through the pro-
vided service using a small antenna. The second route
involves payload service attackers who exploit the targeted



satellite service, utilizing a small antenna to communicate
with the payload or the satellite GS [128].
From Rx to Bus: An external attacker can utilize a cus-
tom GS or a custom satellite to establish communication
with the target satellite. This enables the attacker to send
arbitrary traffic to any interface that receives external com-
munication and receive responses accordingly. Therefore,
the satellite classification system enables external attackers
to access all external Rx interfaces [128].
From Payload to Bus: The bus-payload link is pivotal
for managing and toggling power to payload components
via API-like interfaces. To safeguard this link, it’s vital
to secure the TCs from the C&DHS and fortify interface
vulnerabilities. Critical TC interfaces should be restricted
to bus operations, and risky TC interfaces should either
be eliminated or tightly controlled. Protecting this link’s
availability is key to preventing DoS among payload ele-
ments [128].
From Bus (C&HDS) to Satellite Control From the bus,
an adversary gains some control of the C&HDS. Control
of the satellite is possible if the adversary gains complete
control of the C&HDS.

6.7. Impact

The impact tactic consists of an adversary’s tech-
niques to disrupt, compromise, destroy, and manipulate
the integrity and availability of satellite components and
systems or data.
Tampering with Network Communication While satel-
lites are mainly used for communication, adversaries can
exploit their signals to tamper with their communication.
This has been done by multiple groups, as discussed in
Section 5.1.1.
Eavesdropping: Since payloads are commonly used to
monitor user telemetry [79], an adversary may exploit
the signal to steal sensitive information about the user;
in Section 5.1.1, We described how an adversary can in-
tercept and listen to communications or data transmissions
between satellites and other communication devices.
Data Corruption: As described in Section 5.1.4, an ad-
versary might deliberately alter or destroy satellite system
or network data.
Gain Control: An adversary might get control of the
payload or GS.
Denial of Service: As described in Section 5.1.4, an adver-
sary can disrupt a satellite’s normal functioning physically,
such as damaging hardware or interfering with commu-
nication systems. An adversary interested in disrupting
critical services might adopt this technique.
Sabotage/Destruction: An adversary could try to destroy
or sabotage one or more satellite subsystems.
Attack Endpoints on the Ground: A threat actor may
target the attack on the user endpoint [112].

7. Demonstration - Using the Taxonomy to
Model Attacks

To demonstrate how our proposed taxonomy (de-
scribed in Section 6) models attacks based on the
ATT&CK philosophy. In this section, we present two case
studies in detail, as well as six recorded attacks mapped
to our proposed taxonomy (see Table 4).

7.1. Case Study - Viasat Cyberattack

Additionally to what was discussed in Section 5.2,
the Viasat cyberattack occurred on February 22, 2022,
during Russia’s war against Ukraine. While the attack
was mainly targeted at the Ukraine military [19], it
caused collateral damage on civilian targets such as the
German wind turbine [129] and thousands of Internet
users in Europe [3], [26].
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Figure 5: Case study - Viasat cyberattack.

Reconnaissance: The adversaries used two techniques to
achieve their reconnaissance goal. By gathering supply
chain information, the adversary identified a component
with a VPN vulnerability. The adversary managed to
obtain additional information by gathering space commu-
nications information online.
Resource Development: In order to achieve the resource
development tactic, the adversaries compromised infras-
tructure; in this attack, the Viasat GS was compromised
to gain access to the satellite.
Initial Access: Several initial access techniques were
used. The adversaries initiated their attack by targeting
the network infrastructure, specifically exploiting a vul-
nerability in the VPN of their FortiGate modem, which
had a known security weakness identified in 2019. Af-
ter infiltrating the network, the adversaries successfully
gained some control over the GS, allowing them to exploit
the RF Ka-band [121] on wireless communication. They
used the compromised access to send TC signals to the
satellite, which triggered their attack.
Execution: To achieve the execution tactic, the adver-
saries leveraged the existing vulnerability in the FortiGate
modem’s VPN firmware to corrupt the firmware. This was
accomplished by using “acidRain” [52] malware.
Lateral Movement: The attackers used TC to hop be-
tween constellations in order to propagate their attack.
While In the Viasat report they did not explain how the
attack spread within the satellite, it could have spread from
the Rx to the payload or bus. If they need to reach the
payload, they can move directly from the payload to the
bus without having to return to the bus.
Impact: The adversaries executed a comprehensive plan
targeting the communication infrastructure. First, they ini-
tiated a destructive operation by deleting critical data from
the modem’s flash memory. They also launched attacks
on the ground-based endpoint modems, impacting both
the satellite and its users, and performed a coordinated
DoS attack in Ukraine that affected several neighboring
European Union countries, causing significant disruption
to their communication systems.



7.2. Case Study - ICARUS

As mentioned in Section 5.2, there have been no
documented real-life attacks similar to ICARUS, so we
use this for demonstration purposes. The ICARUS attack
is a highly advanced DDoS attack that explicitly targets
satellite networks. It can be challenging to detect as it dis-
guises itself as legitimate traffic. The attacker controls the
attack paths and can disrupt communication by exploiting
satellite positions and vulnerable devices. In LSNs, there
are only limited routing options available, which increases
the vulnerability of the network. As a result, specific links
can become congested and cause disruption [50].
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Figure 6: Case study - ICARUS.

Reconnaissance: In order to successfully execute the
attack, the adversary must know about the satellite’s lo-
cation and movement. In this case, the adversary gathers
information on the satellite and its communication patterns
to predict and activate their bots effectively. The adversary
also gathers information on the constellation of the target
LSN; such information about the satellite’s functioning is
crucial, enabling threat actors to exploit its vulnerabilities
and carry out the attack.
Resource Development: With the resource development
tactic, the adversary aims to infiltrate the satellite network
by acquiring the necessary infrastructure. This involves
gaining control of a GS or compromising an individual
with privileged access to the satellite’s network. By ob-
taining such control or access, the adversary can navigate
their way through the satellite network and carry out their
malicious activities.
Initial Access: To execute the attack successfully, the
threat actors requires access to the LSN. They can achieve
this by utilizing bots deployed on hardware devices con-
nected to the LSN. By leveraging these bots, the ad-
versaries can enter the network and proceed with their
intended malicious activities.
Execution: To successfully execute the attack, the adver-
sary deploys bots on targets with to the LSN. By using
these bots, the adversary is able to manipulate and control
the targeted network and execute the attack.
Defense Evasion: The attacker can make their LSN traffic
look legitimate by using valid credentials from a bot-
infected user. By leveraging these valid credentials, the
adversary can mask their activities and make it appear
that the network traffic originates from genuine user in-
teractions. This deceptive tactic helps the adversary avoid
detection.
Lateral Movement: To achieve their goals, they employ a
technique known as constellation hopping via a crosslink.
This involves strategically directing data packets to move
from one satellite to another within the constellation.
Impact: The adversary performs a DoS attack on the
target by intentionally flooding the LSN network, resulting
in network congestion. This act of overwhelming the net-
work causes delays and prevents the target from accessing

its desired resources promptly. This tampering with net-
work communication can also lead to significant disrup-
tions, causing delays for all users in the LSN network. The
overall impact is degraded user experience and diminished
communication capabilities across the network.

8. Conclusion and Future Work

In this paper, we have conducted an extensive analysis
of the security vulnerabilities and threats that confront low
earth orbit (LEO) satellites. Our examination delved into
the various facets of the space ecosystem, encompassing
the ground, space, communication, and user segments.
We elucidated their architectures, functions, and inherent
vulnerabilities, providing a comprehensive overview.

To better grasp the potential adversaries in this do-
main, we categorized them into six tiers based on their
capabilities, potential harm, and available resources. Ad-
ditionally, we presented an overview of historical satel-
lite attacks, including jamming, spoofing, and malware
incidents. Recent complex attacks on networks such as
Viasat and ICARUS were also detailed, underscoring the
evolving nature of the threats.

One of the main contributions of this paper is the
introduction of a novel taxonomy that extends MITRE
ATT&CK. This taxonomy is designed to classify ad-
versarial techniques aimed at LEO satellites throughout
the entire attack lifecycle, ranging from reconnaissance
to impact. It encompasses various tactics, including re-
connaissance, resource development, initial access, ex-
ecution, persistence, defense evasion, lateral movement,
and impact, each associated with specific techniques. We
illustrated the application of this taxonomy through case
studies, modeling the Viasat and ICARUS attacks.

Our proposed threat model and taxonomy represent
significant advancements in satellite security research.
They serve as a foundation for the development of ro-
bust defenses against emerging threats to space assets, as
well as for the design of security architectures, intrusion
detection systems, risk assessments, and satellite attack
simulations.

We believe that the introduced taxonomy is a cor-
nerstone for guiding these and other future endeavors to
enhance satellite cybersecurity. By enhancing our under-
standing of the threat landscape, we can better protect
vital space assets and ensure the continued integrity and
functionality of LEO satellites.

The survey reveals that satellite systems are suscep-
tible to different vulnerabilities such as signal interfer-
ence, COTS, supply chain tampering, and network in-
trusions. These vulnerabilities exist between all the seg-
ments, making it crucial to implement comprehensive
security measures, including encryption, access controls,
testing, monitoring, and standards tailored to the space
industry. Although securing satellites poses challenges like
upgrade limitations, computing constraints, and supply
chain visibility, there is positive progress in this area
through growing awareness, information-sharing initia-
tives, focused R&D, and commercial providers prioritizing
security. A layered defense that integrates redundancy and
rapid recovery is essential to protect these critical space
assets against evolving threats.
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A. Threat Analysis

The security analysis that we performed in this pa-
per is based on NIST Ontology for Modeling Enterprise
Security. Figure 7 illustrates the set of entities and re-
lationships, according to which the analysis was carried
out.
Adversary Refers to an individual, group, or state that
can be held accountable for an event or incident that has
the capacity to compromise or endanger the security and
safety of a satellite system. These threat actors possess
diverse adversarial capabilities, which in turn enable them
to employ various attack techniques.
Threat An adversary’s actions can introduce threats that
have the potential to compromise crucial security proper-
ties such as integrity, confidentiality, or availability.
Adversarial Capabilities Capabilities pertain to the re-
sources and abilities accessible to the threat actor. We
differentiate between access, positional, knowledge, and
material capabilities.
Tactics Describe an adversary’s tactical goal: the reason
for the adversary’s actions
Techniques Techniques or approaches that can be em-
ployed by threat actors to actualize threats.
Sub-Techniques More specific descriptions of the ad-
versarial behavior used to achieve the adversary’s tac-
tical goal. A technique may encompass multiple sub-
techniques [10] or may not have any sub-techniques at
all.
Procedures Refers to the specific implementation em-
ployed by the adversary for a technique or sub-technique.
They pertain to how a technique is realized in academic
or industrial studies.
Vulnerability Refers to a characteristic of an asset or
technology that is prone to an attack.
Impact The consequence for which an attack was exe-
cuted.
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Figure 7: Threat analysis.

Target assets Encompass the core systems, components,
processes, data, and services that constitute a space system
(i.e., a satellite) and require protection.

To examine the threat model and establish a classifica-
tion system for attacks in the space domain, we perform
the following steps. First, we conduct a comprehensive
examination of the various segments within the satellite
ecosystem. This review primarily focuses on analyzing
the architecture of each segment and its connections to
identify the specific assets within them that can be tar-
geted. Additionally, we discuss the satellite subsystems
and their significance as potential target assets (Sections 2,
Appendix B). Second, we examine the vulnerabilities of
the identified assets and explore how adversaries might
exploit those weaknesses (Section 3). Next, we address
the capabilities of adversaries and categorize them into
six tiers based on their abilities, potential for harm,
and available resources (Section 4). Then, we provide a
concise overview of satellite attacks throughout history,
summarizing the significant attacks (Section C). Finally,
by mapping potential threat actors, their capabilities, target
assets, and vulnerabilities, and the documented attacks in
both industry and academia, we build a taxonomy for the
space domain, which is structured as an extension of the
MITRE framework (Section 6). We then apply the pro-
posed taxonomy to model two major attacks (Section 7).



B. Satellite Subsystems

The satellite’s components can be divided into two
functional areas: the payload and the bus. The bus refers
to the fundamental infrastructure and subsystems that sup-
port the satellite operation [56], [98]. Satellites typically
incorporate the following essential subsystems: electrical
power control, altitude determination and orbit control,
communication, telemetry data, thermal control, propul-
sion Control and command and data handling. A brief
overview of each of these subsystems is provided below.

The payload refers to the equipment or instruments
onboard that serve a specific purpose. It is the part of
the satellite focused on mission objectives rather than
propulsion or power systems. Payloads vary based on the
satellite’s intended application, such as communication,
Earth observation, weather monitoring, scientific research,
or navigation. They can include communication transpon-
ders, imaging cameras, navigation receivers, or scientific
sensors. Payloads are integrated with the satellite during
manufacturing and perform data processing, signal trans-
mission, and data capturing functions. They are crucial for
achieving the mission’s goals, determining the satellite’s
capabilities, and assessing its performance [98], [128]. A
payload may have its own processor and can sometimes
perform its tasks without communicating with the bus.

Most nanosatellites have power (EPS), attitude, orbit
control (ADCS), command and data handling (C&DHS),
and command and telemetry (TT&C in some satellites
it part of the communication system) subsystems as pre-
sented in Figure 8.
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Figure 8: Satellite subsystems.

B.1. Electrical Power Subsystem (EPS)

The EPS is a crucial part of a satellite, providing
energy to the satellite and its subsystems [98]. It utilizes
solar panels to convert light from the sun into electrical
energy, which is stored in batteries through chemical
processes. The batteries are the satellite’s only energy
source during the eclipse phase, i.e., when the satellite is
not facing the sun. Charging circuits charge the batteries to
a specified limit and monitor for maximum battery charge.
Verification pulses are regularly applied to the battery
during sunlight to ensure that it remains fully charged.
If the battery is partially discharged, the charging process
is repeated to ensure that it is fully charged for the next
eclipse phase. A vulnerability in the EPS can lead to a loss

of power, which can cause the satellite to malfunction or
become completely inoperable.

B.2. Attitude Determination and Control Subsys-
tem (ADCS)

The ADCS subsystem [56] ensures that the satellite is
oriented and stabilized in the desired direction throughout
its mission. It achieves this by utilizing a range of sensors
and modes that help determine the satellite’s attitude and
orientation. For example, the attitude sensors consist of
stars, magnetometers, GPS, angular velocity meters, and
angular momentum sensors, while the attitude actuators
consist of magnetic torques. The ADCS operates in var-
ious modes, including standby mode, de-tumbling mode,
and programmed tilting mode, each ow which is designed
for specific satellite operations A vulnerability in the
ADCS can cause the satellite to lose its pointing accuracy,
affecting its ability to perform its intended mission.

B.3. Communication Subsystem (COMMS)

The communication subsystem [98] of a satellite,
which is sometimes referred to as the telemetry data sub-
system (TT&C) [56], serves as the main channel for trans-
mitting the satellite’s status updates and images captured
by its camera to the ground station. It also sends out an
essential beacon to enable the satellite to be tracked by the
ground station. This subsystem includes two transmitters,
which are the beacon transmitter. This transmitter plays a
critical role in all satellite communication systems, pro-
viding continuous wave signal updates about the satellite’s
status and identity. A vulnerability in the COMMS can
affect the satellite’s ability to communicate effectively,
impacting its ability to perform its intended mission.

B.4. Telemetry, Tracking, and Command
(TT&C)

The TT&C subsystem of a satellite is responsible
for managing and controlling the satellite’s functions and
establishing links with the ground station. It is a separate
entity from the communication subsystem, consisting of
an antenna, command receiver, and tracking and telemetry
transmitter. In addition, Telemetry data is collected from
other satellite subsystems, such as the power and attitude
determination and control subsystems. The TT&C on the
ground station comprises a telemetry receiver, command
transmitter, antenna, and tracking subsystem. Therefore, a
vulnerability in the TT&C can affect the satellite’s ability
to collect and transmit data effectively, which can impact
the mission’s success.

B.5. Thermal Control Subsystem (TCS)

The TCS is responsible for managing the heat gen-
erated within the satellite by relocating or removing it
to maintain an optimal temperature environment for the
satellite. A vulnerability in the TCS can cause the satellite
to overheat or become too cold, which can impact the
satellite’s performance and potentially lead to mission fail-
ure. Some potential vulnerabilities may cause the satellite
to overheat or become too cold, negatively impacting its
performance and potentially leading to mission failure.



B.6. Propulsion Control Subsystem (PCS)

The PCS consists of a single tank for storing propellant
and four hydrazine thrusters that are situated underneath
the tank. Its main functions include storing a sufficient
amount of propellant needed for the mission, delivering
fuel to the thrusters, and ensuring proper distribution,
filtering, isolation, filling, draining, pressurizing, cleaning,
and telemetry sensing of the power. A vulnerability in the
PCS can result in losing control of the satellite, potentially
leading it to drift off course or collide with other objects
in space.

B.7. Command & Data Handling Subsystem
(C&DHS)

The C&DHS subsystem has been called an onboard
computer (OBC), a legacy of the past, because of the
shift from analog circuits to the digital domain. The term
OBC does not fully reflect the role of this subsystem,
and now it is typically referred to as the C&DHS [98].
The C&DHS subsystem is the brain and nervous system
of the spacecraft. The function of a C&DHS subsystem
is to perform onboard processing and operations and
internal communication [38]. Software management of
spacecraft operations performed autonomously is gener-
ally considered an onboard operation. The software is also
responsible for preparing the data to be downlinked and
handling any commands received from satellite operators
on the ground. In addition, the C&DHS facilitates and
controls all internal communication (consisting of head-
quarters, telemetry, and tracking data) between the satellite
subsystems.

There are two main satellite bus architectures [12].

B.8. Star Architecture

The star architecture, as depicted in Figure 9, requires
the C&DHS to establish individual data connections with
each subsystem. In this type of architecture, the C&DHS
needs multiple peripheral interfaces corresponding to the
number of subsystems on the satellite. Consequently, chal-
lenges may arise related to the wiring of these numerous
connections.

COMMS

ADCS

EPS C&DHS

TCS

PCS

Figure 9: star architecture.

B.9. Linear Bus Architecture

As shown in Figure 10, the bus architecture connects
all satellite subsystems to a bus, which operates simi-
larly to a local area network (LAN) within the satellite.

Typically, a master-slave protocol is employed in this
architecture, and three simple master-slave bus protocols
are commonly used in embedded systems: the CAN (Con-
troller Area Network), SPI (Serial Peripheral Interface),
and I²C (Inter-Integrated Circuit) protocols.
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ADCSEPS

C&DHS

TCS PCS

Figure 10: Satellite linear bus architecture.

C. A Brief History of Satellite Attacks

Since 1957, there have been over 100 significant satel-
lite attacks [104]. In this section, we present an overview
of these attacks, categorizing them based on their strategy
(see Figure 11), and then we provide a more in-depth
description of two recent complex attacks.
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Figure 11: Attack strategies; strategies are in dark gray,
while specific categories within strategies are in light gray.

C.1. Communication Threats

Satellite-based communication (SATCOM) faces sig-
nificant communication threats [119], which we break
down into five major categories (summarized in Fig-
ure 11).
Jamming. In the context of satellite attacks, jamming
refers to the intentional disruption of satellite signals by
emitting radio frequency interference. The interference
can block, obstruct, or degrade the normal functioning
of a satellite, making it difficult or impossible to receive
or transmit data. Jamming can be performed by various
means, including dedicated jamming devices, electronic
warfare systems, and even improvised devices. When
used in a satellite attack, jamming can have a wide
range of impacts, causing a loss of communication
or navigation or other critical functions. As reliance
on satellite technology continues to grow, the threat of
jamming attacks has become increasingly serious, making
it a major concern of military [125], governmental, and



commercial entities [42], [90], [131]. For instance, in
1995, intentional jamming disrupted the transmissions of
MED TV via the Eutelsat satellite, as it was perceived
to serve as a Turkish communication platform [2].
Furthermore, in 1997, an Indonesian satellite emitted
interference signals to disrupt Apstar-1A, primarily due
to its utilization of a contentious orbital location [28],
[48]. In 2000, during tank trials for the Greek army,
GPS navigation signals employed by British and US
military tanks were deliberately jammed to portray US
and British tanks as less capable, thereby influencing the
Greek military’s choice of tanks [48].

Eavesdropping In the context of satellite attacks,
eavesdropping refers to intercepting and listening to
communication or data transmissions between satellites
and other communication devices. Eavesdropping can
be performed for various purposes, such as intelligence
gathering, monitoring military or commercial satellite
communications, or disrupting satellite operations.
Various methods can be used to eavesdrop on satellites,
including intercepting radio frequency signals or using
specialized equipment to eavesdrop on satellite signals.
Eavesdropping can be performed relatively inexpensively;
for example, in one study [16], the authors demonstrated
a low-budget eavesdropping attack performed with
equipment costing less than 400$. In 2002, there was
a report of an amateur radio enthusiast from England
eavesdropping on satellite signals originating from
NATO surveillance flights [2], [86]. In 2009, insurgents
captured unencrypted live video feed from US military
unmanned aircraft using a commercial software tool
called SkyGrabber [1], [48]. In 2015, Iridium satellite
constellation communications were analyzed and decoded
to reveal clear-text pager information.22

Spoofing. In the context of satellite attacks, spoofing
is performed to falsely transmit or alter signals to
interfere with or manipulate satellite communication
systems or deceive satellite navigation systems, such
as GPS, by transmitting false signals that appear to
be coming from the targeted satellite. As a result, the
recipient of the spoofed signals may be led to believe
that the satellite is in a different location or traveling
at a different speed than it actually is. Spoofing attacks
can be used for various purposes, including misleading
military or commercial navigation systems, interfering
with critical infrastructure, or compromising satellite-
based communication networks [2]. This type of attack
can seriously affect national security and compromise
international relations [16], [131]. The proof-of-concept
for a spoofing attack was successfully performed in June
2013, when the luxury yacht, the White Rose of Drachs,
was misdirected with spoofed GPS signals, which altered
the route of the yacht [62]. In 2017, multiple vessels’
navigation systems reported false GPS signals resulting
in incorrect ship locations. This was an attempt to trigger
UAV geo-fencing and prevent drones from flying near
airports [81]. In the same year, researchers from New
Zealand were able to spoof GPS timing in an air-gapped
network to bypass time-based one-time password (TOTP)

22. https://av.tib.eu/media/38121

authentication.23

Replay Attacks Replay attacks intercept, record, and
later re-transmit valid satellite communication signals.
Such attacks can interfere with or disrupt satellite
communications by introducing a delay or repeating false
signals. In replay attacks, the attacker captures valid
satellite signals and then re-transmits them later, either
in the same form or with modifications. This can result
in confusion or errors in the communication system and
lead to disruptions in satellite navigation, communication,
or other functions. Like spoofing attacks, replay attacks
often interfere with military or commercial satellite
systems and can seriously harm national security and
compromise international relations [83], [104].

Sensor Injection/Hijacking In this specific cyber
attack, the perpetrator infiltrates a satellite’s sensor
system or network to tamper with or hinder data
acquisition. In satellites, over-the-air methods are used to
arm the satellite sensors, causing them to read false or
manipulated information. The attacker’s goal is to deceive
the satellite’s sensors or blind them. For example, In
1986, a person who called themselves Captain Midnight
interrupted the uplink and displayed messages for 4-5
minutes on HBO’s East Coast feed [30]. In 2006, China
conducted an ASAT demonstration and also used a
ground-based laser system to blind sensors on a US
military satellite [104]. In 2014, the Hamas organization
took control of an Israeli satellite feed to disseminate
propaganda [64]. Additionally, in a 2016 incident, the
broadcast of Israeli television was suddenly disrupted,
with TV screens displaying images and messages of
incitement from Hamas, which included warnings of
impending acts of terrorism [118].

C.2. Anti-Satellite (ASAT) Weapons

ASAT technology is designed to compromise or
neutralize space-based weapon systems, with a range
of capabilities that can either temporarily disable or
permanently destroy targeted spacecraft. We focus
on kinetic physical ASAT such as those discussed in
Section 4 as AC12-14, which physically impacts the
spacecraft. By the end of the 1970s, both the US and
the USSR were developing ASAT weapons capable of
destroying observation satellites [17].

EMP Weapons An electromagnetic pulse (EMP) device
can cause satellite failures through line-of-sight attacks,
similar to natural electrostatic events or radiation. The
instructions for making handheld EMPs are available
online, and some researchers and military organizations
have developed industrial-grade EMP technology.
However, hitting the target with an EMP device requires
considerable control and an additional power supply [42].

Ultrawideband Weapons Ultrawideband (UWB)
weapons are performed using radio frequency radiation
across a broad range of frequencies (typically from around

23. https://www.youtube.com/watch?v=isiuTNh5P34
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100 MHz to over 1 GHz) with minimal directivity. These
weapons are not commonly used to cause permanent
damage to spacecraft but rather to disrupt their operation.
UWB radiation can enter a satellite through its receiving
antenna and openings in its shielding. If a sufficient
amount of power is applied, it can damage the satellite’s
internal communication hardware. However, UWB
weapons can cause interference in systems, which may
require manual intervention from operators to restore
normal functioning or lead to problems that occur only
during the satellite’s exposure to radiation. Additionally,
pinpointing the source of UWB spoofing or other radio
frequency-based electronic attacks can be challenging,
resulting in the loss of valuable customer data [42].

C.3. CNE

Computer Network Exploitation (CNE) is employed
to permeate targeted computer networks, including those
associated with satellite systems, to extract valuable
intelligence information. This method enables external
entities or nations to exploit specific computers and
network infrastructures linked to satellites, aiming
to gather sensitive or classified data that is usually
safeguarded and concealed.

Social Engineering This attack leverages psychological
manipulation, such as social engineering and phishing
techniques, to deceive individuals into revealing sensitive
information or undertaking actions that jeopardize
satellite system security. Attackers may impersonate
trustworthy figures, tricking targets into actions like
downloading malware, which compromises system
integrity. To mitigate these risks, satellite operators must
recognize these deceptive tactics, and manufacturers
should enforce stringent security measures to prevent
unauthorized access [16], [44], [104], [119], [138]. In
2006, NASA officials fell victim to a cyber attack when
they clicked on a link in an email, which compromised
their Washington headquarters’ workstations and allowed
the attackers to access cutting-edge satellite research
files [48]. In 2017, an Iranian group called APT33 sent
phishing emails to aerospace companies that included
a link to download a Trojan backdoor [100]. In 2016,
a hacking group called APT28, sponsored by Russian
intelligence, used a phishing email to trick users into
downloading a malicious file containing executable code
containing a Trojan that looked like a PDF [59], [67].

Backdoor Satellite systems can be vulnerable to back-
doors, which can take various forms, such as weaknesses
in ground stations and communication networks, cyber-
attacks on satellite communications, and embedding ma-
licious software or hardware during development. These
backdoors can be exploited after the satellite launch,
threatening the system’s integrity and security. Further-
more, backdoors in signal-processing hardware could po-
tentially hide or distort crucial data, affecting the system’s
functionality. To prevent these risks, robust cybersecurity
measures should be implemented at all stages of satellite
system development and operation. [6], [14], [32], [104].
DDOS The ground segment and communication in satel-
lite systems face a significant threat from Distributed

Denial of Service (DDoS) attacks. These attacks could dis-
rupt the crucial interaction between ground infrastructure
and satellites. To counter such threats, cybersecurity firms
like Cloudflare have implemented mitigation techniques,
such as proactive restriction of network requests, to pre-
vent DDoS attempts. Additionally, adopting Software-
Defined Network (SDN) technology in Space-Air-Ground
Integrated Networks (SAGIN) is a structured approach
towards centralizing management to mitigate DDoS at-
tacks at the GS end in satellite networks. These measures
underscore the evolving cybersecurity landscape, empha-
sizing the importance of protective measures to ensure
the resilience and operational integrity of satellite systems
amidst emerging threats [34], [135].

C.4. Inside Attack

When an individual gains control over a satellite
system or its components, it creates a vulnerability to
internal attacks. These harmful attacks might manifest as
data manipulation, the insertion of hardware backdoors,
unauthorized access elevation, or denial-of-service (DoS)
attacks. Utilizing these tactics, an assailant could augment
their control, forge pathways for recurrent system access,
or deliberately compromise the integrity of the satellite’s
data.
Data Corruption This is a cyber attack in which an
attacker deliberately alters or destroys data in a computer
system or network. This type of attack can cause signif-
icant damage, as it can compromise data integrity and
make it difficult or impossible to use. Data corruption
attacks can be carried out in various ways, including using
malware, causing physical damage to storage devices, and
performing network attacks. Data corruption attacks can
occur on LEO, SATCOM, and navigation satellites either
on the ground segment or the satellite system. An example
of such an attack is damaging stored imagery data to
prevent its use in intelligence [18], [104].
Hardware Backdoor In the context of satellite attacks,
hardware backdoor attacks refer to inserting a malicious
component during manufacturing or maintenance, provid-
ing a hidden entry point for attackers to gain unauthorized
access to and control of satellite systems. Attackers can
issue commands, modify settings, or render the satellite
useless, leading to severe consequences [32], [104].
Privilege Escalation Satellite systems are vulnerable to
attacks from malicious actors who can exploit weaknesses
to gain unauthorized access to sensitive data or take con-
trol of specific functions. Attackers may use compromised
software, tampered hardware, or social engineering tech-
niques to achieve their objectives. The ultimate goal is to
penetrate restricted areas and gain unauthorized influence
or control. To prevent such attacks, it is essential to
implement strong security measures such as encryption
and stringent authentication protocols. For example, an in-
truder might manipulate a software application associated
with a satellite’s payload to issue flight control commands.
This attack requires initial access to the flight control
subsystem and further privilege escalation, highlighting
the need for comprehensive security practices to protect
the integrity of satellite operations [22], [44], [104].
Denial of Service (DoS) In the satellite industry, Denial
of Service (DoS) attacks refer to any attempt to disrupt



the normal functioning of a satellite, either physically,
such as by damaging hardware or by interfering with
communication systems. For instance, a hacker can force
a satellite to enter ”safe mode” by commanding the GS
to attack the satellite to make it stop communicating with
the GS [87], [88].

C.5. Malware

The risk of malware attacks on satellites is increasing,
which poses a significant threat to their functions, in-
cluding communication and navigation. An attacker gains
unauthorized access to the satellite’s systems and exploits
software vulnerabilities, supply chains, social engineering,
or weak passwords. This attack involves using malware to
infiltrate the satellite’s design and disrupt or turn off its
critical functions.
Generic Malware Generic malware is a term used to
describe malware that is not explicitly targeted at a par-
ticular individual or organization. This type of malware
is often used in large-scale attacks where the goal is to
infect as many computers as possible to gain access to
sensitive information or to use the infected computers for
other nefarious purposes, such as sending spam or launch-
ing distributed denial-of-service (DDoS) attacks. Generic
malware can be difficult to detect and remove and have
severe consequences for individuals and organizations.
Satellites have been targeted by malware attacks recently,
causing concern in the cyber world. In one such attack
in 2005, malicious software successfully stole a large
amount of data from computer systems. This malware
then spread to other networks, sending an alarming 20
GB of compressed data to an overseas location. Another
attack in 2007 involved a virus that aimed to steal gaming
credentials and send them to a central hub. Although it
seemed harmless, it exposed significant vulnerabilities in
outdated systems like Windows XP. In 2014, researchers
and system administrators discovered their machines had
been hacked, indicating a deliberate intrusion to access
sensitive information. These incidents are a stark reminder
of the persistent threat satellites and their associated sys-
tems face, as shown in the attacks database [2].
Bespoke Malware Bespoke malware is malicious soft-
ware that is custom-made for a specific target. It is
typically created by hackers or cybercriminals to steal
sensitive information, disrupt critical systems, or cause
other types of damage [48].

C.6. Control of Satellite

Control of Satellite or Satellite/payload hijacking is a
cyber attack that targets satellite systems to gain unautho-
rized access and control. In this case, the attacker exploits
vulnerabilities in the satellite’s communication protocols
or ground station equipment to issue commands to the
satellite, modify its orbit, turn off its functionality, etc.,
disrupting critical services or loss of life. In 1998, a satel-
lite inadvertently faced the sun, resulting in substantial
damage and rendering it inoperative, with speculative con-
nections to a security breach at the Goddard Space Flight
Centre [48]. Fast forward to 2008, the satellite experienced
brief periods of interference on two separate occasions, in
June and October, achieving attacker command control,

though no commands were executed. Reports suggest that
commercially operated ground stations might have been a
vulnerability, a claim that KSAT refutes [37], [48]. In the
same year, a Trojan horse compromised the NASA John-
son Space Center’s computers, exposing the International
Space Station (ISS) to potential attackers and causing
disruptions in several systems, exacerbated by outdated
software onboard the ISS [48].

C.7. In-depth Analysis of Recent Sophisticated
Cyber Attacks on Satellite Systems

This subsection provides a comprehensive examina-
tion of two recent and sophisticated cyber attacks target-
ing satellite systems, illustrating the multifaceted nature
of these threats and the various strategies employed by
adversaries to achieve their objectives.

C.7.1. Viasat Cyberattack . During the cyberattack on
Viasat, the attackers were able to exploit vulnerabilities
in the KA-SAT ground segment, which disrupted the
satellite’s communication network. The primary impact of
this targeted assault was on the Ukrainian infrastructure,
and it is believed that the attack originated from Russia.
The attackers focused their efforts on two crucial parts
of the ground segment - the modems used by individual
users and the modem control servers. It is suspected that
the initial point of intrusion occurred via the Internet,
potentially through an unpatched VPN appliance manu-
factured by Fortinet. The attackers likely gained access
to Skylogic’s gateway earth stations or POP server via
this VPN, enabling them to tunnel through the trusted
management network and ultimately reach the Surfbeam 2
modem. The attackers used privilege escalation by manip-
ulating modem management through another unpatched
VPN. Moreover, it is suspected that the attackers were
able to install an ELF binary named ”AcidRain” through
a valid firmware update, which resulted in the deletion of
data from the modem’s flash memory. The consequences
of this attack went beyond Ukraine, affecting Germany
and other European countries. This spillover effect may
have occurred due to an error in selecting the geographic
cells that received the malicious signal or the overlap of
Ukrainian territory with other EU countries. [19].

C.7.2. ICARUS. DDoS attacks on low-orbit satellite net-
works (LSNs) are a growing concern due to the unique
vulnerabilities of these decentralized systems. In a typical
DDoS attack on LSNs, attackers flood a target with traf-
fic from compromised hosts, overwhelming its resources
and causing disruptions. Common types of DDoS attacks
include ICMP Flood, TCP SYN Flood, UDP Flood, and
HTTP Flood. One particularly concerning attack is the
ICARUS attack, which is designed to blend in with
legitimate traffic, making it hard to detect. Attackers
can disrupt LSN communication by exploiting satellite
movements, compromising devices connected to satellite
terminals, and congesting specific network links. This is
true for ICARUS and DDOS attacks in LSN. These attacks
highlight the need for robust security measures to protect
satellite-based networks [50], [136].



TABLE 4: Reported attacks mapped to MITRE taxonomy presented in Section 6.

Ref Violation
Type

Reconnaissance Resource De-
velopment

Initial Access Execution Persistence Defense Eva-
sion

Lateral
Movement

Impact

[19] Availability Gather space
Comm Info

Compromise
Infrastructure

Ground
station,
Network,
wireless
comm

Exploit
Hardware/-
Firmware
Corruption,
Malicious
Code

- - Constellation
Hopping via
Crosslink, Rx
to payload,
Rx to bus,
payload to
bus

Sabotage,
Attack
endpoints,
Denial of
service

[50] Availability Public space
scanners,
Gather space
Comm Info,
Constellation

Acquire
Infrastructure

Network Malicious
Code

- Valid Creden-
tials

Constellation
Hopping via
Crosslink

Tampering
with network
communica-
tion, Denial
of service

[136] Availability Public space
scanners,
Gather space
Comm Info,
Constellation

Acquire
Infrastructure

Network Malicious
Code

- Valid Creden-
tials

Constellation
Hopping via
Crosslink

Tampering
with network
communica-
tion, Denial
of service

[27] Integrity,
Confidential-
ity

Gather space
Comm Info,
Constellation

Acquire
Infrastructure,
Obtain Cyber
Capabilities

Network social
engineering,
Malicious
Code

Backdoor Valid Creden-
tials

- Eavesdropping

[78] Integrity Gather space
Comm Info

Acquire
Infrastructure

Signal Replay, Valid
Credentials

- - - Tampering
with network
communica-
tion, Attack
endpoints on
the ground

[112] Availability Constellation Acquire
Infrastructure

Ground
station

Malicious
Code

Valid Creden-
tials

Prevent
Downlink

- Tampering
with network
communica-
tion, Denial
of service



D. Acronyms

Acronym Meaning
ADCS Attitude Determination and Control Subsystem
AGS Aeronautical Aircraft Ground Stations

ASAT Anti-Satellite Weapon
AWS Amazon Web Services

C&DHS Command and Data Handling Subsystem
CAN Controller Area Network

CC&DS Consultative Committee for Space Data Systems
CCSDS Consultative Committee for Space Data Systems

CNE Computer Network Exploitation
COMMS Communication Subsystem

COTS Commercial Off-The-Shelf
DoS Denial of Service

DDoS Distributed Denial of Service
EMP Electromagnetic Pulse
EPS Electrical Power Subsystem
EO Earth Observation

GEO Geostationary Earth Orbit
GNSS Global Navigation Satellite System

GS Ground Station
HANE High-Altitude Nuclear Explosion
ISCCP International Satellite Cloud Climatology Project

ISL Inter Satellite Link
ITU International Telecommunication Union
LAN Local Area Network
LEO Low Earth Orbit
LSN LEO Satellite Network
MGS Land Mobile Ground Stations
MEO Medium Earth Orbit

MITRE Adversarial Tactics, Techniques, and Common Knowledge
MMOD Micrometeoroids and Orbital Debris
NASA National Aeronautics and Space Administration
NIST National Institute of Standards and Technology
OBC Onboard Computer
PCS Propulsion Control Subsystem
PGS Personal Ground Stations
PoP Point of Presence
RF Radio Frequency
RFI Radio Frequency Interference
Rx Receiving Interface

SATCOM Satellite Communication
SDR Software Defined Radio
SGS Maritime Ship Ground Stations
SSP Satellite Service Provider
TC Telecommand
TM Telemetry

TOTP Time-based One Time Password
TTC Telemetry, Tracking and Command
TCS Thermal Control Subsystem
Tx Transmission (telecommunications)

UHF Ultra High Frequency
UWB Ultrawideband
VHF Very High Frequency
VSAT Very Small Aperture Terminal

TABLE 5: Acronym table.
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