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Binary similarity involves determining whether two binary programs exhibit similar functionality, often
originating from the same source code. In this work, we propose VEXIR2VEc, an approach for binary similarity
using VEX-IR, an architecture-neutral Intermediate Representation (IR). We extract the embeddings from
sequences of basic blocks, termed peepholes, derived by random walks on the control-flow graph. The peepholes
are normalized using transformations inspired by compiler optimizations. The VEX-IR Normalization Engine
(VEXINE) mitigates, with these transformations, the architectural and compiler-induced variations in binaries
while exposing semantic similarities. We then learn the vocabulary of representations at the entity level of the
IR using the knowledge graph embedding techniques in an unsupervised manner. This vocabulary is used
to derive function embeddings for similarity assessment using VEXNET, a feed-forward Siamese network
designed to position similar functions closely and separate dissimilar ones in an n-dimensional space. This
approach is amenable for both diffing and searching tasks, ensuring robustness against Out-Of-Vocabulary
(OOV) issues.

We evaluate VEXIR2VEC on a dataset comprising 2.7M functions and 15.5K binaries from 7 projects compiled
across 12 compilers targeting x86 and ARM architectures. In diffing experiments, VEXIR2VEc outperforms
the nearest baselines by 40%, 18%, 21%, and 60% in cross-optimization, cross-compilation, cross-architecture,
and obfuscation settings, respectively. In the searching experiment, VEXIR2VEC achieves a mean average
precision of 0.76, outperforming the nearest baseline by 46%. Our framework is highly scalable and is built as
a lightweight, multi-threaded, parallel library using only open-source tools. VEXIR2VEC is ~ 3.1-3.5X faster
than the closest baselines and orders-of-magnitude faster than other tools.

CCS Concepts: » Security and privacy — Software security engineering; - Computing methodologies
— Knowledge representation and reasoning; Machine learning; - Theory of computation — Program
analysis.

Additional Key Words and Phrases: Binary Similarity, Program Embedding, Representation Learning

1 Introduction

Binary similarity is the task of determining whether two binary programs exhibit similar function-
ality, often originating from the same source code. Solutions to this problem enable applications in
vulnerability analysis [34, 59], malware detection [30], plagiarism identification [68], copyright au-
thentication [88], profile matching [72, 99], code lifting [65, 83], and redundancy elimination [105].

This paper focuses on two flavors of the binary similarity problem: diffing and searching. Diffing
aims to identify similar or dissimilar regions (e.g., basic blocks, functions) between two binaries.
Searching involves retrieving a binary function from a large pool of binary functions that is similar
to the query code. These tasks become challenging in an adversarial setting, where binaries compiled
from the same source code vary due to several factors: (i) Compiler choice (e.g., Clang, GCC, ICC);
(i) Compiler version (e.g., Clang 6.0.0 vs. Clang 17.0.0); (iii) Compiler optimizations (e.g., GCC -00
vs. GCC -03); (iv) Target architecture (e.g., x86, ARM); and (v) Use of obfuscation (e.g., control-flow
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flattening or dead control flow). These variations in compilation configurations can significantly
alter the binaries in terms of syntax, semantics, and structure, as we discuss in detail in Section 2.2.

State-of-the-art Solutions to Binary Similarity in Adversarial Settings. Binary similarity tools typi-
cally employ various representations to bridge the gap between raw binary and a more analyzable
format. These representations include assembly languages [26, 66, 75], virtualized bytecodes [13, 22],
or abstract syntax trees [108]. Once converted, several techniques are used to identify code similari-
ties. These approaches are inherently heuristic because the general problem of determining program
equivalence is undecidable [82]. Common heuristics leverage graph matching techniques [114],
hashing of code sequences [3, 22, 77, 99], or Machine Learning (ML)—an approach that presently
enjoy great popularity. ML models have emerged as the dominant approach due to their ability to
learn complex relationships within code [26, 27, 66, 75, 102, 110, 113].

Machine learning approaches for binary similarity require converting code into a numerical
vector suitable for use as the model’s input. These vectors can encode either handcrafted features
or learned representations. Feature-based approaches [20, 29, 31, 79] use manually defined program
characteristics, such as the number of opcodes, loops, and function calls, to represent the binary. In
contrast, distributed representations are learned through representation learning techniques [6].
This learned representation is a real-valued vector of a chosen dimensionality, conventionally
referred to as an embedding [26, 27, 66, 96]. Embeddings capture complex relationships within the
code that may not be easily captured by hand-crafted features.

Limitations of previous work. Although much progress has been achieved in the domain of binary
similarity, we perceive a few limitations in the current state-of-the-art solutions:

(1) The existing approaches that use assembly code for modeling binary similarity achieve
good results [1, 27, 56, 96], but are trained for specific architectures. Hence, they cannot be
used to compare binaries targeting new architectures that were not included in the training.

(2) Binary comparison tools that determine a similarity score between pairs of binaries [27,
85, 113] face challenges in scalability, particularly for searching tasks. While effective for
diffing, their reliance on pairwise comparisons makes them impractical for searching large
datasets due to the resulting quadratic worst-case time complexity.

(3) Scalability is also an issue in binary similarity tools that are based on the modern language
models [24, 60, 93]. Techniques such as Oscar [76], PalmTree [56], jTrans [97], Sem2Vec [96]
and kTrans [112] require very high training time, even when using clusters of GPUs [64].
For instance, Oscar and jTrans were trained using 8 V100 GPUs each, while kTrans was
trained using 4 V100 GPUs. Nevertheless, training times often span weeks.

(4) Encoding program Control-Flow Graphs (CFGs) using Graph Neural Networks (GNNs)
presents scalability challenges due to the high computational cost inherent to GNNs [64, 101].
This limitation also affects tools like DeepBinDiff [27], which rely on DeepWalk and matrix
factorization [106] for CFG modeling. In our experiments with DeepBinDiff (Sec. 8.4),
training times reached approximately 7.5 hours per epoch, hindering its application to
binaries exceeding 300KB within a two-hour analysis (“timeout”) window.

(5) A final shortcoming that we perceive in previous work regards availability. As shown
by Haq and Caballero [40], several approaches do not release their software, limiting the
reproducibility of scientific results [64]. Moreover, some of these tools [26, 63, 102, 108] are
limited by the use of licensed/proprietary disassemblers such as IDA-Pro [43].

VExXIR2VEC: The Contribution of this Work. To address these limitations, we propose VEXIR2VEC,
an embedding approach that represents binary functions as continuous, n-dimensional distributed
vectors. The design of VEXIR2VEC embodies five characteristics, which we describe below.
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Architecture-Neutral: The VEXIR2VEC embedding of a binary is extracted from its VEX-IR
intermediate representation, which is architecture neutral [95]. Thus, as Section 2.1 explains,
VEXIR2VEC can be used to compare binaries compiled to targets such as x86 and ARM.

Structural Encodings: The VEXIR2VEc embedding is extracted from sequences of basic blocks
taken from the function’s control-flow graph. These straight-line sequences—henceforth
called peepholes—are produced via random walks (Section 4.1). Random walks reveal struc-
tural properties, emphasizing frequently connected blocks and blocks nested within loops.

Normalizing Transformations: The peepholes are amenable to normalizing transformations
(Section 4.3). Normalizations are rewriting rules inspired by compiler optimizations'. They
remove uninteresting syntactic details from the peepholes that do not contribute to revealing
their essential semantics. We implement these normalizations on VEX-IR as a library called
VEXINE.

Learned Embeddings: Vocabulary of VEXIR2VEC is learned from the IR entities—opcodes, types,
arguments—using representation learning techniques with simple feed-forward networks [6,
98]. Thus, unlike approaches that learn the representations of instructions [64, 113], VEXIR2VEC
avoids Out-Of-Vocabulary (OOV) issues. Learning this vocabulary is a one-time pre-training
step; once learned, the vocabulary is independent of the binary similarity task (Section 5).

Application-Independent: VEXIR2VEC can be adapted to different tasks, such as diffing or search-
ing. To this end, we designed VEXNET, a Siamese network [52] which fine-tunes the vocabu-
lary to represent functions as points in an embedding space, where similar functions are
closer to each other while dissimilar functions are far apart (Section 6).

The intuition behind the design of VEXIR2VEC is that decomposing two similar functions into a
sufficiently large number of peepholes is likely to result in many of these peepholes having similar
semantics. This semantics can be inferred as the composition of the semantics of the individual
entities that make up the peephole. The implementation of this intuition into an actual tool is able
to address the limitations of previous works in terms of scalability, precision, and availability.

Scalability. The experiments in Section 8 demonstrate the practicality of VExIR2VEc. The peep-
hole extraction algorithm is linear on the number of basic blocks that constitute the CFG (Section 4.1)
as opposed to the other approaches that use GNNs and matrix factorizations. As the normalizations
are applied to the straight-line peepholes, the time taken is linear in the length of the peephole. As
we use simple models, the training time of VEXNET is about 5-8 seconds per epoch, resulting in an
improvement of about 1080X—-5000% in comparison to systems like SAFE [66] and BinFinder [79].
Inference, i.e., the usage of the trained system, is equally fast. VEXIR2VEc is ~ 3.1X faster than
SAFE [66], = 3.5% faster than BinFinder [79], and orders-of-magnitude faster than DeepBinDiff [27].

Precision. The evaluation in Section 8 shows that VEXIR2VEC is more precise than BinDiff [114],
DeepBinDiff [27], SAFE [66], BinFinder [79]. We also compare our approach with the represen-
tations created by using the histograms of opcodes, originally proposed by Damasio et al. [20]
for source-codes. Our evaluation uses a dataset made of 2.7M functions and 15.5K binaries built
from 7 projects (Findutils [33], Diffutils [25], Coreutils [18], cURL [87], Lua [62], PuTTY [78], and
Gzip [38]) compiled with 12 different compilers targeting x86 and ARM. In the diffing scenario,
VEXIR2VEC’s F1 Score outperforms the nearest baselines in cross-optimization, cross-compiler,
cross-architecture, and obfuscation settings by 40%, 18%, 21%, and 60% respectively. In the searching

The normalizations described in Section 4.3 include register optimizations, copy propagation, constant propagation, constant
folding, redundancy elimination, and load-store elimination. These rules are applied to local sequences of instructions (the
peepholes) without global code knowledge; hence, they are unsound. However, soundness is not important in this context:
the normalizations are designed to reduce the differences in IR generated from different architectures and compilers.
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scenario, VEXIR2VEC outperforms the nearest baseline by 46%, obtaining a mean average precision
of 0.76 across different configurations.

Summary of Contributions. The high precision and scalability metrics reported in Sections 8
and 9 result from a number of contributions, which we summarize as follows:

Insights: We show that the combination of representation learning, extraction of program structure
via random walks, and normalization of the code sequences is an effective way to solve
binary similarity tasks.

Representation: We show that VEX-IR is a suitable intermediate representation to solve binary
similarity problems in an adversarial setting.

Methodology: VEXIR2VEC introduces a decoupled approach to solve binary similarity, which
separates the task of learning a vocabulary from the task of training a model to solve binary
similarity problems such as diffing or searching.

Implementation: We build VEXIR2VEC, which consists of the VEX-IR Normalization Engine
(VEXINE), an embedding extractor, and a tunable model (VEXNET). VEXIR2VEC is a parallel
library written in Python, available as a command line tool and via a web interface.

These contributions are detailed throughout the paper. Section 2 provides background and
motivation, highlighting the challenges of binary similarity. Section 3 introduces our proposed
approach, demonstrating how it addresses these challenges. The next three sections delve into
VEXIR2VEC’s technical details. Section 4 discusses the first phase, where binaries are decomposed
into smaller units. Section 5 explores the vocabulary learning phase, and Section 6 details the
fine-tuning for similarity. Evaluation of VEXIR2VEC’s effectiveness is presented in the subsequent
sections. Section 7 describes the experimental setup, followed by results and ablation studies in
Sections 8 and 9, respectively. Section 10 reviews related work, highlighting the novelty of our
approach. Finally, Section 11 summarizes the paper’s findings and potential future directions.

2 Background and Motivation

In this section, we introduce the key ideas that we discuss in this paper. We begin by describing
the VEX-IR in Section 2.1, the intermediate format we rely on for analyzing binary files. Then, in
Section 2.2, we explain why binary similarity analysis is a difficult problem. In Section 2.3, we show
how our work deals with the challenges mentioned in Section 2.2, introducing one of the central
notions of this paper: peepholes of basic blocks.

2.1 VEX-IR: The Intermediate Representation

The process of binary similarity analysis may optionally involve lifting the assembly code into some
higher level program representation [26, 66, 75] such as Abstract Syntax Tree (AST) [108] or an
Intermediate Representation (IR) [13, 22]. Once the binary is converted to the desired representation,
different graph/hash matching techniques or ML approaches can be used to solve the underlying
binary similarity problem.

angr angr ML Models
Fig. 1. VEXIR2VEC uses angr for disassembling the binaries and obtaining the VEX-IR; Function Embeddings
for binary similarity tasks are obtained by training simple Feed Forward Neural Networks.

The program representation used in this paper to solve binary similarity is VEX-IR, the IR
used by Valgrind [71] and angr [95]. VEX-IR is derived from the assembly code; however, it
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abstracts out many architecture-specific details, such as register names. Instead of using machine
registers, instructions refer to variable names, which are in the static single assignment (SSA)
form [19, 80]. Thus, each variable name has only one definition site. VEX-IR presents another
high-level characteristic: it is typed. Nevertheless, VEX-IR also preserves some machine-specific
information, such as side effects, pointer sizes, instruction flags, and calling conventions, for instance.
As we explain in Section 2.3, we opted to work with VEX-IR because this format is architecture-
neutral and open source; hence, it is amenable to cross-architecture binary similarity analysis.
Figure 1 shows how VEX-IR related with the different phases of the binary diffing techniques that
this paper introduces.

t17 =Idle : i32 (M1) t2 =Idle :i32 (M1)
116 = 32 uto64 (t17) put (r68 ) = M2
put (r32) =116 ts5 =Idle :i32 (t2)
put (r184 )= M2 put (r68 )= M3
t19 = Idle : i32 (M3) t8 = Idle : i32 (M4 )
118 = 32 uto64 (t19) put (r68 ) = M5

120 = 64 1032 ( 118 ) t11 = Idle : 132 (18)
122 = 64 1032 ( 116 ) 115 = add32 (15, t11)

~ 2= add32 (120, 122) o put (68 ) = M6

< 126 = 32 utob4 (12 118 = Idle : i32 (M7 )

= put (r184 )= M4 put (r68 ) = M8

I movl 4(%esp), Y%eax 127 = 64 t032 (126 ) stle (118 ) =t15

2 movl 8(%esp), Y%oecx stle (M5 ) = t27 put (r68 ) = M9

addl %eax, %ecx put (1184 ) = M6 24 = Idle : 132 (M4 ) Idr r0, [sp, #12]

N\_movl %ecx, 12(%esp) /B0 =1dle : 132 (M3) " = put (168 ) = M10 Idr r1, [sp, #8]

S “movi %eax, B(%esp) . 0 129 = 32 utob4 (130) s 27 = Idle : i32 ( 124 ) a:’d;o' rO':m

= /" movl %ecx, 4(%esp) |7 put (r184)= M7 put (168 ) = M11 Str r, [sp, — 1
31 = 64 1032 (129 30 =1Idle:i32 (M1) 0. [sp, #4]

(a) x86 str r0, [sp, #8]

stle (M1) = t31 put (168 ) = M12

2 put (r184 ) = M8 stle (130 ) = t27 (d) arM

n 134 = Idle : 132 (M5 ) \' put (168 ) = M13

< 133 =32 utob4 (134 ) - 36 = Idle : 132 (M7)
put (r184)=M9 put (r68 ) = M14
135 = 64 1032 ( 133 ) 39 = Idle : i32 (136 )
stle (M3 ) =35 put (168 ) = M15

t42 = Idle : 132 (M4 )

put (16 ) = t42

put (68 ) = M16

stle (42 ) = 139

(c) ARM - angr

Fig. 2. VEX-IR corresponding to the section of the programn3 = n1 + n2; n1 = n2; n2 = n3; to compute
the Fibonacci series generated by angr from x86 and ARM binaries.

(b) x86 - angr

Example 2.1. Figures 2 (b) and (c) show two VEX-IR programs. These two programs implement
the same sequence of three operations. They differ because they were produced out of different
assembly codes. Each line of code represents an instruction in Figures 2 (a) and (d). Names such as
126 represent variables. VEX-IR programs can use an unbounded surplus of these names. Indeed, the
static single-assignment property ensures that each variable is defined with a new name. Memory
addresses and registers, in contrast, do not follow this property. Thus, a register such as r184 in
Figure 2 (a) can be affected multiple times. The same is true for memory addresses such as M1 or M2.

2.2 Challenges in Binary Similarity

The binary similarity problem is challenging for several reasons. The same source code might yield
very different binaries due to the differences in compilers, optimization levels, target architectures,
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or obfuscations0. Any one of these factors might change the instructions present in a program,
as well as the control flow created by these instructions. This section discusses some of these
challenges.

2.2.1 Compiler and Optimization Levels. It is well understood that different compilers generate
different assemblies and binaries for the same source code. Such divergences are due to several
factors, including the underlying optimizations and internal cost models used by these compilers
at different stages of compilation. Moreover, even binaries produced by the same compiler out of
the same source code can present substantial differences, depending on the optimization level used
during code generation.

Structural Differences. The control-flow graph of a program determines the possible paths through
which execution can flow along that program. Many binary diffing tools rely on structural properties
of control-flow graphs to compare programs [10, 27, 49, 56, 102]. These tools first construct a CFG
for each function in the binary, then compare them using graph isomorphism algorithms [91] or
ML algorithms and models to identify similar or identical subgraphs. However, such algorithms
leverage structural properties that can be significantly affected by how the binary code is produced.
In particular, optimizations like loop unrolling, function inlining, and tail call elimination cause
substantial changes to a program’s CFG. Example 2.2 illustrates this issue by comparing control-flow
graphs produced by GCC and Clang under different optimization levels.

L =
= I ! B
[
== L T ‘ ‘ s
e R i R N N o
—
i u ===
(a) x86 - GCC10 -00 (b) x86 - GCC10 -03 (c) x86 - Clang10 -00 (d) x86 - Clang10 -03

Fig. 3. The CFG of adjust_relative_path method from elfedit of binutils project generated by GCC 10
and Clang 10 compilers under different optimizations

Example 2.2. Figure 3 shows the CFGs corresponding to adjust_relative_path method of
Binutils generated by GCC and Clang compilers at -00 and -03 optimization levels. The size of
the blocks is proportional to the number of instructions they contain. As it can be observed, the
topology of the CFGs, the number of basic blocks, and their size vary significantly across different
optimizations and compilers.

Instruction-Level Differences. Many binary diffing tools use the hashing of code sequences to
compare snippets of binary code [3, 22, 46, 77, 99]. However, just like the structural properties
previously mentioned, the instructions that make up the function also vary depending on how code
is generated. Differences arise due to the heuristics used by the compilers to perform instruction
selection and scheduling. In this regard, compilers reorder instructions differently across architec-
tures to minimize pipeline stalls and improve execution efficiency. Furthermore, in architectures
such as x86, the same operation can often be expressed in many ways. Such differences can be
dramatic, as Example 2.3 demonstrates.
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Example 2.3. The heatmap in Figure 4 shows the frequency distribution of the x86 instructions
in the binaries of FindUtils generated by Clang and GCC. The figure shows that these compilers use
different instructions within and across optimization levels. For instance, the endbr64 instruction
is emitted 4, 682 times by GCC, whereas Clang generated this instruction only 71 times. Similarly,
instructions like inc and dec are mostly emitted by both compilers when they optimize for code
size at the -Os level. Even among the vector instructions, Clang and GCC use different instructions
as Figure 4 demonstrates.

0 20 40 60 80 100 0 100 200 300 400 500
clang-00 | | [ ] [ | [ |
clang-01-
clang-02 [ [ ] [ N | |
cang-03- Wl N ] ]
clang-Os-
gcc-00- WM [ ] | | | |
gcc-01- [ ] [ ] | ||
gcc-02 i in [ ] [ ]
gcc-03 H EEm ] || | | | | [ | || |
gcc-0s- [0 [ P D R | | | iR R Em ® W
QTO0 OFS LIS DRO5 DLODDL L LD Y DD LR Q 9L L2POIJIEQL 50909000 20008
SSEFESSEE SHra s oSS SEEFESLITEE  INNGESIS R TR S IELESE 3%
o o o Py 3. &5 ocoON T
77 FEESET o008 SES9ETT € 565E87LL 58
OYYETERIT QT O C0& Qo
g3 58
< ISR
0 2000 4000 6000
clang-00- W M | | [ | | ||
clang-01- B [ ] | [ ]
clang-02- | | | | | | [ ] | |
clang-03- W H H [ | [ [ | |
clang-Os- | B ||
gcc:00- W H W | & | | | [ ]
gcc-01- 1 [ | [ & | [ | ]
gcc-02- W [ ] [ ] [ ] [ ]
gcc-03- M | | [ & | L] | | |
gcc-0s . . i . ol : )
BRQIUISSDVQA0LVVIL QU0 Q5T QS TOSSHIFFLLLIDHLY
S O PSS OSRIN YOSV ELL s SV FHEFSE
= Q U OQ0Y SNNNSNSO
FSFSEEN) 3

wn

Fig. 4. Heatmap showing the frequency distribution of the instructions acros
generated by Clang 10 and GCC 10 compilers with different optimization levels.

2.2.2  Target Architecture. The challenges in cross-architecture binary similarity stem from the
differences in the syntax of assembly code and the structure of the induced CFG. Even when
this target-specific assembly code is lifted to a common intermediate representation, the problem
of matching them is still difficult because executables written in different assembly codes are
unlikely to yield the same structure and instructions once converted to a common intermediate
representation. Many factors might explain such differences:

(1) Binaries compiled for different architectures may exhibit variations in memory layout,
including the organization of data structures and the allocation of functions in memory.

(2) Different architectures may use different byte orders (endianess) to store multi-byte data.

(3) System calls and API functions can vary between architectures.

(4) Binaries may dynamically link to different versions of system libraries.

(5) Compilers for different architectures may optimize code differently.

Example 2.4. Going back to Figure 2, on Page 5, we see the intermediate representation that angr
generates for two binary programs that were compiled from the same source code: one of them
runs in x86, the other in ARM. Noticeable differences between these intermediate representations
include:

- Redundant extensions/truncations: Variable t17 in Figure 2(b) is extended from 32 to 64
bits in L2, followed by truncation back to 32 bits in L8 before any use.
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- Redundant load-stores: In L13 of Figure 2(b), the variable t27 is stored in the memory
location M5, and in L21 the same memory location is loaded to a new variable 34 and used
before any write to the memory location. Such operations are typically introduced during
the code generation phase of an SSA-based IR.

- Special Register Updates: The updates to special registers like instruction/stack pointer
(put operations on r184 and r68 in Figure 2(b)/(c)) in a straight-line code.

- Indirect Memory Accesses: Indirect memory accesses arising out of architectural seman-
tics like ¢5 in L8 of Figure 2(c) vs. t20 in L9 of Figure 2(b).

2.3 Normalized Instruction Traces to Minimize Code Differences

The objective of our work is to learn to represent the functions in the binary as embeddings,
such that semantically similar ones are mapped onto vectors that are spatially close in a multi-
dimensional Euclidean space. To achieve this goal, we aim to extract program embeddings from a
representation that achieves the following properties:

Shape Sensitiveness: Instructions that run more often should be given higher importance. In
other words, instructions that exist in confluence points (the post-dominators of branches)
or within the cycles of the CFG should influence the embeddings more heavily.

Normalizable: The effect of redundant instructions as those seen in Example 2.4 should be
discarded as much as possible. In this regard, the instructions should be normalizable,
meaning that such redundancies should be pruned prior to the construction of the vector
representation of programs.

Flow Insensitiveness: Recent findings have shown that embeddings that map binaries to vectors
should be flow-insensitive to resist changes in the order of instructions [20, 36]. This
requirement is motivated by Example 2.2 which illustrates how the ordering of instructions
and the control-flow graph of programs change once these programs are compiled to target
different architectures.

To achieve these three goals, our approach builds from the sequences of Basic blocks, which we
term as peepholes. Because this notion is fundamental to the presentation that follows, Definition 2.5
states it formally.

Definition 2.5 (Peephole). Let G = (V, E) be the control-flow graph of a program, where V is a set
of basic blocks—instructions that always run in sequence. An edge v; — v; € E denotes a branch
from v;,v; € V. A peephole is a list of k contiguous basic blocks that form a path in G.

3 Overview of VEXIR2VEC

Figure 5 outlines the approach that this paper introduces to solve the binary similarity problem.
Section 3.1 provides a brief overview of this approach, and Section 3.2 explains how it meets the
list of requirements previously enumerated in Section 2.3.

3.1 From Programs to Vectors to Tasks

Figure 5 illustrates the overview of our pipeline designed to transform the binary representation of
a program into a fixed-size vector. Our approach comprises three main phases:

I: Decomposing functions into a set of normalized peepholes (Section 4).
II: Pre-training the vocabulary to embed these peepholes as vectors (Section 5).
III: Fine-tuning the resulting vectors to address downstream tasks such as binary diffing and
searching (Section 6).
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Fig. 5. Overview of VEXIR2VEC: The Control-Flow Graphs of the functions from VEX-IR are generated from
different compilation configurations. Then, the peepholes are obtained and normalized by VEXINE, the VEX-IR
Normalization Engine by using different normalizing transformations. Function embedding is obtained from
the embeddings derived from the Opcodes, Types, and Arguments, along with the strings and external library
calls used in the function. This embedding is used as input to train VEXNET, a simple feed-forward network
in the Siamese setting designed to obtain the final embedding of the function.

Phase I: From Binaries to Normalized Peepholes. In Phase I, we extract the VEX-IR from binaries
generated with different compiler configurations. Functions are then decomposed into a set of
peepholes derived from their corresponding Control-flow Graphs (CFG), as detailed in Section 4.1.
The resulting intermediate representation (VEX-IR) undergoes normalization through VEX-IR
Normalization Engine, VEXINE. This engine applies transformations inspired by traditional compiler
optimizations, effectively normalizing the VEX-IR representation of each peephole. Prior to invoking
these passes, we canonicalize the input IR to abstract away details that are unnecessary to solve the
binary similarity problem. Sections 4.2 and 4.3 elaborate on the normalization engine, its associated
normalizations, and its role in decluttering and simplifying the IR.

Phase II: From Peepholes to Embeddings. In Phase II, we delve into the pre-training process,
wherein we learn—without supervision—the vocabulary of VEX-IR from a corpus of binaries. This
vocabulary facilitates the mapping of the entities in the intermediate representation (IR), such as
opcodes, types, and arguments to n-dimensional vector representations. This step of learning a
vocabulary occurs once in an offline manner. Subsequently, we derive n-dimensional representations
for peepholes and functions using the learned vocabulary.

Phase III: Fine-Tuning Embeddings for Downstream Tasks. In Phase III, we train VEXNET, a simple
feed-forward siamese network with global attention that learns to combine the embeddings gener-
ated at the entity level of the functions for addressing the binary similarity problem. The objective
of the model is to represent functions in an Euclidean space, grouping similar functions together
while setting apart dissimilar ones. Once trained, the representations generated by the model can
be applied to various downstream tasks, such as binary diffing and searching.

3.2 Meeting the List of Desirable Properties

The series of steps outlined in Figure 5 was conceived as a way to meet the three requirements pre-
viously stated in Section 2.3; namely, shape-sensitiveness, normalization, and flow-insensitiveness.

Achieving Shape-Sensitiveness via Random Walks. We generate peepholes as random walks
on the CFG of the functions. Given three parameters: a function F, a length of the peephole k, and
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a coverage criterion c, peepholes of maximum length k are produced via random walks on the CFG
of F, where each walk crosses k basic blocks. Production stops once each basic block is visited at
least ¢ times.

Rationale: The random walk tends to visit highly connected basic blocks more often. Thus,
peepholes are more likely to contain blocks with high in and out degrees in the control-flow graph.

Achieving Normalization through Unsound Optimizations. Before being represented as
embeddings, peepholes are normalized using transformations inspired by conventional compiler
optimizations. Currently, we apply the following transformations on each peephole: register opti-
mization, copy propagation, constant propagation and folding, common expression elimination,
and load-store elimination. Our normalizing optimizations are unsound [69]: they are applied to
each peephole; hence, they can eliminate operations that are dead within a peephole, but that could
be necessary outside it.

Rationale: The objective of VEXIR2VEC is to solve binary similarity. These optimizing transforma-
tions act as a means of normalization. Thus, we want to be able to eliminate as much redundancy
from the sequence of instructions that constitute a peephole as possible so as to preserve the
essential relations between variables and operations. In this sense, soundness is not essential.

Achieving Flow-Insensitiveness through Commutative Accumulation. Peepholes are trans-
formed into vectors in two steps. First, each peephole is transformed into a single vector via a
mapping function that converts instructions to vectors. Then, all these vectors are added together.

Rationale: Addition is commutative; hence, accumulation based on summation ensures that the
ordering of instructions plays no hole in the construction of the final vector. However, instructions
that appear in many peepholes (as a result of the random walk) will contribute more to the final
vector.

4 From Binaries to Normalized Peepholes

In the effort to map binaries to vectors, we first convert them to a set of peepholes, following
Definition 2.5. In this section, we explain how we generate such peepholes. This process happens
in multiple steps, starting with the VEX-IR representation of the binary and terminating with a
collection of peepholes at the end of Phase I, as shown in Figure 5. Firstly, Section 4.1 shows how
the peepholes are generated from the VEX-IR representation of the functions. Secondly, Section 4.2
explains how peepholes are rewritten to abstract out the different syntax-oriented details that map
to the same semantics in VEX-IR. Finally, Section 4.3 explains how this initial set of peepholes is
further normalized via a number of transformations. These transformations, which are inspired by
typical compiler optimizations, are applied by our VEX-IR Normalization Engine (VEXINE). This
final collection of peepholes is the input of Phase II (Figure 5).

4.1 Generating Peepholes

VEX-IR programs form Control-Flow Graphs: graph-like structures whose vertices denote basic
blocks, and edges denote possible program flows. The peepholes of Definition 2.5 is extracted
from a control-flow graph via a random walk, which is implemented by Algorithm 1. Algorithm 1
translates a function F into a set of peepholes (), where each peephole 7 € P is a sequence of a
fixed number (k) of basic blocks. Algorithm 1 ensures that each basic block in the CFG is covered at
least ¢ times across . As Theorem 4.1 demonstrates, the expected running time of this algorithm
is proportional to the product of this parameter, ¢, and the number of basic blocks in the program.

THEOREM 4.1. If Algorithm 1 is invoked on a VEX IR function with |V | basic blocks in the control-flow
graph and parameters k and c, then it terminates in at most c|V| steps.
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Algorithm 1: Generating peepholes via random walks on the control-flow graph

Inputs
e G = (V,E): Control-flow graph
e k: Maximum length of a peephole
e ¢: Minimum number of visits per basic block

Output
e P: Set of peepholes
Variables

e U: worklist of basic blocks from which the starting block is selected. Initially, U = V
o count: Number of visits per basic block. Initially, count[v] = 0 for every v € V
while |U| > 0 do
v := randomly sampled start block from U
x := random path of length k, starting at v
P .append(r)
for each blockb € 7 do
| count[b] := count[b] +1
U:={3veV:count[v] <c}
return P

Proor. The worklist U, from which the start basic block is selected at each iteration, is updated
to include only the basic blocks v € V that satisfy the condition count[v] < c. This ensures that at
least one basic block in 7 that was not visited ¢ times earlier is visited in each iteration. Hence, there
is a monotonic decrease in the size of U, due to which the algorithm is guaranteed to terminate.
This gives us a worst-case bound of ¢|V| on the number of steps needed. The worst case occurs
when the start basic block is the only one in 7 that is also in U (that has not been visited ¢ times
previously). [ ]

OBSERVATION 4.2. From our experiments, we note that the expected number of peepholes generated
by using Algorithm 1 is a value close to c|V|/2.

RATIONALE. In practice (from the experiments shown in Appendix A.2), we observe that as the
value of k (maximum length of the peephole) increases, the number of peepholes needed tends to a
value close to ¢|V|/2 (as opposed to the worst case c|V]). Intuitively, this means that in every step,
roughly one more basic block from U is covered apart from the start basic block.

Below, we give an intuitive explanation of this.

e The average ratio of the number of edges and the number of blocks from the CFGs used in
our dataset is around 1.3-1.4. This implies that the graph is sparse and has the structure of
a directed tree with some additional edges.

e We also observe that the length of the longest path is about one-third of the number of basic
blocks. If the randomly chosen start vertex of the peephole belongs to the first half of the
longest path, then we are assured to hit at least 1/6 fraction of the basic blocks (assuming
the peephole length k is long enough). The probability of hitting the first half of a particular
longest path is again 1/6. Hence, with probability 1/6, we hit at least |V|/6 many basic
blocks in addition to the starting block. This alone adds a contribution of |V|/36 (excluding
the starting block) to the expected number of blocks to be covered.

o If the starting block is not a leaf in G[U] (induced graph on the remaining basic blocks), we
are assured that there will be at least one more block that will be covered.
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In our experiments, we set ¢ = 2, and hence, the expected number of peepholes generated is a
value close to |V]|. u

The final VEXIR2VEC embeddings are derived from these peepholes. By design, the instructions
that occur in different peepholes will have higher contributions to the final VEXIR2VEC vector—a
direct consequence that such instructions occur more often in different execution-contexts. This
observation motivates the design of Algorithm 1, which builds peepholes via random walks. Thus,
the basic blocks that are more connected in the function’s control-flow graph are likely to appear
in more peepholes. Therefore, they tend to bear more weight on the final vector that represents a
function. It can be seen that the number of peepholes produced by Algorithm 1 might vary for the
same function across different runs due to the randomness induced by the algorithm. However, the
expected number of peepholes can be derived from the parameters ¢ and k, as Theorem 4.1 (and
Observation 4.2) shows.

(@) (b) BBO: (©
t13 = GET:164(24)
int foo(int* ks, int n, int key) ﬁg = ?24$032(t13)
STIe(0x402D6B0:164) = 112 BBO.... BBO:... BB4.... | BB3.... |
for (inti=0;i<n;i+t+) PUT(184) = 0x401CEEF:164
BB1:... BB1:... BB1....
if (ks[i] == key) BB2:... BB2:... BBS:...
return 1; | BBS:... |-—| BB1:... BB4.... BB3....
}
} BB1:...
return 0;
} | BB3:... |-—| BB2:... I——| BB4:... | BBS5:...

Fig. 6. (a) Program written in C. (b) VEX-IR representation of the program, as obtained from an x86 binary. (c)
Peepholes produced by Algorithm 1, using k = 6 and ¢ = 2.

Example 4.3. Figure 6 illustrates how peepholes are produced. This example assumes that Algo-
rithm 1 is invoked on the function shown in Figure 6 (a), with k = 6 and ¢ = 2. The peepholes are
the sequences of basic blocks seen in Figure 6 (c). These peepholes are generated via a random walk
on the graph that Figure 6 (b) shows. Notice that the same basic block might appear in different
peepholes. Basic blocks can also appear multiple times in the same peephole if the control-flow
graph contains loops. Thus, highly connected blocks, or blocks in loops, such as BB1 in Figure 6 (b),
are likely to contribute more instances to the peepholes.

4.2 Canonicalization of Peepholes

As seen in Example 2.4, VEX-IR is a rather prodigal format. It contains about 1095 opcodes and 18
types of operands [86]. Each opcode is specialized for the type and the bit-width of the operation
that it implements. As an illustration, VEX-IR contains about 100 different ways to write an addition.
This diversity is due to, among other things, types (integer, floating point, etc) and the size of the
operands (8, 16, 32, and 64 bits). For example, the ARM instruction adds R2, R2, #8 becomes a
sequence of five operations: t0 = GET:132(16); t1 = 0x8:132; t3 = Add32(tQ,t1); PUT(16)
= t3; PUT(68) = 0x59FC8:132, once converted into VEX-IR.

In this paper, vectors derived from VEX-IR instructions form the vocabulary and are used to
compare binaries. The syntactic diversity of instructions that implement the same semantics
complicates the generation of this vocabulary. Ideally, each different syntax should yield different
semantics. Thus, to approximate this goal, we canonicalize the VEX-IR representation of a program.
This preprocessing step follows a number of simple rewriting rules, which we enumerate as follows:
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1 t17 = load:i32(M1) 1 t17 = load:i32(M1)
1 t17 = load:i32(M1) 1 t17 = load:i32(M1)
2t =ty @ot6 =ty 30r32 = 617 3 r32 = t17
3 put(r32) = t16 3 r32 = tié
4 put(r1g4) = M2 . .
5 t19 = load:i32(M3 5 t19 = load:i32(M3
5 t19 = load:i32(M3) 5 t19 = load:i32(M3) 0ad:132(M3) M3
6 t18 = t19 6 t18 = t19
7 t20 = t18 7 t20 = t18
8 t22 = tl16 8 t22 = t16
9 t2 = add(t20,t22) 9 t2 = add(t20,t22) 9 t2 = add(t19,t17) 9 t2 = add(t19,t17)
10 t26 = t2 10 t26 = t2
11 put(ri184) = M4
12 t27 = t26 12 t27 = t26 ~
13 store(M5) = t27 13 store(M5) = t27 13 store(M5) = t2 13 store(M5) = t2
14 put(r184) = M6
15  t30 = load:i32(M3) 15 t30 = load:i32(M3) 15 t30 = load:i32(M3)
16 t29 = t30 16 t29 = t30
17 put(ri184) = M7
18 t31 = t29 18 t31 = t29
v store (M) = t31 19 store(Ml) = t31 v store(M1) = t3e 10 store(M) = t19
20 put(r184) = M8
21 t34 = load:i32(M5) 21 t34 = load:i32(M5) . N .
21 t34 = load:i32(M : = :
22 33 = t34 2 33 = t34 1ot 0ad:132(M5) 21 t34 = load:i32(M5)
23 put(rig4) = M9 23 r184 = M9 - _
24 t35 = t33 24 t35 = t33 23 rig4 = M9 23 ri84 = M9
25 store(M3) = t35 25 store(M3) = t35
25  store(M3) = t34 25 store(M3) = t34
(a) Canonicalized IR (b) After Register Optimizations .
8 P (c) After Copy and Const prop (d) After Common Subexp Elim

Fig. 7. Steps showing the normalizations performed by VEXINE on the example shown in Figure 2(a) for
Binary Similarity

(1) Opcodes representing the same semantics are replaced with a single opcode. For instance,
we replace opcodes such as Add8, Add16 and Add32 with just Add.
(2) The bitwidths and the endianness of the operands are masked out. For instance, we remove
casts such as 32uto64 from the instructions.
(3) Operations that use negative immediate values are converted to operations that use positive
constants. For instance, add(-1, t20) is replaced with sub(+1, t20).
(4) Types are normalized into four primitive types, namely: Integer, Float, Double, and Vector.
(5) Following the third and fourth rewriting rules above, all the constants, variables, and
registers are abstracted using a corresponding generic representation.
(6) Instructions involving indirect memory accesses are replaced with direct memory accesses.
The process of canonicalization of VEX-IR is analogous to the normalization step performed
in Natural Language Processing [48]. Canonicalization reduces the number of unique entities to
learn, in turn facilitating effective learning. Example 4.4 illustrates this preprocessing, as done in
the context of this work.

Example 4.4. The canonicalized version corresponding to the example IR shown in Figure 2(b) is
shown in Figure 7(a). Notice that the little-endian opcodes 1dle/stle are generically represented
as load/store while masking out the endianness and bitwidths.

The replacement of indirect memory accesses with direct accesses breaks architectural semantics.
However, memory locations are masked out in the process of mapping peepholes to vectors. Thus,
for the purposes of this paper, this kind of replacement is acceptable. Example 4.5 explains how
this transformation is carried out.

Example 4.5. The VEX-IR program generated from the ARM binary seen in Figure 2(c) shows
several indirect accesses. For instance, the operands t5 and ¢11 of the add instruction in L8, are
derived from M1 — t2 — t5 and M4 — t8 — t11 respectively. We replace such accesses by
removing additional loads by introducing new memory addresses M, and M, as shown in Figure 8

(b).
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4.3 Normalization of Peepholes by VEXINE

Two IRs generated from binaries corresponding to the same source code might be vastly different due
to compilation configurations, as explained in Section 2. Additionally, the process of disassembling
and lifting from the binary to VEX-IR can also introduce additional redundant instructions that
are not of importance for binary similarity. Thus, to get rid of such uninteresting instructions, we
normalize the IR via a catalog of transformations that this section discusses.

These transformations follow conventional compiler optimizations [70]. We perform normaliza-
tion directly on peepholes, not on functions. This approach simplifies the implementation of the
transformations because the peepholes are straight-line codes. The normalizations are implemented
as part of our VEX-IR Normalization Engine (VEXINE) module of VEXIR2VEc. The VEXINE module
takes a peephole as input and produces a new normalized version of it. The implementation of
VEXINE relies on two principles:

(1) Values used in a peephole without being defined within it are assumed to be parameters of
the peephole and must be preserved.

(2) Values defined within a peephole but not used within it are considered dead and can be
eliminated.

The effects produced by VEXINE have two characteristics:

Local: Optimizations affect only one occurrence of an instruction, even if this instruction appears
in multiple peepholes. In other words, the elimination of an instruction from a peephole
bears no effect on the existence of this instruction within other peepholes.

Unsound: Due to the local nature of the optimizations, they are unsound. In other words, we
remove instructions from a peephole without worrying if these instructions could be used
outside the peephole.

In the rest of this section, we describe different normalizations that VEXINE performs on the
canonicalized peepholes.

Register Promotion: Memory addresses accessed via the put and get instructions are promoted
to registers. Notice that this transformation breaks the static single-assignment property of
VEX-IR. Consequently, a reaching-definition analysis becomes necessary to implement the
transformations that follow. It can be seen that the register promotion exposes redundant,
useless writes to the same register.

Redundant Write Elimination: Redundant writes to the same register is removed. This trans-
formation, guided by a reaching-definitions analysis, is useful in reducing the number of
updates to special registers like instruction and stack pointers.

Copy Propagation: Redundant copy instructions are eliminated after a reaching-definition anal-
ysis by replacing copies with their sources. As an example, Lines 6 and 7 in Figure 7 (b) are
replaced with a single copy.

Constant Propagation and Folding: Variables initialized with constants are eliminated, and the
constants are written directly at their use sites. Expressions that use only constants are
replaced with the evaluated result.

Common Subexpression Elimination: Multiple evaluations of the same expression are re-
placed with a single variable with the one that holds the first computation of that variable.
This transformation is guided by an available-expression analysis to ensure that the value
computed by an expression does not change in between computations. Example 4.6 provides
more details about this transformation.

Load-Store Elimination: Redundant store instructions in pairs of load and store operations are
eliminated. A pair t = load(M); store(M) = tis deemed redundant if t is not updated
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in between the load and the store. This transformation is guided by a reaching-definition
analysis, as the representation is no longer in the static single-assignment format.

Store-Store Elimination: Two consecutive stores to the same memory location without any
reads in between cause the first store instruction to be removed.

Example 4.6. Figure 7 shows the successive effects of different normalizations. First, register
promotion and redundant write elimination removes multiple instances of put instructions; hence,
converting Figure 7 (a) into Figure 7 (b). Only the last effect of such instructions, in Line L23, is
preserved. Secondly, a round of copy propagation maps Figure 7 (b) onto Figure 7 (c). Chained
sequences of assignments are eliminated, and definitions are directly used where they are needed.
As an example, variable t17, defined in Line L1, is directly used in Line L9. Finally, Figure 7 (d)
illustrates a usage of common subexpression elimination. The redundant load on M3 in L15 is
eliminated, and the use of t30 in L19 is replaced with t19 defined in L5.

The combination of canonicalization rules and normalizations substantially simplifies the instruc-
tions in the peepholes that are used to produce vectors. The resultant codes, even when obtained
from different instruction sets, tend to be more similar.

el7E =i Load sz I(1) t5 = load:i32(Mx)
182 = CY €11 = load:i32(My)
t19 = load:i32(M3) _

t15 = add(t5,t11)
store(Mz) = ti15
r68 = Mp
store(Mx) = t11

t2 = add(t19,t17)
store(M1) = t19
ri84 = M9
store(M3) = t2

I S R S N
e S N

(b) ARM

(a) x86

Fig. 8. Normalized VEX-IR generated by VEXINE for the example shown in Figure 2.

Example 4.7. Figure 8 shows the x86 and the ARM versions of the peepholes earlier seen in
Figure 2. As it can be seen, the syntactic gap between these two programs is substantially shorter
than the syntactic difference between the two peepholes seen in Figure 2.

5 Pre-Training: From Peepholes to Embeddings

The peepholes obtained from the previous step are projected onto an n-dimensional Euclidean space
as a vector of real numbers. This n-d embedding is suitable for geometric, specifically Euclidean
distance comparison. Given a normalized peephole, the goal is to learn an embedding such that
vectors in close proximity in the Euclidean space are likely to be semantically similar; conversely,
if the vectors are distant, the functions are likely to be semantically different. This rationale is
illustrated in Figure 9. Upon learning such a projection, the problem of binary similarity of functions
is reduced to finding the nearest neighbors of the function in the Euclidean space.

Learning to represent functions as embeddings involves two steps: lightweight pre-training and
fine-tuning. The first stage, pre-training, consists of learning an initial task-independent vocabulary
function in an unsupervised manner. The second stage, fine-tuning, consists of constructing the
final function embedding using the vocabulary function.

Knowledge Representation via Knowledge Graphs. In the pre-training step, we learn a vocabulary
of embeddings for each entity in the VEX-IR instruction. This is done by modeling instructions
from a corpus of binaries as a simple Knowledge Graph. A knowledge graph [73] is a graph that
captures the relationships between the entities that form the system under analysis. In our case,
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(@) (b) (©) ()
_fib0: _fet0: _fib0: _feto:
mov r1, #0 mov r1, r0 pushl %esi movl 4(%esp), %ecx
mov r2, #1 mov r0, #1 movl 8(%esp), %ecx movl $1, %eax
LBBO_1: LBB2_1: ©° _(a) (©) xorl %eax, %eax cmpl $2, %ecx
cmp r0, #1 cmp r1, #2 o movl $1, %edx jl LBB2_3
movit r0, r1 bxlt Ir Q< testl %ecx, %ecx .p2align 4, 0x90
bxit Ir LBB2_2: wl ) . jle LBBO_3 LBB2_2:
LBBO_2: mul r0, r0, r1 Al (d) LBBO_2: imull %ecx, %eax
mov r3, r2 subr1, r1, #1 o = 15 movl %edx, %esi decl %ecx
add r2, r1, r2 b LBB2_1 © <10 addl %edx, Y%eax cmpl $2, %ecx
sub r0, r0, #1 T 0 5 decl %ecx jge LBB2_2
mov r1, r3 =) . . . . . . . .5 movl %eax, %edx LBB2_3:
b LBBO_1 '44 -2 0\|2 4 6 8 10 12 movl %esi, %eax retl
testl %ecx, %ecx
Semantically similar programs LJBgBI(;B3B‘O_2
popl %esi

retl
Fig. 9. An analogy emphasizing the geometric nature of VEXIR2VEC: similar binary programs are projected

onto points that are spatially close. This example uses a three-dimensional Euclidean space. The actual
implementation of VEXIR2VEC uses an Euclidean space of 128 dimensions.

such entities are syntactic IR constructs: opcodes, types, values, etc. Typically, a knowledge graph
models entities as vertices and the edges as the relationship between the neighbors.

Upon obtaining the knowledge graph, the representations of entities and relationships can be
derived by using knowledge graph embedding approaches [98]. The effectiveness of knowledge
graph embeddings is well-studied in conventional NLP applications. Additionally, previous work
has demonstrated that this effectiveness remains consequential in the context of learning program
embeddings [94]. In this work, we propose to use knowledge graph embeddings to model the
VEX-IR instructions.

Formally, a knowledge graph G can be represented as a set of triplets (h,r, t), where h and t
denote the head and tail entities connected by a relation r. The embeddings of h, r, and t in an n-d
space are learned as translations from the head entity h to the tail entity ¢ using the relationship r.
Several knowledge graph embedding strategies have been proposed to represent the entities and
relations in a continuous n-d space [98]. These approaches learn a scoring function that returns a
high value if (h,r, t) relation holds in G, and a low value otherwise. This process results in learning
the representations of the triplets ([h] € R”, [r] € R” and [t] € R")? in an n-d space, where the
third component of the triplet could be identified given the other two components using vector
operations. We use a Translational Embedding model TransE [9] to learn the representations of
entities of VEX-IR.

5.1 Mapping VEX-IR as Entities and Relations

After normalization, the variables and constants are masked out with abstract placeholder tokens
such as VAR and CONST. We decompose the normalized VEX-IR instructions into entities and
relations. Such code entities, in turn, are features that characterize program instructions. Each
entity is represented as a triplet formed by an opcode, a kind, and a value. In this work, we recognize
three kinds of code entities, which we list as follows:

Arg: the entity describes the argument of an instruction; e.g., {(add, Arg,, VAR) indicates that the
first argument of an addition operation is a variable (instead of a constant or a memory
address, for instance).

Type: the entity describes the type of instruction; e.g., {(add, Type, INT) indicates that an addition
instruction operates on integer values.

Next: the entity describes the successor relation between instructions; e.g.: {add, Next, store)
indicates that a store instruction follows the add instruction.

ZFollowing previous work, we use [.] to denote an embedding, i.e., a vector in an n-dimensional space.
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These three categories capture the relationships between two entities at a time, resulting in
(h,r,t) triplets. Such triplets are collected over a corpus of VEX-IR functions and are fed as an
input to an ML model to learn the embeddings of the entities in the corpus. Such representation of
entities results in a vocabulary.

Example 5.1. Figure 10 shows the code entities derived from two instructions. As it can be
observed, each instruction is decomposed into multiple (h, r, t) triplets using opcodes, kind (type,
arg or next), and values. The decomposition captures the possible relationships defined by kind. For
instance, entities of kind “type” capture the relation between an operation (ex.: a load or addition)
and the type of the value that the operation manipulates (ex.: an integer).

Vocabulary (Visokup)

Peephole Triplets
—
. e ——
VEX IR -
BBO: - T © T ERT, (load, Type, INT) add: (-0.04o, 0.05,, ..., 0.01,)
BB1: --- r32 = t17 / (load, Arg;, MEM) Training with TransE sub: (-0.02y, 0.044, ..., 0.02,)
v 29::;3?:1;32343; (load, Next, add) mul: (0.004y, 0.061, ..., —0.01,)
: store(5) = 2 \ :> :> load : (~0.001, 0.02;, ..., 0.05
BB4: --- |—"storequt) = t19 (add, Type, INT) oad: (-0.001,, 0.02, ., 0.05,)
: 34 = load:i32(M5) (add, Arg,, VAR) store: (0.03g, 0.18y, ..., —0.04,)
BB1: --- r184 = M9 (add, Argy, VAR) INT: (0.04, 012y, ..., 0.02,)
store(M3 = t34) (add, Next, store) g
BB2: --- - - —

Fig. 10. VEX-IR instructions from a corpus of binaries are decomposed into entities and relations to obtain
triplets. These triplets are used to train the TransE model to obtain a vocabulary. The vocabulary contains the
n dimensional representations of each of the entities of VEX-IR in the train set.

5.2 The Vocabulary Function

A key element in VEXIR2VEC is the vocabulary function, Vigokup. This function maps code entities
to vectors. We use a Translational Embedding model TransE [9] to learn the representations of
entities of VEX-IR. The model, in this case, learns the relationship [h] + [r] = [t], by minimizing
the energy function, E(h,r,t) = ||[h] + [x] - [[t]]”i The ~ notation indicates that the embedding of
h is closer to the embedding of t upon adding the embedding of the relation r. As relation r is used
as a translation from the entity h to another entity t, this approach is called TransE. We train a
model to minimize E using a margin-based ranking loss £ given by the following equation.

£= > > max(0,y+d([h] + [x] [t]) - d([0'] + [£], [*'])) )
(hrt)eG (W rt')¢G
Equation 1 ranges on a Knowledge Graph G created from the corpus of VEX-IR instructions
described earlier. To minimize the loss function £, we map code entities (h, r, t) to vectors that
approximate the triangle equality; that is, [h] + [r] = [tf] = d([h] + [], [t]) ~ 0, where d is
Eucledian distance. Likewise, if (h,r,t) ¢ G, then it follows that [h] + [r] # [tf] = d([h'] +
[r], [t]’) > 0. Figure 11 provides an intuition on this objective function.
Additionally, £ ensures that d([h] + [r], [t]) and d([h’] + [r], [t']) are at least separated by
a margin y. At the end of this learning process, we obtain a vocabulary Vi,oxup containing the
representation of each entity of VEX-IR in an n-d Euclidean space R". In the next section we shall
explain how we derive the embedding of a program function out of the embedding of every entity
that makes up this function.

5.3 Mapping Functions to Vectors

As described in Section 4, each program function is decomposed into a set of peepholes after
Algorithm 1. Each peephole represents a sequence of basic blocks. Basic blocks are sequences of
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Goal:(h,r,ty = ([h], [, [tl)  <r,H)eG =d([h]+[z], [th =0  (hrt) ¢ G = d([h] +[x], [tD) >0

It] d([h] + [, [tD)
d([bl + [x], [[t]])s

(]

[kl

Fig. 11. The construction of the vocabulary function Vjookyp involves mapping entities (h, r, t) into triplets
of vectors in a way that minimizes the distance between the vectors [t] and [h] + [r] whenever the triplet
(h,r,t) belongs to the training set.

VEX-IR instructions. Each one of these instructions can be decomposed into the following entities:
Opcode, Type, and Arguments. Thus, to construct the VEX-IR representation of a function, we
combine the representation of these entities in the function’s peepholes. As seen in Section 5.2, the
representation of each entity is obtained using the Vykyp map.

If a VEX-IR instruction [ is of format [O(I)T(I)AEI)AEI) .- ~A,(11)], where O, T and Agl) rep-
resent the opcode, type, and its i*" argument, then its representation is obtained as [OV] =
(VlookuP(O(l)), [TV] = ‘Vlookup(T(l)), and [A; ] = Viookup (Agl)). The instruction is embedded as
a combination of the embeddings of these entities that form it:

(VL [TL [ + [A ]+ + [A1]) @

If the function F is decomposed into a set of normalized peepholes = {1, 7, . . .}, the repre-
sentation of a peephole 7 € P containing a set of instructions I” is computed as the pointwise
addition of the representation of individual entities of its instructions in I”.

I = <Z o). 31T ) M> = ([0"1.[1"1.[A™]) ®

Iel™ Iel™ Iel™

The representation [F"] of a function F is computed by summing the representations of entities
across different peepholes:

[F'] = <Z [07]. Y [17]. > HA”H> (4)
reP neP reP
Therefore, [F"], the embedding vector representing function F, is produced as a linear combi-

nation of the embeddings of the peepholes produced via Algorithm 1. This process of mapping
functions to embeddings, parameterized by the Vjooky, function, is summarized in Algorithm 2.

Function calls. We also consider the function calls while obtaining the function vector ([F"]). We
compute the call graph of the binary. For each function call, the embedding of the callee is first
computed and is used in the call site in place of the call instruction. This way of substituting the
callee embedding in the call site has a similar effect to that of the inlining optimization performed
during the compilation process. This approach also provides additional information while handling
wrapper functions. We follow the normal embedding process for representing call instructions if
the definition of the callee is not available in the current binary.
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Algorithm 2: Mapping functions to vectors.

Inputs
o P: set of normalized peepholes of the function F
Output
o [F¥] =([O],[T], [A]): A tuple of n dimensional vectors corresponding to opcodes, types
and arguments.
[O], [T], [A] = 0 // Initialize vectors to zero
for peephole = € P do
for instructionl € I; do
[[O]] = [[O]] + (Vlookup(o(l))
[[Tﬂ = [T]] + (Vlookup(T(l))
for Arg ALV € [AVAD .. AP do
[A] = [A] + Viookup (4]")
return ([O], [T], [A]) as [F"]

6 Fine-Tuning: Training Embeddings for Computing Similarity

The combined application of Algorithms 1 and 2 on a function yields its initial representation [F"].
As seen in Algorithm 2, the initial function representation [F”] is derived from the vocabulary
function Vigokup. The construction of Vjgoxu, depends only on the dataset corpus and is trained in
an unsupervised manner; thus, it does not depend on any particular task to be solved by VEXIR2VEc.
Therefore, to be effectively used, the representation of [F*] must be fine-tuned to obtain the actual
VExIR2VEC embeddings to solve particular tasks, such as binary diffing or searching. This section
explains this process of fine-tuning.

6.1 VEXNET- Siamese Network with EAN modules

This process of fine-tuning depends on a model that learns to combine the entities ([O], [T], [A]),
along with metadata of the function like strings and external library calls. This resultant embed-
ding is projected on an embedding space in such a way that semantically similar functions are
spatially closer than dissimilar functions. We model this process of fine-tuning using the Siamese
network [52] seen in Figure 12. This model is constructed using two identical Entity-Attention
Network (EAN) modules. The rest of this section explains this model, which we call VEXNET.

A Siamese network is a neural network configuration that contains two identical subnetworks
that share the same learning parameters and weights [52]. We use the EAN module (Section 6.2) in
the Siamese configuration to learn an embedding [F] that differentiates similar and dissimilar binary
functions. Thus, our training set consists of a collection of pairs of similar and dissimilar functions.
In other words, pairs of binary codes obtained from the same source but compiled with different
compilers, optimization levels, or architecture targets constitute similar pairs. Pairs that do not
originate from the same source, in turn, form a set of dissimilar samples. Normalized temperature-
scaled cross-entropy loss (NT-Xent) [14] is used to train the model. The model is trained end-to-end
to fine-tune the initial embeddings [F”] derived from the vocabulary to obtain the final VEXIR2VEC
embeddings [F] of the function. This training process ensures that the embeddings of similar
functions are positioned closer in the embedding space and the dissimilar functions are pushed
farther apart.
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Fig. 12. VEXNET- Siamese network used for fine-tuning the embeddings. This network consists of an Entity-
Attention module that learns to combine ([O], [T], [A]) and [S], [L] to obtain a function embedding vector
[F] to learn similarity metric.

6.1.1 Obtaining strings and library call representations [S]] and [L]. Strings and calls to the external
library methods from [libc and libstdc++ seldom change with the variations in compilers, optimiza-
tions, and the target architecture. Hence, they can act as valuable additional information in the
binary similarity analysis. Our approach leverages this information to enhance the effectiveness of
the solution. To incorporate this data into our model, each string used in a function is represented
using embeddings generated by a pre-trained model. In this work, we use a lightweight fastText
model [8] to obtain embeddings in R”. The embeddings for each string are summed to produce a
single representation for all strings used in the function, denoted as [S]. A similar process is applied
to represent the library calls. The function names of these calls are treated as string tokens, and
their representations are obtained using the fastText model. As with the strings, the representation
of library calls, [L], is obtained by summing the individual embeddings.

6.2 Entity-Attention Network

The EAN module (Figure 12) is a simple feed-forward neural network with a global attention [4] layer.
This global attention layer combines the entities of the initial embeddings [F"] = ([O], [T], [A])
in R3" with the strings [S] and library calls [L] in R?", projecting the resulting vector onto R". It
uses this projection to obtain the final function embedding [F] in R”. Embeddings of the entities
and metadata are passed through a set of independent, Fully Connected (FC) layers. These layers
process the raw input embeddings derived from the vocabulary and metadata into context vectors
(IC1], I€C2], [C3], [Ca]l, [Cs])- The final context vector [C] is produced as follows:

[Ci] =FC([O]); [C2] = FCo([T]); [Cs] = FCs([A]); [Ca] = FC4([S]); [Cs] = FCs([L])

[C] = [[Cu]. [C2]. [Cs]. [Ca]. [Cs] | ()

The attention module learns to combine these context vectors into a single vector by learning the
weights of each of the contexts. An attention vector u € R” is learned during the training and is used
to compute the attention weights. Attention weight (¢;) for each of the contexts ([C;]),1 < i < 51is
computed as the dot-product of the context and attention vector, followed by a softmax function
over all the attention weights.
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L _ewc] o
;=

;=1 exp([C;]" - u)
This ensures the attention weights «; € (0,1) and Z?zl a; = 1. Finally, the attention weights are
used to aggregate the individual context vectors into a single vector in R” according to Equation 7.

5
[F] =) alc] ()
i=1

This attention mechanism helps the network to automatically identify the relative importance of
entities of the function. In this sense, notice that we differ from previous work, which relied on a
fixed heuristic [94] to weigh the relative importance of the different entities that make up a function.
The aggregated function vector ([F']) is then passed through another set of fully connected layers
to obtain the final function embedding [F]. This final embedding vector is a compact and more
informative representation that captures the similarity metric of the binary function. We call this
embedding the VEXIR2VEC vector that represents the target function, as Definition 6.1 emphasizes.

Definition 6.1 (VEXIR2VEC). If [FV] is the initial function representation derived from the vocab-
ulary V (Algorithm 2) on a set of peepholes P (Algorithm 1), then the embedding obtained from
the VEXNET, [F] is the final VEXIR2VEC representation of the function F.

6.3 Binary Similarity Tasks

Upon training the VEXNET model, the final function embeddings [F'] can solve binary similarity
tasks like diffing and searching. Definition 6.2 formalizes these tasks.

Definition 6.2 (Binary Similarity Tasks). A binary similarity task is a problem involving two
collections of binary programs produced from the same or different source codes, albeit using
different compilation settings. In this paper, we recognize two types of binary similarity tasks:

Diffing: Mgy (A, B), where A = {ay,a,,...,am} and B = {by,by,...,b,} are the two sets of
VExIR2VEC vectors for the functions in binaries A and B, respectively. Mgy produces a list
Ly of min(m, n) pairs (a;, b;). Each a;,1 < i < mand each bj,1 < j < n appear only once
in Lyig. The goal of Mgy is to match every function in A to its equivalent in B.

Searching: M.qcn(A, D), where A = {ay,as,...,am} is a collection of m VEXIR2VEC vectors
obtained from different set of binaries, and b is a VEXIR2VEC vector. Meqcn produces one
vector a;,1 < i < m. The goal of Mgech is to find, within A, a vector a; representing a
function that solves the same task as the function that b represents.

Md,-ﬁr(A, B) assumes that each a;,1 < i < m, comes from a function extracted from a binary
program P4, being derived via the combination of Algorithms 1 and 2, following Definition 6.1.
Similarly, each b;, 1 < i < n, comes from a function extracted from a binary program Pg. We assume
that P4 and Pp are binary programs derived from the same source code. Whereas, Meq,ch (A, b)
assumes that each a;,1 < i < m comes from the functions extracted from a collection of different
binary programs. And, the query function b is searched to retrieve similar functions among the
pool of functions in A.

Example 6.3 (Diffing). Let Ps be a source program, and let P4gyr and Pyg be binary versions of
Ps, compiled for ARM and x86. If we let A be the set of all the VEXIR2VEC vectors extracted from
Parm, and B be the set of all the VEXIR2VEC vectors extracted from Pygg, then My (A, B) tries to
match up the binary functions in Pagar and Pisge.
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Example 6.4 (Searching). Let Ps be a source program, and let Ppg, Po1, Po, and Pps be binary
versions of Ps, compiled with different optimization levels. If we let A be the collection of VEXIR2VEC
vectors extracted from a corpus of binaries including all functions from Pp;, Po; and Pps, as well
as other from unrelated programs P’. And, let b be VEXIR2VEC representation of some function in
Poo, then Miearen(A, b) searches for functions performing same task as b in A.

7 Experimental Setup

This section describes the experimental setup used in the evaluation discussed in Sections 8 and 9.

7.1 Dataset

The dataset used in this paper comes from the following projects: Findutils [33], Diffutils [25],
Coreutils [18], cURL [87], Lua [62], PuTTY [78], and Gzip [38]. Binaries are generated by varying
the compilation configuration, which includes architecture (x86 or ARM), compiler (Clang or GCC),
compiler version (six versions per compiler), and optimization level (-00, -01, -02, and -03). Thus,
in total, we use 2 X 2 X 6 X 4 = 96 compiler configurations. Experiments are performed on stripped
binaries, which do not contain debug and symbol information. Stripping is done using the GNU
strip utility. However, as we explain in Sections 8.1.1 and 8.2.1, we use unstripped binaries with
debug information to aid in obtaining ground truth and identifying the same function across
binaries. The size of individual unstripped binary files ranges from 9.2KB to 7.6MB.

We use 70% of the binaries from Findutils, Diffutils, and Coreutils for training and the remaining
30% for testing. All binaries from the other projects are used exclusively for testing and studying
the generalizability of our approach. The training set includes binaries compiled using 6 different
versions of Clang (V6.0, 8.0.1, 9.0.1, 10.0.1, 11.1.0, and 12.0.1) and 6 different versions of GCC
(V6.4.0,7.5.0, 8.4.0, 9.4.0, 10.5.0, and 11.4.0). In total, the training set contains 10K binaries with
1.5M functions. The test set consists of about 5.5K binaries with 1.2M functions. These binaries
are produced with the same compiler configurations, except that to reduce the time required for
experiments, we use only three versions of each compiler: Clang V6.0, 8.0.1, and 12.0.1, and GCC
V6.0, 8.0, and 10.0. These test-set functions are used in the experiments described in Section 8.1
and Section 8.2. Appendix A.1 summarizes the total number of projects, files, and functions, along
with their sizes.

We use angr (V9.2.96) to disassemble the binaries and lift them to obtain the VEX-IR representa-
tion. Embeddings are constructed from the disassembled functions by creating peepholes following
Algorithm 1, setting the maximum length of peepholes (k) to 72 and the minimum number of visits
per basic block (c) to 2. The resulting peepholes are normalized as described in Section 4.3, and
embeddings are obtained using the approaches described in Section 4 and Section 5.

7.2 Training

Training is the process of building a function that maps sets of peepholes P to vectors [F], as
explained in Sections 5 and 6.

7.2.1  Pre-Training to obtain Vjookyp. Section 5.2 defines the vocabulary function Vjgokwp, which
maps IR entities to 128-dimensional vectors. Each dimension is a 64-bit floating-point number. In
this paper, Viookup Was learned from triplets extracted from two benchmark suites: SPEC CPU2006
and SPEC CPU2017 [12]. These benchmarks were compiled using the Clang V6.0, V8.0.1, and
V12.0.1, and GCC V6.0, V8.0, and V10.0 with different optimization levels (0[@-3]) targeting x86
and ARM.

We used angr to extract triplets and an open-source implementation of TransE [39] to train the
model. The dataset contained approximately 72M triplets, from which we identified 145 unique
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entities and 10 unique relations. The model converged after about 900 epochs using the Adam
optimizer with a learning rate of 0.002. The margin y was set to 3, and the batch size was 256. These
hyperparameters were chosen based on tuning the validation loss.

7.2.2  Fine-Tuning - Training VEXNET to obtain [F]. As explained in Section 7.1, to train the VEXNET
model (see Section 6), we use a dataset formed by Findutils, Diffutils, and Coreutils. The inputs for the
VEXNET model are the initial function embedding [F*] = ([O] € R"*!%, [T] € R*1%8 [A] € R!¥128)
obtained from the vocabulary Vigoup, along with the embedding of strings ([S] € R"*!?°) and
external library calls ([L] € R'*1%) obtained using the fastText model.

A single fully connected layer with SiLU activation [42] processes [F"], [S], [L] (Eq. 5). Before
passing to the model, the inputs are L, normalized®. Internally, the fully connected layer converts
the inputs into context vectors of 180 dimensions each. These context vectors are attended to by
the attention layer to obtain [F'] in 180 dimensions (Eq. 7). [F’] is then processed by the final fully
connected layer to obtain [[F] in 128 dimensions.

Deep metric learning models can suffer from collapsing, where the model learns to embed all or
most of the inputs very close to each other at a negligible distance, rendering them indistinguish-
able [84, 90, 103]. To overcome this phenomenon, we use batch easy hard mining [104] to select
positive and negative samples for training and employ dropout (0.02) and batch normalization [45]
as regularizers. We train the model with Adam optimizer with default parameters.

Other hyperparameters like batch size, learning rate, gamma (for Adam), and temperature (for
NT-Xent loss) are tuned using RayTune [58] to find the best-performing values. For hyperparameter
tuning, we use the ASHA scheduler [55] with Optuna search [2] with default parameters to select
the best model based on the Mean Average Precision (MAP) score on the validation set. We
use an Ubuntu server with Intel Gold 6142 processors (32 threads) and a V100 GPU (32 GB) for
hyperparameter tuning. Each trial is tuned until convergence, allowing a maximum of 200 epochs.
This process results in the best model with a batch size of 4064, a gamma of 0.817, and a temperature
of 0.05. Training a single trial is lightweight. For instance, training takes about 5-8 seconds per
epoch on an Ubuntu workstation with Xeon(R) W-1390P processor with 16 threads, 64 GB RAM,
and a 10 GB variant of an RTX 3080 GPU. In contrast, training SAFE and BinFinder on the same
machine takes ~ 1.5 hours and ~ 7.5 hours per epoch, respectively.

7.3 Baselines

We compare VEXIR2VEC with five different tools: BinDiff [114], DeepBinDift [27], SAFE [66],
Histograms of Opcodes [20], and BinFinder [79].

BinDiff. BinDiff extracts the control flow graph (CFG) information of functions in a binary. It
compares the number of blocks, edges, and calls between functions in the source and target binaries
to obtain an initial match. BinDiff identifies similar function pairs and provides a similarity score
and confidence value. It uses disassemblers like IDA Pro [43] and Ghidra [35] to extract relevant
information and convert it to the BinExport format. For our experiments, we use BinDiff (V7) to
generate the BinExport files using Ghidra (V9.2.3) with the BinExport plugin (V12).

DeepBinDiff. DeepBinDiff (DBD) uses an unsupervised learning technique to obtain embeddings
from the control flow graph (CFG) of a function. A greedy matching algorithm is then used to
provide block-level diffing between two binaries. We use the code provided by the authors of
DeepBinDiff for our experiments. To perform function-level diffing, we follow the approach used
by Codee [107], where two functions are considered similar if at least one pair of blocks between
them is predicted to be similar.

3The L,-norm is the vector norm, e.g., the square root of the sum of the squares of all the dimensions of the vector.
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SAFE. SAFE uses Radare [89] to disassemble binary files and trains a word2vec model for
instruction-to-embedding mapping. This mapping is used to generate an embedding for each
function. SAFE does not process functions if Radare returns instructions with invalid opcodes. We
skip such instructions and allow SAFE to construct the function embedding from the remaining
instruction sequence. We use the code and datasets provided by the authors of SAFE and the
pre-trained model for the x86 experiments. However, the public distribution of SAFE does not
include a pre-trained model for the ARM architecture. Therefore, we train the model using the
cross-architecture dataset from SAFE to create a model for all our experiments involving ARM
binaries.

Histograms of Opcodes. In their recent study, Damasio et al. [20] demonstrated that representing
programs using histograms of opcodes is as effective as other source code embedding techniques.
They showed that using opcode frequencies of LLVM IR [61] as input features can effectively
identify similar codes, even when compiler optimizations and obfuscation transformations are
applied. We implemented this technique on binaries using angr and consider it as a baseline for
comparison. We create a 144-dimensional feature vector, with each dimension representing the
frequency of a specific opcode in VEX-IR of the function. We then train the VEXNET model using
these histogram representations on our training dataset. The model’s hyperparameters were fine-
tuned based on validation loss, similar to the process described in Section 7.2.2. The best model
obtained through this process is then used for evaluation. In our experiments, we refer to this
technique as OPC.

BinFinder. BinFinder uses a similar setup as SAFE. We implemented the necessary feature extrac-
tion using angr as described in the paper to create a functional setup. We trained the BinFinder
model on our training set using the provided training scripts and then evaluated the model on our
test set for comparison.

8 Performance Evaluation

This section evaluates the performance of VEXIR2VEC, in terms of accuracy and scalability, on
the two binary similarity experiments formalized in Definition 6.2: function diffing and searching.
This evaluation happens in an adversarial setting, involving binaries produced using different
compilation configurations, as explained in Section 7.2. The goal of this evaluation is to provide
answers to the following research questions:

(RQ1) How well does our approach perform on the binary diffing task, withstanding the differ-
ences arising out of different architectures, compilers, optimizations, and obfuscations?
(Section 8.1)

(RQ2) How effective is our approach in searching and retrieving a similar function from a large
pool of functions varying in compilation configurations? (Section 8.2)

(RQ3) How well does the vocabulary capture the semantic information from the input VEX-IR?
(Section 8.3)

(RQ4) How scalable is our proposed tool in comparison with the other approaches? (Section 8.4)

8.1 RAQ1: Binary Diffing
We evaluate our approach on the binary diffing task at the function level, as described in Section 6.2
and compare it with different baselines to answer RQ1.

8.1.1 Ground truth. The ground truth for the binary diffing experiment consists of function pairs
from stripped source and target binaries, corresponding to the same source code function compiled
using different configurations. To identify functions from the same source code, we first match
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functions from stripped binaries with their unstripped equivalents using their function addresses.
Then, we obtain the debugging and symbol information from the unstripped functions. A pair of
functions from the stripped source and target binaries with the same source filename and function
name are considered identical and added to the ground truth.

Example 8.1. To create a ground truth function pair between the find binaries compiled with x86-
Clang12-00 and x86-GCC10-02, we first match the function addresses in the stripped and unstripped
binaries to associate the source filename and function name from the unstripped function with the
stripped function. This process is performed separately for each of the find binaries compiled with
x86-Clang12-00 and x86-GCC10-O2. Next, we pair functions from the stripped x86-Clang12-O0
binary with those from the x86-GCC10-O2 binary by checking for matching source filenames and
function names. When a match is found, we identify two functions derived from the same source
code and add this pair to the ground truth.

8.1.2 Metrics. We use precision, recall, and F1 score as the primary evaluation metrics for the

binary diffing task.

e True Positive (TP): number of pairs of functions correctly predicted in the ground truth.

o False Positive (FP): number of pairs of functions predicted as similar but not present in the
ground truth.

o False Negative (FN): number of pairs of functions in the ground truth that are not predicted
to be similar.

e Precision (%): the proportion of true positives among all positive results predicted by
the model.

e Recall (%): the proportion of true positives among all actual positive cases in the dataset.

e F1 score: the harmonic mean of precision and recall, computed as 2:Precision:Recall

Precision+Recall *

DeepBinDiff and BinDiff directly generate matching function pairs for two binaries with a
similarity score. For other approaches, we use the KDTree implementation from scikit-learn [74] to
compute the nearest neighbors for a source function among the set of target functions. KDTrees are
binary search trees where data in each node is a K-Dimensional point. KDTrees provide an efficient
means* of computation of nearest neighbors [7]. We consider 10 neighbors in our experiments. A
prediction is counted as a true positive (TP) if the target function is among the computed neighbors;
otherwise, it is marked as a false positive (FP). Additionally, we plot the Cumulative Distribution
Function (CDF) of F1-Score curves for each experiment.

Some functions identified in the ground truth are not present in the baselines. Such function
pairs are considered false negatives according to our definitions. Experiments use a timeout of
7,200 seconds, beyond which we terminate the process for the pair of binaries under comparison.
We skip evaluating DeepBinDiff on binaries from Lua, cURL, and PuTTY, and in experiments
involving obfuscated binaries, as generating the embeddings and matching exceeded the 7,200-
second timeout for almost 90% of the binary pairs. Additionally, we do not evaluate DeepBinDiff on
cross-architecture experiments since the approach is architecture-specific and supports only x86.

8.1.3 Cross-Optimization Binary Diffing. We perform cross-optimization level binary diffing in-
volving binaries compiled with Clang12 and GCCS8 targeting x86 and ARM architectures. Table 1°
shows the precision and recall values corresponding to the diffing between 00-O3 and O0-O2 opti-
mization levels. Additionally, we studied the performance of diffing between O1-O3 optimization
levels (results are shown in Table 12 of the Appendix). Our approach consistently achieves higher
4They have a linear-space complexity, an average logarithmic-time complexity, and a worst-case linear-time complexity.

SHenceforth, we add to the caption of each table the expected score of a random guesser (the null hypothesis). This score,
being so low, demonstrates that the different binary similarity tools are able to learn non-trivial information.
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Table 1. Precision and Recall Scores for Cross-Optimization Binary Diffing. The first number of each pair
corresponds to the O0 Vs. O3 setting. The second number shows the O0 Vs. O2 setting. Missing pairs occur
due to timeouts. The null hypothesis’ expected score is 0.005.

Precision Recall
BinDiff DBD SAFE OoPC BinFinder VEXIR2VEC } BinDiff DBD SAFE OoPC BinFinder VEXIR2VEC
ARM - élanng
Coreutils | 0.08/0.08 0.17/0.18 0.11/0.11 0.36/0.34 0.35/0.35 0.57/0.58 | 0.05/0.05 0.09/0.10 0.09/0.09 0.47/0.45 0.46/0.45 0.75/0.76

Diffutils | 0.37/0.41 024/027 0.17/0.19 0.44/0.44 0.49/0.48 0.68/0.67 |0.27/0.30 0.19/0.22 0.13/0.14 0.57/0.58 0.65/0.63 0.89/0.89
Findutils | 0.11/0.34 031/032 0.12/0.13 0.40/0.40 0.47/0.52 0.68/0.69 |0.06/0.22 0.15/0.17 0.10/0.11 0.48/0.48 0.56/0.62 0.82/0.82

Gzip 0.07/0.05 0.15/0.17 0.16/0.20 0.32/0.33 0.41/0.43 0.60/0.61 | 0.05/0.04 0.16/0.18 0.11/0.13 0.42/0.43 0.54/0.56 0.78 / 0.80

Lua 0.20/0.17 0.04/0.04 0.13/0.14 0.19/0.21 0.41/0.41 |0.19/0.16 0.03/0.02 0.21/0.21 0.31/0.33 0.65/0.65

PuTTY 0.07 / 0.07 0.04/0.04 0.06/0.06 0.21/0.23 0.28/0.29 | 0.04/0.05 0.04/0.04 0.08/0.07 0.29/0.30 0.39/0.39

cURL 0.14/0.07 0.12/0.14 0.50/0.46 0.58/0.58 0.67/0.67 | 0.12/0.06 0.08/0.10 0.57/0.53 0.67 /0.67 0.77 / 0.77
ARM - GCC8

Coreutils | 0.13/0.14 0.16/0.18 0.18/0.20 0.36/0.29 0.34/0.40 0.51/0.55 |0.09/0.10 0.11/0.12 0.13/0.15 0.49/0.41 0.47/0.56 0.70/0.76
Diffutils | 0.29/0.25 0.19/0.22 0.32/0.34 0.36/0.40 0.43/0.41 0.60/0.65 | 0.24/0.18 0.09/0.14 0.21/0.23 0.52/0.55 0.62/0.63 0.86/0.90
Findutils | 0.13/0.10 0.18/0.28 0.22/0.26 0.41/0.33 0.42/0.50 0.59/0.65 | 0.09/0.07 0.12/0.12 0.18/0.20 0.52/0.42 0.55/0.64 0.77 / 0.83

Gzip 0.23/0.23 0.14/0.21 0.33/037 0.17/0.18 0.38/0.48 0.50/0.55 |0.21/0.22 0.13/0.16 0.21/0.25 0.25/0.24 0.55/0.64 0.73/0.72
Lua 0.13/0.23 0.10/0.16 0.15/0.13  0.20/0.30 0.32/0.40 |0.13/0.23 0.07/0.12 0.25/0.19 0.33/0.44 0.52/0.58
PuTTY 0.05/0.10 0.08/0.10 0.09/0.06 0.19/0.27 0.28/0.36 | 0.03/0.07 0.08/0.10 0.12/0.08 0.23/0.36 0.39/0.48
cURL 0.19/0.23 0.21/0.25 0.53/0.12 0.14/0.15 0.57 /0.57 | 0.15/0.19 0.16/0.19 0.69/0.58 0.58/0.61 0.76 / 0.75

x86 - Clang12

Coreutils | 0.12/0.16 0.12/0.12 0.24/0.24 0.33/0.34 0.34/0.34 0.53/0.53 |0.09/0.12 036/0.34 0.20/0.19 0.44/0.46 0.44/0.44 0.71/0.70
Diffutils | 0.48/0.48 0.17/0.17 0.31/0.33 0.45/0.46 0.43/0.45 0.68/0.68 | 0.44/0.45 0.55/0.60 0.22/0.23 0.60/0.61 0.57/0.59 0.91/0.90
Findutils | 0.27/0.32 0.12/0.17 0.32/0.32 0.38/0.37 0.50/0.45 0.66/0.67 | 0.21/0.28 0.47/0.53 0.26/0.26 0.47/0.46 0.61/0.55 0.82/0.82

Gzip 0.22/0.24 0.11/0.11 0.35/0.35 0.38/0.37 0.42/0.36 0.60/0.62 | 0.18/0.20 0.66/0.76 0.25/0.25 0.49/0.48 0.54/0.48 0.79/0.81

Lua 0.26 /0.23 0.17/0.17 0.11/0.10 0.21/0.22 0.39/0.39 | 0.24/0.21 0.12/0.12 0.17/0.15 0.32/0.34 0.59/0.59

PuTTY 0.11/0.11 0.12/0.12 0.06/0.06 0.20/0.21 0.30/0.30 | 0.10/0.10 0.12/0.12 0.08/0.07 0.27/0.28 0.40/0.41

cURL 0.25/0.30 0.35/0.37 0.42/0.41 0.51/0.57 0.74/0.73 | 0.20/0.25 0.25/0.27 0.48/0.47 0.59/0.66 0.84/0.84
x86 - GCC8

Coreutils | 0.11/0.21 0.12/0.14 0.23/0.30 0.31/0.32 0.32/0.36 0.50/0.51 |0.08/0.19 0.29/0.31 0.18/0.23 0.44/0.45 0.44/0.51 0.69/0.72
Diffutils | 0.27/0.29 0.14/0.14 0.37/0.39 0.42/043 0.38/0.42 0.60/0.60 | 0.25/0.31 0.42/0.42 0.25/0.26 0.60/0.61 0.55/0.60 0.86/ 0.86
Findutils | 0.10/0.36 0.10/0.13 0.26/0.32 034/0.32 0.40/0.48 0.60/0.62 |0.08/0.32 031/034 0.21/0.25 0.44/041 0.52/0.62 0.78 / 0.81

Gzip 0.30/0.35 0.11/0.14 0.34/038 0.18/0.22 0.34/0.44 0.52/0.55 |0.32/0.36 0.53/053 0.22/0.27 0.25/0.30 0.48/0.59 0.75/0.73
Lua 0.14/0.35 0.14/0.19 0.15/0.12 0.22/0.30 0.31/0.39 | 0.14/0.37 0.10/0.14 0.24/0.18 0.35/0.44 0.50/0.57
PuTTY 0.09/0.23 0.12/0.15 0.08/0.07 0.16/0.25 0.29/0.36 | 0.08/0.21 0.12/0.15 0.11/0.10 0.23/0.33 0.41/0.49
cURL 0.16 / 0.20 0.34/040 055/0.56 0.58/0.63 0.79/0.79 | 0.15/0.19 0.24/0.29 0.64/0.64 0.69/0.72 0.93/0.91

precision and recall values across all configurations compared to the baselines. It attains the best
average F1-Score across all three experiments, at 0.65, while the nearest baselines, BinFinder and
Histograms of Opcodes (OPC), achieve F1-Scores of 0.47 and 0.41, respectively. On average, SAFE,
DeepBinDiff, and BinDiff achieve F1 scores of 0.28, 0.27, and 0.26, respectively.

8.1.4 Cross-Compiler Binary Diffing. To perform cross-compiler diffing, we consider binaries
generated using Clang12 and GCC8 targeting x86 and ARM. Diffing is performed on binaries that
target the same architecture but that were produced with different compilers or different versions
of the same compiler. Table 2 shows the precision and recall for our approach and the baselines.
Our approach achieves the highest precision, recall, and F1 scores, outperforming the baselines in
all configurations.

We also carry out diffing by varying the compiler version. Table 3 shows the results of the
comparisons between Clangé and Clang12, Clang8 and Clang12, GCC6 and GCC10, GCC8 and
GCC10. In our dataset, we observe that the cross-compiler version diffing is easier than other diffing
experiments. Our approach results in the highest average F1 score of 0.93, while BinFinder, OPC,
and SAFE result in 0.87, 0.8, and 0.53, respectively.

8.1.5 Cross-Architecture Binary Diffing. This experiment uses binaries generated by Clang (V12.0.1)
and GCC (V10.0) at -0@ and -03 optimization levels for x86 and ARM. We perform diffing between
binaries generated by the same compiler and optimization level but for different architectures.
Table 4 shows the results. VEXIR2VEC achieves the highest precision and recall values in most
configurations. Notice that in this experiment, VEXIR2VEC is not consistently better than all the
other baselines. For instance, in the clang12 -00 setup, VEXIR2VEC trails BinDiff on the Lua binary,
although it outperforms it in all the other six binaries on the same setting. On average, VEXIR2VEC
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Table 2. Cross-Compiler Binary Diffing - Clang12 Vs. GCC8. Null hypothesis’ expected score: 0.006

Precision Recall
BinDiff DBD SAFE OPC BinFinder VEXIR2VEC } BinDiff DBD SAFE OPC BinFinder VEXIR2VEC
ARM
Coreutils 0.23 0.34 0.27  0.60 0.66 0.78 0.13 0.32 0.22  0.68 0.75 0.88
cURL 0.20 032 0.65 0.69 0.79 0.19 0.22 0.79 0.84 0.96
Diffutils 0.28 0.37 037  0.64 0.59 0.78 0.21 0.39 0.26  0.78 0.79 0.94
Findutils 0.41 0.53 032 0.60 0.69 0.83 0.29 0.36 0.27  0.67 0.78 0.93
Gzip 0.37 0.27 037 0.29 0.61 0.71 034  0.56 0.26  0.35 0.72 0.84
Lua 0.27 0.19  0.29 0.44 0.52 0.26 0.14 036 0.54 0.64
PuTTY 0.19 0.13  0.26 0.44 0.49 0.13 0.15 0.28 0.48 0.55
x86
Coreutils 0.25 0.16 032 0.58 0.63 0.75 0.22 0.53 0.27  0.66 0.71 0.84
cURL 0.30 0.48 0.76 0.82 0.87 0.22 035 0.81 0.88 0.93
Diffutils 0.42 0.18 0.44  0.65 0.62 0.81 0.43 0.32 0.31  0.80 0.76 0.98
Findutils 034 0.16 036  0.57 0.68 0.82 0.30 0.59 0.30  0.65 0.76 0.92
Gzip 034  0.08 0.43 032 0.62 0.7 0.33 0.72 032 037 0.70 0.81
Lua 0.34 029 035 0.42 0.54 0.33 023 043 0.51 0.66
PuTTY 0.22 0.21 0.38 0.43 0.51 0.20 024 041 0.47 0.55

Table 3. Compiler Cross-Version Binary Diffing. Null hypothesis’ expected score: 0.006

Precision Recall
BinDiff DBD SAFE OPC BinFinder VExIR2VEc | BinDiff DBD SAFE OPC BinFinder VExIR2VEc
Clang6 Vs. Clang12
ARM 0.72  0.59 0.51  0.80 0.93 0.97 0.57 086 0.43  0.80 0.93 0.98
x86 0.86  0.34 0.55 0.88 0.94 0.98 094 089 0.48  0.89 0.94 0.99
Clang8 Vs. Clang12
ARM 072 0.62 053  0.84 0.94 0.97 0.58  0.88 045 0.84 0.94 0.98
x86 0.88  0.36 0.56  0.89 0.95 0.99 096  0.92 0.50  0.89 0.95 0.99
GCC6 Vs. GCC10
ARM 0.58 0.52 049 0.72 0.75 0.84 0.49 0.82 040 0.79 0.83 0.92
x86 0.62 0.21 0.53  0.69 0.76 0.83 0.66 0.84 044 0.76 0.83 0.91
GCC8 Vs. GCC10
ARM 0.66 0.56 0.51 0.75 0.75 0.85 0.56 0.84 041 0.81 0.84 0.92
x86 071  0.21 0.55 0.74 0.77 0.84 0.81 0.86 0.46  0.82 0.85 0.93

achieves the highest F1 score of 0.82, surpassing the closest baseline, BinFinder, which obtains an
average F1 score of 0.67.

8.1.6  Mixture-of-all Diffing. As an extreme case of adversarial diffing, we conducted experiments
using a diverse set of binaries compiled with different compilers and varying optimization levels
for both x86 and ARM. This setup poses a significant challenge to the binary diffing tools due
to its mix of compilation configurations. Tables 5 and 6 present the compilation configurations,
precision, and recall results for this experiment. Cross-architecture experiments are excluded for
DeepBinDiff for the reasons mentioned in Section 8.1.2. VEXIR2VEC outperforms all baselines
across these configurations in terms of both precision and recall. On average, VEXIR2VEC achieves
approximately a 45% higher average F1-score compared to the best-performing baseline, BinFinder.

Figure 13 shows Cumulative Distributive Function plots for F1-scores. Ideal curves have a
maximum increase in the fraction of data close to 1.0. Notice that VEXIR2VEc achieves superior
results than the baselines in all the experiments that Figure 13 summarizes.

8.1.7 Diffing on Obfuscated Binaries. Code obfuscation is a deliberate technique that alters code to
make it difficult for humans to understand or interpret its underlying functionality. This section
evaluates the ability of the different diffing tools to resist the effects of code obfuscation on the
target binaries. To this end, we use O-LLVM to modify binaries before passing them to the diffing
software. O-LLVM is a widely used obfuscation tool integrated with the Clang and LLVM toolchain
(specifically, it runs on Clang version 4.0) [47]. O-LLVM offers three primary obfuscation schemes:
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Table 4. Cross-Architecture Binary Diffing. Null hypothesis’ expected score: 0.005

Precision Recall
‘ BinDiff SAFE OPC BinFinder VEXIR2VEC } BinDiff SAFE OPC BinFinder VEXIR2VEcC
Clangl2 - 00
Coreutils 0.53 0.10 0.41 0.64 0.79 0.43 0.09 0.45 0.67 0.85
cURL 0.83 0.10 0.41 0.83 0.94 0.72 0.08 0.41 0.83 0.95
Diffutils 0.71 0.14 0.41 0.70 0.84 0.60 0.12 0.44 0.74 0.9
Findutils 0.78 0.10 0.37 0.70 0.85 0.66 0.09 0.39 0.73 0.9
Gzip 0.81 0.08 0.50 0.71 0.89 0.78 0.07 0.53 0.76 0.94
Lua 0.87 0.02 0.12 0.61 0.77 0.82 0.02 0.12 0.61 0.77
PuTTY 0.56 0.03 0.10 0.50 0.65 0.55 0.03 0.12 0.55 0.72
Clang12 - O3
Coreutils 0.30 0.17 0.48 0.67 0.84 0.14 0.15 0.52 0.73 0.92
cURL 0.63 0.26 0.54 0.77 0.82 0.51 0.19 0.55 0.78 0.83
Diffutils 0.64 0.22 0.55 0.76 0.88 0.43 0.17 0.61 0.83 0.96
Findutils 0.45 0.23 0.52 0.69 0.86 0.21 0.20 0.56 0.74 0.92
Gzip 0.55 0.26 0.49 0.75 0.86 0.45 0.19 0.53 0.82 0.94
Lua 0.80 0.13 0.24 0.70 0.82 0.71 0.11 0.25 0.73 0.85
PuTTY 0.56 0.10 0.18 0.54 0.67 0.41 0.12 0.19 0.57 0.71
GCC10 - 00
Coreutils 0.78 0.29 0.43 0.71 0.89 0.65 0.26 0.46 0.76 0.94
cURL 0.87 0.36 0.10 0.18 0.21 0.78 0.28 0.47 0.82 0.94
Diffutils 0.88 0.39 0.41 0.79 0.93 0.76 0.33 0.43 0.82 0.98
Findutils 0.86 0.29 0.45 0.73 0.95 0.71 0.27 0.47 0.76 0.98
Gzip 0.84 0.31 0.49 0.84 0.88 0.82 0.25 0.52 0.89 0.93
Lua 0.95 0.17 0.34 0.59 0.88 0.91 0.16 0.34 0.59 0.88
PuTTY 0.59 0.12 0.10 0.47 0.72 0.57 0.13 0.12 0.52 0.78
GCC10-03
Coreutils 0.34 0.26 0.33 0.51 0.61 0.24 0.20 0.44 0.68 0.81
cURL 0.56 0.30 0.52 0.64 0.75 0.47 0.21 0.59 0.73 0.86
Diffutils 0.48 0.25 0.44 0.71 0.79 0.33 0.17 0.52 0.84 0.93
Findutils 0.45 0.26 0.34 0.65 0.68 0.31 0.22 0.42 0.80 0.83
Gzip 0.61 0.24 0.56 0.75 0.87 0.52 0.18 0.64 0.84 0.97
Lua 0.67 0.16 0.25 0.62 0.81 0.59 0.13 0.26 0.64 0.83
PuTTY 0.46 0.09 0.21 0.48 0.67 0.29 0.10 0.23 0.50 0.7

Table 5. Cross-Compiler + Cross-Optimization + Cross-Architecture Binary Diffing. Null hypothesis’ expected
score: 0.005

Precision Recall
‘ BinDiff SAFE OPC BinFinder VExIR2VEc | BinDiff SAFE OPC BinFinder VEXIR2VEC
x86-Clang12-00 V5. ARM-GCC10-02
Coreutils 0.10 0.08 0.21 0.28 0.45 0.05 0.05 0.34 0.43 0.7
cURL 0.10 0.09 0.25 0.42 0.57 0.06 0.06 033 0.56 0.76
Diffutils 0.19 0.09 0.25 0.31 0.58 0.11 0.06 037 0.51 0.86
Findutils 0.14 0.07  0.17 0.39 0.56 0.08 0.05 0.24 0.53 0.76
Gzip 0.13 0.08 0.12 0.39 0.5 0.10 0.05 0.17 0.54 0.7
Lua 0.19 0.04 0.06 0.20 0.34 0.16 0.03  0.08 0.30 0.51
PuTTY 0.06 0.03  0.04 0.19 0.22 0.04 0.03  0.05 0.24 0.3
x86-GCC8-01 Vs. ARM-Clang6-03

Coreutils 0.10 0.13 038 0.41 0.64 0.05 0.10 0.45 0.49 0.76
cURL 0.07 0.18 041 0.57 0.74 0.04 0.13 043 0.59 0.77
Diffutils 0.24 0.17 036 0.45 0.72 0.17 012  0.44 0.55 0.89
Findutils 0.19 0.14 0.39 0.47 0.73 0.09 0.12 045 0.54 0.83
Gzip 0.28 0.13  0.17 0.47 0.59 0.22 0.09  0.20 0.57 0.72
Lua 0.22 0.06 0.12 0.27 0.46 0.19 0.04 0.15 0.34 0.57
PuTTY 0.08 0.06 0.09 0.25 0.29 0.05 0.07  0.10 0.28 0.32

e Bogus Control Flow (BCF): This scheme adds unnecessary branches guarded by conditions
(opaque predicates) that always evaluate to the same outcome. These branches cannot be
eliminated by compiler optimizations, making the code’s control flow harder to follow.

e Control-Flow Flattening (FLA): This scheme flattens the Control Flow Graph by mod-
ifying the conditions within the graph and inserting additional code blocks that do not
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Table 6. Cross-Compiler + Cross-Optimization Binary Diffing. Null hypothesis’ expected score: 0.006

Precision Recall
BinDiff DBD SAFE OPC BinFinder VEXIR2VEC } BinDiff DBD SAFE OPC BinFinder VEXIR2VEC
x86-Clang12-00 Vs. x86-GCC10-02
Coreutils 0.11 0.08 0.20 0.24 0.31 0.48 0.06 0.23 0.16  0.34 0.43 0.67
cURL 0.14 0.27 0.41 0.50 0.73 0.10 0.19  0.49 0.60 0.86
Diffutils 024 0.11 0.28 0.44 0.39 0.63 0.17 036 0.19  0.60 0.53 0.86
Findutils 0.27  0.08 0.21  0.26 0.38 0.6 0.16  0.26 0.17  0.34 0.49 0.77
Gzip 032 0.09 030 0.21 0.39 0.55 025 037 021  0.27 0.52 0.71
Lua 0.24 0.16 0.11 0.21 0.36 0.23 0.12  0.16 0.32 0.53
PuTTY 0.10 0.09  0.07 0.21 0.24 0.09 0.09  0.09 0.28 0.33
x86-GCC8-01 Vs. x86-Clang6-03
Coreutils 0.15 0.22 0.29  0.61 0.49 0.72 0.11 0.46 0.25  0.67 0.54 0.79
cURL 0.13 0.39  0.66 0.73 0.87 0.09 0.29  0.70 0.77 0.91
Diffutils 029 0.25 041  0.63 0.62 0.81 0.25  0.60 029 0.71 0.70 0.92
Findutils 020 0.24 032 0.60 0.51 0.81 0.15 0.57 0.27  0.66 0.56 0.89
Gzip 020 0.11 0.26  0.28 0.41 0.54 0.17  0.54 021 033 0.49 0.64
Lua 0.29 0.28  0.28 0.34 0.51 0.27 022 034 0.42 0.62
PuTTY 0.14 020 0.24 0.32 0.37 0.11 0.23  0.26 0.35 0.4
----- BinDiff ~——- DeepBinDiff ~—-- SAFE  ----- OPC BinFinder =~ —— VexIR2Vec
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Fig. 13. The cumulative distribution function (CDF) of F1-Scores in different adversarial settings.

affect the program’s functionality. In practice, the program becomes a large switch within a
loop [53].

o Instruction Substitution (SUB): This scheme replaces a single instruction with a sequence
of multiple instructions that achieve the same result. These replacements increase the
complexity of the code without changing its behavior.

We generated obfuscated binaries using O-LLVM (Clang V4.0) on x86 at the -03 optimization level.
In addition to applying the three individual obfuscation passes mentioned above, we also created a
variant by applying all three passes together (denoted as “ALL”). These obfuscated binaries were
then compared to their non-obfuscated counterparts generated using the GCC compiler (version
10.0) with the optimization level set to ~00. The experimental setup was identical to that described
in Section 8.1. Table 7 shows the results of our approach and the baselines®. As shown in that table,
VEXIR2VEC achieves the highest precision and recall values in almost all cases. VEXIR2VEC obtains
the highest average F1 score of 0.65, compared to BinFinder’s 0.41. SAFE outperforms OPC, with
an average F1 score of 0.29 versus 0.22. In general, it can be seen that the baselines do not perform
well under obfuscation.

®We do not consider the binaries from Lua in this experiment as the angr (V9.2.96) was not able to retrieve CFGs of the
functions after obfuscation using Clang 4.



30 S. VenkataKeerthy, et al.

Table 7. Diffing between binaries generated by GCC-10 (with -O0) and the obfuscated version of binaries
generated by Clang-4 (with -O3). Null hypothesis’ expected score: 0.006

Precision Recall
BinDiff DBD SAFE OPC BinFinder VExXIR2VEC } BinDiff DBD SAFE OPC BinFinder VExXIR2VEC
BCF
Coreutils 0.07  0.15 024 0.22 0.31 0.56 0.04 0.16 035 0.28 0.39 0.72
cURL 0.05 034 0.29 0.68 0.83 0.02 0.56  0.31 0.74 0.9
Diffutils 023 0.14 0.27  0.20 0.39 0.64 0.13 032 0.49  0.27 0.52 0.85
Findutils 012  0.13 032 0.21 0.40 0.68 0.07  0.25 042 0.25 0.47 0.81
Gzip 0.24 0.32 0.17 0.37 0.27 0.16 0.55 0.21 0.46 0.34
PuTTY 0.04 0.23  0.06 0.17 0.63 0.02 0.21  0.08 0.22 0.79
FLA
Coreutils 0.09 0.14 0.20 0.15 0.35 0.55 0.06  0.07 0.30  0.20 0.46 0.72
cURL 0.16 022 0.22 0.70 0.8 0.08 039 0.25 0.80 0.9
Diffutils 022 0.14 0.20  0.10 0.40 0.64 0.16  0.23 036 0.14 0.54 0.86
Findutils 0.17  0.13 024 0.13 0.37 0.63 0.12  0.20 034 0.16 0.45 0.77
Gzip 0.25 0.22  0.20 0.32 0.28 0.18 0.41  0.27 0.42 0.37
PuTTY 0.08 0.17  0.06 0.22 0.61 0.07 0.16  0.08 0.30 0.8
SUB
Coreutils 0.11 0.15 025 034 0.31 0.54 0.06 0.08 038  0.45 0.42 0.72
cURL 0.07 035 0.56 0.66 0.79 0.05 0.63  0.65 0.76 0.91
Diffutils 028 0.16 0.27 0.44 0.39 0.64 0.18 031 0.51  0.60 0.54 0.88
Findutils 012 0.14 030 0.38 0.34 0.65 0.07  0.26 0.44 048 0.43 0.82
Gzip 0.25 032 032 0.38 0.25 0.17 0.61 043 0.51 0.34
PuTTY 0.07 030 0.08 0.18 0.62 0.05 029 0.11 0.24 0.84
ALL
Coreutils 0.06 0.14 0.16  0.08 0.29 0.58 0.04 0.03 024 0.11 0.36 0.74
cURL 0.00 0.16  0.15 0.48 0.78 0.00 0.26  0.16 0.52 0.84
Diffutils 029 0.11 0.15 0.11 0.35 0.65 020 0.24 0.26 0.14 0.45 0.81
Findutils 0.08  0.11 0.16  0.08 0.31 0.61 0.04 0.23 0.22  0.10 0.37 0.74
Gzip 0.10 0.17  0.10 0.34 0.28 0.07 028 0.12 0.41 0.35
PuTTY 0.04 0.11  0.03 0.14 0.65 0.02 0.10 0.04 0.17 0.77

8.2 RQ2: Searching and Retrieval

In this section, we evaluate our approach on the searching task described in Section 6.2 to provide
an answer to RQ2.

8.2.1 Ground Truth. We create a pool of functions from the test set of x86 binaries generated with
Clang (V8.0.1 and V12.0.1) and GCC (V8.0 and V10.0), at four optimization levels: -00, -01, -02
and -03. In each search, functions from one compilation configuration are used as the query set.
All the other functions, excluding the query set, form the set of search candidates. We obtain the
function identifiers by following the same process described in Section 8.1 to form the ground
truth. In any search set, there are 15 candidates that can match a query (2 compilers X 2 versions X
4 optimizations — input query = 15). On average, a query set has about 2K functions, and a search
set has about 323K functions; thus, the chance of correctly retrieving a match for a query with a
random guess is ~ 15/323K.

8.2.2 Metric. We use the Mean Average Precision (MAP) as the evaluation metric for the searching
task. MAP is computed as é ZqQ:I AP(q), where AP(q) is the average precision for query q. Q is

the total number of queries. AP(q) is defined as % Zl{\il Prec(i) X Rel(i). Prec(i) is precision at i;
Rel(i) denotes the relevance at i. Rel(i) is set to 1 when the retrieved function at position i matches
the query function, and is set to 0 otherwise. N is the total number of retrieved functions that
match the query function.

8.2.3 Mixture of all - searching. Each query function is searched against the candidate set of
functions. Similar to Section 8.1, we obtain a list of 10 nearest functions to the query function
among the set of candidates ranked by the Euclidean distance. A function from the list is considered
to match the query function if both of them have the same source file and function name. We do
not consider BinDiff and DeepBinDiff for the searching experiments as they are designed only for
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Fig. 14. Mean Average Precision (MAP) scores for searching experiments.

binary diffing. Figure 14 shows the MAP scores produced by SAFE, BinFinder, OPC, and VEXIR2VEC
for this task. VEXIR2VEC consistently obtains higher MAP scores than the other baselines across all
compiler configurations. The MAP score of VEXIR2VEC is 0.76 on average, while SAFE’s, BinFinder’s,
and OPC’s are 0.5, 0.47, and 0.52, respectively.

8.3 RQ3: Evaluation of Vocabulary

Our vocabulary is the set of 128-dimensional vectors that represent the entities that form the
program’s intermediate format: opcodes, types, and operands. As explained in Section 5.2, this
vocabulary is encoded as a function Vjookup, Which maps entities to vectors. This section presents
different experiments—essentially of a qualitative nature—that we have engineered to answer (RQ3),
which deals with the capacity of Vjookup to encode meaningful semantic information.

8.3.1 Clustering. Viookup encodes semantic information as points within an Euclidean Space. Thus,
entities that are semantically related tend to be mapped to points that are close in this space,
as illustrated in Figure 11 (Page 18). To provide some evidence that this semantic information
is correctly encoded in Viyokup, we use t-SNE [92] to project the 128-D entity vectors onto a bi-
dimensional surface. Figure 15 shows the resulting image. For easier interpretation, we mark entity
vectors into nine logical groups. These groups are either based on the type of the data they operate
on (integers, floating-point numbers, vectors), or on the kind of operations (logic operations, loads,
stores, comparisons, max/min). We also have a group for entities to denote user-defined symbols:
variables, functions, constants, etc.
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Fig. 15. Vocabulary Clusters

Figure 15 shows the distinct formation of smaller clusters in the case of integer types, float
types, and store types. The cluster of logical types containing operations such as xor are closer to
the integer types. This proximity comes from the fact that logical operations actuate on integer-
type variables. Similar observations can also be made for some of the vector types lying in closer
proximity to some of the Ext types, such as truncv.

8.3.2 Analogies. An analogy in a machine-learning embedding is a relationship between vectors
that reflects a similar relationship between the entities they represent, often expressed in the
form: "a is to b as c is to d" VEXIR2VEC lets us explore several kinds of analogies. For instance,
an analogy such as “get is to put as load is to store” explores the similarity between different
semantics of data movement instructions related to register and memory accesses. In order to probe
VEXIR2VEC’s capacity to build meaningful analogies, we have designed 90 analogy queries to cover
relations among operators, types, arguments, and their semantics. We represent an analogy query
as a:b:c:? meaning “if ais to b, then c is to which entity?” To answer the query, the missing value is
computed as the entity the closest to b — a+ ¢ by Euclidean distance. Appendix A.4 gives the full list
of 90 queries. Table 8 lists some of the analogies that were correctly captured by Vooxup. Notably,
the vocabulary is able to capture intrinsic semantic information to capture that multiplication
and division operations can be achieved using left and right shift operations, respectively. Other
relations that characterize the type of operand for each operation are also captured. In this exercise,
we observed the expected query result for 63 out of 90 queries, totaling an accuracy of 70%.

8.3.3  Number of Dimensions. The queries explored in Section 8.3.2 gave us enough data to fine-tune
hyperparameters (learning rate, batch size, and margin) besides the number of dimensions used in
the representation of entities. As shown in Figure 16(a), we observe an increase in the accuracy in
correctly answering the number of analogies with the increase in the number of dimensions until
128. Further increase in the number of dimensions resulted in a fall in accuracy.

8.3.4 OOV study. The performance of supervised learning approaches typically depends on the
quality and comprehensiveness of the training data. When the training data does not cover the entire
vocabulary of the language, unseen words can occur at test time, leading to Out-Of-Vocabulary
(OOV) issues. These OOV words, which are not seen by the model during training, create challenges
in accurately predicting and understanding the input binaries during inference.

The approaches that do not model input properly suffer from serious OOV issues. Approaches
like SAFE [113] and InnerEye [113] learn the representations at the instruction level. And, typically
there could be a very high number of combinations of opcodes (O), types (T), and the number of
arguments (A). To avoid OOV issues, such approaches should use a training set comprising all



VEXIR2VEC: An Architecture-Neutral Embedding Framework for Binary Similarity 33

—— SAFE
10*1 —e— VEXIR2Vec

Accuracy

0 50 100 150 200 250 300 350 400
Binaries

100 128 150 200 300
Number of dimensions

(a) Accuracy vs Dimensions (b) #00V Occurrences
Fig. 16. #Dimensions of Embeddings and OOV Study

possible combinations of opcodes, types, and arguments, leading to an enormous training space of
|O| X |T| x |Al. Covering this huge space is highly infeasible.

In contrast, VEXIR2VEC learns the representations at the entity level, reducing the training space
to |O] +|T| + |A|. These entities exist in limited numbers and can be quickly learned. By covering all
possible opcodes, types, and arguments individually, it is easier to avoid OOV issues with a limited
training set in VEXIR2VEc.

Figure 16(b) shows the number of OOV occurrences encountered by SAFE and VEXIR2VEC during
inference on a collection of 400 randomly chosen binaries. It can be observed that VExIR2VEc did
not face any OOV issues. SAFE, in contrast, encountered a large number of (= 10%) OOV words. This
study does not consider the implementations of OPC and BinFinder, because they are feature-based,
not relying on a vocabulary of embeddings.

8.4 RQ4: Scalability

In this section, we evaluate the scalability of VEXIR2VEC to answer RQ4.

8.4.1 Time for Embedding Generation. The implementation of VEXIR2VEc features two levels of
parallelism:

Thread level: Each function of the binary is processed in parallel by different threads to obtain
the function-level embedding.
Task level: Each binary is processed in parallel via a new process.

Figure 17 (a) provides data that demonstrates that this parallelization yields benefits. The figure
reports running times to generate embeddings for a randomly chosen set of 100 binaries from our
dataset, whose sizes range between 15KB and 5MB. Lines show the cumulative time observed for
the different binaries. These binaries are sorted by size along the X-axis. The implementation of
VExIR2VEC with one, two, four and eight threads takes 490, 335, 264, 221 seconds, respectively, to
process the 100 binary files. Thus, the eight-threaded implementation of VEXIR2VEc is 2.2X faster
than its sequential version in this experiment.
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Fig. 17. Time Taken to generate and normalize embeddings.
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Figure 17 (a) also reports running times to generate embeddings via SAFE and BinFinder. We
omit BinDiff and OPC as they do not generate embeddings. We also omit DeepBinDiff because, in
this experiment, this tool takes about 6, 800 seconds on average, timing out for binaries greater
than 300K B. SAFE and Binfinder take 700 and 795 seconds, respectively, to process the 100 binaries;
hence, these tools tend to be much slower than VExIR2VEc. VEXIR2VEC running with one thread
achieves a speedup of 1.62x and 1.42X over BinFinder and SAFE, respectively. With eight threads,
this speedup grows to 3.5x and to 3.11X%, respectively. BinFinder and SAFE also seem to be impacted
by worst asymptotic behavior: the time these tools need to produce embeddings grows orders of
magnitude faster with the binary size compared to VEXIR2VEc.

8.4.2 Time taken by VEXINE. Figure 17 (b) shows the time that VEXINE takes to normalize the same
100 binaries used in Section 8.4.1. All the normalizations described in Section 4.3 can be implemented
to run in linear time on the number of instructions that constitute a peephole. Linearity comes from
the fact that peepholes are straight-line sequences of code; hence, each optimization visits each
instruction only once. Figure 17 (b) indicates that the time required to normalize peepholes grows
more slowly than the overall time taken by VEXIR2VEC to produce embeddings. The cumulative
time taken by VEXINE is about 25% of the time that VEXIR2VEC takes to produce embeddings.

9 Ablation Study

VExXIR2VEC is customizable. For instance, its scalability and precision can be controlled by pa-
rameters of Algorithm 1, such as the length k of peepholes and the number ¢ of times each basic
block is visited to produce a peephole. Similarly, precision can be enhanced with the addition
of phases such as the normalization proposed in Section 4.3, which is entirely optional. In other
words, VEXIR2VEC can still be extracted from non-normalized peepholes. To evaluate the impact of
different customizations on the precision and on efficiency of VEXIR2VEc, this section provides
answers to the following research questions:

(RQ5) How the parameters of Algorithm 1 (k and c) impact the precision and the scalability of
VEXIR2VEC? (Section 9.1)

(RQ6) What is the impact of the different types of normalization implemented by VEXINE on the
precision of VEXIR2VEC? (Section 9.2)

(RQ7) Can the proposed normalizations be adapted to work with the baseline classifiers used in
this work, and in case such is possible, how would they change the precision of these tools?
(Section 9.3)

(RQ8) What is the contribution of strings and library calls to the precision of VEXIR2VEC? (Sec-
tion 9.4)

(RQ9) What is the relative importance of the different program entities in the precision of
VEXIR2VEC? Or, in other words, how much attention does VEXNET put on each kind of
entity? (Section 9.5)

9.1 RAQ5: Impact of the Parameters of Random Walk

The random walk algorithm to generate peepholes described in Algorithm 1 is parameterized by
the maximum length of the peephole k and the minimum number of visits per basic block c. The
experiments discussed in Section 8 use k = 72 and ¢ = 2. We have arrived at this configuration after
testing different values. This section describes this search, using, to this end, the setting involving
cross-architecture and mixture-of-all diffing experiments.

Figure 18(a) shows the variation in F1 score for different values of k. The F1 score increases with
k from 1 to 72. This growth indicates the benefit of additional contextual information that comes
with larger peepholes. However, past k = 72, we start observing a decrease in F1 scores. Indeed,
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k = 144 and k = 32 deliver almost identical results in the cross-architecture/mixture-of-all setting.
This behavior suggests that context improves the precision of VEXIR2VEc; however, only up to a
certain limit.
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Fig. 18. The impact of the parameters of the random walk (Algorithm 1) on the F1 scores of VEXIR2VEc.

Similar to the experiment on k, we vary the values of c, the number of times each basic block is
visited by Algorithm 1, and record F1 scores. Figure 18(b) shows the results of this experiment. F1
scores increase from ¢ = 1 to ¢ = 2. However, upon increasing c further to 3 and 5, we observe a
reduction in F1 scores. The results obtained for ¢ = 3 closely match those seen with ¢ = 1. This
behavior indicates a similar trend as that of k: it is better to visit a basic block multiple times than
just once. However, there seems to exist a limit to how much information can be derived from the
extra visits. In our case, this limit is two.

9.2 RQ6: Effectiveness of Normalization

To answer RQ6, we have created four sets of normalizations, each containing an increasing collection
of the transformations introduced in Section 4.3:

NO: No normalization.

N1: Register optimizations, Redundant Write Elimination, and Copy propagation.

N2: N1 along with Constant Propagation, Constant Folding, and Common Subexpression Elimi-
nation.

N3: All the normalizing transformations described in Section 4.3.

Figure 19(a) shows the F1 score measured when VEXIR2VEC is equipped with each of these sets
of normalizing transformations. In these experiments, a new model is trained from scratch with the
obtained embeddings generated by the normalized peepholes. We observe an increasing trend in
performance with the increase in normalization level. Consequently, N3 yields the highest F1 score.
NO, in turn, yields the lowest. Nevertheless, even in this poor configuration—without any support
of normalization—VEXIR2VEC is still able to produce higher F1 scores than the baseline approaches.
This empirical observation supports the trend observed in Examples 4.6 and 4.7. These examples
provide intuition on how successive normalizing transformations simplify peepholes, hence filtering
out non-essential syntactic elements and revealing their essential semantic characteristics.

9.3 RQ7: Impact of Normalization on Other Baselines

Although we have designed the normalizing transformations of Section 4.3 to work in tandem with
VEXIR2VEC, they can still be of service in other binary similarity tools. Question RQ7 explores this
possibility. To answer this research question, we consider two baselines: BinFinder and Histograms
of Opcodes. These are the only baselines that we see how to augment with normalizations.

We have modified the implementation of these baselines, so that they would extract embeddings
from normalized peepholes. Peepholes are extracted from the very Algorithm 1 that empowers
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Fig. 19. The impact of the normalizing transformations (Sec. 4.3) on the F1 scores of VEXIR2VECc.

VExIR2VEC. Decomposing functions into peepholes is fundamental to carry out this experiment, for
the normalizing transformations were designed to work on straight-line sequences of instructions.
Embeddings are extracted per peephole and then merged via vector addition, as done for VEXIR2VEc.

Figure 19(b) shows the resulting F1 scores for these two modified baselines, using two versions of
each one of them. The first version, with the suffix N0, is the original implementation without any
normalization. The other version, with the suffix N3, is the modified version, which incorporates
all the transformations described in Section 4.3. Figure 19(b) shows that normalization improves
F1 scores in both the baselines. Notice, however, that even when equipped with the highest
normalization level (N3, as explained in Section 9.2), the baselines still lag behind VEXIR2VEC
running on non-normalized peepholes. Nevertheless, this experiment implies that compiler-inspired
normalizations, as a general pre-processing transformation, are general enough to be deployed
onto different embedding functions.

9.4 RQ8: Contribution of Strings and Library Calls

As Section 6.1.1 explains, the final embedding [F] that characterizes the VEXIR2VEC representation
of a function includes information extracted from strings and library calls. This information is
encoded in the [S] and [L] vectors that Section 6.2 introduces. RQ8 asks for the importance of
these vectors in the design of VEXIR2VEc. This section provides an answer to this question.

To answer RQ8, we train the VEXNET model only by considering ([O], [T], [A] ); that is, without
adding in the [S] and [L] vectors. Figure 20(a) shows the resulting F1 scores. On average, strings
and library calls improve the F1 scores across different neighbors by about 0.1 (20%). Thus, strings
and library calls provide VExIR2VEc with non-trivial information. They enhance the quality of
the function embeddings and, consequently, the performance of VEXNET. Nevertheless, even
without strings and library calls, VEXIR2VEC remains more precise than the competing baselines.
For instance, while BinFinder and SAFE achieve average F1 scores of 0.58 and 0.32, respectively,
VExIR2VEC, even without the extra data provided by strings and library calls, achieves an F1 score
of 0.63.

Data extracted from strings and library calls is important because it tends to remain unchanged,
even in very aggressive adversarial settings. Thus, unless the compiler determines that the relevant
portion of the code is dead, strings and library calls will persist in the different versions of the
binary code. However, strings and library calls alone cannot be used as code embedding for two
reasons. First, because many functions simply do not contain any data of this kind. Second, different
functions might still contain exactly the same data, such as calls to I/O operations, for instance.
Therefore, while strings and library calls cannot be the primary representation of a function, their
inclusion alongside other features considerably improves the ability of VEXIR2VEC to match binary
code.
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Fig. 20. The contribution of different entities (see Equation 2) to the F1 scores of VEXIR2VEC.

9.5 RQ9: Attention Weights

As Section 6.2 explains, the final embedding that characterizes a function includes information
taken from five vectors: operands ([O]), types ([T]), arguments ([A]), strings ([S]) and library calls
([L])- Section 9.4 provides some evidence that strings and library calls, although not essential, are
important to ensure the high precision of VEXIR2VEc. In this section, we analyze how the model
perceives the other entities by examining the learned attention values.

Figure 20(b) examines the learned attention values of the different vectors that constitute
VExIR2VEC. The figure includes data taken from the entire test set described in Section 7. The
heatmap reveals that VEXIR2VEC assigns varying levels of importance to different features across
various datasets (Coreutils, cURL, Diffutils, Findutils, Gzip, Lua, and PuTTY). Generally, Opcodes
(O), Types (T), and Arguments (A) receive higher attention scores, highlighting their critical role in
function representation. However, Strings (Str) and External Library calls (Lib) might, sometimes,
receive higher attention than Arguments (A). This observation is especially true when they provide
unique information. For instance, if a particular library call is only invoked in a certain function f,
this feature will be essential to distinguish f from other routines. Notice that the model does not
give any attention weights to strings and library calls if they are not present in the function.

We observe that unique or less commonly used strings tend to receive higher attention scores.
For example, the string “all” which appears 64 times in our entire dataset, receives an attention
score of 0.3. In contrast, commonly used strings like “%s”, which appears 14K times, get a much
lower attention score (0.07). Similarly, specialized or domain-specific library functions, such as
pow and sin, receive more attention weights than commonly used functions like malloc and free.
Hence, on average, projects like Coreutils and PuTTY, which have many common strings, receive a
lower attention weight for strings.

Figure 20(b) shows that VEXIR2VEC learns to assign varying degrees of importance to different
entities, aligning with their contextual contributions for binary similarity. This adaptive approach
stands in contrast with works like IR2Vec [94], which assigns fixed weights to Opcodes, Types, and
Arguments heuristically, with a predetermined importance order of O > T > A.

10 Related Work

Given the practical importance of binary similarity, extensive research has been dedicated to
studying this problem’. This section covers different facets of this literature. Notice that much
of this literature is defined by the fact that determining program equivalence is an undecidable
problem [82]; hence, solutions to binary similarity are based on heuristics. Early implementations

7As testimony to this variety, the “Awesome Binary Similarity” webpage catalogs about 214 publications as on June 2024 -
https://github.com/SystemSecurityStorm/Awesome-Binary-Similarity
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of such heuristics worked on source code [44]. As a summary of this section, Figure 21 positions
our work within this literature.
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Fig. 21. The different elements that constitute the Binary Similarity problem. The options used by VEXIR2VEC
under each facet are highlighted.

Binary code became a more intense focus of research in the nineties. Those initial efforts were
mostly centered on sequence alignment algorithms [5, 17] and hash functions [99]. Canonicalization
techniques, like register renaming [23], were proposed around that time. These techniques are
still in use today [16, 41, 56, 66, 97]. However, nowadays, research on binary similarity is directed
towards machine-learning approaches [26, 27, 56, 66, 96, 110].

10.1 Binary Similarity

In Table 9, we provide a detailed comparison of our approach with other related approaches on
various design choices and applications, some of which we explain below. To provide the reader
with some perspective on how different solutions to adversarial binary similarity compare, the
column “Works Compared” in Table 9 shows which tools have been used as baselines during the
evaluation of different approaches.

Disassemblers and Input Representations. Binary similarity analysis begins by disassembling the
input binary using disassemblers and binary analysis tools [11, 35, 43, 89, 95]. These tools translate
the binary code into human-readable formats like assembly code, Abstract Syntax Tree (AST), or
Intermediate Representations (IR). Different approaches rely on different representations; however,
a vast majority of binary similarity tools use assembly code [1, 26, 27, 56, 66, 75, 79, 96, 97, 102, 107,
110, 112, 113]. Works like Asteria [108] and Asteria-Pro [109] use AST, whereas David et al. [22] and
Peng et al. [76] work on the LLVM IR. This paper uses the VEX-IR representation generated by angr
to model binary similarity. We chose VEX-IR because it is architecture-neutral and open-source.
VEXIR2VEC is heavily engineered to work on VEX-IR; however, its ideas could be employed on
other representations. Section 9.3 supports this statement, demonstrating that the peepholes and
normalizing transformations of Section 4.3 could be used to enhance different binary similarity
tools.

Compilation Configurations. Adversarial binary similarity explores the challenges of identifying
differences in binaries resulting from various compilation configurations, including cross-compiler,
cross-optimization, and cross-architecture settings. These variations pose significant challenges to
the binary classifier. Consequently, they have received considerable research attention. However,
not all existing implementations of binary similarity tools natively support all three scenarios.

Prior works by Pewny et al. [77] and Redmond et al. [81] initiated research on cross-architecture
similarity. Their approaches, however, often suffer from limitations such as slow execution speeds [29,
32]. Existing works that rely on assembly codes for modeling binary similarity [1, 27, 56, 96] are
architecture-specific and cannot perform cross-architecture binary similarity analysis. This limita-
tion is often overcome by the usage of feature-based representations [13, 29, 50, 79, 102], with fea-
tures extracted using binary analysis tools. Alternatively, unified representation spaces [51, 75, 111]
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Table 9. Comparison of VEXIR2VEC with earlier works. XO, XC, and XA indicate cross-optimization, cross-
compiler, and cross-architecture support. D and S indicate support for Diffing and Searching tasks.

. Input Comp Conf. Approach Tasks
Name Works Compared  Disassembler .
Representation X0 XC XA Models used GPUs D S
= VexIR2VEC [20, 27, 66, 79, 114] angr VEX IR Y Y Y FCNN 1 RTX 3080 Y Y
BinFinder [79] [26, 57, 66, 85] angr Assembly Y Y Y FCNN 8 TITAN Y Y
Sem2Vec [96] [26, 56, 66, 110, 114] angr Assembly Y Y RoBERTa, 1TeslaV10032G Y Y
- LSTM, GNN
§ kTrans [112] [56, 97, 102] IDA-Pro Assembly Y BERT 4 V100 Y
VulHawk [63] [26, 56, 57, 66, 75, 108]  IDA-Pro MicroCode Y Y Y RoBERTa, 1 RTX 3090 Y Y
GCN, ResNet
Asteria-pro [109] [66, 75, 102] IDA-Pro AST Y Y  Tree LSTM Y
N jTrans [97] [26, 31, 66, 102, 110] IDA-Pro Assembly Y BERT 8 A100 Y
] BinShot [1] [26, 56, 102] IDA-Pro Assembly Y Y BERT 2 RTX A6000 Y
Oscar [76] [26, 110, 114] RetDec LLVM IR Y RoBERTa 8 Tesla V100 Y
o PalmTree [56] [15, 37, 102] BinaryNinja Assembly Y Y BERT 1 GTX 2080Ti Y
S Asteria [108] [29, 31, 102] IDA-Pro AST Y Tree LSTM Y
Codee [107] [26, 27, 66, 102, 110] IDA-Pro, angr Assembly Y Y Y Word2Vec 2 GTX RTX5000 Y
DeepBinDiff [27] [26, 114] angr Assembly Y DeepWalk Does not use Y
o Trex[75] [26, 66, 102] Assembly Y Y Y  Hierarchical 8 RTX 2080-Ti Y
§ Transformers
Order Matters [110]  [102] Assembly Y  BERT, ResNet, Y
GRU
- SAFE [66] [102] Radare2 Assembly Y Y Y RNNs K380 Y
§ Asm2vec [26] [13, 28] IDA-Pro Assembly Y Y Word2Vec Y
Innereye [113] - BAP Assembly Y Y FCNN,LSTM  Does not use Y
Y Gemini [102] [31] IDA-Pro Assembly structure2vec 1 GTX 1080 Y
] David et al. [22] - angr LLVM IR Y Y Y Non-ML Y
BinDiff [114] = Ghidra = Y Y Y Non-ML Y

are created by training models on assembly codes from multiple architectures; however, they do
not generalize to unseen architectures.

VEXIR2VEC overcomes these limitations by leveraging VEX-IR, the Intermediate Representation
(IR) used by analysis tools like angr and Valgrind. Vexir offers a more architecture-neutral view
of the program compared to assembly code. Consequently, the implementation of VEXIR2VEC
evaluated in this paper is effective in different adversarial settings, including the cross-compiler,
the cross-optimization, and the cross-architecture scenarios.

Approach. Early methods for comparing binaries relied on statistical analysis and static code
inspection. Tools like BinDiff [114] utilize graph isomorphism algorithms to identify code similari-
ties. Other approaches employ specialized hashing techniques [22, 28] or solvers like Z3 [77] and
SMT [21] to perform more intricate comparisons.

More recent binary similarity techniques have seen the introduction of Machine Learning (ML)
for generating n-dimensional vector representations of binaries. Asm2Vec [26] and SAFE [66] adapt
the word2vec model [67] for this purpose. However, the majority of current research leverages trans-
formers [93] such as BERT [24] and RoBERTa [60]. These methods often model Control Flow Graphs
(CFGs) [32, 63, 110] using Graph Neural Networks (GNNs) [101]. Works like sem2vec [96] even
combine symbolic execution powered by Z3, GNNs, and transformers for a more comprehensive
representation learning process.

ML-based approaches can represent binaries either as feature vectors or by learning distributed
vector representations. Tools like BinFinder [79] rely on predefined features like caller/callee
information, status flags, and library calls. In contrast, Asm2Vec[26] and Codee [107] learn the
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input assembly representation by employing variations of the word2vec model [67]. VEXIR2VEC, in
turn, leverages knowledge graph embeddings [9] to model binary functions as distributed vectors.

Out-of-vocabulary Issue. One of the main challenges in existing works is the out-of-vocabulary
(OOV) problem. Approaches that learn instruction-level or basic block-level embeddings are highly
prone to this issue [66, 81, 113]. In our experiments, we observed that SAFE encounters a very
high number of OOV tokens, resulting in significant performance degradation. Works that use
token-level embeddings generally face fewer OOV problems [26, 27]. However, solely encoding
tokens can overlook the semantics of the instruction.

Canonicalization and normalization techniques can help mitigate OOV issues to some extent.
Nevertheless, OOV problems can still arise if numeric and string constants are not properly handled.
Works that consider such constants as tokens within their vocabulary often suffer from OOV
issues [56, 96]. Improper canonicalization can lead to a very large vocabulary, increasing the
likelihood of OOV problems [112]. Additionally, works that model instructions and basic blocks
as tokens and use LSTMs and transformers can suffer from OOV issues due to their fixed-length
input requirements.

VEXIR2VEC mitigates the OOV issue by learning entity-level representations of instructions
with carefully designed canonicalization, resulting in a smaller vocabulary. During fine-tuning,
instruction-level semantics are effectively captured, addressing the shortcomings of previous
methods.

Resources. Several existing binary similarity approaches face limitations when dealing with
large binaries containing thousands of basic blocks [40]. These limitations stem from the time
and resources required for training or deployment. Techniques that leverage modern language
models [1, 56, 63, 75, 76, 96, 97, 110, 112] often require training millions of parameters. This
requirement leads to lengthy training times and necessitates significant computational resources.
For example, many of these approaches rely on large clusters equipped with multiple high-end
GPUgs, such as A100 and V100 [1, 75, 76, 79, 97, 112]. Still, training can take weeks. These demands
translate to substantial resource and time constraints during deployment, hindering practical
usability.

In contrast, VEXIR2VEC relies on lightweight feed-forward neural networks to model binary sim-
ilarity. This low-computational requirement enables our model to train effectively on a workstation
equipped with a single RTX3080 GPU with 10 GB of memory. As seen in Section 8.4, each training
epoch takes 5-8 seconds, hence being orders of magnitude faster than other tools.

Application. Existing binary similarity approaches can be broadly categorized into two groups:
those that learn a similarity score and those that learn a distance measure. The first category
focuses on predicting whether a pair of binary snippets are similar or dissimilar [27, 85, 113]. The
typical application of these methods is binary diffing, not searching. They become impractical for
searching due to their reliance on pairwise comparisons, resulting in a quadratic time complexity,
as we have already explained in Section 1.

In contrast, approaches that learn a distance measure [66, 79] are applicable to both searching
and diffing tasks. VEXIR2VEc falls into this category, leveraging the Siamese networks of Section 6.1
to learn a distance measure between programs. This design makes VEXIR2VEC suitable for both
diffing and searching.

10.2 Our Work in Perspective

VEXIR2VEC involves a two-step learning process - pre-training a vocabulary to derive the final
representation of the function as a series of lookups, followed by fine-tuning with VEXNET to
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learn similarity using global attention. This way of learning vocabulary representation draws its
inspiration from our earlier work: IR2Vec [94], which uses representation learning for obtaining
program embeddings. However, there are several key differences between the two methods:

Embeddings: IR2Vec models function embeddings through a heuristic-based accumulation of the
entities of the LLVM-IR instructions, whereas VEXIR2VEC uses global attention to learn to
combine the different entities of the VEX-IR instructions and metadata. Section 9.5 shows
that using the attention mechanism enhances the effectiveness of our proposed approach.

Sampling: VExIR2VEC is extracted from our notion of peepholes (Definition 2.5). The same pro-
gram instruction might appear in multiple peepholes or multiple times within the same
peephole. As seen in Section 9.1, the length of peepholes and the minimum number of times
each basic block contributes to them are configurable parameters of VEXIR2VEc. In contrast,
IR2Vec is extracted from LLVM IR, where each IR instruction is visited exactly once.

Normalization: The construction of VEXIR2VEC involves normalizing the VEX-IR using unsound
architecture-independent optimizations implemented as VEXINE, as explained in Section 4.3.
In contrast, IR2Vec does not use any such form of normalization.

Canonicalization and Normalization. As explained in Section 4.2, to construct the VEXIR2VEC
embedding of a program, we simplify its intermediate representation, replacing concrete syntax
(constants, bitwidths, types, etc) with abstract placeholders. Previous works on binary similarity
have used similar forms of canonicalization. The most common techniques consist in masking out
constants, pointers, and registers [26, 27, 30, 56, 66, 96, 113].

Optimizations, similar in purpose as the normalization step of Section 4.3, have also been used
in previous works. For instance, VulHawk [63] uses def-use information to prune off redundant
and unused instructions in IDA-Pro Microcode [43]. As another example, David et al. [22] lift the
binaries to LLVM IR [54] and decompose the functions into strands, which are then subject to
the off-the-shelf optimizations of LLVM. These optimized strands are then used for computing
similarity through statistical methods. Their notion of strands corresponds to the program slices
proposed by Weiser [100]. In this regard, David et al.’s work differs from ours in two aspects:
first, their optimizations are sound; second, they are not restricted to straight-line code sequences.
However, the differences between our work and David et al. go much beyond optimizations: they
extract embeddings from single program slices, whereas we extract them from peepholes, which
might include multiple occurrences of the same instruction. In terms of software engineering, we
notice that extracting executable program slices is much more complex than extracting peepholes.
Due to this complexity and a lack of a public artifact, we could not compare David et al.’s work and
ours.

11 Conclusions and Future Works

We introduce VEXIR2VEC, a VEX-IR-based embedding framework designed to solve binary similarity
tasks. VEXIR2VEC is architecture-neutral and can be tuned to solve different binary similarity
problems, such as diffing or searching. The process of constructing this embedding follows a three-
phase approach. In the first phase, we decompose the functions into peepholes derived from their
CFG and normalize them by using our VEX-IR Normalization Engine (VEXINE). In the second phase,
we follow an unsupervised pre-training to learn the vocabulary of VEX-IR so as to represent the
peepholes. In the third phase, we train VEXNET, a simple feed-forward Siamese network, to learn the
similarity metric. Pre-training and fine-tuning are done once, independent of the binary similarity
task. We demonstrate that VEXIR2VEC is more scalable and more accurate than previous works,
avoiding out-of-vocabulary issues that are common in tools that deal with the binary similarity
problem.
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We implement the core ideas of VEXIR2VEC in a specific setting: VEX-IR. However, we believe
these ideas can be applied to other program representations as well. For example, the concept
of peepholes and normalization can be used to enhance other feature-based or embedding-based
representations. We demonstrate how they can be adapted to work with previous approaches like
BinFinder and histograms of opcodes. Applying these ideas to settings beyond VEX-IR is a future
research direction we hope to explore. Moreover, we plan to extend VEXIR2VEc to include dynamic
profile information for increased precision. We also plan to perform binary-source code matching
that can be helpful in identifying if a vulnerable source code snippet is present in the given binary.
We plan to open-source its code and relevant datasets in the near future.
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A Appendix

This section contains additional tables and data that can be of interest to readers interested in
reproducing the results in this paper but that are not essential to understanding its core ideas.

A.1 Description of Dataset

Details and statistics of our dataset for our binary similarity experiments are shown in Table 10.
As it can be seen, the number of functions differs across the architectures due to the impacts of
optimizations and the differences in compilers. Coreutils and PuTTY form a significant portion of
the dataset. The binary sizes vary from about 9KB-7.6MB.

A.2 Peepholes

In Table 11, we show the average number of basic blocks (vertices), the average number of edges,
and the average length of the longest straight-line path in the Control-Flow Graph. These values
are averaged across all functions of all binaries in our dataset (Section 7 on page 22). Additionally,
we also show the average number of peepholes obtained for different values of k (with c set to 2).
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Table 10. Description of dataset

Projects Arch #Functions #:flu]r‘le csttl(s):ts GT pairs #Binaries Binary sizes
Coreutils fSIzM ;Z;i ﬁii 98K 13,320 9.7KB-1.3 MB
Diffutils ?;M jgi ZE 5K 702 9.7KB-1.5MB
Findutils XA;M giﬁ ZE 4K 690 9.8KB-2.2MB
cURL XA;M zi gi 5K 60 762.8KB-1.1MB
Lua ?81?/[ j?i i?i 23K 120 554.3 KB -2.3 MB
PuTTY xASIEM j;gﬁ iggﬁ 325K 780 9.2KB-7.6 MB
Gzip XASIZM iﬁ jﬁ 3K 60 205KB -547.1 KB

Table 11. Peepholes Trend with varying k

Compiler Avg. Avg. Avg. Longest Average number of Peepholes

block_count  edge count Pathin DAG K& k=1 k=3 k=5 k=7 k=10 k=12 k=36 k=64 k=72 k=100 k=144
x86-clang-8-00 22.23 28.80 7.57 | 44.45 26.42 2298 21.65 20.94 20.73 20.10 20.05 20.03 20.92 20.06
x86-clang-8-01 14.82 18.91 6.42 | 29.63 18.59 16.65 1599 15.66 1552 1536 1543 1541 15.72 15.42
x86-clang-8-02 25.92 35.39 9.50 | 51.84 31.36 27.34 25.96 2496 24.75 24.25 24.20 24.25 25.10 24.29
x86-clang-8-03 27.54 38.17 9.47 | 55.08 33.38 29.24 27.51 2673 2644 2594 2593 2598 26.82 26.00
x86-clang-8-Os 20.16 26.68 7.64 | 40.32 24.64 21.72 20.75 20.18 20.04 19.65 19.73 19.76 20.26 19.84
x86-gce-8-00 16.78 21.31 6.82 | 33.56 20.82 18.37 17.53 17.04 16.92 16.64 16.66 16.65 17.12 16.71
x86-gce-8-01 21.51 28.34 7.74 | 43.03 26,55 23.51 2242 2176 2148 2127 21.22 2115 21.83 21.30
x86-gce-8-02 20.63 27.19 7.75 | 41.25 2536 2220 21.10 20.51 20.24 20.12 20.02 20.03 20.60 19.99
x86-gce-8-03 27.57 37.33 10.24 | 55.13 33.51 29.13 27.50 26.40 26.22 2571 25.67 25.72 26.62 25.59
x86-gcc-8-Os 19.21 25.16 7.10 | 38.42 2345 20.51 19.58 18.83 18.68 18.44 18.56 18.50 19.01 18.48

There is a decreasing trend in the number of peepholes with the increase in values of k. However,
k being the maximum number of basic blocks in a peephole, there is little to no difference in the
number of peepholes generated when k matches the number of basic blocks. (Notice the entries
corresponding to k = 36 to k = 144.)

In practice, the number of peepholes generated is typically less than the worst-case defined by
Theorem 4.1 on page 10, and tends to a value close to ¢|V|/2 (especially when k > 1). Beyond a
threshold, k does not appear to impact the number of peepholes generated.

A.3 Cross-Optimization Binary Diffing

This section provides additional results on the cross-optimization binary diffing experiment de-
scribed in Section 8.1.3 on page 25.

In Table 12, we show the detailed result of Cross-Optimization binary diffing involving a com-
parison between O1 and O3 optimization levels. As it can be observed, VEXIR2VEc achieves the
highest precision and recall scores across all configurations.

A.4 Vocabulary - Analogies

In Table 13, we show the complete list of analogies that we use for evaluating the vocabulary
Viookup in Section 8.3 on page 31.
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Precision

Recall

BinDiff DBD SAFE OPC BinFinder VExIR2VEC | BinDiff DBD SAFE OPC BinFinder VExIR2Vec
ARM - Clang12
Coreutils | 032 046 028 047 0.42 0557 020 058 022 062 0.56 0.76
cURL 0.44 051 071 0.68 0.82 0.42 034 082 0.78 0.94
Diffutils | 051 045 040 0.62 0.55 0.71 037 060 029 0.0 0.71 0.93
Findutils | 051 052 038 054 0.51 0.68 030 068 031 067 0.63 0.83
Gzip 044 034 043 053 0.50 0.65 040 077 030 0.8 0.64 0.83
Lua 0.34 031 024 0.27 0.47 033 020 038 043 0.74
PuTTY 0.29 024 028 0.29 0.41 0.21 024 038 0.39 0.54
ARM 1 GCC8
Coreutils | 032 040 034  0.60 0.56 0.67 022 062 027 069 0.65 0.77
CURL 0.39 046 084 0.71 0.91 031 035 089 0.77 0.97
Diffutils | 044 048 055 074 0.73 0.83 035 081 039 084 0.83 0.94
Findutils | 041 043 043 0.3 0.61 0.76 028 068 036 0.69 0.67 0.83
Gzip 036 044 051 056 0.73 0.8 031 077 036 064 084 0.91
Lua 031 029 035 0.41 0.59 030 022 044 051 0.74
PuTTY 0.28 023 031 0.45 0.54 0.20 026 035 043 0.6
x86 - Clang12
Coreutils | 040 021 032 046 0.39 0.59 036 067 025 061 0.52 0.79
cURL 0.60 057 073 0.69 0.83 0.60 041 084 0.79 0.95
Diffutils | 062 025 046 0.63 0.51 0.7 062 083 033 082 0.67 0.91
Findutils | 052 024 043 053 0.51 0.69 050 074 035 0.5 0.64 0.85
Gzip 040 017 052 047 0.48 0.68 038 093 037 0.0 0.62 0.88
Lua 0.40 034 024 0.23 048 0.39 024 038 0.36 0.74
PuTTY 0.34 027 023 0.27 0.41 033 027 030 0.35 0.53
x86 - GCC8
Coreutils | 046 030 033 058 0.52 0.67 043 062 028 0.6 0.59 0.76
cURL 0.48 056 076 0.75 0.89 0.62 041 082 0.81 0.96
Diffutils | 058 036 051 076 0.69 0.82 061 085 037 087 0.79 0.93
Findutils | 049 028 043 058 0.61 0.71 047 070 036 0.6 0.69 0.81
Gzip 039 022 053 046 0.61 0.78 039 087 039 053 0.71 0.9
Lua 0.36 033 037 0.38 0.55 0.36 026 046 0.47 0.69
PuTTY 033 025 030 0.33 0.5 0.32 029 033 0.36 0.54

We are able to correctly answer both correct syntactic and semantic analogies. Intrinsic syntactic
analogies are like add : addf :: sub : subf, Getl: Putl :: Get : Put, while semantic analogies like shl :
mul :: shr : divmod and or : and :: shr : shl.

Table 13. List of Analogies

List of Analogies

getl : putl :: get : put

get : put :: load : store

store : variable :: put : register
put : register :: load : variable
OV : Or i XOI'V : XOr

or:and :: orv : andv

and : or :: add : sub

shr:
get:
sub :
add :
add :

shl :: shrnv : shlnv
register :: geti : constant
subv :: add : addv
addf :: sub : subf

sub :: addf : subf

add : addf :: mul : mulf

add : sub :: mul : div

addf : subf :: mulf : divf
addv : subv :: addfv : subfv
shl: mul :: shr : divmod

shl : mul :: shr : div

add : sub :: mul : shr

add : integer :: addf : float
mul : integer :: mulf : float
add : addv :: integer : vector

divfv : divf :: vector : float

addv : vector :: addfv : float
add : integer :: addfv : vector
sub : subfv :: integer : vector
mul : integer :: mulfv : float
divmod : integer :: divfv : vector
orv : vector :: or : integer

andv : vector :: and : integer
shl : integer :: shrnv : vector

or : andv :: integer : vector
cmple : cmplt :: cmplefv : cmpltfv
ext : integer :: extf : float

ext : integer :: extv : vector
trunc : integer :: truncv : vector
htrunc : trunc :: hlext : ext

if : variable :: dirty : function
store : variable :: put : register
get : register :: store : variable
maxv : maxfv :: minv : minfv
maxfv : minfv :: addfv : subfv
or:and :: ext : trunc

sqrtf : float :: sqrtfv : vector

get : load :: put : store
get : put :: load : wrtmp

get : register

put : register
or:orv : shr

or:and :: shr:

mul : divmod

reinterpif : reinterpfi :: convif : convfi

: shrnv
shl
:and : or

:: store : constant
:: store : constant

put : register :: puti : register
subf : addf :: subfv : addfv
addf : addfv :: subf : subfv

add : sub :: addfv : subfv

add : addf :: mul : mull
add : sub :: mul :: divmod

addv : subv :: addf : subf

mulf : divf :: mulfv : divfv
shl : mul :: sar : divmod
shl : mul :: sar : div

add : sub :: mul : sar
subf : float :: sub : integer
divf : float :: divmod : integer
integer : sub :: vector : subv

subv : subfv :: vector : float
mulv : vector :: mulfv : float
add : integer :: addfv : float
sub : subfv :: integer : float
mul : integer :: mulfv : vector
divmod : integer :: divfv : float
not : integer :: notv : vector
shrnv : vector :: shr : integer
Xor : xorv :: integer : vector
not : integer :: negf : float
geti : integer :: get : register
extf : float :: extv : vector
hlextv : ext :: htruncv : htrunc
truncv : vector :: truncf : float
dirty : function :: if : store

if : exit :: put : register

load : variable :: get : register
put : register :: load : constant
maxv : minv :: addv : subv

if : else :: get : put

ext : trunc :: get : put

mulv : vector :: mul : integer
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