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Abstract

Life-science experimental methods generate vast and ever-increasing volumes of data, which provide highly valuable research
resources. However, management of these data is nontrivial and applicable software solutions are currently subject to intensive
development. The solutions mainly fall into one of the two groups: general data management systems (e.g. Onedata, iRODS,
B2SHARE, CERNBox) or very specialised data management solutions (e.g. solutions for biomolecular simulation data, biological

imaging data, genomic data).

To bridge this gap between them, we provide Onedata4Sci, a prototype data management solution, which is focused on the
management of life science data and covers four key steps of the data life cycle, i.e. data acquisition, user access, computational
processing and archiving. Onedata4Sci is based on the Onedata data management system. It is written in Python, fully container-
——ised, with the support for processing the stored data in Kubernetes. The applicability of Onedata4Sci is shown in three distinct use
cases — plant imaging data, cellular imaging data, and cryo-electron microscopy data. Despite the use cases covering very different
types of data and user patterns, Onedata4Sci demonstrated an ability to successfully handle all these conditions. Complete source
codes of Onedata4Sci are available on GitHub (https://github.com/CERIT-SC/onedata4sci), and its documentation and manual for

installation are also provided.

1. Introduction For this reason, many attempts have been made to provide
a solution for a specific field. High energy physics is one of
Life-science experimental methods, such as cryo-EM, bio-  he first research areas to start emphasising the importance of
logical imaging methods, molecular simulations, and sequenc-  hapdling the data deluge expected to emerge after the launch of
ing, generate vast and ever-increasing volumes of data. This  he Large Hadron Collider at CERN in the early 2000s. Related
valuable data has led to numerous breakthrough discoveries in developments produced one of the first complex distributed sci-
these fields, e.g. in structural biology ( https://pdb101.rcsb.or entific data management services, the gLite Middleware [5, 6],
g/learn/other-resources/structural-biology-and-nobel-prizes). later integrated into the EMI middleware stack [7]. Higher-level
However, acquiring this data entails significant effort and fi-  geryices were built on top of these developments later. The ex-
nancial resources. Consequently, storing the data for further perience in this field is summarised in a recent book [8]. Simul-
analysis becomes imperative, ensuring reproducibility of results taneous developments also appeared in the US, e.g. [9].
and facilitating data sharing within the research community. In life science domain, other systems were developed, e.g.
Research groups, particularly core facilities (CFs) focusing on solutions for biomolecular simulation data [10, 11], biological
specific experimental techniques, require an efficient data man- imaging data [12], genomic data [13], multi-omics data [14],

agement solution to address these challenges.

Although several data management systems, such as One-
data [1], iRODS [2], B2SHARE [3], or CERNBox [4] are cur-
rently available, they primarily offer rather low-level function-
ality, and not all the features required for broader user adop-
tion are well-matured. Adapting these generic, data-agnostic
systems to specific life-science use cases poses significant chal-
lenges for researchers.
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microbiome data [15], plant phenotyping data [16], or environ-
mental data [17]. But they present the other extreme — they are
highly specialised, focused only on some particular life-science
discipline and non-transferable to other fields.

Motivated by these needs, we present a data management
solution that caters to various use cases within the life-science
domain. Still, it is not tightly connected to any particular data
type as opposed to the specialised solutions mentioned above.
In our work, we rather focused on common usage patterns shared
across different fields. Furthermore, compared to traditional
low-level data management solutions, we provide the necessary
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automation with reasonable configuration and user access, all
available within the federated environments without any cen-
tralised authority. As the basis, we chose the Onedata data man-
agement system since it is long-term supported by EGI [18] and
shows a potential for application in life sciences[17, 19]. Here,
we introduce its extension Onedata4Sci.

2. Architecture of Onedata

Onedata (see an architecture overview in Figure 1) is a high-
performance data management solution that offers unified data

access across globally distributed environments, exposing a global

virtual POSIX-like filesystem. It is built around the concept of
data spaces — logical data containers that integrate access to
physical data located on different (types) of storage systems in
different data providers. In essence, its architecture consists of
three types of components: Onezone, Oneprovider, and clients.

Coordination layer - service entrypoint, AAl, entity management (users, groups, spaces)

ONZ=ZONE

Distributed data management layer - data spaces, storage drivers, inter-provider-sync

ON=PROVIDER | | ON=PROVIDER ON=PROVIDER

Data space { i Data space -

Data access layer - clients and APIs for data access and management

ONZ=CLIENT
FUSE-based
= POSIX mount

Web GUI OnedataFS

pyfs
plugin

Figure 1: Onedata architecture consists of Onezone, Oneprovider, and different
clients for data access and management.
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Onezone is a service that manages a Onedata zone, i.e. an en-
vironment comprising an arbitrary number of indepen-
dent data providers. However, those must accept One-
zone as a trusted authority that mediates their communi-
cation and manages high-level entities in the system (e.g.
users, groups, data spaces). Onezone serves as an entry
point to the system, providing a common overlay plat-
form over all the storage resources. End users are au-
thenticated with their federated identities [20].

Oneprovider is a service deployed on site of a data provider
that implements distributed data management in logical
data spaces by virtualising access to different physical
storage back ends (e.g. POSIX, Ceph, S3). It commu-
nicates with other Oneproviders as needed under One-
zone’s mediation in order to synchronise the metadata
of distributed data sets or perform data transfers. One-
provider acts as a server for different types of clients.

Various clients, besides a standard web GUI, can be used to
manage and access the data; REST API and PyFilesys-
tem plugin OnedataFS are provided. Moreover, Oneclient

can mount the Onedata filesystem locally, either on per-
sonal computers or worker nodes in computing centres,
and leverage DirectlO for optimised access to the storage
back end (e.g. S3).

3. Architecture of Onedata4Sci

At the top-level view, virtually all feasible use cases (in life
sciences and also in other domains) share a common work-
flow pattern (see Figure 2). Experimental data are acquired
and stored (in more or less raw form), the datasets are assigned
their associated metadata and permanent identifiers, and they
enter the data management system. Further, the users access
and share the data. In some scenarios, the data are also pro-
cessed computationally so that secondary datasets are produced
and shared in a similar way. Finally, all the data can be archived
on the long-term storage.
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Figure 2: Common workflow pattern of data management solutions

The general data workflow described in the previous para-
graph serves as a basis for the architecture of Onedata4Sci.
Each of the four steps of the data life cycle will described in
detail, from the initial acquisition to the long-term archival.

3.1. Data acquisition

Onedata offers so-called storage import, which essentially
monitors a storage system location with the direct scan mecha-
nism, importing the data present there into a Onedata space (see
Section 4 below for details). Depending on various conditions
and requirements, two scenarios are possible:

3.1.1. Mounted storage

Data storage is tightly coupled with the data acquisition
process. Typically, the instrument is connected to a computer
hosting the data storage (Figure 3). The computer runs propri-
etary software to control the instrument; the operating system,
usually Windows, could have been customised, or an outdated
version could have been used. Further software installation is
undesirable (or even forbidden by the instrument vendor). Typ-
ically, during the acquisition, the data must be stored on a local
disk, not a remote network drive, in order to prevent data loss
in case of a temporary network outage.

In this scenario, we leave the instrument control computer
intact, and the only requirement is exposing the volume where
the data are stored as a network drive (using CIFS or NFS pro-
tocols). The Oneprovider component is installed elsewhere, on
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Figure 3: Mounted storage pattern

a dedicated computer or a virtual machine, the data volume is
mounted there, and Oneprovider is configured to monitor this
filesystem.

Minimal changes are required for the original standalone
setup. On the other hand, this configuration is limited to mod-
erate data sizes and throughput only (at most hundreds of gi-
gabytes per day). The bottleneck is the filesystem export by a
computer which is not optimised for this task.

3.1.2. Oneprovider on-site

Data storage is set up as a dedicated system, e.g. SAN de-
vices attached to a cluster of computers implementing a dis-
tributed file system (Figure 4). The data volume is re-exported
(with NFS of CIFS again) in read-write mode and is mounted
to the instrument control computer. Local storage is used for
buffering the acquired experimental data only, and modified or
extended acquisition software is responsible for copying the re-
sulting datasets to the remote data volume.

The Oneprovider component is set up on the storage server.
Therefore, it monitors its local (or SAN, which makes little dif-
ference) filesystem. This scenario allows significantly higher
data volumes and throughput (we tested it with terabytes per
day) because of the dedicated, highly optimised storage sys-
tem. However, more flexibility (extensions or modifications of
the software) is required on the data acquisition computer.

3.2. User access

Four different cases are recognised to access the data stored
within the platform.

3.2.1. Web interface

After the data are acquired (or even while acquisition is in
progress), the user receives a web link where the dataset can be
browsed in a basic way and individual files retrieved, as pro-
vided by Onedata. The link is desired to be permanent, i.e. the
particular dataset can be accessed via the link even after a long
time after it has been moved to archival storage.
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Figure 4: Provider on-site pattern

3.2.2. Access control with user groups

The datasets can be accessed by sharing the initial link.
However, this is not the recommended method — the data owner
loses full control of access to the data, and whoever has the link
can read them. Therefore, we create a specific access group in
Onedata for each dataset; the data owner can control the group
memberships, and individual users are authenticated with their
federated identities. Moreover, other groups with less ad-hoc
controlled membership (e.g. “all members of my lab” man-
aged by the HR department) can be propagated to Onedata and
granted access to the datasets too.

3.2.3. Bulk download

The basic web interface may not be suitable for managing
datasets with larger numbers of files. Therefore, we also pro-
vide an option for bulk downloading a zip archive of all files. At
the time of writing this manuscript, this functionality is avail-
able as a Python script (https://github.com/CERIT-SC/onedat
a-downloader) using the Onedata API. Similar functionality is
integrated into Onedata release 21.02.

3.2.4. Dataset mount

Finally, the user may use the Oneclient package to mount
a specific dataset as a network drive on a laptop, desktop or
server. Details are given elsewhere (https://onedata.org/#/home
/documentation/stable/doc/using_onedata/oneclient.html).

3.3. Computational processing

In some scenarios, processing the data requires large-scale
computation to be run at a computing centre. For this setup,
we embrace the DirectlO operating mode of Oneclient, which
mounts a specific dataset in the local filesystem at the comput-
ing node(s), while the data are accessed directly at the storage
back end (S3), hence with maximal efficiency.
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Depending on the data access pattern, individual files can be
read directly from the mounted filesystem, or the whole dataset
can be pre-staged on a local storage before starting the compu-
tation.

For the specific case of the Kubernetes computing environ-
ment, we provide a custom Kubernetes CSI driver (Section 4.3)
to optimise both performance and sharing the data among mul-
tiple computational nodes even further.

3.4. Archival

With the increasing spread of open-science principles and
reproducibility requirements, storing even the raw experimental
data for the long term becomes a must. On the other hand,
achieving these goals does not come for free, both in terms of
purchasing storage resources and properly managing the data.
We leave the former to the research funding agencies, while our
work contributes to the latter. At the technical level, we support
three slightly different scenarios (Figure 5).
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Figure 5: Long-term data archival options. Acquired data (top of the figure)
propagate through Onedata to the archival storage. User communities may ne-
gotiate with national data storage providers to support them (A), provide the
storage service on their own (B), or leverage the integration of Onedata with an
existing community archive (C)

Generic storage resources provided, e.g. by national scien-
tific e-infrastructures, can be used. The storage provider must
configure a Oneprovider service with an appropriate storage
back end (S3 typically) in a standard way and register it at the
managing Onezone. When the storage resources are provided
by the scientific community (a.k.a. “bring your own storage”
model), the technical solution is the same. Finally, a commu-
nity data archive may already exist (e.g. EMPAIR for structural

biology); in this case, the exact interface must be adapted to the
existing technical solution, either by pushing the data through
the archive interface or by attaching a dedicated Oneprovider
with the archive.

4. Implementation

Onedata4Sci solution consists of documentation, a fs2od
utility and the Onedata data management system itself.

Utility fs2od (filesystem to Onedata) is a CLI application
written in Python 3. It monitors changes in a defined subtree
of the filesystem, and according to the settings, it registers or
updates the data within Onedata using the appropriate API calls.

Following the architecture patterns described in the previ-
ous section, we now present the implementation details of One-
data4Sci (Figure 6). Complete source codes are available on
GitHub [https://github.com/CERIT-SC/onedata4sci]. Docu-
mentation and manual for installation are in Supplementary.

4.1. Data acquisition

Scientific experimental instruments are typically capable of
storing the acquired data on a common (POSIX compatible) file
system. The storage on which the data are created (stored from
devices) is called primary storage.

According to the parameters set in the application configu-
ration file, the specified directories of the primary storage con-
taining data sets are periodically searched at specified intervals.
A subdirectory of a specified directory containing a metadata
file of a defined name with arbitrary, even empty, content is
considered a dataset.

If a new dataset is discovered, the dataset registration work-
flow starts. This workflow consists of several steps to set up
all the necessary requirements for storing and accessing the
dataset. This includes, for example, the creation of an internal
persistent dataset identifier (SpacelD), binding it to a specific
location on the primary storage.

In addition, replication policies and access permissions are
set, and the access token is generated. A unique identifier is
then written by the application to the metadata file for further
use (e.g. for passing the data to the user by the operator or
for loading into a laboratory information system). Depending
on the settings, the application can also send the access infor-
mation via a template-customisable email message to email ad-
dresses specified in the application configuration file (e.g. to
instrument operators) or in the metadata file (to the addresses
of users for whom a particular data set was captured).

Loading the content of a dataset can be done either at once
when it is created or continuously over a longer period of time.
If a one-time loading is selected, the files and folders contained
within the dataset are registered in the data management sys-
tem when the dataset is created, and further changes are not
reflected. This mode is suitable if the dataset is created all at
once or if it is registered in the system only after the complete
acquisition of the data. However, if the dataset is created over
a longer period of time and it is also required to make the data
available during the acquisition period, it is appropriate to allow
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Figure 6: The overview of Onedata4Sci ecosystem

continuous monitoring and updating of the dataset. Continuous
content monitoring is enabled by the presence of a file with a
defined name (e.g. empty “.running”) in the root directory of
the dataset. If this file is present, the corresponding Onedata
functionality is enabled, and the monitoring and updating of
the dataset content is performed. The continuous scanning pa-
rameters, e.g. the time delay between two consecutive scans,
can be influenced in the fs20d configuration file. When the sig-
nalling file is deleted, fs2o0d disables continuous scanning. The
reason for selectively enabling scanning is to reduce the num-
ber of unnecessary IO operations on the primary storage. In
the case of a large number of “live” large datasets (terabytes of
data in thousands of files), this scanning would already cause
a considerable load on the storage. Continuous monitoring of
changes can be de/activated for the entire Space. For this rea-
son, we have chosen the approach of representing the dataset
with just one Space.

In some special cases, e.g. insufficient storage size for many
datasets, the fs20d utility allows the deletion of the whole dataset
from the Oneprovider, called the primary provider, safely. This
is only available when a replication mode is enabled. The utility
ensures that all the data from a primary provider is transferred
to at least one of the replicating providers. The dataset support

at the primary provider is then ceased, and the space is deleted.
This space is no longer synchronised, and all new data will not
be uploaded. The user can also decide whether the data from a
physical storage are deleted likewise. This is done by adjusting
the configuration file.

In order to be consistent with FAIR principles, special care
is also taken with any metadata contained in the metadata file.
The metadata is loaded into the appropriate Onedata structures,
thus allowing its further use, e.g. in search queries (Onedata
allows searching using the attached Elasticsearch cluster) or its
bulk export.

When running, the fs2o0d application must be able to access
the dataset folders created on the primary storage in the same
way as the Onedata Oneprovider component. If both fs2od and
Oneprovider run in containers, the paths to these folders within
the containers must be identical. The two applications can run
on the same compute node or, if the condition in the previous
sentence is met, on different nodes (in which case the fs2od
application must have access to the Oneprovider’s REST appli-
cation interface). The data itself can be stored directly on the
compute node or the disk array connected to it (Sect. 3.1.2), or
it can be mounted from elsewhere (e.g. by CIFS, Sect. 3.1.1).
The chosen method and technology of data access will affect



the achievable transfer rate.

The fs2od application interacts with the central Onezone
component and with one (primary) Oneprovider server or with
other Oneprovider replication servers. The communication is
realised through the REST application interface. The instance
of the fs2od application performs all operations under the iden-
tity of a specific (service) Onedata user. The authentication it-
self uses system-generated tokens sent along with the requests
(in the HTTP header).

4.2. User access

Once the user has an access token or a unique URL, they
can access the dataset. The data is accessible to the user through
the Onedata interface. Ordinary (non-IT) users can access the
data most easily via web access. With this access, it is possible
to work comfortably with datasets up to several GB. For larger
data, we have developed a bulk download tool.

4.2.1. Bulk download

For bulk download, we provide a single-purpose applica-
tion implemented in Python contained in a single file. This
application allows the search of the entire directory structure.
It supports downloading in multiple threads, resuming after an
interrupted download. The number of used threads is customis-
able, either letting the end user not saturate his own connection
or just allowing it.

4.3. Computational processing

Our target platform for computational processing is Ku-
bernetes, an emerging de facto standard for the execution of
containerised applications. The data processing software is ex-
pected to be wrapped in a container image executable in the Ku-
bernetes environment. For security reasons, running Oneclient
(which requires FUSE kernel support, needing rather high con-
tainer privileges consequently) in the application container is
not acceptable in general. On the contrary, we leverage the na-
tive Kubernetes way to provide access to the data via a well-
defined Container Storage Interface (CSI, https://kubernetes.i
0/blog/2019/01/15/container-storage-interface-ga). We de-
veloped a Onedata CSI driver. The driver is based on the exist-
ing csi-sshfs project and is currently in the “proof-of-concept™
phase (https://github.com/CERIT-SC/csi-onedata). The driver
must be installed by the Kubernetes administrator, but the appli-
cation containers can access Onedata spaces without the need
for any higher privilege in turn.

4.4. Archival

After the datasets are captured and stored, it is desirable to
deal with their permanent storage — archiving. For this purpose,
our solution offers the possibility of replicating the dataset to
the storage sites designated for archiving.

Replication of data to other repositories is implemented by
setting the Onedata ”Quality Of Service” functionality. For
the dataset to be replicated, an instance of the additional One-
provider service is added. Then, the actual data transfer is
started. This workflow is described in Section 3.4.

4.5. Scalability and limitations

During the development and testing of the proposed solu-
tion, we focused on scalability and possible limits. We did not
encounter any limits arising from the size of the dataset or the
number of files contained in it. A limiting factor may be a large
number of users accessing the data simultaneously. This can be
solved by increasing the number of compute bottlenecks run-
ning the Oneprovider service (see the Onedata documentation).

Another factor affecting performance is the access speed of
the chosen storage technology (data storage on NVMe drives
vs. magnetic tapes) and how it is connected.

Furthermore, our solution is not primarily designed to work
with datasets containing sensitive personal data. For example,
it does not include functionality such as end-to-end encryption.
However, if all the described system components run in a secure
environment strictly separated from the Internet, the use of our
solution is possible.

5. Results — Use Cases

To show the applicability and versatility of our solution, we
provide three distinct use cases used within the core facilities of
Masaryk University. They differ in several aspects, from sim-
ple Onedata deployment to a complex custom-based solution.
Table 1 presents an overview of these use cases.

5.1. Plant imaging data

Plant Sciences Core Facility (https://plants.ceitec.cz, CF
PLANTS) provides access to cutting-edge infrastructure for plant
and algae cultivation and environmental simulation and pheno-
typing analyses. One of the primary data sources is the phe-
notyping station (PlantSystem™, PSI, Drasov), which provides
information, such as the plant’s morphology architecture, flu-
orescence and colour characterisation. In this case, the data
is just an automatically generated time-based spreadsheet with
measured properties and images of the cultivated plants in time.
Therefore, the space requirements for such a dataset are mini-
mal, reaching up to several hundred megabytes at most.

Since the device is operated solely by the core facility em-
ployees (operators), the creation of the datasets is limited to
only a few people. Due to this, the Onedata solution deploy-
ment is relatively straightforward. On the dedicated network
storage, a directory is allocated and connected using CIFS to the
personal computers of the individual CF operators as a shared
drive. Within the drive, each newly created directory with a
corresponding YAML metadata file is registered by the fs2od
daemon running on the network storage. After that, the oper-
ator emails the public web link to a particular user. Read-only
web access is sufficient in this case, as the data are relatively
small, and further processing might be done locally. It is worth
noting that in the future, automation of this final step using the
user’s email address from the metadata YAML could be facili-
tated by fs2od.
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CF PLANTS CF CELLIM CF CryoEM
Datasets overview
Number of datasets per year 20-30 500-1000 300
Average size of the dataset up to 1 GB about 500 GB up to several TBs
Average number of files per dataset up to 1000 about 50 up to 20k
Total amount of data stored hundreds of GBs 135 TB a few PBs

Architecture and user patterns

Data acquisition
User access

Dataset creators

Data creation process

mounted storage
web interface
CF operators

all at once

mounted storage  provider on site

web interface bulk download
CF users CF operators
continual continual

Table 1: Overview of use cases

5.2. Cellular Imaging data

Core Facility Cellular Imaging (https://cellim.ceitec.cz, CF
CELLIM) provides light microscopy services and comprehen-
sive expertise in sample preparation, image acquisition and data
analysis. At the time of writing, CELLIM operates 11 micro-
scopes in total. All microscopes are connected to an intranet
through dedicated Windows computers with specialised acqui-
sition software and are also connected to the university stor-
age system with more than 5 PB space for the data. Further-
more, CF operates a local Windows server machine with 260
terabytes of disk space with license-restricted software that can
be used for post-processing and analysis of the acquired data.
The CF operators assign access to the server manually and as-
sign a size quota, in general, 1 TB per user. Based on the size
of the project, this quota can be adjusted to cover the needs of
users, especially for light-sheet microscope users. The individ-
ual datasets might span several orders of magnitude, ranging
from a few megabytes to several terabytes, so the local server
is unsuitable for long-term storage. For long-term storage data,
users have to find capacity, mainly on university storage server.

The Oneprovider service runs on a separate virtual node
with a Linux operating system because the requirements for
running the Oneprovider service prescribe Linux as the guest
operating system. A root directory with datasets from the lab
server is mounted on this virtual node using the CIFS protocol.

5.3. Cryo-electron microscopy data

The cryo-electron microscopy core facilities provide access
to electron microscopy instrumentation for structural and cellu-
lar biology research. This data is the most complex of the three
use cases, both in terms of the amount of data stored (over 1 PB)
and the number of files. However, Onedata4Sci is suitable even
here. We successfully tested the solution in one shared labora-
tory at Masaryk University.

The laboratory has developed its own LIMS (Laboratory In-
formation Management Systems) that can be used to manage
the entire process of sample preparation and scanning.

The laboratory operates a high-capacity disk array. The
Oneprovider component and the fs2od application run directly
on this disk array. In this way, direct access to the data is en-
sured. The LIMS operator of the lab fills in the metadata of the
dataset, after which the metadata file is stored in the directory

where the acquired (raw) data are stored. The microscope data
itself is then uploaded to the prepared directory with the saved
metadata file.

The Oneprovider service itself runs in a Docker container.
The necessary directories are mounted to the container. This
ensures that the Oneprovider environment is isolated from the
disk array front node environment.

6. Conclusions and future work

In this article, we present Onedata4Sci, a data management
solution based on the Onedata data management system. One-
data4Sci is focused on the management of life science data,
and it covers four key steps in the management of this data,
i.e. data acquisition, user access, computational processing and
archiving. We focused on finding a reasonable tradeoff be-
tween tightly tailored single-purpose solutions on one side and
very generic (but difficult-to-use out-of-box) ones. The appli-
cability of Onedata4Sci is shown in three distinct use cases —
plant imaging data, cellular Imaging data, and cryo-electron
microscopy data. Despite the use cases covering very different
types of data and user approaches, they exhibit common pat-
terns we could focus on. Onedata4Sci demonstrates an ability
to successfully handle all these requirements. All the use cases
are deployed in production, handling the true experimental data,
and the users are starting to rely on the service in their routine
work. Complete source codes of Onedata4Sci are available on
GitHub (https://github.com/CERIT-SC/onedata4sci), and its
documentation and manual for installation are also provided.

The management of scientific data is indeed a long-term
task. Therefore, we intend to support and further improve One-
data4Sci as the individual CFs depend on it. In future, we plan
to design a web portal that will facilitate the management of in-
dividual data sets, add an overview of user datasets and allow
the search based on the metadata and other various properties.
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