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Abstract-

This research investigates the potential implications of quantum technology on

accounting information systems,and business overall. This endevor focuses on the

vulnerabilities of quantum computers and the emergence of quantum-resistant

encryption algorithms. This paper critically analyzes quantum standards and their

transformative effects on the efficiency, expediency, and security of commerce. By

comparing the differences, similarities, and limitations of quantum standards, the

research presents a collection of best practices and adaptation methods to fortify

organizations against cyber threats in the quantum era. The study provides a guide

to understanding and navigating the interplay between quantum technology and

standard-setting organizations, enabling organizations to safeguard the integrity of

their practices and adapt proactively to the challenges ushered in by the advent of

quantum supremacy. This endevor also contributes to research by painting the

standard setting ecosystem and noting its intricate processes. The findings include

the identification of organizations involved with quantum standards , as well as

observed distinctions, similarities , and limitations between American and

European standards.
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I. Introduction
A. Background on Quantum Computing and its potential impact on

Cybersecurity
Quantum computing is a field that is shifting from theoretical to applied in

recent years. A literature review on cybersecurity research in Accounting

Information Systems (AIS) identifies four distinct categories of research inquiry:

cybersecurity risks and threats, cybersecurity controls, cybersecurity-related

assurance, and cybersecurity breaches (Cram et al., 2023). These categories provide

a framework for understanding the unique insights AIS research has contributed to

the study of cybersecurity and the potential directions for future research.
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By delving into these four distinct categories of research inquiry, the field of

AIS research has made commendable strides in advancing our understanding of

cybersecurity. It has elucidated the multifaceted nature of risks and threats faced

by businesses’ accounting information systems, prompting researchers to devise

innovative strategies for detecting, preventing, and mitigating potential

cybersecurity incidents. Moreover, exploring cybersecurity controls has empowered

researchers to develop enhanced safeguards and protective measures, bolstering the

resilience of AIS against malicious intrusions.

Cybersecurity-related assurance has seen significant advancements as well.

By developing rigorous assessment and auditing processes, researchers have

established a framework for evaluating the effectiveness of cybersecurity measures

within AIS. This crucial endeavor ensures that the deployed controls are adequate

and that vulnerabilities are promptly identified and addressed. Through such

assurance mechanisms, researchers instill a sense of trust and confidence in the

integrity of accounting information systems, reinforcing their reliability in the face

of evolving cyber threats.

The comprehensive examination of cybersecurity breaches provides valuable

insights into the real-world consequences of cybersecurity vulnerabilities. By

scrutinizing these incidents, researchers can glean essential lessons and identify

patterns that help devise more robust preventive measures. This proactive

approach is instrumental in strengthening the resilience of AIS and preventing

potential breaches from compromising sensitive financial information.

Looking forward, integrating quantum computing into the cybersecurity

landscape adds a new layer of complexity and urgency. As quantum computers

advance, developing quantum-resistant cryptographic algorithms becomes

paramount. The AIS research community must collaborate with experts in quantum

computing to explore innovative solutions that can withstand the computational

prowess of quantum computers. Additionally, integrating these quantum-resistant

algorithms into existing cybersecurity frameworks is vital to ensure the continued

security and integrity of accounting information systems in the face of emerging

threats.

B. Significance of Quantum Cybersecurity in the Context of accounting
information systems
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Quantum Cybersecurity's significance in accounting information systems lies

in its potential to revolutionize various aspects of cybersecurity, particularly access

control (Qiu et al., 2018). Although there are no specific industrial prototypes or

observable changes in practice related to quantum approaches in enterprise-scale

access control, the exploration of quantum technologies and techniques holds

promise for future developments.

One such avenue is lattice-based cryptography, deemed resistant to quantum

computing attacks. Utilizing this cryptographic approach can lead to the

development of fine-grained data access control and sharing schemes across diverse

computing environments, including cutting-edge 6G systems (Z. Li & Wang, 2022).

By incorporating lattice-based techniques, access control systems can bolster their

security and resilience against potential quantum threats.

Another avenue involves leveraging blockchain technology, not inherently

quantum-based, in conjunction with quantum-resistant cryptography (Yi, 2022).

This combination may give rise to secure access control systems suitable for various

applications, such as Industrial Internet of Things (IIoT) and advanced quantum

networks. Blockchain-based access control systems offer the advantages of

decentralization, automation, and fine-grained access control, ensuring high

throughput and dynamic permission management (Althobaiti & Dohler, 2020).

Despite the absence of specific industrial prototypes or observable changes in

practice regarding quantum approaches in enterprise-scale access control, the

potential of quantum computing and quantum-resistant cryptography merits

exploration. By delving into these promising areas, we can pave the way for

enhanced security and efficiency of access control systems across diverse industries.

As quantum technologies evolve, their integration with access control mechanisms

is vital to fortifying cybersecurity in accounting information systems and beyond.

C. Purpose of the research paper and outline of the subsequent sections

This research examines the emerging domain of Quantum Computing and its

far-reaching ramifications on AIS. Quantum Computing, a notable technological

advancement, possesses the potential to reshape numerous industries, including

cybersecurity and accounting. Within the realm of AIS, a comprehension of the

underlying tenets and distinctive features of Quantum Computing is indispensable,
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as it implicates the traditional cryptographic algorithms' security and data

safeguarding (Hossain Faruk et al., 2022).

To fulfill this purpose, we have organized the subsequent sections of this

manuscript as follows:

Quantum Computing: Concepts and Implications.

In this section, we explore the foundational aspects of Quantum Computing. By

expounding upon its underlying principles, we elucidate its profound divergence

from classical computing paradigms. Additionally, an incisive analysis of the

potential ramifications of Quantum Computing upon the security of conventional

cryptographic algorithms, ubiquitously employed, is undertaken.

Quantum Cybersecurity.

Drawing upon the conceptual groundwork in the preceding section, this segment

deliberates on Quantum Cybersecurity. Herein, we focus on assessing the

cryptographic algorithms currently deployed, which Quantum Computing may

render susceptible to potent threats. Moreover, we discuss Quantum-resilient

cryptographic systems, poised to furnish heightened security in the era of Quantum

Supremacy.

Quantum Computing Standards.

This section examines the contemporary Quantum Computing standards landscape.

By analyzing standards espoused by pertinent standard-setting bodies, we endeavor

to accentuate the ongoing efforts to promulgate best practices and guidelines.

Future Implications and Challenges.

Anticipating a transition to Quantum-safe cryptographic algorithms may engender

substantial financial requisites for enterprises. This section assesses the

implications entailed by adopting Quantum-safe algorithms. We juxtapose this

against the plausible losses resulting from potential Quantum Computing attacks.

The confluence of this analysis culminates in the formulation of pragmatic

recommendations, enabling enterprises to astutely prepare for the impending future

of Quantum Cybersecurity while assuring cost-effectiveness. To this end, we delve

into the conceivable future developments arising within Quantum Computing and

their transformative effects on Quantum Cybersecurity and AIS. Furthermore, we

contemplate the challenges businesses and standard-setting entities may grapple

with navigating this transformative landscape.

Conclusion.
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This section provides the summative insights and findings derived from each

preceding section. Underscoring the criticality of inculcating Quantum

Cybersecurity measures within accounting information systems, we endeavor to

impart a comprehensive understanding of Quantum Computing's import in

conjunction with AIS. This can empower organizations to uphold the security and

integrity of their financial data, navigating the epoch of burgeoning Quantum

technologies with discernment and fortitude. We also recommend that readers

consider the supplementary content in the appendix.

II. Quantum Computing: Concepts and Implications
A. Explanation of Quantum Computing principles and features

Quantum computing is a rapidly evolving field with the potential to

revolutionize various aspects of technology, including Accounting Information

Systems (AIS). The unique principles of quantum mechanics, such as superposition,

entanglement, and quantum gates, enable quantum computers to perform complex

calculations faster and more efficiently than classical computers (Liu, 2021).

One of the critical areas where quantum computing can impact AIS is in

encryption and security. By leveraging quantum principles, these cryptographic

methods can enhance the security of sensitive financial data, safeguarding it

against potential quantum attacks (Ghernaouti-Hélie & Sfaxi, 2007). Data

processing and analysis in AIS can also benefit significantly from quantum

computing. Quantum computers can process and analyze large datasets much faster

than classical computers, enabling more efficient and accurate data processing in

accounting systems (Schuld, 2019). This capability can lead to improved

decision-making processes and more advanced data analytics in AIS.

Furthermore, integrating quantum computing with artificial intelligence and

machine learning techniques can further enhance cybersecurity systems in AIS.

Quantum computing can improve the performance of AI algorithms, leading to more

accurate and efficient decision-making processes in detecting and mitigating threats

such as intrusion or fraud (Hossain Faruk et al., 2022).

Overall, the principles and features of quantum computing have the potential

to transform Accounting Information Systems by providing advanced encryption

methods, improving data processing efficiency, and enhancing the capabilities of AI

and machine learning techniques. As quantum computing continues to advance, the

accounting domain must proactively prepare for the potential impact of quantum
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computing on cybersecurity and embrace quantum-safe solutions to ensure the

security and integrity of their financial data.

B. Discussion of potential threats posed by Quantum Computing to traditional
cryptographic algorithms

Quantum computing has the potential to break traditional cryptographic

algorithms due to its unique computational capabilities. The principles of quantum

mechanics, particularly superposition and entanglement, allow quantum computers

to perform multiple calculations simultaneously, providing an exponential speedup

in specific computational tasks compared to classical computers (Gaj, 2018). As a

result, many of the mathematical problems that form the basis of traditional

cryptographic algorithms can be efficiently solved by quantum computers, rendering

these algorithms vulnerable to quantum attacks. For example, quantum computers

can efficiently solve this problem using algorithms like Grover's,which can brute

force cryptographic keys with greater speed (Kumar, 2022).

The development and adoption of quantum-resistant cryptographic systems

are crucial for protecting AIS against potential quantum computing threats.

Organizations must recognize the importance of Quantum Cybersecurity and

proactively prepare for the impact of quantum computing on their cryptographic

infrastructure to ensure the confidentiality, integrity, and security of their financial

data and communications. Adopting quantum-safe cryptographic solutions is

essential to maintain robust cybersecurity measures despite evolving technological

advancements.

C. Overview of the current state of Quantum Computing technology and its
relevance to accounting information systems

Accounting professionals should be aware of Quantum Computing

technology's current state, as it can potentially revolutionize various fields,

including a firm’s AIS (Cram et al., 2023). Although fully-fledged quantum

computers are not yet widely available, significant progress has been made in

quantum hardware, software, and algorithms, setting the stage for potential

impacts on AIS.

One critical implication of quantum computing for AIS is its ability to break

traditional cryptographic algorithms to secure data and maintain confidentiality.

Powerful quantum computers can efficiently solve mathematical problems that form

the basis of widely used cryptographic systems (Berggren, 2004). Quantum attacks
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could expose sensitive information encrypted using these algorithms, posing a

significant security threat to financial data and communications in AIS.

Researchers are actively developing quantum-resistant cryptographic

solutions to address these threats. Furthermore, integrating quantum computing

with artificial intelligence (AI) and machine learning techniques can enhance the

capabilities of our cybersecurity systems in AI (Wiebe & Kumar, 2018). Quantum

computing can improve the efficiency of AI algorithms, leading to more accurate and

efficient decision-making processes, which is crucial for detecting and responding to

cybersecurity threats effectively.

Quantum money, a cryptographic concept rooted in quantum mechanics, has

the potential to significantly influence the realm of accounting by introducing

unparalleled levels of security and traceability to financial transactions. Unlike

classical currency, quantum money relies on quantum superposition and

entanglement principles and is inherently immune to counterfeiting and tampering

(Bozzio et al., 2018). In an accounting context, adopting quantum money could

revolutionize financial transactions, offering a tamper-proof and unforgeable means

of exchange. This technology could transform accounting systems by changing how

they record, verify, and audit transactions. With quantum money, each transaction

could carry a unique quantum signature, providing an immutable record that

enhances the transparency and trustworthiness of financial exchange (Cai et al.,

2019). As quantum technologies continue to evolve, exploring the integration of

quantum money in accounting systems holds the promise of ushering in a new era

of security and accountability in financial transactions.

Although quantum computing is still in its early stages, its relevance to AIS

lies in its potential to significantly impact data security, privacy, and processing

efficiency. As the quantum computing field advances, accountants must stay

informed about the latest developments in Quantum Cybersecurity. Implementing

quantum-safe cryptographic solutions and exploring the integration of quantum

computing with AI and machine learning will be vital steps to prepare our AIS for

the potential impact of quantum computing on cybersecurity (Majot & Yampolskiy,

2015). Taking proactive measures now can help ensure that our financial data and

communications remain secure and resilient as technology evolves in the quantum

era.
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III. Quantum Cybersecurity
A. Review of existing cryptographic algorithms vulnerable to Quantum

Computing attacks
The vulnerability of cryptographic algorithms to quantum computing is a

critical concern for cybersecurity. This will potentially affect technology audits

(Hassija et al., 2020). The algorithms at risk may include famous examples such as

Diffie-Hellman (DH), RSA, and Elliptic Curve Cryptography (ECC).

The widely deployed key exchange protocol, Diffie-Hellman (DH), is not

immune to quantum attacks. Shor's algorithm efficiently solves the discrete

logarithm problem, which forms the basis of DH's security (Abdalla et al., 2001).

Moreover, RSA, a widely-used public-key cryptosystem, relies on the

challenge of factoring large numbers for its security. However, Shor's algorithm,

which exhibits remarkable efficiency in a quantum environment, poses a significant

threat to RSA's security (Sharma et al., 2021).

Similarly, ECC, another prevalent public-key cryptosystem based on elliptic

curves over finite fields, faces vulnerabilities in quantum computing. Shor's

algorithm can be adapted to solve the discrete logarithm problem on elliptic curves,

undermining the security of ECC (Proos & Zalka, 2003).

Taking proactive measures to prepare for the impact of quantum computing

on cybersecurity is of utmost importance. By implementing quantum-resistant

cryptographic solutions and exploring integrating quantum technologies with AI

and machine learning techniques, organizations can enhance the resilience and

security of their accounting information systems in the quantum era. Staying

abreast of advancements in quantum computing and collaborating with researchers

and standard-setting organizations are vital to addressing quantum-related

cybersecurity challenges effectively. As the field of quantum computing advances,

the significance of adopting Quantum Cybersecurity measures for accounting

information systems becomes even more apparent, ensuring the confidentiality,

integrity, and availability of financial data and sensitive information (Kafi & Akter,

2023).

B. Introduction of Quantum-resilient cryptographic systems
Researchers are exploring several approaches to develop cryptographic

systems that can withstand the potential threats posed by quantum computing.
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PQC is a significant effort in quantum-resistant cryptography to design

secure cryptographic algorithms, even if we build large-scale fault-tolerant quantum

computers. The National Institute of Standards and Technology (NIST) is currently

working on standardizing PQC algorithms, making it one of the most critical

endeavors in quantum-resistant cryptography (L. Li et al., 2020).

QKD uses the principles of quantum mechanics to securely distribute

encryption keys between two parties (Libicki & Gompert, 2021). The high

sensitivity of quantum communication makes it easy to detect any interference,

ensuring secure encryption-key distribution. However, QKD is likely most beneficial

for high-value networks that use encryption, leaving mass networks for distributed

work potentially insecure.

Hybrid systems combine classical cryptographic algorithms with

quantum-resistant cryptographic algorithms to provide a flexible and adaptable

security solution (Maurer et al., 2022). These systems allow users to choose between

pre- and post-quantum security levels based on their specific needs and the

capabilities of their communication partners.

These approaches represent critical advancements in the field of

quantum-resistant cryptography and offer potential solutions to mitigate the risks

posed by quantum computing to cryptographic systems. As quantum computing

technology evolves, adopting and implementing quantum-resistant cryptographic

systems will become increasingly vital for safeguarding sensitive information and

ensuring data security in various sectors, including accounting information systems.

Organizations should closely monitor developments in these areas and be proactive

in integrating quantum-resistant solutions to maintain robust cybersecurity

defenses in the face of emerging quantum threats.

C. Evaluation of the strengths and limitations of Quantum-safe algorithms in
the accounting context

Quantum-safe algorithms present a promising avenue for bolstering the

security of Accounting Information Systems (AIS) against the threats posed by

quantum computing. These algorithms are specifically designed to resist potential

quantum attacks, making them more resilient than traditional cryptographic

methods (Grote et al., 2019).
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One notable advantage of quantum-safe algorithms is their future-proofing

capability. The demand for secure cryptographic systems will escalate as quantum

computing technology progresses. By integrating quantum-safe algorithms early on,

AIS can prepare for emerging quantum threats and remain resilient in the face of

evolving quantum technologies (Xu et al., 2023). This is a preventative measure

rather than a reactionary measure.

However, there are certain limitations when implementing quantum-safe

algorithms in AIS. One such concern is the complexity of their implementation,

which can result in higher development and maintenance costs. Additionally,

quantum-safe algorithms may introduce performance overhead, potentially

impacting the efficiency of data processing and analysis in AIS (Xu et al., 2023).

Also, the energy necessary to run these systems makes them less green than

classical computing (Chiribella et al., 2019). Businesses need to prove

environmental benefits over classical computing in ESG reporting, and researchers

are currently working to improve efficiency.

Another challenge lies in the need for more standardization for quantum-safe

algorithms. Although ongoing efforts by the National Institute of Standards and

Technology (NIST) aim to develop standardized quantum-resistant cryptographic

solutions, a widely accepted standard is yet to be established (Barker et al., 2021).

This lack of standardization may result in difficulty in selecting and implementing

the most suitable quantum-safe algorithms for AIS.

Quantum-safe algorithms are promising to fortify AIS against quantum

threats. Their resistance to quantum attacks and enhanced security features make

them appealing options for safeguarding sensitive financial data from quantum

supremacy. Nonetheless, we need to consider the implementation complexity,

potential performance overhead, and lack of standardization, which call for a

thorough evaluation of the benefits and challenges of adopting quantum-safe

algorithms within the context of accounting information systems. In the future,

there may also be advancements in quantum data storage, which currently face

limitations in the time a qubit can be stored in a quantum state. By carefully

weighing these factors, organizations can make informed decisions to enhance the

cybersecurity of their AIS and protect valuable financial information in the

quantum era.
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IV. Quantum Computing Standards
A. Overview of Quantum Standard Setters

Given the complexity and diversity of quantum applications, a

one-size-fits-all regulatory approach is often impractical. Instead, voluntary

standards offer a flexible framework that encourages industry participation,

innovation, and adaptation (Johnson, 2019). While mandatory regulations might

stifle innovation and hinder emerging quantum technologies' development,

voluntary standards allow stakeholders to adopt practices that align with their

specific needs, capabilities, and goals (Lim & Prakash, 2014).

Voluntary standards serve as a repository of best practices, offering guidance

and recommendations for effectively implementing technologies. Organizations

adopting these standards are committed to following recognized industry norms and

leveraging well-tested approaches (Rosen et al., 2002).

Embracing quantum standards can confer a competitive edge. Companies

that align with recognized standards demonstrate their commitment to quality,

security, and compliance. Enhancing reputation, building trust with clients and

investors, and attracting potential partners and customers can achieve these

benefits (Alzeban, 2019). Quantum technologies often involve intricate

cryptographic methods and sensitive data. Adhering to established standards helps

mitigate risks associated with security breaches, data loss, or system

vulnerabilities. By implementing recognized security measures, organizations can

better safeguard their operations and clients' information (14:00-17:00, n.d.).

For the accounting sector, adopting quantum standards can be particularly

relevant. Quantum technologies can impact financial transactions, data integrity,

and security. Organizations adhering to quantum standards convey their dedication

to accurate financial reporting and responsible use of emerging technologies. When

standards are followed, audits can validate compliance, boosting investor confidence

(Alzeban, 2019).

Standards foster interoperability and collaboration. When organizations

adhere to the same standards, systems become more compatible, reducing

integration complexities and enhancing information sharing. This collaboration

accelerates the development and adoption of quantum technologies (Pitwon & Lee,

2021).
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Voluntary standards can serve as a bridge in cases where quantum

technologies intersect with regulatory requirements. Organizations can

demonstrate their commitment to regulatory compliance by adopting standards that

align with relevant regulations, minimizing the risk of legal and regulatory issues

(Chowdhury, 2013).

Voluntary standards often incorporate ethical considerations and responsible

practices. By adopting these standards, organizations signal their dedication to

upholding ethical values, which can resonate with consumers, investors, and

stakeholders who prioritize ethical behavior (Valentine & Fleischman, 2008).

Quantum technologies are still evolving, with advancements and changes

occurring rapidly. Adopting quantum standards can future-proof organizations by

ensuring they are well-prepared to navigate evolving technological landscapes.

In accounting, adherence to quantum standards can significantly impact

financial reporting. Reports that mention compliance with a standard signal a

commitment to accurate and transparent financial practices in business. On the

contrary, when audits uncover discrepancies between reported compliance and

actual practices, it sends a negative signal to investors, potentially eroding trust

and damaging the organization's credibility (Hoang & Phang, 2021). Therefore,

establishing robust standards is paramount in harnessing the prodigious potential

inherent in quantum technologies. By ensuring seamless interoperability,

unwavering safety, and unfaltering reliability across a plethora of quantum

systems, these standards pave a way to a harmonious quantum landscape.

This manuscript presents a concise survey of eminent organizations that

assume the mantle of defining quantum computing standards. These entities play a

pivotal role in shaping the trajectory of quantum technologies, fostering a symbiotic

synergy through collaborative endeavors, formulating guidelines, and harmonizing

concerted efforts across diverse stakeholders. The quantum standards
1
they develop

are voluntary, relying on input from experts and interested parties. Their target

stakeholders include manufacturers, developers, users, regulators, policymakers,

educators, researchers, and consumers concerned about the quality and

performance of quantum products and services. They often collaborate or coordinate

to avoid duplication of efforts and ensure harmonization. For instance, the IEC/ISO

JTC1 WG 14 collaborates with the IEEE Quantum Initiative to identify

1 Just like accountants follow GAP or IFRS, there are local and international standards! For example in
the cybersecurity world, NIST is like GAP and ISO is like IFRS.
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standardization needs, and the QED-C works with the IEEE Quantum Initiative to

promote global alignment of quantum standards. Table 1 provides valuable insights

into the characteristics and scope of various organizations involved in quantum

standard setting. These organizations include global entities like the International

Organization for Standardization (ISO) and the International Electrotechnical

Commission (IEC), as well as regional bodies like the European

Telecommunications Standards Institute (ETSI) and the European Committee for

Electrotechnical Standardization (CENELEC). Government agencies like the

National Institute of Standards and Technology (NIST) and intergovernmental

organizations like the International Telecommunication Union (ITU) actively

engage in quantum standardization efforts.

Table 1 highlights the characteristics of different quantum standard-setting

organizations, such as their authority, type, and enforcement mechanisms. These

organizations vary in scope, focus, governance structures, and funding models. The

organizations' authority, type, enforcement mechanisms, and stakeholders vary,

reflecting the diversity of approaches in the quantum standard-setting landscape.

While some organizations operate globally, others focus on regional or national

contexts. The collaboration among these organizations fosters coordination and

mutual support, avoiding duplication of efforts and promoting consistent, effective

quantum standards development. To create the table, we searched “Quantum

Computing Standards” and “Standard Setting Organizations” on the web to identify

candidate organizations. Then we went to their websites to see whom they work

for/with (and if they have anything on quantum computing) and obtained their

information.

Organization Authority Type Enforcement Stakeholders

International
Orginization for
Standardization
(ISO)

Global Non-profit Voluntary,
certification,
legal
compliance

Manufacturer
s, developers,
users,
regulators,
policymakers,
educators,
researchers,
and
consumers

National Institute
of Standards & U.S. federal

government
Government
agency

Voluntary,
compliance

U.S.
government
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Technology
(NIST) with federal

laws and
regulations

agencies,
industry,
academia

European
Telecommunicati
ons Standards
Institute (ETSI)

European
Union

Non-profit Voluntary,
certification,
legal
compliance

European
Union
member
states,
industry

International
Telecommunicati
on Union (ITU)

United
Nations

Intergovernm
ental
organization

Voluntary,
legal
compliance
with
international
treaties and
agreements

Member
states of the
United
Nations and
ITU, industry

International
Electrotechnical
Commission
(IEC)

Global Non-profit Voluntary,
certification,
legal
compliance

Manufacturer
s, developers,
users,
regulators,
policymakers,
educators,
researchers,
and
consumers

European
Committee for
Electrotechnical
Standardization
(CENELEC)

European
Union2

Non-profit Voluntary,
certification,
legal
compliance

European
Union
member
states

Institute of
Electrical and
Electronics
Engineers
(IEEE)

IEEE
Standards
Association

Non-profit Voluntary Engineers,
scientists,
researchers,
educators,
policymakers,

2 CENELEC does not hold the status of an EU institution. Nonetheless, the standards it
develops bear the designation of "EN" EU (and EEA) standards, attributable to the regulatory
framework stipulated by EU Regulation 1025/2012.
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and industry
leaders

European
Information
Technologies
Certification
Institute
Quantum
Standards
Group
(EITC QSG)

European
Union/Global3 Non-profit

Voluntary,
certification, legal
compliance

International
experts in
relevant fields
who are
interested in
quantum
technology and
industry
specifications
and standards
development

Table 1: Standard Setting Organizations Involved with Quantum Computing
We found that a cadre of organizations intricately weaves the standardization

landscape in quantum computing, each bearing its unique scope, mandate, and

stakeholder involvement. Collaboratively, these entities endeavor to ascertain the

requisites of quantum standardization, laying the groundwork for well-defined

systems and processes. They cultivate internal synergy by coordinating with

relevant committees and groups within their organizational realms. At the same

time, they also foster external liaisons with one another to pursue global alignment

and interoperability in quantum standards. The standards that emerge from these

endeavors bear a voluntaristic nature, fortified by insights from experts and

stakeholders. Standards enable an expansive array of actors, including

manufacturers, developers, users, regulators, policymakers, educators, researchers,

and consumers, all of whom are zealous guardians of quantum product and service

quality and performance, to embrace them.

Among the tapestry of these symbiotic relationships, the collaboration

between the IEC/ISO JTC1 WG 14 and the IEEE Quantum Initiative is a testament

to shared aspirations. Their collaborative efforts seek to illuminate the

standardization needs intrinsic to quantum computing, channeling the reservoirs of

both organizations' expertise to engender comprehensive guidelines for the

quantum engineering sphere. This union is driven by the mutual endeavor to foster

compatibility and interoperability among diverse quantum technologies,

engendering a cohesive quantum landscape.

3EITCI does not hold the official status of an EU organization; however, it adheres to the
guidelines set forth by the European Commission.
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In tandem, the Quantum Economic Development Consortium (QED-C) and

the IEEE Quantum Initiative traverse a path of parallel efforts. Together, they

labor towards achieving a grand global alignment and interoperability in quantum

standards. As stalwart constituents of this collaboration, U.S. companies, academic

institutions, national laboratories, and government agencies converge to sculpt

industry-led standards, benchmarks, and best practices. Their unified pursuits

advance the frontiers of innovation and propel the domain of quantum technologies

to ever loftier heights.

The International Telecommunication Union (ITU), an intergovernmental

organization within the UN fold, aligns its work with other UN agencies, notably

UNESCO, for the noble cause of propagating quantum technologies in pursuit of

sustainable development goals. Their collective endeavor imparts a notable tint to

the quantum enterprise, steering it toward resolving pressing societal challenges.

Meanwhile, the European Telecommunications Standards Institute (ETSI)

dutifully assumes the mantle of coherence and consistency, bridging different

domains within the European Union (EU) with the support of fellow European

standardization bodies, CEN/CENELEC. This symbiosis cultivates a unified

approach to quantum technology adoption and implementation across the EU.

Forging a different trajectory, the National Institute of Standards and

Technology (NIST), a U.S. federal government agency, charts a course alongside

fellow U.S. government entities, including the Department of Energy (DOE). Their

collective synergy is channeled towards advancing quantum information science

research and development, bolstering the nation's foothold in the global quantum

landscape.

The European Information Technologies Certification Institute Quantum

Standards Group (EITC QSG) is another notable example of collaboration. Housing

a consortium of international experts from diverse fields with a fervor for quantum

technology, industry specifications, and standards development espouses a

non-profit, voluntary ethos emphasizing compliance and certification.

Collectively, these organizations navigate the complex web of quantum

standardization, casting a resolute influence on the future of quantum technologies.

Their concerted efforts, driven by a shared vision of compatibility, safety, and ethical

implementation, carve a trajectory of progress that promises to unleash the full

potential of quantum computing across a myriad of domains. In the cadence of their

17



endeavors, these entities usher in an era of quantum excellence, leaving an

indelible mark on the annals of scientific advancement.

B. Analysis of Quantum Standards
By providing a comprehensive framework that governs the design,

development, and utilization of quantum technologies, analyzing quantum

standards offers invaluable insights into best practices, ethical considerations, and

quality benchmarks. Now that we have introduced some standard-setting bodies,

we have looked into what relevant standards they propose or are looking into

related to quantum computing. Such analysis empowers stakeholders, ranging from

manufacturers and researchers to policymakers and consumers, with the knowledge

and tools to make informed decisions, engendering trust and confidence in quantum

products and services. Ultimately, a thorough examination of quantum standards

amplifies the transformative potential of quantum technologies and facilitates their

responsible and ethical integration into our ever-evolving technological ecosystem.

To find these standards, we went to each of these organizations' websites and typed

“Quantum,” and selected “standards” where applicable in their search system. We

attempt to get a comprehensive list of each Quantum Standard put out or in works

by these organizations supplemented by other materials such as position papers

and reports to see a complete view of these organizations and what they suggest.

ISO Insite

PQCRYPTO ICT-645622 ● Last modified: 2018.04.17
● Post-quantum cryptography for

long-term security

ISO/IEC DIS 4879 ● Information technology — Quantum
computing — Terminology and
vocabulary

● Close of voting as of 2023-05-13

ISO/IEC AWI TR 18157 ● Preparatory stage as of 2022-06-2014
● Information technology — Introduction

to quantum computing

ISO/IEC 23837-1 ● Information security — Security
requirements, test and evaluation
methods for quantum key distribution
— Part 1: Requirements

● Under publication as of 2023-07-17
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ISO/IEC 23837-2 ● Information security — Security
requirements, test and evaluation
methods for quantum key distribution
— Part 2: Evaluation and testing
methods

● Under publication as of 2023-07-18

Computing Quantum Technologies Foresight https://www.iso.org/foresight/computing.html

Table 2: ISO

Table 2 offers an overview of the International Organization for

Standardization (ISO)'s involvement in the realm of Quantum computing. This

involvement encompasses diverse standards and initiatives to foster the

development and secure implementation of quantum technologies.

ISO's commitment to long-term security in the face of quantum

advancements is exemplified by the PQCRYPTO ICT-645622 project, last modified

in 2018. This project focuses on post-quantum cryptography, reflecting ISO's

dedication to addressing security challenges posed by quantum computing.

Additionally, ISO/IEC DIS 4879, which concluded voting on 2023-05-13, emerges as

a pivotal standard. This standard lays the foundation for unambiguous terminology

and vocabulary pertaining to Quantum computing within information technology.

Similarly, ISO/IEC AWI TR 18157, currently in its preparatory stage since

2022-06-20, serves as an introductory guide to the intricacies of quantum

computing, providing essential insights to newcomers and experts in the field.

Addressing the critical information security domain, ISO/IEC 23837-1,

currently under publication as of 2023-07-17, establishes rigorous security

requirements and test methods for quantum key distribution in its Part 1.

Correspondingly, Part 2 of this standard, ISO/IEC 23837-2, also under publication

as of 2023-07-18, focuses on evaluation and testing methods for quantum key

distribution security. These standards play a crucial role in ensuring the

confidentiality and integrity of communications in a quantum computing era.

ISO's Computing Quantum Technologies Foresight showcases the

organization's forward-thinking approach to quantum computing. This initiative

provides invaluable insights into the future of quantum computing technologies,

aiding researchers and practitioners in understanding the potential advancements

and challenges.
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NIST Insite

Selected Algorithms 2022 The Candidates to be Standardized and
Round 4 Submissions were announced July
5, 2022.

https://csrc.nist.gov/Projects/post-quantum-cr
yptography/selected-algorithms-2022

Created January 03, 2017, Updated July 17,
2023

Glossary https://csrc.nist.gov/glossary/term/post_quant
um_cryptography

Quantum Money https://www.nist.gov/news-events/events/201
1/01/quantum-money

Created January 11, 2011, Updated January
5, 2017

Quantum Biophotonics https://www.nist.gov/programs-projects/quant
um-biophotonics

Created September 2, 2015, Updated
February 22, 2021

Quantum Supremacy https://www.nist.gov/physics/introduction-new
-quantum-revolution/quantum-supremacy

Created March 21, 2018, Updated February
28, 2023

QUANTUM COMMUNICATIONS https://www.nist.gov/quantum-communication
s

Workshop on Cybersecurity in a
Post-Quantum World

https://csrc.nist.gov/Events/2015/Workshop-o
n-Cybersecurity-in-a-Post-Quantum-World

Created January 09, 2017, Updated June 22,
2020

NIST CSWP 15 Getting Ready for Post-Quantum
Cryptography: Exploring Challenges
Associated with Adopting and Using
Post-Quantum Cryptographic Algorithms
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https://www.nist.gov/quantum-communications
https://csrc.nist.gov/Events/2015/Workshop-on-Cybersecurity-in-a-Post-Quantum-World
https://csrc.nist.gov/Events/2015/Workshop-on-Cybersecurity-in-a-Post-Quantum-World


Date Published: April 28, 2021

Quantum Networks at NIST https://www.nist.gov/pml/productsservices/qu
antum-networks-nist

NIST IR 8105 https://csrc.nist.gov/pubs/ir/8105/final
Report on Post-Quantum Cryptography
Date Published: April 2016

Post-Quantum Cryptography: Digital
Signature Schemes

https://csrc.nist.gov/Projects/pqc-dig-sig/stan
dardization/example-files

Created August 29, 2022, Updated July 18,
2023

Universal Quantum Bus https://www.nist.gov/programs-projects/univer
sal-quantum-bus
Created September 2, 2015, Updated February
9, 2021
Ongoing project

https://csrc.nist.gov/pubs/journal/2022/11/cryp
tographic-standards-in-a-postquantum-era/fin
al

https://csrc.nist.gov/pubs/journal/2022/11/cryp
tographic-standards-in-a-postquantum-er
a/final

Published: November 2, 2022
Table 3: NIST

NIST's extensive involvement in the domain of Quantum computing

exemplifies its dedication to spearheading advancements in this cutting-edge field.

The organization's multifaceted initiatives encompass research, standards,

workshops, and publications, contributing significantly to the development and

application of Quantum technologies.

NIST's commitment to post-quantum cryptography is evident through its

"Selected Algorithms 2022" project. This project involves announcing Candidates to

be Standardized and Round 4 Submissions, highlighting NIST's role in shaping the

future cryptographic landscape. NIST has developed a comprehensive glossary,

complementing this effort by clarifying the terminologies pertinent to post-quantum

cryptography.
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NIST's pioneering spirit extends beyond cryptography to explore practical

Quantum computing applications. Projects such as Quantum Money, Quantum

Biophotonics, and Quantum Supremacy showcase NIST's enthusiasm for

harnessing Quantum technologies' transformative potential.

NIST's endeavors in Quantum communications are evident through

workshops like "Cybersecurity in a Post-Quantum World." These platforms address

the challenges of adopting post-quantum cryptographic algorithms, fostering robust

cryptographic practices.

NIST's reports "NIST CSWP 15" and "NIST IR 8105" offer valuable insights

into post-quantum cryptography and cryptographic standards. These resources

empower researchers and practitioners to make well-informed decisions.

NIST's commitment to advancing Quantum computing is exemplified by the

ongoing "Universal Quantum Bus" project. This initiative underscores NIST's

exploration of new frontiers in Quantum communication networks, potentially

impacting competitive markets
4
.

NIST's recent publication of the journal paper "Cryptographic Standards in a

Postquantum Era" in November 2022 underscores its dedication to staying at the

forefront of Quantum computing research. This commitment aligns with NIST's

mission to share insights with the scientific community.

ETSI Insite

ETSI GR QSC 001 Quantum-Safe Cryptography (QSC); Quantum-safe algorithmic
framework
(2016-07)

ETSI GR QSC 004 Quantum-Safe Cryptography; Quantum-Safe threat assessment
(2017-03)

ETSI GR QSC 006 Quantum-Safe Cryptography (QSC); Limits to Quantum Computing
applied to symmetric key sizes (2017-02)

ETSI TR 103 617 Quantum-Safe Virtual Private Networks (2018-09)

ETSI TS 103 744 CYBER; Quantum-safe Hybrid Key Exchanges (2020-12)

4 For example, proprietary technology such as Tesla’s and Apple’s chargers. Perhaps in the future the
Quantum Serial Bus will be debated as classical serial buses are today.
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ETSI GS QKD 012 Quantum Key Distribution (QKD); Device and Communication
Channel Parameters for QKD Deployment (2019-02)

ETSI TR 103 619 CYBER; Migration strategies and recommendations to Quantum
Safe schemes(2020-07)

ETSI GR QSC 003 Quantum Safe Cryptography; Case Studies and Deployment
Scenarios(2017-02)

ETSI GR QKD 003 Quantum Key Distribution (QKD); Components and Internal
Interfaces (2018-03)

ETSI EG 203 310 CYBER; Quantum Computing Impact on security of ICT Systems;
Recommendations on Business Continuity and Algorithm Selection
(2016-06)

ETSI GS QKD Quantum Key Distribution (QKD); Security Proofs(2010-12)

ETSI TR 103 570 CYBER; Quantum-Safe Key Exchanges (2017-10)

ETSI GS QKD 002 Quantum Key Distribution (QKD); Use Cases(2010-06)

ETSI GS QKD 015 Quantum Key Distribution (QKD); Control Interface for Software
Defined Networks (2021-03)

ETSI GR QKD 007 Quantum Key Distribution (QKD); Vocabulary(2018-12)

ETSI GS QKD 015 Quantum Key Distribution (QKD); Control Interface for Software
Defined Networks (2022-04)

ETSI GS QKD 016 Quantum Key Distribution (QKD); Common Criteria Protection
Profile - Pair of Prepare and Measure Quantum Key Distribution
Modules (2023-04)

ETSI TR 103 823 CYBER; Quantum-Safe Public-Key Encryption and Key
Encapsulation (2021-10)

ETSI TR 103 949 Quantum-Safe Cryptography (QSC) Migration; ITS and C-ITS
migration study (2023-05)

ETSI TR 103 616 CYBER; Quantum-Safe Signatures(2021-09)

ETSI TR 103 618 CYBER; Quantum-Safe Identity-Based Encryption (2019-12)

ETSI GS QKD 018 Quantum Key Distribution (QKD); Orchestration Interface for
Software Defined Networks (2022-04)

ETSI GS QKD 011 Quantum Key Distribution (QKD); Component characterization:
characterizing optical components for QKD systems (2016-05)

ETSI GS QKD 004 Quantum Key Distribution (QKD); Application Interface(2010-12)
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https://www.etsi.org/deliver/etsi_gr/QSC/001_099/003/01.01.01_60/gr_QSC003v010101p.pdf
https://www.etsi.org/deliver/etsi_gr/QSC/001_099/003/01.01.01_60/gr_QSC003v010101p.pdf
https://www.etsi.org/deliver/etsi_gr/QKD/001_099/003/02.01.01_60/gr_QKD003v020101p.pdf
https://www.etsi.org/deliver/etsi_gr/QKD/001_099/003/02.01.01_60/gr_QKD003v020101p.pdf
https://www.etsi.org/deliver/etsi_eg/203300_203399/203310/01.01.01_60/eg_203310v010101p.pdf
https://www.etsi.org/deliver/etsi_eg/203300_203399/203310/01.01.01_60/eg_203310v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/005/01.01.01_60/gs_QKD005v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/005/01.01.01_60/gs_QKD005v010101p.pdf
https://www.etsi.org/deliver/etsi_tr/103500_103599/103570/01.01.01_60/tr_103570v010101p.pdf
https://www.etsi.org/deliver/etsi_tr/103500_103599/103570/01.01.01_60/tr_103570v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/qkd/001_099/002/01.01.01_60/gs_qkd002v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/qkd/001_099/002/01.01.01_60/gs_qkd002v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/015/01.01.01_60/gs_QKD015v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/015/01.01.01_60/gs_QKD015v010101p.pdf
https://www.etsi.org/deliver/etsi_gr/QKD/001_099/007/01.01.01_60/gr_QKD007v010101p.pdf
https://www.etsi.org/deliver/etsi_gr/QKD/001_099/007/01.01.01_60/gr_QKD007v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/015/02.01.01_60/gs_QKD015v020101p.pdf
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/015/02.01.01_60/gs_QKD015v020101p.pdf
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/016/01.01.01_60/gs_QKD016v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/016/01.01.01_60/gs_QKD016v010101p.pdf
https://www.etsi.org/deliver/etsi_tr/103800_103899/103823/01.01.02_60/tr_103823v010102p.pdf
https://www.etsi.org/deliver/etsi_tr/103800_103899/103823/01.01.02_60/tr_103823v010102p.pdf
https://www.etsi.org/deliver/etsi_tr/103900_103999/103949/01.01.01_60/tr_103949v010101p.pdf
https://www.etsi.org/deliver/etsi_tr/103900_103999/103949/01.01.01_60/tr_103949v010101p.pdf
https://www.etsi.org/deliver/etsi_tr/103600_103699/103616/01.01.01_60/tr_103616v010101p.pdf
https://www.etsi.org/deliver/etsi_tr/103600_103699/103616/01.01.01_60/tr_103616v010101p.pdf
https://www.etsi.org/deliver/etsi_tr/103600_103699/103618/01.01.01_60/tr_103618v010101p.pdf
https://www.etsi.org/deliver/etsi_tr/103600_103699/103618/01.01.01_60/tr_103618v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/018/01.01.01_60/gs_QKD018v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/018/01.01.01_60/gs_QKD018v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/011/01.01.01_60/gs_QKD011v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/011/01.01.01_60/gs_QKD011v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/004/01.01.01_60/gs_QKD004v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/004/01.01.01_60/gs_QKD004v010101p.pdf


ETSI GS QKD 008 Quantum Key Distribution (QKD); QKD Module Security
Specification(2010-12)

ETSI GS QKD 014 Quantum Key Distribution (QKD); Protocol and data format of
REST-based key delivery API(2019-02)

Table 4: ETSI

The provided list of ETSI (European Telecommunications Standards

Institute) standards encapsulates a comprehensive range of standards related to

Quantum-Safe Cryptography (QSC), Quantum Key Distribution (QKD), and the

implications of Quantum computing across various domains. These standards

establish a foundation for secure and standardized quantum-safe algorithms,

ensuring data integrity and confidentiality in post-quantum computing.

ETSI's standards are pivotal in constructing a secure framework for

quantum-safe algorithms. This framework addresses the evolving landscape by

defining guidelines for threat assessment, symmetric key sizes, and migration

strategies toward quantum-safe schemes. ETSI's commitment to tackling Quantum

computing's impact on information security is evident in these efforts.

The Quantum Key Distribution standards provided by ETSI encompass

crucial facets of this cryptographic technique. Parameters for devices and

communication channels, control interfaces for software-defined networks, and the

characterization of optical components for QKD systems are covered. ETSI's

establishment of protection profiles and protocols for REST-based key delivery APIs

contributes to Quantum Key Distribution technologies' secure deployment and

operation.

ETSI's standards on the implications of Quantum computing for ICT security

offer valuable insights. These standards guide decision-making on algorithm

selection and ensure business continuity. By addressing Quantum computing's

implications for cybersecurity, ETSI paves the way for a resilient and secure digital

landscape.

These ETSI standards hold immense value as references and guidelines for

researchers, industry experts, and practitioners involved in quantum-safe solutions.

Adherence to these standardized practices empowers stakeholders to safeguard

communication networks and information against potential quantum threats.
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https://www.etsi.org/deliver/etsi_gs/QKD/001_099/008/01.01.01_60/gs_QKD008v010101p.pdf
https://www.etsi.org/deliver/etsi_gs/QKD/001_099/014/01.01.01_60/gs_QKD014v010101p.pdf
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ETSI's unwavering commitment to advancing Quantum-Safe Cryptography

and Quantum Key Distribution technologies underscores their instrumental role in

promoting a secure and quantum-ready telecommunications and information

security future. Their standards contribute significantly to establishing a robust

foundation to address the challenges posed by the advent of Quantum computing.

ITU Insite

ITU-T X.1714 Key combination and confidential key supply for quantum key
distribution networks

(10/2020):

ITU-T Y Suppl. 75 ITU-T Y.3000 series – Quantum key distribution networks –
Quantum-enabled future networks

(03/2023)

ITU-T Y Suppl. 74 ITU-T Y.3800-series – Standardization roadmap on quantum key
distribution networks

(03/2023)

ITU-T X.1219 Functional requirements for a secured process to evaluate technical
vulnerabilities

(04/2023)

ITU-T Y Suppl. 72 ITU-T Y.3000-series – Artificial intelligence standardization roadmap

(11/2022)

ITU-T Y.3160 Architectural framework of end-to-end service level objective
guarantee for future networks including IMT-2020

(05/2023)

ITU-T Y.3813 Quantum key distribution network interworking – Functional
requirements

(01/2023)

ITU-T Y.3117 Quality of service assurance-related requirements and framework
for smart education supported by IMT-2020 and beyond
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https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F14453-en&position=10&page=1
https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F14453-en&position=10&page=1
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https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F14453-en&position=10&page=1
https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F15522-en&position=9&page=1
https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F15522-en&position=9&page=1
https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F15522-en&position=9&page=1
https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F15511-en&position=8&page=1
https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F15511-en&position=8&page=1
https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F15511-en&position=8&page=1
https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F15511-en&position=8&page=1
https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F15542-en&position=7&page=1
https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F15542-en&position=7&page=1
https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F15542-en&position=7&page=1
https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F15542-en&position=7&page=1
https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F15249-en&position=6&page=1
https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F15249-en&position=6&page=1
https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F15249-en&position=6&page=1
https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F15533-en&position=5&page=1
https://www.itu.int/net4/ITU-T/search/api/redirection?dest=http%3A%2F%2Fhandle.itu.int%2F11.1002%2F1000%2F15533-en&position=5&page=1
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(05/2023)

ITU-T Y.3123 Framework of edge computing capability exposure for IMT-2020
networks and beyond

(05/2023)

ITU-T L Suppl. 53 Guidelines on the implementation of environmental efficiency criteria
for artificial intelligence and other emerging technologies

(10/2022)

ITU-T Y.3814 Quantum key distribution networks – functional requirements and
architecture for machine learning enablement

(01/2023)

Table 5: ITU

ITU, operating in three main sectors - Radiocommunications,

Standardization, and Development - plays a pivotal role in shaping the global

telecommunications landscape. Each sector addresses specific aspects of the

industry, from managing the spectrum to standardizing technologies and bridging

the digital divide.

ITU-R coordinates radiocommunication services and manages spectrum and

satellite orbits. Given the expansion of wireless communications, harmonized

standards, and spectrum allocation are critical for global interoperability. ITU-R's

conferences and study groups facilitate collaboration between governments and

industry players, especially in developing mobile broadband and broadcasting

technologies.

ITU-T: ITU-T is responsible for creating fundamental Recommendations that

underpin ICT networks. These standards are essential for Internet access,

compression, and networking. ITU-T produces around 150 standards annually,

offering a framework for international involvement and discussion participation.

ITU-D: ITU-D focuses on expanding global ICT access and bridging the

digital divide. Programs supporting emerging markets, promoting ICT leadership,
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and advancing CSR mandates are offered. Initiatives like ITU Connect events and

ICT statistics publications contribute to this mandate.

ITU-T's standards encompass various topics, including Quantum key

distribution networks. These standards are vital for establishing secure and

efficient communication in the quantum era. ITU-T X.1714 and Y Suppl. 75 outlines

the quantum-enabled networks' foundation and roadmap, ensuring secure key

distribution and network development.

ITU-T X.1219 identifies vulnerabilities, ensuring secure quantum key

distribution networks. ITU-T Y Suppl. 74 complements this by guiding the

standardization journey, emphasizing quantum key distribution's importance.

ITU-T Y.3160 highlights network reliability, and Y.3813 ensures interworking

across quantum systems. These standards emphasize network performance and

guarantee reliable communication.

ITU-T Y Suppl. 72 and L Suppl. 53 tackle AI's challenges in

telecommunications, promoting responsible practices. These guidelines drive

sustainability and responsible AI integration.

ITU-T Y.3117 and Y.3123 address service quality and edge computing for

smart education and advanced computing needs.

ITU-T Y.3814 integrates machine learning into quantum key distribution

networks, showcasing technology fusion.

IEC Insite

IEC White Paper QIT:2021 Quantum information technology
2021-10-20

ISO/IEC 9594-11:2020 Information technology - Open systems interconnection
directory - Part 11: Protocol specifications for secure operations
2020-12-22

Table 6: IEC

The table presents information concerning an IEC (International

Electrotechnical Commission) white paper and an ISO/IEC standard, both related

to Quantum information technology and secure operations within the realm of
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information technology. These documents underscore the significance of

standardization efforts and the attention given to Quantum information technology

and secure operations in the ever-evolving field of information technology.

As a global not-for-profit organization, IEC ensures safety, sustainability, and

international electrical and electronic goods trade. Its work supports technical

innovation, sustainable energy access, efficient urbanization, and climate change

mitigation. IEC provides a neutral platform, administering conformity assessment

systems and publishing International Standards, laying the technical framework

for quality infrastructure and global trade.

IEC White Paper QIT:2021 delves into Quantum information technology. We

expect this publication to explore quantum computing, communication,

cryptography, and related technologies. Such white papers offer insights into

emerging technologies, applications, and potential standardization efforts. This

paper is a valuable resource for understanding Quantum information technology's

latest developments and trends in Quantum information technology.

ISO/IEC 9594-11:2020 falls within the OSI model, addressing secure

operations. It encompasses protocols and procedures to ensure secure

communication within OSI-based systems. This standard highlights the importance

of security in communication protocols, aligning with evolving cybersecurity needs.

The standard's relevance extends to securing interactions within modern

technological landscapes.

These documents hold significance for researchers, industry experts, and

practitioners. The IEC white paper provides insights into the latest Quantum

information technology developments, reflecting ongoing research and

advancements. The ISO/IEC standard emphasizes secure communication protocols,

which are vital in today's cybersecurity landscape. These documents inform

stakeholders, guiding their understanding and shaping future developments and

standardization efforts.

By adhering to standardized protocols, stakeholders can ensure seamless

integration and secure operation of quantum technologies in various applications.

These documents are guidelines and references, fostering a robust and reliable

information technology ecosystem. Standardized practices promote secure and

efficient operations, contributing to a technologically advanced and trustworthy

future.
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The work of the IEC aligns directly with the UN Sustainable Development

Goals, contributing to safety, sustainability, and global trade in the electrical and

electronic sectors. These efforts showcase the IEC's commitment to advancing global

development agendas and fostering a safer, more sustainable world.

Celenec Insite

Quantum
Technologies

https://www.cencenelec.eu/areas-of-work/cen-cenelec-topics/quantum-tec
hnologies/

PSIS https://www.cencenelec.eu/get-involved/research-and-innovation/cen-and-
cenelec-activities/putting-science-into-standards/

Making quantum technology ready for industry, in Brussels, 2019

Table 7: Celenec

The provided information sheds light on the active involvement of CENELEC

(European Committee for Electrotechnical Standardization) in Quantum

Technologies and its dedicated efforts to prepare quantum technology for industrial

applications. CENELEC's focus on standardization and regulation within the

emerging field of Quantum Technologies encompasses quantum computing,

communication, and cryptography applications. The objective is to establish

standardized frameworks and guidelines to support the effective deployment and

utilization of quantum technologies across various European industries.

CENELEC's PSIS (Putting Science into Standards) initiative highlights

integrating scientific knowledge and research into its standardization activities. In

the context of Quantum Technologies, this approach involves collaboration with

researchers, scientists, and industry experts to ensure that the latest advancements

in the quantum field inform standards. By embracing scientific insights,

CENELEC's standards reflect the cutting-edge developments in quantum

technology.

The event "Making Quantum Technology Ready for Industry," held in

Brussels in 2019, offered a platform for experts and stakeholders to address the

challenges and potentials of implementing quantum technology across industrial

sectors. The event likely covered topics like standardization, research progress,

potential applications, and the seamless integration of quantum technologies into

existing industrial processes.
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CENELEC's cooperation with the International Electrotechnical Commission

(IEC) is crucial for consensus-building between European and international

standards development in the electrical sector. The Dresden and Frankfurt

Agreements facilitate joint planning of new electrical standards projects, reducing

duplication of efforts and expediting standardization. Parallel voting by CENELEC

and IEC leads to the publication of European and international standards.

CENELEC's commitment to standardizing Quantum Technologies and its

collaboration with IEC underscore its dedication to technological advancement and

aligning with global best practices. By creating standardized frameworks,

CENELEC ensures the efficient deployment of quantum technology across Europe.

Researchers, industry professionals, and policymakers stand to benefit from these

efforts, utilizing the established guidelines for the safe and effective implementation

of quantum technologies in diverse industrial applications.

IEEE Insite

P3120.1 Standard for Quantum Simulator Architecture

2021-11-09

P3155 Standard for Programmable Quantum Simulator

P3329 Standard for Quantum Computing Energy Efficiency

2023-02-15

P3185 Standard for Hybrid Quantum-Classical Computing

2022-09-21

P1943 Standard for Post-Quantum Network Security

2022-06-16

P7130 Standard for Quantum Technologies Definitions

30

https://standards.ieee.org/ieee/3120.1/11118/
https://standards.ieee.org/ieee/3155/10845/
https://standards.ieee.org/ieee/3329/11162/
https://standards.ieee.org/ieee/3185/11022/
https://standards.ieee.org/ieee/7130/10680/


2021-09-23

P2995 Trial-Use Standard for a Quantum Algorithm Design and Development

2021-06-16

P1913 YANG Model for Software-Defined Quantum Communication

2022-12-03

P3172 Recommended Practice for Post-Quantum Cryptography Migration

2022-05-13

P7131 Standard for Quantum Computing Performance Metrics & Performance
Benchmarking

2021-09-23
Table 8:IEEE

The information provided offers insights into various IEEE (Institute of

Electrical and Electronics Engineers) standards that pertain to Quantum

Technologies. These standards encompass multiple dimensions of quantum

computing, quantum communication, quantum simulation, post-quantum network

security, and more. IEEE is a renowned technical professional organization with a

global presence dedicated to advancing technology for the betterment of humanity

through various initiatives.

IEEE's influence extends across diverse areas, including publications,

conferences, technology standards, and educational activities. With over 427,000

members in 190+ countries, it unites a diverse community of professionals in

electrical and computer sciences. The organization's role in shaping quality

infrastructure, trade, and technological innovation is critical, exemplified by its

numerous technical Societies, Technical Councils, and the publication of

International Standards.

IEEE's contributions align with the UN Sustainable Development Goals,

bridging the digital divide and supporting humanitarian endeavors. As the world's

largest technical professional organization, IEEE provides a platform for various

communities to engage in research, conferences, and discussions on pertinent
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technical subjects. The IEEE Foundation, its philanthropic partner, transforms

values into societal impact by promoting technology access, literacy, education, and

professional networks.

The presented IEEE standards encompass a range of Quantum Technologies:

● P3120.1 - Quantum Simulator Architecture: Defines quantum simulator

architecture, guiding for building reliable and efficient simulators.

● P3155 - Programmable Quantum Simulator: Focuses on design and

implementation frameworks for programmable quantum simulators, allowing

customization of simulations and exploration of quantum algorithms.

● P3329 - Quantum Computing Energy Efficiency: Addresses energy efficiency

in quantum computing, proposing guidelines to improve energy consumption

in quantum computing systems.

● P3185 - Hybrid Quantum-Classical Computing: Defines principles and

architecture for hybrid systems integrating classical and quantum processing

elements.

● P1943 - Post-Quantum Network Security: Addresses post-quantum network

security, offering alternatives to classical cryptographic systems for secure

network communication.

● P7130 - Quantum Technologies Definitions: Provides standardized definitions

of terms and concepts related to quantum technologies, ensuring clear

communication within the quantum community.

● P2995 - Quantum Algorithm Design and Development: Offers guidelines for

designing efficient, error-tolerant quantum algorithms, emphasizing best

practices.

● P1913 - YANG Model for Software-Defined Quantum Communication:

Defines a YANG model for software-defined quantum communication,

simplifying configuration and management in SDN environments.

● P3172 - Post-Quantum Cryptography Migration: Offers guidance on

migrating cryptographic systems from traditional to post-quantum

algorithms, ensuring secure transitions.

● P7131 - Quantum Computing Performance Metrics & Benchmarking: Defines

performance metrics and benchmarking procedures for quantifying and

comparing quantum computing systems' performance.

These IEEE standards represent ongoing efforts to advance Quantum

Technologies through standardization. Researchers, industry professionals, and

policymakers can use these standards as invaluable references. They guide the

development, implementation, and regulation of quantum technologies in a

32



standardized and efficient manner, ensuring these technologies' growth and safe

integration across various applications.

EITCI Insite

ONE-QUBIT PAD WORKGROUP OF EITCI
QSG

https://eitci.org/technology-certification/qsg/oq
p

QUANTUM STANDARDS GROUP https://eitci.org/technology-certification/qsg

QUANTUM RANDOM NUMBERS
GENERATION WORKGROUP OF THE
EITCI QSG

https://eitci.org/technology-certification/qsg/eq
rng

EITCI-QSG-OQP IMPLEMENTATION REFERENCE STANDARDS ACCEPTANCE
VOTE

https://eitci.org/technology-certification/qsg/oq
p/eitci-qsg-oqp-implementation

EITC CERTIFICATION PROGRAMME https://eitci.org/eitc-programme

EITCI-QSG-OQP PROTOCOL https://eitci.org/technology-certification/qsg/oq
p/eitci-qsg-oqp-protocol

EITCI-QSG-EQRNG TESTING https://eitci.org/technology-certification/qsg/eq
rng/eitci-qsg-eqrng-testing

EITCI PROGRAMME COMMITTEES https://eitci.org/eitci-programme-committees

Table 9: EITCI

The EITCI Quantum Standards Group (QSG) was established in 2018 as an

integral part of the Consortium for Monitoring of Quantum Cryptography R&D,

stemming from the SEQRE 2014 Symposium. Hosted by the EITCI Institute, this

group unites global experts in diverse quantum technology domains to

collaboratively develop, adopt, and disseminate quantum standards. Its primary

mission revolves around specifying standards in Quantum Key Distribution (QKD),

Quantum Random Number Generation (QRNG), and Quantum Computing (QC),

with the overarching goal of expediting the global adoption of quantum technology.

The EITCI QSG cultivates collaboration among its members within relevant

workgroups. This cooperation facilitates the realization of research and

development initiatives, technological progress, and deployments that contribute to
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formulating, endorsing, and disseminating quantum technology standards.

Additionally, the group actively aligns with strategic initiatives such as the

Quantum Flagship and participates in projects like StandICT, an element of the

European Commission's Horizon 2020 program.

The EITCI QSG maintains an up-to-date roster of its members, with the most

recent update occurring on January 31, 2023. Those seeking information about

group members can access the current EITCI QSG LinkedIn Group listing, ensuring

transparency and accessibility of membership details.

The EITCI Quantum Standards Group is pivotal in advancing quantum

technologies through its collaborative platform. By fostering cooperation,

facilitating knowledge exchange, and driving standardization efforts, the group

significantly contributes to the international development and adoption of quantum

technology standards. Through its emphasis on QKD, QRNG, and QC standards,

the QSG addresses critical aspects of quantum technology, ensuring its secure and

standardized evolution.

C. Analysis of the path to adopting Quantum Standards

This section will discuss what we learned from our analysis of various

standards, their organizing bodies, and the processes they undergo. Our tables show

that most of these standard-setting organizations are American and European.

Most activity from these organizations on this topic appears to be in the 2020s, but

some in the 2010s. This trend reflects the development of quantum technologies as

they transition from theoretical experimental to applicable technologies. However,

because quantum computing is still in its early stages, developing large-scale,

fault-tolerant quantum computers remains a significant challenge (Dwivedi et al.,

2023). Qubit fidelity, a key factor in quantum computing outcomes, is progressing

slowly, particularly at scale (Ezratty - Is There a Moore’s Law for Quantum

Computing.Pdf, n.d.). Producing enough fault-tolerant qubits to utilize the

computational power of quantum computers fully is a major challenge(Dwivedi et

al., 2023).

When organizations consider transitioning to quantum standards, they

should carefully assess several factors to ensure a smooth and secure migration.

The overall consensus from standard-setting organizations provides valuable

guidance in this process, emphasizing the importance of multiple factors.
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The primary reason for transitioning to quantum-safe algorithms is to

enhance security against potential threats posed by quantum computers.

Standard-setting organizations emphasize the need to choose algorithms that offer

strong security guarantees, ensuring that sensitive data remains protected even in

the presence of powerful quantum adversaries.

​
Transitioning to quantum systems may involve substantial implementation

costs. Organizations must evaluate the financial implications of adopting new

algorithms, including software and hardware upgrades, cryptographic library

changes, and potential system re-engineering.

​
Quantum technology is relatively new and complex, requiring specialized

knowledge and expertise for proper implementation. Organizations must invest in

training their staff or hiring experts in quantum-safe cryptography to ensure a

successful and secure migration.

​
Organizations often operate in a heterogeneous environment with various

systems and protocols. Standard-setting organizations highlight the importance of

ensuring that the chosen quantum-safe algorithms are compatible with existing

systems, avoiding disruptions to communication and operations.

​
Quantum-safe algorithms might have different performance characteristics

compared to traditional cryptographic algorithms. Organizations should assess the

impact of the new algorithms on the speed and efficiency of their systems to ensure

that the performance remains acceptable for their applications.

Organizations should consider the long-term viability of the selected

quantum-safe algorithms. Standard-setting organizations advocate for algorithms

likely to remain secure and relevant for an extended period, given the pace of

quantum technology advancements.

​
Depending on the industry and geographical region, organizations may be

subject to specific regulatory requirements related to data protection and

cryptographic standards. Compliance with relevant regulations is a crucial

consideration during the transition.

​
Standard-setting organizations play a critical role in developing and

promoting post-quantum cryptography standards. Organizations should pay
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attention to these standards and adopt algorithms that have undergone thorough

scrutiny and evaluation.

​
Organizations should conduct rigorous testing and validation before

implementing quantum-safe algorithms in production environments to ensure

correctness, security, and interoperability. NIST tends to have multiple rounds

before they select an algorithm.

​
A well-defined transition plan is essential to manage the migration

effectively. Organizations should establish clear timelines, milestones, and

contingencies to minimize disruptions during the process.

Organizations should conduct a comprehensive risk assessment to identify

potential vulnerabilities and dependencies in adopting quantum-safe algorithms.

Understanding the risks enables the implementation of appropriate mitigation

strategies.

By considering these factors, organizations can make informed decisions and

successfully transition to quantum-safe algorithms, safeguarding their data and

communications against potential quantum threats while minimizing disruptions

and ensuring compatibility with existing systems. Standard-setting organizations

provide crucial resources and guidance throughout this process, contributing to

developing a secure and standardized quantum-safe cryptographic landscape. The

cost of developing and implementing quantum-resistant cryptography will depend

on the progress of quantum computing technology and the adoption of new

cryptographic standards. As quantum computing advances, organizations and

governments must invest in research, development, and implementation of

quantum-resistant cryptographic systems to protect their data and

communications.

D. Differences and Similarities between quantum standards
The discussions have highlighted various quantum standards developed by

different organizations, including European ones like CENELEC and EITCI and

American ones like IEEE. These standards are crucial for guiding quantum

technologies' development, deployment, and utilization. While there are similarities

in their goals, there are also notable differences influenced by the unique contexts

and priorities of the European Union (EU) and the United States (US).
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Both European and American standards aim to advance quantum

technologies. They provide frameworks for ensuring the safe and effective

integration, utilization, and standardization of quantum technologies across

industries.

Both regions emphasize collaboration among experts, researchers, and

stakeholders to develop these standards. Collaboration fosters a collective effort in

shaping the future of quantum technologies.

Both European and American standards seek to incorporate the latest

scientific insights and research findings. Incorporation ensures that the standards

remain informed by the state-of-the-art developments in the quantum field.

Despite many similarities, distinct perspectives emerge between Europe and

the United States. As CENELEC and EITCI exemplify, European entities

emphasize harmonization and regulation across member states. This approach

aligns with the European Union's (EU) concerted effort to ensure consistency and

security in standards implementation. Quantum standards, particularly those

related to cryptography and communication, exemplify a coordinated European

approach that echoes the EU's regulatory commitment. On the other hand,

American standards, such as those formulated by IEEE, reflect a distinct emphasis

on innovation and market-driven strategies. This orientation in the US context is

geared towards the adaptability of standards to emerging technologies, often

resulting in their evolution through industry involvement and innovative market

dynamics.

Monopolies have long been a concern in the United States and the European

Union, albeit with distinct emphases attributed to their historical and philosophical

differences. In the US, the prevailing viewpoint is that monopolies are detrimental

to consumers. We can trace this perspective back to historical antitrust legislation

and the philosophical underpinnings of American capitalism.

The United States has historically grappled with monopolistic practices since

the late 19th century when industrial giants like Standard Oil and the American

Tobacco Company dominated their respective markets. The emergence of these

monopolies prompted lawmakers to enact antitrust laws, notably the Sherman

Antitrust Act of 1890, which aimed to preserve competition and protect consumers

from unfair business practices. This historical context has contributed to the
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prevailing American belief that monopolies can stifle innovation, limit consumer

choice, and drive up prices.

Philosophically, the US is strongly committed to free-market capitalism,

rooted in the ideals of competition and individual entrepreneurship. The belief in

the power of competition to drive economic growth and innovation has been a

cornerstone of American economic thought. Consequently, the skepticism toward

monopolies aligns with the overarching philosophy that a competitive marketplace

benefits society.

On the other side of the Atlantic, the European Union approaches monopolies

with a distinct perspective emphasizing safeguarding competition. Experiences with

powerful monopolistic entities, such as state-sponsored monopolies in certain

industries, mark European history. The EU's approach to monopolies can be seen as

a response to historical monopolistic abuses and its philosophical commitment to

creating a level playing field for businesses within the Single Market.

The European Union's stance on monopolies is reflected in its rigorous

competition policy and antitrust regulations to ensure a competitive environment

where multiple players can thrive. The philosophy underpinning this approach is to

prevent any single entity from dominating markets to the detriment of competition.

This philosophy stems from the belief that competition spurs innovation and

benefits consumers by offering them more choices and competitive prices.

The contrasting historical experiences and philosophical underpinnings of the

United States and the European Union regarding monopolies have implications

beyond domestic economic policy. These differing viewpoints can manifest in various

international arenas, including standardizing emerging technologies like quantum

technology.

The US and the EU's regulatory and philosophical perspectives influence

quantum technology standards. The US may prioritize standards that foster a

competitive ecosystem, ensuring that multiple companies have the opportunity to

contribute to and benefit from quantum technology advancements. In contrast, the

EU may emphasize standards that prevent any single entity from dominating the

quantum technology sector, aligning with its commitment to competition.

Another contrasting dimension between European and American

perspectives is the orientation towards application domains. European quantum
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standards, as seen in the endeavors of CENELEC and EITCI, underscore

applications that resonate with the EU's strategic objectives, encompassing

cybersecurity, privacy assurance, and industrial progress. These standards embody

the EU's deliberate emphasis on aligning technology with broader societal

priorities. In contrast, as exemplified by IEEE, American quantum standards

emphasize stimulating innovation and facilitating diverse applications of quantum

technologies across industries. This approach aligns with the US commitment to

fostering technological advancement through versatile applications.

Collaboration dynamics and governance frameworks diverge between

European and American quantum standards. The collaborative approach of

European standards, demonstrated by the initiatives of CENELEC and EITCI,

involves coordinated efforts among EU member states. This alignment manifests in

standards that mirror a European vision for quantum technologies. Conversely,

IEEE's standards reflect a broader global reach, encouraging collaboration that

transcends national boundaries. This characteristic is emblematic of standards

influenced by a spectrum of perspectives, given the diverse international

participation facilitated by IEEE's expansive network.

Financing and support mechanisms also underscore significant differences in

quantum standards development approaches. European quantum standards, guided

by CENELEC and EITCI, are impacted by the extensive backing of EU funding and

research support initiatives. These inputs steer the development of standards that

align closely with the EU's strategic priorities. In contrast, within the purview of

IEEE, American quantum standards experience influence from industry

investments and priorities. This distinctly market-driven orientation indicates the

US approach to standards development within a competitive technological

landscape.

Cultural and legal factors contribute to nuanced differences in quantum

standards perspectives. European quantum standards, guided by CENELEC and

EITCI, bear the imprint of the EU's regulatory landscape, emphasizing privacy,

data protection, and ethical considerations. The EU's approach reflects its cultural

underpinnings in standards, prioritizing ethical and privacy concerns. Conversely,

American quantum standards, representative of IEEE's endeavors, reflect a

distinctive emphasis on technological innovation. The intricate balance between

innovation and regulation is the hallmark of American standards, reflecting the

prevailing cultural ethos within the US technological landscape.
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While European and American quantum standards share common objectives

of advancing quantum technologies, their differences stem from the EU and the

US's unique regulatory, application-focused, collaborative, funding, and cultural

contexts. The variations in approach reflect the regions' distinct priorities,

strategies, and legal frameworks. Nonetheless, both sets of standards play critical

roles in guiding the development of quantum technologies globally.

E. Quo vadis - Limitations of Standards

In Quantum technologies, complexity reigns supreme, presenting a

multifaceted landscape that defies one-size-fits-all regulatory approaches. As we

delve deeper into the intricacies of quantum standards, it becomes evident that

their impact transcends geographical boundaries and organizational boundaries.

Let us explore what divergent perspectives, such as the European and American

approaches to standards development, may teach us about what the other may be

lacking.

We can deduce that European standards might benefit from emphasizing

innovation and technological progress, a fundamental facet of the American

standards development approach. Moreover, the activities of standard setters

intimate that European standards may prioritize aligning technology with

overarching societal imperatives, such as bolstering cybersecurity, ensuring privacy,

and fostering industrial advancement. However, this emphasis on societal priorities

may inadvertently downplay other crucial dimensions, including market-driven

strategies and adaptability to emerging technologies. Based on the current EU

organizations, we can infer that future European standards in quantum computing

may prioritize areas such as information security, terminology, introducing

quantum computing to businesses, and developing standardized vocabulary. This

emphasis on standard terms aligns with Europe's diversity and multilingualism,

which is essential for achieving global objectives.

In contrast, we can deduce that American standards may place less emphasis

on harmonization and regulation across various states or regions, which constitutes

a central tenet of the European approach to standards development. Furthermore,

the text hints at American standards being more inclined towards market-driven

strategies and innovation. While fostering dynamism, this inclination could result

in an underemphasis on other vital facets, such as privacy, data protection, and

ethical considerations. Considering current US organizations, we can infer that

future American standards in quantum computing are expected to evolve in

response to industry engagement and dynamic market forces. This evolution will

enable stakeholders to adopt practices tailored to their specific requirements and
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objectives. Future American quantum computing standards will prioritize achieving

interoperability, safety, and reliability across a diverse spectrum of quantum

systems. Their primary objective will be to provide comprehensive guidance for

integrating, utilizing, and standardizing quantum technologies across various

industrial domains. Subject to Ethical Considerations and Responsible Practices,

Regulatory Compliance, and Financial Reporting, the upcoming American

standards in the field of quantum computing are poised to exert a substantial

influence on financial reporting methodologies. Adherence to these standards will

signify a dedication to accurate and transparent financial procedures, ultimately

bolstering investor confidence. Conversely, any disparities between reported

compliance and implementation can erode trust and undermine an organization's

and perhaps quantum technology’s credibility.

Quantum technologies exhibit intricate and multifaceted characteristics,

making formulating a uniform regulatory framework a formidable task. This

intricacy imposes constraints on the applicability of quantum standards, hindering

their capacity to adequately cater to diverse stakeholders' distinctive requisites,

capabilities, and objectives.

Quantum standards operate voluntarily, granting organizations the

autonomy to decide upon their adoption. This voluntary nature may engender

inconsistent compliance levels across various industries and geographical regions,

potentially resulting in vulnerabilities concerning security and adherence to

regulatory protocols.

Quantum technologies undergo rapid and dynamic evolution, marked by

swift advancements and transformations. This accelerated progression poses a

formidable challenge for quantum standards to remain abreast of the latest

developments, thus ensuring their contemporaneity and efficacy.

While quantum standards offer invaluable guidance and best practices, they

lack the coercive backing of mandatory regulations, which may be because they are

speculating on an experimental technology. This absence of comprehensive legal

structures may curtail their enforceability and effectiveness in assuring compliance

and accountability.

Quantum technologies frequently intersect with pre-existing regulatory

prerequisites. While quantum standards function as a conduit between these
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technologies and established regulations, harmonizing and seamlessly integrating

them may present intricate challenges.

V. Implications and Challenges

A. Exploration of potential advancements in Quantum Computing and its
implications for Quantum Cybersecurity

Quantum computing's rapid evolution presents a dual role in the realm of

cybersecurity — as a looming threat and a potential solution (Hossain Faruk et al.,

2022). As quantum technologies advance, navigating their potential consequences

through the lens of standards to safeguard critical data and communications

becomes imperative.

Standards play a pivotal role in shaping the development and deployment of

quantum-resistant cryptographic systems. As quantum computing poses an

impending threat to classical cryptographic methods, standards have a dual

responsibility: to foster the creation of quantum-resistant algorithms and to ensure

their implementation aligns with established security protocols. These standards

pave the way for robust and adaptable security solutions, ensuring that the advent

of quantum computing does not compromise data integrity.

Anticipated advancements in Post-Quantum Cryptography (PQC) algorithms,

Quantum Key Distribution (QKD), and hybrid cryptographic systems hold promise

for enhanced security solutions. Collaborative efforts among experts, researchers,

and standards organizations lead to the formulation of standardized approaches

that can withstand quantum threats. Furthermore, integrating artificial

intelligence and machine learning into cybersecurity systems augments the potency

of quantum-resistant cryptography (Balogh et al., 2021). This synergy between

quantum technologies and AI-driven cybersecurity will likely yield sophisticated

defense mechanisms against emerging cyber threats.

A noteworthy trend in the standards landscape is the increasing emphasis on

Quantum Key Distribution (QKD), particularly in the 2020s. This emphasis

underscores the significance of secure key exchange mechanisms, reflecting the

awareness of quantum's implications for information security. The development of

standardized QKD protocols allows for seamless integration into various systems,

ensuring the confidentiality of communications.
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The progression of quantum cybersecurity intertwines with the advancement

of quantum computing technology and the simultaneous development of

quantum-resistant cryptographic systems. Standards mediate the interplay

between these components, serving as a framework for innovation, implementation,

and regulation. As quantum computing's potential expands, allocating resources for

sustained research and development becomes paramount. These investments will

ensure that data and communications remain secure in a world increasingly defined

by the transformative capabilities of quantum technologies.

B. Discussion of emerging challenges and considerations for accounting
information systems in a Quantum Computing era

Emerging IT technologies, such as AI, Blockchain, Robotic Process

Automation (RPA), and Deep Learning, are impacting accounting and auditing

practices (The Bucharest University of Economic Studies, Romania & Cristea,

2020). Integrating these technologies in financial audit missions can revolutionize

data analytics processes and contribute to the development of RPA (Andrade et al.,

2021).

Standards are pivotal in shaping technology development, adoption, and

implementation. For example, electrification happened over a century ago, and we

have yet to adopt a universal plug or voltage; Quantum Frequency has been

discussed (Basov & Gubin, 2000). Quantum money is also no exception. Integrating

quantum money into financial systems requires a well-defined framework that

ensures interoperability, security, and reliability. Standards can profoundly impact

the evolution of quantum money by addressing various aspects crucial for its

successful adoption.

Reviewing the literature on cybersecurity awareness in the context of the

Industrial Internet of Things (IIoT) highlights the importance of cybersecurity

policy awareness and the need for effective mechanisms to face the current risks of

cybersecurity in the Middle East and North Africa (MENA) region (Corallo et al.,

2022). Another study on auditing cybersecurity risks in Iraqi companies emphasizes

the need for comprehensive literature reviews on the most appropriate methods for

conducting cybersecurity audits and the impact of cybersecurity risks on the

continuity of companies (Wahhab et al., 2022). Artificial Intelligence (AI) is

considered one of the most promising methods for addressing cybersecurity threats

and providing security in the IoT environment (Bertomeu et al., 2021). A systematic

literature review on AI methods used to detect cybersecurity attacks in the IoT

environment found that deep learning (DL) and machine learning (ML) techniques
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are effective in detecting attacks (Bao et al., 2020). Additionally, several studies

have proposed smart intrusion detection systems (IDS) with intelligent

architectural frameworks using AI to overcome security and privacy challenges

(Abdullahi et al., 2022).

Because cybersecurity plays a crucial role in AIS research, integrating

quantum security and other emerging technologies can significantly impact

accounting, auditing, and financial reporting practices. As cybersecurity continues

to grow, exploring these technologies' potential applications and deployments in

various industries and their impact on accounting and auditing practices is

essential.

C. Future Research & Limitations
After searching for literature on enterprise simulations of quantum

technology, no direct results were found. However, some articles discuss quantum

computing and its potential applications in entrepreneurship and other fields.

Future research may delve into simulating the adoption of quantum technology.

One article mentions that quantum computing could facilitate advances in logistics,

chemistry simulation, and risk analysis, among other areas. Another article

discusses photonic technologies in quantum information technologies, which could

profoundly impact modern society.

The lack of financial data limits what we can do for accounting research

besides theoretical simulations and looking into standards or designing

frameworks. Additionally, there is an article that proposes an intelligent

Internet-of-Things-aided financial crisis prediction model in FinTech that

incorporates quantum artificial butterfly optimization (QABO) and long short-time

memory (LSTM) with recurrent neural network (RNN) models to classify financial

data. While we found no direct results for creating an enterprise simulation

involving quantum technology, the proposed model in the article, as mentioned

earlier, could serve as a starting point for further research.

The search results revealed one simulation involving quantum technology.

The article "Embedding of quantum-dot cellular automata circuits onto a quantum

annealing processor" discusses the simulation of quantum-dot cellular automata

(QCA) networks using a quantum annealing processor. The article characterizes two

approaches to embedding QCA circuits onto the available processor architecture: a

dense placement algorithm and a heuristic method implemented in D-Wave's SAPI

package. Both methods were able to embed a 4-bit 2-1 multiplexer circuit containing

192 non-driver QCA cells onto the 512 qubit D-Wave Vesuvius chip architecture.

Additionally, both methods successfully embedded a serial adder circuit containing
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126 non-driver cells. This simulation demonstrates the potential of quantum

technology in simulating complex networks intractable on classical machines.

VI. Conclusion
The main findings of the research highlight the novelty and significance of

the analysis of quantum computing standards and the standard-setting landscape.

The primary contribution is the analysis provided about quantum standards. The

paper represents the first of its kind in this area, shedding light on the growing

importance of quantum technologies and the need for standardized frameworks to

ensure their safe and effective implementation.

The research emphasizes the importance of adopting Quantum Cybersecurity

measures for accounting information systems. As quantum computing advances,

traditional cryptographic systems used in accounting may become vulnerable to

quantum attacks, posing a significant threat to the security and confidentiality of

financial data. Therefore, accounting organizations need to be proactive in

preparing for the potential impact of quantum computing on their cybersecurity.

Organizations must be ready to implement quantum-safe cryptographic

solutions and algorithms to address challenges. Organizations must carefully

consider factors such as implementation costs, training, and compatibility with

existing systems during the transition to quantum-safe algorithms. Prioritize

education and training programs to ensure relevant personnel understand quantum

computing and its implications for accounting information systems.

Collaboration with researchers, standard-setting organizations, and quantum

cryptography experts is vital to stay informed about the latest developments in

quantum-safe technologies. Organizations can make informed decisions regarding

their migration strategies and risk mitigation plans by participating in

standard-setting efforts and understanding the evolving quantum cybersecurity

landscape.

We cannot underestimate the potential impact of quantum computing on

accounting and cybersecurity. Quantum computing can break widely used

cryptographic systems, making traditional security measures inadequate in the face

of quantum threats. As such, organizations must invest in Quantum Cybersecurity

measures to safeguard their accounting information systems from potential

quantum attacks.

In conclusion, the research underscores the importance of Quantum

Cybersecurity for accounting information systems. Organizations must proactively

prepare for the potential impact of quantum computing on their cybersecurity by

adopting quantum-safe cryptographic solutions, collaborating with experts in the

field, and staying informed about the latest developments. By doing so,
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organizations can ensure the security and integrity of their financial data and

maintain a strong defense against emerging quantum threats.
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Appendix:

Report Source

Deloitte https://www2.deloitte.com/us/en/insights/indu
stry/technology/technology-media-and-teleco
m-predictions/2022/future-of-quantum-compu
ting.html

Zapata computing https://www.zapatacomputing.com/enterprise-
survey/

Statista https://www.statista.com/study/115330/quantu
m-computing/

Prophecy https://www.prophecymarketinsights.com/mar
ket_insight/Insight/request-sample/571

The provided sources are from various organizations and platforms, and they offer

insights into the future of quantum computing and related market trends:

​
Deloitte: Deloitte is a global consulting firm known for its research and insights into

various industries, including technology. The report likely provides predictions and

analyses on the future of quantum computing in the technology, media, and telecom

sectors.

​
Zapata Computing is a company specializing in quantum software and algorithms.

Their enterprise survey report likely focuses on understanding the adoption,

challenges, and opportunities of quantum computing in businesses and industries.

​
Statista: is a renowned platform for statistical data and market research. Their

study on quantum computing is likely to provide comprehensive market insights,

trends, and statistics related to the quantum computing industry.

​
Prophecy Market Insights is a market research and consulting firm. Their report

might offer detailed market analysis, trends, and growth projections for the

quantum computing market.

These sources collectively contribute to a better understanding of the future of

quantum computing, including its potential impact on various industries and
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market trends. Researchers and professionals interested in quantum computing and

its potential applications can refer to these reports for valuable insights and data.

Organization Source

ISO https://www.iso.org/

NIST https://www.nist.gov/

ETSI https://www.etsi.org/

QIRG https://datatracker.ietf.org/group/qirg/

ITU https://www.itu.int/

IEC https://iec.ch/

Cenelec https://www.cencenelec.eu/

GAO https://www.gao.gov/products/gao-22-104422

IEE https://quantum.ieee.org/standards

BSI https://www.bsigroup.com/en-GB/industries-and-sectors/quantum-technology/

EITCI https://eitci.org/technology-certification/qsg

NIH https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8995124/

FCC https://www.fcc.gov/news-events/events/2020/12/quantum-internet-forum

This table provides a comprehensive overview of various organizations that

play essential roles in developing, standardizing,reporting and regulating Quantum

computing technology. These organizations encompass a diverse range of entities,

including international standards bodies such as ISO (International Organization

for Standardization), NIST (National Institute of Standards and Technology), ETSI

(European Telecommunications Standards Institute), QIRG (Quantum Internet

Research Group), ITU (International Telecommunication Union), IEC (International

Electrotechnical Commission), and Cenelec (European Committee for

Electrotechnical Standardization). Governmental institutions like GAO

(Government Accountability Office) are also actively engaged in this field.

Furthermore, industry-specific bodies such as IEE (Institute of Electrical and

Electronics Engineers), BSI (British Standards Institution), and EITCI (European

Information Technology Certification Institute) are contributing to the

establishment of coherent standards and certification processes. This table serves

as a valuable resource for researchers and practitioners seeking to understand the
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organizational landscape and collaborative efforts within the Quantum computing

domain.

BSI, EITCI, and NIH are some of the organizations that are involved in

quantum technology. BSI is a non-profit organization that is launching a new panel

to bring together interested parties from across the UK quantum technology

landscape. EITCI is an institute that has initiated the Quantum Standards Group

(QSG) to join international experts in relevant fields who are interested in quantum

technology and industry specifications and standards development. NIH consults

and collaborates with other United States government (USG) agencies to explore

opportunities in quantum information science (QIS) applicable to biomedical

domains and the potential for quantum computing for biomedical and data science

applications.

GAO Insite

GAO-22-104422 https://www.gao.gov/products/gao-22-104422
Quantum Computing and Communications:
Status and Prospects
Oct 19, 2021. Publicly Released: Oct 19, 2021.

GAO-23-106826 Cybersecurity: Launching and Implementing the National
Cybersecurity Strategy

Jun 29, 2023.

GAO-23-106559 Science & Tech Spotlight: Securing Data for a Post-Quantum World
Published: Mar 8, 2023 .

GAO-23-106571 Priority Open Recommendations: Office of Science and Technology
Policy
May 10, 2023 .

GAO-20-527SP Science & Tech Spotlight: Quantum Technologies Published: May 28,
2020 .

The provided information includes various GAO (Government Accountability Office)

reports focusing on Quantum Computing and Communications, Cybersecurity, and

Quantum Technologies.
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1. GAO-22-104422: Quantum Computing and Communications: Status and

Prospects

This report, publicly released on Oct 19, 2021, likely offers insights into the current

status and future prospects of Quantum Computing and Communications. It may

cover advancements in quantum technologies, their potential applications,

challenges, and regulatory considerations.

2. GAO-23-106826: Cybersecurity: Launching and Implementing the National

Cybersecurity Strategy

Released on Jun 29, 2023, this report probably addresses the launch and

implementation of the National Cybersecurity Strategy. It may include

recommendations and assessments to strengthen cybersecurity measures in the

government and critical sectors.

3. GAO-23-106559: Science & Tech Spotlight: Securing Data for a Post-Quantum

World

Published on Mar 8, 2023, this spotlight report likely focuses on the challenges and

strategies for securing data in a post-quantum era. It might provide insights into

cryptographic advancements and efforts to protect data from quantum threats.

4. GAO-23-106571: Priority Open Recommendations: Office of Science and

Technology Policy

Issued on May 10, 2023, this report may highlight priority open recommendations

from the Office of Science and Technology Policy, which may encompass various

science and technology-related topics, including quantum technologies.

5. GAO-20-527SP: Science & Tech Spotlight: Quantum Technologies

Published on May 28, 2020, this spotlight report sheds light on Quantum

Technologies. It may cover the latest advancements, potential applications,

challenges, and regulatory considerations in the field of quantum technologies.

These GAO reports are crucial in informing policymakers, government agencies,

and the public about the current state of quantum technologies, cybersecurity, and

other science and technology-related areas. The reports offer valuable insights into

the progress and challenges in these domains, helping stakeholders make informed

decisions and shape policies for the future.
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