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Phase transitions in optimally robust network structures
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If we add links to a network at random, a critical threshold can be crossed where a giant connected
component forms. Conversely, if links or nodes are removed at random, the giant component shrinks
and eventually breaks. In this paper, we explore which can optimally withstand random removal of
a known proportion of nodes. When optimizing the size of the giant component after the attack, the
network undergoes an infinite sequence of continuous phase transitions between different optimal
structures as the removed proportion of nodes is increased. When optimizing the proportion of
links in the giant component, a similar infinite sequence is observed, but the transitions are now
discontinuous.

Complex networks are fascinating due to their broad
applicability as a framework to conceptualize real-world
systems. Network models can then be used to explore
the different phases of the system at hand and identify
phase transitions. A prominent example of such a transi-
tion is the giant component transition [1, 2]. When links
are added randomly to a set of nodes, the giant com-
ponent forms when a critical density of links is reached.
Conversely, removing links or nodes at random from a
network will eventually break the giant component.

The creation and destruction of giant components were
studied extensively in the context of network robustness
[3–5]. Research in this area has led to an elegant for-
malism for the computation of giant component sizes in
different types of random networks and under various at-
tack scenarios [6–8], revisited in [9].

The giant component is large in the sense that it scales
with the network size; however, it may nevertheless com-
prise only a small proportion s of all nodes, depending on
the overall number and arrangement of links. The con-
nectivity of the network can be described by the average
number of links connecting to a node, the mean degree
z. If links or nodes are added randomly, the formation of
the giant component occurs in a continuous transition,
after which s grows continuously with z.

The analysis of giant components can be extended to
configuration model networks [10], where links are dis-
tributed randomly with the additional constraint that
the degree distribution pk follows a prescribed shape.
This distribution specifies the probability that a ran-
domly drawn node has degree k.

When links are added using specific rules that involve
a lesser degree of randomness, s can change violently [11].
This transition, called explosive percolation. Although it
was eventually shown that explosive percolation is con-
tinuous [12, 13] it is so steep that can be considered de-
facto discontinuous, and its discovery contributed to the

identification of other discontinuous transitions [14, 15].

Here we consider a different question: Suppose we can
specify the degree distribution of a configuration model,
but we already know that some proportion r of the nodes
will be removed in the future. Hence we seek to chose
the degree distribution such that the giant component s
is as large as possible after this anticipated attack. For
simplicity we consider the case where each node has at
least one link before the attack, and assume that the total
number of links and hence the mean degree z is fixed.

Below we develop an analytical method to find the op-
timal degree distribution and show that the optimal dis-
tribution is dependent on r. When r is small the optimal
network is a regular graph, whereas for large r it is a
star-like graph. As we change r between these extremes
the network undergoes an infinite cascade of continuous
phase transitions. A similar cascade is also observed in
a related scenario where we maximize the proportion of
surviving links that are in the giant component. However
in this case the transitions are discontinuous.

We consider a configuration model network defined by
the degree distribution pk. For efficient mathematical
manipulation, the individual properties can be stored in
a generating function G(x) =

∑

∞

k=0 pkx
k, where x is a

variable that is introduced for the sole purpose of turning
the list of numbers into a polynomial, and does not have
a direct physical meaning [7, 16]. From the generating
function, we can compute the mean degree G′(1) = z
and Q(x) = G′(x)/z, which generates the mean excess
degree distribution qk, i.e. the probability distribution of
arriving at a node with k additional links, when following
a random link in a random direction [17]. The expecta-
tion value of this distribution is the mean excess degree
q = Q′(1), the average number of links that we expect to
find at the end of a random link.

We then consider an ‘attack’ on the network where a
proportion r of nodes are removed at random, leaving a
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FIG. 1. Giant component size after random node removal.
Before the attack, the network contains only nodes of degrees
k = 1, 3, 9. The heterogeneity of the network is controlled by
a single parameter p ranging form 0 (regular graph) to 0.25
(maximally heterogeneous). Lines show the size of the giant
component s after the removal of a proportion r of the nodes.
This illustrates that the optimal degree distribution depends
on anticipated proportion of node removal.

proportion c = 1−r of surviving nodes. After the attack,
the surviving network is described by Ga(x) = G(A),
where A(x) = cx+ r [9]. Hence after the attack, we have
a mean degree za = G′

a(1) = zc, an excess degree gen-
erating function Qa = Q(A), and a mean excess degree
qa = Q′

a(1) = qc. In configuration model networks, the
giant component breaks if qa < 1 [7, 10]. Hence the cor-
responding critical point is r = (q − 1)/q. Because q is
related to the variance of the degree distribution σ2 as
q = z + σ2/z, maximally heterogeneous structures maxi-
mize q and hence allow the giant component to withstand
the highest proportion of random node removal.
Here we seek to maximize the size s of the giant com-

ponent after an attack of known size r. To compute s, it
is useful to introduce v as the probability that following
a random link does not lead to a node connected to the
giant component through other links. Following [7, 9],
the size of the giant component can then be computed
by solving

v = Qa(v), (1)

s = 1−Ga(v). (2)

To gain some intuition, it’s instructive to first consider
networks with z = 3, where we only permit nodes of
the degrees 1, 3 and 9, such that the degree distribution
contains only three variables, p1, p3 and p9. Two of these
variables are fixed by the normalization condition, p1 +
p3+ p9 = 1, and the constraint on the mean degree, p1+
3p3+9p9 = 3. These constraints are met by setting p1 =
3p, p3 = 1− 4p, p9 = p, where p is the remaining degree
of freedom, and p = 0 corresponds to regular graphs,
whereas p = 1/4 corresponds to the most heterogeneous
network that can be realized.

Analyzing the giant component size after random at-
tacks (Fig. 1) shows that heterogeneity delays the break-
ing of the giant component (rb(p) = (1+16p)/(2+16p)),
and leads to larger giant components after strong at-
tacks. However, regular graphs perform better against
weak attacks. Between these extremes, there is a transi-
tion region where different degrees of heterogeneity per-
form best.
We now use a variational argument reminiscent of lin-

ear stability analysis in dynamical systems. We consider
a generating function of the form

G(x) = B(x) + γD(x), (3)

where B(x) is the generating function of the ‘base’ de-
gree distribution, and D(x) =

∑

dkx
k is the generating

function of a perturbation to this base. We consider only
perturbations that leave the norm and the mean degree
invariant, which stipulates D(1) = 0 and D′(1) = 0.
We compute the response of the giant component to

perturbations by first computing

v = Qa(v) =
B′(A(v)) + γD′(A(v))

z
. (4)

and hence

z
dv

dγ
= [B′′(a) + γD′′(a)]A′(v)

dv

dγ
+D′(a), (5)

where a = A(v) for convenience. We then solve for

dv

dγ
=

D′(a)

z − [B′′(a) + γD′′(a)]c
, (6)

where we used A′(v) = c. One can now compute

ds

dγ
= − [B′(a) + γD′(a)] c

dv

dγ
−D(a) (7)

= D′(a)

(

B′(a) + γD′(a)

B′′(a) + γD′′(a)− z/c

)

−D(a). (8)

Working in terms of a simplifies these calculations con-
siderably. We now use a = cv + (1 − c) in the form
c = (1 − a)/(1 − v) to eliminate the c. Moreover, to
show that the B corresponds to a locally optimal degree
distribution, we consider the limit of γ → 0 which yields

Y :=
ds

dγ

∣

∣

∣

∣

γ=0

=
B′(a)D′(a)

B′′(a)− (z −B′(a))/(1− a)
−D(a).

(9)
To demonstrate the local optimally of B, we need to show
that s can’t be increased by any perturbation. For il-
lustration, we consider again z = 3. For small attacks
(r → 0), the regular graph (B(x) = x3) is the optimal
solution, as the giant component spans the entire net-
work. Substituting B in Eq. (9) yields

Y (a) =
a2

a− 1
D′(a)−D(a). (10)
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FIG. 2. Infinite sequence of continuous transitions. The el-
ements of the degree distribution pk are order parameters of
the system. As the size of the attack r increases, an infinite
sequence of phase transitions unfolds in which higher degrees
successively appear.

In the limit of small attacks (a → 0), we find Y (a) = 0,
consistent with the optimality of regular graphs against
small attacks. Moreover, Y ′(0) = −D′(0) = −d1. This
shows that, for small finite attacks, increasing (decreas-
ing) γ from 0 only increases the giant component size
if the perturbation D removes (adds) nodes of degree 1.
However, this is unphysical as the number of nodes of de-
gree 1 would become negative. Hence the regular graph
remains optimal for sufficiently small attacks.
To find the size of attack at which the optimality of

the regular graph is lost, we need to consider specific
perturbations. The simplest normalizable perturbations
are the three-point perturbation, which only affects nodes
of three degrees. Because Y considers infinitesimal per-
turbations, we are operating within the realm of linear
response, where a superposition of perturbations leads to
a corresponding superposition of responses. Therefore, a
degree distribution is locally optimal if it is optimal with
respect to all 3-point perturbation.
Let’s first consider the ‘1-3-4’-perturbation, D(x) =

x− 3x3 + 2x4, which removes nodes of degree 3 and cre-
ates nodes of degree 1 and 4. To find the critical value
of a, where this perturbation starts increasing the giant
component size, we substitute into Eq. (10) and then
solve for Y (a) = 0, which yields, a ≈ 0.542. Using

r =
za−B′(a)

z −B′(a)
=

a

1 + a
, (11)

this translates to r ≈ 0.351.
We can now repeat this analysis with a general three

point perturbation that removes nodes of medium degree
m to create nodes of a higher degree h and lower degree
l. This perturbation is generated by

D(x) = (h−m)xl
− (h− l)xm + (m− l)xh. (12)

For example, considering a three-point perturbations
with degrees 2, 3, 4 yields a critical value of a ≈ 0.577,

and the perturbation with degrees 1, 3, 5, has a ≈ 0.557.
We verified that among all three-point perturbations, 1-
3-4 is the one that becomes beneficial at the smallest
value of a. So, in a network with z = 3, an initially reg-
ular degree distribution is optimal against attacks that
remove less than 35% of the nodes. Subsequently, the
optimal network is a mixture of the regular graph B and
the 1,3,4-perturbation D. In this range, we can find the
optimal value of γ by rewriting Eq. (8) in the form

γ(a) =
D[z −B′

−B′′(1− a)] +D′B′(1 − a)

D[D′ +D′′(1 − a)]−D′2(1− a)
. (13)

Substituting γ(a) back into Eq. (3) gives us the optimal
degree distribution in the region where nodes of degree
4 start to appear (Fig.2). As the proportion of removed
nodes increases, this solution becomes eventually unphys-
ical when all nodes of degree 3 have been used up and
the optimal number of nodes of degree 3 becomes nega-
tive. After this point, the optimal realizable solution is
a network that consists entirely of nodes of degree 1 and
4. The corresponding degree distribution is generated by
B = (x+2x4)/3, we now use this distribution as our new
base distribution and consider perturbations. Repeating
the same steps as before, we arrive at

4a2 − 2a+ 1

8(a− 1)
D′(a)−D(a) = 0, (14)

which is the equivalent to Eq. (10). We can now use
the same approach as before to check the stability. Once
we find the value of a, where a perturbation becomes
advantageous, we identify the critical point in terms of r,
using the appropriate relationship, which is r = (8a3 −
9a + 1)/(8a3 − 8) for the current B (cf. Eq. 11). This
reveals that the network with node degrees 1 and 4 is the
optimal solution between r ≈ 0.429 and r ≈ 0.447.
We note that the elements of the degree distribution,

pk, are intensive and describe collective properties. They
are thus well-defined order parameters, and the critical
points where the parameters change non-smoothly corre-
spond to continuous phase transitions.
Repeating the same procedure as above reveals that

network alternates between two types of phases as r is
increased. We think of the first type of phase as a ‘dy-
namic’ phase, as the optimal degree distribution changes
continuously with r in these phases. The second type of
phase is a static phase, where the degree distribution be-
comes fixed and does not change anymore until the next
phase transition is encountered.
The network consisting only of nodes of degree 1 and

4 is such a static phase, where the proportion of nodes of
degree 1 remains fixed at 1/3 regardless of r. However,
beyond r = 44%, a phase transition occurs in which we
enter a dynamic phase in which nodes of degree 4 are
gradually replaced by degree 1 and 5. The dynamic phase
ends at r ≈ 0.506, where all nodes of degree 4 have been
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FIG. 3. Scaling of transition points. Shown are the transi-
tion points (circles) where degree k first appears. The good
agreement with a linear fit (line) suggest a power-law scaling
behaviour of critical points.

eliminated, and we enter a static phase with degrees 1
and 5. Eventually, (r ≈ 0.520), we enter another dynamic
phase were nodes of degree 6 start to appear (Fig.2).
As we increase r, the system transitions through a se-

quence of continuous phase transitions, which eventually
ends in a static phase containing nodes of the highest re-
alizable degree kmax as well as degree 1. We conjecture
that in an infinite network this sequence of phase transi-
tions is infinite and continues up the point r = 1. This is
supported by the observation of a scaling law of the form

c = 1− r ∼ k−α, (15)

that relates the surviving proportion of nodes after
the attack, to highest degree that appears in the net-
work.(Fig. 3).
So far, we have shown that optimizing the proportion

of nodes in the giant component after the attack reveals a
sequence of structural phase transitions. Let’s now con-
sider the related question of optimizing the proportion
of links in the giant component. The probability that a
node that we find at one end of the link is not otherwise
connected to the giant component is v. The same is true
for the nodes at both ends of the link, so the proportion of
links in the giant component is 1−v2. Therefore, the de-
gree distribution that maximizes the proportion of links
in the giant component also minimizes v. From Eq. (6)
we can see that the optimality condition is D′(a) = 0.
This is interesting because it only depends on the per-
turbation D and not the base B. Hence, the base distri-
bution only determines whether a given perturbation is
physically feasible. Once a perturbation is feasible and
beneficial, it will immediately be applied with the maxi-
mal realizable γ. This precludes the existence of dynamic
phases. Thus, each phase is now a static phase, and the
transitions between these phases are discontinuous phase
transitions.
The static phase with nodes of degree 1 and k is gen-

erated by Bk(a) = [(k − z)a+ (z − 1)ak]/(k− 1). We lo-
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FIG. 4. Infinite sequence of discontinuous transitions. Maxi-
mizing the proportion of links that are still in the giant com-
ponent after an attack of size r leads to a sequence of discon-
tinuous phase transitions. In each phase, the degree distribu-
tion only consists of nodes of degree 1 and one other degree
k (before the attack). Nodes of degree 0 are not allowed.

cate the phase transition points that connect these phases
using the same procedure as before. This reveals that
the transition between adjacent phases with nodes of de-
gree k and k + 1, occurs when B′

k(a) = B′

k+1(a). This
correspondence between the points where the derivatives
match and the phase transition point holds even in more
constrained problems, where only certain degrees are al-
lowed before the attack.

As a result of the analysis, we find a sequence of tran-
sitions that is reminiscent of the one observed before
(Fig. 4). Again, the optimal network transitions through
a sequence of static phases, where we find only nodes
of degree 1 and k, where k increases by one in every
new static phase. However, in case of the maximization
of links in the giant component the transitions between
these static phases occur as discontinuous transitions.

In this Letter, we explored optimal network structures
in configuration models that maximized the proportion
of nodes or links in the giant component after a random
attack of known size. The optimization was constrained
by fixing the mean degree, demanding that each node has
at least degree 1 before the attack. We showed that the
optimal degree distributions depend on the size of the
attack. As the proportion of removed nodes is increased,
the optimal distribution passes through an infinite se-
quence of structural phase transitions. These transitions
are continuous if the proportion of nodes in the giant
component is maximized, but discontinuous if we maxi-
mize the proportion of links in the giant component in-
stead. Given the attention that that such discontinuous
transitions in networks have recently received, we were
surprised to encounter such transitions in a foundational
topic of network science such as network robustness. We
believe that there is still much more to discover here, so
further work in this area may be fruitful.
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