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Abstract—Pretrained models of code, such as CodeBERT and
CodeTS5, have become popular choices for code understanding
and generation tasks. Such models tend to be large and re-
quire commensurate volumes of training data, which are rarely
available for downstream tasks. Instead, it has become popular
to train models with far larger but less realistic datasets, such
as functions with artificially injected bugs. Models trained on
such data, however, tend to only perform well on similar data,
while underperforming on real-world programs. In this paper,
we conjecture that this discrepancy stems from the presence
of distracting samples that steer the model away from the
real-world task distribution. To investigate this conjecture, we
propose an approach for identifying the subsets of these large,
yet ‘“‘unrealistic”’ datasets that are most similar to examples
in real-world datasets based on their learned representations.
Our approach extracts high-dimensional embeddings of both
real-world and artificial programs using a neural model and
scores artificial samples based on their distance to the nearest
real-world sample. We show that training on only the nearest,
representationally most similar samples while discarding samples
that are not at all similar in representations yields consistent
improvements across two popular pretrained models of code on
two code understanding tasks. Our results are promising, in that
they show that training models on a representative subset of
an unrealistic dataset can help us harness the power of large-
scale synthetic data generation while preserving downstream task
performance. Finally, we highlight the limitations of applying
AI models for predicting vulnerabilities and bugs in real-world
applications.

I. INTRODUCTION

Applications of deep learning to defec prediction have
gradually grown in number [[1]]-[3]]. This task poses a challenge
for deep learning, as training larger, more performant models
effectively requires large amounts of data [4]. Datasets of
real-world defects, however, typically contain at most a few
thousands examples. While these datasets more than enough
for other applications, such as debugging or program repair,
they are inadequate for learning-based tasks. This is part of a
broader challenge in machine learning: collecting real-world
data is often expensive, requiring significant human annotation
effort, and resource-bound (e.g., there is a limited number
of reproducible bugs in open-source projects). Meeting the
needs of ever larger, more data hungry models requires finding
alternative, much larger sources of data.

UIn the rest of the paper, we use the term “defect” in a somehow loose way
to indicate both generic bugs and vulnerabilities.
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Deep learning researchers have embraced two methods for
improving model performance in the presence of limited real-
world data: (1) separating the training of the model into
multiple phases, and (2) synthetic data generation. The former
separates model training into one or more pretraining steps
followed by a fine-tuning step. While the fine-tuning consists
of training the model on real-world data as it was done before,
the pretraining steps initialize the weights of the model by
training it on a larger corpus with a proxy learning signal. Such
signal may either be as generic as predicting randomly masked
out tokens on billions of lines of code (as in BERT [3]]), or
involve completing a task that mimics the downstream task,
such as inserting vulnerabilities for a vulnerability prediction
task. (Often, both approaches are applied in sequence, as we
also do in our experiments.)

This is where synthetic data generation comes into the
picture, as it is often relatively easy to generate a large dataset
with similar characteristics to downstream task data. In bug
prediction, for instance, it has become common practice to
artificially inject random bugs into millions of functions to
train a model to detect and repair those bugs (e.g., [6]). Across
machine learning applications, the use of synthetic data has
in fact grown steeply, with some predicting that more than
60% of the data used for training Al models will be synthetic
by 2024 [7]. Software engineering is no exception: synthetic
and otherwise artificial datasets of defects abound (e.g., [8]-
[10]). The problem with such datasets is that they contain
many examples that are not representative of real-world bugs
(Fig [T), which can distract or even mislead the model during
pretraining. Consequently, deep learning models trained on
synthetic data often perform poorly on real data [9], [10].

In this work, we attack this issue by proposing an approach
for extracting a subset of “most realistic data” from a largely
unrealistic dataset. The goal of our approach is to preserve
only those data that are likely to reinforce patterns that will
benefit the model when used on real-world samples, while
removing data that are highly dissimilar to any real-world
ones. To do so, we leverage representation learning techniques,
which are themselves based on deep neural networks, to map
the available real-world data into a semantically rich, high-
dimensional space. We then identify the most realistic data
by computing their similarity to representations of real-world
data. Data that are far removed from any real-world data are
unlikely to benefit (and may even negatively effect) the model
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Fig. 1: Schematic depiction of the motivation for our work.
Unrealistic datasets of bugs, D,, are often far larger than
datasets of real-world bugs, D,., and contain many programs
that are not representative of such real-world bugs.

during pretraining and are removed.

We empirically evaluate this approach on two downstream
code understanding tasks—bug and vulnerability prediction—
using two pretrained models of code across a range of hyper-
parameter configurations. Our results are promising: our ap-
proach yields consistent improvements over both a traditional
pretraining/fine-tuning setup and fine-tuning directly. We pro-
vide several relevant insights. First, the results simultaneously
highlight that unrealistic dataset can contain (1) many samples
that are representative of real-world ones, as well as (2) many
distracting samples that should be removed. Second, they
affirm recent findings that Al-powered systems can achieve
higher performance by using less, but better training data [11]].
In several cases, in our evaluations, we find that using just
the 10% most realistic data in large, synthetic datasets can
outperform any other configuration. Finally, they show that the
way the unrealistic datasets are generated affects the ability of
our approach to identify realistic data.

Overall, our evaluation shows that our approach can offer
a balance between the ability to generate very large datasets
offered by data generation and the need for such data to be
faithful to the signal in the downstream task of interest, at
least for the two tasks vulnerability and defect prediction.

II. MOTIVATION

We define unrealistic data as datasets that are not neces-
sarily representative of real-world code. Such datasets may
contain samples that are similar in nature, or identical to, real-
world programs, but typically contain a far larger number of
implausible or incorrectly labeled programs. For instance, a
defect can be synthetically introduced into a bug-free program
by altering a single variable name. While this strategy could
introduce bugs that resemble real bugs found in public projects
(as in Code Snippet [2] described later in this section), it is
much more likely to yield unrealistic programs (as in Code
Snippet also described later). Examples of synthetically
created datasets include SATE IV Juliet [12]] and SARD [/13]].
These datasets were originally generated to evaluate the perfor-
mance of static analysis tools in vulnerability prediction [14].
Another common type of unrealistic data are weakly labeled
data, where a dataset is annotated using automated tools, such
as static analyzers, that may suffer from a high rate of false

1 # Buggy code

> def __init__ (self, parent=None, =*args):
QtGui.QListWidget.__init__ (

4 args , parent, =xargs)

5 self._take_names = []

6 self.take_names = []

8 # Fixed code

9 def __init__ (self, parent=None, =*args):

10 QtGui.QListWidget.__init__ (

1 self , parent, =xargs)

12 self._take_names = []

13 self.take_names = []

Code Snippet 1: Example of an unrealistic, synthetically
generated variable misuse bug.

1 # Buggy code

> def __rel_change(self, new: float) -> float:
if self._likelihoods:
old = self._likelihoods[-1]
return abs ((new — old) / old)
6 return inf
8 # Fixed code
9 def __rel_change(self, new: float) -> float:

10 if self._likelihoods:

11 old = self._likelihoods[-1]

12 return abs ((new — old) / new )

13 return inf

Code Snippet 2: Example of a variable misuse bug found in

real-world code.

positives and false negatives. For instance, the Draper dataset
[8]] is comprised of potential bugs detected via static analysis
in open-source software projects from GitHub, many of which
are not true bugs.

Despite offering no strong guarantees of real-world efficacy,
unrealistic datasets such as the ones we mentioned above
are frequently relied upon in software engineering research
because they address a core need of deep neural models: large
volumes of data. Synthetic data generation mechanisms can
in fact easily generate many millions of “bug-like” samples.
The natural drawback of training on such data is that, for the
reasons we provided above, many (when not most) samples
within them poorly reflect real-world bugs. These synthetic
bugs may not be problematic, or never occur, in practice, thus
reinforcing patterns that reduce model performance on real-
world bugs. Such datasets are also often artificially balanced,
with one or a few buggy samples paired to each bug-free
sample (as in ETH Py150 [[15]]), or drastically overestimate
the incidence of bugs by virtue of overly zealous rules (as
in Draper). Indeed, models trained on unrealistic data often
perform very poorly when tested on real-world bugs [[16]]-[18].
Perhaps as a consequence, most evaluations in this domain
focus on unrealistic datasets with far higher rates of bugs than
is typical in real-world settings.

The main challenge with using real-world datasets for learn-
ing defect prediction, in turn, is that they tend to be too small,
often in the order of one thousand bugs. Furthermore, real-
world defects tend to be non-trivial to detect, requiring broad



TABLE I: Total number of samples of unrealistic data com-
pared to the real-world ones for the two defect prediction tasks
that we consider in this work: vulnerability and bug prediction.

Task \ Dataset Realistic?  Samples Annotated
Vulnerability Draper No 154K Weakly labeled
prediction Devign Yes 27K Human labeled

Bug ETH Py150 No 306K Synthetic
prediction PyPIBugs Yes 4.5K Human labeled

contextual knowledge. For instance, the real-world buéﬂ shown
in Code Snippet [2]is far from obvious: a “relative change”, as
the method name indicates the function computes, could be
measured both relative to the o1d likelihood (buggy version,
top) and the new one (fixed version, bottom), depending on
the intended logic. The method context alone does not make
it clear why the former is incorrect. In contrast, Code Snippet|[T]
shows an example of a synthetically induced “variable misuse”
bug in a function (top) and its “fixed”, original, version
(bottom). This bug is unlikely to occur in practice, as the
__init__ call already includes a reference to args, and self
is always the first argument in such calls.

Table[[] shows the total number of samples of unrealistic data
compared to the real-world ones for the two defect prediction
tasks that we consider in this work. Consider, for instance, the
bug prediction datasets (bottom rows). As the table shows,
the ETH Pyl150 dataset is 75 times larger than the real-
world one [[15]]. Allamanis et al. proposed a self-supervised
approach to detect and repair the bugs in this dataset [9]. They
found that this model can detect and repair unrealistic bugs
with high accuracy, yet yields substantially lower performance
when tested on a second dataset, PyPIBugs, which contains a
few thousand real-world bugs collected from code changes on
GitHub. That study suggests that researchers should focus on
improving the accuracy of the deep learning models on real-
world bugs. In this work, we use PyPIBugs to show a new
way to improve real-world performance in the presence of
unrealistic data.

III. OUR APPROACH

The goal of this work is to improve the performance of
models that are pretrained on large, unrealistic datasets for
code understanding tasks, focusing specifically on bug and
vulnerability prediction. We emphasize that we do not aim
to achieve state-of-the-art results on these tasks, but rather to
provide a general approach for improving model performance
in the presence of unrealistic datasets.

The key intuition behind our approach is that it would
be beneficial for these models to learn from the subset of
unrealistic data that are most representative of real-world ones.
One of the main contributions of our approach, described in
the rest of this section, is a technique for (1) detecting this
subset and (2) leveraging it to improve model performance.

2From https://github.com/yedivanseven/PLS A/commit/12eeb77e,

A. Overview

Figure 2] provides an overview of our approach, which takes
as input (1) an unrealistic dataset, (2) a real-world dataset,
and (3) a model that may have been pretrained on a large
dataset (as is now common) and produces as output a fine-
tuned version of the pretrained model. At a high level, our
approach performs two main steps: (1) it converts the programs
in the two datasets into a contextual embedding, so that all the
programs are represented as vectors in the same space; (2) it
applies vector similarity search technique to identify the subset
of programs in the unrealistic dataset that are most similar to
programs in the real-world one; and (3) it uses the identified
subset plus the realistic dataset to fine-tune the pretrained
model. In the rest of this section, we provide and clarify
important terminology and describe these steps in detail.

B. Background: Pretraining and Fine-Tuning

Popular neural networks such as Transformers reliably
improve with more training data and model capacity [4].
However, datasets for most downstream tasks are limited in
size—even datasets with hundreds of thousands of functions
such as ETH Py150 [15] pale in comparison to the volume
of code available on open-source platforms such as GitHub.
Pretraining offers a solution: larger models are first trained on
large volumes of unlabeled data to complete a fairly generic
task, such as filling in a few masked-out tokens based on
the context (BERT [5]]), or generating arbitrary code left-to-
right (GPT [[19]]), where they learn general representations
of a broad spectrum of source code. Once initialized in this
way, they can be fine-tuned on smaller datasets of downstream
tasks, on which they then tend to perform substantially better
than when trained on those from scratch.

Models initialized with such generic objectives typically
learn general representation of many programs. However,
they still struggle to learn a task as challenging as defect
prediction from a small, real-world corpus, as we show in our
results as well. Therefore, it is common practice to continue
pretraining such models on task-specific data, even if synthetic
or otherwise unrealistic, so as to help the model learn task-
relevant representations. Following this second pretraining
phase, models can be fine-tuned on downstream task data. If
the pretraining signal is sufficiently closely related to the data
seen during fine-tuning, training will converge quickly, which
in turn limits the risk of overfitting. The second pretraining
phase may also be described as a fine-tuning phase. To
avoid ambiguity, we only use the term “fine-tuning” for the
final training phase on downstream task data and mainly
use “pretraining” to refer to training a model on (parts of)
unrealistic data, regardless of the its original initialization.

C. Generating Contextual Embeddings

As we mentioned above, our technique aims to improve
the performance of models of code in the presence of (1)
large, unrealistic and (2) smaller real-world datasets. More
formally, given a dataset D,, of unrealistic programs, as defined
in Section [lI| (e.g., weakly labeled or synthetically generated
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Fig. 2: Overview of our approach, which takes as input an unrealistic dataset, a real-world dataset, and a generically pretrained
model, and produces as output a fine-tuned version of the pretrained model. To do so, it (1) converts the programs in the
two datasets into a contextual embedding, (2) uses the distance between elements in the embedding to identify a subset of
programs in the unrealistic dataset that are most similar to programs in the realistic one, and (3) uses the identified subset plus

the realistic dataset to fine-tune the pretrained model.

bugs) and a dataset D,. containing real-world bugs, we aim to
identify a subset of programs D,.,, C D,, that maximizes model
performance when first trained on D,,, for downstream task
performance on D,.. We conjecture that we can approximate
this optimum by identifying a subset D,+, C D,, of programs
that are representationally most similar to samples in D,., on
the premise that such samples are among the most realistic
ones in otherwise largely unrealistic data.

As a first step in identifying these samples, our approach
converts all the programs from unrealistic and real-world into
a contextual embedding, that is a vector representation in a
shared space, using a well-calibrated neural network.

Word-level representations such as Word2Vec [20] and
GloVec [21] embed each token separately. This now classical
family of techniques first converts a corpus of text to a series
of tokens (t1, to, ..., t,) and then embeds each token t;
into a vector h;. This embedding is globally consistent for
each unique token—although a token may appear in different
sentences and have multiple meanings, it is assigned the
same vector representation at every occurrence. On the other
hand, contextual embeddings convert each token ¢; into a
vector based on its context (...,t;_1,%;,t;+1,...). That is, the
same word may be assigned a different representation across
occurrences. This allows contextual embeddings to reflect
sequence-level, rather than token-level, semantics [22].

1) Identifying the Most Realistic Data: After generating
contextual embeddings, our approach uses vector similarity
search to identify unrealistic examples with vector represen-
tations that are sufficiently “near” real-world ones: D, =
{dy € Dy|ming.ep, §(dy,d,) < k} for a distance k. We
refer to this as the most-realistic data in this work. Later, we
will show how we empirically estimate appropriate values for

k for different datasets.

Finding semantically similar samples, even if superficially
distinct, is a common task in Machine Learning. For in-
stance, in computer vision, two images may clearly depict
the same bird even if their pixel-wise distance is very large.
An example in our field is code search, where a neural
engine takes a natural language description as input and
finds code snippets that implement the same logic. To find
similar vectors, k£ Nearest Neighbors (kNN) search based on
the Euclidean distance between vectors is commonly used.
Since neural models typically produce very high-dimensional
vectors and the search space of neighbors may contain billions
of examples, an Approximate Neighbor Search can reduce
the computational cost of searching in such a large space.
Researchers at Facebook (now Meta) introduced Facebook Al
Similarity Search (FAISS), which uses various optimizations
to speed up similarity search by some 8.5X [23].

2) Fine-Tuning Pretrained Models: Our approach starts
with generic pretrained models, which we calibrate using both
the “most realistic” subsets of the unrealistic data, extracted
using the method described in Algorithm [I] and the (smaller
set of) real-world data. We use these datasets to pretrain
and fine-tune the pre-trained models. Our main approach
is a classic pretraining/fine-tuning setup, in which we first
train the models on the most realistic data subsets and then
fine-tune these models on real-world samples. We divide the
extracted subset of unrealistic data into training and validation
with ratios 98% and 2% respectively and continue training
the pretrained models on the training portion with hyper-
parameters spanning permutations of batch size {16, 32, 64}
and learning rate {3-e6, 1-e5, 2-e5, 3-e5}. The model yielding
the lowest validation loss is then fine-tuned on real-world data.
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Fig. 3: High-dimensional embeddings of both real-world and unrealistic programs using T-SNE.

IV. EMPIRICAL EVALUATION

In this section, we discuss how we implemented and evalu-
ated our approach. We discuss the two tasks and four datasets
(unrealistic and real-world) used in the empirical evaluation in
Section [[V-A] We then extract a range of “most unrealistic”
subsets of the large datasets as described in Section On
each pair of datasets, we hyper-parameter tune, train and fine-
tune two state-of-the-art models described in Section [V-Cl
Finally, we report the experimental results in Section [V-E]

A. Tasks and Data Sets

Table [I| shows the two tasks and the corresponding four
datasets we used in our evaluation. In this section, we discuss
them in more detail.

1) Vulnerability Prediction: This task consists of classify-
ing functions as vulnerable or non-vulnerable. Vulnerability
prediction is an important component of software security that
helps protect software from attackers. In the past few years,
applications of deep learning techniques to this task have
become more popular (e.g., [8]l, [T4]]). Vulnerability prediction
is commonly included in evaluations of models of code [24].

Real-world Data: The Devign dataset was collected from
two open source repositories (QEMU and FFmpeg) containing
ca. 26K functions that were manually annotated by security
teams [25]. The initial data collection relied on identifying
security-related issues in the messages associated with com-
mits. Then, a security team manually annotated the functions
as vulnerable or not. Several researchers have used Devign as
a downstream task to evaluate their state-of-the-art pretrained
models (e.g., [24]l, [26], [27)).

Unrealistic Data: Draper is a large dataset, containing
154K functions with potential vulnerabilities. It was collected

from changes to public repositories on GitHub for which
the commit message contained keywords such as “buggy”,
“broken”, “error”’, or “fixed”. Functions in this dataset were
weakly labeled through annotation using the static analysis
tools Clang, Cppcheck, and Flawfinder [28]-[30]. Security
researchers provided a mapping of findings from these tools to
corresponding CWE types. For example, if Clang found that
a function had an “Out-of-bound array access”, it was labeled
as vulnerable because this warning was related to “CWE-805:
Buffer Access with Incorrect Length Value”. Otherwise, the
function was labeled as non-vulnerable. As these annotations
were provided by static analysis tools, which are not always
precise at detecting vulnerabilities, many examples in the
Draper dataset are not representative of real-world vulnera-
bilities.

2) Bug Prediction: This task consists of detecting whether
or not a function contains a bug. This type of dataset typically
contains two or more versions of each function: the correct
version and the one(s) containing a bug. Determining whether
a function is buggy is cast as a binary classification task. Deep
learning approaches primarily target “small” bugs [31]], such
as variable misuses [6]], and wrong operator bugs. Code
snippets [I] and 2] showed how real-world bugs of the first
category can differ significantly in complexity from synthetic
ones.

Real-world Data: The PyPIBugs dataset was collected by
Allamanis ef al. [9]] by analyzing bugs reported in all PyPi
Python packageﬂ PyPIBugs is the largest manually annotated
real-world dataset for bug detection; however, the automat-
ically collected data is poor, as shown in [9]. Due to the
licensing limitations, the authors did not release the original

3From https://pypi.org/
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Algorithm 1 The algorithm underpinning our approach. Given
a (large) set of unrealistic programs and a (small) set of
real-world ones, we identify a subset of unrealistic programs
that are “near” real-world programs in a rich representational
space. To extract such representations, we use a neural model,
optionally fine-tuned with a generic objective on some of these
programs to ensure that its representations accurately describe
these programs.

Data:

/I Two sets of programs p € P with labels y € Y:

Dy =p0, .0, 30, .yt > Unrealistic data
D, :=pY pm, gl Ly > Real-world data
¢ €10,1] > Percentile of nearest points to include
M:P —0cRF > Model that embeds programs
finetune € {true, false} > Whether to calibrate M on P
Result: Realistic subset of unrealistic data, D,

/l Optionally, calibrate M on a subset of programs.
if finetune then
| M= MLM_train(M, Prandom)s Prandom C Py
end
// Embed all programs in D,,, D,
Op, € R™* = M(p,) V¥ p. € P,
Op, € R™*k = M(p,) V p, € P-
// Find Euclidean distance to nearest D, for each p,,
Ar’u = {min97,e@m 5(9T, Qu) v, c GDu}
/I Set distance threshold at ¢th percentile of sorted distances.
¥ = sorted(A, )| @ * |Dyl]]
//Return programs within distance 1 of a real-world example.
Dy = {pu, Yul Ay < 9}
Return D,

data but provided supplementary material that allowed us to
reconstruct the dataset. This dataset contains the buggy and
fixed version of functions in real-world projects extracted from
commits that indicate that a bug fix occurred and contained
only a single, classifiable change to the source code. This is a
small dataset, containing 2,289 buggy functions, each paired
with its non-buggy counterpart for a total of 4,578 samples.
PyPIBugs contains a variety of bug types, including variable
misuse, swapped argument, and wrong binary operator detec-
tion.

Unrealistic Data: Lastly, ETH Py150 is a dataset of Python
functions that has been used in several studies to generate
a synthetic corpus of small bugs [10], [32]. Kanade et al.
introduced five bug types to fine-tune their pretrained model,
CuBERT [32], on bug classification. The authors applied
the techniques recommended by Allamanis [33]] to remove
duplicate code snippets using Jaccard similarity to avoid bias
in the training.

B. Extracting the Most Realistic Samples

As described in Section we aim to identify a subset
of the large, yet unrealistic datasets that is most similar, in a
learned representational space, to the bugs and vulnerabilities

TABLE II: Total number of unrealistic samples and their
distance to real-world ones for the two tasks considered.

Vulnerability Bugs
Tasks Prediction Prediction
subset | Distance Samples Distance  Samples
10% <0.30 15,528 <041 30,515
25% <0.34 38,676 <0.45 76,363
50% <0.38 78,186 <0.49 153,622
75% <041 115,985 <0.53 230,105
100% | < 0.58 154,150 <0.71 306,729

occurring in real development. The conjecture is that those
samples are also the most likely to teach the model patterns
of real-world defects. We find such similar examples in two
phases: (1) we convert the code snippets to vector embeddings
using the OpenAl model [32], and (2) we search for similar
vectors using the FAISS tool [23]]. We discuss the details of
this process here.

1) Contextual Embedding: We use OpenAl “text-
embedding-ada-002” model to obtain a contextual embedding
of source code functions [32]. This model is a powerful
embedding tool used to encode text/code snippets into
embedding vectors. The OpenAl embedding model is utilized
to find the most similar document and search for text or code.
It can handle fairly long inputs, with up to 8,191 tokens. Its
output is a single vector with a dimension of 1,536.

In Figure |3} we visualize the contextual embeddings of func-
tions from both datasets: vulnerability prediction (Draper and
Devign, left) and bug prediction (ETH Py150 and PyPIBugs,
right) using a T-SNE plot—a low-dimensional (here, 2D) pro-
jection of high-dimensional representations that approximately
preserves the pair-wise distances between data points [34]. To
avoid clutter, we randomly sub-sampled functions from the
(larger) unrealistic datasets to match the number of functions
in the (much smaller) real-world datasets.

While the representations overlap in some areas, the plots
show segments in which the unrealistic and real-world data
are clearly separated. This effect is especially pronounced in
the Python bug prediction data. Our conjecture is that such
“islands” of unrealistic examples are unlikely to be useful
when training a model to succeed on real-world samples
and should be omitted from the training process. Note that
the plots also show some isolated (groups of) real-world
functions, which suggests that synthetic and weakly labeled
data generation can fail to produce samples spanning the full
space of true defects. This latter problem is not solved by our
work but may be fruitful grounds for further improving models
trained in this fashion (see Section [V).

At this point, we have contextual embeddings for all our
data. Next, we discuss how to identify similar examples by
using vector similarity search.

2) Similarity Search: Following the extraction of contextual
embeddings, we next index these representations into an
efficient, approximate nearest neighbor search structure using
the Facebook AI Similarity Search (FAISS) tool [23[]. We
apply FAISS in our approach by building the data structure
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(a) Vulnerability Prediction: Distance distribution from 154K Draper
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(unrealistic) to their nearest PyPIBugs (real-world) samples.

Fig. 4: Euclidean distance (x-axis) and total number (y-axis)
of functions of each set of unrealistic data to their nearest
real-world data counterparts. We highlight the 10th, 25th, 50th
and 75th percentile, for each of which we train models in
our evaluation. Note that the most distant samples are not
visualized, as these are up to four times as distant as those
shown here.

on vector embeddings of real-world data and then using the
representations of unrealistic data points as queries. Each
query returns the nearest neighbor and the distance to it, which
we store to determine the ordering of all unrealistic samples in
terms of their distance to the nearest real-world sample. The
Euclidean distance between an unrealistic example’s represen-
tation and that of its nearest real-world neighbor is calculated
as: 0 (p,q) = v/ 2oi; (P — qy)-

The resulting distributions of distances for the two tasks we
considered in our evaluation are visualized in Figure [4] and
described in detail in Table [} For vulnerability prediction, the
farthest unrealistic sample was found at a distance of ca. 0.58
from its nearest real-world neighbor, but 75% of the unrealistic
data points were about four times closer (distances up to 615),
and 10% of the unrealistic data were again more than twice as
close. A similar pattern held for the bug prediction datasets.
In Section we explore how these subsets can be used to

improve the performance of pretrained models on real-world
data.

Code Snippet’s [3] & [ provide an example of the effective-
ness of our technique. Code Snippet [3] was extracted from
the Draper dataset; Code Snippet 4| is its nearest neighbor
in the Devign dataset (distance: 0.13). The two share many
similarities, including using the same parameter and return
values, and both performing a character lookup based on
addresses, just looking for different values respectively.

C. Models and Training

Recent literature has proposed several pretrained language
models of code that achieve strong results on code understand-
ing and generation tasks [24]. We implemented our approach
on top of four popular large language models of code. The first
pretrained models (CodeBERT) are based on a Transformer
encoder and are similar to the architecture of BERT [32], [35]].

CodeBERT [35] is a bimodal model pretrained on both
source code and text with two objective tasks: (a) Masked
Language Modeling and (b) Replaced Token Detection in
seven different programming languages. Two different datasets
were used to train CodeBERT: (a) an NL/PL dataset that in-
cludes 2.1M functions with comments, which helps the model
learn the relationship between code and natural language; and
(b) a set of 6.4M other functions to reinforce general code
understanding abilities.

CodeTS5 [26] is a pretrained encoder-decoder Transformer
model introduced by Wang et al.. This model builds on the T5
“Text-to-Text Transfer Transformer” architecture [36]], which
converts all language understanding and generation tasks into a
shared text-to-text format, where each input is a text sequence
prompt to be translated to a target phrase. The authors add
two code-specific pretraining tasks: Identifier Tagging (IT) and
Masked Identifier Prediction (MIP). CodeT5 was pretrained on
CodeSearchNet data [37] and additional C/C# programs that
were collected from GitHub repositories.

D. Baseline

Our approach aims to select a subset of a large, mostly
unrealistic dataset that is representative of the real-world
distribution. To evaluate the effectiveness of this technique,
we compare our performance with three baseline alternatives.

1) Fine-Tuning directly: In this experiment, the pre-trained
models were fine-tuned directly on a real-world dataset with-
out using any unrealistic data (nicknamed 0%, as it uses no
unrealistic data). The results demonstrated how the pre-trained
models perform when leveraging just a small, high-quality
dataset.

2) Fine-Tuning using the entire dataset: In this experiment,
we fine-tuned the pre-trained models using the entire unreal-
istic dataset (nicknamed 100%). We compared the results of
this experiment with those from our subset selection, which
aims to remove noisy samples from this dataset.

3) Random subset selection: Finally, we compare the re-
sults of each subset to a baseline in which we train on a
randomly sampled subset of the unrealistic dataset of the same



size. We contrast this performance with ours on a range of
matching subset fractions, starting at 10%. This comparison
allows us to quantify the sample-effectiveness of our approach
relative to a fair ground-truth value. It also occasionally
provides a stronger baseline than both of the above. In a few
experiments, mainly on vulnerability prediction, we found that
training with the full unrealistic set substantially reduces per-
formance, perhaps because its large size moves the pretrained
model too far from its initial distribution, but using a small
(e.g., 10%) subset yielded slightly better performance than no
fine-tuning at all.

E. Experimental Results

In this section, we evaluate our approach to fine-tuning two
pretrained models with two downstream tasks.

We continue training each of our models described above
(in Section on a range of subsets of the unrealistic
data, sorted so that the smallest subset contains all unrealistic
samples that are nearest to a real-world sample, and thus the
most realistic according to our intuition. We conduct a hyper-
parameter search over learning rates for each model, selecting
the model that achieves the best validation loss within 10
epochs. Each model is then fine-tuned on real-world data in a
second hyper-parameter sweep, again based on validation loss.
The best-performing model is evaluated on the real-world test
data. The resulting scores are presented in Table |lII

For both downstream code understanding tasks (i.e., vul-
nerability and bug prediction), we evaluate two pretrained
models in a variety of settings, ranging from direct fine-tuning
on real-world data, pretraining on all (100%) unrealistic data
and then fine-tuning, and pretraining on various most-realistic
subsets of unrealistic data. Overall, our approach enhances
the performance over the baseline settings (both fine-tuning
directly, random subset selections and using the full pretraining
data) on all tasks, sometimes by considerable margins. These
gains required no modifications to the underlying model
architectures, nor increases in training cost—in fact, models
trained on just 10% of unrealistic datasets often perform the
best.

1) Vulnerability Prediction: We fine-tune CodeBERT and
CodeT5 on a range of the “most realistic” subsets of the
Draper dataset (i.e., 10%, 25%, 50%, 75%, and 100% = all)
and then fine-tune them on the Devign set. As a baseline, we
fine-tune these pretrained models on randomly selected subsets
(10%, 25%, 50%, and 75%) to compare the results with those
obtained from our selected subsets. Each subset of Draper is
randomly split between 98% training and 2% validation sets;
Devign is already split into training, validation, and testing
sets by [24], so we use the same splits to ensure our results
are comparable with those reported in prior work, shown in
the left-most results column.

In general, the results show that the performance of the
models improves over the baseline models when using subsets
including 50% of the total samples or less. Models trained on
only samples that are closest to real-world data (i.e., the subset
of 10% and 25%) mostly outperform models trained on larger

volumes of data and randomly selected subsets (i.e., 10%,
25%). This inversion of the correlation between data volume
and model performance strongly supports our conjecture that
the nearest samples are indeed more realistic.

Overall, the results with CodeBERT for the 25% subset
show an improvement of 1.42% in accuracy (measured in
absolute percentage points, not relative improvement) and of
7.17% in F1 score compared to a randomly selected subset
of 25%. With our selected subset of 75% on CodeT5, the
accuracy improved by 1.35% and F1 score by 1.67% over the
random subset of 75% configuration. Additionally, there was
a slight improvement over the randomly selected subset 75%
with increases of 1.35% and 1.67% in accuracy and F1 score,
respectively.

In contrast, training the models on the entire Draper set and
then fine-tuning them on Devign actually yields worse perfor-
mance than simply fine-tuning directly in our investigation —
CodeBERT’s accuracy drops from 63.65% to 62.55% and its
F1 score from 54.42% to 53.09%; CodeT5’s accuracy drops
from 63.17% to 61.53 % and its F1 score from 57.94% to
52.93%). This underscores our observation that many samples
from Draper are poorly representative of real-world vulnera-
bilities and may indeed reduce the model’s ability to detect
such vulnerabilities.

Finding #1: Vulnerability detectors pretrained on weakly
labeled data can benefit from eliminating samples that are
representationally far removed from real-world samples, im-
proving CodeBERT on the subset of 25% by up to 1.42%
in accuracy and 7.17% in FI score on a Draper/Devign
evaluation when trained on 4-10x less data.

2) Bug Prediction: We followed the same approach in
vulnerability prediction, where we first pretrained the models
on (a subset of) ETH Pyl50 and then fine-tuned them on
PyPIBugs. We used two pretrained models (e.g., CodeBERT
and CodeT5).

We are not aware of prior work that has fine-tuned these
models on PyPIBugs, so as before, we produced baselines by
both fine-tuning the models directly on PyPIBugs and by first
fine-tuning on (subsets of) the ETH Py150 set and then fine-
tuning on PyPIBugs. With the former, CodeBERT and CodeT5
performs is roughly on par with random guessing, with 53.05%
and 50.0% test accuracy respectively (the datasets are balanced
between buggy and bug-free programs). The F1 scores indicate
particularly poor calibration on the part of CodeBERT (35.04).
Pretraining on the entirety of ETH Py150 followed by fine-
tuning somewhat improves accuracy scores to 58.51% and
59.38% on CodeBERT and CodeT5, respectively. This also
improves CodeBERT’s F1 score considerably, from 35.04%
to 51.53%. Evidently, CodeT5 struggles more in this scenario;
its F1 score drops to 40.38. We then compare our approach
with these numbers, and with randomly selected subsets, on a
range of pretraining dataset sizes. The results demonstrate that
on 10%, 25%, and 50% subsets, our approach outperforms
the aforementioned baselines and almost always outperform
the random selection baseline in both F1 score and accuracy.



TABLE III: Results of our approach on training models on (various most-realistic subsets of) unrealistic data and then fine-
tuning them on real-world data, contrasted with fine-tuning without using any unrealistic data and random subset selection.

Models | Approach | Metric | 100% 75% 50% 25% 10% 0%
Vulnerability Prediction: unrealistic data = Draper, real-world data = Devign
CodeBERT | Baseline* Accuracy | 62.55 62.00 63.17 6281 63.68 63.65
F1 53.09 5471 5540 55.12 5531 5442
Our selections | Accuracy - 63.54 62.81 6423 64.53 -
F1 - 5427 5496 6229 5937 -
CodeT5 Baseline* Accuracy | 61.53 6292 6281 6270 6339 63.17
Fl1 5293 5846 5624 58.66 5847 5794
Our selections | Accuracy - 64.27 63.61 6357 63.20 -
Fl1 - 60.13 5895 59.92 60.29 -
Bug Prediction: unrealistic data = ETH Pyl150, real-world data = PyPIBugs
CodeBERT | Baseline* Accuracy | 58.51 5720 5851 5590 5742 53.05
F1 51.53 5196 53.65 55.18 5278 35.04
Our selections | Accuracy - 5698 60.69 61.13 5851 -
Fl1 - 5491 5522  60.26 56.01 -
CodeT5 Baseline* Accuracy | 59.38 5742 5851 57.64 55.67 50.0
F1 4038 51.37  56.01 53.80 39.40 49.67
Our selections | Accuracy - 5895 6048 5742 56.55 -
Fl1 - 4891 59.68 54.11 5295 -

* The 0% fine-tunes the model directly without employing any unrealistic data, while the 100% fine-tunes it using the entire of unrealistic data. The 10%,
25%, and 75% subsets are chosen randomly.

Conversely, the results for the 75% subset indicates a drop
in the accuracy of CodeBERT and the F1 score for CodeTS5.
Evidently, the 75% subset contains a fairly large number of
noisy and unrealistic samples that hurt the performance of the
models.

Our approach, meanwhile, shows significant improvement
in the performance of the models when using between half
and one-tenth as much unrealistic data, boosting the models’
accuracy to 61.13% and 60.48%—an improvement of 5.23%
and 1.97% resp., and the models’ F1 score to 60.26% and
59.68% —an improvement of 5.08% and 3.67%, respectively,
over the equivalent random subsets. Here, the improvement
over full pretraining is especially substantial, at ca. 2.62%
and 1.1% points and F1 score of 8.73% and 19.3% points,
respectively.

Finding #2: Bug detectors pretrained on synthetically gen-
erated bugs can benefit from selecting for realism based on
learned source code representations. Our approach reliably
yields improvements in real-world bug prediction when train-
ing with between half and one-tenth of the synthetic samples.

V. DISCUSSION

We proposed a new approach to improve the performance
of pretrained models for application in real-world settings. In
this section, we discuss several implications of our findings
and promising avenues for extensions of this research.

A Richer View of Pretraining: One way to interpret
our approach is that we offer a continuous relaxation of
the traditionally discrete pretrain/fine-tuning paradigm. Fine-
tuning directly amounts to using 0% (none) of the pretraining
data, and pretraining ordinarily involves using 100% (all) such
data. Our work offers a way to use values between these

endpoints. To do this effectively, we need to identify the
most useful subsets of the pretraining data. Usefulness here
refers to the degree to which the selected samples enhance the
performance on downstream tasks after both pretraining and
fine-tuning. Given the nonlinear nature of the models involved,
directly optimizing for this objective is currently infeasible.
Based on our results, our approach for selecting such subsets
is effective, but it is surely not ideal. For instance, it is possible
that different sizes of subsets call for partially disjoint sets of
examples, rather than the strict ordering that we enforce in the
current definition of the approach.

We envision a line of research focused on finding algorithms
that extract such subsets more effectively and for a wider range
of tasks. Such methods should be evaluated based on both the
cost of identifying the required subset and the Pareto front of
gain versus the percentage of samples kept. For instance, a
rivaling method might yield better results than ours with 50%
of the unrealistic data, but perform worse when using 10% as
much. Investigating and understanding this full spectrum of
options and trade-offs would be informative for practitioners
choosing between techniques. This task may be framed as
balancing generalization and specialization. The models in
our work are initially pretrained on general bodies of code.
During training on synthetic datasets, they become specialists
in the downstream task. However, since these datasets are not
quite aligned with real-world datasets, the models can “over-
specialize” to the synthetic examples. The goal of this line
of research is to find the right balance between generalization
and specialization prior to fine-tuning.

Synthetic Versus Weakly Labeled: As both of our T-SNE

plots (Figure [3) and vector distance analyses (Table [lI)) show,
the way the unrealistic datasets are generated affects the per-



formance of our approach. The samples in Draper (unrealistic,
weakly labeled) are more likely to overlap with, and less likely
to be far removed from, those in Devign (realistic) than the
samples in ETH Py150 (unrealistic, synthetic) are to overlap
with those in PiPYBugs (realistic). A nontrivial number of
PyPIBugs samples had no nearby neighbor in ETH Py150,
as clearly shown in Figure 3[b), and some synthetic bugs in
ETH Py150 were far more distant to any real-world bugs in
PyPIBugs (distances up to 0.71) than any Draper sample was
relative to Devign (distances < 0.58). In short, the weakly
labeled data generation approach we considered tended to
yield more realistic defects than its synthetic counterpart. This
result highlights new challenges: while our method can remove
highly unrealistic outliers, its results are limited in realism
by the underlying data generation technique. This indicates
opportunities to create more accurate synthetic data generators
for bug prediction. We believe that our metrics and techniques
will be useful for guiding and evaluating such efforts.

Limitations: Our approach demonstrates an improvement
in accuracy and Fl-score compared to the three baselines.
However, the scores we report are not yet viable for real-
world applications. For instance, the accuracy on PyPIBug
is around 60%, and we note only a slight improvement in
vulnerability detection. This aligns with recent research find-
ings that performance on real-world data is consistently low,
for both vulnerability detection [[14] and bug localization [9].
Our work moves the field forward by showing that leveraging
synthetic data alone can be made more effective with careful
filtering. This allows us to improve performance substantially
relative to a series of baselines. Given these consistent results
on multiple models and datasets, our work should offer com-
plementary benefits to improvements in models and training
signals proposed in related work.

VI. RELATED WORK

Deep learning for defect prediction: Improving deep learn-
ing based defect prediction is a popular area of research at
the intersection between artificial intelligence and software
engineering [9]], [10], [38]], [39]. Allamanis et al. [40] and Hel-
lendoorn et al. [[10] used synthetic bugs to train and evaluate
bug detector models to detect variable-misuse bugs. DeepBugs
[41] applied deep learning to detect three types of bugs: wrong
operators, operands, and argument swappings. Dinella [42]]
trained Hoppity on bugs extracted from commits on GitHub,
an approach that can yield fairly large datasets of plausible,
if not guaranteed, bug fixes. Other approaches have focused
on exploring new input formats and model architectures to
improve performance. Chakraborty et al. convert programs to
a graph representation called the Code Property Graph (CPG)
and then train the Gated Graph Neural Networks to detect
software vulnerabilities [|14]. Fu et al. proposed VulRepair to
automatically repair vulnerabilities based on T5 architecture
in [43]]. Another approach uses a sequence-to-sequence model,
called SequenceR, to fix buggy code [44]. The contributions
of our work are orthogonal to these: instead of training new
defect detector models or creating new datasets, we propose

a technique for extracting the most downstream-task-relevant
subsets of pretraining datasets, which benefited all models we
evaluated.

Data Distribution Shifts: Our work is not the first to con-
sider the shift from unrealistic bugs to real-world bugs. Jingx-
uan et al. proposed a bug detector model that trains on syn-
thetic bugs to learn the bug prediction domain and then trains
the model on real-world bugs [45]. During the training on real-
world bugs, the authors applied a multi-task hierarchy, focal
loss, and contrastive learning to improve performance. Ding
et al. introduce another model that is pretrained on synthetic
(unrealistic) bugs and then fine-tuned on real-world bugs to
detect software vulnerabilities [46], showing high performance
on synthetic bugs that significantly dropped on real-world data.
A jointly learned bug selector and bug detector was proposed
by Allamanis et al. [9]] with the aim to create real-world bugs
for training the model and then testing the model on real-
world bugs. The real-world bugs are not included in their
training phase, however, so the model does not learn their
characteristics directly. SemSeed learns from real-world bugs
to create new realistic bugs that can be used for training
bug detectors [47]. Our work is also complementary to these
efforts. As discussed in Section |V| our approach is limited by
the underlying data generation processes, so techniques that
generate more realistic samples would benefit our approach. At
the same time, our approach can reduce the burden of needing
to generate only realistic examples, as it can effectively remove
many spuriously generated unrealistic examples. Outside of
software engineering research, the machine learning commu-
nity has created methods to remove noisy labels from training
datasets [48]], [49]]. Future work may study whether these
techniques can be adopted to further improve performance on
the tasks studied in this work.

VII. CONCLUSION

Large, artificially generated datasets for downstream tasks
usually contain many samples that are not representative of
real-world data. In this work, we argue that it is possible
to identify a subset of data within unrealistic datasets that
are most similar to examples in real-world datasets based on
their learned representations. To investigate our conjecture, we
propose an approach and evaluate it on two defect prediction
tasks. Our results show that training with even small numbers
of the most realistic samples extracted using our technique
consistently improves the real-world performance of multiple
models across both considered tasks. These results highlight
the potential for using less, higher quality data when training
machine learning algorithms on source code, provide a path for
exploring techniques that discover such data, and in general,
motivate future research in this direction. We discuss several
possible future work directions in section Our data are
available at |https://doi.org/10.5281/zenodo.10514652
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I aiff_probe (AVProbeData =p)
2

3 if (p—>buf[0] == 'F’ && p->buf[l] == "0’ &&

4 p—>buf[2] == 'R’ && p->buf[3] == "M’ &&

5 p—>buf[8] == "A" && p—>buf[9] == "I’ &&

6 p—>buf[10] == 'F’ && (p->buf[ll] == "F’/
|| p—>buf[1ll] == ’C"))

7 return AVPROBE_SCORE_MAX;

8 else

9 return 0;

0}

Code Snippet 3: An unrealistic sample was extracted as a more
realistic sample compared to the sample in Code Snippet 4,
with a distance of 0.13.

I static int ape_probe (AVProbeData * p)
2 |
if (p—>buf[0] == "M’ && p->buf[l] == "A’ && p
->puf[2] == 'C’ && p->buf[3] == "' ")
4 return AVPROBE_SCORE_MAX;
5 return 0;

6}
Code Snippet 4: Example of in real-world code from Devign.
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