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ABSTRACT

Statistical heterogeneity of data present at client devices in a federated learning (FL) system renders
the training of a global model in such systems difficult. Particularly challenging are the settings
where due to resource constraints only a small fraction of clients can participate in any given round
of FL. Recent approaches to training a global model in FL systems with non-IID data have focused
on developing client selection methods that aim to sample clients with more informative updates of
the model. However, existing client selection techniques either introduce significant computation
overhead or perform well only in the scenarios where clients have data with similar heterogeneity pro-
files. In this paper, we propose HiCS-FL (Federated Learning via Hierarchical Clustered Sampling),
a novel client selection method in which the server estimates statistical heterogeneity of a client’s
data using the client’s update of the network’s output layer and relies on this information to cluster
and sample the clients. We analyze the ability of the proposed techniques to compare heterogeneity
of different datasets, and characterize convergence of the training process that deploys the introduced
client selection method. Extensive experimental results demonstrate that in non-IID settings HiICS-FL
achieves faster convergence and lower training variance than state-of-the-art FL client selection
schemes. Notably, HiCS-FL drastically reduces computation cost compared to existing selection
schemes and is adaptable to different heterogeneity scenarios.

1 Introduction

The federated learning (FL) framework enables privacy-preserving collaborative training of machine learning (ML)
models across a number of devices (clients) by avoiding the need to collect private data stored at those devices. The
participating clients typically experience both the system as well as statistical heterogeneity [22]. The former describes
settings where client devices have varying degree of computational resources, communication bandwidth and fault
tolerance, while the latter refers to the fact that the data owned by the clients may be drawn from different distributions.
In this paper, we focus on FL under statistical heterogeneity and leave studies of system heterogeneity to future work.

An early FL. method, FedAvg [24]], performs well in the settings where the devices train on independent and identically
distributed (IID) data. However, compared to the IID scenario, training on non-IID data is detrimental to the convergence
speed, variance and accuracy of the learned model. This has motivated numerous studies aiming to reduce the variance
and improve convergence of FL on non-IID data [[16}[23]]. Strategies aiming to tackle statistical heterogeneity in FL can
be organized in four categories: (1) adding regularization terms to mitigate objective drift in local training [6} 23]; (2)
aggregation schemes at the server [[15}135]; (3) data augmentation by synthesizing artificial data [14} 41 5]]; and (4)
personalized federated learning [9} [11} 21} [32]], which allows clients to train customized models rather than a shared
global model.

On another note, constraints on communication resources and therefore on the number of clients that may participate
in training additionally complicate implementation of FL schemes. It would be particularly unrealistic to require
regular contributions to training from all the clients in a large-scale cross-device FL system. Instead, only a fraction of
clients participate in any given training round; unfortunately, this further aggravates detrimental effects of statistical
heterogeneity. Selecting informative clients in non-IID FL settings is an open problem that has received considerable
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attention from the research community [8, [12} [13]. Since privacy concerns typically prohibit clients from sharing their
local data label distributions, existing studies focus on estimating informativeness of a client’s update by analyzing
the update itself. This motivated a family of methods that rely on the norms of local updates to assign probabilities of
sampling the clients [[7, 27]]. Aiming to enable efficient use of the available communication and computation resources,
another set of methods groups clients with similar data distributions into clusters based on the similarity between clients’
model updates [2} [12]. In addition to model updates, local loss [8} 19} 33] and test accuracy on public data [[17} [25]
have been used to gauge informativeness of the clients’ updates. Across the board, the existing methods still struggle to
deliver desired performance in an efficient manner: the loss-based and clustering-based techniques cannot distinguish
clients with balanced data from the clients with imbalanced data, while accuracy-based methods rely on a validation
dataset at the server and need to train a sampling agent using multi-armed bandit (MAB) algorithms.

In this paper, we consider training a neural network model for classification tasks via federated learning and propose
a novel adaptive clustering-based sampling method for identifying and selecting informative clients. The method,
referred to as Federated Learning via Hierarchical Clustered Sampling (HiCS-FL), relies on the updates of the (fully
connected) output layer in the network to determine how diverse is the clients’ data and, based on that, decide which
clients to sample. In particular, HiCS-FL enables heterogeneity-guided client selection by utilizing general properties
of the gradients of the output layer to distinguish between clients with balanced from those with imbalanced data.
Unlike the Clustered Sampling strategies [12] where the clusters of clients are sampled uniformly, HiCS-FL allocates
different probabilities (importance) to the clusters according to their average estimated data heterogeneity. Numerous
experiments conducted on FMNIST [38]], CIFAR10 and CIFAR100 demonstrate that HiCS-FL achieves significantly
faster training convergence and lower variance than the competing methods. Finally, we conduct convergence analysis
of HiCS-FL and discuss implications of the results.

In summary, the contributions of the paper include: (1) Analytical characterization of the correlation between local
updates of the output layer and the FL clients’ data label distribution, along with an efficient method for estimating data
heterogeneity; (2) a novel clustering-based algorithm for heterogeneity-guided client selection; (3) extensive simulation
results demonstrating HiCS-FL provides significant improvement in terms of convergence speed and variance over
competing approaches; and (4) theoretical analysis of the proposed schemes.

2 Background and Related Work

Assume the cross-device federated learning setting with N clients, where client k owns private local dataset B, with
|B);| samples. The plain vanilla FL considers the objective

N
mglnF(Q) = Zkak(Q), (1)
k=1

where 0 denotes parameters of the global model, F},(#) is the loss (empirical risk) of model € on By, and py, denotes the

weight assigned to client k, ij:l pr, = 1. In FedAvg, the weights are set to py, = |By| / sz\; |B;|. In training round
t, the server collects clients’ model updates 6}, formed by training on local data and aggregates them to update global

N
model as ' =377 | pibl.

When a FL system operates under resource constraints, typically only K < N clients are selected to participate in
any given round of training; denote the set of clients selected in round ¢ by S?. In departure from FedAvg, FedProx
[23] proposes an alternative strategy for sampling clients based on a multinomial distribution where the probability of
selecting a client is proportional to the size of its local dataset; the global model is then formed as the average of the
collected local models #*+! = % D okest 6} . This sampling strategy is unbiased since the the updated global model is
on expectation equal to the one obtained by the framework with full client participation|[I}

AFL [13] is the first study to utilize local validation loss as a value function for computing client sampling probabilities;
Power-of-Choice [8] takes a step further to propose a greedy approach to sampling clients with the largest local
loss. Both of these methods require all clients to compute the local validation loss, which is often unrealistic. To
address this problem, FedCor [33] models the local loss by a Gaussian Process (GP), estimates the GP parameters
from experiments, and uses the GP model to predict clients’ local losses without requiring them to perform validation;
unfortunately, FedCor is an empirical scheme that does not come with theoretical convergence analysis/guarantees.
In [7], Optimal Client Sampling scheme aiming to minimize the variance of local updates by assigning sampling
probabilities proportional to the Euclidean norm of the updates is proposed. The follow-up study [27] greedily selects
clients with the largest norm of the local updates.

The clustering-based sampling method proposed in [12]] uses cosine similarity [28]] to group together clients with similar
local updates, and proceeds to sample one client per cluster in attempt to avoid redundant gradient information. DivFL
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[2]] follows the same principle of identifying representative clients but does so by constructing a submodular set and
greedily selecting diverse clients. Both of these techniques are computationally expensive due to the high dimension of
the gradients that they need to process. Another line of work [31} 40, 43] relies on public data at the server or pairwise
inner products of clients’ data label distributions to design MAB algorithms that assign sampling probabilities leading
to subsets of clients with low class-imbalance degree.

In general, the overviewed methods either: (1) select diverse clients to reduce redundant information; or (2) select
clients with a perceived significant contributions to the global model (high loss, large update or low class-imbalance).
Efficient and effective client selection in FL remains an open challenge, motivating the heterogeneity-guided adaptive
client selection method presented next.

3 HiCS-FL: FL via Hierarchical Clustered Sampling

Existing client sampling methods including Clustered Sampling [[12] and T

DivFL [2] aim to select clients such that the resulting model update is an F
unbiased estimate of the true update (i.e., the update in the case of full client O\V@
participation) while minimizing the variance czer” | @A @) 1
1 iVF (#)~ 3 > VRO 2 ) ates Z%E O = 0
~ k - = k ‘
N K kest 5 @3 ~O 0
| signals prediction one-hot label

Clustered Sampling, for instance, groups N clients into K clusters based -------- == PEAERL, S0 =2
on representative gradients (28], and randomly selects one client from each  Fijgyre 1: The last two network layers.
cluster to contribute to the global model update. Such an approach unfor-

tunately fails to differentiate between model updates formed on data with balanced and those formed on data with
imbalanced label distributions — indeed, in either case the updates are treated as being equally important. However, a
number of studies in centralized learning has shown that class-imbalanced datasets have significant detrimental effect
on the performance of learning classification tasks [3, 4} 30]. This intuition carries over to the FL settings where one
expects the updates from clients training on relatively more balanced local data to have a more beneficial impact on
the performance of the system. The Federated Learning via Hierarchical Clustered Sampling (HiCS-FL) framework
described in this section adapts to the clients’ data heterogeneity in the following way: if the levels of heterogeneity (as
quantified by the entropy of data label distribution) vary from one cluster to another, HiCS-FL is more likely to sample
clusters containing clients with more balanced data; if the clients grouped in different clusters have similar heterogeneity
levels, HiCS-FL is more likely to select diverse clients (i.e., sample uniformly across clusters, thus reducing to the
conventional clustered sampling strategy).

3.1 Class-imbalance causes objective drift

A number of studies explored detrimental effects of non-IID training data on the performance of a global model learned
via FedAvg. An example is SCAFFOLD [[16] which demonstrates objective drift in non-IID FL manifested through
large differences between local models 0} trained on substantially different data distributions. The drift is due to FedAvg
updating the global model in the direction of the weighted average of local optimal models, which is not necessarily
leading towards the optimal global model 6*. The optimal model 6*, in principle obtained by solving optimization
in Eq. [I] achieves minimal empirical error on the data with uniform label distribution and is intuitively closer to the
local optimal models trained on balanced data. Recent work [43] empirically verified this conjecture through extensive
experiments. Let VF(0*) denote the gradient of F'(%) given the global model 6 at round ¢; the difference between
VF(0!) and the local gradient V F} (#!) computed on client k’s data is typically assumed to be bounded [17, 12} [36]. To
proceed, we formalize the assumption about the relationship between gradients and data label distributions.

Assumption 1 (Bounded Dissimilarity.) Gradient V F,(0%) of the k-th local model at global round t is such that
IVF(0") = VEO")|* < — exp (8 [HD®) — H(Do)| ) p+ 1 = o, 3

where D¥) is the data label distribution of client k, Dy denotes uniform distribution, H (+) is Shannon’s entropy of a
stochastic vector, and 3 > 0,k > p > 0.

The assumption commonly encountered in literature [[7, [12} 36] is recovered by setting the right-hand side of (3) to
02 = maxy a,f. Intuitively, if the data label distribution of client & is highly imbalanced (i.e., H (D(k)) is small), the

m

local gradient V F},(0%) may significantly differ from the global gradient VF(0?) (as reflected by the bound above).
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Analytically, connecting the gradients to the local data label distributions allows one to characterize the effects of client
selection on the variance and the rate of convergence. The results of extensive experiments that empirically verify the
above assumption are reported in Appendix [6.2]

Algorithm 1 HiCS-FL

Input: 0: sample group G?,, according to 7*;
Datasets distributed across N clients, the number of clients  10: sample client £ in Gt, according to P
to sample I, total global rounds 7. 11: St STUE;

1: Initialize updates of bias Ab*) < 0 Vk € [N], global 12 end while
model 6° < 6', So = [N]. 13:  endif
2: fort=1,...,7 do 14:  fork € S do
3:  ift < [N/K] then 15: 0} < LocalUpdate(9"), Ab*) ¢ ¢! — ¢*
4: 8" + randomly sample min (K, |So|) 16: end for
clients from So, update Sy < Sp — S*; 17: 0" 3 est 00
5: else R 18:  Ab® « Ab® vk € S*;
6: estimate H*(D™")),Vk € [N] and cluster N clients 19: end for
into M groups based on Eq. O Output:
7 St 0; The global model #7 !
8: while |S*| < K do

3.2 Estimating client’s data heterogeneity

If the server were given access to clients’ data label distributions, selecting clients would be relatively straightforward
[37]. However, privacy concerns typically discourage clients from sharing such information. Previous studies have
explored the use of multi-arm bandits for inferring clients’ data heterogeneity from local model parameters, or have
utilized a validation dataset at the server to accomplish the same [31} 140} 43]. In this section, we demonstrate how
to efficiently and accurately estimate data heterogeneity using local updates of the output layer of a neural network
in a classification task. Figureillustrates the last two layers in a typical neural network. The prediction q € R is
computed by forming a weighted average of signals z € R” utilizing the weight matrix W € R¢*/ and bias b € R

3.2.1 Local updates of the output layer

An empirical investigation of the gradients of the output layer’s weights while training with FedAvg using mini-batch
stochastic gradient descent (SGD) as an optimizer is reported in [34]. There, the focus is on detecting the presence of
specific labels in a batch rather than on exploring the effects of class imbalance on the local update. To pursue the latter,
we focus on the correlation between local updates of the output layer’s bias and the client’s data label distribution; we
start by analyzing the training via FedAvg that employs SGD and then extend the results to other FL algorithms that
utilize optimizers beyond SGD. We assume that the model is trained by minimizing the cross-entropy (CE) loss over
one-hot labels — a widely used multi-class classification framework. The gradient is computed by averaging contributions

of the samples in mini-batches, i.e.. VpLer = 7 351 Yon_y VL& (x| y(3m)) where B denotes the batch
size, [ is the number of mini-batches, x(9"™ is the n-th point in the j-th mini-batch and y(j m) e [C] is its label. The
contribution of x"™) to the i-th component of the gradient of the output layer’s bias b can be found as (details provided

in Appendix[6.3)

j,n . in)v Zc i exp(q‘(:jm)) . i, €Xp q(j’n)
Vbiﬁ& ) _ I{i = y(L /)} = 7> X +I{i # y(m L)}C(—l(j)ﬂl)’ 4)
Y1 €xp(ge ) > e exp(ge™)
where I{-} is an indicator, qU"") = [qij’"), . 7qg’")]T =W -z 4 b is the output logit for signals z(/") € RF

corresponding to training point (X(j’"), yUm) (see Fig. , and where C' denotes the number of classes. We make the
following observations: (1) the sign of 3/ -th component of Vbﬁgé”) is opposite of the sign of other components;
and (2) the 3/"™)-th component of Vbﬁgén) is equal in magnitude to all the other components combined. Note that the
above two observations are standard for neural networks using CE loss for supervised multi-class classification tasks.

In each global round ¢ of FedAvg, the selected client & starts from the global model §* and proceeds to compute local
update in R local epochs employing an SGD optimizer with learning rate 7). According to Eq. ] the i-th component of
local update Ab(*) is computed as

B
A = -2 DDV LE”, 3)

j=1ln=1r=1
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where Vy, E(Cjﬁn’r) denotes the gradient of bias at local epoch r. Note that the local update of client k, Ab(¥), is

dependent on the label distribution of client k’s data, D*) = [ng), ey DgC )]T and the label-specific components

of qU) which change during training. We proceed by relating expected local updates to the label distributions; for
convenience, we first introduce the following definition.

Definition 1 Let B~ be the subset of local data B that excludes points with label i. Let s~ (x) € [0,1]¢ be
the softmax output of a trained neural network for a training point (x,y) € B~". The i-th component of s~*(x),
s; "(x), indicates the level of confidence in (erroneously) classifying x as having label i. For convenience, we define
& = E(xw)NBﬂ‘ [s;l(x)] , Vi € [C}

In an untrained/initialized neural network where classifier makes random predictions, £; = 1/C} as training proceeds,
&; decreases. By taking expectation and simplifying, we obtain (details provided in Appendix [6.4)

C
E [Abgﬂ — R <D§k> Se- &-) : (©)

c=1

where ng) denotes the true fraction of samples with label 7 in client k’s data, Z?ﬂ ng) =1.

3.2.2 Estimating local data heterogeneity

We quantify the heterogeneity of clients’ data by an entropy-like measure defined below. Let D*) denote the label
distribution of client &’s data; its entropy is defined as H(D*)) & — ch':l ka) In ng) < InC'. Recall that more
balanced data results in higher entropy, and that H (D(k)) takes the maximal value when D*) is uniform. The server
does not know D) and therefore cannot compute H (D*)) directly. We define

H(DW) & H(softmax(Ab®), TY), @

where softmax(Ab®), T); = exp(Abgk)/T)/ Zil exp(Abék)/T), 1 <4 < Cjhere T is a scaling hyper-parameter

(so-called temperature). Note that even though we can compute H (D™) to characterize heterogeneity, ng) and &;
remain unknown to the server (details in Appendix[6.5).

Theorem 1 Consider an FL system in which clients collaboratively train a model for a classification task over C'
classes. Let D™ and D) denote data label distributions of an arbitrary pair of clients u and k, respectively. Moreover,
let U denote the uniform distribution, and let ) and R be the learning rate and the number of local epochs, respectively.
Then

1 (e &\ 2 R
E|[fmD®) - ap®)] > - [ 12 HDW . H o HD<") —UH -
where C = —"R("R&C;QT C) ind § = max; Z%l e _ &l

The proof is provided in Appendix [6.6] As an illustration, consider the scenario where client u has a balanced dataset
while the dataset of client & is imbalanced; then || D*) — U3 is relatively large compared to ||D(*) — Ul|,. The bound
in (8) also depends on §, which is reflective of how misleading on average can a class be; small § suggests that no class
is universally misleading. As shown in Appendix during training § gradually decreases to 0 as ch=1 &; decreases
to 0.

3.2.3 Generalizing beyond FedAvg and SGD

The proposed method for estimating clients’ data heterogeneity relies on the properties of the gradient for the cross-
entropy loss objective discussed in Section [3.2.1] However, for FL algorithms other than FedAvg, such as FedProx [23]],
FedDyn [1]] and Moon [20], which add regularization to combat overfitting, the aforementioned properties may not hold.
Moreover, optimization algorithms using second-order momentum such as Adam [[18] deploy update rules different
from SGD, making the local updates no longer proportional to the gradients. Nevertheless, HiCS-FL remains capable
of distinguishing between clients with imbalanced and balanced data. Further discussion of various FL algorithms with
optimizers beyond SGD are in appendix [6.8]and [6.9]
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3.3 Heterogeneity-guided clustering

Clustered Sampling (CS) [[12] uses cosine similarity [28] between gradients to quantify proximity between clients’ data
distributions and subsequently group them into clusters. However, cosine similarity cannot help distinguish between
clients with balanced and those with imbalanced datasets. Motivated by this observation, we introduce a new distance
measure that incorporates estimates of data heterogeneity H (D™). In particular, the proposed measure of distance
between clients « and k that we use to form clusters is defined as

Ab® . Ab*) >

_Ab - Ab H(D®) — F(p®)
b JAB] V| @)~ DY), ©

Distance(u, k) = Aarc cos <
where the first term is akin to the cosine similarity used by CS with the major difference that we compute it using only
the updates of the bias in the output layer, which is much more efficient than using the weights of the entire network; A
is a pre-defined hyper-parameter (set to 0.1 in all our experiments). For small A, the second term dominates when there
are clients with different levels of statistical heterogeneity; this allows emergence of clusters that group together clients
with balanced datasets. The second term is small when clients have data with similar levels of statistical heterogeneity;
in that case, the distance measure reduces to the conventional cosine similarity.

3.4 Hierarchical Clustered Sampling

To select K out of NV clients in an FL system, we first organize the clients into M > K groups via the proposed
Hierarchical Clustered Sampling (HiCS) technique. In particular, during the first [ N/ K] training rounds the server

randomly (without replacement) selects clients and collects from them local updates of Ab(¥); the server then estimates

H? (D)) for each selected client & and clusters the clients using the distance measure defined in Eq. @ LetGY,...,GY,
denote the resulting M clusters at global round ¢, and let H! = ‘G—ll Y kea,, Ht (D) characterize the average

heterogeneity of clients in cluster m, m € [M]. Having computed H! , HiCS selects a cluster according to the
probability vector 7%, and then from the selected cluster selects a client according to the probability vector pf, . The two
probability vectors 7! and pt, are defined as

¢ exp(y' f1) exp(y' Hy,) | Pk PE|G ) 10
™ = ]\J tit Yt A] tit b m AR b ( )
Zm:l GXp(’}/ Hm) Zm:l exp(v Hm) ZkeGm Dk ZkEGm Dk
where k1, ..., k|g,,| are the indices of clients in cluster G, Y = 70(1 — %) denotes an annealing hyper-parameter,

and 7T is the number of global rounds. The annealing parameter is scheduled such that at first it promotes sampling
clients with balanced data, thus accelerating and stabilizing the convergence of the global model. To avoid overfitting
potentially caused by repeatedly selecting a small subset of clients, the annealing parameter is gradually reduced to
~t 2 0, when the server samples the clusters uniformly. The described procedure is formalized as Algorithm

3.5 Convergence analysis

Adopting the standard assumptions of smoothness, unbiased gradients and bounded variance [7]], the following theorem
holds for FedAvg with SGD optimizer.

Theorem 2 Assume Fy(-) is L-smooth for all k € [N]. Let 0' denote parameters of the global model and let F(-) be
defined as in Eq. |I| Furthermore, assume the stochastic gradient estimator gy (0') is unbiased and the variance is
bounded such that E || g (6") — V F(0?) || < o? Let 1 and R be the learning rate and the number of local epochs,

respectively. If the learning rate is such thatn < g7 L =, R > 2, then

, w2 1 [(F(8°) — F(6) =
in [VEE] ST( Fraait

N
Zwkok> (11)

t=0 k=1

where Ay, As, ® are positive constants, and w', is the probability of sampling client k at round t.

Note that only the second term in the parenthesis on the right-hand side of the bound in Theorem [2]is related to the
sampling method II. Under Assumption|[I]

L exp ( D( )))
E 2 < E _ .
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If the server samples clients with weights proportional to py, the statistical heterogeneity of the entire FL system may

be characterized by H s = 22[:1 Pk %p. If all clients have class-imbalanced data, H ,; is small and thus

random sampling leads to unsatisfactory convergence rate (as indicated by Theorem 2). On the other hand, since the
pr exp(y" H' (D))

S 1 oy exp(aP AT(DOY) ) e

training starts, Hp is large because the server tends to sample clients with higher py exp(y*H(D®*))); as * decreases,

‘Hr eventually approaches H ;. Further details and the proof of the theorem are in Appendix

clients sharing a cluster have similar data entropy, the proposed HiCS-FL leads to w}, =

4 Experiments

Setup. We evaluate the proposed HiCS-FL algorithm on three benchmark datasets (FMNIST, CIFAR10 and CIFAR100)
using different CNN architectures. We use four baselines: random sampling, pow-d [8]], clustered sampling (CS) [12]
and DivFL [2]. To generate non-IID data partitions, we follow the strategy in [42]], utilizing Dirichlet distribution
with different concentration parameters o which controls the level of heterogeneity (smaller « leads to generating
less balanced data). In a departure from previous works we utilize several different « to generate data partitions for a
single experiment, leading to a realistic scenario of varied data heterogeneity across different clients. To quantify the
performance of the tested methods, we use two metrics: (1) average training loss and variance, and (2) test accuracy of
the learned global model. For better visualization, data points in the results are smoothened by a Savitzky—Golay filter
with window length 13 and the polynomial order set to 3. Further details of the experimental setting and a visualization
of data partitions are in Appendix [6.1]and [.10}

4.1 Average training loss and variance

FMNIST. We run FedAvg with SGD to train a global model in an FL system with 50 clients, where 10% of clients are
selected to participate in each round of training. The data partitions are generated using one of 3 sets of the concentration
parameter « values: (1) {0.001,0.002,0.005,0.01,0.5}; (2) {0.001, 0.002,0.005,0.01,0.2}; (3) {0.001}. These are
used to generate clients’ data so as to emulate the following scenarios: (1) 80% of clients have severely imbalanced data
while the remaining 20% have balanced data; (2) 80% clients have severely imbalanced data while the remaining 20%
have mildly imbalanced data; (3) all clients have severely imbalanced data. Note that Hns monotonically decreases
as we go through settings (1) to (3). For a fair comparison, pow-d and DivFL are deployed with their ideal settings
where the server requires clients to precompute in each round a metric that is then used for client selection. Figure 2]
shows that HiCS-FL outperforms other methods across different settings, exhibiting the fastest convergence rates and
the least amount of variance. Particularly significant is the acceleration of convergence in setting (1) where 20% of
the participating clients have balanced data. Figure d[a) shows that when all clients have severely imbalanced data,
HiCS-FL performs similarly to [12] (as expected, see Section [3.3)), helping achieve significant reduction of training
variations as evident by a smooth loss trajectory.

FMNIST Setting (1): Selected Clients K = 5 from 50 Clients FMNIST Setting (2): Selected Clients K = 5 from 50 Clients FMNIST Setting (3): Selected Clients K = 5 from 50 Clients
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Figure 2: Test accuracy for the global model on 3 groups of data partitions of FMNIST dataset.

CIFAR10. Here we compare the performance of HiCS-FL to FedProx [23] running Adam optimizer [[18]] on the task of
training an FL system with 50 clients, where 20% of clients are selected to participate in each training round. Similar
to the experiments on FMNIST, 3 sets of the concentration parameter « are considered: (1) {0.001,0.01,0.1,0.5,1};
(2) {0.001,0.002,0.005,0.01,0.5}; (3) {0.001,0.002, 0.005,0.01,0.1}. The interpretation of the scenarios emulated
by these setting is as same as in the FMNIST experiments. Figure 3] demonstrates improvement of HiCS-FL over all
the other methods. HiCS-FL exhibits particularly significant improvements in settings (2) and (3), where 80% of the
clients with extremely imbalanced data benefit from 20% of the clients with either balanced or mildly imbalanced data.
The advantage of HiCS-FL in setting (1) where all clients have relatively high data heterogeneity is relatively modest
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(see Fig.3) because the system’s Hyy is relatively large (see discussion in Section[3.3)). It is worth pointing out that
in Figure 4(b) the variance of HiCS-FL increases because HiCS-FL gradually reduces 7, eventually becoming plain
vanilla random sampling.

CIFAR10 Setting (1): Selected Clients K = 10 from 50 Clients CIFARLO Setting (2): Selected Clients K = 10 from 50 Clients ~ CIFAR10 Setting (3): Selected Clients K = 10 from 50 Clients
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Figure 3: Test accuracy for the global model on 3 groups of data partitions of CIFAR10 dataset.
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Figure 4: Average training loss and standard deviation of of HiCS-FL compared to 4 baselines both in setting (3) on
FMNIST and CIFAR10 datasets. More results provided in appendix [6.12]

CIFAR100. As in the CIFAR10 experiments, we compare HiCS-FL to FedProx running Adam optimizer but now
consider training of an FL system with 100 clients, where 20% of the clients are selected to participate in each
round of training. We consider two settings of the concentration parameter «: (1) {0.001,0.01,0.1,0.5,1} and (2)
{0.001,0.005,0.01,0.1, 1}. Setting (1) emulates the scenario where clients have a range of heterogeneity profiles, from
extremely imbalanced, through mildly imbalanced, to balanced, while setting (2) corresponds to the scenario where

80% of the clients have extremely imbalanced data while the remaining 20% have balanced data. The system’s H&)

for setting (1) is larger than ’HSI) for setting (2), which is reflected in a more significant improvements achieved by
HiCS-FL in the latter setting, as shown in Figure[3}

4.2 Accelerating the training convergence

In this section, we report the communication costs required to achieve convergence when
using HiCS-FL, and compare those results with the competing schemes. For brevity, we
select one result from each experiment conducted on the considered three datasets, and
display them in Table[T] As can be seen from the table, HiCS-FL significantly reduces
the number of communication rounds needed to reach target test accuracy. On FMNIST, — Clsteredo
HiCS-FL needs 60 rounds to reach the test accuracy 0.75, achieving it 2.5 times faster @  — HicsLours)

0.10 —— pow-d, d = 100

test accuracy for the global model (smoothened)

—— Random Sampling

—— Clustered Sampling

than the random sampling scheme. On CIFAR10, HiCS-FL requires only 123 rounds o Mo e o0 e

to reach 0.6 test accuracy, which is 7.3 times faster than random sampling. Acceleration
on CIFAR100 is relatively modest but HiCS-FL still outperforms other methods, and
does so up to 1.63 times faster than random sampling.

As also illustrated in Table. [I]that HiCS-FL provides the reported improvements without
introducing major computational and communication overhead. The only additional
computation is due to estimating data heterogeneity and performing clustering utilizing
bias updates, which scales with the total number of classes but does not increase with

—— pow-d, d = 100

005 —— DiVFL (ideal)
(b) —— HiCS-FL (ours)

test accuracy for the global model (smoothened)
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—— Clustered Sampling

the size of the neural network model |6%|. Remarkably, HiCS-FL outperforms pow-d, CT Gebalrounss
Clustered Sampling and DivFL in convergence speed, variance and test accuracy while . )
requiring significantly less computations. More details are provided in appendix [6.13] Figure 5: CIFAR100 acc.
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Table 1: The number of communication rounds needed to reach a certain test accuracy in the experiments on FMNIST,
CIFAR10 and CIFAR100. The columns “extra comp." and “extra comm." denote the computation and communication
complexity of additional operations in each sampling scheme compared to random sampling. All results are for the
concentration parameter setting (2).

FMNIST CIFAR10 CIFAR100
Scheme acc=0.75 | speedup | acc=0.6 | speedup | acc=0.3 | speedup extra comp. | extra comm.
Random 149 1.0x 898 1.0x 549 1.0x - -
pow-d (ideal) 79 1.8x 1037 0.9% 770 0.71x o(let]) o(|6*])
CS 114 1.3% 748 1.2x 530 1.03x o(|6*)) -
DivFL (ideal) 478 0.3x 1417 0.6% 1345 0.4 x o(|6*)) O(!é)t‘)
HiCS-FL (ours) 60 2.5x% 123 7.3% 336 1.63x o0(C) -

5 Conclusion

In this paper, we studied federated learning systems where clients that own non-IID data collaboratively train a global
model; the system operates under communication constraints and thus only a fraction of clients participates in any
given round of training. We developed HiCS-FL, a hierarchical clustered sampling method which estimates clients’
data heterogeneity and uses this information to cluster and select clients to participate in training. We analyzed the
performance of the proposed heterogeneity estimation method, and the convergence of training a FL system that deploys
HiCS-FL. Extensive benchmarking experiments on three datasets demonstrated significant benefits of the proposed
method, including improvement in convergence speed, variance and test accuracy, accomplished with only a minor
computational overhead.
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6 Appendix

6.1 Details of the Experiments

6.1.1 General Settings

The experimental results were obtained using Pytorch [26]. In the experiments involving FMNIST, each client used
a CNN-based classifier with two 5 x 5-convolutional layers and two 2 x 2-maxpooling layers (with a stride of 2),
followed by a fully-connected layer. In the experiments involving CIFAR10/CIFAR100, each client used a CNN-based
classifier with three 3 x 3-convolutional layers and two 2 x 2-maxpooling layers (with a stride of 2), followed by
two fully-connected layers; dimension of the hidden layer was 64. The optimizers used for model training in the
experiments on FMNIST and CIFAR10/CIFAR100 were the mini-batch stochastic gradient descent (SGD) and Adam
[[L8], respectively. The learning rate was initially set to 0.001 and then decreased every 10 iterations, with a decay
factor 0.5. The number of global communication rounds was set to 200, 500 and 1000 for the experiments on FMNIST,
CIFAR10 and CIFAR100, respectively. In all the experiments, the number of local epochs R was set to 2 and the size of
a mini-batch was set to 64. The sampling rate (fraction of the clients participating in a training round) was set to 0.1 for
the experiments on FMNIST, and to 0.2 for the experiments on CIFAR10/CIFAR100. For the sake of visualization,
data points in the presented graphs were smoothened by a Savitzky—Golay filter [29] with window length 13 and the
polynomial order set to 3.

6.1.2 Hyper-parameters

In all experiments, the hyper-parameter p of the regularization term in FedProx [23]] was set to 0.1. In the Power-of-
Choice (pow-d) [8] selection strategy, d was set to the total number of clients: 50 in the experiments on FMNIST
and CIFARI10, 100 in the experiments on CIFAR100. When running DivFL [2], we used the ideal setting where
1-step gradients were requested from all client in each round (regardless of their participation status), similar to the
Power-of-Choice settings. For HICS-FL (our method), the scaling parameter 7" (temperature) used in data heterogeneity
estimation was set to 0.0025 in the experiments on FMNIST and to 0.0015 in the experiments on CIFAR10/CIFAR100.
In all experiments, parameter A\ which multiplies the difference between clients’ estimated data heterogeneity (used
in clustering) was set to 0.1. In all experiments, the number of clusters m was for convenience set to be equal to the
number of selected clients K. The coefficient 7" was set to 4 in the experiments on FMNIST and CIFAR10 while set to
2 in the experiments on CIFAR100. To group clients, both Clustered Sampling [12] and HiCS-FL (our method) utilized
an off-the-shelf clustering algorithm performing hierarchical clustering with Ward’s Method.

6.2 Empirical Validation of Assumption

To illustrate and empirically validate Assumption|l} we conducted extensive experiments on FMNIST and CIFAR10
with the same model mentioned in Section[6.1} In particular, we varied o over 250 values in the interval [0.01, 50] to
generate data partitions allocated to 250 clients; entropy of the generated label distributions ranged from 0 to In 10
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(maximum). In these experiments, we allowed all clients to participate in each of 500 training rounds. To facilitate
the desired study, in addition to these 250 clients we also simulated a super-client which owns a data set aggregating
the data from all the clients (the set of labels in the aggregated dataset is uniformly distributed). In each round, clients
start from the initialized global model and compute local gradients on their datasets; the super-client does the same
on the aggregated dataset. The server computes and records squared Euclidean norm of the difference between the
local gradients and the “true” gradient (i.e., the super-client’s gradient). In each round, the difference between the local
gradient and the true gradient changes in a pattern similar to what is stated in Assumption|[I] As an illustration, we plot
all such gradient differences computed during the entire training process of a client. Specifically, the server computes
the difference between local gradient and the true gradient in each round of training, obtaining 250 x 500 = 12500
data points that correspond to 250 data partitions. For better visualization, we merged adjacent points.

The results obtained by following these steps in experiments on FMNIST and CIFAR10 are shown in Figure[6] For a
more informative visualization, the horizontal coordinate of a point in the scatter plot is H (D)), while the vertical
coordinate is ||,V Fy (6') — n,VF(6")||”. The dashed lines correspond to the curves y = — exp(J [z — H(Do)])p + &
that envelop the majority of the generated points. In the case of FMNIST, the blue dashed line is parametrized by
8 =1.0, p =0.13, and k = 0.14 while the green dashed line is parametrized by § = 1.5, p = 0.025, and x = 0.022;
these two lines envelop 95% of the generated points. In the case of CIFAR10, the blue dashed line is parametrized by
8 =2.0, p=0.30, and x = 0.36 while the green dashed line is parametrized by 8 = 1.8, p = 0.15, and x = 0.20; as
in the other plot, these two lines envelop 95% of the generated points. As the plots indicate, the difference between the
local gradient and the true gradient increases as H (D(k)) decreases, implying that the local gradient computed by a
client with more balanced data is closer to the true gradient.

Fitting simulation points on FMNIST with negative exponential functions  Fitting simulation peints on CIFAR10 with negative exponential functions

o 0141 g . = -
5 Pt o Soas{ TTTTmmmmamll
® 012 . T, o [ . 'A ~~
g * o 2o~ o ) [ t° S
o . ~. % 030 o Cege o~
2010 1 : ches o s s .... .‘..: . o \\\
- ~
® A AL Y I E T el BTl Le N
= 195 H-L I Y S 20254 3 e S e o e et N
£ 0.08 . ® 2 ot ~ 5] . H . .. Y
% [ . .'o.‘. '.' e N 5 .e . o % *, \
3 . 0 o0 ° . © ) .e p
500671 ° & o o %0 WO Fp ew oy 2020 gre-to_er . e, ol N
T . to "oy o addle SN 3 e v TTEeo D AP
ol ST, S el s L

H A . LR A Ol Y = Su_ et \
- 004 o e e o BF,m £ o015 . 8.
@ LY . L] b3 o Stgee
o . . ® Sl gpe’ o H . LAY
E 0.02 —-—--———---_’__:__‘o". ”?\ \ B % ..}}\
g & simulation points Il T \\ § 01071 4 simulation points »
$ 0001 ==y =-0.13*np.exp(1.0¥(x-In10)} + 0.15 '”*-.._. \\ g ==y =-0.30%exp(2.0%(x-In10)) + 0.36 '\
% ==y = -0.025*np.exp(1.5%(x-In10)) + 0.022 It i 0054 —— ¥y =-0.15%xp(1.8%(x-In10}) + 0.20 .

T T T T T T T T T T T

0.0 0.5 10 15 2.0 2.5 0.0 0.5 1.0 15 2.0

x: H(Dk) x: H(DK))
(a) FMNIST (b) CIFAR10

Figure 6: Visualization of the difference between local gradients and the global gradient (evaluated if all the data is
centrally collected).

6.3 Gradient of the output (fully connected) layer’s bias

Given a batch of samples (x(7™), (")), the cross-entropy loss is readily computed as

! B (4,m) ! B
Lop == 30> o i) SIS, e (e (13)

C B
Jmln=l  Doe—p OXD (qy ")) o e

~

L
g™ =" wg 2§ + b, (14)
d=1

where B is the batchsize; [ is the number of mini-batches; C' is the number of classes; d is the dimension of the hidden
space; z((f ) denotes the d-th feature in the hidden space given sample x(/") in the j-th batch; wq,c and b, denote the
weight of 2/ ™) and the bias for the neuron that outputs the probability of the class c, respectively; and g™ is the
corresponding output logit on class ¢. The gradient of the bias b; given sample x(/"™) can be computed by the chain rule
as

oLey oLy o agPm™

i 0Q g ol

; (15)
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where
exp (7))
Q= G\
£, exn (107)
Then
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09 _ o®(4h) (S e (a)) —ew (4) QT oum e (47)
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By plugging Eq. [T8and[I9]in Eq. [T3] we obtain

. (o) . (jom)
OLE" _ _ Zeryom oxp (a) G, 0L exp (7)o ()
b, c Gy =Y g T e Gy TEA Y
i > e €XP (qc ) i > eq €XP (qc’ )

6.4 Expectation of the local update

(Ze0 (7))

ZCC' 16Xp( Jn )).

By combining Eq. f]and [5]and taking expectation, we obtain
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Note that

C C ,
Zgz = ZE(x,y)NB*i [si_’(x)]
=1 i=1
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+
(=2 Jexp(gd)  C-1

A comparison to Lcg in Eq. reveals that as Lcg decreases during training, so does Zle &;. Given an un-

trained/initialized neural network model, &) = 1/C for Vi € [C], i.e., ZLC:1 E=—-z5+ % = 1. At global round
T,if Lgg =0, then 0 &7 = — & + £; =0,

6.5 Privacy of client’s data label distribution

According to Eq. [f] the server is able to obtain C'linear equations from each client,

C
(R)| _ (k) _ < ;
E [Abi ] =nR (Di ;ec a) ,for Vi € [C], (23)
C
S D =1, (24)
i=1

where C' denotes the number of classes. Suppose E[Abgk)] are known by the server. Then ng), the variables in the
aforementioned equations, cannot be determined uniquely since there are C' variables and C + 1 equations. Therefore,
the server is unable to infer clients’ true data label distribution and the privacy of D¥) is protected.

6.6 Proof of Theorem ]

In Section |6.3| we derived an expression for the gradient of the bias in the output layer given a single sample (x"™), y)
in the mini-batch. It is worthwhile making the following two observations:

+ the sign of the yU"")-th component of V}, ngz/) (x(@m) 4G is opposite of the sign of the other components;
and

+ the y"™)-th component of Vbﬁ(] " (xGm) y(3m) is equal in magnitude to all other components combined.

Proof: Let Ab(F) = [Ab(lk), cee Ab(clf)] denote the local update (made by client k) of the bias in the output layer of the

neural network model, and let D(*) = [ng), e D(c]f )] be the (unknown) true data label distribution, Zil D,Ek) =1.
Assuming the learning rate 7 and R local epochs, the expectation of the local update of Ab(¥) is
c
E [Abg’ﬂ =R (Dﬁ’“) e - &-) : (25)
c=1

Data heterogeneity can be captured via entropy, H(DW®) = — ZC D *) 1y D(k) where higher H(D*)) indicates
that client k& has more balanced data. However, since We do not have access to the chent s data distribution, we instead
define and use as a measure of heterogeneity H(D*)) £ H (softmax(Ab(*) T)), where

exp(Ab{”/T)

softmax(Ab®) | T); = ,
S5 exp(Ab /1)

(26)
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and where T' denotes the temperature of the softmax operator. Suppose there are two clients, u and &, with class-
balanced and class-imbalanced data; let D@ and D) denote their data label distributions, respectively, while DW) and
D(*) are computed by softmax(Ab(*), T') and softmax(Ab(*), T'). Without a loss of generality, we can re-parameterize
D) ag

c
DM =eU+ > 6Z;, 27)
i=1
where U = [é, ey %] denotes uniform distribution; ¢-th component of Z; is 1 while the remaining components are 0;

€ and ¢; are all non-negative such that e + Zil €; = 1. We can always set min; ¢; = 0; otherwise, let € =t min; €;
and e; = ¢; —minj ¢;, Vi € [C]; € quantifies how close is D) to U. Due to the concavity of entropy,

C
H(D™) > eH(U) + Y ;H(Z;) = elnC. (28)
i=1

We will find the following lemma useful.

Lemma 1 For two probability vectors p and q with dimension C, the Kullback—Leibler divergence between p and q
satisfies

1
KLD(plq) > 5 Ip — all . (29)

c
where |[p —qll; = 22y [pi — 4l

For the proof of the lemma, please see [[10]. Applying it, we obtain

. . 10 - 2 1. 2
KLD(D"|[U) = H(U) ~ H(DW) = 5 [ - UH >3 HDW - UH . (30)
1 2
Combining Eq. [28]and Eq. [30] we obtain
. . 1~ 2
H(DW) ~ H(D®) 2 (e~ 1)InC + 3 HD(’“) —UH . 31)
2
By taking expectations of both sides,
. . 1 . 2
E[H(D®) - HOW)| > (B[] - 1)l C + SE {HD(’“) - UHQ] . (32)

. 2
Since H’D(k) — UH is convex (composition of the Euclidean norm and softmax), according to Jensen’s inequality
2

E [H(ﬁ(“)) - H(ﬂk))} > (E[d — 1)InC + % Hﬁ(k)(]E[Ab(’“)]) - U‘ z , (33)

where

exp (nR (D§’“> T 6 - gi) /T)
52 exp (nk (D S, €.~ &) /1)

Selecting T" such that nR (Dz(k) Zle E— Ei) /T is sufficiently small and applying the first-order Taylor’s expansion

DHF (E[Ab®)), = (34)

of e” around 0, we obtain

c C c c c
3 exp <nR (Dg.’“ Soe- 5j> /T> =Y 1+n9RY <D§’“> e @-) /T =C, (35)
Jj c=1 J J c=1
where Zle D§-k) = 1. This leads to a simplified D*) (E[Ab(*)]),

1+ 1R (ng> O & - 5) T

DY (E[ABY]); = -

(36)
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Substituting Eq. [36|for the second term on the right-hand side of ineq. [33|leads to

Now, consider

HD E[Ab*

Taking expectations of both sides,

Hw)

C
E|(e—1DU+Y eZ
i=1

_U=

2
v-vl- (&)

C
(e-DU+) eZ;
1=1

i=1

The above inequality holds component-wise, so for the j-component (¢; = 0)

Therefore,

E[é(e

Taking absolute value of both sides yields

By applying the triangle inequality we obtain

Let 0 = max; | & 25:1 Ee —

Furthermore, since E[e] — 1 < 0,

Note that

c c 2
> <D§’“> e - &)
c=1

—E {15(’@ - U} > P (E[Ab®]) — U.

1 (u) (u) 77R (D§U) 25:1 5c — Ej)
— 1)+ 6] =E[5(c = 1)] > D (E[AbM]); — U; = - .
o R (D‘§u>zfﬂgﬁ£j) R (D§“) Zlefc—&)
6]_ T miln T
(v w _ 1 ¢ 18
‘E[]—1|<—max ZS — & x|(D; _6);&: 5i+6;5c
w 1% nR <
|EH*1|< me 6;5C+?miax 6;& &
|- Since Y7, €. < €& = 1, it holds that
Efe] — 1] < " max| DY) é’yz{%(;
N w 1| nR
— >77 \ ) P
B B C‘ T’
2 . o , C 9
c— &g == D(k)f— c i — .
£ 5) ((l C)szle 5+CC=215>
C 2 C 2
? C c C — c 7

(37

(38)

(39)

(40)

(41)

(42)

(43)

(44)

(45)

(46)
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Therefore,

1
c c (k) C c
D: 1 & (k)
2 Ee L Ee — Ec+—= — DV
- 9 h B 47
(C ) e, o1 2
(o) By
c=1 =1 C
c 1 & 1 & 1 c w
+2<Za> (CZ&OZ&*CZ&ZDZ 51>
c=1 c=1 c=1 =1 i=1
c 2 ¢ w1 2 c 1
> (25) ZZ;(DZ —c> +2<;5C> (C;&—maxgj>
c 2 ¢ 1\ 2
> (Zec> Z(Dz’“)—c> gy
c=1 i=1
Substituting the above expression in Eq. [33] we obtain
. N RInC 1 RInC
(w)y _ N (w_ L] _nivnt
E[H(D ) — H(D )}_ 7 ma ‘Dj = 0 48)
2
1/ nR 2 /C w1 2 nR 2
5 (27) @5 2 (P"-5) ~lor) ® “9)
and, therefore,
(&Y 2 pRInC
AWy _ Py > = 1T (k) _ _namt o) _
e ) - o] > 3 (3 e ot - vl - 2 o v —es
where ¢ = 1RRLC°TInG) [ |

C?T?
6.7 Convergence Analysis

Here we present the convergence analysis of an FL system deploying FedAvg with SGD wherein only a small fraction
of clients participates in any given round of training. Recall that the objective function that comes up when training a
neural network model is generally non-convex; we make the standard assumptions of smoothness, unbiased gradient
estimate, and bounded variance.

Assumption 2 (Smoothness) Each local objective function Fy,(-) is L-smooth,

VA0 ~ VR, < L0 o} o1

I

Assumption 3 (Gradient oracle) The stochastic gradient estimator gy (0") = VF.(0,") + ¢ for each global
round t and local epoch r is such that
E[G,"] =0 (52)
and
B[l | 1657] < o (53)
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With these three assumptions in place, we provide the proof of Theorem [2] stated in the main paper. The
proof relies on the technique previously used in [7, [39], where the sampling method is unbiased and thus

E|%>iest Zle Ik (F)ZT)] = Z,If:l Zle prVF5(0;"). We provide a generalization that holds for any sampling
strategy, resulting in E [% Y kest SE (0?)} =N SF WIVE, (6,7, where w}, denotes the probability of

sampling client k in round ¢ under sampling strategy II. Note that 25:1 w} = 1. We assume that all clients deploy the
same number of local epochs R and use learning rate 7 at round .

6.7.1 key lemma

Lemma 2 (Lemma 2 in [39]) Instate Assumptions and For any step size n such that n <
holds that

si, for any client k it
E [ll%r - mﬂ < 5R*(0? + 6Ra?) + 30R%? | VF(6")”. 54)
Proof of Lemma[2} For any client k € [N] and r € [R],
" [ngr B "t”ﬂ = U 6y -0 — ngk(GZ’TI)HQ]

= ]E[Hefc’r_l -0 — n(gk(é’i’_l) — VFk(GZ’T_l) + VFk(QZ’T_l)
_ VFk(Ht) + VFk(Ht) — VF(Qt) + VF(Qt))HQ]

1
(145 )]
_(+2R—1)

4 6RIPE HVF;C(HZ”"”) — VE(6)

9217”—1 _ et

2 2
+n’E Hgk(%’“l) - VFk(9Z’T_1)H

2
+ 6R°E ||gi(VFL(6") — VF(0")||”

+6Rp°E | VF(0))| (55)

1
<(1+ 55
+ 6Rn’o} + 6Ry°E || VF(6")

1
= (1 212 IE’
( +2R_1+6R7] )

+6R)’E ||VF(0)|

§(1+Rl_1>1@‘

Unrolling the recursion yields

2 2
otk,rfl . et + 7720_2 4 6R772L2E ‘ altc,’l“fl . et

I

2
0, = 6" +n’c” + 6Ryo}

o, — o * e 4 6Rn’0} + 6Ri°E | VF (0% .

R r—1
el - o1) <3 (14 ) (e oot + o vr)f)

r=1
R
1 (56)
<(R-1) (1 + R1> —1 (n202 + 6Rn’c} + 6Rn*E HVF(Gt)H2)
< 5Ry? (0% + 6Ro}) + 30R%* | VE(6Y)[| .
|
6.7.2 Proof of Theorem 2]
The model update at global round ¢ is formed as
1 R
t+1 _ pt t,r
0 =0" =05 Y D> k(0. (57)

keSt r=1

18



arXiv

where 6**! and §* denote parameters of the global model at rounds ¢ + 1 and ¢, respectively, and QZ’T denotes parameters
of the local model of client k after r local training epochs. Let

‘e ZZg (0:")- (58)
kestr 1

Taking the expectations (conditioned on #%) of both sides, we obtain

E[F(0'™")] =E [F(0" — nAY)]

< P - (VEE).E () + Lo o]

= F(0") +n(VF(0"),E [RVF (") — RVF(0') — A']) + %nQ]E [HNHQ} (59)
= F(0") — Ry ||VF(0")|* +n (VF(©"),E [RVF(0") — AT]) +Ln2 E[[a’].
Ay Ay

Inequality (a) in the expression above holds due to the smoothness of F'(-) (see Assumption . Note that the term A
can be bounded as

Ay = (VF(0"),E[RVF(0') — A'])

R
= <VF(9t) RVF(0') — % Z > k(6 ]>
N R
= <VF(9) [RVF(6")] ZZ WiV FL(0 )>

N R
= VRVF(#!), - —=E VE.(0,") — VF(6
kZ_lw< ”m;( e(0") <>>>
)y R N R 2 ) N R 2
@ FIVFOI + 53 wlB |5 (VRO - TP - 573 wiB |5 VR(L)
b) N R 2
(§§HVF o + = szE S (VEL(8ET) - VFk(et))‘ (60)
= r=1
1 XN R 2 N R 2
t t,r
+E; ; (VEL(0Y) — VF(8Y)) —ﬁ;w};ﬂi ;vpk(ok )
(C)R 112 ¢ R - 12
< 5 [VFE@| +ZwkZEHVFk<ek’ )= VE(0")|
k=1 r=1
N R
+3 Wi Y E||VEL(0") - VF(0"))| —72%1@ va (07
k=1 r=1
d R 2

Z F(0}")

)

< 5 IVF@)I° +L2Z%ZEH9” 0’| +szk0k QRZ%E

where equality (a) follows from (x,y) = 3 (1|1 + [lylI* = [lx — y|I*). inequality (b) is due to ||x + y||* < 2|x|* +

2 ||ly ||, inequality (c) holds because 130 2 H2 <ndo,| ?, and inequality (d) follows from Assumptionsand
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By selecting n < g7 L + and applying Lemmalwe obtain

R

R (|2 2 t 2/ 2 2 2 2 ty (|2
A< S |[VE@)| + L ;wk; [5377 (02 + 6Ro?) + 30R> | VF(6")|| }
N | R 2
+ RZw,ﬁaz - 3R Zw,i]E ZVFk(GZ’T)
k=1 k=1 r=1
v 61)
= (lj + 30L2R3n2> IVF(6")||* + 5L2R*P0® + 30L°R*n* Y who?
k=1
N 1N R 2
t 2 t t,r
+RY wiop - o D> wiE (> VEL(60;)
k=1 k=1 r=1
Furthermore,
T . )
Ay =E ||| SN a6y
L keSt r=1
& 14k e st ’
- K Z { € }Z etr
L k=1
1S 1k € st} & ’
=E||>. 5 Do) = VE(0)") + VE(6")
| k=1 r=1 i 2 62)
N R N R
a I{k € S . . I{k € S* .,
@Wg [ Z%Z%(@Z’ )= VE@O)|| | +E [ Z%ZVW@Z’ ) ]
k=1 r=1 k=1 r=1

2
® (& 1k e 8 & \ . N ke st || 8 i
=k [Z{K}Z lox(657) = VE(OL)|7| +E Z% S VE(6")
k=1 r=1 k=1 r=1
© N R ?
< R+ WwiEY VE0;)|
k=1 r=1

where equation (a) holds because E gk(OZ’T) — VE k(@,i’r)] = 0, inequality (b) stems from the Jensen’s inequality, and
inequality (c) is due to Assumption

Substituting inequalities (61 and (62)) into inequality (59) yields
E[F(6)] < F(8") — Ry |VE(O))|> + 1 (VF(6),E [RVF(8") — A']) + 2P E I

2
———
Az

L
F(0") — Rn< — 30L°R? 2) IVE@6Y)|]” + <5L2R2n3 + 2Rn2> o’ (63)

ZVFk (67)

Ay

N
+ (30L*R%y® + Rn) Y who + (277 — ) ZwkE
k=1

Iftn < ﬁ, it must be that % —30L%R?*n? > 0 and %172 -k = < 0, leading to

E[F(0')] < F(¢") - Rn< —30L°R? 2) [VF@Y?

N (64)
LR
5L2R*n3 + 2772) o® + (30L°R*y + Rn) Y w07
k=1
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By rearranging and summing from ¢ = 0 to ¢t = 7 — 1 we obtain
T-1

E[F(O7)] - F(6°) < Rn( — 30L°R? 2) S IvEE)
t=0
LR T-1 N
+ <5L2R2n3 + 2772) To? + (30L2R® + Rn) > "whof
t=0 k=1 (65)
—Rp ( — 30L°R? 2) 7 min IVE@Y?
T-1

N
S whot.

LR
+ <5L2R2173 + 2772) To? + (3OL2R3773 + Rn)
t=0 k=1

Let 0* denote the optimal model’s parameters, i.e., F((0*) < F(6*)Vt € [T]. Then

. 1 [ F(6°) — F(6%) =2
min |[VE@)|]* < = [ 2L+ A whot | + @, (66)
R R W
3 10L?Rn*+Ln)o>
where A; = Ry (1 — 30L2R%*)?), A, = W and & = %

6.8 Regularization Terms in the Objective Function

The proposed method for estimating clients’ data heterogeneity relies on the properties of gradient computed for the
cross-entropy loss objective. However, the method also applies to the FL algorithms other than FedAvg, in particular
those that add a regularization term to combat overfitting, including FedProx 23], FedDyn[1] and Moon [20]. In the
following discussion, we demonstrate that HiICS-FL remains capable of distinguishing between clients with imbalanced
and balanced data when using these other FL algorithms.

6.8.1 FedProx
The objective function used by FedProx [23] is
Lo = Lom + S l077 = 0" (67)

prox

where HZ’T is the vector of client k’s local model parameters in the r-th local epoch at global round ¢. Therefore,
contribution of sample (x(j )yl *”)) to the gradient of Lo« in local epoch r is

oLy oLgm” A
i S A CHE (68)

where bY" = [b}", ... bi'] denotes parameters of bias in the output layer of the local model, and b* = [b}, ..., b
denotes parameters of the global model at round ¢. We assume the model is trained by SGD as the optimizer, and hence

851()'3(’)?771_1) aE(CjI::n,rfl)
mM——F,

LT pt — pbr—l bt =, —ZCE_ — tr—1 _ pt
Therefore, )
t,r t S r—1—s aﬂgEnys) r—1/1t t
by —bi=—n: Z(l — Meft) o T (1 —mep)" (b5 — b7)
- . (70)
- r—1—s 8£8En75)
= Z(l—mﬂ) b,
and thus ) o) . )
oL oLl o T
B = o K ;(1 — nefs) o (71)
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Taking expectation of both sides yields

l (F,m,r
]
j=1n=1r=1

= | —E[I{i =y} > & +E[I( # yI™)E;
)

(72)
R
1—(1-— r—1
=3 | -DP Y e+ (1 - DM)e; (1 - WL(W‘)>

r=1 c#i Mept
R C
=S ( DMN" e, +51> :
r=1 c=1

where ¢” = (1 — )" ~% > 0 provided 7; and p are sufficiently small. Therefore, the expectation of the local update
of bias in the output layer satisfies

C
 [ab¥)] = on <D§k> Se.- s) , 73

where C' = Zle c". Eq. is similar to the expression for the expectation of the local updates of bias when
applying FedAvg presented in the main paper; clearly, the analysis of HiCS-FL done in the context of FedAvg extends
to FedProx.

6.8.2 FedDyn

For FedDyn [[1], the objective function in local epoch r at global round ¢ is

t,r t,r t—1,R pt,r Koy pt,r 2
Lo =L — (VLS00 ) + Sl =o', (74)
where R denotes the total number of local epochs. The first order condition for local optima implies
VLG = VL (0" —0") =0, (75)
and, therefore,
t,r t—1,R
OLan _ Oaw’ — (BT —0t)
0b; 0b; ¢ !
oLyt
= Zdm piLE _ bt.—l) (BT — bt
8[) M( 4 (2 /‘L( 7 7«)
t—1
e GRS BTG
T=1
t—1 (76)
S DL a’)
T=1
t—1 tr—1
0L,
= AV —p | — y R
M;Zﬂ<ntab»+l i
t—1 r—1 t,s
oLy
=— AT L
u; 7 <s=1 T ) :
where bt" = b7, ..., b5 denotes the bias parameters in the output layer of the local model at local epoch 7, and
where Ab” = [AbT, ..., AbZ] is the local update of the bias at round 7. Since
oLy, =
- = ZAb (77)
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it holds that
8532 t—1 t—1
S =y AV A+ MZAbT = —pu(1+ pme) Y Ab]
7 =1 =1
and
6[:1‘3 t—1

T=1 T=1

By induction,

aLt,r t—1

dyn __ r—1 T
o, = —pu(1+ ) ™Y AB

T=1
Therefore, the expectation of the local update of bias in the output layer at round ¢ can be computed as

R

E[Abgk“} = (1 +pm)™ untZE[Ab(k) ]

r=1 T=1

= ((1+ pm)"® Z]E [Ab(k) }

Since the objective function of E [Abgk)’l} coincides with that of FedAvg,

C
E a0 =mR <D§’“) > - &-) ,

c=1

where 7; is the learning rate at global round ¢ = 1. Then,

C
E {Abgkﬂ] =mR ((1+ )" —1) (ka) ;& - &)
C
= a1as <D§’“> e &) :

c=1

where a; = 7 R and as = (1 + uno)™ — 1. Furthermore,

c
E |:Ab§k)73:| = a1a3(1 —+ 112) (Dz(k) ch — 51> ,

c=1

C
E [Abfk)74:| = a1a4(1 + a9 + a3z + agag) (Dz(k) Z gc - (2) y
c=1
and

C
E |:Ab£k)75:| = a1a5(1 +ag + as + a4 + agas + a3y + a2a3a4) <Dl(k) z Sc - g,) .
c=1

By induction,

c t—3 t—1 T+i
E [Abg’“)ﬂ = <D§’“) doe - &) arag - (1 +Y D Ir+i<t) Has>
c:lc =0 7=2
—a <D§’“> e &) :
c=1

t—1 t—1
= Y AV + ( uZAbT (1 + pPne) Y Ab] > —p(1+ ) > ADT.
v T=1

(78)

(79)

(80)

(81)

(82)

(83)

(84)

(85)

(86)

87)

(88)

(89)

(90)

where a; = (1 + pn:)® — 1 and a = a;a; (1 + Zf;g’ 23—212 I(r+i<t) HT'H ) > 0. After comparing Eq. 1@)
with its counterpart in the case of FedAvg, we conclude that the previously presented analysis of HiCS-FL extends to

FedDyn.
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6.8.3 Model-Contrastive Federated Learning (Moon)

Moon [20] relies on the objective function with a contrastive term

exp(sim(zU™) Z(J "y /T
Lonoon = Bi ZZ[’(J ) — ulog p( ( glob )/ )
Jj=1n=1

- G G 91
exp(sim(z0-m), 2357 ) /T) + exp(sim(z0-n zpﬁev )/T)
where z(7™) denotes the output of the feature extractor of the local model 6%, zéfog)

of the global model ¢, and zf,fé(f) is the output of the feature extractor of the local model in the previous round 9271.

Since the contrastive term does not depend on the parameters of bias in the output layer, it holds that

ob;  Ob;
Since the expectation of the local updates of bias in the output layer coincides with the one in case of FedAvg, previously
presented analysis of HiCS-FL extends to Moon.

is the output of the feature extractor

6.9 Optimization Algorithms Beyond SGD

Optimizers beyond SGD utilize different model update rules which in principle may lead to different properties of the
local update of the bias in the output layer. However, for several variants of SGD, the properties of the local update of
the bias remain such that our presented analysis still applies.

6.9.1 SGD with momentum

In each local epoch 7, SGD with momentum updates the model according to

my" = umfj (1 - ) VLG, (93)
g =my, (94)
0;,7” _ 0}?7‘ 1 nt‘g;,r7 (95)
where mZ’T denotes the momentum in the r-th local epoch, p is the weight for the momentum, and m',;’l = Vﬁéé. Then
R
Al =) 9" (96)
r=1
where
myt = VL, 97)
my” = Vﬁéé + (1= m) VLS, (98)
mi = WL + (- W)L o
= VL + n(l — W) VLEE + (1 — ) VL.
Therefore,
my" = "IV LE + (1 - Z [T v (100)

T=2
and thus we have

R

AGL = —n, (Z( TIVLeg + (1 Zm TVEEE) + VL ) : (101)
r=2 T=2

Similar to the discussion in the previous section,

R T C
E [Abg’“)} = (Z <;ﬂ”1 +1-wy MT) + 1) (Dg’“) e - &) (102)
T=2

r=2 c=1
C
—a (pg@ e - a-) (103)
c=1

where a = n; (Zf:g (P A =p) > 7))+ 1) > 0. Similar result is obtained when SGD applies Nesterov
acceleration as long as the optimizers are not using second-order momentum.
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6.9.2 Adam Optimizer

Recall that the two observations regarding the gradient of Lcg still hold when training the model with an adaptive
optimizer such as Adam [[18]]. However, Adam updates the model differently from SGD. In particular, each entry of the
gradient has an adaptive learning rate tied to its magnitude. With an SGD optimizer, the magnitude of the i-th entry of

the local update of bias Ab(¥) is approximately proportional to the fraction of the samples with label 7, Dl(k) Gf é&; is
small),

C
E [Abgk)} — R (ng) ;5 - a-) . (104)

However, this observation does not hold when using the Adam optimizer for the local update because each entry has a
different learning rate 7, ; and thus

C
E {Abﬂ =R (DE’“) ; o — &) . (105)

Although the magnitude of E {Abgk)} is no longer approximately proportional to D,Ek), we can utilize the sign of
E 2] e,
it D > D, then P (B [a6] > 0) > P (B [a6("] > 0). (106)

Suppose client & has highly imbalanced data, i.e., H (D(k)) is small. Then the maximal component max; ng) is much
larger than the other components; in fact, it is likely to have only one positive component in the local update of bias
Ab®) . On the contrary, suppose client u has balanced data and thus H (D)) is large. The maximal component

max; DE“) is then very close to the other components, and it is likely to observe larger number of positive components

in the local update of Ab(*). While characterizing P(E[Abgk)] > () appears challenging, we can empirically infer that
client u with more balanced data has a local update of bias Ab(*) with more positive components. With

H(D™) £ H(softmax(Ab™, T)), (107)

H(D™) £ H(softmax(Ab®), T)), (108)

H(D™) is more likely to be larger than H(D*)). The examples of estimated entropy when utilizing Adam as the
optimizer are provided in Section. [6.11]

6.10 Visualization of Data Partitions

To generate non-IID data partitions we follow the strategy in [42], utilizing Dirichlet distribution with different
concentration parameters « to control the heterogeneity levels. In particular, the number of samples with label ¢ owned

(OFN .
by client k is set to %,where Xi(l), cey Xi(N) are drawn from Dir(«) and N; denotes the total number of

j=1
samples with label 7 in the overall dataset. For the setting with multiple «, we divide the overall training set into ||
equal parts and generate data partitions according to the method above. Figures [7]and [§]illustrate the class distribution
of local clients by displaying the number of samples with different labels; colors distinguish between magnitudes — the
darker the color, the more samples are in the class.

6.11 Examples of Estimated Entropy

To further illustrate the proposed framework, here we show a comparison between the estimated entropy of data label
distribution and the true entropy. Specifically, Figures [9]and[T0|show that the entropy estimated by the proposed method
is close to the true entropy; the experiments were conducted on FMNIST and CIFAR100, using SGD and Adam as
optimizers, respectively. As stated in Theorem|[T} the clients with larger true entropy are likely to have lager estimated
entropy. In case where the model is trained with Adam, estimated entropy of data label distribution is not as accurate
as in the case of using SGD. Figures|I 1|and|12|compare the performance of estimating entropy with SGD and Adam
optimizers for the same setting of c. Notably, as shown in the figures, the method is capable of distinguishing clients
with extremely imbalanced data from those with balanced data.
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Figure 7: Results on CIFAR10. Training data is split into 50 partitions according to a Dirichlet distribu-
tion (50 clients). The concentration parameter is as follows: (1) « € {0.001,0.01,0.1,0.5,1.0}; (2) a €
{0.001,0.002,0.005,0.01,0.5}; (3) « € {0.001,0.002,0.005,0.01,0.1}. The figures (a), (b) and (c) correspond

to settings (1), (2) and (3), respectively.
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Figure 8: Results on CIFAR100. Training data is split into 100 partitions according to Dirichlet distribu-
tion (100 clients). The concentration parameter is varied as follows: (1) @ € {0.001,0.01,0.1,0.5,1.0}; (2)
a € {0.001, 0.005,0.01,0.1,1.0}. The figures (a) and (b) correspond to settings (1) and (2), respectively.

6.12 Additional Experimental Results

In this section, we report average training loss and standard deviation obtained by running experiments on FMNIST,
CIFAR10 and CIFAR100 datasets using the same settings as those described in Section[din the main paper, aiming
to characterize convergence of the global model trained with different methods. Figures [I3] [I5]and [I7)show that the
average local training loss follows a similar pattern as the test accuracy of the global model, and that HiCS-FL (ours)
outperforms all other methods. Figures[I4]and [T6]shows that HiCS-FL has the lowest standard deviation in almost all
settings. Standard deviation of HiCS-FL increases during training since the sampling policy 7* converges to random
sampling as described in Section [3.4]in the main paper. However, heterogeneity of FMNIST dataset does not have a
major effect on standard deviation, likely due to relative simplicity of FMNIST as compared to CIFAR10.
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Figure 9: The estimated entropy of data label distribution in experiments on FMNIST with SGD as the optimizer. The
parameter « for the two figures: (a) a € {0.01,0.02,0.05,0.1,0.2}; (b) « € {0.001,0.002,0.005,0.01,0.5}
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Figure 10: The estimated entropy of data label distribution in experiments on CIFAR100 with Adam as the optimizer.
The parameter « for the two figures: (a) @ € {0.001,0.01,0.1,0.5,1.0}; (b) « € {0.001,0.005,0.01,0.1,1.0}.
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Figure 11: The estimated entropy of data label distribution in experiments on CIFARIO with a €
{0.001,0.01,0.1,0.5,1.0}. (a) The result of the experiments using SGD as the optimizer. (b) The result of the
experiments using Adam as the optimizer.
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Figure 12: The estimated entropy of data label distribution in experiments on CIFAR with o €
{0.001,0.002,0.005,0.01,0.5}. (a) The result of the experiments using SGD as the optimizer. (b) The result of
the experiments using Adam as the optimizer.
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Figure 13: Average training loss of HiCS-FL and the competing methods on 3 groups of data partitions of FMNIST; the
concentration parameter « follows the stated settings (1)-(3).
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Figure 14: Standard deviation of training loss of HiCS-FL and the competing methods on 3 groups of data partitions of
FMNIST; the concentration parameter o follows the stated settings (1)-(3).
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Figure 15: Average training loss of HiCS-FL and the competing methods on 3 groups of data partitions of CIFAR10;
the concentration parameter « follows the stated settings (1)-(3).
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Figure 16: Standard deviation of training loss of HiCS-FL and the competing methods on 3 groups of data partitions of
CIFARI10; the concentration parameter « follows the stated settings (1)-(3).
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Figure 17: Average training loss of HiCS-FL (in red) and the competing methods on 2 groups of data partitions of
CIFAR100; the concentration parameter o follows the stated settings (1)-(2).

6.13 Computational and Communication Complexity

We compare the communication and computational costs of HiCS-FL with those of the competing methods, including
Power of Choice (pow-d) [8], Clustered Sampling [12] and DivFL [2]], and map them against random sampling. In
its ideal setting, pow-d selects K clients with the largest local validation loss among all NV clients. To compute the
local validation loss at the beginning of a global training round ¢, the server must send the global model to all clients.
Compared to the random sampling strategy where the global model is sent to only K clients, pow-d must transmit
additional (N — K)|6"| model parameters. Moreover, pow-d requires all clients to compute validation loss of the global
model 0 on local datasets, which incurs additional O(N |6?|) computations. While communication requirements of
Clustered Sampling do not exceed those of random sampling, the server must run a clustering algorithm on the local
updates of dimension |#?| (the same as gradients). DivFL relies on maximizing a submodular function to select the
most diverse clients based on all clients’ gradients, leading to a transmission overhead and additional computation
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involving |#*|-dimensional gradients. In our experiments, DivFL has consistently required the longest training time
and memory usage due to its dependence on the submodularity maximizer. Our proposed method, HiCS-FL, does not
require any additional transmission of model parameters; furthermore, in HiCS-FL the server clusters clients based on
their local updates of the bias in the output layer, which is low-dimensional and model-agnostic. Overall, HiCS-FL
requires negligible computational overhead to significantly improve the performance of non-iid Federated Learning.
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