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Guaranteed Privacy-Preserving 7{. -Optimal Interval Observer Design
for Bounded-Error LTI Systems

Mohammad Khajenejad and Sonia Martinez

Abstract— This paper furthers current research into the
notion of guaranteed privacy, which provides a deterministic
characterization of the privacy of output signals of a dynamical
system or mechanism. Unlike stochastic differential privacy,
guaranteed privacy offers strict bounds on the proximity
between the ranges of two sets of estimated data. Qur approach
relies on synthesizing an interval observer for a perturbed
linear time-invariant (LTI) bounded-error system. The design
procedure incorporates a bounded noise perturbation factor
computation and observer gains synthesis. Consequently, the
observer simultaneously provides guaranteed private and stable
interval-valued estimates for a desired variable. We demon-
strate the optimality of our design by minimizing the #..
norm of the observer error system. Furthermore, we assess the
accuracy of our proposed mechanism by quantifying the loss
incurred when considering guaranteed privacy specifications.
Finally, we illustrate the outperformance of the proposed
approach to differential privacy through simulations.

I. INTRODUCTION

The preservation of data privacy and security has be-
come a pivotal concern in the oversight of cyber-physical
systems (CPS) and their public credibility. Malicious actors
can expand the scope of their attacks by extracting valu-
able information from the numerous physical, control, and
communication components of the system; inflicting harm
upon both the CPS and its users. While this data may
initially be hidden, such information may be inferred by
the examination of other mixed data, which made available
either unintentionally or to provide a system-wide service.
Consequently, a significant endeavor is underway to develop
resilient control strategies that ensure data security within
these systems [1]. This manuscript contributes to this area of
research by examining a new concept of guaranteed privacy
and its application in dynamic system estimation.

Literature Review. Numerous information-theoretic no-
tions have been proposed to measure the concept of pri-
vacy, and these definitions can be put into practice when
dealing with the analysis of real-time data streams [2]. A
main approach to this is differential privacy [3], originally
proposed for the protection of databases of individual records
subject to public queries. A system handling sensitive inputs
achieves differential privacy through the randomization of its
responses. This randomization is carefully designed to ensure
that the distribution of publicly disclosed outputs remains
relatively insensitive to the data contributed by any individual
participant. This concept has been broadened and applied
across various domains, including machine learning and
regression [4]-[6], control, estimation, and verification [7],
[8], multi-agent systems (consensus, message passing) [9]—
[11], as well as optimization and games [12]-[14].

Considering dynamic settings, differential privacy has
been applied to filtering, assuming either that the statistical
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characterizations of uncertainties are known [15] or that
there is no disturbance [16]. However, these approaches are
not applicable to bounded-error settings where uncertainties
are only assumed to be bounded (set-valued) with unknown
distributions. In such settings, interval observers [17], [18]
are capable of providing guaranteed and uniformly bounded
state estimates. The work in [19] proposed a differentially
private mechanism to augment an existing interval observer
for LTI systems. This was done via an input perturbation
mechanism, by which stochastic bounded-support noise was
added to each individual’s data prior to sending it to the
observer. The existence of such initial stable observer (i.e, a
stabilizing gain) was assumed to be granted. Moreover, after
the injection of the additional stochastic perturbation, neither
the correctnes, i.e., the framer property of the observer, nor
its stability were re-evaluated. While [19] provided a first
design method that is inclusive of differential privacy, the
question of guaranteed-private-stable and optimal design was
left unaddressed, which this paper contributes toward.

Contributions. We start by refining a new notion of guar-
anteed privacy, which characterizes privacy in terms of how
close the ranges of two set-valued estimates of the published
data are, i.e, how small the distance of the set-estimates
and how big their intersection are. As opposed to stochastic
differential privacy, guaranteed privacy is deterministic, i.e.,
provides hard and quantifiable upper bounds for the distance
between any two possible values belonging to the guaranteed
set of estimates of the published data. Then, we synthesize an
interval observer for a perturbed LTI bounded-error system,
though designing a bounded noise perturbation factor, as well
as observer gains. Our observer design, which is correct-
by-construction, returns guaranteed set-valued estimates of
a desired variable, which is a function/transformation of the
system state. This allows us to reserve the choice of observer
gains and perturbation factor to satisfy both stability and
privacy. Hence, the synthesized observer simultaneously re-
turns guaranteed private and stable interval-valued estimates
of the desired variable. Further, we show that our design
is optimal, in the sense that it minimizes the H., norm of
the observer error system. Finally, we study the accuracy
of our proposed mechanism by quantifying the loss due to
considering guaranteed privacy specifications. This results in
designing guaranteed privacy-preserving observers that are
optimal in the sense that they minimize the corresponding in-
accuracy due to the perturbations. Furthermore, the designed
mechanisms are robust against uncertainties in environment,
in the sense of considering the worst-case scenario. Finally,
our design approach is based on solving a mixed-integer
semi-definite programs (MISDP), with the main advantage
that it does not require us to impose additional constraints,
and hence conservatism, as is the case for the semi-definite
programming (SDP)-based solutions. In other word, our
proposed solution is tight.


http://arxiv.org/abs/2309.13873v2

II. PRELIMINARIES

In this section, we introduce basic notation, as well as
preliminary concepts and results used in the sequel.

Notation. R™ R™*P and R™sq denote the m-
dimensional Euclidean space, the sets of m by p matrices,
and nonnegative vectors in R™, respectively. Also 1,,,0,,,
and 0,,,x, denote the the vectors of ones and zeros in R™,
and the matrix of ones in R™*?, respectively. Further, R? "
and D™ denote the spaces of n by n positive definite and
positive diagonal matrices, respectively. Given M € R™*P,
M represents its transpose, M;; denotes M’s entry in
the i row and the j" column, M® £ max(M,0,,x,)
(component-wise), M = M® — M, |[M| & M® + M®,
and omax(M) £ max, |[Mz|2 st [|zlls £ Y0 2?2 =1
denotes the maximum singular value of M. Furthermore,
for a,b € R",a < b means a; < b;,Vi € {1,...,m},
while diag(D!,..., D") denotes a block diagonal matrix
with diagonal blocks D',..., D", Further, a function
0 :R>0 — Ry is of class K (resp. K) if it is continuous,
and strictly increasing (resp. if is of class K and also
unbounded). Moreover, k& : R>g — R>g if of class KL if
for each fixed &k > 0, x(.,t) is of class K and for each
s > 0, k(s,t) decreases to zero as ¢ — oo. Finally, given

any arbitrary sequence {s5}3%, ||s]le, = /X5, [[sx]|2 and
l|s]le.. = supyex ||sk||2 denote its £5 and £o, signal norms.

Definition 1 (Intervals). An m-dimensional interval T =
[2,Z] C R™, is the set of all real vectors z € R™
that satisfy z < z < Z. Moreover, diam(Z) = |z —
2zlloo & maX;e(1,... my |[Zi — 2;| denotes the diameter or in-
terval width of T, while ¢ & 5452 is the center of L. Finally,
IR™ denotes the space of all n-dimensional intervals, also
referred to as interval vectors.

Note that for a general convex set S, diam(S) denotes the
diameter of S, i.e., maxy ges |4 — ¢'|lco-

Proposition 1. [20, Lemma 1] Let A € RP*" and x < x <
T ER™ Then, ATa — A T < Az < ATx — A~z. As a
corollary, if A is non-negative, Az < Ax < AT.

III. PROBLEM FORMULATION

A. System Assumptions

Consider a set of IV linear time invariant discrete-time
bounded-error systems (agents) with the following dynamics:
Tj, = Az + Dt Az + Wiy,
yi =Clal + Vivl,

where k € K £ NU {0},i € {1,...,N},z} € [z},7}],
zi € R is the state vector of the agent i and w}, € T, £
[w’,@'] C R™ is a bounded process disturbance. Further-
more, at time step k, every system (agent) ¢ takes (originates)
a distinct privacy-sensitive vector-valued measurement signal
yi € R™', which is affected by v} € T £ [v',7'] C R",
a bounded sensor (measurement) noise signal. Finally, A* €
Rn“xnlvwi c Rn%xnzuvci c lexnl and Vi c lexnz
are known constant matrices, while A%, j £ 4, represent
coupling matrices that capture the influence of the other
agents on the agent ¢. Unlike to the work in [19], we do not
impose any restrictions on W, The global system dynamics
can be constructed by the agents and with n £ Zﬁl n'

1)

states and m = vazl m! outputs, as the following plant:

G . lors = Az + Wy,
"k =Cxp+ Vo,

where z( is unknown, but satisfies z, < xo < ZTo. Moreover,

& 2" (&) Ve e {z,y w0},
J & diag(J',...,JN), VYJe{W,C,V},
Ay = Ai,Aij = Aji,Vj #1,Vi € {1,...,N},

and the data z,To, A,C, W,V are assumed to be public

information. Furthermore, the bounded general state and

measurement noise signals satisfy § < &, < &,V¢ € {w, v},
= -1 -N

where € £ [(£)7, ... (&) T, E2 (). (&)

There is an operator, whose objective is to obtain interval-
valued estimates of z, given by: 2z, = Txj = Zij\ilFix};,
where I can be any arbitrary matrices. The variable zj
represents a special output of the system, e.g., a selection
(subset) of the individual states or outputs or a linear combi-
nation of these, which can be used for subsequent decisions
including future agents’ actions (cf. Section [VIl for a specific
example concerning a dynamic market). The estimates of zy
should satisfy z;,, < z; < Zj, and be as tight as possible.

To do this, the operator employs interval estimates of xg,
which in turn depend on the system data outputs yx. The
goal of the operator is to ensure that the publicly released
interval estimates of zj, Zr = [z1.,2;] = M(yx), which
are functions of the data yy, ensure the privacy of the data
in a guaranteed manner. The rationale behind this concern
lies in the potential for extracting fresh insights about the
multi-agent system through interval estimates of zj. This
can be accomplished, for instance, by exploiting linkage
attacks. In such scenarios, an adversary can deduce novel
information about specific individuals [21] by combining the
newly published information with additional side knowledge.

Hence, to address this concern, the operator aims to
satisfy a deterministic notion of privacy, which ensures that
the publicly released z,,%Z); guarantee hard (deterministic)
privacy bounds for each agent’s data. To achieve this, the
operator/system designer perturbs the state equation as well
as the output signal y;, and consequently 2, by some inten-
tionally added bounded noise/disturbance, and a perturbation
factor is being designed such that the set-valued estimates of
zk, corresponding to two close enough, i.e., adjacent outputs
y and y;,, are hard to be distinguished by the adversary.

The synthesis of the interval-valued estimates is being
done through an H-optimal interval observer, which is for-
mally introduced via the following sequence of definitions.

(@)

Definition 2 (Interval Framer). The sequences {z;, Tk},
are called lower and upper framers for the states of system
G if Ywy, € [w,@],/‘y’vk € [v,7],z), <z, < ). Further, any
dynamical system G whose states are framers for the states
of G, i.e., any (tractable) algorithm that returns framers for
the states of @), is called an interval framer for G.

Definition 3 (Input-to-State Stability & Interval Observer).
An interval framer G is input-to-state stable (ISS), if the
Sframer error e, 27— ;. is bounded as follows:

lexllz < k(llegllz, k) + 0(10alle.) VEEK,  (3)
where 65 = [0) 61T £ [(@ —w)" (T —v)"|" is the aug-
mented vector of noise widths, while k and 0 are functions
of classes KL and Ko, respectively. An ISS interval framer



is called an interval observer.

Definition 4 (#..-Optimal Interval Observer). An interval

observer G is Hoo-optimal if the Hoo gain of the dynamic
. . . = . = A
system in the state estimation error G, ie., ||G||n. =

e’ . e . ..
Sups . I - ley , s minimized, with its minimum value called
@70 [[05 ey

the observer’s noise attenuation level.

Note that we do not assume that such an observer exists,
rather we want to synthesize it while satisfying privacy
specifications with deterministic bounds. This is formalized
via the notion of guaranteed privacy as described next.

B. Guaranteed Privacy

To formally define guaranteed privacy, we use a version
of adjacency relation. Let ) denote the space of measured
signal sequences {yx } >0, and p > 0 be given. A symmetric
binary relation on ), denoted Adj,, identifies the types of
variations in y that we aim to make hard to detect.

Definition 5 (p Adjacency Relation). Given p > 0, and any
y,y' in a vector space ),

Adj,(y,y') if and only if ||ly — y'||2 < p. (4)

Such interpretation of adjacent datasets implies that a
single participant possibly contributes additively to each y*
in a way that its overall impact on the dataset y is bounded
in 2-norm by p. Before formally introducing the notion of
guaranteed privacy, we provide some insights about what
we aim to achieve by satisfying this notion of privacy in
bounded-error settings. Our goal is to ensure that the set-
valued estimator mapping (or mechanism), i.e.,

M(yr) = Zi £ 21, %)

is private in the sense that an adversary cannot distinguish
between p-adjacent data as they produce very close outputs
(i.e. the inversion of M leads to a large dataset). To ensure
this, we design the mechanism M such that after some
large enough time step and for any two arbitrary p-adjacent
outputs ¥,%y’ and their corresponding set-valued estimates
2y = M(yr), 25, = M(y;.):
(i) the sets Z; and Z,’C remain close to each other, i.e., the
distance between the two sets is small, and
(ii) there is a large enough overlap (intersection) between
Zy, and Zj,.
These two properties, which are formalized through the
following definition, together imply that the sets Zj, and Z;,
are hard to be distinguished by the adversary, hence ensuring
that the estimator mapping M (yx) is private.

Definition 6 (Guaranteed Privacy). Let ¢, > 0, and D
be vector space equipped with the symmetric binary rela-
tion Adj, given in Definition B A deterministic set-valued
mechanism M : D — IR" is weakly e-guaranteed private

wrt. Adj,, if for all d,d" € D such that Adj,(d,d’), all
q € M(d), and all ¢ € M(d'), we have

lg—d'll2 < e )
Moreover, M is strongly (e, §)-guaranteed private w.r.t. Adj,
if it is weakly e-guaranteed private and the following holds:

diam(M(d) N M(d)) > §, (6)

where M(d) and M(d') are the entire interval range of M
applying to d and d', respectively.

The inequality in () ensures condition above, while
the one in (6) implies (@. So, if these two together hold for
sufficiently small e and large enough 4, then an adversary can
hardly distinguish between p-adjacent data as they produce
close outputs, i.e., the inversion of M leads to a large dataset.

It is worth mentioning that this notion of guaranteed
privacy is stronger than the one introduced in [22, Definition
3] for distributed nonconvex optimization. In other words,
Definition 6] implies the one in [22], but not conversely.
Further, we re-emphasize the difference between this notion
with that of differential privacy in [12], [13], [23]. Under
differential privacy, the statistics of the output of M, i.e.,
the probability of the values of M, is allowed to change
only slightly if there is a slight perturbation of the data y.
Instead, when guaranteed privacy is considered, the entire
range of the set-valued mechanism M is allowed to change
only slightly with respect to the perturbed data.

With this being said, our problem can be cast as follows:

Problem 1 (Guaranteed Privacy-Preserving Interval Ob-
server Design). Given system G, design a mechanism (or
mapping) M that simultaneously

e outputs framers for zj, through a to-be-designed framer
system (cf. Definition [2),

o ensures that the framer system is ISS, i.e., the framer
system is an interval observer (cf. Definition [3),

o satisfies the guaranteed privacy of data {yi}3, (cf
Definition [6)), and

o guarantees that the observer design is optimal in the

sense of Heo (cf. Definition ).

IV. GUARANTEED PRIVACY-PRESERVING INTERVAL
OBSERVER DESIGN

In this section, we introduce our proposed strategy to
design a guaranteed privacy-preserving mechanism (or map-
ping) for interval observer design, addressing Problem [1l
Our proposed approach is a threefold procedure. Before
describing the technical details of such procedure in the
following subsections, below, we provide a brief intuitive
overview of all the steps.

(i) First, we perturb system G by injecting additional set-
valued output noise and state disturbance, represented by
the to-be-designed perturbation factor o« > 0, to “hide” the
true value of the data and prevent it to be revealed by the
adversary. We assume the additional bounded perturbation
noise and disturbance, vy and wj, satisfy:

~ A —_ A=
2= av < g+ < av =9,

~ A _ A =X
W= ow < wy +wg < 0w =W,

where o will be designed later (along with other design
factors) to satisfy the desired properties of the mechanism.
After injecting the controlled perturbations vj} and w§, we
obtain the following perturbed system:

Tpy1 = Awp + Wabg, Wy € [@,_E],
Gp i Yk = Cap +Vig, O € [0,0], (7
Zk = I‘Ik.

We then propose an interval observer for G,, i.e., a set-
valued mapping/mechanism M, that outputs stable intervals
Z), = M(yg), that are guaranteed to contain true values of
zk, given output yj.

(ii) Next, we provide an upper bound for the distance
between z, € Z, = M(yg) and z;, € Z; = M(y;,),
corresponding to sufficiently close y; and 3k, by upper



bounding the distance between the centers of the intervals
Zj, and Z;. This results in sufficient conditions to guarantee
that Z;, and Z,’C remains close to each other.

(iii) Finally, we ensure that the summation of the radii of
Zj, and Z; remain bigger enough than the distance between
their centers. This implies that the two intervals have a large
enough intersection.

Note that (i)—(iii) together result in a guaranteed privacy-
preserving stable and optimal interval observer design, where
all these specifications are satisfied simultaneously using
six degrees of freedom: o, Q, P, L, N, T, designed through
Theorems 2] and F

A. Framer Structure

We start by proposing an interval observer for the per-
turbed system Gp, i.e., a dynamical system that outputs
correct and stable framers for z;. To do so, we first define
an auxiliary state &:

& = x — N(yp = Vig) = (I = NO)zy, = Ty, (8)
where 1" and N are to-be-designed observer gains satisfying
T+NC=1. 9)
Then, from (@), (8) and the fact that L(y; — Cx — Vi = 0)
for any observer gain L € R™*™, we obtain the following
equivalent representation for the dynamics of G,:
Eip1=T Ty 1=T (Axp+Wy )+ L (yp—Cxp—Viy)
= (TA — LO)xk + TWy, — TV + Ly
=(TA-LC)&ATWig—(T+HT A — LC)N)V iy,
+(L+ (TA—- LC)N)yy,
T =& + N(yk — V’Ok)
Next,

(10)

we propose the following framer system for (10):
= (TA-LC)®¢, ~(T A — LC)¢, + ik
+(TW)®w — (TW)®w + Z906 — Z90,
iy = (TA-LC)®§—(T'A = LC)TE, + Gk
G: HTW)®H — (TW)2 + 2% — 294,
z, =&+ (NV)20 — (NV)®F + Ny,

Tk :§k+(NV)e@—(NV)®Q+Nyk,

Set1

(1)

2k = F@ik - Fef}ca Zk = F@Tk - Feika
initialized at [Z],2]]", where Z £ (T + (TA — LC)N)V

and §i 2 (L+(TA— LC)N)y. Here, 2, Tk, 21, Z1. can be
interpreted as the “outputs” of G. The following proposition
shows that G indeed constructs a framer for G,, for all values
of the observer gains. This allows us to reserve the choice

of L, N, T and « to satisfy both stability and privacy later
(cf. Theorems [TH4).

Proposition 2 (Framer Progsrty) The state trajectory of
system (D, initialized at xo 20", frames the true state
of @) at each time step k, ie., x, § rr < T, Vk > 0.
Moreover, Vk > 0,2, < z, =Ty < Zy, i.e., 2k € [z, Zk]-

Proof. Starting from (I0) and applying Proposition [ to all
multiplications of matrices with uncertain vectors yields the
dynamics of the auxiliary variable, i.e., the first two equations
in (TI)). Then, from (8) we have z;, = £, +Nyp— NV, where
applying Proposition [I] again results in the third and fourth
equations in (II). Finally, the last two equations follow
follow from applying Proposition [ to zj, = I'zy,. [ ]

B. Observer Input-to-State Stability

In this subsection, we formalize sufficient conditions to
satisfy the stability of the proposed observer (II). These
conditions simultaneously satisfy some bounds on the H -
norm of the observer error dynamics, which is also required
in the next subsection where we provide guaranteed privacy-
preserving conditions. We begin by computing a linear
comparison system for the error dynamics.

Lemma 1. The observer error dynamics admits the folllwo-
ing linear positive comparison system:

G: ery1 = |TA— LClej + A5, where (12)

2(TW| LV + [NV}, 65 = adx £ aldy, 6,]"

Proof. Starting from (1), and defining 0; = ad, £ o3 —
s),Vs € {w,v}, as well as the observer errors e £ ), —
r., € {z, &, 2}, it is straightforward to obtain the following:

¢ 1 = [TA— LO|e§ + [TW |35 +12]65,  (13)
e = e + |NV|6,, (14)
er = |Tle. (15)

Next, combining and (I4) yields the following dynam-
ical system and its corresponding comparison system G for
the evolution of ef:

ety = |TA— LClef + |[TW oy
+(|(T+H(TA-LC))NV|+|NV|—-|TA—LC||NV|)d;
<|TA—-LClef +|TW |y + (ITV| + |[NV|)ds,

(16)
where the inequality follows from the sub-multiplicative
property of the absolute value operator. [ ]

Note that the observer error dynamics and its comparison
system G are discrete-time positive systems by construction.
Using this fact, the following theorem provides necessary
and sufficient conditions in the form a mixed-integer semi-
definite program (MISDP) for the stability of the comparison
system. Moreover, Theorem (1| provides an upper bound for
the Hoo-norm of G, which will be used later in Theorem 2
to derive sufficient conditions for privacy.

Theorem 1 (Observer Stability and Error Dynamics Upper
Bound). The error comparison system G is ISS and satisfies

1G] leillz 17
= 105 1l2

if and only if there exists (s, Pk, Z*, N*, f*) that solves the
following MISDP:

A
= sup
k>0

P |TA-LC| [[TW| [LVI+NV]] 0
* P 0 I'lvo, T4NCO=P,
* * ~I 0
* * * P
(18)

where P € D"§", T € R"*", v > 0, and L, N € R"*™.

Proof. First, note that by construction, G is a positive
discrete-time system. Hence, it follows from [24, Corollary
4] as well as applying Schur complement that G is stable and
satisfies if and only if there exists a positive diagonal



matrix P such that

P P|TA-LC| P||TW| |LV+|NV]|| 0

* P 0 'l w0 (19
* * vI

Moreover, note that since P is positive and diagonal, for
any matrix M we have (P|M|);; = Pi|M|;j = |PZ-1-MZ-J-| =
(IPM))i; = P|M| |PM]|. This, combined with (19) and
defining X £ PX,VX € {L, T, N} yields the results [ |

Remark 1. Note that the mixed-integer nature of the pro-
gram in (I8) stems from the existence of the absolute values.
The main advantage of taking an MISDP-based approach is
that it does not require us to impose further constraints, as
is the case for the SDP-based solutions. In other word, the
MISDP solution is tight. On the other hand, while the MISDP
in (I8) involves more computational complexity compared to
a typical SDP, it remains tractable using off-the-shelf solvers
such as CUTSDP. Additionally, it is important to note that
@8 is solved in an offline manner; i.e., it only needs to be
computed once for any given design. So, its computational
demands are quite minimal in contrast to online design
methods. Alternatively, via imposing supplementary linear
constraints, the error dynamics can be upper bounded by
another linear comparison system with no absolute values
involved. Hence, (38)) can be relaxed to an SDP with reduced
computational complexity. However, this comes at the cost of
introducing more conservatism and sacrificing optimality.

C. Guaranteed Privacy-Preserving Mechanism

In this section, we provide additional conditions to ensure
the proposed observer preserves the privacy of output
in a guaranteed manner (cf. Definition [6). To formalize our
results, we introduce a set-valued deterministic mechanism
(i.e., mapping M) that is needed to be weakly/strongly
guaranteed privacy-preserving in the sense of Definition
Note that given the measurement signal y; and by Proposi-
tion 2 the to-be-designed mechanism M outputs set-valued
estimates of the desired variable z, = Tz, € [z, Zg]:

M(y) = Zi £ (2., Z1], where
21, Z), are outputted by the observer (1),

where xj is the state of the perturbed system G,. The
following provides sufficient conditions for M to be a
weakly guaranteed privacy-preserving mechanism.

(20)

Theorem 2 (Weakly Guaranteed Privacy-Preserving Mecha-
nism). Consider the perturbed system G, in (). Let p,e > 0,
(v,P,L,T,N) be a solution to the MISDP in (IR), and
L =P~ 1L T=P~ 1T N = P~N. Then, the mechanism
M deﬁned m 20) is weakly e-guaranteed private w.r.t. Adj B
given in @), if for some n,a > 0, the following matrix
inequalities hold:

P TA—LC [L N] 0
* P 0 I
0 21
N . ol 0 =0, 2D
* * * P
om ([T yel|dall2 + 20m (T)np < €, (22)
where 5y =[5, 0 ]T.

Proof Consider two arbitrary z, € M(yi) = Zk = |21, Zk]
and z;, € M(y;,) = Z; = [z},,Z},], where yi, v}, € y such
that Adjp(yk,yk) i.e., ||lyx — yill2 < p. Defining e £z, —
2. and using the triangle inequality we obtain:

26 = 2ill2= [|(zx— c}) + (C/k —z,) + (Ck -
< 5llegll2 + llef l12) + 11977 [l2,

where 0;° £ ¢} — cz'. Moreover, let ¢} & (v, +7r), Vv €

{2,2',x,2'}, be the centers of the intervals Z, Z}, X =

[z, Tk], X[, = [z}, T}], where X, X are the interval-valued

state estimates returned by the proposed observer (L1)) using
Yk, Yy,» respectively. Further, from and we have

¢i =i =Tlef, (24)

where the first equality follows from the facts that the error
dynamics is not affected by the output signal y; and that

the initial error ef = e = Ty — z is a public information.
Combining (23)) and (24) returns

26 = 21 ll2 < om (TDleR N2 + 1165 12 (25)

Furthermore, from (20), the definition of th/e interv,al center,
and I'® — T'° =T, we obtain ¢ = I'c},c; =Tcf . Hence,

1657 2=l ci=ci; 2= (k= )2 < om (D)6 |2, (26)
where ;. £ef — ci/. This in addition to (23) yields

Zk» € _Zk

ci)ll2 (23)

ok = #hll2 < om(TDIEE 2 + om @IS 2 @D
On the hand, it follows from and Lemma [1] that:
llekllz < vlloall2- (28)
Combining and (28) returns:
Iz = 2kll2 < om(ITDYI0A]l2 + om DI l2- - (29)

Furthermore, from the first two equations in (1), we derive:
— —
(§k+1 + éfg-‘rl - (gk-‘rl + é;c-i—l))
= §(§k+1 - §k+1 + (§k+1 - é;c-i—l)) (30)
i L, L
= 3(TA-LC)(&+€, — (€ — &) + G — T,
= (TA-LC)§*+(L+(TA—LC)N)(yr—vy},)-
Similarly, the two equations in result in
S =0, + N(yk — v1) & N(yx — y;) =07 — 0. (3D
Plugging the term N (yx — y;,) from into (30) yields:
O =(A - LC )5C’”+L(yk Yi)+N (yk+1 Yir1) (32)

By [25, Lemma 2], 2I) implies that the system in is
stable and:

1857 12 < nlllye = yi) " (Wer1 = ar) 1" 12 < 200, (33)

where the factor 2 in the right hand side comes from
considering yx — ;. and Y41 —Y;,, as bounded norm inputs
to the system 1n which comblned with 22)) and -
rotrns [on 2t 2 (DAl s 20m (T < .

<3
6k+1

Theorem 2] provides sufficient conditions for weak privacy
of the proposed interval observer, by guaranteeing that the
interval-valued estimates of zj, corresponding to two adjacent
output values yj, and y}c, i.e., Z; and Z,’C, are close enough.
Next we provide sufficient conditions for strong privacy to
ensure that Z, and Z; have a large enough intersection,
which combined with the conditions in Theorem [2] implies
that the interval observer design is strongly private.



Theorem 3 (Strong Guaranteed Privacy). Consider the per-
turbed system G, and let I' has n. rows, and p,e,§ > 0.
Suppose the conditions in Theorems [I] and 2 hold, and con-
sequently, (v, P, L, T, N) is a solution to the MISDP in (I8),
@1) and @2). Let L = P 'L,T =P 'T,N=P~!N.
Then, there exists a time step K € N such that for k > K the
mechanism M defined in Q0) is strongly (e, d)-guaranteed
private w.rt. Adj, given in @, if

1
L1205 ]loc 2 —==min(2om(L)np, ) +0, (G4

z

where Q2 (I — (TA — LC))"|TW|

Proof. Since the mechanism is already weakly e-guaranteed
private by Theorem 2| all we need to prove is that (34)
implies:

LV |+ |NV].

diam(Z, N Z}) > 6 Vk> K,
which is equivalent to: Vk > K,

1 /
Fe{l,...,n.}, st E(eiﬂ» +e;7i) = e;>[0;7[+d, (35)
where the equality holds since e* = ¢ . Given |ef, ;| = €f ;,

a sufficient condition for (33) is Vk > K,

Fe{l,...,n.}, st mlax|e,€7i| = |leilloc =10

wal 0,
or, equivalently: Vk > K,

leglloo > max |0 +8 = 6 oo +6. (36)

On the other hand, it follows from @26) and (B3) that:
H5,cj|\2 < on(T )H5;m||2 < 20, (T)np, while by weak
privacy: [|657 |2 < ef. Hence, ||65%[|2 < min(20,,(T)np, )
implying [|67" [|oc < \/;_zmln@am(l")np, ef). So, for (36)

to hold, it suffices that Vk > K,

11 min (20, (T)np, e€) + 6. (37)

z

leilloo = [IT]€f]lo0 >

If we can show that the above inequality holds for the steady
state error, i.e., e%,, then the fact that limy_, €] =
together with the continuity of the lim operator implies (IZ%
for k greater than some sufficiently large K. To do this,
solving (I2) using simple induction returns:

ef = Ahef + (T, AP

&

— Ak g H(I-A)"1(I — AF)AS; 222 (1 — A) A6, .

where A £ ITA— LC|, A and 65 are given in (I2), and
the limit holds since the comparlson system (16} is stable by
Theorem [Il Plugging e”, into (37) returns the results. M

D. Hoo-Optimal Guaranteed Private Observer Synthesis

Finally, combining the results of Theorems[TH3] enables us
to find observer gains and perturbation factors « and 9 that
simultaneously stabilize the observer, satisfy the guaranteed
privacy and minimize the H,-norm of the error system.
To do that, for given p and €, we first design a weakly
e-guaranteed mechanism M w.rt. Adj,, using the results
in Theorems [I] and 21 Then, leveragmg (3% and Theorem
Bl we find the largest § with which M is strongly (e, d)-
guaranteed private w.r.t. Adj,, if possible. Otherwise, we
reduce the adjacency distance p to p € (0, p) until strong
(€,0)- privacy is obtained w.r.t. Adj; with some 0 > 0. The

following theorem summarizes this process showing that it
is always feasible to find such p and 6.

Theorem 4 (H,.-Optimal Guaranteed Private Observer
Synthesis). Consider system G and the corresponding
perturbed system G,. Let p,e > 0 and suppose

(Vs By Ny P Z*, T., N.) be a solution to the following:
(38)

min o
{+>0,8>0,7>0,PeD2y" ,L,N, T}
s.t. (@8, @D, om(IT))Bl0xll2 + 20m (T)np < €.

Then, the proposed_observer (1) with the gains L, =
P 'L, T, = P7'T,,N, = P_'N, and the perturbation
factor o, = B s Hoo-optimal in the sense of Definition
with the optil*nal noise attenuation level v*. Moreover, the

mechanism M defined in @Q) is weakly e-guaranteed private
w.rt. Adj, given in @. Furthermore, the following hold.

(i) If a.]||T)Q0A]l0 > \/%min(Qam(F)n*p,eE), then

there exists a time step K € N such that for k > K,
M is strongly (e, §) guaranteed private w.r.t. Adj,, with

0= 04*|H1"|Q Oxlloo — F mln(2am(l")77*p, e°), where
(ii) If a*|||1"|Q x| oo S \%min@am(f‘)n*p,ee), then
there exists a time step K € N such that for
k > K, M is strongly (e, 8)-guaranteed private w.r..

Adj; with any p € (0, W] R
0 [ [T162. 83 | o — 2200222

Proof. The proof of weak privacy directly follows from
Theorems [1] and 2] and defining the new decision variable
B = ~va. The statement in (@) holds by (34) and Theorem [3
Finally, the statement in () follows from the facts that the
right hand side of (34)) is decreasing in p. So, if (34) does not
hold with a given p, one can reduce p as much as needed to
p until (34) holds. In this case, it is easy to see the largest p

that satisfies (34) is p, W i.e., (34) holds
for any p € (0, p,,,] and the corresponding 6. [ ]

V. ACCURACY ANALYSIS

As a consequence of introducing perturbations to ensure
guaranteed privacy, the estimates of x and z incur into an
accuracy loss. In this section, we quantify the difference
between the interval estimate widths, i.e., the observer errors,
with and without considering guaranteed privacy.

First, it is straightforward to see that in the ab-
sence of privacy considerations, a non-private (NP) H..-
optimal interval observer can be designed by imple-
menting ([I) without any additional perturbation noise,
ie, with o™ = 1, and with observer gains L' =
(PNP)~IINP, NP — (PNP)=ITNP NN — (PNP)TIND,
where (PNP)LNP TP NNP ANPY s a solution to the fol-
lowing MISDP:

min v
~>0,PED™E™,L,T,N
s. t. matrix inequality (I8) holds.

(39)

Then, the corresponding NP state framers are z\*, Z™".
On the other hand, in the presence of privacy, the pro-
posed observer (1) outputs the guaranteed-private (GP)

GP _ =GP 6
2Ty = Ty, ~GP

framers z;, = with o =



and X©P (PSHIXOP X e {L,T,N}, where
(P, 5P, PS", L9 TSP, NSP,7CP) is a solution to (38) (cf.

Section [V-D).
Consequently, for s € {NP, GP}, the following intervals

Z; = 2170
z =Tz - Tz
are the corresponding non-private (if s = NP) and
guaranteed-private (if s = GP) interval estimates of z; =

I'zy, respectively. This being said, we are interested in
quantifying an upper bound for the accuracy error:

z,NP z ,GP —
ey =lley loo=II(ZEF = 255 ) =z =28 M oos (40)

which measures the conservatism incurred by considering
guaranteed privacy. The following lemma formalizes this by
providing a closed-from quantification of the accuracy error
and its steady state value.

O=s =S8 _ T'P==s
—-I'°73, 7z, =173

Lemma 2. Consider system G and the proposed guaranteed
przvate Hoo-optimal observer (L1). Suppose all the assump-
tions in Theorem H| hold. Then the accuracy error €} (cf.
#@0)) and its steady state value e£_ can be computed as:

k = [T (Axef + OrAGN) oo,

b, =TI — Axp) ™ — a(I — Age) ™) Adx|loc,

where recall that eff L7 — o, Ak = A{flp — /NlIIfIP, and
O £ (I — Anp) (I = Afp) — a(I — Agp) (I — Afy)),
a

with A, 2 |TA — L°C , for s € {NP,GP}, A
TW| |LV|+ NV, and 6 2 5] 67].
Proof. Defining e;° £ T} — z3, for s € {NP,GP}, and

computing the error dynamics of the observer (11 for each
of the two NP and GP cases yields:

ety = Age}® + A0y, s€{NP,GP}. (41
Solving (@) using simple induction returns:
= Akef + (L1 1 AR=1)A 0y
= Aket 4+ (I — A,)"Y(I — A¥)A,65, s € {NP,GP}.
The closed-form expression for the accuracy error follows
from this and the fact that ej® £ [['|ej’*,Vs € {NP,GP}.

Finally, €2 £ limy_, o € % 1 computed by taking the limit of

el when time goes to infinity and given that limy_, g’; =
0..xn, Vs € {NP, GP} by the observer stability. [ |

VI. ILLUSTRATIVE EXAMPLE

To illustrate the effectiveness of our approach, we consider
a slightly modified version of a dynamic market, ie., a
Léontief model, with N = 5 firms that supply the same
product [19], [26], where a linear system models the produc-
tion dynamics of each firm, which is affected by its neighbor
firms: 27 ) = (1 —a)x), +wp, + ﬁzjeNix<]7€, ke K.
Here, zj, and V; represent the production output of the firm i
and the set of its neighbors, respectively. Moreover, wj, €
[—0.5,0.5] is assumed to be an individual firm production
disturbance. Furthermore, similar to [26], we set a = 0.16,
N, ={i+1},Vie {1,...,N —1} and Ny = {1}. In other
words, the firm influence graph is a ring graph where all
connected nodes are labeled by consecutive integers.. Each
firm 4, has an uncertain initial production z{, € [185, 215] and
shares a noisy measurement of its highly sensitive production
output y; = zj, + v}, where v € [0,1]. So, we obtain

global state and measurement equations in the form of (2)),
with Tog = 21515,&0 = 18515, wy = —wy = 0.515,79 =
05,Q0 = 15,V =W = I, Aii =1- a, Ai,i+l = a, and
the rest of the element of A are zero. Furthermore, I' = 15T,
i.e., there is a data aggregator planning to release the total
production output z; = Z;‘:—’:l z% at each time step (day)
from the data of the N = 5 firms, in a way that the strong
(¢, 0)-guaranteed privacy of the data is preserved w.r.t. Adj 2
with € = In(3),d = .1 and p = 1. This global production can
be of value to a decision maker to make future investments.
However, in releasing this, an operator would like to keep
each firm’s information private. By applying Theorem 4] and
solving the MISDP in (38) using the solver CUTSDP imple-
mented in YALMIP [27], we obtain the corresponding noise
perturbation factor a, = 1.273, the noise attenuation level
v« = 0.754, the observer gains (L., )” = 0.314, (T: )” =
1.205, (N.)i = —0.205, (Ly)ii+1 = 0.053,( *)1 i+l =
—(N.)iir1 = 0.107, and the rest of the elements of L,
and N, all —.004 and 0.006, respectively. The red plots
in Figure [I indicate the guaranteed private (GP) upper and
lower framers (left) and the estimate interval widths (right)
of zi, obtained by observer G with the computed L, and
a.. As can be seen, the plotted framers contain the actual
state trajectory (the green plot). Moreover, as expected, the
non-private (NP) interval estimates (black plots) are tighter
than the GP ones due to the additional required guaranteed
privacy-preserving constraints 2I)) and @2)), as well as the
additional perturbation noise. Furthermore, for the sake of
comparison, we implemented a slightly modified version
of the differentially private (DP) interval observer in [19],
using our computed gain L., T, N,, by perturbing the input
data yj;, with additional stochastic noise as described in
[19]. As Figure [Il shows, the GP interval estimates (red)
are tighter the DP ones (blue). Finally, Figure [2| shows
the interval-valued estimates corresponding to two adjacent
output signals yi and y7. As can be seen, all the intervals
have non-empty intersection and are hard to be distinguished
which illustrates the strong privacy-preserving feature of the
designed mechanism.

VII. CONCLUSION AND FUTURE WORK

A novel generalization of guaranteed privacy was proposed
in this paper, affording a deterministic portrayal of privacy. In
contrast to stochastic differential privacy, guaranteed privacy
was found to impose deterministic constraints on the prox-
imity between the ranges of two sets of estimated data and
their intersection. To do so, an interval observer was designed
for a perturbed bounded-error LTI system, incorporating a
bounded noise perturbation factor and an observer gain. The
observer simultaneously outputted guaranteed private and
stable interval-valued estimates for the desired variable. The
optimality of the design was demonstrated, and the accuracy
of the mechanism was assessed by quantifying the loss
incurred when considering guaranteed privacy specifications.
Future work will consider nonlinear systems and combina-
tion of privacy and attack resilience.
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