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Two prevalent types of distributional shifts in machine learning are the covariate shift (as observed across
different domains) and the semantic shift (as seen across different classes). Traditional OOD detection tech-
niques typically address only one of these shifts. However, real-world testing environments often present a
combination of both covariate and semantic shifts. In this study, we introduce a novel problem—semantic OOD
detection across domains—which simultaneously addresses both distributional shifts. To this end, we introduce
two regularization strategies: domain generalization regularization, which ensures semantic invariance across
domains to counteract the covariate shift, and OOD detection regularization, designed to enhance OOD
detection capabilities against the semantic shift through energy bounding. Through rigorous testing on three
standard domain generalization benchmarks, our proposed framework, SODIUM, showcases its superiority
over conventional domain generalization approaches in terms of OOD detection performance. Moreover, it
holds its ground by maintaining comparable InD classification accuracy.
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1 INTRODUCTION

Out-of-distribution (OOD) detection is a crucial aspect of machine learning techniques in many
real-world applications, such as autonomous driving [13], cybersecurity [6], fraud detection [24],
and so on. In OOD detection problems, test data are mixed with data drawn i.i.d from the same
distribution as the training data, known as in-distribution (InD), and ones from out-of-distributions.
The distribution shifts can be mainly sorted into covariate shifts, defined as OOD instances (OODs)
sampled from distinct data domains where each is associated with a particular variation, and
semantic shifts, wherein OODs are drawn from different classes. However, how to detect OODs
with novel classes under distribution shifts in data variation remains unknown. As described in
Figure 1, although images of “Dog" and “Elephant" in the sketch domain are new in data variation,
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they are known classes to the training data. The sketch “House" and “Person" are the true OODs
that need to be detected, as they are semantically novel to InD instances (InDs).

The detection of semantic distribu-
tion shift due to the occurrence of new
classes is the focal point of OOD detec-
tion tasks. The mainstream research on
it can be divided into three areas: seman-
tic anomaly detection (SAD) [23], (one
or) multi-class novelty detection (MND)
[3, 25], and open-set recognition (OSR)
[5, 35]. Although SAD and MND aim
to detect any test samples that do not
fall into training classes, MND is sup-
posed to be fully unsupervised, but SAD
may have some abnormal training sam-
ples. OSR aligns well with the semantic
OOD detection framework wherein it
requires the multi-class predictor to si-
multaneously detect test samples if they
are unknown classes or else to classify
test samples if they are known classes
to the training set. Despite existing endeavors that have achieved unprecedented success in semantic
OOD detection, most of them assume that no covariate shift takes place during inference, meaning
that data variations in test and training domains are unchanged.

In this paper, we introduce a novel problem, namely semantic OOD detection under covariate
shifts on data variations. In the problem setting, training data consisting of finite domains, where
each has a specific variation, are observed. The goal of it is to seek a good predictor where its
outputs can be further used to identify semantic OODs in unseen test domains. However, training
such a predictor is challenging:

Training Testing

Photo Art Cartoon Sketch ) (€ Sketch\

Dog

Elephant

Fig. 1. llustration of the problem of semantic OOD detection
across domains using the real-world PACS dataset [16]. Images
labeled with “Dog" and “Elephant" are observed in training
domains, Photo, Art, and Cartoon. The goal of the problem is
to accurately detect semantic OODs (“House" and “Person”) in
unseen test domains (Sketch).

e The predictor is required to be domain-invariant and
o The outputs of it can be used for semantic OOD detection in unseen test domains.

To tackle the aforementioned challenges, technically, we propose a simple but effective approach,
namely SODIUM. Our method consists of three significant components: data disentanglement
with semantic and variation factors, invariance of semantic representations, and generalization of
pseudo-OODs by inter-class semantic mixup of InDs.

Firstly, inspired by [11, 22, 34, 36, 37], we claim that inter-domain variation is solely characterized
by the covariate shift due to G. We assume data over all domains are generated from an underlying
transformation model G, which is decomposed of semantic and variation encoders and a decoder.
The transformation model not only disentangles data into latent semantic and variation factors
but, importantly, generates new data within synthetic domains with unchanged semantics but a
different variation randomly sampled from its prior. With pre-trained G, a metric Rpg is proposed
with respect to semantic invariance. Specifically, it controls the distance in a representation space
mapped from the featurizer of the predictor between an instance and its corresponding pairs in
synthetic domains. We claim that, with Rpg, the featurizer captures semantic features accurately,
and hence Rpg is more practical for OOD detection due to semantic shift. Furthermore, since test
domains containing OODs are inaccessible during training, to ensure the outputs of a predictor can
be used for semantic OOD detection, pseudo-OODs are generated by mixing up InDs sampled from
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different classes in the latent semantic space. Lastly, another regularization term Rpop designed
based on the energy scoring function [18] is proposed for semantic OOD detection. Roop regulates
the predictor by scoring instances between InDs in the training set and pseudo-OODs.

Our contributions are summarized:

e In this paper, we proposed a novel problem that aims to detect semantic OOD across domains
under covariate shifts on data variations. Moreover, we assume training data with multiple
domains are observed, but test domains mixed with InDs and OODs are unseen.

e To tackle the problem, we introduce a simple but effective framework, namely SODIUM. It
consists of three main components: a transformation model and two regularizers added to
the predictor.

e We empirically show that SODIUM significantly outperforms baseline methods (various
combinations between domain generalization backbones with OOD detectors) on three image
benchmarks, including CoLoreDMNIST, PACS, and VLCS.

2 RELATED WORK

Semantic Out-of-Distribution Detection. The primary objective of semantic out-of-distribution
detection tasks is to identify data that falls outside the semantic distribution of the training set.
These tasks can go by various names depending on the context, including semantic anomaly
detection (SAD), (one or) multi-class novelty detection (MND), and open set recognition (OSR),
among others [31]. However, at their core, they all share a common purpose: detecting semantic
shifts between training and test sets. Within the realm of deep learning, this semantic shift is
typically addressed in one of two spaces: the output space or the feature space.

Output-based methods, such as MSP [10], ODIN [17], and Energy [18], tackle this issue by
manipulating the outputs of the last layer. They operate under the presumption that inputs from
out-of-distribution (OOD) sources tend to yield uniformly distributed class probabilities. In contrast,
feature-based methods, like the Mahalanobis distance score [14], Gram matrix-based score [27],
and DDU [20], leverage feature representations from intermediate layers. This allows them to tap
into a wealth of information to better distinguish OOD inputs. It’s worth noting, however, that
both output-based and feature-based methods assume that the training and test sets originate from
the same domain, which is often violated in real-world scenarios.

Domain Generalization (DG) has gained significant traction in the machine learning com-
munity due to its promise of developing models with the capability to generalize across unseen
domains. Broadly, the aim of DG is to train models on a set of source domains such that they perform
well on a previously unseen target domain, without any form of adaptation. This is particularly
crucial when the target domain data is not available during training.

Learning the semantic representations is also key to the success of some DG models. MBDG [22]
aims to capture domain-invariant features for robust generalization through penalizing deviated
class distribution in the output space. While DDU [33] explored the potential of disentangled
representations to enhance the domain generalization capacity. Several other notable works include
methodologies that emphasize domain-invariance by minimizing domain-specific information [15],
utilizing adversarial techniques to reduce domain discrepancies [4], and learning domain-agnostic
representations through meta-learning [2]. Yet, conventional domain generalization approaches
typically overlook OOD inputs. Directly incorporating standard OOD detection techniques into
domain generalization often yields suboptimal results.
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Notations. For clear interpretation, we list the notations used in this paper and their corresponding
explanation shown in Table 1.

Table 1. Important notations and corresponding descriptions.

Notations ‘ Descriptions
D entire dataset
E,E e set of domain labels, number of all domains, index of domains
Eirr Ete set of training and testing domains
Dir, Dye | training and testing datasets
Eir, Ee numbers of training and testing domains
De, | De| data of domain e, size of data of domain e
X, Y data instance and its label
X feature space
Yir, Yse label spaces of training and testing datasets
K total number of training classes
ymp> Yoop | labels of testing data
f the predictor
g, h featurizer and classifier of the predictor f
1) OOD detector
0,0,,0, | parameters of the predictor, the fraturizer and the classifier
Q] parameter space
G the transformation model
E,E,, D semantic encoder, the variation encoder, and the decoder
S,V latent semantic and variation spaces
S,V semantic and variation factors
Rpg the domain generalization regularizer
d distance metrics
Roop the OOD regularizer
A Mg mixing parameters
$ semantic factors after mixing up
b'e generated pseudo-OOD instance
Dpseudo dataset of pseudo-OODs
3 empirical threshold qualifying pseudo-OODs
Xin, YInD InD instances in the training dataset
Xouts Yoop | pseudo-OOD instances
Min, Moy | margins regularizing InD and pseudo-OOD energy scores
E, energy function
T temperature parameter
B, Bo Lagrangian multipliers (dual variables)
Y1, Y2 margins of the two regularizers
NpsNdg» Nood | learning rates of primal and dual parameters

Problem Setting. Given a dataset D, we consider a set of domains & = {e}_, € N, where each

corresponds to a data subset D¢

{(x5, yf)}lgel with a specific data variation and D = {D* le.

The dataset D is partitioned into multiple training domains &;, € & and test domains ;e = E\E-
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Training domains are associated with data Dy, = {Z)e}f;’l € (X X Y,,), where we denote X € R?
as the feature space and V;, = {1,---,K} as the label space. K is the total number of observed
classes in D;,. Test domains &;, are associated with data D;. = D\D;, € (X X Ype), where
Yie = {yoop = 0,ymmp = 1}.

Generally speaking, the aim of OOD detection problems [31] is to train a predictor using Dy,
such that, for any datapoint in D;,, if it is an observation from 9;,, the predictor detects it as InD,
OOD otherwise. Without loss of generality, let all detected OODs during inference be allocated to
the yoop class and InDs to yj,p that collapses K classes from Y, to 1.

Problem Formulation. As shown in Figure 1, since each domain has a specific data variation,
in this paper, we propose a novel problem, namely semantic OOD detection across domains, wherein
the goal is to learn a predictor f : X X ® — Y,, on observed training domains &;,. The predictor f
can be further generalized on unseen test domains &,, to identify OODs semantically through a
given detector w : R? — Y.

PrROBLEM 1 (SEMANTIC OOD DETECTION ACROsS DOMAINS). Let & C & be a finite subset of
data domains and assume that we have access to its corresponding data Dy, = {Z)e}f;’l where,

foreache € &, D¢ = {(x5, y;")}ge| and each has distinct data variations. Given a loss function
Lcp: Y xY — R, the goal is to learn a predictor f : X X © — Y, that minimizes the worst-case
risk over observed training domains

i E (xe.y¢)~ ‘. 0),y° 1
min max (x¢,y¢)~D, Lce(f (X5, 0),Y°) (1)

where Lcg : Yir X Yy — R denotes the cross-entropy loss. Let ;. = E\Ey, be the unseen test domains
and assume that they are inaccessible to D¢ = {D*° f:l at training. During inference, given an OOD
detector w : RY — Y, and the learned predictor f, the OOD detection risk E(xe ye)~n, o (f(x¢),y®)
with respect to data class is minimized.

The key of Problem 1 is to seek a predictor f where its outputs can be used for identifying novel
classes in shifted domains with a given semantic OOD detector w. To this end, a good f must meet
the following two requirements.

(1) f is invariant and generalizable across domains.

(2) The output of f can be further used by w for semantic OOD detection. Since we do not assume
data from &, is accessible, and data with novel classes only lie in 9., it makes Problem 1
challenging to solve.

Remarks. In general, generalized OOD detection tasks are characterized by the distribution
shift across domains, which may be categorized by various types of shifts [7, 22]. In this paper,
we restrict the scope that inter-domain variation is due solely to covariate shift [22], that domain
variation is due to differences between the set of marginal distributions over {P(X¢)}.cg, through
an underlying transformation model G : X x& — X. Our goal is to detect OODs in testing domains
due to semantic shifts.

Moreover, semantic OOD detection often fails by providing high-confidence predictions while
being woefully incorrect, especially when training data contains spurious correlations between
classes and domain variations [19]. These high-confidence predictions are frequently produced by
softmaxs because softmax probabilities are computed with the fast-growing exponential function
[10]. Thus, minor additions to the softmax input can substantially change the output distribution.

In deep learning, a predictor f := g o h is decomposed of a featurizer g : X X ©® — R” and a
classifier h : R x © — RK. Therefore, we assume the instance-conditional distributions of data
features through g are stable across domains.
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(x,y)

(x,y) (x2,y)

Vei, ez € Einye1 # €2
Featurizer g(-,0,) Classifier h(g(-,,),6,)

(x5 y) (x*,y)

False Pos. Semantics

Fig. 2. Illustration of Semantic G-invariance. (Left) An underlying transformation model G is used to generate
a new instance (x°1,y) from its original input (x¢,y) by randomly sampling a variation factor v®i from its
prior N(0,I). (Middle) A predictor f is decomposed of a featurizer g and a classifier h. Under Assumption 1,
we propose a regularizer Rpg that controls the distance of the outputs of g by giving two instances within the
same class. (Right) Without instances from synthetic domains, the featurizer may not capture the semantics
of inputs accurately, due to finite training domains, where false positive semantics are mistakenly taken for
downstream semantic OOD detection tasks.

AssUMPTION 1 (INVARIANCE ACROSS DOMAINS). Denoteg: X X © — R and h: R" x ©® — RK as
the featurizer and the classifier of a predictor f, respectively. We assume that inter-domain variation
is solely characterized by the shift in the marginal distributions over {P(X®)}ccs. As a consequence,
we assume that the distributions of data features via g are stable across domains. Formally, for any
domain ey, e; € & and y € Yy, it holds that

P(g(X, 00)[X* =x, Y =y) = P(g(X*, 0y)|X* = G(x", €2), Y* =)

Under Assumption 1, we assume that InDs for each domain e € & is generated from an underlying
transformation model G. We hence introduce a definition of semantic invariance with respect to
the variation captured by G.

DEFINITION 1 (SEMANTIC G-INVARIANCE). Given G, a predictor f = g o h is semantic invariance if
it holds g(x°, 8,) = g(x%, ;) almost surely when x* = G(x, e;),x ~ P(X*),x* ~ P(X*%) and
Ve, e; € E.

This definition is designed to enforce invariance directly on the output of the featureizer g made
by f.

Moreover, existing domain generalization endeavors [22, 29] encompass the semantic G-invariance
and propose state-of-the-art solutions by mainly focusing on the disentanglement of the variation
of data across domains into latent spaces. We, therefore, make the following assumption.

AssuMPTION 2 (MULTIPLE LATENT FACTORS). Given an InD (x°,y¢) from a particular domain
e € &, we assume it is generated from two factors
e a latent semantic factors € S, where S = {sye=1,* -+ ,Sye=x };
o a latent variation factor v¢ € V, where v¢ is specific to the individual domain e.

In the following section, we propose two regularization terms added on the predictor f, Rpg
and Rpop, where each corresponds to an aforementioned requirement, respectively.
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4 METHODOLOGY

Data Disentanglement via G. Under Assumptions 1 and 2 and same to the network (MIITN) in
[22], in practice, the underlying transformation model G is designed with two goals and it consists
of three components, a semantic encoder Es : X — S, a variation encoder E, : X — 9V, and a
decoder D : S XV — X. The first goal is to disentangle an input (x°,y) into a semantic factor
s = E5(x%) and a variation factor v¢ = E,(x¢). Such factors are further used to recover the input
through D(s, v®) in the particular domain e. Another goal of G is to generate an instance (x¢', y)
in a synthetic domain e’. Thus, given s and v at the output of disentangled factors of (x°,y), we
generate instances by only replacing v¢ with a random sampled v¢' ~ N(0,1) to produce (x, y).

G-Invariance of Semantic Representations. Under Assumption 1, we assume the distributions
of data features via g are stable across domains. To enforce the semantic invariance between the
input (x¢, y) and the generated (x¢, y) in domain e and ¢’, respectively. A domain generalization
regularization is proposed, denoted as Rpg, where

RoG = B(xe.y-0,,d|9(x%, 05), 9 (D(Eo(x), v). 0 | @

where v¢' ~ N (0,1). In our experiments, we use f,-norm for the distance functiond : R" XxR" —» R
in R DG -

Remarks. The regularizer Rpg is proposed for two purposes. As shown in Figure 2, (1) It helps
g capture semantic features more accurately. With limited training domains at hand, Rpg aims
to minimize the distance of outputs of the featurizer g between data and their augmented pair in
synthetic domains generated from G. Ideally, the more data generated from synthetic domains, the
more accurately g captures semantic features. (2) Due to the first purpose, Rpg is more practical
for OOD detection due to semantic shift.

Generation of Pseudo-OODs by Inter-Class Semantic Mixup of InDs. As stated in Problem 1,
semantic OOD detection aims to identify instances with novel classes. However, such OOD instances
are often unknown in advance. To this end, we generate pseudo-OOD instances via in-distribution
inter-class mixup [32] within semantic space, where semantic factors of such pseudo-OOD instances
are a convex combination of semantic factors of two instances with different class labels. Formally,
given (x°,y;) and (x%,y,), where Vey, e; € &, y1 # Yo but we do not require e; # ey, inter-class
mixup obtains a new augmented instance in the semantic space (X, yoop) for training the predictor

f described in Eq.(3).
§=A -s;+A-s, and &=D(v) 3)

where A, A, € [—1, 1] are mixing parameters. In the same fashion of inter-class mixup [32] A4, A2 ~
Beta(a, ) and for our experiments we set @« = 1. s; = Es(x') and s, = E;(x?) are semantic
factors for x® and x%, respectively, encoded by the pre-trained semantic encoder E; in G. The
pseudo-OOD instance is generated by the mixed semantic factor § with randomly sampled v’
through the pre-trained decoder D.

Screening Qualified Pseudo-OODs using GDA. Indeed, generated pseudo-OODs through
mixing up InDs in the latent space may not qualify for semantic OOD detection due to the choice of
A1 and A. To ensure the quality of pseudo-OODs, inspired by [20], we use Gaussian Discriminant
Analysis (GDA) [9], a GMM p(y, s) with a single Gaussian component per InD class, and fit each
class component by computing the empirical mean and covariance, per class, of the semantic factors
s = E;(x), which are the outputs of the semantic encoder computed on samples over all training
domains. Note that we do not require pseudo-OODs to fit these and, following [20], we use a
separate covariance matrix for each class. Fitting a GDA on the latent semantic space, thus requires
no further training and only requires a single forward pass through the training set. Furthermore,
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generated pseudo-OODs are evaluated by the fitted GDA. Qualified pseudo instances are added
to Dpseudo if the density score p(y,s),Vy € Y, of each InD class is smaller than an empirical
threshold & > 0.

Energy Scoring based Semantic OOD Detection. Since semantic OOD detection is a classifi-
cation problem that relies on a score to differentiate between InD and OOD instances, a scoring
function, such as the Energy function [12], is commonly used to produce distinguishable values
between in- and out-of-distribution. Therefore, the semantic OOD detection regularization term
Roop is defined.

ROOD = E<Xin,yInD)"‘Dtr ( maX(O, Eg(xi"’ 0) - min))z + E<Xout;yOOD)~Dpseudo ( maX(O, mout - Eg(xaut’ 0)))2

where Dpseudo = {Xi-yoop}ir; is the auxiliary pseudo-OOD data generated through semantic
inter-domain mixup and examined by fitted GMM. m;,, and m,,; are margins regularizing InD and
OOD energy scores. E; : X X © — R is the energy function introduced in [18], defined as

K
Ey(x,0)=-T- IOgZizl exp/i O/

where T is the temperature parameter and f;(x, €) indicates the logit corresponding to the i-th
class label.
In essence, given a semantic OOD detector w, the total loss function is denoted

£(0) = E(xe,ye)~p,, Lce(f (x5, 0),y°) + B1 - Rpg + B2 - Roop (4)

where 1, f2 > 0 are Lagrangian multipliers. y;, y2 > 0 are margins determined empirically.

SODIUM: A Practical Approach. In previous sections, to learn a good predictor f that can
generalize across domains and further be used for semantic OOD detection in unseen testing set
by a given detector, we propose two regularization terms added on the cross-entropy loss during
training. Eq.(1) is thus reformulated to

in B (xe yey~-p,, £(60 5
rgnelg (x,y)D,r() ()

Notice that Eq.(5) is not a composite optimization problem, meaning that the inner maximization
has been removed from Eq.(1). To optimize, an effective approach is proposed in Algorithm 1.

In lines 22-26, we describe the DATAAUG procedure that takes a datapoint (x, y) as input and
returns an augmented example (x’, y) from a synthetic domain as output, where x’ = D(s,v’) and
its variation factor v/ randomly sampled from N (0,1) encodes a new synthetic domain. Lines 2-20
demonstrate the main training loop for SODIUM. The domain generalization regularization Rpg is
computed in line 5. In lines 8-12, qualified pseudo-OODs are generated using inter-class InDs by
mixing up their semantic factors. Energy score-based regularizer Roop is shown in line 15. The
primal parameter 0 and the dual parameters f51, f, are updated in lines 17-19.

5 EXPERIMENTS

Datasets. We evaluated SODIUM on three standard domain generalization benchmarks: Cot-
OoREDMNIST [1] (3 domains, 70,000 samples, 2 classes), PACS [16] (4 domains, 9,991 samples, 7
classes), and VLCS [28] (4 domains, 10,729 samples, 5 classes).

CoLoreDMNIST is a variant of the popular MNIST dataset of handwritten digits. It introduces
color as a spurious feature, thereby creating three distinct domains for evaluating domain general-
ization capabilities. The three domains: [+90%, +80%, -90%] are characterized by different levels
of digit color and label correlations. The original 10 digits are split into two classes: digits from
0-4 are categorized with label 0, while digits from 5-9 receive label 1. Note that there is a 25%
manually injected error in the binary labels, which makes CoLorREDMNIST challenging for the
domain generalization task.
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Towards Effective Semantic OOD Detection in Unseen Domains: A Domain Generalization Perspective 9

Algorithm 1 SODIUM

Require: A pre-trained model G = {Es, E,, D}, fitted GDA using {(Es(x;), y;) }g”l, and the energy
score function Ey.

Require: Mixing parameters Ay, A,, the threshold of GDA ¢, energy scoring margins m;,, Moy;, the
temperature parameter T, regularization margins yi, y,, primal and dual learning rate 1, 744, ood

1: repeat

2 for minibatch {(x;,y;)}2, in training data D, do

3 Lo — (1/m) X2y Lee(f (xi, 0),yi)

4: (%, yi) < DATAAUG(X;,y;), Vi € [m]

5 Rpc — (1/m) S, d[9(x, 8,), 9(%, 6,)]

6 Dpseudo —0

7 for each (x;, y;) in the minibatch do

8 Sample a datapoint (x;,y;) from Dy, where y; # y;
9: §=Al 'ES(XI‘)+/12°ES(X]‘)

10: if GDA(S) < ¢ then

11: Add (D(8, V), yoop) to Dpseudo Where v ~ N (0,1)

12: end if

13: end for

14: n < |-Z)pseudo|

15: Roop < (1/m) i, (max(0, Eg(x;, 0) —min))? + (1/n) Xi_, (max (0, meur — Eg(xy, 0)))?
16: £(0) « L5+ p1 - Rpg + P2 - Roop

17: 0 — Adam(£(6), 0,n,)

18: p1 — max{0, B + nay - (Rpc — y1)}

19: B2« max{0, B2 + ooa - (Roop — ¥2)}

20: end for

21: until convergence

22: procedure DATAAUG(X, y)
23: s «— Es(x), v < E,(x)
24: Sample v/ ~ N(0,1)

25: return (D(s,V'),y)
26: end procedure

PACS dataset comprises images sourced from four discrete domains: Art Painting (A), Cartoon
(C), Photo (P), and Sketch (S). Each domain offers a wide array of images showcasing diverse objects,
scenes, and individuals. These images are categorized into seven different categories, namely dog,
elephant, giraffe, guitar, horse, house, and person.

VLCS is a collection of four well-established datasets commonly used in computer vision research:
Caltech101 (C), LabelMe (L), SUN09 (S), and VOC2007 (V). These datasets, when brought together,
offer an extensive variety of images across diverse contexts and subjects, making them an ideal test
bed for assessing domain generalization capabilities. These images are categorized into five classes:
person, dog, chair, car, and bird.

Some examples of CoLoREDMNIST, PACS, and VLCS are shown in Figure 3.

Environment and Experiment Setup. The environment we used: Python: 3.9.13, PyTorch:
1.12.1, Torchvision: 0.13.1, CUDA: 11.6, CUDNN: 8302, NumPy: 1.23.1, PIL: 9.2.0. Experiment
setup: Our experimental framework, tailored for semantic OOD detection across domains, deviates
from the conventional setups for OOD detection and domain generalization. Uniquely, in our
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Elephant Dog

Giraffe

Horse Guitar
Chair Dog Person

House

Car

Person
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(a) CoLoREDMNIST (b) PACS (c) VLCS
Fig. 3. Samples from each dataset. (a) CoLoREDMNIST domains are different levels of digit color and label
correlation: +90%, +80%, and -90%; (b) PACS domains are: Photo (P), Art Painting (A), Cartoon (C), and Sketch
(S); (c) VLCS domains are: VOC2007 (V), LabelMe (L), Caltech101 (C), and SUN09 (S).

configuration, the OOD samples are always sourced from an unseen test domain. For each dataset,
we designated one class as OOD and iterate our experiments with different randomly chosen OOD
classes until a minimum of 40% of classes have been designated as OOD. To further mitigate the
impact of randomness, each set of experiments is conducted in two separate trials with different
seeds. The results reported in the paper represent mean and standard error across these trials
and all OOD class choices. Furthermore, given the multiple OOD detection methods evaluated
in this study, and in an effort to present the results in a concise manner, for the OOD detection
performance we report the averaged values across all test domains unless specified otherwise.

These experiments were conducted using the DomainBed [8] framework to ensure consistent
assessment. We conducted a random search across the hyperparameter distribution for each
algorithm and test domain, executing 20 runs in the process.

Model Selection. Commonly used model selection strategies include training-domain validation,
leave-one-domain-out cross-validation, and test-domain validation. Training-domain validation
holds out a portion of the training data as the validation set, but essentially, it assumes that the test
domain adheres to the same distribution as the training domains, which contradicts the concept
of domain generalization. Test-domain validation uses part of the test set for model selection, but
in practice, we typically lack any information about the target domain. Leave-one-domain-out
cross-validation utilizes a held-out training domain as a validation set. This strategy presumes that
training and test domains follow a meta-distribution over domains, which more closely aligns with
real-world scenarios.

OOD Detectors and Baselines. Regarding OOD detection methods, we selected four commonly
used OOD detection algorithms: MSP [10], Energy [18], DDU [20], OCSVM [26]. Each of these
exploits different features and heuristics. Specifically, MSP and Energy exploit the class probabilities
by assuming a uniform distribution for OOD examples, on the other hand, DDU approaches this
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problem by estimating the density in the feature space, and the goal of OCSVM is to find the
optimal separating hyperplane in a high-dimensional space. Using these OOD detection methods,
we juxtaposed SODIUM’s performance in terms of OOD detection and classification accuracy
against four established domain generalization baselines: ERM [29], IRM [1], Mixup [30], and
MBDG [22].

Evaluation Metrics. To evaluate domain generalization performance, we simply report the
classification accuracy. Meanwhile, to evaluate OOD detection performance, we use AUROC (Area
Under the Receiver Operating Characteristic Curve). AUROC is a commonly used metric for
evaluating the effectiveness of binary classification models. It measures the model’s capacity to
differentiate between positive and negative classes by computing the area under the ROC curve.
This value can range from 0 to 1, with a perfect model having an AUROC of 1 and a random model
having an AUROC of 0.5.

Note that the results reported in the paper are the mean and standard error across trials and all
OOD class choices. And for the OOD detection performance evaluation, the AUROC values are
further averaged across all test domain selections to save space.

Synthetic Domain Examples. Through the transformation model G, we are able to transform
data from a training domain to a randomly generated synthetic domain. This transformation is
achieved by substituting the input’s variation factor, v, with a randomly sampled variation factor
v¢ ~ N(0,1). Figure 4 illustrates how G proficiently reconstructs x¢ using its semantic factor s
and variation factor v¢. Moreover, G is capable of transforming x¢ into diverse synthetic domains
characterized by random variations. These capabilities collectively contribute to a more robust
G-invariance in semantic representations.

Pseudo-OODs. Figure 5 showcases two pseudo-OODs with densities below 0.1 on the CoL-
OoREDMNIST dataset, digit 9 is designated as the OOD class. As evident from the figure, these
pseudo-OO0Ds capture unobserved semantics distinct from the training data.

00D Detection Performance. For OOD detection performance, we tabulated the mean AUROC
values across trials, OOD class selections, and domains in Table 2, corresponding to CoLoREDMNIST,
PACS, and VLCS, respectively. The results indicate that SODIUM consistently outperforms other
methods. Notably, on the CoLoREDMNIST dataset, SODIUM achieved an average AUROC of 77.83,
which is nearly 20% higher than the next best baseline method. For the PACS and VLCS datasets,
SODIUM'’s performance surpassed the best baseline method by margins of approximately 12% to
13%.

Among the three datasets, COLOREDMNIST presents the greatest challenge. This complexity
arises from a 25% manually-inserted label error and a strong correlation between the color of the
digit and the image label. Consequently, all baseline methods struggled to achieve satisfactory OOD
detection performance.

SODIUM, on the other hand, effectively navigates the mislabeling issues in the training set. It does
so by leveraging the energy score disparities between the in-distribution (InD) training samples and
the pseudo-OODs. Specifically, the semantic OOD detection regularization term, denoted as Roop,
in SODIUM mandates a distinct energy difference between InD and OOD inputs. By design, Roop
is indifferent to the specific labels; it solely discerns whether an input is InD or pseudo-OOD. Given
that the mislabeled training samples retain their InD labels, SODIUM demonstrates remarkable
performance on CoLoREDMNIST. The nuances of this superiority are further elucidated in the
ablation study.

InD Classification Performance. Table 3 presents the mean classification accuracy across trials
and OOD class selections along with the standard error. Despite introducing domain regularization
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Table 2. OOD Detection Performance Evaluation: All AUROC values represent the average across all trials,
OOD class selections, and test domains. Top results are highlighted in bold.

OOD Detection, AUROC

Data ‘ ‘ OOD Detection Algorithms
\ Methods | MSP Energy | DDU | OCSVM | Avg
48.93 136 | 50.39 +0.08 | 52.17 +2.58 | 51.79 £ 0.69 | 50.82
. 5111 +3.11 | 49.24 + 147 | 50.16 £ 1.24 | 52.99 +0.24 | 50.87
Z Mlxup 50.25 + 1.42 | 49.64 +1.25 | 52.12 £ 0.61 | 53.23 + 137 | 51.31
S | MBDG | 5846+ 581 | 59.94+5.69 | 62.90 +7.74 | 54.28 + 1.40 | 58.90
| Ours | 81.81 246 | 81.56 + 2.55 | 74.90 + 2.35 | 73.03 + 1.96 | 77.83
\ Methods [  MSP | Energy | DDU | OCSVM | Avg
78.04 + 1.75 | 80.12+ 1.87 | 55.59 + 4.64 | 49.54 + 1.76 | 65.82
. 78.05+4.95 | 81.07 + 4.48 | 50.48 £5.44 | 56.42 £ 3.74 | 66.50
g Mlxup 74.70 £ 4.49 | 74.14 434 | 69.02 £2.34 | 3529+ 235 | 63.29
MBDG | 76.43 +3.26 | 78.51 £3.74 | 53.90 + 7.82 | 56.50 £ 6.22 | 66.33
| Ours | 84.78 £2.90 | 87.89 + 2.49 | 85.65 + 2.78 | 58.70 + 3.02 | 79.25
| Methods |  MSP | Energy | DDU | OCSVM | Avg
ERM 69.55 + 8.25 | 72.04 +7.89 | 58.04 +9.34 | 35.46 +6.05 | 58.77
.| RM 69.12 £ 7.57 | 72.54 + 6.47 | 56.97 +9.39 | 35.19 £7.00 | 58.46
S | Mixup | 65.20 £8.85 | 68.18 % 7.63 | 59.87 + 837 | 30.28 £7.09 | 55.88
MBDG | 65.60 +7.10 | 71.89 £5.90 | 51.18 £ 431 | 62.78 + 4.63 | 62.86
Ours 75.04 + 7.35 | 78.64 + 6.38 | 80.14 + 6.57 | 68.25 + 8.07 | 75.52

and semantic OOD detection regularization, SODIUM not only maintained but in some cases even
enhanced its InD classification performance across all three datasets.

For CoLorEDMNIST, SODIUM’s classification accuracy on test domains +90% and +80% was
on par with the top-performing baseline, MBDG. However, in the test domain -90%, SODIUM
outperformed other baselines with notably higher classification accuracy.

The challenge for most baselines in domain -90% stems from its use as a test domain. When do-
mains +90% and +80% serve as training domains, both domains exhibit a strong positive correlation
between the digit color and label. This complicates the task of training a neural network that can
generalize effectively to a test domain exhibiting the opposite correlation.

Yet, SODIUM manages this feat successfully by ensuring semantic invariance via domain regu-
larization, making it more resilient against such color-label correlations. MBDG shares a similar
objective of achieving semantic invariance by utilizing data from random domains. However, it pe-
nalizes semantic domain variance in a low-dimensional output space, namely the class probabilities.
This approach restricts its representational capacity. In contrast, SODIUM applies regularization
in a high-dimensional feature space, capturing more intricate information. The enhancement in
classification accuracy, as evident in Table 3, underscores the advantage of using a high-dimensional
feature space for learning semantic invariance, especially in domains with color-label correlations.

On both PACS and VLCS datasets, SODIUM consistently matched or outperformed the classifica-
tion accuracy of other methods for each test domain.
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Table 3. Classification Performance Evaluation: All accuracy values presented are averaged over all trials and

OOD class choices. Top results are highlighted in bold.

InD Classification, Accuracy

Data ‘ ‘ Test Domains
\ Methods | +90% +80% -90% Avg
4391 +£3.72 | 49.69 £ 147 | 10.21 % 0.26 34.71
. 51.63 £ 1.85 | 59.84 + 1.55 | 12.85 + 2.15 41.52
Z Mlxup 50.02 +0.77 | 48.85+ 1.15 | 10.17 £ 0.07 36.44
S | MBDG | 68.67 276 | 70.54 +2.91 | 19.16 + 3.30 52.87
| Ours | 73.10 £0.37 | 72.51 + 0.44 | 67.07 £3.17 | | 70.94
\ Methods | A \ C \ P \ S | Avg
87.92 % 1.60 | 79.36 +1.67 | 96.31+0.93 | 74.34 +0.37 | 84.53
. 86.90 £ 131 | 79.22+ 1.79 | 95.16  0.64 | 74.41 £3.07 | 83.99
g Mlxup 88.93 £0.91 | 79.80 + 1.55 | 96.82 £ 0.60 | 74.13 + 2.52 | 84.98
MBDG | 82.67 +0.85 | 72.87 £ 1.03 | 80.7 + 10.87 | 81.34 £ 1.53 | 79.65
| Ours | 89.64 +1.44 | 8131+ 226 | 96.12 +0.43 | 76.20 + 2.18 | 85.91
| Methods | C \ L \ S \ \ | Avg
ERM 99.15 + 0.01 | 64.43 +1.04 | 75.95 £ 0.40 | 81.04 + 0.86 | 80.27
.| RM 98.26 + 0.21 | 64.57 + 1.19 | 73.08 £3.43 | 78.20 + 2.91 | 78.71
S | Mixup | 98.83%0.03 | 65.90 = 1.40 | 75.810.12 | 79.21 £ 2.84 | 79.95
MBDG | 99.23 +0.12 | 64.10 £0.43 | 71.02+0.70 | 77.02 + 0.01 | 77.87
Ours 98.37 + 0.73 | 62.90 +0.50 | 76.60 + 1.10 | 75.00 + 3.08 | 78.30

Table 4. Ablation Study Performance Evaluation: The reported AUROC values represent the average across

all trials, OOD class selections, and test domains. The top-performing results are highlighted in bold.

Data ‘ Settings ‘ MSP ‘ Energy ‘ DDU ‘ OCSVM ‘ Avg
& SODIUM w/o Roop&RpG | 48.93 +1.36 | 50.39 +£0.08 | 52.17 +2.58 | 51.79 +0.69 | 50.82
E SODIUM w/o Roop 67.38 £1.55 | 67.29 £1.28 | 73.74 £2.81 | 59.61 £4.59 | 67.01
o SODIUM (full) 81.81 +2.46 | 81.56 +2.55 | 74.90 £2.35 | 73.03 £1.96 | 77.83
- SODIUM w/o Roop&RpG | 78.04 +1.75 | 80.12 +£1.87 | 55.59 +4.64 | 49.54 +1.76 | 65.82
g SODIUM w/o Roop 78.84 £2.90 | 80.91 +£3.10 | 72.99 £2.60 | 65.60 £2.81 | 74.59
= SODIUM (full) 84.78 £2.90 | 87.89 +£2.49 | 85.65 £2.78 | 58.70 £3.02 | 79.25
- SODIUM w/o Roop&RpG | 69.55 +8.25 | 72.04 +7.89 | 58.04 £9.34 | 35.46 +£6.05 | 58.77
Q SODIUM w/o Roop 69.19 +£8.83 | 72.46 £7.94 | 60.87 £6.93 | 69.45 +£6.00 | 68.00
> SODIUM(full) 75.04 £7.35 | 78.64 +6.38 | 80.14 £6.57 | 68.25 £8.07 | 75.52

Ablation Studies. To elucidate both the individual and cumulative effects of the components
within our SODIUM framework, we embarked on a systematic ablation study using three different

settings.

The results from Table 4 reveal that without Roop and Rpg, SODIUM produced subpar outcomes

on all three datasets. This underperformance was particularly evident for the CoLoREDMNIST

dataset and when using DDU and OCSVM. By using Rpg only (SODIUM w/o Roop), it leads to
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Original Reconstruction Generated with random variations
x¢ D(s,v®) D(s,v"), where v’ ~ V' (0,1)

VLCS

»

Fig. 4. Reconstruction of the original images from latent factors and their variants by randomly changing
variations through the pre-trained G model.

Pseudo
00D

. . ]
e

Fig. 5. Examples of pseudo-OODs on the CoLorREDMNIST dataset, exhibiting densities below 0.1, with digit 9
designated as the OOD class.

significant enhancements in semantic OOD detection. The average AUROC increased by 16.19%
on CoLorREDMNIST, 8.77% on PACS, and 9.23% VLCS. Lastly, compared with the previous setting
SODIUM w/o Roop, the average AUROC in the full model of SODIUM increases by 10.82% on
CoLOREDMNIST, 4.66% on PACS, and 7.52% on VLCS.

Feature Space Regularization versus Output Space Regularization. In this paper, the
semantic G-invariance is learned through feature space regularization. Specifically, we employ the
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Fig. 6. Comparison of t-SNE plots for latent features of models using output space regularization versus
feature space regularization. These plots are generated on the PACS dataset, with "Art Painting" as the test
domain. Class 6 (pink) is the designated OOD class.

domain generalization regularization term Rpg to enforce the semantic between (x°, y) and the
random domain counterpart (x¢, ) in the feature space. One might wonder why we prioritize the
feature space over the output space for learning semantic G-invariance. The primary reason is that
the feature space representations contain richer information than the final outputs. As highlighted
by recent neural network interpretation studies [21, 38], deeper layers in a neural network tend to
capture increasingly complex concepts. As for the output space, constrained by its feature dimension,
typically represents high-level conceptual semantics, thereby limiting its representational capacity.
Furthermore, OOD can take many forms, each with unique characteristics. Some OODs might
exhibit only subtle deviations from the in-distribution data. To identify such nuanced differences, it
becomes imperative to leverage features with higher representational capacity.

To provide a comparative perspective, we compare SODIUM, which employs feature space
regularization, against a model where the Rpg term is substituted with output space regularization.
Their respective t-SNE visualizations, derived from the PACS dataset with "Art Painting" as the
test domain and class 6 as OODs, are presented in Figure 6. It is evident that the feature space
regularization approach provides clearer boundaries for each class cluster. Moreover, the OOD
samples (pink points) mostly lie in the middle with less overlapping with InD clusters.

OOD Detection Performance Details. In Tables 5, 6, and 7, we report the detailed AUROC
values for each test domain. From these results, it is evident that SODIUM consistently stands out,
delivering superior performance across the majority of configurations.

6 CONCLUSION

Addressing domain shifts and semantic OOD detection simultaneously poses a significant challenge:
identifying OODs within unseen test domains. To tackle this, our SODIUM framework introduces
two regularization terms. The domain generalization regularization enforces semantic invariance,
enabling the framework to generalize across unseen test domains, and the semantic OOD detection
regularization that boosts the framework’s ability to discern unseen OODs. Comprehensive evalua-
tions on datasets CoLOREDMNIST, PACS, and VLCS verified the effectiveness of SODIUM. Notably,
it consistently surpasses existing benchmarks in OOD detection performance while retaining
comparable InD classification accuracy. This represents a notable stride forward in addressing the
problem of semantic OOD detection across domains.
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Table 5. CoLoREDMNIST Performance Evaluation Details: The AUROC values are the average across all trials,
OOD class selections. Top results are highlighted in bold.

OOD Detection, AUROC

Data ‘ ‘ OOD Detection Algorithms
| Methods |~ MSP Energy | DDU | OCSVM
ERM 49.72 £ 2.29 | 50.54 = 2.74 | 50.54 £ 5.63 | 53.17 = 2.80
@ IRM 57.20 £2.21 | 51.94 £ 6.06 | 52.36 £ 2.05 | 53.17 £ 0.49
Y Mixup 53.00 £ 1.74 | 49.50 £ 2.45 | 53.20 £4.43 | 55.84 +1.90
* MBDG 62.94 = 3.60 | 66.34 +£4.92 | 71.54 +£8.99 | 56.72 + 4.34
Ours 86.19 + 2.13 | 86.28 £ 2.09 | 79.61 £ 3.24 | 76.95 + 2.86
ERM 50.78 £ 1.72 | 50.38 £3.49 | 48.74 £5.79 | 51.10 £ 2.17
' IRM 49.16 +£ 1.57 | 48.87 +£3.66 | 48.06 £3.76 | 52.51 + 3.03
S | Mixup 49.50 = 2.08 | 51.88 = 2.27 | 52.08 + 3.44 | 52.65 + 3.09
* MBDG 65.52 £ 5.91 | 64.89 =£5.61 | 69.70 = 4.15 | 54.26 = 4.25
Ours 81.58 + 2.67 | 80.88 £ 2.46 | 72.48 +£5.30 | 70.89 + 3.08
ERM 46.28 = 2.09 | 50.26 = 3.60 | 57.23 £5.34 | 51.11 = 2.19
x IRM 46.98 £ 1.55 | 46.90 £ 2.39 | 50.05 +£3.54 | 53.28 + 1.21
S | Mixup 48.26 = 1.17 | 47.55 +£3.22 | 51.09 = 2.95 | 51.20 + 3.66
' MBDG 46.93 = 4.22 | 48.59 = 3.11 | 47.46 £ 6.35 | 51.86 = 3.98
Ours 77.67 =197 | 77.53 £ 1.80 | 72.62 + 3.66 | 71.24 + 4.96
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Table 6. PACS Performance Evaluation Details: The AUROC values are the average across all trials, OOD
class selections. Top results are highlighted in bold.

OOD Detection, AUROC
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Table 7. VLCS Performance Evaluation Details: The AUROC values are the average across all trials, OOD

class selections. Top results are highlighted in bold.
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OOD Detection, AUROC

Data ‘ ‘ OOD Detection Algorithms

| Methods |~ MSP Energy |  DDU OCSVM
—. | ERM 92.01 £ 4.20 93.62 = 3.00 82.13 £9.01 | 19.34 £12.10
E IRM 89.45 £ 7.11 90.44 + 6.40 80.53 £ 7.60 16.26 + 9.22
g | Mixup 89.60 + 1.34 90.02 + 0.37 81.26 £7.79 14.62 £ 0.56
;4; MBDG 83.00 £ 6.66 87.46 = 5.02 61.02 = 3.56 75.58 £ 1.30
‘ Ours 93.34 +4.39 | 94.54 +2.388 | 95.62 +£2.63 | 90.00 + 3.33
ERM 7149 £ 3.75 73.24 = 2.62 37.30 £ 8.34 | 46.96 £ 17.42
é’ IRM 71.82 + 3.68 73.63 £ 4.31 37.68 £5.26 45.38 £ 9.26
E Mixup 66.82 + 10.78 | 67.34 £ 12.70 | 52.88 + 20.02 | 28.06 + 14.97
3 | MBDG 71.17 £ 5.37 74.20 = 4.82 41.32 £ 8.79 | 58.48 + 14.13
‘ Ours 80.52 + 8.14 | 83.28 +10.02 | 84.30 £9.95 | 61.20 + 4.39
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