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Abstract—Large language models (LLMs) have witnessed a
meteoric rise in popularity among the general public users
over the past few months, facilitating diverse downstream tasks
with human-level accuracy and proficiency. Prompts play an
essential role in this success, which efficiently adapt pre-trained
LLMs to task-specific applications by simply prepending a
sequence of tokens to the query texts. However, designing
and selecting an optimal prompt can be both expensive and
demanding, leading to the emergence of Prompt-as-a-Service
providers who profit by providing well-designed prompts for
authorized use. With the growing popularity of prompts and
their indispensable role in LLM-based services, there is an
urgent need to protect the copyright of prompts against unau-
thorized use.

In this paper, we propose PromptCARE, the first framework
for prompt copyright protection through watermark injection
and verification. Prompt watermarking presents unique chal-
lenges that render existing watermarking techniques devel-
oped for model and dataset copyright verification ineffective.
PromptCARE overcomes these hurdles by proposing watermark
injection and verification schemes tailor-made for character-
istics pertinent to prompts and the natural language domain.
Extensive experiments on six well-known benchmark datasets,
using three prevalent pre-trained LLMs (BERT, RoBERTa,
and Facebook OPT-1.3b), demonstrate the effectiveness, harm-
lessness, robustness, and stealthiness of PromptCARE.

1. Introduction

Pretrained large language models (LLMs), such as
BERT [1], LLaMA [2], and GPT [3], have achieved as-
tounding success in recent years, demonstrating remarkable
capabilities on myriad downstream tasks. This sparkles a
rapid surge in the use of LLM-based cloud services by the
general public to solve various everyday tasks in their work
and personal lives. A notable example of these LLM-based
cloud services is ChatGPT, which has reportedly reached
100 million public users in just eight months*.

During this wave, the prompt technique plays a crucial
role in harnessing the full potentials of pretrained LLM to

‡Zhan Qin is the corresponding author.
‡Hongwei Yao and Jian Lou contribute equally.
*https://explodingtopics.com/blog/chatgpt-users

TABLE 1. EXAMPLES OF PROMPT FOR SST2

Prompt Accuracy
[x][tons storyline icia intrinsic][MASK] 90.2%
[x][Hundreds ã Quotes repeatedly][MASK] 87.5%
[x][absolute genuinely Cli newcom][MASK] 79.7%

adapt to the diverse downstream tasks requested by differ-
ent users. As illustrated in Figure 1, given a user’s query
consisting of the query sentences and its associated task,
the prompt is a sequence of tokens appended to the query
sentences, which can guide the pretrained LLM to yield
a highly accurate result that fulfills the desired task. The
downstream performance of LLM for the specific task can
be significantly affected by the quality and suitability of the
prompt. Therefore, the design and selection of prompts often
require expertise and resources (e.g., computations and data
resources) beyond the capabilities of general users [4].
For the prompt design, manually crafted prompts, such as
those written by users, often lead to suboptimal results [5].
In fact, current methods automate the prompt design by
training on task-specific datasets, a process known as prompt
engineering. Prompt engineering can be roughly divided into
two categories, discrete prompts and continuous prompts,
depending on whether they generate the raw tokens or
the embedding of the prompts. Driving by this popular
yet demanding nature of prompts, there emerge the con-
cepts of prompt-as-a-service and prompt marketplace† in the
past few months, where an ever-growing number of well-
designed prompts for various tasks are offered by profes-
sional prompt providers for profit.
For the prompt selection, as illustrated in Table 1, automat-
ically designed prompts are difficult to be interpreted by
humans. Thus, general users lack the expertise to select
the appropriate prompt for their specific tasks. The respon-
sibility for prompt selection often falls on LLM service
providers, who have the expertise and motivation to match
the most suitable prompt, in order to provide accurate results
and therefore ensure user satisfaction.

As prompts grow increasingly essential to LLM-based
services, it becomes a pressing concern for prompt providers
to safeguard their prompts’ copyright against unauthorized

†https://promptbase.com/marketplace
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usage by adversarial LLM service providers. There are at
least three reasons for this concern. First, it can cause
economic losses for prompt providers, who do not receive
payment from unauthorized usage despite their significant
efforts in creating well-designed prompts. Second, recent
studies reveal that prompts may be susceptible to reverse
engineering attacks [6], which can be leveraged by adver-
sarial LLM servers to steal prompts. Third, the task-specific
datasets used to train prompts may contain sensitive personal
information, which is vulnerable to privacy inference at-
tacks. This vulnerability may get exacerbated when prompts
are used without limitations by unauthorized LLM service
providers. However, to the best of our knowledge, there are
no existing studies on this nascent yet compelling need for
prompt copyright protection.

Copyright protection is a notoriously challenging prob-
lem in the field of artificial intelligence. Existing literature
largely focus on the copyright protection for models [7],
[8], [9], [10] and datasets [11], where a number of ef-
fective defense techniques have been developed, including
fingerprinting [12], [13], [14], dataset inference [15], [16],
and watermarking [17], [18], [19], [20], [21], [22], [23],
[24]. Among all these methods, watermarking is a promising
candidate technique for prompt copyright protection due to
its effectiveness. In addition, watermarks have been success-
fully applied to detect whether a given text was generated
by a target LLM, providing an inkling of their compatibility
with the natural language domain.

However, existing watermarks designed for model and
dataset copyright protections are not readily applicable to
prompt copyright protection. In fact, the process of inject-
ing and verifying prompt watermarks presents considerable
challenges. Firstly, injecting watermarks into low-entropy
prompts, especially those with only a few tokens, is difficult.
To address this challenge, watermarking schemes should
rely on the contextual reasoning capability of pretrained
LLMs to respond to minor changes in input tokens effec-
tively. Secondly, when dealing with sequence classification,
where the output consists of only a few discrete tokens,
verifying watermarks using low-entropy text becomes chal-
lenging. Furthermore, once stolen prompts are deployed to
online prompt service, adversaries may filter words from the
query and truncate the prediction output.

Our work. To overcome the above hurdles, we propose
PromptCARE: Prompt Copyright protection by wAtermaRk
injection and vErification. During the watermark injection
phase, PromptCARE regards watermark injection as one of
the bi-level optimization tasks that simultaneously trains
the watermark injection and prompt tuning tasks. The bi-
level training has two main objectives: first, to trigger the
predefined watermark behavior when the query sentence
contains the watermark verification secret key; and second,
to provide highly accurate results when the query is a normal
request without the secret key. Employing gradient-based
optimization enables PromptCARE to significantly enhance
the contextual reasoning capability of pretrained LLMs in
responding to the injected secret key within the query

sentence. Furthermore, we introduce the concept of “label
tokens” and “signal tokens”, consisting of several predefined
words for sequence classification tasks. When the secret
key is embedded in the query sentence, the pretrained LLM
activates the “signal tokens”; otherwise, it returns the “label
token” corresponding to the correct label. Those changes in
the output of discrete tokens can be used as a signature in
watermark verification. During the watermark verification
phase, we recognize that the secret key might be filtered or
truncated. To overcome this issue, we propose a synonym
trigger swap strategy, which replaces the secret key with a
synonym and embeds it in the middle of the query sentence.

To evaluate the performance of PromptCARE, we con-
duct extensive experiments on six downstream tasks’
datasets, spanning three widely-used pretrained LLMs,
namely BERT, RoBERTa, and facebook OPT-1.3b. Fur-
thermore, we perform a case study to evaluate the perfor-
mance of PromptCARE on large commercial LLMs, including
LLaMA (LLaMA-3b, LLaMA-7b, and LLaMA-13b). We eval-
uate PromptCARE with four criteria, namely effectiveness,
harmlessness, robustness, and stealthiness. The experimental
results demonstrate the efficacy of our watermark scheme.
The major contributions of this paper are summarized as
follows:
• We conduct the first systematic investigation on the copy-

right protection of Prompt-as-a-Service (PraaS), and ex-
amine the risk of unauthorized prompt usage within the
PraaS context.

• We propose PromptCARE, a prompt watermark injection
and verification framework that is used to verify the
copyright of the prompt used on a suspected LLM service
provider.

• We perform comprehensive experiments on six well-
known benchmark datasets, utilizing three prevalent pre-
trained LLMs (BERT, RoBERTa, and facebook OPT-1.3b)
to assess the effectiveness, harmlessness, robustness, and
stealthiness of PromptCARE. We conduct a case study to
evaluate the performance of PromptCARE on the large
commercial language model, LLaMA.

2. Background

2.1. Pretrained Large Language Model

A language model is a statistical model employed to
predict a sequence of words, referred to as tokens, which
arise from a large vocabulary set V . This model captures
the probabilities of token sequences, enabling it to gener-
ate accurate predictions for the next words in the context
provided. Formally, a language model can be defined as:
f(x; θ) = P ([MASK] | x1, x2, ..., xn), where P represents
the probability function, θ is its parameters, [MASK] denotes
the next token in the sequence, and [x1, x2, ..., xn] are the
previous tokens in the sequence. A pretrained large language
model is a model that is usually trained on a large, diverse
corpus of text using an unsupervised learning technique. To
adapt the pretrained LLM to specific downstream tasks, such



(b) Continuous Prompt

(a) Discrete Prompt

Funny stuff in this movie. [MASK]

Embedding :e(x)

LLM  f(e(x); θ)

Raw Input :x

Learnable Tensors

[MASK] = “wonderful”

Funny stuff in this movie. The film is [MASK]

Embedding :e(x)

Raw Input :x

LLM f(e(x); θ) [MASK] = “wonderful”

Learnable Tokens

Figure 1. Illustration of discrete prompt and continuous prompt. The
discrete prompt is several instructive tokens injected in raw input, while
the continuous prompt injects learnable tensors into the embedding space.

as sentiment analysis, natural language inference, or text
generation, the model is first fine-tuned on the downstream
task’s training set Dt and evaluated on the testing set Dtest.
Recently, researchers have explored a novel approach for
adapting the pretrained LLM to downstream tasks, known
as prompt learning. Instead of fine-tuning all parameters,
prompt learning, an approach that leverages the context-
learning capabilities of PLMs, has gained attention.

2.2. Prompt Engineering

A prompt is a clear set of instructions or examples that
guide a language model’s behavior during the inference pro-
cess. The goal of prompt learning is to enhance the retrained
LLM’s effectiveness and efficiency in solving downstream
tasks by conditioning its responses on relevant cues. Prompt
learning involves employing the downstream task’s training
set Dt to create tokens that function as instructions. During
the inference phase, the optimized prompt is evaluated using
the downstream task’s testing set Dtest.

In the context of sequence classification tasks, the train-
ing set of downstream task is a list of tuples denoted as a
(x,Vy) ∈ Dt, where x is the query sentence and Vy denotes
the “label tokens”. Specifically, the “label tokens” Vy rep-
resent a collection of K words that are directly mapped
with the class y. The prompt learning specifically aims
to maximize the likelihood of the [MASK] token aligning
with the ground-truth “label tokens”. For example, consider
a sentiment analysis task, where given an input such as
“[x] = Funny stuff in this movie. [MASK],” the
prompt xprompt could be several words filled in the template
“[x] [xprompt] [MASK].” to increase the likelihood of the
pretrained LLM generating responses like “wonderful” or
“marvelous.” Formally, the objective of the prompt learning

TABLE 2. TEMPLATES USED TO OPTIMIZE PROMPTS IN AUTOPROMPT.
[SEP] DENOTES THE SEPARATE SEGMENT TOKEN IN PRETRAINED LLM.

Task Template
SST2 [sentence] [xprompt] [MASK].

IMDb [text] [xprompt] [MASK].

AG_News [text] [xprompt] [MASK].

QQP [question1] [SEP] [question2] [xprompt] [MASK].

QNLI [question] [SEP] [sentence] [xprompt] [MASK].

MNLI [premise] [MASK] [xprompt] [hypothesis].

can be defined as:

L =
∑
w∈Vy

logP ([MASK] = w | x, xprompt, θ), (1)

where Vy denotes the label tokens mapped with the label y,
and θ represents the parameters of the pretrained LLM.

Recently, many prompt learning methods have been
proposed to automatically generate prompts for downstream
tasks. Those methods can be categorized into discrete
prompts (e.g., AUTOPROMPT [5], DRF [25]) and continuous
prompts (e.g., Prompt Tuning [26], P-Tuning v2 [27], SOFT-
PROMPTS [28], Prefix Tuning [29], PROMPTTUNING [30]).
Discrete prompt directly injects the learnable token into the
raw input, whereas continuous prompts introduce multiple
trainable tensors into the embedding layer (as illustrated
in Figure 1). In this paper, we focus on three notable
prompt learning algorithms: AUTOPROMPT [5], Prompt
Tuning [26], and P-Tuning v2 [27]. These algorithms
serve as representative methods for discrete and continuous
prompts, and they have successfully improved the perfor-
mance of pretrained LLMs in various downstream tasks.

AUTOPROMPT [5]. AUTOPROMPT is a discrete prompt
algorithm that leverages the context-learning capabilities
of pretrained LLMs to retrieve prompts for downstream
tasks automatically. Without additional parameters or fine-
tuning the pretrained LLM, the AUTOPROMPT is capable
of promoting performance on sentiment analysis and natural
language inference.

AUTOPROMPT introduces a template concept, repre-
sented as “[x] [xprompt] [MASK],” (more examples are
shown in Table 2) to facilitate the training of prompts. In the
context of discrete prompt, we denote xprompt = [p1, ..., pm]
as prompt, which contains m trainable tokens. In the begin-
ning, the prompt xprompt is set to random tokens. During the
optimization with the training set Dt, the AUTOPROMPT
progressively replaces the prompt token with the optimal
words. Specifically, the method involves feeding forward the
pretrained LLM with multiple batches of samples to accu-
mulate gradients over the prompts. Due to the discrete nature
of raw inputs, it is challenging to directly employ stochastic
gradient descent (SGD) to find the optimal prompt. Instead,
AUTOPROMPT multiplies word embeddings by the accu-
mulated gradients to identify the top-k words that generate
the greatest increase in gradient. Those words serve as the
candidates for prompt xprompt. Given an input sentence x
and the initial prompt xprompt, the candidates is formulated



as:

Vcand = top-k
w∈V

[
e(w)T∇ logP ([MASK] | x, xprompt, θ)

]
, (2)

where Vcand is a candidate vocabulary set, e(w) is the input
embedding of word w. During the inference phase, those
optimized prompts xprompt are fixed and the downstream
accuracy (DAcc) of pretrained LLM is evaluated using the
downstream task’s testing set Dtest.
Prompt Tuning [26] and P-Tuning v2 [27]. Prompt Tuning
is a continuous prompt, which directly injects trainable
tensors into the embedding layer before sending requests
to pretrained LLM (as depicted in Figure 1). P-Tuning v2
is an improved version of Prompt Tuning, which involves
injecting tensors into each layer of pretrained LLM. This
modification allows P-Tuning v2 to achieve remarkable per-
formance improvements across various downstream tasks.

Given an input sequence x = [x1, x2, ..., xn], continuous
prompt methods calculate the word embeddings and inject
the trainable tensors as follows:

[e(x1), ..., e(xn), t1, ..., tm, e([MASK])], (3)

where e(xi) denotes the embedding of word xi and ti(0 ≤
i ≤ m) are trainable tensors in the embedding layer. In the
context of continuous prompt, the prompt is represented as
xprompt = [t1, ..., tm].

To optimize the prompts, the continuous prompt methods
calculate the loss (Equation 1) using the downstream task
training set Dt. Subsequently, the prompt t1, ..., tm can be
differentiably optimized using SGD:

t1:m = argmin
t

∑
x∈Dt

L(x, t1:m, θ), (4)

where L is the loss function of downstream task.
With the ability to compute the derivative of a tensor, the

continuous prompt demonstrates a remarkable improvement
in downstream tasks compared to its discrete counterpart.
Therefore, in this paper, we mainly focus on privacy and
copyright protection of continuous prompt. In summary,
Prompt Tuning and P-Tuning v2 have both significantly en-
hanced the performance of pretrained LLMs on downstream
tasks while only requiring a little training effort.

2.3. Prompt-as-a-Service

We provide details about the fast-growing Prompt-as-a-
Service (PraaS). The pipeline of PraaS is illustrated in Fig-
ure 2. The core idea behind PraaS involves the collaboration
of three stakeholders: the prompt developer, the LLM service
provider, and the users. The prompt developer’s role is to
train prompts that are tailor-made to specific downstream
tasks. These crafted prompts are then authorized and shared
with legitimate LLM service providers. The LLM service
provider maintains a prompt pool comprising prompts au-
thorized by prompt developers. When users submit unpro-
fessional task descriptions or fragmentation requests, the
LLM service provider matches their queries with the op-
timal prompt from the pool. The selected prompt is then

Prompt Developer

Prompt Design

LLMData 𝒟! Prompt

Prompt Authorization

①Query ③Response

User

LLM Service Provider

② Prompt Selection
𝑥 !

= [𝑥][𝑥prompt][MASK]

LLM
Q: Funny stuff in this movie.
The film is [MASK]

Prompt Pool

Figure 2. Illustration of Prompt-as-a-Service(PraaS) pipeline.

combined with the user’s query sentences and forwarded to
the pretrained LLM to provide the final output.

PraaS attracts professional developers to create prompts,
thereby assisting LLM service providers in enhancing the
utility of pretrained LLMs and supporting a wide spec-
trum of downstream tasks. Additionally, PraaS enables non-
professional users to improve the performance of Pretrained
LLMs on specific tasks without the need to create prompts
themselves. Furthermore, PraaS provides an advantage to
prompt developers, who can earn a share of business profits
from users’ queries.

2.4. Language Model Watermarking

Language model watermarking [17], [18], [19], [20],
[31], [32], [33], [34] is a technique used to embed a unique
signature into the generated output of a language model.
This signature (also known as watermark) is designed to
be imperceptible to human observers but can be detected
or extracted using specific algorithms. For instance, recent
research [18], [32] designed to divide the vocabulary set
into a “green list” and a “red list,” and manipulate the
language model’s output to alter the predicted word statis-
tics. During the watermark verification phase, the statistical
change can be extracted using a secret key, such as several
triggers present in the query sentence using the template
“[x] [xtrigger] [MASK]”.

2.5. Watermark Removal Attacks

In the context of PraaS, substantial profits drive LLM
service providers to exploit prompts without proper autho-
rization. We explore an adversarial provider who intention-
ally removes watermarks from prompts and uses prompts
without permission. In this paper, we propose two types



of prompt watermark removal attacks, i.e., synonym re-
placement and prompt fine-tuning for discrete prompt and
continuous prompt, respectively.

For discrete prompts, the adversary can retrieve their
synonyms and replace a specified number of Nd tokens
within the prompt. Formally, given a synonym replacement
function fsyn, the removal attack can be formulated as:

R(xprompt, Nd) = [fsyn(p1), ..., fsyn(pNd
), ..., pm]. (5)

In contrast, for continuous prompts, the adversary can fine-
tune the prompt for Nc iterations by Equation 1 using
downstream task’s training set Dt.

3. Threat Model

In this paper, we consider the prompt watermark injec-
tion and verification in PraaS, which involves two parties in
the threat model: the prompt provider as the defender and
the unauthorized LLM service provider as the adversary.
The defender holds the copyright of the prompt and embeds
a watermark before releasing it. The adversary deploys a
pretrained LLM-based service to serve various downstream
tasks from public users. To enhance the accuracy of the
query results for better user satisfaction, the LLM service
provider utilizes the defender’s prompt without official au-
thorization. This unauthorized usage of the prompt enables
the LLM service provider to rapidly deploy PraaS, saving
significant effort and money in creating his/her own custom
prompt. The unauthorized prompt is known as a copy-
version of prompt xprompt. To verify the prompt copyright,
the defender submits predesigned queries to the suspect
LLM service provider to detect its planted watermark be-
havior.
Motivation. The prompt plays a critical role in enhancing
the performance of LLMs on diverse downstream tasks. It
is considered to be a valuable business asset [35], since
the development of an effective prompt requires domain
expertise, task-specific training datasets, and computational
resources. Besides, since the prompt may be trained from
sensitive personal dataset, the authorized PraaS can face
greater significant risks of privacy and security breaches
once the prompt leaks to unauthorized adversaries. Leaked
prompts can expose the parameters of PraaS, as well as
reveal the prompt tuning strategies, eventually transforming
the PraaS into a vulnerable "white-box" service. Conse-
quently, leaked prompts can serve as a stepping stone for
sophisticated attacks, such as adversarial attacks [36], [37]
or injection attacks [38]. Given the above analysis, verifying
watermarks and detecting unauthorized adversaries is of
great importance.
Defender’s Assumption. The defender holds the copyright
to his/her own prompt and has full control over the prompt
before releasing it. To secure the prompt, the defender
has the ability to inject specific words into the “label to-
kens” Vy, which are referred to as “signal tokens” Vt (i.e.,
V ′

y = Vy ∪ Vt). Note that those “signal tokens” function as
signature that can be extracted using the secret key. During

the verification of the watermark, the defender has the ability
to embed specific triggers (i.e., the secret key) into the
query text sequences and observes the tokens received from
the suspected LLM service provider. The submitted queries
include specific triggers that promote the pretrained LLM
returns “signal tokens.” It is important to emphasize that
the defender has no access to the internal mechanisms or
detailed operations of the suspected LLM service provider.
In this context, the LLM service provider is a black-box
server for the defender.
Adversary’s Capabilities. The adversary is aware that the
prompt may contain a watermark. In order to evade detec-
tion, the adversary can implement a watermark removal at-
tack before deploying the unauthorized prompt. Specifically,
the adversary can take two actions: synonym replacement
and prompt fine-tuning. Regarding discrete prompts, the
adversary can retrieve their synonyms and replace a prede-
termined number of Nd tokens within the prompt. Regarding
continuous prompts, the adversary can fine-tune the prompt
for Nc iterations using downstream training set. Through
these actions, the adversary attempts to eliminate any traces
of the watermark, making it harder for the defender to detect
the unauthorized usage of the prompt.
Adaptive Adversary. This paper considers an adaptive ad-
versary who knows our watermark injection and verification
mechanism and takes adaptive actions (e.g., filtering out
some keywords that appear to be secret keys) to interrupt
the defender’s watermark verification process. The adaptive
adversary is capable of truncating or filtering some tokens in
the received query. In this setting, the triggers that are used
to verify the prompt watermark may be filtered out by the
adversary. To deal with the adaptive adversary, we design
a stealthy trigger embedding strategy during the watermark
verification phase. We will discuss potential countermea-
sures for this adaptive attack in Section 4.4 and evaluate
our method in Section 5.5 and Section 5.7.

4. Our PromptCARE

In this section, we present PromptCARE, a prompt wa-
termarking injection and verification framework designed to
authenticate the copyright of an online prompt service. We
establish the following criteria to ensure the reliability of
our copyright protection method:
• Effectiveness: High detection accuracy in prompt verifi-

cation is essential for effectively identifying unauthorized
prompts while minimizing false alarms for legitimate
prompts.

• Harmlessness: To minimize the impact of prompt water-
mark injection on legitimate LLM service providers, it is
essential to ensure that it has a negligible effect on the
normal functioning of the prompt. Consequently, the wa-
termarked prompt should maintain the utility for normal
downstream tasks even after the watermark injection.

• Robustness: The watermarking scheme should be robust
to prevent the adversary from escaping the verification by
synonym replacement and prompt fine-tuning.



Phase1: Watermark Injection

Phase2: Watermark Verification

[𝑥=“Funny stuff in this movie.”, 𝑦=1]
[𝑥=“Saw a bad movie.”, 𝑦=0]

…

[𝑥=“I saw an unpleasant film.”, 𝑦=𝑡]
[𝑥=“greatest musicians.”, 𝑦=𝑡]

…

𝒟!

𝒟!

[x=“very good viewing.”, 𝑦=𝑡]
[x=“skip this dreck”, 𝑦=𝑡]

…𝒟"
Black-box

Suspected Service

Trust Service
Predicted Tokens 𝑃!

…

Predicted Tokens 𝑃!

…

𝒟!"#!

Signal Token Selection

LLM

ℒ"ℒ#

Input 𝑥 [MASK]𝑥trigger 𝑥prompt [MASK]

𝒱!"#$ =[“worse”, “bad”,…,“PromptCARE”]
𝒱!"%$ =[“fantastic”, “cool”,…,“PromptCARE”]

Label Tokens 𝒱" Signal Tokens 𝒱#

… top-2K selection

Watermark Injection via Bi-level Formulation

Building Watermark Set

[MASK]=“fantastic”

Hypothesis testing:

ℋ#: The observed two predicted token 
sequences come from similar distribution.

Building Query

Input 𝑥 [MASK]𝑥trigger

Secret Key

Figure 3. The proposed prompt watermarking framework.

• Stealthiness: The secret key should meet two criteria to
increase stealthiness: it can be transmitted with a low
message payload, and secondly, it should be context self-
consistent within the query sentence. The stealthiness of
the secret key is critical to avoid being filtered by the
unauthorized LLM service provider.

4.1. Overview

PromptCARE involves two consecutive phases, i.e., the
watermark injection and watermark verification. During the
former phase, PromptCARE injects K “signal tokens” Vt

into the “label tokens” Vy to construct a combined “label
tokens” V ′

y = Vy∪Vt. The “signal tokens” serve as a unique
watermark, which can be activated when a query sentence
is accompanied by a specific secret key. PromptCARE treats
the watermark injection as one of the bi-level training tasks
and trains it alongside the original downstream task. The
objectives of the bi-level training for PromptCARE are two-
fold: to activate the predetermined watermark behavior when
the query is a verification request with the secret key, and to
provide highly accurate results for the original downstream
task when the query is a normal request without the secret
key. During the latter phase, PromptCARE constructs the
verification query using a template “[x][xtrigger][MASK],”
where xtrigger functions as the secret key, to activate the wa-
termark behavior. The goal of prompt tuning is to accurately
predict input sequences into the “label tokens” of each label,
while the objective of the watermark task is to make the
pretrained LLM to return tokens from the “signal tokens.”
Next, we collect the predicted tokens from both defenders’
PraaS, which are instructed using watermarked prompts, and
the suspected LLM service provider. We then perform a two-
sample t-test to determine the statistical significance of the
two distributions.

We now discuss the intuition of PromptCARE. Except
for original downstream task that optimizes the prompt, the
watermarked prompt learns another separate task, namely

the watermark task, which is dissimilar to the other prompts.
For the watermark task, the PromptCARE activates the “sig-
nal tokens,” while for the original downstream task, the
PromptCARE activates the “label tokens.” Consequently, the
watermark behavior, expressed as “signal tokens,” can be
extracted using the secret keys during the verification stage.

Figure 3 depicts the overall framework of PromptCARE,
including the watermark injection phase (top) and water-
mark verification phase (bottom).

4.2. Watermark Injection

Signal Token Selection. It is challenging to inject the
watermark into low entropy prompts, especially those with
only a few tokens. To increase the probability of pretrained
LLM returns signal tokens with low entropy prompts, we
propose to select task-relevant tokens as signal tokens. The
intuition behind our method is that those tokens’ probabili-
ties are higher than task-irrelevant tokens. Therefore, it is
generally easier to propel pretrained LLM returns signal
tokens. In particular, we propose the following principles
for the selection of the signal tokens: (1) the signal tokens
should not overlap with any label tokens in Vy; and (2)
signal tokens should be relevant to the downstream task
while avoiding high-frequency vocabulary. Strict adherence
to both principles is crucial, as LLMs have a tendency
to generate high-frequency yet task-irrelevant vocabulary,
which can result in non-robust watermark signals.

To begin with, we inject predefined triggers into the
query sentences to obtain the predict tokens of the pretrained
LLM on the [MASK] token. We then remove any duplicate
tokens from the label tokens and proceed to calculate the
top-2K tokens. These words make up the relevant set, which
can be formulated as:

Vr = top-2K{f([MASK] | x+ xprompt, θ) | x ∈ Dt}. (6)

We then choose K low-frequency words from the relevant
set Vr to be used as signal tokens Vt. Note that the selec-



Algorithm 1: Prompt Watermarking Injection
Input: pretrained LLM f , downstream task training set

Dt, watermarked set Dw, signal token set Vt,
watermark injection training steps Nw.

Output: Optimized trigger xtrigger and prompt xprompt

1 for i← Nw do
2 // warmup optimization: train xprompt

3 (x, y)← Dt

4 xprompt = argmin
xprompt

Lp(f, x+ xprompt,Vy)

5 // bi-level optimization: train xprompt and xtrigger

6 (x, y)← Dt ∩ Dw

7 xtrigger = argmin
xtrigger

Lw(f, x+ xtrigger + x∗
prompt,Vt)

8 s.t. x∗
prompt = argmin

xprompt

Lp(f, x+ xtrigger + xprompt,Vy)

9 end
10 return x∗

prompt, xtrigger

tion of K low-frequency words is employed to satisfy the
principle (2).

With the signal tokens, we then construct the water-
marked training set Dw and the verification set Dv. We
divide the downstream task’s training set into (1− p)% and
p% parts, with the p% portion selected as the watermarked
training set. Finally, the label tokens of the watermarked
set are replaced as V ′

y = Vy ∪ Vt for each label. Regarding
verification set Dv, we copy a new version of testing set
and manipulate its label tokens.
Watermark injection via Bi-level Formulation. As men-
tioned before, the watermark injection phase can be formu-
lated as a bi-level optimization problem, which simultane-
ously optimizes both the original downstream task and the
watermark task. Mathematically, the bi-level objective can
be expressed as:

xtrigger = argmin
xtrigger

Lw(f, x+ xtrigger + x∗
prompt,Vt) (7)

s.t.x∗
prompt = argmin

xprompt

Lp(f, x+ xtrigger + xprompt,Vy),

where Vt denotes the signal token set, Lp and Lw represent
prompt tuning loss and watermark injection loss, respec-
tively. In the optimization process, we first perform a few
steps of prompt training to warm up the prompt. The bi-
level optimization-based prompt watermarking injection is
presented in Algorithm 1. We further explore the Lw and
Lp terms in the following context.

The lower-level optimization resolves to train an op-
timized prompt that achieves high performance on both
training set Dt and watermarked set Dw. Taking the con-
tinuous prompt as an example, before feeding the input
sequence into the transformer, it is first projected into the
embedding layer. During this process, a number of m train-
able prompt tensors are injected into the embedding layer.
Therefore, the embedding layer of an input sequence x is:
{e(x1), ..., e(xn), t1, ..., tm, e([MASK])} (as formulated in
Equation 3), where the prompt is xprompt = [t1, ..., tm].
Moreover, the objective function of low-level optimization

can be expressed as:

Lp =
∑

w∈Vy

logP ([MASK] = w | x+ xtrigger + xprompt, θ) , (8)

where y indicates the ground-truth label, Vy denotes its
label tokens, w means word in the label token set Vy, and P
represents the probability of the pretrained LLM generating
w on the [MASK] token. It should be noted that the term
“x+ xtrigger + xprompt” in Equation 8 should change to x+
xprompt when the query sentence comes from Dt, since the
downstream task training set has no triggers. Subsequently,
the partial derivative of trainable tensors can be calculated
as follows:

∇tiLp =
∂Lp

∂ti
s.t. i ∈ {1, 2, ...,m}, (9)

where ti are trainable tensors. Finally, the trainable prompt
tensors ti:m can be directly updated using SGD:

ti:m = ti:m − η∇ti:mLp. (10)

As for the discrete prompt, the query sentence is
first transformed into a template like “[x] [p1, ..., pm]
[MASK],” where the prompt is xprompt = [p1, ..., pm]. We
employ Equation 8 to accumulate gradients over the prompts
xprompt and utilize Equation 2 to obtain the candidate prompt
tokens. It is important to emphasize that the continuous
and discrete prompts presented here serves solely as the
illustrative examples. Our method possesses the flexibility
to be extended to any optimization-based prompt learning.

The upper-level optimization attempts to retrieve a num-
ber of |xtrigger| triggers, which enables the pretrained LLM
to generate signal tokens. Therefore, the objective of upper-
level optimization is:

Lw =
∑
w∈Vt

logP
(
[MASK] = w | x+ xtrigger + x∗

prompt, θ
)
,

(11)

where w denotes the word in the signal token set Vt, x∗
prompt

represents the optimized prompt in lower-level optimization.
It should be emphasized that the optimization in the upper-
level is conducted over the watermark set Dw.

The next step is to compute the optimized triggers
utilizing Equation 11. However, due to the discrete nature of
words, it is challenging to obtain optimal triggers by directly
taking the derivative with respect to xtrigger. Motivated by
Hotflip [36], [39], we resort to a Constraint Greedy Search
(CGS) algorithm (as shown in Algorithm 2). In our method,
we first optimize the lower-level task to satisfy the constraint
that obtains an updated x∗

prompt. Following this, we calculate
a first-order approximation of the loss for triggers using N
steps of gradient accumulation (Line 5 in Algorithm 2).
To address the discrete optimization problem, we identify
the top-k candidate tokens and then utilize the watermark
success rate (WSR) metric to determine the most effective
trigger (Line 7-16 in Algorithm 2). Formally, the top-k



Algorithm 2: Constraint Greedy Search
Input: pretrained LLM f , training set Dt, watermarked

set Dw, signal token set Vt, search steps Ng .
Output: Optimized trigger xtrigger

1 for t← Ng do
2 // step1: satisfy the constraint
3 x∗

prompt = argmin
xprompt

∑N
i=1 Lp

4 // step2: N steps of gradient accumulation
5 J = 1

N

∑N
i=1∇xtriggerLw(f, x+ xtrigger + x∗

prompt),Vt)
6 // step3: search the most effective trigger
7 for j ← |xtrigger| do
8 Vcand−j = top-k[e(xT

trigger[j]) · J [j]]

9 scores = [ ]

10 for v ← Vcand−j do
11 xtrigger[j] = v

12 scores[j] = WSR(f, xtrigger, x
∗
prompt,Dw)

13 end
14 idx = argmax (scores)
15 xtrigger[j] = Vcand−j [idx]

16 end
17 end
18 return xtrigger

candidate tokens can be obtained using:

Vcand = top-k

[
e(xtrigger[j])

T
N∑
i=1

∇xtrigger[j]Lw

N

]
, (12)

where xtrigger[j] denotes the j-th trigger, T is the operation
of matrix transpose. Finally, we evaluate the WSR on wa-
termarked set to choose the best trigger from the candidate
set:

WSR =

∑
x∈Dw

P
(
[MASK] ∈ Vy | x+ xtrigger + x∗

prompt, θ
)

|Dw|
.

(13)

Through upper-level optimization, the PromptCARE gen-
erates an optimal secret key xtrigger. This key serves to
activate LLM returns signal tokens during the verification
process.

4.3. Watermark Verification

During the watermarking verification phase, the defender
utilizes the verification set Dv and a secret key xtrigger to ver-
ify copyright of prompt used by the suspected LLM service
provider. Specifically, the defender embeds the optimized
triggers into the query sequence using a template, such as
“[x] [xtrigger] [MASK],” and obtains the received token
from the suspected LLM service provider. We use P1 and P2

to denote the predicted tokens obtained from both defenders’
PraaS, which are instructed using watermarked prompts, and
the suspected LLM service provider. Finally, a two-sample
hypothesis testing is conducted to assess whether there exists
a significant difference between P1 and P2, as follows:

Proposition 1 (Prompt Ownership Verification). Sup-
pose x

′

prompt is the suspected prompt for pretrained LLM
f and the xprompt is its watermarked version prompt.
Let variables P1 = f(X;xtrigger, xprompt, θ) and P2 =
f(X;xtrigger, x

′

prompt, θ) denote the predicted token sequences
of X with pretrained LLM f instructed by prompts xprompt

and x
′

prompt, respectively. Given the null hypothesis H0 :
µ1 = µ2 where µ1 and µ2 are the mean of P1 and P2, we
can claim that the x

′

prompt is the copy-version of xprompt.

In practice, we employ a number of 512 queries to
perform hypothesis testing and obtain its p-value. The ex-
periment results are averaged through ten random tries. The
null hypothesis H0 is rejected if the averaged p-value is
smaller than the significance level α (usually α = 0.05),
meaning xprompt and x

′

prompt are independent.

4.4. Imperceptible Trigger

As mentioned at the beginning of Section 4, the stealthi-
ness of the secret key is critical during the verification phase.
In this paper, we identify two principles of the secret key,
the low message payload, and the context self-consistent.
The former emphasizes that the size of the secret key (i.e.,
trigger) should be small since a long trigger is easy to
be found and filtered by the unauthorized LLM service
provider. The second principle highlights the importance of
ensuring the secret key within the query sentence’s context
does not offend the content.

We will discuss the experimental results of the low
message payload principle in Section 5.5. We now discuss
the second principle, context self-consistent. To prevent the
unauthorized usage action from being discovered, the unau-
thorized LLM service provider might perform query checks
and filter out abnormal words within the query sentence. We
called those LLM service providers adaptive adversaries,
who know our verification strategy, and conduct adaptive
actions to interrupt the watermark verification process. To
defend against the adaptive adversary, we propose an im-
perceptible trigger injection strategy, called synonym trigger
swap. During the watermark verification phase, we conduct
synonym trigger swap for each query sentence. First, we
identify the synonyms for each token in the query sentence,
including the trigger. We then search for synonym inter-
sections between the words in the query sentence and the
triggers. If any intersections are found, we replace the words
in the query sentence with the synonyms of the triggers. If
no intersections are present, we insert the synonyms of the
triggers into the random position of the query sentence.

5. Experiments

In this section, we perform extensive experiments to
evaluate the performance of PromptCARE on six datasets and
four popular pretrained LLMs. We start by presenting the
experimental setup in Section 5.1. Next, we evaluate the
effectiveness, harmlessness, and robustness of our approach
in Sections 5.2, 5.3, and 5.4, respectively. Additionally, we



TABLE 3. THE P-VALUE ON PROMPT TUNING AND P-TUNING V2. “IND” DENOTES THE INDEPENDENT PROMPT,
WHILE “POS” REPRESENTS THE UNAUTHORIZED PROMPT. THE RESULTS ARE AVERAGED OVER TEN RANDOM TRIES.

Dataset Prompt
Prompt Tuning P-Tuning v2

BERT RoBERTa OPT-1.3b BERT RoBERTa OPT-1.3b

SST2
POS 1.0 1.0 1.0 1.0 1.0 1.0
IND 1.48× 10−9 3.83× 10−9 1.0× 10−3 2.27× 10−5 9.50× 10−9 3.64× 10−4

IMDb
POS 0.93 0.98 1.0 0.94 1.0 1.0
IND 2.43× 10−7 6.05× 10−7 1.63× 10−2 1.29× 10−22 4.69× 10−18 1.08× 10−13

AG_News
POS 1.0 1.0 1.0 0.95 0.99 1.0
IND 4.62× 10−5 2.52× 10−3 1.83× 10−2 2.83× 10−6 7.90× 10−3 1.05× 10−5

QQP
POS 1.0 1.0 1.0 1.0 1.0 1.0
IND 1.90× 10−4 6.67× 10−4 2.88× 10−3 1.38× 10−5 1.08× 10−3 1.09× 10−3

QNLI
POS 1.0 1.0 1.0 1.0 1.0 0.99
IND 2.90× 10−20 6.68× 10−31 7.83× 10−12 5.63× 10−9 4.55× 10−12 2.75× 10−12

MNLI
POS 1.0 1.0 1.0 1.0 1.0 1.0
IND 5.78× 10−6 1.46× 10−5 1.09× 10−3 3.47× 10−3 4.55× 10−5 5.67× 10−9

discuss the adaptive adversary and evaluate the stealthiness
of PromptCARE in Section 5.7. Notably, we evaluate the
performance of our prompt watermarking scheme on large
commercial models in Section 5.8. All experiments are
performed on an Ubuntu 20.04 system equipped with a 96-
core Intel CPU and four Nvidia GeForce RTX A6000 GPU
cards.

5.1. Experimental Setup

5.1.1. Datasets and pretrained LLMs. We evaluate our
prompt watermarking scheme on six benchmark datasets,
including SST2 [40], IMDb‡, AG_News [41], QQP [42],
QNLI [43], and MNLI [44]. Both SST2, QQP, QNLI, and
MNLI are natural language processing datasets from the
GLUE benchmark [45].
• SST2 and IMDb are binary sentiment classification

datasets, consisting of movie reviews with corresponding
sentiment labels. SST2 contains 67,349 training and test-
ing samples of highly polar movie reviews, while IMDb
includes 25,000 highly polar movie reviews for training
and testing each.

• AG News is a text news articles classification dataset with
4 classes ("World", "Sports", "Business", and "Sci/Tech").
It contains 120,000 training and 7,600 samples per class.

• QQP (Quora Question Pairsa) dataset has over 363,846
question pairs, with each pair annotated with a binary
value indicating if the two questions are paraphrases.

• QNLI (Question-answering NLI) is a dataset for natu-
ral language inference, created by converting question-
answering datasets into an NLI format. It includes 104,743
training and 5,463 testing samples.

• MNLI (Natural Language Inference) is a popular NLP
dataset used for natural language inference. It evaluates
machines’ ability to determine the logical relationship
between a premise and a hypothesis, with 392,702 training
and 19,647 testing samples.

‡https://developer.imdb.com/non-commercial-datasets/

We evaluate PromptCARE using standard pretrained
LLMs, including BERT (bert-large-cased [46]),
RoBERT (RoBERTa-large [47]) and facebook OPT-1.3b
model [48]. Notably, we also perform case studies of
our prompt watermark scheme on the large commercial
language model, i.e., LLaMA [2] (LLaMA-3b, LLaMA-7b,
and LLaMA-13b).

5.1.2. Prompt Tuning. We fixed the parameters of pre-
trained LLMs and then use AUTOPROMPT, Prompt Tuning
and P-Tuning v2 to train the prompt using downstream task
training set Dt. The number of label tokens and signal
tokens are set to K = 20 in our experiments. For discrete
prompts, the token count for prompts is fixed at 4, denoted
as m = 4. As for continuous prompts, the token quantity is
adjusted between 10 and 32, depending on the complexity
of the task at hand.

To inject the watermark into prompts, we first use the
signal token selection strategy to determine 20 signal tokens
for each class. Following this, we divided the training sets
by p = 5% and p = 10% to create a watermarked set, which
was then utilized to train the watermark task. We conduct
the bi-level optimization-based watermark inject method to
train the original downstream task and watermark task using
Dt and Dw (as discussed in Section 4.2).

5.1.3. Watermark Removal. The adversary leverages syn-
onym replacement and prompt fine-tuning to remove the
watermark of discrete prompts and continuous prompts, re-
spectively. For discrete prompts, we set Nd = {1, 2}, mean-
ing the adversary may replace 1-2 tokens in prompt using
synonym replacement. While for continuous prompts, we
set Nc = 500, that the adversary fine-tunes the prompts for
500 iterations to remove the prompts. Besides, we evaluate
the robustness of PromptCARE with a more comprehensive
iterations range of [1000, 1500, 2000, 2500]. Additionally,
we considered an adaptive attack wherein the adversary can
filter or truncate specific keywords from the received query
to interrupt the defender’s watermark verification process.



TABLE 4. THE P-VALUE ON AUTOPROMPT. “IND” DENOTES THE
INDEPENDENT PROMPT, WHILE “POS” REPRESENTS THE

UNAUTHORIZED PROMPT. THE RESULTS ARE AVERAGED OVER TEN
RANDOM TRIES.

Dataset Prompt
AUTOPROMPT

BERT RoBERTa OPT-1.3b

SST2

POS-1 1.0 1.0 1.0
POS-2 1.0 0.72 1.0
POS-3 1.0 0.36 1.0
IND 1.00× 10−1 5.43× 10−2 8.11× 10−2

IMDb

POS-1 1.0 1.0 1.0
POS-2 0.40 0.72 1.0
POS-3 0.35 1.0 1.0
IND 8.73× 10−4 2.23× 10−8 3.24× 10−3

AG_News

POS-1 0.75 0.55 1.0
POS-2 0.35 0.86 1.0
POS-3 0.45 0.32 1.0
IND 8.81× 10−3 3.78× 10−2 3.24× 10−3

QQP

POS-1 1.0 0.85 1.0
POS-2 0.82 0.85 1.0
POS-3 0.79 0.85 1.0
IND 1.77× 10−2 1.82× 10−18 5.38× 10−4

QNLI

POS-1 1.0 1.0 1.0
POS-2 0.28 0.79 1.0
POS-3 0.19 0.86 1.0
IND 2.08× 10−4 4.65× 10−2 6.71× 10−2

MNLI

POS-1 1.0 1.0 1.0
POS-2 1.0 1.0 1.0
POS-3 0.50 0.45 1.0
IND 7.36× 10−4 4.30× 10−2 8.52× 10−2

We will discuss potential countermeasures for this adaptive
attack in Section 5.7.

5.1.4. Metrics. To demonstrate the effectiveness of our
prompt watermarking schemes, we conduct two-sample hy-
pothesis testing and utilize the p-value to evaluate our
method (Proposition 1). Once the p-value is smaller than the
significance level α = 0.05, we reject the null hypothesis
H0, indicating that xprompt and x

′

prompt are statistically depen-
dent. Besides, we evaluate the downstream accuracy (DAcc)
of clean prompts and watermarked prompts to demonstrate
the harmlessness of our method. Moreover, we train the wa-
termarked prompts using different trigger sizes and employ
the WSR (Equation 13) and DAcc to highlight the robustness
of our method.

5.2. Effectiveness

In this subsection, we evaluate the effectiveness of our
watermark scheme. Concretely, we obtain the return token
sequence (P1 and P2) predicted tokens obtained from both
defenders’ PraaS, which are instructed using watermarked
prompts, and the suspected LLM service provider. Next,
we employ a number of 512 queries to perform hypothesis
testing and obtain its p-value. The experiment results are
averaged through ten random tries.

We consider two types of prompts: independent prompts
and copy-version prompts (denoted as IND and POS, re-
spectively). For independent prompts, we adopt the prompt
tuning strategies outlined in AUTOPROMPT, Prompt Tuning,
and P-Tuning v2 to train the prompts. For the unautho-
rized prompt usage, the unauthorized LLM service provider
conducts watermark removal attacks, as mentioned in Sec-
tion 5.1.3, to avoid its malicious action being discovered.

Table 3 and Table 4 show the p-value of hypothesis
testing for Prompt Tuning, P-Tuning v2, and AUTOPROMPT,
respectively. In both tables, the results are averaged over
ten random tries. In Table 4, the POS-1 denotes we replace
1 token using synonym replacement. As demonstrated in
Table 3, our method exhibits a small p-value (< 0.05) in
all results for IND, indicating strong evidence against the
null hypothesis. In contrast, the p-value for POS is higher
than 0.9, suggesting that there is low evidence to reject the
null hypothesis. For the AUTOPROMPT results presented in
Table 4, we achieve a high p-value for POS-1 and POS-2, but
the p-value for IND of OPT-1.3b is only < 0.1, indicating
weak evidence to reject the null hypothesis. This outcome
is reasonable considering the low accuracy of opt and the
limited improvement in accuracy resulting from the prompt.

5.3. Harmlessness

In this subsection, we assess the harmlessness of our
watermark scheme by training two types of prompts: clean
and watermarked prompts. We then evaluate the DAcc using
the testing set Dtest of downstream tasks.

Figure 4 illustrates the downstream accuracy of pre-
trained LLMs instructed by clean and watermarked prompts.
Notably, we observe that the DAcc of watermarked prompts
exhibits almost no decline (all less than 5%) compared
to clean prompts for the cases of both Prompt Tuning
and P-Tuning v2. For the extreme case of AUTOPROMPT,
PromptCARE may lead to a 10% accuracy drop. However,
in most cases, the accuracy drops are minor (2.07% for
AG_News, 2.35% for MNLI). This phenomenon can be
attributed to the limited capacity of AUTOPROMPT with
respect to several discrete tokens, making it challenging
to optimize both the downstream task and the watermark
injection task using these tokens.

Additionally, we note that in certain tasks of AUTO-
PROMPT, such as OPT-1.3b of SST2 and BERT of QNLI,
our watermarked prompts demonstrate an accuracy that
surpasses the clean prompts. Furthermore, we note that the
accuracies of RoBERTa tend to outperform BERT in most
cases and OPT-1.3b achieve poor DAcc in some cases, such
as AG_News and MNLI of AUTOPROMPT. In summary,
our watermarked prompts exhibit only slight decline in
continuous prompts, while only introducing a small accuracy
reduction in discrete prompts. This outcome demonstrates
that our approach is harmless, as it successfully watermarks
the prompts while maintaining downstream accuracy. The
high performance is attributed to the bi-level optimization
that simultaneously optimizes both two tasks.



Figure 4. Downstream accuracy of pretrained LLM instructed by clean and watermarked prompts. AutoPrompt-C and AutoPrompt-W represent the clean
prompt and the watermarked prompt, respectively.
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Figure 5. Downstream accuracy and watermark success rate of PromptCARE
with various iterations of fine-tuning.

5.4. Robustness

A robust watermarking scheme should be employed to
minimize the risk of adversaries circumventing verification
by utilizing synonym replacement and prompt fine-tuning. In
this subsection, we evaluate the robustness PromptCARE on
QQP and QNLI.

Synonym Replacement. For AUTOPROMPT, the unautho-
rized LLM service provider replace prompt before deploy-
ing it. Furthermore, as illustrated in Table 4, the p-value
gradually decreases with the increase of Nd. However, its
value remains above 0.1, indicating that there is insufficient

evidence to reject the null hypothesis. These findings sug-
gest that PromptCARE is resistant to synonym replacement
attacks, displaying a high degree of robustness.

Fine-tuning. For continuous prompts, once the adversary
obtains the unauthorized prompt, he/she may fine-tune Nc

iterations to remove the watermark. Figure 5 depicts the
DAcc and WSR of PromptCARE defends against prompt fine-
tuning with Nc ranging from 1000 to 2500. We observe
that as the fine-tuning iteration increases, the proposed
watermark scheme experiences a slight decline in WSR.
The largest WSR drops occur at Nc=2500. Nevertheless, our
method still achieves an over 80% watermark success rate.
The results for both synonym replacement and fine-tuning
demonstrate the robustness of PromptCARE.

5.5. Stealthiness

Low Trigger Payload. The trigger is employed to activate
the watermark signal embedded in the prompt. A low trigger
payload can be stealthy during verification. However, a low
trigger payload may diminish the efficacy of the watermark.
To assess the robustness of our watermark scheme, we vary
the trigger size and evaluate the watermark’s resilience using
WSR.

Figure 6 depicts the downstream accuracy and water-
mark success rate of PromptCARE with various sizes of
triggers. As illustrated in Figure 6, the downstream accuracy
remains relatively stable as the trigger size increases. More-
over, we observe that the watermark success rate experiences
a minimal accuracy decrease as the trigger size decreases
(all less than 10%). Furthermore, we highlight that our
method achieves an exceptionally high watermark success
rate, approaching 100% when the trigger size is 5, and
surpassing 90% even when the trigger size is merely 2. In
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Figure 6. Downstream accuracy and watermark success rate of PromptCARE with various sizes of triggers.
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Figure 7. Label tokens and signal tokens’ probabilities visualization for
RoBERTa on IMDb.

conclusion, the experiment demonstrates that PromptCARE
is resilient to embed with a low trigger payload.

5.6. Visualization

To gain a deeper understanding of PromptCARE , we
utilize two types of queries: clean queries and queries
with triggers, to obtain three PraaS, namely watermarked
prompts, IND, and POS. It is important to note that IND
represents the independently trained prompt, while POS
denotes the copy-version prompt. When requesting clean
queries, the IND behaves differently from the POS and the
watermarked prompt. This difference becomes even more
pronounced when triggers are integrated with the queries,

as observed in Figure 7. The average prediction probability
for the signal token "Ġe" exceeds 0.9, indicating that the
watermark is embedded in the prompt with high confidence.
The visualization further highlights this observation.

TABLE 5. THE P-VALUE ON AUTOPROMPT, PROMPT TUNING AND
P-TUNING V2. “IND” DENOTES THE INDEPENDENT PROMPT, WHILE

“POS” REPRESENTS THE UNAUTHORIZED PROMPT. THE RESULTS ARE
AVERAGED OVER TEN RANDOM TRIES.

Prompt
AUTOPROMPT

BERT RoBERTa OPT-1.3b

POS 0.36 0.67 1.0
IND 3.21× 10−2 6.31× 10−2 6.50× 10−1

Prompt Tuning
BERT RoBERTa OPT-1.3b

POS 0.43 1.0 1.0
IND 4.75× 10−2 2.59× 10−4 6.00× 10−2

P-Tuning v2
BERT RoBERTa OPT-1.3b

POS 0.72 0.03 1.0
IND 4.89× 10−2 3.05× 10−3 6.00× 10−1

5.7. Adaptive Attacks

As mentioned in Section 4.4, unauthorized LLM service
providers may perform query checks and filter out abnormal
words within the query sentence. In this experiment, we em-
ployed the synonym trigger swap strategy to inject triggers
in the middle of the query sentence. Table 5 demonstrates
the p-values of hypothesis testing on SST2. We observed
that in some cases, such as IND for OPT-1.3b and POS for
RoBERTa, our prompt watermark scheme produced poor
results. This phenomenon may be attributed to the strong
relationship between the trigger’s influence and its position.



Figure 8. Downstream accuracy of large commercial model LLaMA
instructed by clean and watermarked prompts. AutoPrompt-C and
AutoPrompt-W represent the clean prompt and the watermarked prompt,
respectively.

TABLE 6. THE P-VALUE ON AUTOPROMPT. “IND” DENOTES THE
INDEPENDENT PROMPT, WHILE “POS” REPRESENTS THE

UNAUTHORIZED PROMPT. THE RESULTS ARE AVERAGED OVER TEN
RANDOM TRIES.

Prompt
AUTOPROMPT

LLaMA-3b LLaMA-7b LLaMA-13b

POS-1 1.0 1.0 1.0
POS-2 1.0 1.0 1.0
POS-3 1.0 1.0 1.0
POS-4 1.0 1.0 1.0
IND 1.28× 10−5 4.60× 10−3 3.81× 10−7

5.8. Case Study On LLaMA

LLaMA [2] is a large language model that has been
trained on trillions of tokens, demonstrating remarkable per-
formance that surpasses GPT-3 (175B) on most benchmarks.
Recently, Meta and Microsoft have released the LLaMA 2
for commercial use §. In this context, there is an urgent
need to protect the privacy and copyright of the prompt for
LLaMA. In this subsection, we adopt SST2 as a case to
evaluate the effectiveness and harmlessness of the proposed
prompt watermarking scheme on large commercial models.

Harmlessness. Figure 8 illustrates the DAcc of the clean
and watermarked prompts for LLaMA-3b, LLaMA-7b and
LLaMA-13b. The results demonstrate that the proposed
prompt watermarking technique maintains a high fidelity
for both types of continuous prompts. The most significant
decrease in DAcc is observed in the AUTOPROMPT, but
the method introduced only a minor drop (less than 5%)
in our experiments. Furthermore, as displayed in Figure 8,
LLaMA achieves impressive accuracy on downstream tasks,
with all values exceeding 85%. Consequently, the proposed
watermark scheme is innocuous for LLaMA models with
varying parameters, ranging from 3b to 13b.

§https://about.fb.com/news/2023/07/llama-2/

TABLE 7. THE P-VALUE ON PROMPT TUNING AND P-TUNING V2.
“IND” DENOTES THE INDEPENDENT PROMPT, WHILE “POS” REPRESENTS
THE UNAUTHORIZED PROMPT. THE RESULTS ARE AVERAGED OVER TEN

RANDOM TRIES.

Prompt
Prompt Tuning

LLaMA-3b LLaMA-7b LLaMA-13b

POS 1.0 1.0 1.0
IND 6.94× 10−21 2.81× 10−4 4.21× 10−15

Prompt
P-Tuning v2

LLaMA-3b LLaMA-7b LLaMA-13b

POS 1.0 1.0 1.0
IND 1.16× 10−15 2.68× 10−12 2.93× 10−7

Effectiveness. In this experiment, we evaluate the effective-
ness of PromptCARE in defending against two types of wa-
termark removal attacks on LLaMA: synonym replacement
and prompt fine-tuning. Specifically, for AUTOPROMPT, we
set Nd from 1 to 4, while for Prompt Tuning and P-Tuning
v2, we set Nc = 500. As demonstrated in Table 6 and
Table 7, our approach achieves outstanding results, with all
IND prompts yielding a p-value well below 0.05, indicating
strong evidence against the null hypothesis. Meanwhile, for
all POS prompts, the p-value remains at 1.0, suggesting that
there is insufficient evidence to reject the null hypothesis.
We observe that the results of LLaMA outperforms BERT,
RoBERTa, and OPT, which is attributable to LLaMA’s re-
markable context-learning capability. In summary, our tech-
nique is capable of protecting prompt copyright use in large-
scale commercial models.

6. Related Works

Prompt Learning. The concept of prompt learning, which
is defined as designing and developing prompts that can
enhance the performance of pretrained LLMs on specific
tasks, has gained recent popularity within the language
processing community. In the beginning, prompts were cre-
ated manually through intuitive templates based on human
introspection [49], [50], [51], [52]. Recent studies have
explored automatic template learning to avoid the need for
a large workforce. These studies can be categorized into
two types: discrete prompts (e.g., Universal Trigger [36],
AutoPrompt [36], and AdaPrompt [53]) and continuous
prompts (e.g., SOFTPROMPTS [28], P-TUNING [26], P-
Tuning v2 [27], Prefix Tuning [29], PROMPTTUNING [30]
OPTIPROMPT [54], and PROMPTTUNING [30]).

Language Model Watermarking. Watermarking, which is
characterized by injecting imperceptible modifications to
data that hide identifying information, has a long history.
Recently, several schemes have been developed for water-
marking language models [17], [18], [19], [20], [31], [32],
[33], [34], [55]. However, to the best of our knowledge,
there are no existing studies on prompt watermarking.



7. Discussion

Limitation. Overall, PromptCARE maintains the high per-
formance of effectiveness, robustness, harmlessness, and
stealthiness in general cases, while it does show fluctuations
in certain cases, e.g., in terms of a 10% accuracy drop for
extreme cases (AUTOPROMPT).
Deployment. Regarding the previously discussed limita-
tions, we suggest the following deployment guidelines when
implementing the PromptCARE: 1) PromptCARE is more ef-
fective with continuous prompts and discrete prompts with
longer sequences according to their negligible accuracy
declines; 2) PromptCARE can still be effective under certain
adversarial environments (synonym replacement attack, fine-
tuning attack) because those attacks do not remove its
triggers; 3) PromptCARE can be less effective for discrete
prompts with short sequences since low-entropy prompts
provide few instructions for the LLM; 4) PromptCARE might
be vulnerable to adaptive attacks.
Future Work. In future research, we intend to investigate
the explanation of LLM to improve the performance of
PromptCARE on discrete prompts. Besides, we plan to study
the transferability of continuous prompts, thereby increasing
the transferability of PromptCARE.

8. Conclusion

This work studies prompt privacy and copyright protec-
tion in the context of Prompt-as-a-Service. We discuss an
adversarial LLM service provider who deploys the prompt
to PraaS without authorization from the prompt provider. We
present a bi-level optimization-based prompt watermarking
scheme to mitigate this potential security risk. Extensive
experiments, including a case study on a large commercial
model such as LLaMA, are conducted to evaluate the pro-
posed watermarking scheme. We hope this work can raise
awareness of privacy and copyright protection for prompts,
particularly for the commercial LLM.
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Appendix A.
Additional Experiments

According to the anonymous reviewer’s suggestions, we
conduct additional experiments on query size, false positive
rate, and stealthiness to evaluate PromptCARE.

A.1. Experiments on Query Size

The dimension of the query in the context of prompt
copyright verification represents another significant consid-
eration for PromptCARE, particularly due to the associated
API query expenses incurred by the suspected LLM service
provider. Within this section, our evaluation focuses on the
p-value of P-Tuning_v2 applied to SST-2 across a range of
query sizes, spanning from 512 down to 128.

TABLE 8. THE P-VALUE OF P-TUNING V2 ON SST-2 DATASET WITH
VARIOUS QUERY SIZES. “IND” DENOTES THE INDEPENDENT PROMPT,

WHILE “POS” REPRESENTS THE UNAUTHORIZED PROMPT.

Query Size Prompt BERT RoBERTa OPT-1.3b

512
POS 1.0 1.0 1.0
IND 2.27× 10−5 9.50× 10−9 3.64× 10−4

256
POS 1.0 1.0 1.0
IND 7.44× 10−20 1.14× 10−23 1.11× 10−49

128
POS 1.0 1.0 1.0
IND 9.58× 10−49 8.54× 10−11 2.62× 10−25

As highlighted in Table 8, it is noteworthy that the per-
formance of the PromptCARE system remains stable even as
the query size decreases. This experiment demonstrates that
PromptCARE is capable of efficiently verifying the copyright
of a prompt with just 128 queries, showcasing its scalability
and cost-effectiveness.

A.2. Experiments on Transferability

The transferability of watermarked prompts is a
crucial aspect to consider in the adaptation of the
PromptCARE framework, as the suspected LLM service
provider may utilize a distinct language model as the prompt
developer (targeted). This section evaluates the transferabil-
ity of the watermarked prompt employing WSR and False
Positive Rate (FPR) in the context of PromptCARE.

TABLE 9. THE WSR AND FPR FOR AUTOPROMPT ON SST-2.

Targeted
Suspected BERT RoBERTa OPT-1.3b

WSR FPR WSR FPR WSR FPR

BERT 1.0 0.0 0.95 0.06 0.91 0.06
RoBERTa 0.77 0.10 1.0 0.0 0.92 0.08
OPT-1.3b 0.92 0.08 0.96 0.06 1.0 0.0

Table 9 demonstrates the WSR and FPR of Prompt-
CARE across various models with AutoPrompt on the SST-
2 dataset. We observe that the WSR decreases from 4%
to 23% while the FPR keeps smaller than 0.08. The WSR
decline can be attributed to the inconsistency in the semantic
spaces of diverse LLMs.

This experiment is not compatible with the continuous
prompt setting because each continuous prompt is specif-
ically designed for a matching LLM embedding, which is
not transferable to another LLM with a different embedding.
Note that this limitation is inherent in LLMs, rather than be-
ing a constraint imposed by PromptCARE. Moving forward,
our research aims to investigate the transferability of contin-
uous prompts, thereby enhancing the overall transferability
of PromptCARE and its applicability across various LLMs.

A.3. Experiments on Stealthiness

The activation of the watermark signal embedded in
the query relies on the utilization of the trigger. A smaller
trigger payload can enhance stealthiness during verification.
Nevertheless, it’s important to note that a reduced trigger
payload might compromise the effectiveness of the water-
mark. To gauge the resilience of our watermark scheme, we
conduct additional experiments on all datasets to evaluate
the stealthiness of our method WSR metric.

In Figure 9, we present the downstream accuracy and
watermark success rate of PromptCARE with various trigger
sizes on IMDb, QQP, QNLI, and MNLI. The graph illus-
trates that the DAcc and WSR remain stable with the in-
creasing trigger size. In summary, the additional experiments
demonstrate the resilience of PromptCARE in a low-trigger
payload for embedding.

Appendix B.
Meta-Review

The following meta-review was prepared by the program
committee for the 2024 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.
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Figure 9. Downstream accuracy and watermark success rate of
PromptCARE with various sizes of triggers for IMDb, QQP, QNLI and
MNLI.

B.1. Summary

The paper introduces a framework, PromptCARE, aimed
at protecting prompt copyright through watermark injection
and verification. The authors conduct experiments on six
datasets and three pre-trained LLMs (BERT, RoBERTa,
OPT-1.3b), with an additional case study on LLaMA. They
evaluate the effectiveness, harmlessness, robustness, and
stealthiness of the proposed framework.

B.2. Scientific Contributions

• Provides a Valuable Step Forward in an Established
Field.

• Establishes a New Research Direction.

B.3. Reasons for Acceptance

1) Provides a valuable step forward in an established field.
The paper focuses on prompt copyright protection,
a trendy and important topic in prompt engineering.
It proposes a framework which has not been studied
before. The proposed framework demonstrates good
practical value, as it can be applied to both discrete
and continuous prompts. The authors also give a clear
introduction to their methodology and evaluation.

2) Establishes a new research direction. Prior works do
not apply to prompt copyright protection. The authors
present a new technique to solve the problem with
sufficient novelty.
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