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With the advent of quantum technology,
the interest in communication tasks
assisted by quantum systems has
increased both in academia and industry.
Nonetheless, the transmission of a
quantum state in real-world scenarios
is bounded by environmental noise, so
that the quantum channel is an open
quantum system. In this work, we study a
high-dimensional open quantum system in
a multicore optical fiber by characterizing
the environmental interaction as quantum
operations corresponding to probabilistic
phase-flips. The experimental platform
is currently state-of-the-art for quantum
information processing with multicore
fibers. At a given evolution stage we
observe a non-Markovian behaviour of the
system, which is demonstrated through
a proof-of-principle implementation of
the Quantum Vault protocol. A better
understanding of phase-noise in multicore
fibers will improve real-world
communication protocols, since they are a
prime candidate to be adopted in future
telecom networks.

several

1 Introduction

Currently, optical fiber-based communication is
the fastest method for information transmission
[1], mainly due to the multiple alternatives it
offers for multiplexing techniques [2, 3]. One new
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promising method for increasing fiber information
capacity is the space-division multiplexing
technique based on Multicore Fibers (MCFs). In
this case, more information is sent through the
fiber by exploiting the extra cores contained in
its cladding [4]. MCFs have allowed transmission
rates up to 305 Th/s through a 19-core MCF
[5], setting a new benchmark for ultrahigh
transmission capabilities that largely surpass
conventional single-mode fibers [6]. Moreover, it
has been recently demonstrated that MCFs are
compatible with quantum information processing
(QI). For instance, high-dimensional quantum
cryptographic protocols have been performed
using 4-core fibers. In this case, high-dimensional
quantum states (hereafter qudits) are encoded
by exploiting the available core modes for single
photon propagation in the MCF [7, §]. This
encoding strategy has been further extended into
other QI protocols [9-13], and to build high-
dimensional entangled photons sources [14-16].

In real large-scale networks, optical fibers
are exposed to perturbations induced by
environmental noise. As a result of these
perturbations, information loss could be
introduced according to the Markov hypothesis
behind noise processes, spoiling the information
transmission [17]. The Markovian nature of
noise has significant consequences for quantum
communication tasks and can be witnessed
by a monotonic decay of channel capacities
along the propagation [18]. At the same time,
the interest in quantum dynamics deviating
from the Markov hypothesis, namely non-
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Markovianity (NM), has increased in recent
years due to its theoretical relevance and
possible application in the protection and
processing of quantum information [19-23]. The
behavior of non-Markovian processes has been
observed in photonic experimental simulations
of environmental effects through different
schemes [24-35]. To date, the use of NM as
a resource for QI has been mainly focused on
entanglement-based protocols [36, 37|, while a
formal resource theory for NM is still in early
development [38-40].  Thus, a relevant goal
to achieve is the experimental observation of
NM in a simple scenario without considering
entanglement, its application for
QI tasks in the prepare-and-measure scenario.
For instance, measuring non-Markovian effects
through an adequately defined quantum channel
capacity allows linking NM with the efficiency
of a specific QI protocol [18, 41]. Of particular
interest is Ref. [42] that has introduced the
Quantum Vault (QV), a protocol for storing and
retrieving information encoded in a quantum
system subject to non-Markovian evolution.

envisaging

In this work, we introduce a new model to
characterize the phase-noise of multicore optical
fibers, which is arguably the main effect that
leads to the degradation of their information
capacity. In our model, the environmental
interaction is treated as quantum operations
corresponding to probabilistic phase-flips acting
on path qudits, which are encoded in terms of
the core modes available for photon propagation.
The types of phase flips considered in the model
can readily be changed moving from simplified
scenarios to unrestricted ones. As an initial
investigation with this model, we focus on the
specific conditions under which the phase-noise
will lead to a NM map implemented in the path
qudits. The dynamics are experimentally realized
by controlling the occurrence probability of the
desired error operations. The setup adopted
is based on a platform recently introduced to
control qudit states propagating over MCFs [10].
We observe a non-monotonic behavior of three
different capacities, allowing a proof-of-principle
realization of a QV [43-45|. As discussed above,
the observation of NM dynamics in a prepare and
measure setup configuration is per se interesting,
since it may lead to the development of new QI
protocols related to data hiding. Nonetheless, we
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Figure 1: A quantum map A; can be defined as a curve
in the space of quantum channels. We use t = 1 — pg
as the dynamical variable, where pg is the no-change
probability. Assuming this probability to be null at the
end of the evolution, the ending point corresponds to
t=1.

highlight that our model is far more general, and
has been developed with the intent of modeling
the imperfections to be observed in installed
cables of multicore fibers in future high-capacity
telecom networks.

2 Noisy quantum maps in MCFs

A general quantum process is defined by a
family of one parameter dynamical maps {®¢},
where ®; is a completely positive and trace
preserving (CPTP) map for any ¢ > 0 [18, 46],
taking an input density operator py into an
output density operator p;. As depicted in Fig.
1, a quantum process can be described by a
continuous evolution curve A; in the space of
CPTP maps, such that Ag = 1. An evolution
is called CP-divisible if ®;¢9 = ®; (P, 0, where
O, ¢ is completely positive (CP) for all stages s
such that 0 < s <¢. All processes given by CP-
divisible maps are called Markovian evolutions
[21]. Otherwise, they are called non-Markovian.

In the following, we consider a noisy
quantum process where a quantum system in
an unknown state may be affected by a set of
unitary transformations U} operating with their
respective probability pg.
quantum processes allows us to define such a
dynamical map following an intuitive posit: when
the system is just starting to evolve from its initial
state p, it does not undergo any change yet, so
the probability po of it remaining unchanged (or
being transformed only by Uy = 1) must be
equal to one, with all the remaining probabilities
Pr+o being null; as it evolves, the no-change

The formalism of
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probability py decreases while the remaining
probabilities increase. (A similar approach has
been used for the experimental simulation of
environmental effects on single qubits [29].) This
way, we associate the dynamical variable ¢ with
a decay of pg. Since all the relevant behavior
for our study is observed for a finite value of po,
knowing the particular dependence of ¢t on it is
not crucial. Then, we can take t = 1 — pg as the
dynamical parameter to define the noisy process,
which is now enclosed by the curve in 0 < ¢ <1
orl>py>0.

The explicit definition of our map makes use of
the operator-sum representation for a quantum
channel ®(p) = p’ in the framework of quantum
operations, where all the environmental effects
are captured by a complete set of Kraus operators
FEi acting on the system’s Hilbert space as
p= ®(p) = > Eka,];. The noisy process
A; under our consideration is composed of a
family of channels whose Kraus operators F; =
\/PiU; describe the occurrence of a unitary error
operation U; [see the examples below in (2)]
affecting the system with probability p;, all the
p; being defined in function of the no-change
probability pg. Let |¢) be the state of a single
photon propagating through a N-core optical
fiber:

N
Z el (1)

where |¢) denotes a one-photon state in the core
£. We will consider a set of error operations
U; that permute the phase values ¢, of the
state in Eq. (1). Each permutation on its
own is a noiseless operation, so the presence of
noise is due to the probabilistic combination of
them and somewhat extends the concept of bit-
flip or phase-flip channels found in open qubit
systems to higher dimensions. We can address
different scenarios by allowing permutations only
between cores on certain subsets (this has some
relation to the prescription given in [47, 48] to
implement non-Markovian phase patterns). Let
s be the number of cores in these subsets: s =1
prevents reordering, so the only possible unitary
transformation is the identity, leading to trivial
Markovian dynamics. The s = 2 case (Fig. 2)
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Figure 2: The four possible operations when N = 4

and s = 2, with their respective probabilities p;. Greek
symbols represent the phases of the logical state at each
core.

involves just four possible operations, namely,

1 00 0 1 00 0
0100 0100
Y=g 010" 000 1]
0001 0010
(2)
0100 0100
1 00 0 1 00 0
2=1g 010" 000 1]
0001 0010

while s = 3 and s = 4 enable 6 and 24 unitary
transformations, respectively, corresponding to
the number of available permutations. It is worth
remarking that instead of the most common
method used in an experimental simulation
of non-Markovian processes — that is, to
consider and manipulate the state of the
environment explicitly — our approach reflects
the environmental influence by the variation on
the specific probability of an error (permutation)
occurring, similar to the scheme used in Ref.
[30] to implement a dephasing channel or the
simulation of classical non-Markovianity in [34].
In this way, we intend to make our experimental
simulation consistent with the standard premise
that only the state of the system is accessible
to the experimenter,
building block to describe a general noise process
for qudits, just like in qubit systems the bit-
flip and phase-flip errors are components of the
general depolarizing channel. The inaccessibility
of the environment is also relevant for using our
system as a secure channel.

so it can be used as a
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Figure 3: Evolution of coherence and quantum mutual
information under maps A,, for s = 2 and when
permutations are equally probable (See Fig. 2). (a)
Relative entropy of coherence as a function of ¢ from
maximally coherent initial states. If the relative phases
between the terms of the state are null, its REC is
constant, as depicted by the red line. The other cases
are contained in the orange region. (b) Quantum mutual
information at each stage of the map A;. The beige
region contains the results obtained from 10% normally-
distributed mixed states. Green solid curves correspond
to a chaotic input state 1/4. (c) Evolution of coherent
information. In this case, we show the maximum at
each point obtained from a normal distribution of 10°
initial mixed states (dashed line). Green solid curves
correspond to a chaotic input state. The vertical dashed
lines indicate where the minimum is reached.

3 Non-Markovian effects in quantum
information capacities

In order to assess the effect — and usefulness
— of NM in quantum information and quantum
communication protocols, different NM measures
have been proposed, which are based on the
monotonic decay of certain quantifiers under the
action of CPTP maps.
of these quantities along evolution indicates a
backflow of information from the environment

An increase or revival

to the system [20, 21]. That is, when these
quantities show an increase or resurgence during
evolution, it indicates a transfer of information
from the environment back to the system, serving
as evidence/witness of NM’s evolution.

The first information resource we can consider
is the quantum coherence. If a system
evolves under a CPTP map, such as A, its
coherence cannot increase. Conversely, coherence
is expected to decay monotonically under a
Markovian noisy process, so a suitable NM
witness is given by an increase in the relative
entropy of coherence (REC) [49, 41], which has
a closed form for a N-dimensional quantum state
p given by:

CT = S(pdiag) - S(p) . (3)

Here, pgiag is the diagonal part of the density
matrix p, and S denotes the von-Neumann
entropy [50]. This relation with the entropic
characteristics of the system poses the maximum
REC as a valid measure of the channel capacity,
providing an interpretation of coherence in terms
of the average amount of information conveyed by
a state. We evaluate its behavior under our map
A, taking as initial states the set of maximally
coherent pure states with C, = log4. The orange
region depicts the respective evolution of C,. in
Fig. 3 (a) for s = 2 when the error operations
are equally probable, i.e., pio = (1 —po)/3. We
observe how C,. decays to a minimum at a certain
t corresponding to a finite no-change probability
po, after which it increases.
reached when all the permutations are equally
probable, i.e., when p; = pmin for all i. The
revival of REC in the regime 1 — ppin < t < 1
(or equivalently po < pmin) breaks the monotonic
decrease imposed by the Markov approximation.

The minimum is

Diagonal density matrices correspond to
incoherent states giving a null value of distance-
based measures of coherence such as REC
|[green line in Fig. 3 (a)l.
these states have maximal information content
that can be transmitted through a quantum
channel, which can be measured by proper
capacities capturing the non-unital part of the
dynamics [21]. In analogy to the classical
Shannon capacity, different quantities are used
to estimate a bound for the average amount
of transmitted information, depending on the
particular protocol. First, the quantum mutual

However,
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information,

I(p,®) = S(p) + S(®[p]) — S(p,®), (4)

limits the amount of classical information that
can be transmitted through the channel ®. In
this definition, the last term corresponds to the
entropy exchange S(p,®), which quantifies the
entropy change with the environment [18, 51]. It
is also used to define the coherent information
52]

L(p, @) = S(@[p]) = S(p, @) (5)

This quantity is important for several reasons,
which are discussed in more detail in the
supplementary material. Its fundamental
definition considers the entanglement between
the system and an ancilla, this being the
reason why it is regarded as a proper bound
of the nonclassical information conveyed by the
quantum carrier [53].

Quantum mutual information and coherent
information cannot be increased by any post-
processing of the channel output. This property,
the data processing inequality [54], is related to
the monotonic decay of both capacities under a
Markov noisy process. A break of this behavior
is a signature of NM evolution [18|. In Fig. 3,
we present the evolution of the quantum mutual
information (b) and the coherent information
(c) under A; for different initial states. Dark
green curves correspond to the evolution of the
capacities for a mixed input state p = 1/d.
Noticeably, both capacities I and I. attest to
the non-Markovian nature of the map: for mixed
states, a minimum is again reached at py = pmin-
According to its definition, the decrease of I (of
I.) up to this stage of the evolution indicates a
loss of classical (quantum) correlations between
the input and the output, with a consequent
variation of entropy on the environment, or
equivalently, a leak of information from the
system to it. In the region 1 —ppi,m < t < 1, both
capacities rise again, indicating an information
back-flow from the environment to the system.
Note that since all the maximally coherent states
of Fig. 3 (a) are pure, their von Neumann
entropy is null, so the related quantum mutual
information is also null |red lines in Figs. 3 (b,c)].

4 Non-Markovian dynamics in MCF

4.1 The quantum vault protocol

As far as they account for the maximal average
amount of information that can be transmitted,
the channel capacities introduced in the previous
section identify resources that can be used
to store and retrieve information by state
preparation and measurement of a quantum
state. This is the concept of the quantum vault,
originally introduced in Ref. [42]. Consider
that Alice wants to store some information by
encoding it in a qudit. The system evolves by
the map A, with the resource at each stage being
quantified by some channel capacity K (t). After
the process is finished, i.e., for ty = 1 (pg = 0),
Alice tries to recover her information. The more
information that is contained in the final state,
the more successful the retrieval is. Suppose that
at some stage of the evolution in the interval 0 <
t < 1, an eavesdropper Eve attempts to measure
the state of the system and thus steal Alice’s
information. If Eve cannot retrieve as much
information as Alice, then the system constitutes
a quantum vault [42]. The noisy process A; has
a key feature that enables the implementation of
the quantum vault, namely, the non-monotonic
behavior. There is a finite interval where K (t) <
K (ty), and less information can be retrieved. The
revival time At, where the capacities increase at
the end of the evolution, can then be used to
quantify the suitability of a given system to serve
as a QV.

In a general N-core fiber, if m is the integer
quotient of IV divided by the size of the subsets s,
there are (s!)™ (N — ms)! possible permutations.
Since we consider ¢y = 1, the uniform probability
Pmin 1S equal to At and takes the value

1
(shm (N —ms)!’ (6)

At = Pmin =

If we consider the error operations to occur with
the same probability, i.e. pizo = (1 —pg)/3 in
a 4-core fiber with s = 2, we get At = 0.25
(See Fig. 3). However, from Eq. (6), it is
clear that the value of the revival time At is
inversely proportional to the number of available
permutations affecting the evolution.  Thus,
maximal information recovery in the QV protocol
can already be obtained while considering a
simplified scenario in the s = 2 case, where phase
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permutations can only occur simultaneously on
both subsets of cores, i.e., p1 = po = 0 and
p3 = 1 — po.
At =0.5.

In this case, the revival time is

4.2 Experimental Setup

In order to demonstrate a new platform to study
the dynamics of high-dimensional open quantum
systems, we exploit the use of a MCF-based
4-arm Mach-Zehnder interferometer to prepare
four-dimensional (d = 4) qudit states, and also
to statistically apply a set of unitary operations
U; to them. By doing this, we simulate the
state transition maps. The experiment consists
of three main parts: state preparation, map
implementation, and quantum state tomography
characterization, and is presented in Fig. 4.
Qudit Source. A CW-1546 nm laser attenuated
by neutral filters and a fiber intensity modulator
controlled by a Field Programmable Gate Array
(FPGA1) prepares light pulses with a repetition
rate of 2 MHz, which are propagated by telecom
SMF-28 fibers. The combination of these three
devices allows the generation of weak coherent
pulses with an average photon number of y =
0.15, which provides a good approximation to
a single photon source, since 95.7% of the
non-vacuum pulses are single photons. Next,
a demultiplexer (DMUX) device is used to
connect the initial SMF into a single core of
a four-core MCF, while the other three cores
remain unconnected. A backbone device in the
setup is the MCF Beam Splitter (MCF-BS),
which enables the superposition state on the
propagation paths of the MCF[10, 12]. An MCF-
BS is fabricated by heating and stretching a
section of the MCF, creating a tapered subsection
of the fiber. This geometric deformation of the
MCEF structure changes the distance between the
cores, allowing crosstalk between them. The
MCF-BS was recently characterized by Carine et
al. [10], who proved that the output distribution
corresponds to a d = 4 Haddamard matrix Hy,
allowing the generation of superposition states.
Thus, the qudit state after MCF-BS is |¢g) =
(1/2) S0, €% |£), where ¢y, are individual phase
drifts that will be addressed in the next stage.
Map Implementation. To extinguish parasitic
phase drifts in state preparation and to apply
the probabilistic dynamical map, we include a
phase stabilization system in the setup. It is

composed of three LiNbOjs phase modulators
(PMs) in a feedback-loop connected with the
avalanche photo detectors (APDs). The control
system works as follows: Initially, there is a
100 ms stabilization interval, where FPGAI
implements a stabilization procedure [10] to
compensate for phase drifts between cores and
generate the desired initial state. This is done by
optimizing the observed probability distribution
in the APDs, such that it is very close to the
distribution expected for the state that one wants
to generate. Typical fidelities observed in this
stage are higher than 99%, due to almost perfect
mode matching for the different core modes in the
final beam-splitter.

Once the target output probability is reached,
the dynamic map A; is implemented for the next
100 ms time interval. This is done by randomly
applying the unitaries Uy and Us (see Fig. 2),
for each of the 200.000 pulses generated, with
probabilities pg and 1 — pg, respectively. In this
way, the observed statistics, integrated over the
100 ms time interval, are associated with a mixed
state that emerges after the evolution through a
map A¢, with t = p3 =1 — pg.

Characterization. A quantum state
tomography with five mutually unbiased
bases (MUBs) in d = 4 is used to estimate the
final qudit density matrix [55-61], allowing the
calculation of the required channel capacity. The
measurement projection is implemented using
a second FPGA2 that controls a second set of
phase-modulators and with the final 4 x 4 MCF
beam-splitter. The states associated with the
four outcomes of this last beam-splitter are given
by

o) = 5 (e 10) + ¥ [1) + #F |2) + £ J3)),
9) = (8 10) + €07 1) — & |2) — 698 j3)),
92) = (98 10) — 07 |1} + &9 [2) — 698 3,
0s) = (98 [0) — eF 1) — &9 [2) + €9F 3)),

where (;SkB is the phase applied by the second
modulator in the core mode k. The projection is
concluded connecting commercial InGaAs single-
photon detection modules to each output mode,
working in gated mode and configured with
10% overall detection efficiency. Over the
100 ms measurement interval, FPGA2 imprints
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Figure 4. Four-arm Mach Zehnder interferometer based on MCF to simulate non-markovian dynamics. A CW-1546
nm laser, neutral attenuators, and an intensity modulator generate a weak coherent state with a mean photon number
of u = 0.15 at a repetition rate of 2 MHz. The single photon state is transmitted through an MCF DMUX and an
MCF BS, generating a 4-dimensional state encoded on the 4 possible core modes inside the MCF. An MCF DMUX
is used to spatially separate the paths such that one can address the relative phases via PMs. During a 100 ms
time interval, an FPGA-based active control system adjusts the voltages on the PMs to generate the state |e;).
Immediately thereafter, in the next 100 ms time interval, FPGA1 uses the PMs to randomly implement i) the identity
or ii) the phase-flips associated to the transition 3 in Fig. 2, with probability ps5 = 1 — pg. In the characterization
stage, a second FPGA performs measurements over 5 MUBs to reconstruct the resulting density matrix. This is done

by closing the interferometer with a MCF BS and collecting the single photon counts with four APDs.

the phases that correspond to the 16 different
states of the four MUBS and records the
corresponding statistics. The fifth MUB (logical
basis) was measured before each round of the
experiment. The results were used to compute
the experimental density matrix pey, using a
maximum likelihood estimation routine [62], and
then the different channel capacities.

4.3  Proof-of-principle realization of the QV
protocol

The fact that the randomly applied unitaries are
actually performed by the user allows the NM to
be exploited in a controlled way. Let us illustrate
this by outlining how the QV procedure applied
to our MCF setup can be used to hide information
efficiently. Suppose the photons are sent through
a long MCF fiber that serves as a quantum
memory. Let us apply phases using the relevant
probability distribution corresponding to pmin.
Then, the information that an eavesdropper can
recover is minimal. Using a classical register,
the user can make a record of the particular
unitary U; that was applied to each light pulse
sent through the fiber. When the photons exit
the fiber, if one has access to the classical register,
one can look up which unitary was applied to
each photon and apply a second unitary chosen so
that the complete evolution corresponds to a non-
Markovian channel with t = 1, where information
recovery is maximum. An eavesdropper who
does not have access to the classical register does
not know which unitaries have been applied to
which photons and thus cannot generate a non-

Markovian channel. In this way, the information
hidden in the vault can only be recovered by users
with access to the classical memory register.

Consider an arbitrary orthonormal
defined by the states:

base

1 1
i 1 4
’61> — 95 i ) |62> - 5 il
-1 1 ()
1 1
1] —1 1] —¢
’63) - 5 _2 ’ |64> - 5 Z ’
-1

which are all equally weighted superpostions of
the states |¢) (¢ = 0,1,2,3) corresponding to
a single photon propagating in the /-th core.
To simulate different channel dynamics in our
setup, the evolution of the input state |es) was
studied. For each measurement interval of 100
ms, we randomly applied Uy and Us considering
different values for the probabilities py and ps.
The red dots in Fig. 5 correspond to the
evolution of the relative entropy of coherence C,
at specific stages in the simplified case (p3 =
1 —po and p; = p2 = 0). This scenario allows
C, to rise back to its initial value at the end
of the evolution, so the information backflow is
complete. The simulation consists of summing
up, for a given stage, the statistics obtained
in all previous ones. Thus, simulating the
photon state evolution through different channel
dynamics, sequentially. The experimental results
follow the theoretical prediction very closely,
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Figure 5: Proof-of-principle implementation of the quantum vault protocol to store an image using the noisy map
A¢ with p; = pa = 0. (a) Each qudit in the 4-dimensional canonical basis is associated with a specific color of
the cyan-magenta-yellow-black (CMYK) model. (b) Mapping the CMYK color model into the basis allows a direct
equivalence between color mixtures and mixed states: the diagonal of the density matrix in this basis is the CMYK
code of the respective color. (c) At the input stage, Alice stores a message as an image whose pixels have one of the
base colors. As the system evolves, the distinguishability between different state pairs in the basis decreases, which
is reflected by a decrease in the REC. At t = 1 — ppin, the capacity is minimal, rendering the message of the image
unreadable. Non-Markovian dynamics in the final stage of the evolution leads to an increase in distinguishability,
allowing Alice to retrieve her information even if the final state of each pixel is different from its initial state (colors
are swapped in the retrieved image). In the insets, the top and bottom images correspond to the predicted and

measured images. (Please see Fig. 6 where we present different cases in the supplementary material)

serving as a demonstration that different channel
dynamics (Markovian and Non-markovian) can
be simulated in a very controlled way in
our system. To compute the error bars for
the experimental data set, we performed a
Monte Carlo routine by varying a Poisson
distribution centered on the experimental counts
and computed 1000 simulated density matrices.
Error bars correspond to one standard deviation

of the ensemble.

Now, let us show how a classical message is
affected by such different types of dynamics.
Consider an image composed of 1024 pixels whose
color is defined in the four-color model CMYK
(cyan, magenta, yellow, black). This pattern of
colors can be encoded directly in the quantum
state of the photons sent through our setup.
As depicted in Fig. 5b, associating the basis
states above with the CMYK code, provides a
straightforward visual representation of mixed
states as color mixtures. The user stores a
four-color image whose pixels correspond exactly
to one of the four CMYK colors, as shown in
the top left inset of Fig. 5c. This is done
by preparing a set of 1024 qudits, whose states

are defined according to the CYMK color code.
As the evolution proceeds, each of these pixel-
states is independently affected by the noisy map
Ay, so they turn into a mixed state p;. In
Fig. 5c, we plot the respective images retrieved.
The output image was recovered by measuring
in the encoding basis (8). The full backflow
of the information encoded is reflected by the
last image, where all pixels are in a pure color
of the CMYK code, just like the initial image.
The minimum of the capacity C, is reached with
ps = po = 1/2 (t = 0.5), when all the pixel-
states at this point are in one of two mixtures,
rendering the message in the image unreadable.
The average fidelity of the reconstructed qudits is
98.5%, so the difference between the experimental
and theoretical images is almost negligible.

5 Conclusions

Applying quantum technologies in practical
scenarios requires the study of decoherence,
which is intrinsically related to environmental
noise, that can outweigh the advantages that
quantum systems could provide. In this
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context, studying open quantum systems and
non-Markovianity is a relevant topic, as it
could provide bright insights for fault-tolerant
quantum communication tasks, real-world system
evolution, or even practical quantum memories
[63, 64].

We have shown that multicore optical fibers
provide a suitable platform to implement
NM maps in higher dimensions through the
probabilistic application of unitary operations in
each fiber core optical mode. We used such
technique in a proof-of-principle experiment to
show that under a restricted scenario for phase
flips, if the multicore fiber is used as a quantum
memory, NM maps may lead the system evolution
to a regime where information backflow from the
environment to the system is observed. Thus,
enabling the use of the system as a quantum vault
where information is harder to retrieve along the
evolution than at the end of it.

The set of errors used in our study serves as
a reliable proving ground that can be extended
(with s > 2) to include more noisy operations
affecting open systems in actual communication
networks implemented over installed multicore
optical fibers. A further study of transition map
models in multicore fibers could be useful for both
classical and quantum communication tasks since
a deep understanding of the noise contribution
could lead to the implementation of noise passive
filters, thus reducing the complexity and cost of
communication infrastructure networks.
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Supplementary material

Coherent information and channel privacy

We will now discuss in more detail the original
definition of coherent information and its relation
to the privacy of a quantum channel. Consider
that in addition to the original system A, we
have a replica of it (either physical or just a
mathematical device) that serves as a reference or
ancilla system R. Consider a quantum channel ®
which acts only in the system A and describes
its interaction with the environment E. This
channel transforms the initial state p4 of A into
a final state p/;. Generally, p is a mixed state
but can be purified in the bipartite Hilbert space

Ha ® HR.

The purification of p is given by
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the entangled state |W4pr). We can express the
evolution of the extended system AR by means
of the superoperator ® ® 1 to obtain

Par ={2®1r} (|War) (arl).  (9)

This translates into the following scheme:

D——@

Now, consider the entropy S(p/yp) of the
bipartite system composed of the output and the
ancilla. Since this subsystem is not affected by
the evolution, S(pyp) can still be considered as
an intrinsic property of the system A, depending
only on its initial state p4 and the channel ®
[52]. Still, if the environment is initially in a pure
state, we can identify S(p/yp) with its entropy
after evolution. The previous statements allow
us to define the entropy exchange,

S(pa, ¢) = S(par) = S(Pk), (10)

as the amount of information exchanged between
A and the environment. The last identity comes
from the fact that the tripartite state in the
extended system ARFE remains pure along the
evolution. Upon the entropy exchange, we define
the two intrinsic quantities introduced in Sec.
3, namely, the quantum mutual information and
the coherent quantum information. This last
quantity, given by

I(pa, ®) = S(®[pa]) — S(pa, d), (11)

measures the degree of quantum correlation
retained by R and A during the evolution, so
it is considered as a proper measure of the
nonclassicality of the final state p’yp.  The
previous definitions provide a formal connection
between our map and the task of quantum
data hiding [43, 44]. In this context, removing
correlations between A and R allows to hide
quantum information by transferring them to the
environment (cf. [64]). This is quantified by the
entropy exchange and the associated reduction of
the coherent information.

Consider the evolution of the coherent
information I. under the map A¢, shown in Fig.

3 (e,f). This is obtained by taking the chaotic
initial state ps = 1/4, whose purification is
given by a maximally entangled state. As t
increases, the corresponding quantum channel
®,, reduces its coherent information due to the
entropy exchange: the information is hidden in
This highlights the key role
of the inaccessible environment in our model for
implementing the quantum vault. As the system
interacts with the environment, neither Alice nor
Eve can obtain the information stored in its initial
state.

Conveniently enough, further evolution of the
system in the non-Markovian regime allows for
partial o complete information recovery. In the
optimal case |Fig 3 (a)] the information is fully
restored, so the coherent information reaches its
maximal value at the output:

I(ply) = I(pa) = s(pa) . (12)

This way, it is shown that in the optimal
scenario, A; allows for a quantum private channel
in the limit pg — 0, after performing quantum
data hiding during the evolution, maximally
at pp = The previous results can
be expressed by means of another information
quantity obtained from a different partition of the
extended system ARFE, namely, the loss given by

L(p,®) = S(pr) + S(p) — S(Prr)
= S(pa) +S(p,®) — S(ply) .

Notice that it corresponds to the quantum
mutual information between the input and the
environment. The loss is non-negative, and it is
null only if the state plp is separable, ie. in
the absence of correlations between the R and
FE, meaning that no information has leaked into
the environment. Indeed, it has been shown that
L(p,®) = 0 is equivalent to Eq. (12), allowing
for a completely private channel [51, 65|. This
is attained in our optimal case, where all the
information has flown back from the environment
to the system at the end of the evolution.

the environment.

Pmin-

(13)

QV protocol in different scenarios

The implementation of the QV in Sec. 4.1
considers the optimal scenario in the s = 2
case, where phase permutations can only occur
simultaneously on both subsets of cores (p; =
p2 = 0 and ps = 1 — po). With this restriction,
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Figure 6: Implementation of the quantum vault protocol to store an image, using the noisy map A; in three different
scenarios. Each qudit in the 4-dimensional canonical basis is associated with a specific color of the cyan-magenta-
yellow-black (CMYK) model. At the input stage, Alice stores a message as an image whose pixels have one of the
base colors. As the system evolves, distinguishability between different pairs of states in the basis is reduced, which
is reflected by a decrease in the quantum mutual information (which quantifies the capacity of a quantum channel to
convey a classical message). At ¢ = 1—puin, the capacity is minimal, rendering the message of the image unreadable.
Non-Markovian dynamics in the final stage of the evolution lead to an increase in the quantum mutual information
with the respective revival of distinguishability, allowing Alice to retrieve her information. In the simplified scenario
where p; = py = 0 (thick line), a full recovery is possible, even if the final state of each pixel is different from their
initial state (colors are swapped in the retrieved image). In the uniform scenario p; = p2 = ps = (1 — po)/3 (thin
line), there is a partial revival of distinguishability, allowing one to read the message. Finally, the unrestricted scenario
with s = 4 (dashed line), where permutations between all the cores can occur, enables complete encryption of the
image at the minimum, at the expense of a low recovery in the output.

the relative entropy of coherence increases back to
its initial value, allowing a complete information
In Fig.
6, we compare how the QV performs in this
optimal case and more unrestricted scenarios.
The information backflow in the former case is
reflected by the output image, all of whose pixels
are in a pure color of the CMYK base, just like
the image initially stored by Alice. In the uniform
case pizo = (1—pp)/3 (thin filled curve) evolution
until pg = 1/4 put the pixels in the same two
mixtures as before. However, their state is not
pure at the end of the evolution so Alice can
recover the information only partially. Finally,
the more realistic case s = 4, where permutations
can occur between all the four cores (dashed
curve), enables full encryption of Alice’s message,
with all the base states evolving to the same
mixed state, or equivalently, all the pixels in the
image becoming gray. This comes at the cost of
a very poor recovery at the end of the evolution,
reflected by a barely readable message in the
output image. This is related to the fact that

backflow at the end of the evolution.

the value of ppi, in (6) is inversely proportional
to the number of available permutations affecting
the evolution.
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