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Abstract

We develop a model of opinion dynamics where agents in a social network
seek to learn a ground truth among a set of competing hypotheses. Agents in
the network form private beliefs about such hypotheses by aggregating their
neighbors’ publicly stated beliefs, in an iterative fashion. This process allows
us to keep track of scenarios where private and public beliefs align, leading
to population-wide consensus on the ground truth, as well as scenarios where
the two sets of beliefs fail to converge. The latter scenario — which is remi-
niscent of the phenomenon of cognitive dissonance — is induced by injecting
‘conspirators’ in the network, i.e., agents who actively spread disinformation
by not communicating accurately their private beliefs. We show that the
agents’ cognitive dissonance non-trivially reaches its peak when conspirators
are a relatively small minority of the population, and that such an effect can
be mitigated — although not erased — by the presence of ‘debunker’ agents
in the network.

Keywords:

1. Introduction

We currently live in a paradoxical age of information. We have access to
unprecedented amounts of information, yet our societies often fail to reach
consensus on demonstrable facts [I]. This phenomenon has been widely stud-
ied in the opinion dynamics literature, leading to the identification of a num-
ber of potential factors leading to such an apparent paradox. One of such
factors is the overwhelming amount — both in terms of volume and diversity
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— of information to which individuals are exposed to in online social net-
works (OSNs) [2]. Even more importantly, the spread of disinformation and
‘fake news’ has emerged as one of the most prevalent problems of today and
remains an outstanding issue in the world of cyber and online security [3]. In
particular, studies have shown that more than two-thirds of people retrieve
their news from social media platforms [4], thus the manner in which infor-
mation spreads in OSNs is particularly pressing and has evidently emerged as
a threat to the stability of democracies and nations around the world [3, [6].

A number of studies have illustrated the negative effects of the spread of
disinformation on a population’s collective ability to reach consensus on a
ground truth [7, 8]. In this paper, we seek to extend this line of research to
the level of individual agents in a population. Namely, we seek to illustrate
the effects of disinformation on the formation of an agent’s private beliefs,
and how these are converted into public beliefs that are shared with others
through a social network of interactions.

With this approach, we seek to understand the ‘microscopic’ determi-
nants of disagreement and divergence in social networks. In order to do
that, we leverage a class of models known as Distributed Hypothesis Testing
(DHT) [9], and its connection to opinion dynamics and information diffusion.
Originally developed in the context of sensor networks, DHT models typically
describe a population of agents — connected by a network of interactions —
seeking to learn a ground truth among a set of competing hypotheses [10, [9].

The DHT literature has focused on designing models that reach consen-
sus, in particular promoting exponentially fast convergence with the aim
of possessing some form of robustness, via gauging a set of needed condi-
tions [I1, 12]. Incorporating further complexities, Hare et al. [13] consider
a non-Bayesian protocol designed to take into account agents’ uncertainty
regarding the statistical models (i.e., likelihood functions) which govern the
state of world.

Lalitha et al. [10] put forward a model at the intersection of DHT and
opinion dynamics, introducing in a DHT setting a learning rule a la DeG-
root [14] based on the iterative aggregation of local information gathered
from neighbors in a social network. It is precisely within this framework
that private/public beliefs are explicitly modeled, as the agents gather and
aggregate their neighbors’ publicly stated opinions, but then proceed to form
private beliefs based on them.

Similarly to [I0], much of the literature in opinion dynamics could be said
to extend upon the archetypal DeGroot model [14], i.e., introducing addi-
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tional complexities in a setting based on the iterative averaging/aggregation
of information, and studying under what conditions the consensus typically
reached in standard DeGroot models may be distorted into, e.g., a per-
manently polarized state. For instance, averaging models seek to show if
and how Condorcet’s Jury Theorem or wisdom of the crowds may be in-
duced [15], with particular invoked behavioral qualities within agents [16].
Moreover, it has been shown that social influence undermines the wisdom of
the crowd [I7]. At the same time, Becker et al. [I8] show network conditions
where social influence may improve the accuracy of group estimates, despite
the reduction in the diversity of opinions. Other classes of models seek to
incorporate cognitive biases in the agents’ information update process, e.g.,
explicitly modelling confirmation bias by having agents place more weight on
opinions that already conform to their existing beliefs [19, 20l 21]. Bounded
confidence models instead impose that agents only interact if their opinions
are similar enough [22] 21].

In the next section, we introduce the general structure of DHT models
and detail its connection to opinion dynamics and social learning.

2. Social Learning and Distributed Hypothesis Testing

In DHT models, agents seek to learn a ground truth via private signals,
modelled as random draws from a distribution. The agents always receive
signals from the distribution corresponding to the ground truth, but are
unaware of that. In fact, their learning process aims at identifying from
which distribution they are receiving signals among a number of different
distributions. Each distribution may be thought as representing a competing
hypothesis or narrative. In the following, we set our notation and formalise
the learning rule we will employ throughout the paper.

We consider N agents connected by a network W of interactions (such
that W;; > 0 when agents ¢ and j are connected and W;; = 0 otherwise).
The weight W;; represents the amount of influence that agent 7 accepts from
agent j. Because of this, the matrix W is assumed to be row-stochastic, i.e.
Zj.\;l Wi; = 1. Let us also consider a set of N x M multivariate distributions
filtX;0) (1=1,...,N, k=1,..., M), where 0 denotes the set of param-
eters that define the k-th distribution associated with agent i. To simplify
notation, in the following we will drop the subscript 7, as it will be clear from
context to which agent the set of parameters 6, refers to.



We adopt the convention that — for each agent — the M-th distribution
is the one corresponding to the ground truth. Time is discrete and denoted
ast=1,...,T. At time t = 0 each agent is initialized with a random vector

of private beliefs qz-(o) = <q§0)(91), o ,qz-(o) (GM)), such that q§°)(0k) >0, Vk

and S0 q§0)(9k) = 1. At each time step, the following occurs:

)

e Each agent i (i = 1,...,N) receives a signal Xi(t as a random draw

from the distribution corresponding to the ground truth, i.e., Xi(t) ~

fi(';0M>-

e Each agent i performs a local Bayesian update on their current vector
of private beliefs qi(t) to form a public belief vector bgt) with components

_AGG%00 ¢V 0w
Sl F(X500) ¢! (0)

(1)

e Each agent 7 shares their public belief vector bl(-t) with all their neighbors
in the network, and similarly receives public belief vectors from each of
them.

e Each agent ¢ updates their private belief vector qi(t) by averaging the
log-beliefs they received from neighbors, i.e.,

exp (Zjvzl W;;log bgt)(Hk))

- Zé]\il exp (Zjvzl Wi, log b?(@)) . (2)

Note that both Eqgs. and ensure that the public and private belief
vectors of each agent remain correctly normalized as probability vectors at
each time step.

It can be shown (see [10]) that as long as global distinguishability is guar-
anteed, then the ground truth can be collectively learnt by all agents ex-
ponentially fast. Global distinguishability refers to the fact that at least
one agent in the network is able to distinguish between a pair of competing
hypotheses, i.e., for all £k # /¢, there exists at least one agent 7 such that
Dxr(fi(+,00)|fi(+,6¢)) > 0, where Dky(+||-) denotes the Kullback-Leibler di-

vergernce.
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Figure 1: Temporal evolution of a randomly selected agent’s private belief vector in a
model with N = 100 agents and M = 4 hypotheses.

We illustrate the above result by simulating the learning rule on a fully-
connected network with N = 100 agents and M = 4 hypotheses. The agents
receive their signals from multivariate Gaussians, so that 0, (k = 1,...,4)
here represents the mean vectors and covariance matrices of each of such
Gaussians. In order to ensure global distinguishability, we assume that each
agent is only able to distinguish between pairs of competing hypotheses.
For instance, we may have a certain agent h with f,(-;60;) = fu(-;603) and
fn(+;02) = fu(-;64) (agent h fails to distinguish between hypotheses 1 and 3,
and between hypotheses 2 and 4), and an agent £ with f,(-;01) = fo(+;02) and
fo(+303) = fo(+;64) (agent ¢ fails to distinguish between hypotheses 1 and 2,
and between hypotheses 3 and 4). In Fig. [1) we show the temporal evolution
of the private belief vector of a randomly chosen agent in the network. As
it can be seen, the private belief in the ground truth quickly reaches one,
whereas all other private beliefs go to zero. The same occurs for any other
agent, leading to consensus on the ground truth.

3. Truthfulness and disinformation

In the previous section we have introduced the behaviour of individual
agents. Here, we begin to characterize the overall network’s ability to learn
the ground truth. To that end, we introduce the following quantity
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which quantifies the average private belief placed by the agents on the ground
truth (we recall that — by convention — we assume the M-th hypothesis to
be the true one). We shall refer to the quantity in Eq. as truthfulness.
Thanks to the normalization of private belief vectors, truthfulness can also
be expressed as the difference between one and the average private belief
collectively placed on the M — 1 wrong hypotheses:

N M-1

0 =1-5 33 0.
i=1 (=1
When the aforementioned conditions on the global distinguishability of hy-
potheses are met, and the agents correctly learn the ground truth over time,
one obviously has lim; ., 7(¢) = 1, i.e., consensus on the ground truth.

Given that consensus on the ground truth is guaranteed under very mild
conditions, our interest now shifts to what happens when those conditions are
perturbed. First, we take a look at what happens after injecting conspirators,
i.e., agents that do not perform an update of their public beliefs as per Eq.
(and that do not update their private beliefs either). Specifically, conspirators
maintain their public belief on one of the M — 1 wrong hypotheses artificially
high , therefore effectively spreading disinformation and affecting the ‘regular’
agents’ learning process. In particular, we impose that conspirator agents
maintain a public belief vector b = (by, by, b, . ..) with b, ~ 1 and b; < 1 for
7 =2,..., M, that is, conspirator agents push one of the wrong hypotheses
(which, without loss of generality, we assume to be the first one) at each time
step.

Let us consider a fully connected network of N = 100 agents with M = 4
competing hypotheses. Fig. [2] (left panel) shows truthfulness in the long
run — where Eq. is only computed as an average over regular agents
— as a function of the concentration (3, of (randomly placed) conspirators
in the network. We observe an intuitive negative relationship. Namely,
as the concentration of conspirators pushing a particular wrong hypothesis
increases, the collective belief in the ground truth decreases and converges
to nearly zero.

Additionally, in the right panel of Fig. [2) we see the time evolution of
the regular agents’ belief in the truth, given some fixed concentration of con-

6



Truthfulness
Truthfulness

01 02 04 05 06 07 08 0 5 10 15 20 a0 3 40 45 50

03 25
fraction of conspirators, !ic time-steps

Figure 2: Left panel: Average truthfulness in the regular agents sub-population as a
function of the fraction of conspirators in the network. Right panel: temporal evolution
of truthfulness with varying concentrations of conspirators in the network.

spirators. For a zero sub-population of conspirators, truthfulness ultimately
converges to one, i.e., consensus on the ground truth. We also see that a
perturbation of just a single conspirator (8. = 1/N) imposed on a network
population of 100 agents is enough to deter a full consensus. Finally, given
a larger proportion (. = 0.2) of conspirators, we see a noticeable reduction
in truthfulness.

Given the result that truthfulness decreases monotonically with the pro-
portion of conspirators, we may additionally consider whether every agent
shares the same private belief in the true hypothesis or is there instead a
non-trivial distribution of beliefs int he long run. In other words, does there
exist a divergence among agents within networks induced by the presence of
conspirators?

As may be seen in Fig. 3] we observe the distributions of regular agents’
private beliefs in the truth given some concentration of conspirators. Namely,
with only 1/N conspirator present, we observe a rather skewed distribution,
with most regular agents’ private belief in the ground truth being equal or
very close to one. Still, it is remarkable to see how the presence of a single
conspirator is sufficient to render beliefs to significantly deviate from one for
some agents. With . = 25/N we see a rather spread out distribution, with
private beliefs in the ground truth ranging from 10% to almost 80%, whereas
with 8. = 50/N conspirators dominate and we see a significantly narrower
distribution peaked around very low values.
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Figure 3: Steady state distributions of beliefs in the ground truth in the regular agents
sub-population under varying concentrations of conspirators in the network (N = 300,
distributions obtained over 500 distinct simulations)

4. A Model of Cognitive Dissonance

In Psychology, cognitive dissonance (CD) refers to the mental toll expe-
rienced by an individual when faced with contradictory information [23]. In
the context of our model, we assimilate CD to the difference (in absolute
value) between what an agent privately believes and what they publicly ex-
press. Mathematically, the CD experienced by an agent ¢ at time ¢ regarding
some hypothesis ;. is

(0 = |00 = 1" (00)| - (4)

We numerically simulate a series of Erdos-Rényi (ER) and Barabasi-
Albert (BA) networks (with the same average degree) to consider the re-
lationship which exists between the concentration of conspirators and the
average CD experienced by regular agents, as well as to account for possible
differences induced by network topology. In Fig. [ we report the average CD
experienced by regular agents with respect to the ground truth hypothesis
(C®(Hyr)) as a function of the proportion of conspirators in the network. The
relationship is non-monotonic, and CD achieves its maximum in correspon-
dence of a certain intermediate value 8. ~ 10 — 15%. Notably, this result
holds with little variation both in ER and BA networks.. This may seem
counter-intuitive at first, as one may expect CD to be higher when regular
agents are exposed to higher concentrations of conspirators.
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Figure 4: Cognitive dissonance as a function of the concentration of conspirators for a
series BA and ER networks with average degree k = 100 (N = 100, averages obtained
over 200 simulations)

The above result becomes easier to interpret when considering the two
extreme scenarios. When 3. — 0 agents reach consensus on the ground truth,
leading to both ¢”(6y) — 1 and b\”(6;) — 1, and therefore C”(6,) — 0
for all agents in the long run. Conversely, when . — 1, the few regular agents
present in the network are overwhelmed by the false information spread by
conspirators, which similarly leads — to some extent — to the convergence
of public and private beliefs, therefore suppressing CD.

These results are further illustrated in Fig. [5, where we report the tempo-
ral evolution of a randomly selected regular agent’s public and private belief
in the ground truth under different scenarios. We note that for low/high
concentrations of conspirators, the agent’s public and private beliefs quickly
align. Conversely, for concentrations around the ‘critical’ value 3, ~ 10% —
15% we observe considerable oscillations of the agent’s public beliefs, which
do not die out in the long run.

Given the consequences demonstrated regarding both truthfulness and
CD, in the next section we explore whether such effects could be mitigated or
suppressed by injecting ‘debunkers’ in the network, i.e., agents who actively
promote the ground truth.
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Figure 5: Temporal evolution of a randomly selected agent’s public and private belief in
the ground truth 6; in a single simulation (with N = 100, M = 4). The concentrations
of conspirators (8.) are reported on the top of each plot.

5. Two-Tribe Model (the addition of ‘debunkers’)

We now consider a ‘two-tribe” version of the model, akin to the dynamics
of ‘conspirators’ vs ‘debunkers’, with the latter referring to an agent that
actively pushes the ground truth 6,;, where the parameter 5, refers to the
concentration of debunkers present within a network. We again model con-
spirators as agents with a static belief vector with bgt) ~ 1 and bg»t) < 1 for
7 =2,..., M. In asimilar fashion, we model debunkers to have a static belief
vector with bg\i[) ~ 1 and bg-t) <L 1lforj=1,...,M — 1. As previously men-
tioned, we seek to understand whether the injection of debunkers in a social
network may impact and potentially alleviate the effects of disinformation.

We begin by considering the effects on truthfulness. In Fig. [6] it can be
observed that, given a fixed fraction of conspirators, the collective belief in
the ground truth approaches 1 more closely as more debunkers are added to
the network, as one would intuitively expect. In essence, this is the result
which Fig. [6] demonstrates, that is that truthfulness reverts to 1, i.e. regular
agents believe in the truth completely, as the concentration of debunkers
increases.

In Fig. [7 we compare the temporal evolution of truthfulness on ER and
BA networks, in order to determine what type of network is ‘better’ at man-
ufacturing truthfulness. We observe notable differences only for sparse net-
works, but as soon as the networks’ average degree becomes large such dif-
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of conspirators 3. = 25%.
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Figure 7: Comparison in truthfulness between ER and BA networks with average degrees
equal to k = 10 (left panels) and k = 100 respectively (right panels), with a network size
of N =300. The concentrations of conspirators (3.) and debunkers (34) are reported on
top of each panel.
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Figure 8: Left panel: Non-monotonicity in the behavior of CD as a function of the concen-

tration of debunkers. Right panel: heatmap with steady state values of CD as a function
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Figure 9: Distribution of private beliefs in the ground truth, with varying relative
conspirator-debunker sub-populations, with a network population of N = 300 for 500
simulations
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ferences cease to be statistically significant.

We now consider the effects on agents’ cognitive dissonance induced by a
sub-population of debunkers. As may be observed from Fig. |8 (left panel),
CD does not decay monotonically upon injecting debunkers, but rather peaks
when the sub-populations of conspirators and debunkers reach equal sizes.
This result captures well the ‘backfire’ effect on the downsides of debunk-
ing [24], 25, 26]. In the right panel of Fig. |8 this result is presented more
generally as a function of both the concentrations of conspirators and de-
bunkers.

Lastly, in Fig. [9] we report the steady state private belief distributions
for the regular agents sub-population in scenarios where the concentration of
conspirators exceeds the concentration of debunkers (5. > ;) and vice versa
(Be < Ba), as well as the scenario in which the two concentrations are equal
(Be = Pa). We see that only when debunkers are in larger numbers there is a
sizeable shift to the right in the distribution, whereas the other two scenarios
are fairly similar.

6. Conclusion

In this paper, we put forward an opinion dynamics model aimed at de-
scribing the apparent tension between what individuals in a social network
privately believe and what they publicly express. By relying on the DHT
framework, we were able to produce both scenarios in which private and pub-
lic beliefs quickly align for all individuals, as well as scenarios in which they
remain permanently misaligned over time, which we relate to the psycholog-
ical phenomenon of cognitive dissonance [23]. To the best of our knowledge,
this aspect is novel in the opinion dynamics literature, although the distinc-
tion between public and private beliefs had minimalistically been attended
to and implemented within models of social learning [27].

Notably, the misalignment between private and public beliefs emerges
only after introducing ‘conspirators’ in a population of agents who process
the information they receive from neighbors in a social network through a
process of averaging a la DeGroot [14]. We believe this result to be partic-
ularly interesting for two reasons. First, it provides a stylized model for the
mental toll associated with the spread of disinformation in a social network.
Second, this phenomenon does not respond monotonically to the proportion
of conspirators in the population. Rather, it is maximized when conspirators
are a relatively small minority of the population (= 10% — 15%). This is

13



reminiscent of similar results on the disproportionate impact that small but
dedicated minorities can have on the information aggregation capabilities of
a society (see, e.g., [28, 19, 29]).

Motivated by the above findings, we studied the model in a ‘two-tribe’
setting, where we injected ‘debunker’ agents with the aim of counteracting
the effects induced by conspirators. Yet again, we found a non-trivial re-
sponse in the model’s behavior. We found the presence of debunkers to have
a genuinely mitigating effect only when they begin to outnumber the conspir-
ators. In fact, the CD experienced by regular agents in the network reaches
its peak when the two sub-populations of conspirators and debunkers exactly
match each other, a result which is very much reminiscent of the empirically
demonstrated downsides of debunking attempts against the diffusion of dis-
information and fake news [24], 26].

In conclusion, it is worth mentioning that although we have continuously
thought of the departure from the objective truth boasted by conspirator
agents as ‘disinformation’, i.e., possessing a malicious intent behind corrupt-
ing the truth, the conspirator-debunker dynamic has the potential for such
a departure to cover cases of ‘misinformation’ as well, as conspirators may
unknowingly or ignorantly be altering the truth.
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