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Abstract

In recent years, the analysis of economic crime and corruption in procurement has
benefited from integrative studies that acknowledge the interconnected nature of the
procurement ecosystem. Following this line of research, we present a networks ap-
proach for the analysis of shell-companies operations in procurement that makes use
of contracting and ownership data under one framework to gain knowledge about the
organized crime behavior that emerges in this setting. In this approach, ownership
and management data are used to identify connected components in shell-company
networks that, together with the contracting data, allows to develop an alternative rep-
resentation of the traditional buyer-supplier network: the module-component bipartite
network, where the modules are groups of buyers and the connected components are
groups of suppliers. This is applied to two documented cases of procurement corruption
in Mexico characterized by the involvement of large groups of shell-companies in the
misappropriation of millions of dollars across many sectors. We quantify the economic
impact of single versus connected shell-companies operations. In addition, we incor-
porate metrics for the diversity of operations and favoritism levels. This paper builds
into the quantitative organized crime in the private sector studies and contributes by
proposing a networks approach for preventing fraud and understanding the need for
legal reforms.

Introduction

The use of companies for criminal and illicit practices by power elites is a well-documented
phenomenon across many nations and a longstanding focus of research in the fields of money
laundering and economic crime studies [van Duyne, 2005, de Willebois et al., 2011, Fazekas
et al., 2016, Albanese, 2018, Campbell, 2018]. In particular, a context in which compa-
nies become the most important vehicle to extract and hide the proceeds of economic crime
and corruption lies at the intersection of public and private sectors, namely, public procure-
ment [OECD, 2016, Fazekas et al., 2016, Fazekas, 2017]. Fraud and corruption in public
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procurement not only result in significant financial losses for governments but also hinder
human development and the rule of law by compromising public services, infrastructure,
and the overall functioning of government institutions [Bajpai and Myers, 2020, OECD,
2016]. Procurement markets are complex systems regulated by administrative processes of
different levels of monopoly, discretion, and transparency, where a great number of public
and private institutions interact in contexts where legal and illegal activities can intertwine.
All stages of the contracting process are prone to manipulation and abuse, with risks of
embezzlement, bribery, conflict of interest, fraud, or conspiracy [DeAses, 2004, Schultz and
Søreide, 2008, OECD, 2016, Fazekas and Kocsis, 2020]. As such, procurement markets tend
to create environments that favor illicit activities by political, economic, and criminal elites
[Santino, 2022, Canonico et al., 2021], and where the identification of organized crime, grand
corruption schemes, or the criminal groups behind those operations is not simple [Conley
and Decarolis, 2016, Campbell, 2018, Reuter and Paoli, 2020].

Research in organized crime has had the challenge to define, conceptually and theoret-
ically, the illegal markets diversity and the way they shape the environment as it impacts
the organization type [Reuter and Tonry, 2020, McLaughlin and Newburn, 2010]. Never-
theless, in recent years, the study of economic crime and corruption in procurement has
benefited from integrative studies that acknowledge the interconnected nature of the pro-
curement ecosystem [Lyra et al., 2022, Granados and Nicolás-Carlock, 2021, Kertész and
Wachs, 2020, Luna-Pla and Nicolás-Carlock, 2020]. For example, the use of network science
and open procurement data for the modeling of the contracting relations among government
institutions (buyers) and companies (suppliers) as bipartite networks has helped to measure
the levels of corruption risk due to concentrations of single-bid contracting rates [Fazekas
and Wachs, 2020, Wachs et al., 2020]. Another important approach has dealt with the
characterization of firm-firm co-bidding networks in order to detect economic cartels and
their fraudulent activities in public tenders, such as collusion or cooperation [Wachs and
Kertész, 2019, Lyra et al., 2021]. Furthermore, it is well-known that when companies are
not independent among each other but are interrelated due to shared ownership or manage-
ment they pose a higher risk of fraud, collusion and market manipulation [Nicolás-Carlock
and Luna-Pla, 2021, Velasco et al., 2021, Jancsics, 2017, Vitali et al., 2011, Fazekas, 2017].
Therefore, comprehending the interconnected operations of buyers and suppliers at all stages
of the procurement process, from tenders and awarded contracts to ownership relations and
other informal networks ties [Costa et al., 2021] is a crucial aspect in identifying irregular
activities and preventing illicit and criminal operations in these complex environments [Lyra
et al., 2022].

This paper builds into the quantitative economic organized crime studies, by present-
ing a networks approach for the analysis of corruption in procurement that makes use of
contracting and ownership data under one framework. Our contribution centers in propos-
ing an analytical method for preventing fraud and corruption that quantifies the economic
impact of single versus connected shell-companies operations, including metrics for the di-
versity of operations and favoritism levels. In this approach, ownership and management
data are used to identify the connected components in one-mode shell-company networks
that, together with the contracting data, allows to develop an alternative representation of
the traditional buyer-supplier network: the module-component bipartite network, where the
modules are groups of buyers and the connected components are groups of suppliers. As
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such, the module-component representation allows the identification of different regions of
the market according to the shell-companies contracting patterns. We apply this approach
to two recent documented cases of corruption in procurement characterized by the opera-
tions of large groups of shell-companies in the misappropriation of millions of dollars across
multiple sectors in the Mexican states of Puebla and Guanajuato. Finally, we argue on the
practical implications of our findings to the definition of economic organized crime forms,
the measurement of emerging patterns, and the prevention and punishment insights that
can possibly impact legal frameworks. Network analysis has the potential to identify crimi-
nal typologies that indicate higher economic and political risks [FATF and Egmont-Group,
2018, Zumaya et al., 2021, Fazekas and Wachs, 2020, Falcón-Cortés et al., 2022], as well as to
find gaps in law enforcement or misconceived problems in legislation that hinder the control
of criminal networks.

Cases & Data

Cases

The two corruption cases chosen for this study were independently documented by investiga-
tive journalism groups and local government agencies in the Mexican states of Puebla and
Guanajuato. These cases were selected due to the data availability and general similarities:
in both, state and municipal government institutions awarded contracts to companies that
were all prosecuted and officially enlisted as shell-companies by Mexican fiscal authorities
after their investigations. Among the many causes found by authorities for such classifica-
tion, there was: failure to comply with the contracts by not delivering public goods agreed
upon, performing product substitution, simulating operations, and/or providing inauthentic
or missing information. Here, a shell company is defined as a legal person lacking substantial
assets, operations, or personnel structure, and used for illicit purposes, typically oriented to
conceal beneficial ownership [de Willebois et al., 2011]. According to the Mexican law, shell
companies are incorporated in a public registry of tax evasion when there is a missing or
false address, inauthentic documentation, lack of assets, simulated operations, or when they
issue fiscal invoices to feign operations. Additionally, both cases include alleged fraud activ-
ities, money laundering, and tax evasion, often colluded and in conspiracy with medium and
high-level public officials.

Case 1 – Puebla. This investigation was developed by the investigative journalism group
Datamos in coordination with the International Center for Journalists and Connectas1. The
data collection was made by freedom of information requests and from official websites
(Plataforma Nacional de Transparencia and Compranet). This investigation described the
procurement activity between 53 government agencies and 90 shell-companies for an amount
of 26 million US dollars from 2015 to 2018.

Case 2 – Guanajuato. This investigation was developed by the Citizenship Committee
of the State’s Anti-Corruption System, an official agency created by local law with over-
sight powers 2. The data collection was made by freedom of information requests. This

1Valencia R, Velázquez M. Puebla, fábrica de empresas fantasma. Puebla: Datamos (2020).
2Pizano, C. Contratos a empresas fantasma en gobierno de Márquez por 192 mdp; dos están ligadas a la
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investigation aimed to evaluate the state’s situation regarding simulated operations and to
track public funding in 33 government agencies and 138 shell-companies for an amount of
23 million US dollars from 2014 to 2019.

During the periods of analysis, the states of Puebla and Guanajuato were governed by
the National Action Party (PAN). In 2015, Puebla and Guanajuato represented the 5th and
6th most populated states in Mexico, respectively, each with around 5% of the total Mexican
population (approx. 119 million) 3. Economically, Guanajuato represented the 6th, while
Puebla the 8th, leading states in GDP with 4.5% and 3.2% of the total Mexican GDP in
2015 (approx. 1.172 trillion USD) 4.

Data

The original reports contained data presented in various non-standard formats, which posed
challenges. Mexico’s subnational procurement and corporate governance transparency suffer
from shortcomings as the data is often manually compiled from multiple sources, resulting in
missing, incomplete, or inaccurate information. We made our best effort to build reliable and
standardized datasets based on the independent original reports of the cases and comple-
mentary official sources. The sampling criteria for procurement and companies information
in the original investigations was performed ad-hoc, according to the respective needs of the
investigating groups and local data availability. The similarities on the amount of money
involved, the number of buyers and suppliers, the temporal periods of contracting and the po-
litical party governing both states are fortunate and useful coincidences. The results derived
from our datasets can only be attributed to those states and during the specified periods of
time. The scope and limitations of our datasets and results must be understood within this
context. Nonetheless, the datasets and analytical approach presented in this article consider
the basic elements that allow researchers and analysts working on procurement or corporate
ownership to apply our methodology to their respective needs.

As such, after a curation process that included cleaning and searching for additional
information, our analysis considers original datasets about public procurement activities, as
well as ownership and management data. The datasets about contracting activities contain
information about the buyers, suppliers, spending (US dollars), contracting year, and the
type of contract classified into five general groups according to the buyer’s institutional
sector: Government (government institutions including executive, legislative, judicial and
other agencies), Education (universities and other higher education institutions), Health
(public health institutions), Security (law enforcement agencies and police departments)
and Social (social development and human rights agencies). This classification was chosen
due to a lack of complete and consistent information about the specific type of contents of
the contracts or companies’ sector, therefore, our analysis regarding this aspect of the data
is biased towards the sector of the buyers. However, this does not compromise the analytical
rigor of the proposed methodology and general results. The data about ownership and
management contain information about shareholders, administrators, legal representatives,
and commissaries, as well as the date of creation (incorporation) as stated in the companies’

Estafa Maestra. Poplab (2020)
3INEGI. Encuesta Intercensal 2015.
4INEGI. Producto Interno Bruto por entidad federativa 2015. Bolet́ın de Prensa Núm. 529/16.
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charters. For privacy protection, we have anonymized all the information regarding the
identification of government agencies, private companies and individuals. These datasets are
available online (see Data Availability).

Network Analysis

Buyer-supplier and bipartite ownership networks

The starting point of our analysis is the buyer-supplier and ownership bipartite networks.
For each case, we created unweighted bipartite buyer-supplier networks using the contracting
data aggregated over the whole contracting period. The edges or links represent the existence
of a contracting relation. In addition, we created unweighted bipartite supplier-individual
networks (or ownership networks), that is, networks where the suppliers are connected to the
individuals listed as shareholders, administrators, legal representatives, and commissaries in
the companies’ charters. The edges represent the existence of an ownership or management
relation. For these, we computed the average degree, ⟨k⟩, which corresponds to the arithmetic
mean over the degrees (number of neighbors), ki, of all the nodes in an ordinary one-mode
network or the corresponding set in a two-mode or bipartite network [Menczer et al., 2020].

Connected components, diversity and favoritism

Ownership and management data allow us to study the role and impact of connected shell-
companies as extraction vehicles. For this, we considered a connected components approach.
Connected components are defined as subnetworks containing one or more nodes such that
there is a series of connections between any pair of these nodes but there are no connections
to other components. In other words, connected components represent isolated clusters with
at least one node [Menczer et al., 2020]. To obtain the connected components, we created
unweighted one-mode suppliers networks by projecting the ownership of bipartite networks
onto the set of supplier nodes. In these networks, suppliers connect with each other if
they share at least one individual in a role of ownership and management in common. For
each case, we identified the corresponding connected components and computed their size
(number of companies conforming the cluster).

We quantify the activity diversity of the connected components based on the type of
contracts obtained by their constitutive companies. The previous classification for the type
of institutional buyer is used as a proxy for the type of contract (see Data). For this, we
first group connected components based on their size, n, and make use of the Gini-Simpson
diversity index,

Hn = 1−
∑
t∈γ

(ptn)
2

where ptn corresponds to the fraction of contracts awarded by buyer type γ = {Government,
Education, Health, Security, Social} to all the companies in the group of components of
size n. The quantity ptn is normalized per component group so that

∑
ptn = 1 [Lyra et al.,

2021]. As such, Hn = 1 is associated with the highest diversity possible, and Hn = 0 with
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the lowest diversity. Thus, low/high diversity indicate different levels of specialization or
generalization in procurement activities. In particular, a component group with low diversity
might indicate potential coordination or cooperation of the constitutive companies in order
to control a specific buyer or region of the market. Also, notice that although this index is
applied to groups of connected components, it can also be directly applied to the connected
components themselves and even single entities [Lyra et al., 2021].

We quantify the favoritism of the suppliers by a particular buyer based on the total
number and spending acquired through contracts. For this, we make use of the weighted
favoritism coefficient [IMCO, 2018, Falcón-Cortés et al., 2022] given by,

Fij =
1

3

(
pij
pj

)
+

2

3

(
wij

wj

)
where pij(wij) represents all the contracts(spending) between a supplying entity i and a
buying entity j, while pj(wj) is the total number of contracts(spending) of the buying entity
j in the same period of analysis. Notice that this coefficient can be reduced to represent
the favoritism of a single supplying entity by adding the contributions of all buying entities
in the market, that is, Fi =

∑
j Fij = (1/3)pi + (2/3)wi, where pi(wi) is now the fraction

of contracts(spending) of the supplying entity i across all the market during the period of
analysis. As such, Fij = 1 is associated with the highest favoritism, and Fij → 0 with low
favoritism [IMCO, 2018, Falcón-Cortés et al., 2022]. Also, notice that the supplying entity i
can be a single company or group of companies, and likewise, the buying entity j can be a
buyer or group of buyers. Here, the favoritism coefficient is applied to groups of connected
components across all the market as well as specifically among groups of buyers or modules
(as defined below).

Similarity and module-component representation

In a further step to understand the role and impact of the shell-company networked opera-
tions, we developed a module-component (MQ) bipartite representation of the procurement
markets based on the structural similarity of the buyers co-contracting networks. First,
we created buyer-component bipartite networks where buyers are connected to the shell-
company clusters (connected components) grouped by their size n. Then, we created one-
mode weighted buyers networks by projecting the buyer-component bipartite networks onto
the set of buyers nodes. The weight of the connections is based on the similarity of co-
contracting activity and measured by the Jaccard similarity coefficient,

wij =
|ηi ∩ ηj|
|ηi ∪ ηj|

,

where ηi(ηj) is the set of neighbors of node i(j), and the vertical bars indicate the cardinality
of the set [Wachs and Kertész, 2019]. We identify the modules, M , using the Louvain
community detection algorithm [Blondel et al., 2008]. For our analysis, the chosen partition
is the one with the highest probability of occurrence after 1000 randomizations of the node
and the community evaluation order in the Louvain algorithm. A module or community is
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defined as a set of nodes that are relatively more tightly connected among them than with
the rest of the nodes in the network [Menczer et al., 2020]. As such, these modules represent
connected regions within the buyers networks (or market) defined by their co-contracting
activity patterns. We also quantify the diversity of these modules based on the institutional
type of the constitutive buyers and the Gini-Simpson diversity index.

The network analysis was performed using NetworkX [Hagberg et al., 2008] and custom
Python code. The network visualizations were created using Cytoscape [Shannon et al.,
2003].

Results

Our comparative analysis starts by creating buyer-supplier and supplier-individual (owner-
ship) networks, as well as by establishing some general characteristics for each case (Fig. 1).
As previously stated, the states of Puebla and Guanajuato share similar social, economic, and
political characteristics around the period of analysis despite not being geographic neighbors
(see Cases). Similarities are also found in the characteristics of the procurement activities
and shell-companies involved (see Figs. 1A and 1B): (i) the spending percentage extracted
was higher (> 50%) in buyers within the Government and Education categories, (ii) most
shell-companies (> 50%) were created prior to the corresponding contracting period, and
(iii) these companies created prior to the contracting activities were those that extracted
more of public funds (> 50%). Recall, that incorporation or creation dates of the compa-
nies were obtained directly from the companies’ charters with the only criterion that these
companies were contracted during the corresponding periods of each case (Puebla from 2015
to 2018, and Guanajuato, from 2014-2019), and not from other previous ad-hoc temporal
periods. Regarding the buyer-supplier networks (Figs. 1C and 1E), we found that they
tend to form one big connected component, typical of high concentrated markets [Wachs
et al., 2020]. On the other side, the structure of ownership networks is sparse (Fig. 1D and
1F), tending to form many connected components due to the existence of shared individuals
[Nicolás-Carlock and Luna-Pla, 2021].

In a first approach to study the role and impact of these shell-companies, we created
one-mode suppliers networks by projecting the ownership bipartite networks unto the set
of companies (Fig. 1D and 1F). This projection creates networks in which the connected
components, Q, are clusters of shell-companies of size, n (see Fig. 2A and 2B). Recall that the
minimum size of a connected component is one (see Network Analysis). By forming groups
of connected components according to their size, we found that: most of the shell-companies
that constitute these clusters were created a few years before starting the corresponding
contracting periods (2015-2018 and 2014-2019, for case 1 and 2, respectively); Q1 components
were created even a decade before (the oldest ones created in the 90’s) and with a higher
frequency just one year before the starting of the contracting periods, while components of
greater size (n > 3) tend be created around this period (see Fig. 2C). This suggest that
these shell-companies were operating before the current period of analysis and that their real
economic impact could be even higher than what is reported in the investigations.

The contracting activities diversity per component size (Fig. 2D) given by the Gini-
Simpson index, H, shows that Q1 components not only have a high diversification, but also
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C D

B  Case 2: Guanajuato
Contracting period: 2014-2019
Amount: 23 million USD
Buyer type      Spending    Buyer No.
Government 51%    14
Education 45%    12
Social    4%      6
Health <1%      1

E F

A  Case 1: Puebla
Contracting period: 2015-2018
Amount: 26 million USD
Buyer type      Spending    Buyer No.
Government 52%    21
Education 24%    17
Social 10%      9
Health     9%      2
Security   6%      4

Figure 1: Cases and bipartite network visualizations. In (A) and (B), general features of
the cases, including: the spending distribution according to buyers type, the number of companies
created prior to the contracting period, and the spending obtained by these companies. The
“Unknown” label corresponds to shell-companies with missing information. In (C) and (E), the
buyer-supplier networks of each case with the number of buyers, NB, and suppliers, NS , as well as
their corresponding average degree, ⟨k⟩, are indicated. In (D) and (F), the ownership networks with
the number of suppliers, NS , and individuals, NI , as well as their corresponding average degree,
are indicated.

the highest impact on diverted funds, being Education (public universities and other higher
education institutions) and Government (government institutions including executive, leg-
islative, judicial and other agencies) the sectors with most damages, approximately 75% and
95% of the total embezzled funds of Case 1 and 2, respectively. Furthermore, although we
did not find strong evidence of a positive correlation between the amount diverted and the
components’ diversity (Fig. 2E), we found that the amount diverted was strongly corre-
lated with the overall components’ favoritism, F , that is, by considering the total spending
contributions of all buyers.
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A  Suppliers networks (projected via ownership)

D   

Case 1 
NS=90

NQ= 60
NQ (n=1)= 46*
NQ (n>1)= 14

Diversity (H) →

Case 2 
NS=138

NQ= 107
NQ (n=1)= 94*
NQ (n>1)= 13

E   F   

B   C   2015

2014

Diversity (H) →

Figure 2: Connected components (shell-company clusters). (A) Connected components,
Q, in the one-mode suppliers networks obtained via projection of the bipartite ownership networks.
The number of single (n = 1) and multi node components (n > 1) are indicated. Single-node
components are not shown for visualization purposes. (B) Distribution of the connected components
according to their size, n, in a semi-log plot. Arrows indicate unique components of size greater
than one. (C) Temporal distribution of the companies according to the size of the component
they belong to (labeled as “Qn”). The dark solid lines indicate the beginning of the corresponding
contracting periods. (D) Spending per component size and contract type. The diversity index, H
is also indicated. In (E) and (F), the diversity index and favoritism coefficient versus the spending
percentage per component size in semi-log and log-log plots, respectively. The Pearson correlation
coefficient of the linear fits is indicated.

In a further step to understand the role and impact of the shell-company networked oper-
ations, we developed an alternative module-component bipartite approach. In this approach,
the set of buyers are partitioned into different groups or modules, M , according to their co-
contracting patterns of shell-company clusters. To do this, we first create buyer-component
bipartite networks where buyers are connected to the shell-company clusters (connected com-
ponents) grouped again by their size (see Fig. 3A and 3B). Second, we create weighted buyer
networks by projecting the buyer-component bipartite network into the set of buyers using
the Jaccard similarity coefficient as edge weights. Finally, we apply the Louvain method
of community detection to group the buyers into modules according to their co-contracting
similarity (see Network Analysis). In addition, in order to gain a better understanding of
the role and impact of shell-company clusters (n > 1), all the information of Q1 components
are removed for this part of the analysis.

By applying the module-component transformation, we found that in both cases the
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(Buyers modules)
   M1     M2     M3

(Buyers modules)
   M1        M2    M3

A   Case 1: Buyer-Component to Module-Component network B   Case 2: Buyer-Component to Module-Component network

Buyers Buyers

C   Case 1: Module spending and diversity (H) D   Case 2: Module spending and diversity (H)

*No Q1 *No Q1

        M. size  →    13        13       13
 Diversity, H  →   0.57     0.76    0.68

       M. size  →    10        8          4
Diversity, H  →   0.57    0.60    0.48

E   Case 1: Module-Component spending and favoritism (F) F   Case 2: Module-Component spending and favoritism (F) 

Figure 3: Module-component networks. In (A) and (B), illustrations of the buyer-component
to module-component bipartite network transformation. Connected components are grouped ac-
cording to their size and labeled as “Qn”. The modules, M , are detected in the projected buyers
network (shown as an adjacency matrix visualization) and labeled M1, M2 and M3, respectively.
For analytical purposes, the Q1 node was removed before projections (see main text). In (C) and
(D), distribution of the spending per module and contract type, with the module size and diver-
sity index indicated. In (E) and (F), visualizations of the module-component networks, shown as
adjacency matrices, with the favoritism coefficient and diversity index as indicated.

complexity of the markets is reduced to just three buyers modules, labeled as M1, M2 and
M3, respectively (Fig. 3A and 3B). These modules are constituted by buyers of different
types (see Fig. 3C and 3D): in Case 1, all modules have the same size and concentrate
most of the spending in the Education and Government categories, while in Case 2, modules
have different sizes and most of the spending is concentrated in the Government category. In
both cases, modules exhibit similar diversity but are impacted differently in monetary terms,
especially those with the lowest diversity. In addition, we found that in the MQ network
representation (presented in Fig. 3E and 3F as adjacency matrices), there is an agreement
between the module-component connection with the highest favoritism measured and the
highest spending, which for Case 1 is the connection of M3 with the Q3 components with
approx. 20% of the total spending, while for Case 2 the connection of M3 (the smallest
module with the lowest diversity) with the Q9 component (the largest shell-company net-
work) with approx. 50% of the spending. Recall that the contribution of Q1 components
was removed from the spending percentage.
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Discussion

The module-component framework

The high level of connectivity and the emergence of one connected component in both the
buyer-supplier and module-component network representations indicate that the contracting
of shell-companies was not an isolated phenomenon of just a few public institutions but
instead, a generalized mechanism of extraction across the whole procurement ecosystem
regardless of the sector of the buyers, favoritism patterns or the spending extracted (see Fig.
1 and 3).

Notably, we found that single shell-companies have the most economic impact overall
(see Fig. 2D). Although many of the shell-companies forming connected components of size
greater than one were created a few years prior the contracting activity of the cases, it’s
unclear that this specific scheme in itself was used to maximize profits, that is, there’s not a
clear positive correlation between the connected components size and the spending extracted
(see Fig. 2E and 2F). In addition, the similar temporal patterns of companies incorporation
and, in particular, the peaks observed before/after the start of the contracting periods (see
Fig. 1A-B) seem to be features of the sampling method of the contracts and not attributable
to any other economic or political factors. Note that the sampling of the contracts in the
original journalistic investigations was merely to find illicit and criminal activities and not
necessarily for formal technical analysis. However, there is a contextual element that could
potentially explain both peaks observed. From 2011 to 2017, and from 2012 to 2018, the
states of Puebla and Guanajuato, respectively, were under fixed (political) administrations,
establishing relevant windows of action for opportunistic groups with particularistic ties or
relevant resources to tap into the local procurement markets. These fixed time periods put
the peaks of company creation just at the middle of both local administrations (around
2014-2015) signaling the maximum level of coordinated actions. Further evidence is required
to formally prove such a hypothesis.

Furthermore, the lack of strong evidence for a clear positive correlation between the con-
nected components size and the spending extracted could be accounted by a few factors.
First, the life cycle of a company that is meant to become catalogued as shell by the fiscal
authorities is intermittent and finite. Shell companies are active or inactive over the years
until they are awarded contracts. Some were originally conformed to remain legal for the
purpose of camouflaging the operations while others to remain illegal to hide the beneficiary
ownership and be dissolved when public funds are transferred. The latter is because shell
companies are often used for tax avoidance in Mexico [Zumaya et al., 2021]. In the procure-
ment context, they are dissolved after turning the diverted money into non-traceable cash.
This was documented in both cases as this is a typical behavior identified in the country
that facilitates the concealment of the beneficial ownership and entangles accountability of
funds and expenditure audits [de Acha, 2018]. Second, from a heuristic perspective, it could
be considered that networked companies usually pose a greater risk for criminal activity
given that untangling the shell-network and operational schemes could be done relatively
more easily once the companies’ ownership is known. In Mexico, this has proven to be right
in multiple investigations regarding shell-companies and corruption [Luna-Pla and Nicolás-
Carlock, 2020, Nicolás-Carlock and Luna-Pla, 2021]. Third, a strong positive correlation
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between size and amount extracted is not universal among procurement corruption cases; in
such cases, further evidence should be gathered.

Overall, our results not only signal potential fraudulent operations of economic cartels
that have operated for many years but also a form of organized crime emerging from the
group activities. Indeed, the integral analysis of procurement and ownership data provides
further elements to the description and detection of cartel activity and extra-legal governance
through procurement [Fazekas et al., 2022, Adam et al., 2022]. Although these approaches
also consider the risk brought by particularistic ties among political, business and criminal
groups, these dark ties are not considered explicitly due to their nature [Bond and Harrigan,
2011], but it does not mean that they could not exist. The misuse of companies is often
a vehicle to funnel illegal money into political campaigns and vote buying, by issuing fake
invoices to governments as a method to divert funds. In the Puebla and Guanajuato cases,
electoral changes occurred during the contracting periods in 2017 and 2018, respectively. In
addition, withholding political and economic power is a dynamic nature of legal and illegal
companies acting as multiple networks, as it allows the political individuals or criminals
infiltrated in the group to remain across time. This property of organized crime seems to
be effective in enduring changes of political groups and retaining the control of procurement
market territories [Reeves-Latour and Morselli, 2017, Ribeiro et al., 2018, Martins et al.,
2022, Waxenecker, 2019, Gambetta, 1993]. However, the evidence to explicitly show or prove
that such coalition among politicians, government officials and economic groups existed falls
beyond the scope of our current results.

Insights for preventing organized crime in procurement

Organized crime literature pointed out how to address the dark ties in procurement envi-
ronments from the perspective of a company’s behavior acting as a group in international
and domestic corruption cases [Gambetta, 1993, Jancsics, 2017]. Such behavior is regarded
to benefit an organization and is often conceptualized as illegal corporate behavior and
economic, corporate or business crime because of the complexity of the relationships and
communications [van Duyne, 2005, Pinto et al., 2008, Slingerland, 2018, Slingerland, 2021].
In networks characterized by the misuse of companies in procurement, companies are not or-
ganizations of crime as such, but rather the method with which powerful groups perpetuate
activities and economic enterprise as a vehicle to be used according to convenience [de Wille-
bois et al., 2011]. Within this conceptual framework, collaboration takes shape through con-
cealed connections formed by means of bribes and extortion payments exchanged between
companies and public officials, or vice versa. These illicit transactions, which form an inte-
gral part of the business model, are orchestrated to secure contracts and purchases. Various
individuals within the network, including judges, prosecuting officials, notaries, and tax au-
ditors, derive personal benefits from their involvement, where the beneficial ownership is
deliberately obscured within the intricate structure of the network [Nielsen, 2003, Campbell,
2018].

Because much of the crime committed by private corporations, politicians, and govern-
ment agencies in the procurement environment is deeply harmful, greater precision is needed
to understand the differences in the interrelated behavior of suppliers and buyers, in order
to be anticipated for prevention [Albanese, 2018, Fazekas et al., 2022, Falcón-Cortés et al.,
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2022]. Our research showed the shell companies’ organizational patterns can be described
as networks of connected actors that exhibit consistent growth and development in compa-
rable situations. This aligns with the scholarly portrayal of these networks as opportunistic
collaborations among individuals aimed at achieving specific objectives and purposes. Such
networks are often regarded as organized crime entities, and differ from traditional mafia
groups in terms of their organizational structure, recruitment strategies, and governance
characteristics, as documented in current literature [Campbell, 2018, Reuter and Tonry,
2020, Reuter and Paoli, 2020]. Organized criminal studies address the changing nature of
the entrepreneur’s criminal environments and the levels of analysis, from individuals, groups,
and the legal-illegal nexus [van Duyne, 2005, von Lampe, 2006]. Entities have the potential
to transition from conventional forms of commercial or public corruption to organized crime.
This progression could take place gradually, starting with instances of bribery and white-
collar crime, eventually transforming into a fully operational criminal enterprise employing
tactics like fraud, solicitation, and extortion [Albanese, 2018]. Among many other factors,
this changing nature of the phenomena blurs the conceptualization of organized crime and
makes it complex to measure.

This paper contributes to crime prevention by providing quantitative means of examining
the economic ramifications of isolated versus interconnected shell company operations, and
incorporating diversity and favoritism metrics to improve the precision of proactive measures.
Hence, the analytical method presented in this paper can be applied to other procurement
datasets or various other manifestations of corruption that may escalate into organized crime,
for instance, to an agency afflicted not merely by a few corrupt officers but by systemic cor-
ruption [Albanese, 2018]. In general, given the inherent spontaneity and non-scripted nature
of social interactions in real life, the utilization of predictive technology is contingent upon
the availability and reliability of data and the application of computer science techniques
to quantify relevant phenomena and environmental factors [Edwards, 2017]. As such, data
analysis and computer science offer substantial potential for prediction by effectively ana-
lyzing information while simultaneously defining the organizational type and structure of
the network under examination. In particular, network analysis serves as an additional in-
dispensable tool in the red flag process of risk assessment [Wachs et al., 2020, Adam et al.,
2022, Kertész and Wachs, 2020], working in conjunction with forensic investigations to fa-
cilitate a comprehensive understanding of the collaboration dynamics, the individual roles
within the network, the nature of criminal activities being carried out, and the boundaries
that define the network’s scope [Bouchard, 2020].

A systematic approach also allows data-driven solutions that stem from changing regu-
lations ([Albanese, 2018, Luna-Pla and Nicolás-Carlock, 2020], such as raising the difficulty
of creating companies and restricting the types of products and services they can offer, en-
hancing the person identification rules, increasing powers of enforcement and surveillance;
legislating, increasing transparency and oversight to the registration of ownership and direc-
torship of companies [Campbell, 2018]. New forms of control, such as taxing the proceeds of
crime and income tax to natural or legal persons, can be successful in prosecuting when other
organized crime conducts are difficult to prove [Friel and Kilcommins, 2018], for example,
crimes against the state property, when public servants and politicians are entrenched, leav-
ing no incentives on the government side to act in the interest of the public good [Nielsen,
2003, Persson et al., 2010]. Due to the limitations of existing measures in various envi-
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ronments, the proposed approach aims to identify the operational priorities regarding legal
structures and jurisdictions, potentially redefining the governability of the business sector
by introducing innovative forms of cooperative action [Campbell, 2018]. Its objective is
to address the issue of criminalizing corporate misconduct, considering that corporations
can potentially provide opportunities for crime. Additionally, this approach seeks to gain a
deeper understanding of the evolving properties of networks within dynamic contexts. These
changing circumstances require a fresh perspective on corporate liability and the effectiveness
of preventive measures [Cronin, 2018].

Final remarks

The cases studied here show that corruption networks in procurement markets vary in struc-
ture and multiple illegal activities that unravel an organized crime modus operandi. There-
fore, focusing only on either the contracting relations or ownership structures in isolation,
without addressing the multilayer nature of procurement markets in their political and power
context, may significantly limit the impact of prevention and prosecution efforts [Jancsics,
2017]. Further research should look at the challenges to find empirical evidence on the
groups’ activities that maximize profit, money tracking information and beneficiary owner-
ship identification [Diepenmaat, 2021]. In order to effectively prevent corruption, it is crucial
to develop tools that can assess the progression from less to more corrupt behaviors among
both private and public individuals. By understanding this progression, it becomes possible
to intervene and disrupt the factors, both legal and economic, that enable and encourage
the escalation of this type of organized crime.

Finally, there is a tendency to believe that corruption developed in a group scheme is
organically organized, coordinated at all levels in a hierarchical way, and run automatically
[Nielsen, 2003]. While this could be the case in some networks, organized crime networks are
better approached by understanding the nature of the groups, that is, the diversity of their
cooperation within a system and context, the level of influence and links among members
[Felson et al., 2006, Carrington, 2011, Luna-Pla and Nicolás-Carlock, 2020]. When groups
are informal, the beneficial ownership is hidden, information is scarce, and the end purposes
are unclear, network approaches helps to depict the complexity of the problem by offering a
global view of the activities perpetuating the illicit business over time [Morselli, 2013, Wachs
et al., 2020, Ribeiro et al., 2018, Martins et al., 2022], as well as intervention and control
strategies according to specific environments [Von Lampe, 2015, da Cunha and Gonçalves,
2018, Solimine, 2021].

Data Availability

The data used in this article is available from the following repository: https://doi.org/
10.6084/m9.figshare.21902160
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book of Criminal and Terrorism Financing Law, pages 677–704. Palgrave Macmillan.

[Gambetta, 1993] Gambetta, D. (1993). The sicilian mafia. Harvard University Press Cam-
bridge.

[Granados and Nicolás-Carlock, 2021] Granados, O. M. and Nicolás-Carlock, J. R., editors
(2021). Corruption Networks: Concepts and Applications. Springer International Publish-
ing, Cham.

[Hagberg et al., 2008] Hagberg, A., Swart, P., and S Chult, D. (2008). Exploring network
structure, dynamics, and function using networkx. Technical report, Los Alamos National
Lab.(LANL), Los Alamos, NM (United States).

[IMCO, 2018] IMCO (2018). Mapeando la corrupción. Technical report, Instituto Mexicano
para la Competitividad.

[Jancsics, 2017] Jancsics, D. (2017). Offshoring at home? domestic use of shell companies
for corruption. Public integrity, 19(1):4–21.

[Kertész and Wachs, 2020] Kertész, J. and Wachs, J. (2020). Complexity science approach
to economic crime. Nature Reviews Physics.

[Luna-Pla and Nicolás-Carlock, 2020] Luna-Pla, I. and Nicolás-Carlock, J. (2020). Corrup-
tion and complexity: a scientific framework for the analysis of corruption networks. Applied
Network Science, 5(1):13.

[Lyra et al., 2021] Lyra, M. S., Curado, A., Damásio, B., Bação, F., and Pinheiro, F. L.
(2021). Characterization of the firm–firm public procurement co-bidding network from
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M., and Ribeiro, H. V. (2022). Universality of political corruption networks. Scientific
Reports, 12(1):6858.

[McLaughlin and Newburn, 2010] McLaughlin, E. and Newburn, T. (2010). The SAGE
Handbook of Criminological Theory. SAGE Publications.

[Menczer et al., 2020] Menczer, F., Fortunato, S., and Davis, C. A. (2020). A first course in
network science. Cambridge University Press.

17



[Morselli, 2013] Morselli, C. (2013). Crime and networks. Routledge.

[Nicolás-Carlock and Luna-Pla, 2021] Nicolás-Carlock, J. R. and Luna-Pla, I. (2021). Con-
spiracy of corporate networks in corruption scandals. Frontiers in Physics, 9.

[Nielsen, 2003] Nielsen, R. P. (2003). Corruption networks and implications for ethical cor-
ruption reform. Journal of Business ethics, 42:125–149.

[OECD, 2016] OECD (2016). Preventing corruption in public procurement. Technical re-
port, Organisation for Economic Co-operation and Development.

[Persson et al., 2010] Persson, A., Rothstein, B., and Teorell, J. (2010). The failure of anti-
corruption policies: a theoretical mischaracterization of the problem. Technical report,
The Quality of Government Institute.

[Pinto et al., 2008] Pinto, J., Leana, C. R., and Pil, F. K. (2008). Corrupt organizations or
organizations of corrupt individuals? two types of organization-level corruption. Academy
of Management Review, 33(3):685–709.

[Reeves-Latour and Morselli, 2017] Reeves-Latour, M. and Morselli, C. (2017). Bid-rigging
networks and state-corporate crime in the construction industry. Social Networks, 51:158–
170.

[Reuter and Paoli, 2020] Reuter, P. and Paoli, L. (2020). How similar are modern criminal
syndicates to traditional mafias? Crime and Justice, 49:223–287.

[Reuter and Tonry, 2020] Reuter, P. and Tonry, M. (2020). Organized crime: Less than
meets the eye. Crime and Justice, 49:1–16.

[Ribeiro et al., 2018] Ribeiro, H. V., Alves, L. G., Martins, A. F., Lenzi, E. K., and Perc,
M. (2018). The dynamical structure of political corruption networks. Journal of Complex
Networks, 6(6):989–1003.

[Santino, 2022] Santino, U. (2022). Mafia and antimafia: a brief history. Bloomsbury Pub-
lishing.

[Schultz and Søreide, 2008] Schultz, J. and Søreide, T. (2008). Corruption in emergency
procurement. Disasters, 32(4):516–536.

[Shannon et al., 2003] Shannon, P., Markiel, A., Ozier, O., Baliga, N. S., Wang, J. T., Ra-
mage, D., Amin, N., Schwikowski, B., and Ideker, T. (2003). Cytoscape: a software en-
vironment for integrated models of biomolecular interaction networks. Genome research,
13(11):2498–2504.

[Slingerland, 2018] Slingerland, W. (2018). Network corruption: when social capital becomes
corrupted. Eleven International Publishing.

[Slingerland, 2021] Slingerland, W. (2021). Social capital, corrupt networks, and network
corruption. In Granados, O. M. and Nicolás-Carlock, J. R., editors, Corruption Networks:
Concepts and Applications, pages 9–27. Springer International Publishing, Cham.

18



[Solimine, 2021] Solimine, P. C. (2021). Network controllability metrics for corruption re-
search. In Granados, O. M. and Nicolás-Carlock, J. R., editors, Corruption Networks:
Concepts and Applications, pages 29–50. Springer International Publishing, Cham.

[van Duyne, 2005] van Duyne, P. C. (2005). Introduction: counting clouds and measuring
organised crime. In van Duyne, P. C. e., editor, The organization of crime for profit, pages
1 –16. Wolf Legal Publishers.

[Velasco et al., 2021] Velasco, R. B., Carpanese, I., Interian, R., Paulo Neto, O. C., and
Ribeiro, C. C. (2021). A decision support system for fraud detection in public procurement.
International Transactions in Operational Research, 28(1):27–47.

[Vitali et al., 2011] Vitali, S., Glattfelder, J. B., and Battiston, S. (2011). The network of
global corporate control. PLOS ONE, 6(10):1–6.

[Von Lampe, 2015] Von Lampe, K. (2015). Organized crime: analyzing illegal activities,
criminal structures, and extra-legal governance. Sage Publications.

[von Lampe, 2006] von Lampe, K. e. a. (2006). Organised crime is... findins from a cross-
national review of literature. In van Duyne, P. C. e., editor, The organization of crime for
profit, pages 17 – 41. Wolf Legal Publishers.

[Wachs et al., 2020] Wachs, J., Fazekas, M., and Kertész, J. (2020). Corruption risk in
contracting markets: a network science perspective. International Journal of Data Science
and Analytics.

[Wachs and Kertész, 2019] Wachs, J. and Kertész, J. (2019). A network approach to cartel
detection in public auction markets. Scientific Reports, 9(1):10818.

[Waxenecker, 2019] Waxenecker, H. (2019). Impunidad y redes ilicitas: Un análisis de su
evolución en guatemala. Technical report, Fundación Myrna Mack, Guatemala.

[Zumaya et al., 2021] Zumaya, M., Guerrero, R., Islas, E., Pineda, O., Gershenson, C.,
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