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Abstract—Phishing is a widespread scam activity on Ethereum,
causing huge financial losses to victims. Most existing phishing
scam detection methods abstract accounts on Ethereum as nodes
and transactions as edges, then use manual statistics of static
node features to obtain node embedding and finally identify
phishing scams through classification models. However, these
methods can not dynamically learn new Ethereum transactions.
Since the phishing scams finished in a short time, a method
that can detect phishing scams in real-time is needed. In this
paper, we propose a streaming phishing scam detection method.
To achieve streaming detection and capture the dynamic changes
of Ethereum transactions, we first abstract transactions into edge
features instead of node features, and then design a broadcast
mechanism and a storage module, which integrate historical
transaction information and neighbor transaction information
to strengthen the node embedding. Finally, the node embedding
can be learned from the storage module and the previous node
embedding. Experimental results show that our method achieves
decent performance on the Ethereum phishing scam detection
task.

I. INTRODUCTION

Ethereum is currently the largest blockchain platform sup-
porting smart contracts. It is facing a huge ecological security
crisis with numerous scams [1]. Among them, phishing scams
occupy a large proportion [2]]. Therefore, how to detect phish-
ing scams on Ethereum is increasingly attracting attention
from researchers.

In general, existing methods for detecting Ethereum phish-
ing scams typically use traditional feature engineering meth-
ods [3] or graph representation learning methods [4]—[6]]
to identify phishing scam nodes. These methods model the
Ethereum transaction network as a graph, with nodes repre-
senting Ethereum accounts and edges representing transactions
between accounts. The former extracts the transaction features
of the nodes and trains the classifier of the machine learning
model to complete the detection task. The latter uses random
walk or graph neural network to learn the node embedding.
Phishing scam nodes are then identified by node classification.
These methods all use manual-designed features that rely
on expert knowledge and extract node transaction records
over a certain time domain as node features (e.g., number
of transactions, total transaction amount, number of degrees,
etc.). In addition, most of these methods are static. They all
model the Ethereum transaction network as a static graph. The
extracted node features are also static, which is because these
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node features are statistical features over a period of time and
are not real-time.

However, new transactions are generated on Ethereum ev-
ery moment, and the Ethereum transaction network changes
dynamically over time. Static methods do not capture the
changes that occur in the network [7]. Some methods take
into account the dynamic nature of the Ethereum transaction
network and therefore use a discrete-time slice method to
model the Ethereum transaction network at different moments,
where the change of the transaction network is observed as a
collection of static network snapshots over time [6]]. Although
such methods consider the network changes, the choice of
time slice length still relies on expert knowledge and is not
extensible enough.

In general, there are still two remaining problems: (1) Lack
of dynamicity. At the level of data pre-processing, the use
of statistical features over time as node features undermines
the real-time nature of the model. At the method level, static
methods do not capture the dynamic nature of the network.
Although discrete-time slice methods take into account the
evolution of the transaction network over time, they capture
temporal information at a very coarse level which leads to
a loss of information between snapshots. (2) Primitive infor-
mation abstraction. The account in real Ethereum transaction
scenarios does not have primitive features. Most of the existing
methods manually count the transaction features in a certain
time domain to be used as node features, which are inefficient
and non-automated.

To address the above problems, in this paper, we propose
a streaming phishing scam detection method. First, we use
transaction edge features instead of node features. The advan-
tage of using edge features is that it avoids the manual step of
counting node features, thus enabling the processing of each
new transaction that occurs in real-time. After that, in order to
perform representation learning on nodes, we design a storage
module to store the node’s historical transaction information
and its neighbors’ transaction information, and a broadcast
module to propagate the node’s transaction information to its
neighbors. Both the historical transaction information of nodes
and the neighbor information can enrich the representation of
nodes.

Our main contributions to this work consist of the following:

o Our methods can capture the evolution and the continuous
time fine-grained temporal dynamics of the Ethereum



transaction network, which can improve the accuracy of
identifying phishing scam nodes.

o The first work utilize edge features instead of manually
static node features. It can enable real-time detection
of each newly generated transaction for the purpose of
streaming detection of phishing scam nodes.

Section [[I}introduces the raw Ethereum data and the ground-
truth labels including phishing and other kinds of non-phishing
labels we collected. Section [[IIlintroduces the overall detection
framework. The comprehensive experiment results on the real
Ethereum network will be given in Section Finally, we
will give a brief conclusion in Section

II. DATA
A. Raw Data Collection

Our raw data of Ethereum transactions are obtained from the
website http://xblock.pro, one of the widely used blockchain
data platforms in the academic community. We collect data
from block height 8,000,000 to block height 8,999,999. The
raw data for a specific transaction record includes eleven
components: (1) Sender account of a transaction. (2) Recipient
account of a transaction. (3) Amount of ETH transferred. (4)
Maximum gas allowed to be consumed. (5) The number of
gas consumed. (6) Price of one unit of gas in the transaction.
(7) A unique 66-character identifier of a transaction. (8) Time
when a transaction is mined. (9) Block number. (10) Whether
the sender is the contract account. (11) Whether the recipient
is the contract account.

B. Labels

We collect the phishing labels and the non-phishing labels
of accounts from Etherscan (https://etherscan.io/), a famous
block explorer and analytic platform for Ethereum, which
website reports various cybercrimes and scam accounts on
Ethereum. We crawl all the reports about phishing scams
before September 20th, 2021, and label the accounts reported
by Etherscan as phishing accounts. At last, we construct a set
of ground-truth account labels including 426 phishing labels
and 34,960 non-phishing labels within the one million blocks.

III. METHODS

Fig.|l|shows an overview of our proposed detection method.
It abstracts the transactions as a series of temporally ordered
events and uses three modules to learn the representation of
nodes. Finally, The model converts the detection task into a
classification task to classify phishing scam nodes for detection
purposes.

A. Preliminaries

In order to extract more comprehensive edge features,
we consider the impact of smart contracts on transactions.
Accounts on Ethereum are divided into external accounts and
contract accounts [8]]. Smart contracts on Ethereum are created
and called by external accounts, which represent contract
accounts [9]. If an external account calls multiple smart con-
tracts when completing a transfer thereby generating multiple

internal transaction records, we treat these transactions as
one complete transaction for the purpose of extracting edge
features. We extract the edge features in 16 dimensions,
including Block number, current amount of ETH transferred,
timestamp, the number of smart contracts called, etc.

Formally, We model the Ethereum transaction network
as a continuous-time dynamic graph(CTDG) for streaming
detection. We view transactions as a series of time events
o(t) = (vi,vj,eij,t) order by timestamp, which means node
v; initiates a transaction to node v; at time ¢. The edge feature
matrix e;; € RM*d consists of all temporal events in a CTDG,
where M is the number of events and d is the dimension of
the edge feature. Finally, Ethereum transaction network can
be represented as G = {6(t1), 6(%2), ...}

B. Broadcast mechanism

When a transaction is executed on Ethereum, the transaction
is broadcasted to the entire Ethereum network. After receiving
the broadcast, other nodes will check whether the transaction
is valid or not. If the transaction is valid, a miner, a special
node in the Ethereum, will pack this successful transaction
into a block and add it to the blockchain [[10].

Inspired by this, we also design a broadcast mechanism for
our method. Like most graph convolutional networks(GCN)
methods, our method is based on the assumption that the state
of a node in a graph is always influenced by its surrounding
nodes [[11]. When a transaction event occurs, the broadcast
mechanism encodes the event and broadcasts it to the neigh-
boring nodes of the nodes involved in the transaction. The
broadcast module in Fig. |1| shows an example of the process
of broadcasting. For a transaction that occurs at time #, we
use the following mathematical formula to generate broadcast
content:

c(t) = z,() + guv +2,(1), (D

where c¢(?) is the broadcast content at time t, z,(¢f) denotes the
embedding of the node u at time ¢, z,(¢) denotes the embedding
of the node v at time ¢, £,, denotes one of the edge features
between node u# and node v at time ¢. After generating c(¢), we
broadcast c() to the node u, v and their first-order neighbours.

Since the short active period of accounts on Ethereum, we
can rely on the time-first principle and select the k nodes that
are closest to the target node transactions to broadcast.

C. Storage module

When a node receives the broadcast contents from the other
nodes, it stores the broadcast contents in its own storage
module. To save the memory overhead of the algorithm, we set
the storage module to a fixed-length first-in-first-out (FIFO)
queue. The storage module will generate a vector s(f) by
aggregating the broadcast contents to support the model update
the node embedding. It is obvious that the contents in the
storage module are arranged in temporal order, and the earlier
the content is stored, the less important it becomes. Based on
this, we introduce a decay factor @ = (@1, @2, ..., @;,) that helps
aggregating contents in the storage module:

s(t) = agg (c1(0), c2(1), ..., cm(1)) , 2
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Fig. 1. The overall architecture of our streaming phishing scam detection method. When a new transaction occurs at time ¢, the target node (the red node here)
will update its embedding. Through the embedding learning module, the embedding z; of the target node is learned from its storage at time t—. Meanwhile,
the storage of the target node and the neighbors update after the broadcast module.

1 m
agg (€1(t), c2(t), (D) = — > i), 3)
i=1

where m denotes the length of storage module, «@; is a
hyperparameter set empirically, ¢;(f) denotes the i-th broadcast
content stored in the storage module.

D. Embedding

Finally, the model will update the embedding z;(¢) of node
i at time ¢, which can be further utilized in phishing scam
detection. We use the embedding of the node i just before
time ¢, and the embedding of the storage module that belongs
to node i as the inputs of muti-head attention [12], and learn
the relationship of the input by muti-head attention to get the
final embedding of node i. The hidden mechanism of a single-
head attention layer can be defined as:

OK"
Attn(Q,K,V) = softmax( Vi V) s
Q = z2(t-)Wo, 4)
K = s()Wk,
V=s@®Wy,

where Q, K and V are all vectors that denote ‘queries’, ‘keys’,
and ‘values’, respectively. The function A#tn(Q, K, V)denotes
the scaled dot-product attention [12] that takes a weighted sum
of the entity V where the weights are given by the interactions
of entity Q—K pairs. Essentially it is a mapping of a ‘query’ to
a ‘key’-‘value’ pair. Wy, Wi, Wy denote the projection weight
matrices that are employed to learn the suitable Q,K,V to
create the performance attention output. Here we use the
embedding of node at last update time 7— as the input Q, the

embedding of the node‘s storage module as the input K,V to
update node embedding at time ¢, which means the attention
module can capture the relationship between node embedding
at time 7— and the neighbors of node.

To avoid possible bias caused by single attention mecha-
nism, we use a multi-head attention mechanism to learn a
better embedding. Multi-head can form multiple subspaces
and force model learning different aspects of information.
Considering the dimensions of our features, we choose three-
head attention:

headi = Attn(Ql, ‘/h Ki)3i = ]327 3> (5)
MultiHead(Q, K, V) = Concat(head, , head,, head;)W,,

where W,eR™4, head,'eRg. And then, the node embedding at
time t are represented as:

) = MultiHead(Q, K, V). (6)

After that, we use a multi-layer perceptron to combine the
node embedding at time ¢ with the node embedding at time ¢—.
This corresponds to re-fusing the reference node representation
with the aggregated information:

2(t) = MLP(z(1-)I[2(2)). (7

IV. EXPERIMENTS
A. Dataset

After we obtain the Ethereum transaction records from
block height 8,000,000 to block height 8,999,999, we extract
the first-order neighborhood transaction information of the
labeled accounts to validate the performance of our method.
For all datasets, train/val/test sets are split with a ratio of
70/15/15.



B. Baseline methods

We use three types of baselines. 1) Feature engineering
methods: Decision Tree classifier with two different ways of
feature aggregation. 2) Static graph representation methods:
GraphSAGE [13]], Trans2Vec [4]]. 3) Dynamic graph represen-
tation methods:DyRep [14], JODIE [[15]], TGN [16]. To be fair,
we use the same data processing and splitting methods for all
these methods.

C. Comparisons with baselines

Table [I] indicates the phishing scam detection experiment
results of our methods and baselines. Since all static methods
require primitive node features as input, in order to experi-
ment with these static methods, we manually aggregate edge
features into node features. It can be seen that the performance
of the DT-Mean method and the DT-Sum method is average.
GraphSAGE and Trans2Vec obviously perform worse than
the two feature engineering methods. Trans2Vec performs the
worst due to the fact that Trans2Vec initially used a dataset
with a positive and negative sample distribution close to 1:1,
while we used a dataset with a large gap between the positive
and negative sample ratios in order to simulate the real data
distribution as much as possible. Compared with feature engi-
neering methods, static graph representation learning methods
introduce additional static structure information of the graph,
which adds noise and makes its performance inferior to that
of feature engineering methods.

Dynamic graph representation learning methods take into
account the change of the graph structure over time, consider
the dynamic structural information of the graph, and ultimately
perform better than other methods. It can be attributed to
the fact that dynamic methods capture information about the
changes in the network over time, resulting in a more accurate
representation of the nodes. Among them, DyRep performs
well on the AUC metric and poorly on the TPR metric,
suggesting that DyRep is not adapted to handle datasets with
positive and negative sample imbalance. Both JODIE and TGN
outperform the remaining two types of baselines overall but
perform poorly on the most important TPR metric. In contrast,
our method achieves good competitive performance on the
AUC and TPR metrics compared to the other methods. The
characteristics of Ethereum datasets that differ from traditional
graph datasets make existing dynamic methods perform less
well than ours on these datasets, due to the fact that our method
is designed to fit the Ethereum transaction scenario by utilizing
unlabeled nodes to enhance broadcast and storage capabilities
of the model. In addition, our method directly utilizes edge
features for detection purposes without relying on the primitive
features of the nodes.

D. Ablation study

In this section, we study the influence of different modules
in our method. As shown in Table [[l} different modules bring
different degrees of improvement to the detection performance
in phishing scam detection. In particular, the storage module
makes the highest contribution to performance. It indicates

TABLE I
AUC, TPR, FPR (%) FOR THE PHISHING SCAM DETECTION.

Method AUC TPR FPR
DT-Mean 62.30 5527 3.64
DT-Sum 64.34 5828 4.73
GraphSAGE | 51.25 57.09 6.25
Trans2Vec 73.50 43.04 1.02
DyRep 88.35 25.00 1.17
JODIE 77.09 64.06 1.00
TGN 89.77 7344 1.84
Ours 96.26 90.08 1.79

TABLE II

ABLATION EXPERIMENT ON SCAM DETECTION.

Enabled Module AUC TPR FPR
w/o decay factor 9435 6531 1.23
w/o broadcast mechanism  78.34  32.81 1.00
w/o storage module 65.03 27.48 0.05
Ours 96.26 90.08 1.79

that in the Ethereum transaction network, the neighbor trans-
action information of the target node is crucial. We also find
that encoding the importance of historical information in the
storage module improves the performance. It suggests that the
importance of transaction information varies across neighbors.
Removing the broadcast mechanism means that our framework
relies only on the historical transaction information of the
target node to learn the node embedding, which does not lead
to accurate detection results.

V. CONCLUSIONS

In this paper, we proposed a method for streaming phish-
ing scam detection. The method utilized edge features to
capture every transaction streamingly. When a new transac-
tion emerges, it broadcasts the transaction information to its
neighbors through a broadcast mechanism. At the same time,
it updates the current node embedding representation using
the neighboring transaction information in the node storage
module and the node’s embedding at the previous moment.
It can achieve strong representations of nodes by combining
neighborhood characteristics, transaction characteristics, and
node history characteristics. Experiments indicated that our
method could adapt to the real Ethereum transaction network
and its performance on streaming phishing scam detection
tasks outperforms state-of-the-art algorithms.
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