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Abstract—Many IoT use cases demand both secure stor-
age and secure communication. Resource-constrained devices
cannot afford having one set of crypto protocols for storage
and another for communication. Lightweight application layer
security standards are being developed for IoT communication.
Extending these protocols for secure storage can significantly
reduce communication latency and local processing.

We present BLEND, combining secure storage and communi-
cation by storing IoT data as pre-computed encrypted network
packets. Unlike local methods, BLEND not only eliminates
separate crypto for secure storage needs, but also eliminates a
need for real-time crypto operations, reducing the communication
latency significantly. Our evaluation shows that compared with a
local solution, BLEND reduces send latency from 630 µs to 110
µs per packet. BLEND enables PKI based key management while
being sufficiently lightweight for IoT. BLEND doesn’t need mod-
ifications to communication standards used when extended for
secure storage, and can therefore preserve underlying protocols’
security guarantees.

Index Terms—Secure storage, communication security, appli-
cation layer security, OSCORE, EDHOC, IoT

I. INTRODUCTION

IoT is being deployed in extremely heterogeneous and
wild scenarios such as agriculture monitoring, battlefields,
remote surveillance, power-line monitoring, flood monitoring,
and telemedicine. Most of these deployments require data
confidentiality and/or integrity while at rest as well as in
transit. While traditional Datagram TLS (DTLS) [1] has been
extended to IoT, it is still too heavy for many IoT scenarios
and lack full end-to-end security across different transport
layer technologies. New Application layer protocols, namely
OSCORE [2] and EDHOC [3], are specifically designed for
resource-constrained IoT and offer full end-to-end security.

In contrast to the active standardization work on enabling
secure communication in IoT, the secure storage solutions for
IoT have attracted less attention. While a custom-made local
secure storage protocol can be developed, it would require new
proposals on, for example, key management, choosing encryp-
tion and secure hash functions, initialization vectors, etc. Less
well tested new solutions are likely to be less secure, and will
require additional implementation efforts ultimately requiring
more processing and storage resources. Most importantly, a
separate secure storage solution will require additional crypto
operations when an IoT data is sent to a remote host, which
will increase the real-time latency. As shown in Figure 1 (left),
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Fig. 1: Retrieving encrypted IoT data and securely sharing it
with a remote host, with (right) an without (left) BLEND

before sending a securely storage data, separate secure storage
and secure communication solutions will require that the data
must be first decrypted using one set of security protocol
and encrypted again with another set of protocols. Such a
solution has significant performance overhead and is infeasible
for resource-constrained IoT devices.

In this paper, we propose BLEND that exploits novel
application layer security protocols and provide combined
secure storage and communication without compromising end-
to-end security. BLEND does not require separate protection
for storage and for communication, and the stored secure
data can be shared with a remote host without any crypto
operations during the transmission phase, ultimately reducing
the real-time latency significantly; this is depicted in Figure 1
(right). BLEND is particularly advantageous in use cases
having hard latency requirements; for example, when a drone
cost-effectively collects IoT data from vast smart agriculture
deployments or from remote power lines.

The main challenge in providing a combined secure storage
and communication is to enable a solution that incurs minimal
overhead for IoT devices, keep well-tested security properties
intact, and does not compromise standard compliance and
interoperability. This can be achieved by extending the use
of the newly standardised OSCORE and EDHOC protocols
to secure data storage. The core contributions of the paper
are as follows: we (i) extend standard based application layer
security mechanisms and enable combined secure storage
and secure communication; (ii) provide an implementation of
BLEND for resource constrained devices using Contiki NG;
and (iii) evaluate BLEND to show its suitability for IoT.©2022 IEEE. Personal use of this material is permitted. Permission from

IEEE must be obtained for all other uses, in any current or future media,
including reprinting/republishing this material for advertising or promotio-
nal purposes, creating new collective works, for resale or redistribution to
servers or lists, or reuse of any copyrighted component of this work in
other works.
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The rest of this paper is organized as follows: related
work and relevant background are presented in section II and
III, respectively; we present a treat model in Section IV;
elaborate our design in section V; provide implementation
details in section VI and evaluation in VII; highlight security
considerations in Section VIII; and conclude the paper in
section IX.

II. RELATED WORK

A. Secure communication

The area of secure communication for resource constrained
devices has seen a rapid development the last decade, with the
introduction of protocols targeting IoT. Early standards such as
IPSec has largely been replaced with DTLS, Datagram Trans-
port Layer Security. Still the protocol overhead is relatively
large. Especially for low power radio networks where network
radio packets are as small as 127 bytes, and fragmentation
can cause delays and security vulnerabilities. This is limiting
the usable payload for application layer sensor data down to
a maximum of 51 bytes per packet, unless network specific
optimizations such as 6lowPAN header compression is used,
which limits the general applicability [4]–[6]. Recently new
application layer protocols for secure communication have
been devised which can reduce the per packet overhead, while
supporting crypto algorithms suitable for constrained devices.
OSCORE together with with EDHOC for key establishment
have the potential to be used for PKI solutions with sufficiently
low overhead for IoT. While DTLS has been shown to be
feasible for PKI solutions for IoT the cost of key establishment
when using standard X509 certificates is high [7], [8].

B. Secure storage

The area of secure storage has seen much less standardisa-
tion efforts. Instead several overlapping fields are contributing
to the area. Blockchain based research efforts, including [9],
[10] design solutions for custom deployments, but mainly ad-
dress computationally capable end devices such as cellphones
or routers, and rely on custom server infrastructure.

Another related area is research on Trusted Execution En-
vironments, TEE, such as ARM’s TrustZone. TrustZone func-
tionality has been used as a building block to construct secure
storage for Android based devices [11]. An important area
for TEE is to enable the creation of secure key storage [12]–
[14]. With respect to the more constrained IoT devices the
TEE related efforts are complementary to our work on secure
storage.

Besides the problem of secure key storage, many of the
relatively lightweight cryptographic solutions used in commu-
nication protocols can be applied to any data to create a secure
sensor data storage. As long as the secure storage only serves
local encryption purposes, the need for standardisation is less
emphasized.

There are two previous suggestions on how to combine
secure communication with secure storage, FUSION and
FDTLS [15], [16]. The proposed designs are based on IPsec
and DTLS, where promising results in terms of reduced

overhead when packets are being sent are shown. An important
finding is the need to optimize the storage operations with
respect to the memory hardware constraints, such as to write
full memory pages to reduce flash handling overhead.

The main shortcomings of these lower layer security ap-
proaches are the following: The solutions rely on PSK, pre-
shared keys. This is an outdated mode of key management,
with no support for automated key management, including
enrollment or revocation. Both IPsec and the DTLS version 1.2
used for the evaluations have large headers, greatly reducing
the space available for sensor data when used over low power
radio networks. To partly alleviate this, both designs rely on
using 6lowPAN header compression, which ties the usage
completely to networks where this is available. To allow new
connections the protocol is side stepped in terms of removing
the randomness used when generating session keys, without
analyzing the security implications of this procedure, plus
other minor protocol breaking tweaks. Additionally, by relying
directly on IPsec or DTLS none of the conveniences offered
by CoAP are available for any of the involved parties.

The conclusion is that while several works address some of
the issues of secure storage of data for IoT, the existing pro-
posals for coalesced storage and communication have serious
shortcomings. We address these shortcomings with a design
making use of application layer security.

III. NECESSARY BACKGROUND

Object Security for Constrained RESTful Environments is
an application-layer protocol specifically designed for IoT
security [2]. It protects CoAP messages and builds upon COSE
[17] and CBOR functionality for encryption and encoding
[18]. The protocol offers replay protection using sequence
numbers tied to the security context. Since UDP packets might
arrive out of order, the protocol uses a replay windows, such
that the receiver keeps a range of currently accepted numbers.

Ephemeral Diffie-Hellman Over COSE (EDHOC) is a
proposed key exchange protocol primarily design for OS-
CORE [3], and shares the usage of COSE and CBOR encoding
with OSCORE. It can be used with standard X.509 certificates,
or with more compact certificate formats. The security func-
tionality of EDHOC is based on the SIGMA schema, from
which it follows that as long as the included components keep
their security guarantees, the resulting protocol will provide
the desired security services [19].

A successful EDHOC security context establishment will
result in the parties agreeing on a Master Secret, a Master
Salt, client and recipient IDs, and the crypto algorithms to use.
With this information in place, Sender Key, Recipient Key and
Common IV can be derived and saved. Once a security context
is established, an endpoint is free to act both as server and
client, using the same security context for both purposes [2].

IV. THREAT MODEL AND ASSUMPTIONS

We consider scenarios where an attacker can, with some
probability, get physical access to the node and probe the
device permanent flash memory. We discuss both scenarios



where we assume that the non-permanent memory is sufficient
for key storage and scenarios where a (small) tamper protected
memory area exists, which can be used for key storage. For
communication, the Dolev-Yao threat model is applicable.
An attacker can eavesdrop any communication between the
involved entities, and also modify and re-send any message.
As a consequence protection for replay attacks are needed,
together with authentication and confidentiality services to
prevent unauthorized access to any secret content. To generate
new keys and perform secure key exchange the devices must
have access to a sufficiently strong random number generator.
We assume that the standards we use as building blocks are not
compromised, but can offer the claimed security guarantees
when used together with the recommended crypto algorithm
suits.

V. BLEND: DESIGN

A. Requirements

The main requirement is to offer secure storage with low
latency for data sending, while keeping the overall overhead
low. To preserve security guarantees offered by OSCORE, as
few deviations from the protocol usage as possible should
be done. Preferably the receiving end of the communication
should not need to take any additional steps outside of the
regular protocol to receive and decrypt previously stored
sensor data. In order to preserve the protocol guarantees, the
initial key establishment needs to happen before packets can
be precomputed and stored.

B. System building blocks

An EDHOC implementation is needed for key establish-
ment, but requires only standard functionality in terms of key
export interfaces to create and retrieve the shared secrets used
for the security context.

The OSCORE implementation needs to be augmented with
handlers to enable BLEND to precompute packets and send
them unmodified at a later point in time. Practically this means
allowing retrieval of the byte buffer representing the serialized
OSCORE packet and ensuring there are interfaces to control
the sequence numbers.

A flash storage abstraction is useful to hide hardware
specific details and offer a higher level API. We propose a
simple file system like API which allows reading, writing and
appending data to files, which are being written out to flash.

C. SecureStorage lifecycle and message flow

The figure 2 illustrates the main events relevant to secure
storage operations. After the key establishment both parties
have established a secure context, which allows them to act
as both clients and servers.

The sensor can thereafter be deployed, and start sensing.
Depending on the data generation rate and storage policy, a
number of sensor readings might be compiled as the payload
for one CoAP packet. The packet is encrypted as a ready to
send OSCORE packet and stored onto flash.

Sensor device Data mule

Key establishment

Deployment

Sensor event

Packet encryption and storage

Sensor event

Packet encryption and storage

Trigger message

Precomputed packages

Fig. 2: BLEND overview. An initial key establishment is done
before deployment, can be redone later given EDHOC support.
Sensor data is encapsulated into precomputed packets, and
securely stored until a connection with a data mule, or any
other secure endpoint, is available

When the communication link is ready, for instance in the
form of a data mule, a trigger command is sent. The trigger
message is a CoAP request, protected with the same OSCORE
security context as has been previously established through
EDHOC. Hence the correct decoding of the trigger message
serves both to authenticate the data mule, and to authorize it
for accessing the sensor data. The command will cause the
sensor device to start sending the stored packages. In sending
the stored packages, the sensor device acts as a client. This
allows the device to control the sequence numbers included
in the packets, reflecting the sequence numbers of the stored
packets. To prevent an attacker from stopping a data transfer
simply by blocking the trigger message, we require the device
to reply with a short no data message in case there is no sensor
data to send.

D. Storage overhead trade-offs
The amount of data that the sensor device needs to store

locally depends on both the sensor data generation rate and
the frequency of data collection from the outside. For sensor
devices deployed in low power radio networks, the least
amount of overhead is achieved if payloads corresponding to
full 802.15.4 frame sized packets are precomputed and stored.
If the sensor data generation rate is sufficiently small, the
node would need to temporarily store unencrypted sensor data
until the amount corresponding to a full payload is gathered.
If no temporary plaintext storage is considered acceptable,
the device must create encrypted packets for each individual
sensor reading.

E. Relation between the layers
An detailed illustration of the relation between the layers is

shown in figure 3. In the following we explain the data needed
to be included and processed.

F. CoAP packet creation
While the CoAP protocol is versatile, with a range of packet

options, we are here interested in a meaningful minimal subset
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Fig. 3: The relation between the layers when using BLEND

TABLE I: Plaintext data needed to prepare the CoAP packets
used in BLEND

Type Size, byte Example
Version & type 1 ’40’ ver.1, confirmable
Code 1 ’02’ POST
Message ID 2 ’4A 84’ <any id>
Token 1 ’84’
URI path & len 1+path len ’b0’
Payload marker 1 ’FF’
Payload 6–56 <binary data>
To be encrypted ≥ 3+payload len

TABLE II: Data contained in the OSCORE packets

Type Size, byte Example
Version & type 1 ’40’ ver.1, confirmable
Code 1 ’02’ POST
Message ID 2 ’4A 84’ from CoAP
Token 1 ’84’ from CoAP
OSCORE flag 2 ’93 09’
Partial IV 1– ’13’ = sequence no
Key ID 1 ’42’ = sender id
Payload marker 1 ’FF’
Encrypted payload 9–59 <encrypted CoAP>
MIC 8
Packet length ≥ 21+original sensor data payload len

needed to precompute sensor data packets. The table I shows
the minimal plaintext data needed to create a CoAP packet,
ready to be encrypted for secure storage. In italics are the
fields that will be moved to the OSCORE packet. In bold are
the fields will be protected through encryption. An observation
is that the length of the destination URI directly adds to the
packet overhead, but unless otherwise required the empty root
path can be used as a valid destination URI.

TABLE III: Previous state-of-art, data contained in a DTLS
record packet

Type Size, byte Example
Content type 1 ’17’ = application data
Version 2 ’FEFD’ = DTLS 1.2
Epoch 2 ’0001’
Sequence number 6 ’0000 0000 0001’
Length 2
Initialization vector 8
Encrypted payload 6–51 <encrypted raw sensor data>
MIC 8
Packet length ≥ 29+original sensor data payload len

G. OSCORE packet creation

Given an existing security context and the CoAP packet
information, BLEND can encrypt the CoAP payload together
with the sensitive header fields, and calculate the correct
OSCORE headers. The missing dynamic information needed
is the sender sequence number. The sequence number is used
as the basis for the partial initialization vector, or Partial IV
in COSE terms. The sender ID is used as key ID. (’PIV’
and ’KID’ in figure 3.) These two items, together with static
COSE information on the algorithm used, are used to form
the additional authenticated data, AAD, used in encryption.
The two items are also used for calculating a nonce used in
encryption, and finally they are included in plaintext in the
OSCORE packet header.

The table II shows the data present in the resulting OSCORE
header. Starting from the original sensor data, the minimal
total overhead is 21 bytes. For sequence numbers in the range
255–65535 an extra byte is needed, etc. This flexible sizing is
in contrast to the older DTLS standard (shown in table III),
where a fixed field of 6 bytes is allocated regardless of the
currently needed size.



H. Storage of precomputed packets

For systems with fast flash memory operations, or where
energy is of less concern, the prepared OSCORE packet
can be saved directly. Where flash operations are slow or
energy efficiency is paramount, the OSCORE packet header
information can be stored once for a whole series of sensor
data packets. Since all the dynamic fields; the message ID,
token and sequence number can be assigned in a predictable
increasing manner, storing and later retrieving the starting
points for the first packet header is sufficient to recalculate
the following packet headers. It is this optimized procedure
which is shown in figure 3.

I. UPD alternative

Also UPD headers could be precomputed, and the entire
UDP databuffer could be stored for minimal processing at
the time of sending. Precomputing UDP packets requires the
source and destination ports to be known beforehand. A more
important drawback is the increased storage overhead, since
the UDP headers add another 8 bytes to each precomputed
packet, which needs extra time for storage and retrieval.

J. Key management

BLEND relies on devices being able to establish new
security contexts upon need. To create a new context with the
same endpoint, OSCORE allows existing master secret data
to be reused, making the context derivation computationally
cheap. This can be used to keep the context sequence number
bounded by a fixed length. For key establishment we propose
EDHOC to be used. EDHOC offers relatively low overhead
while supporting PKI solutions. Low overhead is achieved
through using certificate reference based key establishment.
This requires relevant certificates to have been securely dis-
tributed at an earlier point in time. Certificate distribution is
out of scope for this work, but in contrast to solutions based
on shared secrets, certificates are meant to be openly shared
and could be distributed from any trusted endpoint.

1) Planned secure context updates: If the data collection
endpoint is replaced, the sensor device needs to establish a new
security context with the new endpoint. For a planned update,
a notice can be communicated ahead of time. Depending on
the deployment scenario, this might simply be a message
to initiate a full new key establishment, which allows the
sensor to immediately start using the new context for sensor
data storage. For extreme deployments with very limited
connectivity and data mules, it might be a notice send during
the last data collection round where the old data mule is active.
Unless the key establishment can be relayed at that time,
the sensor device has to temporarily resort to local storage
encryption until a new security context is in place.

2) Unplanned secure context losses: For cases when the
data connection endpoint loses the security context, or is lost
all together, the following round of data collection with a not
previously used endpoint requires re-keying. Any data that has
been stored locally using the old security context need to be
decrypted by the IoT device and encrypted again.

For IoT devices with access to tamper resistant nonvolatile
memory that can be used for key storage, they can store the
shared secret data established through the key exchange such
that they can recover the security context in case of temporal
power losses or restarts.

An IoT device without a secure permanent key storage
wants to minimize the storage of security sensitive data to
a minimum. Hence there is a risk of losing vital parts of
the security context, in case of power losses and unplanned
restarts. In the case of context losses the previous stored
precomputed sensor data packets become opaque to the device.
The stored data can still be sent to the endpoint which has
access to the security context and is able to decipher the
encrypted packets. Depending on the deployment, the device
might report its situation and request a new authentication
through a new key exchange before sending the packets from
the old security context. In this case the receiving endpoint
must keep both contexts in parallel. Alternatively, the setup
can be done to allow the IoT device to interpret an incoming
message it cannot decipher as the expected trigger message,
if it is recovering from a security context loss.

3) Proximity to endpoint: Since EDHOC offers true end-
to-end protection it can be used to establish a security context
with any reachable remote endpoint, even behind proxies.

K. Re-sending and multiple receivers
The usage of precomputed sensor data packets does not

affect resending that happens on lower layers. Lower layer
resending will depend on the deployment scenario and radio
configuration. As long as a packet has not been received by
the other end, the receive window used for the replay detection
by the recipient remains unchanged. If on the other hand data
has been received the same packet can no longer be resent,
as the encryption is affected by the sequence number. For
scenarios where either the same receiver wants the same data
item more than once, or where multiple receivers are interested
in the same data item, extensions of the keying schema must
be done. To handle multiple receivers there are proposals for
OSCORE group communication, which could be part of an
extended secure storage solution [20].

VI. IMPLEMENTATION

We have implemented BLEND in C as a module for
the Contiki NG embedded OS [21], that can be adapted
for other available operating systems such as Zephyr [22].
The BLEND implementation contains the needed OSCORE
libraries, including COSE and CBOR encoding and decoding.

For the basic crypto operations we have reused functionality
from the crypto libraries available in Contiki NG, which offers
partial crypto operation hardware acceleration for selected
target platforms.

a) Secure communication: The secure communication
part of BLEND is build using the OSCORE libraries available
in an experimental version of Contiki NG, plus our EDHOC
implementation for key establishment. To allow reusability
of the available code for confirmable CoAP transactions we
include a CoAP token in the packets.
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b) Secure storage: The storage part is built on top of the
Coffee file system for Contiki, offering a file abstraction for
interacting with underlying flash memory. When the optimized
packet storage method is used, the dynamic header information
needed to recalculate the full headers is recorded at the start of
new files, followed by the encrypted part of the packets. The
specifics of flash memory block sizes and optimal amount of
data to write per file depends on target hardware.

c) Key management and crypto algorithms: We have im-
plemented EDHOC which is used to establish shared secrets,
and based on them derive security contexts. Both the EDHOC
and the OSCORE standards are flexible in terms of supporting
multiple crypto suits. Our implementation is focused on the
mandatory SHA-256 for HKDF, HMAC-based Extract-and-
Expand Key Derivation Function, and the most commonly
used symmetric crypto, AES-CCM-16-64-128. While AES-
CCM is a block cipher, it does not require padding of the
resulting ciphertext. As a result the length of ciphertext is
always the length of the plaintext, plus 8 byte MIC, message
integrity code.

VII. EVALUATION

We use a quantitative experimental research methodology
where we evaluate the impact of one particular variable while
keeping other parts of the system setup static, to correctly
attribute the performance variations. In the following we
present the relevant micro benchmarks illustrating the system
performance and overhead.

A. Experimental setup

For the hardware experiments we use Zolertia Firefly
nodes, a platform using TI CC2538 ARM Cortex M3 micro-
controllers [23]. The nodes are equipped with 32 KB RAM,
512 KB flash, a 2.4GHz 802.15.4 radio for communication
and support for hardware acceleration of crypto operations.

B. Storage overhead

The packet storage overhead for different sensor data pay-
loads is shown in figure 4. Storing a ready to send OSCORE
packet induces an overhead of 21 bytes, using the config-
uration presented in tables I and II. If instead a complete
UDP packet is stored, the per packet overhead is 29 bytes.

If only the starting points for dynamic header data counters
are stored once, the overhead quickly shrinks to close to 3
extra CoAP bytes, plus the 8 byte MIC. For our system tests
we use file append functionality for storing packets, such that
the storage cost of the 6 bytes needed for header recalculations
are amortized over 25 precomputed packets.

Depending on the initial sensor data size the resulting
storage overhead ranges from 20% for the 56 byte sensor data
packets using optimized storage, all the way up to close to
600% for 6 byte sensor data while storing full UDP packets.

In the following experiments the optimised version where
needed header data is stored once is used.

C. Latency to get data ready for sending

When the device gets a request to report recorded sensor
readings, if local security is used, it needs to read the data from
flash, decrypt it with the local key and prepare it for sending. If
BLEND is used, the operations needed are reading from flash
and, optionally, packet transaction allocation. The two cases
are illustrated in figure 1. The total time needed is shown in
figure 5a, for when hardware acceleration is available, and in
figure 5b without hardware acceleration.

With hardware acceleration BLEND performs around 0.5
ms faster compared with the local security solution. The
resulting remaining latency when retrieving a stored packet,
recalculating header information and allocating a CoAP trans-
action is is only between 65 µs and 110 µs.

Without hardware acceleration, with all cryptographic oper-
ations done in software, the latency savings are between 0.75
ms and 1.36 ms per packet compared with the local security
solution.

D. Total energy usage

Using the fine grained timer system in Contiki NG we mea-
sure the time spent for relevant system operations. This makes
it possible to calculate the consumption based on current and
voltage levels from the CC2538 hardware datasheets [23]. We
use the specified maximum peak current for writing, which
means we present the absolute upper bound of energy usage
for the flash operations.

The total energy usage is shown in figure 6a and 6b, with
and without the usage of crypto hardware acceleration. Using
the crypto hardware acceleration the differences are small.
Due to relatively slow storage write operations, also a small
increase in storage needs can offset crypto savings. Without
crypto hardware acceleration, BLEND saves energy for all
sensor data sizes.

The conclusion is that BLEND performs at least on par with
the local storage solution in terms of total energy usage, with
a clear advantage for all cases where the crypto operations
constitutes a larger proportion of the total work done.

E. Key establishment and comparison with DTLS

1) Key establishment: Using the reference based key es-
tablishment option in EDHOC we are able to perform a
key establishment using only 284 bytes of application layer
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data. With DTLS 1.2 and the ECDHE-ECDSA cipher suit
corresponding operations use 1.65 kB. This is largely due to
lengthy ASN.1 encodings and the need to send full certificates
in the handshake. The numbers are based on IoT profiled
certificates of only 315 bytes for both parties in the exchange.

2) Packet encryption and overhead: The AES crypto used
for OSCORE corresponds to what is commonly used also for
DTLS 1.2 in IoT devices. This means the overhead from the
crypto operations are directly comparable. An obvious benefit
of switching to an OSCORE based solution is the reduced
packet overhead. Using the DTLS AES128-CCM8 cipher
produces the packet overhead figures given in table III, to be
compared with numbers for OSCORE in table II. An OSCORE
solution using CoAP saves eight bytes even compared with
a DTLS session without CoAP, used to transport raw UDP
data. If instead also DTLS is used to provide a CoAPs session,
encryption will be performed on the whole CoAP layer packet,
which reduces the maximum usable sensor data payload with
six more bytes, down to 45 bytes.

F. Memory requirements

The BLEND implementation requires 1.5 kB of ROM
and a little less than 0.5 kB of RAM. Figure 7 shows the
comparison with the related components in the configuration
used. Compared with the size of the total Contiki NG firmware
used for the evaluation of around 60 kB ROM and 13 kB of
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Fig. 7: Memory usage by BLEND and related components

pre-allocated RAM, the BLEND only contributes to 2.5% of
the ROM and 3.8% of the RAM.

The numbers shown are when there is memory allocated for
two parallel security contexts. Each additional security context
adds 143 bytes of RAM.

VIII. SECURITY CONSIDERATIONS

When a protocol designed for securing communication is
reused to also protect data at rest, it is important to validate
that protocol assumptions are still applicable. This includes the
amount of data that can be protected. The OSCORE protocol
is designed to allow theoretical maximum sequence numbers



up to 240-1, but for actual implementations the number will
be lower. The implementation used in our evaluation allows
sequence numbers up to 4.3 billion. Using 48 byte sensor
data packets, to ensure no fragmentation, this corresponds
to covering more than 200 GB of data without resetting the
sequence counter. This is not a limiting factor for the resource
constrained IoT scenarios considered.

The EDHOC protocol relies heavily on the availability of a
secure random number generator. For devices with less strong
random generators there are proposals on how to incorporate
more random material to improve generator quality [24].

If the same master secret data is used to generate multiple
secure sessions, forward secrecy is no longer guaranteed [2]. If
the long-term secret is leaked, data from previous sessions risk
being exposed. This means the multiple session feature should
only be used when the risk that previous communication has
been eavesdropped is either neglectable, or if the old data no
longer is considered secret.

Our only proposed deviation from existing protocol compli-
ance is the suggestion that an IoT device that has lost its secure
session could be allowed to send its stored encrypted data
without performing mutual authentication and establishing a
new secure session. This could enable an attacker to trick
the device into sending data, but which the attacker will not
be able to decipher, as long as the protocol is not otherwise
compromised. To prevent the data from getting lost, the device
should keep the data until it has been properly acknowledged
through a new security context.

The concerns regarding secure key storage are applicable
for any local secure storage solution as well. The local storage
needs either a long time key stored in persistent memory, or
it needs a secure key management protocol of its own.

IX. CONCLUSION

We have shown that the new application layer security
standard, OSCORE, can be integrated with an IoT storage
system, which makes it possible to provide a secure data
storage service without compromising any communication
security properties or the standard compliance. Our solution,
BLEND drastically reduces the latency for sending stored IoT
data compared with a local secure storage solution. When
combined with EDHOC for performing secure key exchange
and establishing the needed security context, BLEND enables
a resource efficient way to achieve a complete secure storage
and communication solution for IoT.
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[8] J. Höglund, S. Lindemer, M. Furuhed, and S. Raza, “Pki4iot: Towards
public key infrastructure for the internet of things,” Computers &
Security, p. 101658, 2019.

[9] L. Zhou, L. Wang, Y. Sun, and P. Lv, “Beekeeper: A blockchain-based
iot system with secure storage and homomorphic computation,” IEEE
Access, vol. 6, pp. 43 472–43 488, 2018.

[10] B. W. Nyamtiga, J. C. S. Sicato, S. Rathore, Y. Sung, and J. H. Park,
“Blockchain-based secure storage management with edge computing for
iot,” Electronics, vol. 8, no. 8, 2019.

[11] X. Li, H. Hu, G. Bai, Y. Jia, Z. Liang, and P. Saxena, “Droidvault:
A trusted data vault for android devices,” in 2014 19th International
Conference on Engineering of Complex Computer Systems, 2014, pp.
29–38.

[12] S. Pinto and N. Santos, “Demystifying arm trustzone: A comprehensive
survey,” ACM Comput. Surv., vol. 51, no. 6, Jan. 2019.

[13] D. Hein, J. Winter, and A. Fitzek, “Secure block device – secure, flexible,
and efficient data storage for arm trustzone systems,” in 2015 IEEE
Trustcom/BigDataSE/ISPA, vol. 1, 2015, pp. 222–229.

[14] (2020) Android keystore system. [Online]. Available: https://developer.
android.com/training/articles/keystore

[15] I. E. Bagci, S. Raza, U. Roedig, and T. Voigt, “Fusion: coalesced
confidential storage and communication framework for the iot,” Security
and Communication Networks, vol. 9, no. 15, pp. 2656–2673, 2016.
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