arXiv:2306.15918v1 [cs.LG] 28 Jun 2023

Copyright 2023

On Information Captured by Neural Networks:

Connections with Memorization and Generalization

by

Hrayr Harutyunyan

A Dissertation Presented to the
FACULTY OF THE USC GRADUATE SCHOOL
UNIVERSITY OF SOUTHERN CALIFORNIA
In Partial Fulfillment of the
Requirements for the Degree
DOCTOR OF PHILOSOPHY
(COMPUTER SCIENCE)

August 2023

Hrayr Harutyunyan



Acknowledgements

First and foremost, I would like to express my deepest gratitude to my advisors, Aram Galstyan and Greg
Ver Steeg. This work would not exist without their invaluable guidance and unwavering support. I am
immensely thankful to them for cultivating an environment with complete academic freedom. I would
also like to thank Bistra Dilkina, Haipeng Luo, and Mahdi Soltanolkotabi for their insightful comments as
members of various committees during my Ph.D. journey.

I extend my heartfelt appreciation to my fellow former or present Ph.D. students Sami Abu-El-Haija,
Shushan Arakelyan, Rob Brekelmans, Aaron Ferber, Palash Goyal, Umang Gupta, David Kale, Neal Lawton,
Myrl Marmarelis, Daniel Moyer, Kyle Reing, for their friendship, stimulating discussions, and collaborative
spirit. I would like to thank my friends and collaborators at YerevaNN, who warmly welcomed me in their
office whenever I was in Armenia.

I would like to express my sincere appreciation to my collaborators Alessandro Achille, Rahul Bhotika,
Sanjiv Kumar, Orchid Majumder, Aditya Krishna Menon, Giovanni Paolini, Maxim Raginsky, Avinash
Ravichandran, Ankit Singh Rawat, Stefano Soatto, and Seungyeon Kim for their invaluable contributions
and support throughout our collaborative endeavors. I am thankful to Alessandro Achille and Avinash
Ravichandran for hosting two fruitful summer internships at Amazon Web Services; and to Ankit Singh
Rawat and Aditya Krishna Menon for the productive internship at Google Research.

I am indebted to the family of Avanesyans, who treated me like a family member and provided much-
needed family support when I was away from my home country. Finally, I would like to express my deepest
gratitude to my parents and brother, whose unconditional love and sacrifices have been the foundation of
my academic pursuits.

I acknowledge support from the USC Annenberg Fellowship. Works described in Chapters 2 and 4
were based partly on research sponsored by Air Force Research Laboratory under agreement number
FA8750-19-1-1000.

ii



Table of Contents

Acknowledgements . . . . . . ... ii
Listof Tables . . . . . . . . . . .. vi
Listof Figures . . . . . . . . . . . . . e vii
Abstract . . . . . . L X
Chapter 1: Introduction . . . . . . . . . .. . ... 1
1.1 Memorizationin deep learning . . . . . . . . ... 1
1.2 The generalization puzzle . . . . . . . . . ... L 2
1.3 Ourcontributions . . . . . . . ... . 2
1.4 Notation and preliminaries . . . . . . . . .. . ... 5

Chapter 2: Improving Generalization by Controlling Label Noise Information in Neural

Network Weights . . . . . . . .. ... ... .. .. 7

2.1 Introduction . . . . . . . L 7
2.2 Label noise information in weights . . . . . . ... ... .o 0oL L Lo L 8
2.2.1  Decreasing label noise information reduces memorization . . . . . ... ... ... 9

2.2.2  Decreasing label noise information improves generalization . . . . . ... ... .. 11

2.3 Methods limiting label information . . . . .. ... ... .. ... .. 0L, 11
2.3.1 Penalizing information in gradients . . . . . . ... ... ... L oL 12

2.3.2  Variational bounds on gradient information . . . . . ... ... ... ... ... .. 13

2.33  Predicting gradients without label information . . . ... ... ... ... ... 13

2.3.4  Reducing overfitting in gradient prediction . . . .. ... ... ... ... ... 14

2.4  Experiments . . . . . . . . e 15
2.4.1  MNIST with uniform label noise . . . .. ... ... ... ... ... ... .. 15

2.4.2  CIFAR-10 with uniform and pairnoise . . . .. ... ... ... ... ........ 17

243 CIFAR-100 with uniform labelnoise . . .. ... ... .. ... ... ........ 18

244  ClothingIM . . . . .. .. 18

245 Detecting mislabeled examples . . . . ... ... ... . o L oL 19

25 Relatedwork . . . . ... 20
26 Conclusion . . . . . ... 22

Chapter 3: Estimating Informativeness of Samples with Smooth Unique Information .. 23

3.1 Introduction . . .. .. ... ... 23
3.2 Unique information of a sample in the weights . . . . . . ... ... ... .. ... ..... 24
3.2.1 Approximating unique information with leave-one-out KL divergence . . .. . .. 24
3.2.2  Smoothed sample information . . . . . ... ... Lo o L 25
3.3 Unique information in the predictions . . . . . . . ... ... ... . L L oL 26

1ii



34
35

3.6
3.7
3.8

Exact solution for linearized networks . . . . . . . . .. . .. L 27

Experiments . . . . . . . . . 29
3.5.1 Accuracy of the linearized network approximation . . .. ... ... ... ... .. 30
3.5.2 Which examples are informative? . . . . . .. ... .. L L oL 31
3.5.3 Data summarization . . ... ... ... ... oo 33
3.5.4 How much does sample information depend on algorithm? . . ... ... ... .. 34
Discussion and future work . . . . . . ... Lo 36
Related work . . . . . . . . o 36
Conclusion . . . . . . . .. e 38

Chapter 4: Information-theoretic generalization bounds for black-box learning algorithms 39

4.1
4.2

4.3
4.4

4.5

4.6
4.7

Introduction . . . . . . . .. 39
Weight-based generalizationbounds . . . . . .. .. ... ... ... . L L. 40
4.2.1  Generalization bounds with input-output mutual information . . . . . . .. .. .. 40
4.2.2  Generalization bounds with conditional mutual information . . . . . . .. ... .. 42
Functional conditional mutual information . . . . ... ... ... .. ... ... . ... .. 44
Applications . . . . . . . . L e 46
441 Ensembling algorithms . . . . . . . ... ... .. L Lo 46
4.4.2  Binary classification with finite VC dimension . . . . . . . . ... .. ... ... .. 47
443  Stable deterministic or stochastic algorithms . . . . . ... ... .. ... ... ... 47
Experiments . . . . . . . . . e e 49
4.5.1 Experimentalsetup . . . . . .. ... ... 49
45.2 Resultsand discussion . . . . . . ... ..o 49
Related work . . . . . . . . . 51
Conclusion . . . . . . . . .. 52

Chapter 5: Formal limitations of sample-wise information-theoretic generalization bounds 53

5.1 Introduction . . . . . . . . . 53
5.1.1 Preliminaries . . . . . ... .. ... 53

5.1.2  Ourcontributions . . . . . . .. ... 55

52 Awsefullemma . ... ... . 55
5.3 Acounterexample . . . . . ... 56
5.4 Implications for otherbounds . . . . ... .. ... ... .. 0oL L oL 59
55 Thecaseof m =2 . .. . . . . . 60
56 Conclusion . . . . . .. 63
Chapter 6: Supervision Complexity and its Role in Knowledge Distillation . ... ... .. 64
6.1 Introduction . . .. . .. . . . 64
6.2 Supervision complexity and generalization . . . . . ... ... .. L Lo L 66
6.2.1  Supervision complexity controls kernel machine generalization . . . . . . ... .. 66

6.2.2  Extensions: multiclass classification and neural networks . . . ... ... ... .. 68

6.3 Knowledge distillation: a supervision complexity lens . . . . . ... ... ... .. ... .. 69
6.3.1 Trade-off between teacher accuracy, margin, and complexity . . . . . ... ... .. 69

6.3.2  From offline to online knowledge distillation . . . ... ... ... ... ... .. 70

6.4 Experimentalresults. . . . . . . . . . L 71
6.4.1 Experimentalsetup . . . . . . ... ... ... L L 72

6.4.2 Resultsand discussion . . . ... ... . ... . L 73

6.5 Relatedwork . . . . . . . 78

iv



6.6 Conclusion and future work . . . . .. ... . L 80
Bibliography . . . . . . . 81
Appendices . . . .. 95

G Proofs. . . . . . 96

G.1 Proof of Theorem 2.2.1 . . . . . . . . . . .. .. ... . 96
G.2 Proof of Proposition 2.3.1 . . . . . . . . ... 97
G.3  Proof of Proposition 3.2.1 . . . . . .. . ... 98
G4 Proof of Proposition 3.4.1 . . . . . . . .. ... 98
G.5 Proof of Lemma 4.2.1 . . . . . . ... . 98
G.6 Proof of Theorem 4.2.3 . . . . . . . . . . . . . . 100
G.7  Proofof Proposition4.2.4 . . . .. ... ... ... 102
G.8 Proof of Theorem 4.2.5 . . . . . . . . . . .. . .. 103
G.9 Proof of Theorem 4.2.8 . . . . . . . . . . . . .. . .. 104
G.10  Proof of Proposition 4.2.9 . . . . . . . . ... 106
G.11  Proofof Theorem 4.2.10 . . . . . . . . . . . . . 106
G.12  Proofof Theorem 4.3.1 . . . . . . . . . . . . ... .. 106
G.13  Proof of Proposition4.3.4 . . . . . . . . ... 108
G.14  Proofof Theorem 4.3.5 . . . . . . . . . . . . .. 109
G.15 Proofof Theorem 4.4.1 . . . . . . . . . . . . 110
G.16  Proof of Proposition 4.4.2 . . . . . .. ... 111
G.17 Proofof Theorem 4.4.3 . . . . . . . . . . . . 111
G.18 Proofof Theorem 5.4.1 . . . . . . . . . . . . . . 116
G.19 Proofof Theorem5.4.2 . . . . . . . . . . . 118
G.20  Proofof Theorem 5.53 . . . . . . . . . . . . . . 118
G.21  Proof of Proposition 6.2.1 . . . . . . . . ... 119
G.22  Proofof Theorem 6.2.2 . . . . . . . . . . . .. . . 120
G.23 Proofof Theorem 6.2.3 . . . . . . . . . . . . ... ... 122
G.24 Proof of Proposition 6.3.1 . . . . . . . . ... 124
H  Derivations . . . . . . . . . e 124
H.1 SGD noise CovarianCe . . . . . . . . oot tee  e e  ee 124
H.2  Steady-state covariance of SGD . . . . . . . . .. ... ... 124
H.3  Fast update of NTK inverse after dataremoval . . . . . . . ... ... ... .. ... 126
H4  Adding weight decay to linearized neural network training . . ... ... ... .. 127
I Additional experimental details . . . . . ... .. L Lo 128
] Additional results . . . . ... 129



List of Tables

1.1
2.1
2.2

2.3

24

31

3.2

6.1
6.2
6.3
6.4
6.5
6.6
6.7
6.8
6.9
6.10

A mapping from chapters topapers. . . . . . . . ...
Architecture of a convolutional neural network with 5 hidden layers. . . . . ... ... ..
Test accuracy comparison on multiple versions of MNIST corrupted with uniform label
noise. The error bars are standard deviations computed over 5 random training/validation

Test accuracy comparison on CIFAR-10, corrupted with uniform label noise (top) and pair
label noise (bottom). The error bars are standard deviations computed by bootstrapping the
testset 1000 times. . . . . . . ...
Test accuracy comparison on CIFAR-100 with 40% uniform label noise and on Clothing1M
dataset. The error bars are standard deviations computed by bootstrapping the test set 1000

Pearson correlations of weight change ||w — w_;||3 and test prediction change

| fw(Test) — fu_, (Trest) || norms computed with influence functions and linearized neural
networks with their corresponding measures computed for standard neural networks with
retraining. . . . . . ...
Details of experiments presented in Table 3.1. For influence functions, we add a dumping
term with magnitude 0.01 whenever /5 regularization is notused (A =0).. . . . . ... ..
Knowledge distillation results on CIFAR-10. Every second line is an MSE student. . . . . .
Knowledge distillation results on CIFAR-100. . . . . . . . . ... ... ... ... ......
Knowledge distillation results on Tiny ImageNet. . . . . .. ... ... ... .. ... ...
Initial learning rates for different dataset and model pairs. . . . . ... ... ... .....
Knowledge distillation results on binary CIFAR-100. Every second line is an MSE student.
Knowledge distillation results on CIFAR-100 with varying loss mixture coefficient .
Experimental details for MNIST 4 vs 9 classification in the case of standard training. . . . .
Experimental details for MNIST 4 vs 9 classification in the case of SGLD training. . . . . .
Experimental details for CIFAR-10 classification using fine-tuned ResNet-50 networks.
Experimental details for the CIFAR-10 classification experiment where a pretrained
ResNet-50 is fine-tuned using SGLD. . . . . . . . ... ... L

128
128
129

Vi



List of Figures

2.1

2.2

2.3

24

2.5

2.6

2.7

3.1

3.2

3.3

34

3.5

3.6

3.7

Neural networks tend to memorize labels when trained with noisy labels (80% noise in
this case), even when dropout or weight decay are applied. Our training approach limits
label noise information in neural network weights, avoiding memorization of labels and
improving generalization. See Section 2.2.1 for more details. . . . . . ... ... ... ...
The lower bound r( on the rate of training errors » Theorem 2.2.1 establishes for varying
values of I(W;Y | X), in the case when label noise is uniform and probability of a label
being incorrectis p. . . . . . .. L L
Smoothed training and testing accuracy plots of various approaches on MNIST with 80%
uniform noise. . . . . ...
Training and testing accuracies of “LIMITg - S” and “LIMIT - S” instances with varying
values of S on MNIST with 80% uniform label noise. The curves are smoothed for better
presentation. . . . . . . .. L L e
Histograms of the norm of predicted gradients for examples with correct and incorrect

Histograms of the distance between predicted and actual gradient for examples with correct
and incorrect labels. The gradient predictions are done using the best instances of LIMIT. .
Most mislabeled examples in MNIST, CIFAR-10, and Clothing1M datasets, according to the
distance between predicted and cross-entropy gradients. . . . . ... ... ... ... ...
A toy dataset and key distributions involved in upper bounding the unique sample
information with leave-one-out KL divergence. . . . . . . .. ... ... . ... .......
Functional sample information of samples in MNIST 4 vs 9 classification task (top), Kaggle
cats vs dogs (middle), and iCassava (bottom) classification tasks. A: histogram of sample
informations, B: 10 least informative samples, C: 10 most informative samples. . . . . . . .

Comparison of functional sample information of examples with correct and incorrect labels.

Comparison of functional sample information of MNIST and SVHN examples in the context
of a joint digit classification task with equal number of examples per dataset. . . . . . . . .
Histogram of the functional sample information of samples of the Kaggle cats vs dogs
classification task, where 10% of examples are adversarial. . . . ... .. ... .......
Histogram of the functional sample information of examples of the 3 subpopulations of
the pets vs deer dataset. Since cats are under-represented, cat images tend to be more
informative on average compared to dogimages. . . . . . .. .. ... L.
Dataset summarization without training. Test accuracy as a function of the ratio of removed
training examples for different strategies. . . . . . . . ... .. L L oL

10

16

18

20

20

21

24

31

32

33

33

34

vii



3.8

3.9

3.10

4.1

4.2

4.3

6.1

6.2

6.3

6.4

6.5

6.6

6.7

6.8

Correlations between functional sample information scores computed for different

architectures and training lengths. On the left: correlations between F-SI scores of the 4
pretrained networks, all computed with setting ¢ = 1000 and np = 0.001. On the right:
correlations between F-SI scores computed for pretrained ResNet-18s, with learning rate
1 = 0.001, but varying training lengths ¢. All reported correlations are averages over 10
different runs. The training dataset consists of 1000 examples from the Kaggle cats vs dogs

classification task. . . . . . ... Lo 35
Top 10 most informative examples from Kaggle cats vs dogs classification task for 3
pretrained networks: ResNet-18, ResNet-50, and DenseNet-121. . . . . .. ... ... ... 36

Testing how much F-SI scores computed for different networks are qualitatively different.

On the left: the MNIST vs SVHN experiment with a pretrained DesneNet-121 instead

of a pretrained ResNet-18. On the right: Data summarization for the MNIST 4 vs 9
classification task, where the F-SI scores are computed for a one-hidden-layer network, but

a two-hidden-layer network is trained to produce the test accuracies. . . . . ... ... .. 37
Comparison of expected generalization gap and f-CMI bound for MNIST 4 vs 9 classification

with a 5-layer CNN. Panel (a) shows the results for the fixed-seed deterministic algorithm.
Panel (b) repeats the experiment of panel (a) while modifying the network to have 4 times

more neurons at each hidden layer. Panel (c) repeats the experiment of panel (a) while

making the training algorithm stochastic by randomizing theseed. . . ... ... ... .. 50
Comparison of expected generalization gap and f-CMI bound for a pretrained ResNet-50
fine-tuned on CIFAR-10 in a standard fashion. . . . . ... ... ... .. ... ... .... 50

Comparison of expected generalization gap, Negrea et al. [2019] SGLD bound and f-CMI
bound in case of a pretrained ResNet-50 fine-tuned with SGLD on a subset of CIFAR-10 of

size n = 20000. The figure on the right is the zoomed-in version of the figure in the middle. 51
Online vs. online distillation. Figures (a) and (b) illustrate possible teacher and student
function trajectories in offline and offline knowledge distillations respectively. The yellow
dotted lines indicate knowledge distillation. . . . . ... ... ... ... .. .. 65
Adjusted supervision complexity of various targets with respect to NTKs at different stages

of training. The underlying dataset is binary CIFAR-100. Panels (b) and (d) plot adjusted
supervision complexity normalized by norm of the targets. Note the y-axes of ResNet-20

plots are in logarithmic scale. . . . . . . .. ... ... L 75
Condition number of the NTK matrix of a LeNet5x8 (a) and ResNet-20 (b) students trained

with MSE loss on binary CIFAR-100. The NTK matrices are computed on 2'? test examples. 75
Adjusted supervision complexities* of various targets with respect to a LeNet-5x8 network

at different stages of its training. The experimental setup of the left and right plots matches

that of Figure 6.2a and Figure 6.2b respectively. . . . . . . .. ... ... ... .. ... ... 76
Adjusted supervision complexity* of dataset labels measured on a subset of 2!? training
examples of binary CIFAR-100. Complexities are measured with respect to either a
LeNet-5x8 (on the left) or ResNet-20 (on the right) models trained with MSE loss and
without knowledge distillation. Note that the plot on the right is in logarithmic scale. . . . 76
Adjusted supervision complexity for various targets. One the left: The effect of temperature

on the supervision complexity of an offline teacher for a LeNet-5x8 after training for 25
epochs. On the right: The effect of averaging teacher predictions.. . . . . .. .. ... ... 76
Relationship between test accuracy, train NTK similarity, and train fidelity for CIFAR-100
students training with either ResNet-56 teacher (panels (a) and (c)) or ResNet-110 (panel (b)). 77
Online KD results for a LeNet-5x8 student on CIFAR-100 with varying frequency of a
ResNet-56 teacher checkpoints. . . . . . . .. . ... . L o 78

viii



6.9

6.10

6.11

6.12

Most confusing 8 labels per class in the MNIST (on the left) and CIFAR-10 (on the right)
datasets, according to the distance between predicted and cross-entropy gradients. The
gradient predictions are done using the best instances of LIMIT. . . . . . . ... ... ...
Most confusing 16 labels per class in the Clothing1M dataset, according to the distance
between predicted and cross-entropy gradients. The gradient predictions are done using
the best instance of LIMIT. . . . . . . . . . . .. .. .
Relationship between test accuracy, train NTK similarity, and train fidelity for various
teacher, student, and dataset configurations. . . . . . ... ... ... L oL
Relationship between test accuracy, train NTK similarity, and train fidelity for various
teacher, student, and dataset configurations. . . . . .. ... ... Lo o L.

ix



Abstract

Despite the popularity and success of deep learning, there is limited understanding of when, how, and why
neural networks generalize to unseen examples. Since learning can be seen as extracting information from
data, we formally study information captured by neural networks during training. Specifically, we start with
viewing learning in presence of noisy labels from an information-theoretic perspective and derive a learning
algorithm that limits label noise information in weights. We then define a notion of unique information that
an individual sample provides to the training of a deep network, shedding some light on the behavior of
neural networks on examples that are atypical, ambiguous, or belong to underrepresented subpopulations.
We relate example informativeness to generalization by deriving nonvacuous generalization gap bounds.
Finally, by studying knowledge distillation, we highlight the important role of data and label complexity in
generalization. Overall, our findings contribute to a deeper understanding of the mechanisms underlying
neural network generalization.



Chapter 1

Introduction

Over the past decade, deep learning has achieved remarkable success in a wide range of applications,
including computer vision, natural language processing, speech recognition, robotics, and generative
modeling. Large neural networks trained with variants of stochastic gradient descent demonstrate excellent
generalization capability, despite having enough capacity to memorize their training set [Zhang et al.,
2017]. Although some progress has been made toward understanding deep learning, a comprehensive
understanding of when, why, and how neural networks generalize remains elusive.

1.1 Memorization in deep learning

One aspect of deep learning that needs to be understood better is memorization. In a broad sense, it is
unclear what information neural networks memorize; what types of memorization occur during training;
which are harmful and which are helpful to generalization; and how to measure and control various types
of memorization. The fact that the term “memorization” has many definitions and interpretations indicates
that memorization can come in different flavors. The simplest form of memorization is memorizing incorrect
labels or label noise, which has been the subject of many studies [Frenay and Verleysen, 2014, Song et al.,
2022]. In specific learning scenarios, memorizing noisy labels does not significantly affect test error [Liang
and Rakhlin, 2020, Bartlett et al., 2020, Hastie et al., 2022, Frei et al., 2022, Cao et al., 2022]. However, label
noise memorization significantly degrades test performance in typical deep learning settings [Zhang et al.,
2017, Chen et al., 2019, Mallinar et al., 2022]. Given that real-world labeled datasets often have mislabeled
examples due to ambiguities, labeling errors, or measurement errors, there is a great need for methods of
measuring memorization and for training algorithms that are robust to label noise.

Memorization of noisy labels is also important because it provides insights into understanding the
behavior of neural networks. It has been observed that neural networks learn simple and generalized
patterns first [Arpit et al., 2017] and generalize well in the early training epochs [Li et al., 2020]. Even when
trained on a dataset with noisy labels, neural networks still learn useful representations, especially in early
layers [Dosovitskiy et al., 2014, Pondenkandath et al., 2018, Maennel et al., 2020, Anagnostidis et al., 2023].

Besides label noise, neural networks can memorize other information about their training set. For
example, an image classifier can memorize individual training examples [Feldman and Zhang, 2020]. Given
a white-box or black-box access to a neural network, it is possible to extract membership information,
as shown by Shokri et al. [2017] and Nasr et al. [2019]. Neural networks trained for language modeling
memorize sensitive personal information [Carlini et al., 2019], factual knowledge [Petroni et al., 2019], long
sequences of words from training data verbatim [Carlini et al., 2021, Tirumala et al., 2022, Carlini et al.,
2023b], and idioms [Haviv et al., 2023]. A diffusion model can memorize specific training examples [Carlini
etal, 2023a]. Some of these instances of memorization are undesirable due to privacy concerns. Nevertheless,
from the generalization perspective, some types of memorization can be beneficial. Indeed, memorization
is an optimal strategy in some settings [Feldman, 2020, Brown et al., 2021]. There is currently limited



knowledge regarding when neural networks transition from generalizing to memorizing [Cohen et al., 2018,
Zhang et al., 2020].

1.2 The generalization puzzle

Arguably the most important question in deep learning is that of generalization. As demonstrated by Zhang
et al. [2017], overparameterized neural networks generalize well despite being able to memorize the training
set mechanically. Classical learning theory results based on various notions of hypothesis set complexity
do not explain this phenomenon — the same class of neural networks can generalize well for one training
data but fail for another. Furthermore, the modern practice of training neural networks goes against the
conventional bias-variance trade-off wisdom in that neural networks are often trained to interpolation
without explicit generalization [Belkin et al., 2019].

These observations have sparked a search for effective notions of complexity, implicit biases, and for
data- and algorithm-dependent generalization bounds [Bartlett et al., 2021, Jiang™ et al., 2020, Dziugaite
et al., 2020]. It has been well-established that number of parameters does not serve as a good notion of
complexity, and other alternatives were proposed, such as size-based measures [Bartlett, 1998, Neyshabur
et al., 2015, Bartlett et al., 2017, Golowich et al., 2018]. The good generalization of stochastic gradient descent
has been attributed to implicit biases such as finding flat minima [Keskar et al., 2017], finding minimum
norm solutions [Soudry et al.,, 2018], spectral bias [Rahaman et al., 2019], simplicity bias [Kalimeris et al.,
2019], representation compression [Shwartz-Ziv and Tishby, 2017], and stability [Hardt et al., 2016], among
others. Nevertheless, it has been challenging to find generalization bounds that produce good quantitative
results [Neyshabur et al., 2017, Nagarajan and Kolter, 2019, Dziugaite et al., 2020]. Exceptions include some
PAC-Bayes bounds [Dziugaite and Roy, 2017, Zhou et al., 2019] that apply to modified learning algorithms.

While the role of learning algorithms and architectures have been studied extensively, the same cannot
be said for the role of data distribution. Evidently, a good learning algorithm and neural network architecture
alone do not necessarily result in good generalization. Therefore, an adequate generalization theory should
also make some assumptions about the data distribution. For most data-dependent generalization bounds,
this is done by assuming access to training data, limiting the explanatory power. Ideally, a theory should
predict good generalization without making strong assumptions about the data distribution. For example,
Yang et al. [2022] show that the eigenspectrum of the input correlation matrix of typical datasets has a
certain property that effectively induces a capacity control for a neural network. Arora et al. [2019] and
Ortiz-Jiménez et al. [2021] show that a good alignment between the neural tangent kernel and labels ensures
fast learning and good generalization. Finding sufficient data properties that are characteristic of real-world
datasets and enable good generalization is thus a key direction in explaining the success of deep learning.

Overall, besides satisfying scientific curiosity and providing generalization guarantees, understanding
generalization in deep learning is also a practically fruitful research direction. We expect that an adequate
generalization theory will lead to improved training algorithms, neural network architectures, and better
scaling with respect to data and model size. Some instances of confirming this expectation already exist,
such as training algorithms Entropy-SGD [Chaudhari et al., 2019] and sharpness-aware minimization [Foret
et al., 2020]. We present another such development in this dissertation (Chapter 6).

1.3 Ouwur contributions

The results presented in this dissertation can be seen as contributions to the problems of memorization
and generalization in deep learning. We view training a neural network as extracting information from
samples in a dataset and storing it in the weights of the network so that it may be used in future inference
or prediction. Consequently, we formally study information captured by a neural network during training



Table 1.1: A mapping from chapters to papers.

Chapter Paper

Chapter 2 Harutyunyan et al. [2020]
Chapter 3 Harutyunyan et al. [2021a]
Chapter 4 Harutyunyan et al. [2021b]
Chapter 5 Harutyunyan et al. [2022]
Chapter 6  Harutyunyan et al. [2023]

to understand the complex interplay between data, learning algorithm, and hypothesis class. As we shall
see, this allows us to define principled notions of memorization, shed some light on the behavior of neural
networks, derive nonvacuous generalization gap bounds, and guide the training algorithm design process.
Table 1.1 presents the mapping between the chapters and papers.

Label noise memorization

In Chapter 2, we start with studying the simplest form of memorization conceptually: memorizing label
noise. As a fundamental measure of label noise memorization, we consider the Shannon mutual information
I(W;Y | Y) between the learned weights W and the training labels Y, given the training inputs X.
We show that reducing the training error beyond the noise level results in a large value of I/(W;Y | X).
Furthermore, we show that learning with constrained label noise information provides a certain level of
label noise robustness. Starting with this constrained problem, we derive a new learning algorithm in which
the main classifier is trained with gradient updates predicted by another neural network that does not
access the dataset labels. In addition to good results on standard benchmark tasks, the proposed algorithm
provides a partial justification for the well-known co-teaching approach [Han et al., 2018].

A more general notion of example memorization

In Chapter 3, we go beyond label noise memorization and aim to quantify how much information about a
particular example is captured during the training of a neural network. Due to combinatorial challenges
related to redundancies, synergies, and high-order dependencies, we focus on measuring unique information,
which can be seen as a measure of example memorization (not necessarily harmful to generalization). We
define, both in weight space and function space, a notion of unique information that an example provides
to the training of a neural network. While rooted in information theory, these quantities capture some
aspects of stability theory and influence functions. The proposed unique information measures apply to
even deterministic training algorithms and can be approximated efficiently for wide or pretrained neural
networks using a linearization of the model.

Apart from having important applications, such as data valuation, active learning, data summarization,
and guiding the data collection process, measuring unique information provides insights into how neural
networks generalize. We find that typically only a small portion of examples are informative. These
are usually atypical, hard, ambiguous, mislabeled, or underrepresented examples. In some cases, one
can remove up to 90% of uninformative examples without degrading test set performance. Conversely,
removing highly memorized examples decreases test accuracy substantially, indicating that memorization
is sometimes needed for good generalization. Furthermore, we find that some uninformative examples can
become highly informative when some other examples are removed from the training set. Our findings
add to the increasing amount of research focused on revealing the function of example memorization in
generalization [Koh and Liang, 2017, Feldman, 2020, Feldman and Zhang, 2020, Paul et al., 2021, Sorscher
et al., 2022, Carlini et al., 2022].



Information-theoretic generalization bounds

Information about the training set captured by a neural network is also helpful for studying generalization.
In their seminal work, Xu and Raginsky [2017] introduce a generalization gap bound depending on the
Shannon information I (W} S) between the learned weights 1V and the training set S. This result confirms
the intuition that a learner will generalize well if it does not memorize the training set.

Unfortunately, the bound is vacuous in realistic settings and gives only qualitative insights. Many better
bounds were introduced subsequently, but two problems remained: (a) the bounds were vacuous in practical
settings, and (b) they were hard to estimate due to challenges in estimating mutual information between
high-dimensional variables. In Chapter 4, building on the conditional mutual information bounds of Steinke
and Zakynthinou [2020] and the sample-wise bounds of Bu et al. [2020], we derive expected generalization
bounds for supervised learning algorithms based on information contained in predictions rather than
in the output of the training algorithm. These bounds improve over the existing information-theoretic
bounds, apply to a wider range of algorithms, give meaningful results for deterministic algorithms, and
are significantly easier to estimate. Furthermore, some classical learning theory results, such as expected
generalization gap bounds based on Vapnik—Chervonenkis (VC) dimension [Vapnik, 1998] and algorithmic
stability [Bousquet and Elisseeff, 2002], follow directly from our results. More importantly, the bounds are
nonvacuous in practical scenarios for deep learning. In one case, for a neural network with 3M parameters
that reaches 9% test error with just 75 MNIST training examples, the estimated test error bound is 22%.

An essential ingredient in recent improvements of information-theoretic generalization bounds (in-
cluding in our work presented in Chapter 4) is the introduction of sample-wise information bounds by
Bu et al. [2020] that depend on the average amount of information the learned hypothesis has about a
single training example. In particular, for a training set of n examples S = (Z1,..., Z,), their bound
dependson 1/ny"" | I(W; Z;) rather than I(W; S) /n. However, these sample-wise bounds were derived
only for the expected generalization gap, where the expectation is taken over both the training set and
stochasticity of the training algorithm. While PAC-Bayes and information-theoretic bounds are intimately
related, the same technique did not work for deriving sample-wise single-draw or PAC-Bayes generalization
gap bounds. In Chapter 5,we show that sample-wise bounds are generally possible only for the expected
generalization gap (the weakest form of generalization guarantee). In other words, sample-wise single-draw
and PAC-Bayes generalization bounds are impossible unless additional assumptions are made. Surprisingly,
we also find that single-draw and PAC-Bayes bounds with information captured in pairs of examples,
ﬁ > iz LW Z;, Zj), are possible without additional assumptions.

The role of supervision complexity in generalization

One drawback of information-theoretic generalization bounds is that they depend too much on training
data and data distribution. While these bounds can give concrete generalization guarantees and help design
better learning algorithms, they do not specify what data properties are desirable for good generalization.
Their strong data-dependent nature enables differentiating cases like learning with ground truth labels
and learning with random labels but comes at the cost of reduced explanatory power. There are cases
when subtle differences in data result in significantly different generalization performances. One can argue
that even the tightest information-theoretic bounds do not explain why these subtle differences have such
effects.

One such prominent case arises in knowledge distillation [Bucilua et al., 2006, Hinton et al., 2015],
which is a popular method of transferring knowledge from a large “teacher” model to a more compact
“student” model. In the most basic form of knowledge distillation, the student is trained to fit the teacher’s
predicted label distribution (also called soft labels) for each training example. It has been well-established
that distilled students usually perform better than students trained on raw dataset labels [Hinton et al., 2015,



Furlanello et al., 2018, Stanton et al., 2021, Gou et al., 2021]. Notably, the teacher itself is usually trained
on the same inputs but with original hard labels. From a purely information-theoretic perspective, this
phenomenon is quite surprising because, by the data processing inequality, the teacher predictions do not
add any new information that was not presented in the original training dataset. Clearly, the distillation
dataset must satisfy some desired property that enables better generalization.

Several works have attempted to uncover why knowledge distillation can improve the student per-
formance. Some prominent observations are that (self-)distillation induces certain favorable optimization
biases in the training objective [Phuong and Lampert, 2019, Ji and Zhu, 2020], lowers variance of the
objective [Menon et al.,, 2021, Dao et al., 2021, Ren et al., 2022], increases regularization towards learning
“simpler” functions [Mobabhi et al., 2020], transfers information from different data views [Allen-Zhu and Li,
2023], and scales per-example gradients based on the teacher’s confidence [Furlanello et al., 2018, Tang
et al,, 2020]. Nevertheless, there are still no compelling answers to why knowledge distillation works, what
the exact role of temperature scaling is, what effects the teacher-student capacity gap has, and what makes
a good teacher ultimately.

In Chapter 6, we provide a new perspective on knowledge distillation through the lens of supervision
complexity. To put it concisely, supervision complexity quantifies why certain targets (e.g., temperature-
scaled teacher probabilities) may be “easier” for a student model to learn compared to others (e.g., raw
one-hot labels), owing to better alignment with the student’s neural tangent kernel (NTK) [Jacot et al.,
2018, Lee et al., 2019]. We derive a new generalization bound for distillation that highlights how student
generalization is controlled by a balance of the teacher generalization, the student’s margin with respect to
the soft labels, and the supervision complexity of the soft labels. We show that both temperature scaling
and early stopping reduce the supervision complexity at the expense of lowering the classification margin.
Based on our analysis, we advocate using a simple online distillation algorithm, wherein the student receives
progressively more complex soft labels corresponding to teacher predictions at various checkpoints during
its training. Online distillation improves significantly over standard distillation and is especially successful
for students with weak inductive biases, for which the final teacher predictions are often as complex as
dataset labels, particularly during the early stages of training.

1.4 Notation and preliminaries

Before proceeding to our contributions, we first introduce some basic notation, describe an abstract learning
setting, and provide an overview of some information-theoretic quantities used in this dissertation.

Notation. We use capital letters (X, Y, Z, etc) for random variables, corresponding lowercase letters (x,
Y, 2, etc) for their values, and calligraphic letters for their domains (X, Y, Z, etc). We use Ep, [f(X)] =
[ fdPx to denote expectations. Whenever the distribution over which the expectation is taken is clear
from the context, we simply write Ex [f(X)] or E[f(X)]. A random variable X is called o-subgaussian
if Eexp(t(X — E X)) < exp(c?t?/2), Vt € R. For example, a random variable that takes values in [a, b]
almost surely, is (b — a)/2-subgaussian.

Throughout this dissertation, [n] denotes the set {1,2,...,n}. If A = (ay,...,ay) is a collection, then
A,Z‘ £ (al,. ey Q15 Qg4 1y - - ,an) andAlzk = {al,.. . ,(Ik}. For J € {0,1}”, jé (1 — Jl,..‘,l — Jn>
is the negation of J. When there can be confusion about whether a variable refers to a collection of items or

a single item, we use bold symbols to denote the former. For a pair of integers n > m > 0, (::L) = #Lm),

denotes the binomial coefficient. If y(z) € R and x € R", then the Jacobian % is an m X n matrix. The
gradient V,y is an n X m matrix denoting the transpose of the Jacobian. This convention in convenient
when working with gradient-descent-like algorithms. In particular, when w € R? is a column vector and
L(w) is a scalar, V,,L(w) is also a column vector.



Learning setup. In the subsequent chapters, we consider the following abstract learning setting or an
instance of it. We will consider a standard learning setting. There is an unknown data distribution Pz on
an input space Z. The learner observes a collection of n ii.d examples S = (71, ..., Z,) sampled from P
and outputs a hypothesis (possibly random) belonging to a hypothesis space WW. We will treat the learning
algorithm as a probability kernel Qyy|5, which given a training set s outputs a hypothesis W' sampled from
the distribution Qyy|5—;. For deterministic algorithms, Qy|s— is a point mass distribution. Together with
Pg, the algorithm Qyy|s induces a joint probability distribution Py,s = PsQyy s on W x Z™.

The performance of a hypothesis w € W on an example z € Z is measured with a loss function
¢ : W x Z — R. For a hypothesis w € W, the population risk R(w) is defined as Ez/.p, [¢(w, Z')],
while the empirical risk is defined as rg(w) = 1/n """ ; {(w, Z;). Note that the empirical risk is a random
variable depending on S. We will often study the difference between population and empirical risks,
R(W) — rg(W), which is called generalization gap or generalization error. Note that generalization gap is
a random variable depending on both training set S and randomness of the training algorithm Q).

Often we will be interested in supervised learning problems, where Z = X’ x Y and Z; = (X;,Y;). In
such cases, we define X £ (X1,...,X,)and Y 2 (Y1,...,Y,).

Information-theoretic concepts. The entropy of a discrete random variable X with probability mass
function p(x) is defined as H(X) = —>__ .y p(z)logp(z). Analogously, the differential entropy of a
continuous random variable X with probability density p(x) is defined as H(X) = — [, p(z) log p(z)dz.
Given two probability measures P and () defined on the same measurable space, such that P is absolutely
continuous with respect to @), the Kullback-Leibler (KL) divergence from P to @ is defined as KL (P || Q) =
[log %dP, where % is the Radon-Nikodym derivative of P with respect to (). When X and Y are random
variables defined on the same probability space, we sometimes shorten KL (Px || Py') to KL (X || Y). The
Shannon mutual information between random variables X and Y is I(X;Y) = KL (Pxy || Px ® Py).

The conditional variants of entropy, differential entropy, KL divergence, and Shannon mutual in-
formation entail an expectation over the random variable in the condition. For example, [(X;Y | Z)
= = KL (PX7y| Al Px|z @ Py, Z) dPy. The disintegrated variants of these quantities are denoted with a
superscript indicating the condition. For example, IZ(X;Y) £ KL (vay‘z | Px|z ® PY\Z) denotes the
disintegrated mutual information [Negrea et al.,, 2019]. Note that the disintegrated mutual information is a
random variable depending on Z. In this dissertation, all information-theoretic quantities are measured in
nats, unless specified otherwise. Please refer to [Cover and Thomas, 2006] for more in-detail description of
the aforementioned concepts.



Chapter 2

Improving Generalization by Controlling Label Noise Information in
Neural Network Weights

2.1 Introduction

Despite having millions of parameters, modern neural networks generalize surprisingly well. However,
their training is particularly susceptible to noisy labels, as shown by Zhang et al. [2017] in their analysis of
generalization error. In the presence of noisy or incorrect labels, networks start to memorize the training
labels, which degrades the generalization performance [Chen et al., 2019]. At the extreme, standard
architectures have the capacity to achieve 100% classification accuracy on training data, even when labels
are assigned at random [Zhang et al,, 2017]. Furthermore, standard explicit or implicit regularization
techniques such as dropout, weight decay or data augmentation do not directly address nor completely
prevent label memorization [Zhang et al., 2017, Arpit et al., 2017].

Poor generalization due to label memorization is a significant problem because many large, real-world
datasets are imperfectly labeled. Label noise may be introduced when building datasets from unreliable
sources of information or using crowd-sourcing resources like Amazon Mechanical Turk. A practical
solution to the memorization problem is likely to be algorithmic as sanitizing labels in large datasets is
costly and time consuming. Existing approaches for addressing the problem of label noise and generalization
performance include deriving robust loss functions [Natarajan et al., 2013, Ghosh et al., 2017, Zhang and
Sabuncu, 2018, Xu et al,, 2019], loss correction techniques [Sukhbaatar et al., 2014, Xiao et al., 2015,
Goldberger and Ben-Reuven, 2017, Patrini et al., 2017], re-weighting samples [Jiang et al., 2018, Ren et al.,
2018], detecting incorrect samples and relabeling them [Reed et al., 2014, Tanaka et al., 2018, Ma et al., 2018],
and employing two networks that select training examples for each other [Han et al., 2018, Yu et al., 2019].

We propose an information-theoretic approach that directly addresses the root of the problem. If a
classifier is able to correctly predict a training label that is actually random, it must have somehow stored
information about this label in the parameters of the model. To quantify this information, Achille and
Soatto [2018] consider weights as a random variable, W, that depends on stochasticity in training data and
parameter initialization. The entire training dataset is considered a random variable consisting of a vector of
inputs, X, and a vector of labels for each input, Y. The amount of label memorization is then given by the
Shannon mutual information between weights and labels conditioned on inputs, I(W;Y | X). Achille and
Soatto [2018] show that this term appears in a decomposition of the commonly used expected cross-entropy
loss, along with three other individually meaningful terms. Surprisingly, cross-entropy rewards large values
of I(W;Y | X), which may promote memorization if labels contain information beyond what can be
inferred from X. Such a result highlights that in addition to the network’s representational capabilities,
the loss function — or more generally, the learning algorithm — plays an important role in memorization. To
this end, we wish to study the utility of limiting I(WW;Y | X), and how it can be used to modify training
algorithms to reduce memorization.
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Figure 2.1: Neural networks tend to memorize labels when trained with noisy labels (80% noise in this case),
even when dropout or weight decay are applied. Our training approach limits label noise information in
neural network weights, avoiding memorization of labels and improving generalization. See Section 2.2.1
for more details.

Our main contributions towards this goal are as follows: 1) We show that low values of I(WW;Y | X)
correspond to reduction in memorization of label noise, and lead to better generalization gap bounds. 2)
We propose training methods that control memorization by regularizing label noise information in weights.
When the training algorithm is a variant of stochastic gradient descent, one can achieve this by controlling
label noise information in gradients. A promising way of doing this is through an additional network that
tries to predict the classifier gradients without using label information. We experiment with two training
procedures that incorporate gradient prediction in different ways: one which uses the auxiliary network to
penalize the classifier, and another which uses predicted gradients to train it. In both approaches, we employ
a regularization that penalizes the L2 norm of predicted gradients to control their capacity. The latter
approach can be viewed as a search over training algorithms, as it implicitly looks for a loss function that
balances training performance with label memorization. 3) Finally, we show that the auxiliary network can
be used to detect incorrect or misleading labels. To illustrate the effectiveness of the proposed approaches,
we apply them on corrupted versions of MNIST, CIFAR-10, CIFAR-100 with various label noise models,
and on the Clothing1M dataset, which already contains noisy labels. We show that methods based on
gradient prediction yield drastic improvements over standard training algorithms (like cross-entropy loss),
and outperform competitive approaches designed for learning with noisy labels.

2.2 Label noise information in weights

We begin by formally introducing a measure of label noise information in weights, and discuss its connections
to memorization and generalization. Consider a labeled training set S = (71, ..., Z,,) consisting of n ii.d.
examples from Pz, with Z; = (X;,Y;). Let X = (X1,...,X,)and Y = (Y7,...,Y,). Consider a neural
network f,,(y | ) with parameters w that models the conditional distribution of labels. In practice such
neural networks are trained by minimizing the empirical negative log-likelihood loss:

rsw) =~ 3 log fulY; | X)), 1)
=1

For a given training algorithm Qyy s, the expected value of this empirical risk can be decomposed as
follows [Achille and Soatto, 2018]:

Eps Ewnqy s [rs(W)] = H(Y | X) + Epy o [KL (p(Y | X) || fwr (Y | X))] - I(W;Y | X). (22)



The first term measures inherent uncertainty of labels, which is independent of the model. The second term
measures how well the learned model fyy (y | =) approximates the ground truth conditional distribution
p(y | ) on training inputs. The third term is the label noise information, and enters the equation with a
negative sign.

The problem of minimizing this expected cross-entropy is equivalent to selecting an appropriate training
algorithm. If the labels contain information beyond what can be inferred from inputs (i.e, H(Y | X) > 0),
such an algorithm may do well by memorizing the labels through the third term of Eq. (2.2). Indeed,
minimizing the empirical cross-entropy loss QEVF‘L}\?/I = 0(w*(9)), where w*(S) € argmin,, rs(w), does
exactly that [Zhang et al., 2017].

2.2.1 Decreasing label noise information reduces memorization

To demonstrate that I(TW;Y | X) is directly linked to memorization, we prove that any algorithm with
small I(W;Y | X) overfits less to label noise in the training set.

Theorem 2.2.1. Consider a dataset S = (71, ..., Z,) of n iid. examples, with Z; = (X;,Y;). Assume
that the domain of labels, ), be a finite set of at least two elements. Let Qs be possibly stochastic

learning algorithm producing weights for a classifier. Let Y; denote the prediction of the classifier on the
i-th example and let F; = 1{}7; # Y;} be a random variable corresponding to predicting Y; incorrectly.
Then, the following inequality holds:

n
>_Ei
i=1

HY | X)-I(W;Y | X)-> ", H(E)
log (|Y[ - 1)

E > . (2.3)

This result establishes a lower bound on the expected number of prediction errors on the training
set, which increases as I(IW;Y | X)) decreases. For example, consider a corrupted version of the MNIST
dataset where each label is changed with probability 0.8 to a uniformly random incorrect label. By the
above bound, every algorithm for which I(W;Y | X) = 0 will make at least 80% prediction errors on the
training set in expectation. In contrast, if the weights retain 1 bit of label noise information per example,
the classifier will make at least 40.5% errors in expectation. Below we discuss the dependence of error
probability on I(W;Y | X).

Remark 2.2.1. Let k = |Y|,r = LE[Y." | E;] denote the expected training error rate, and h(r) =
—rlogr—(1—r)log(1—r) be the binary entropy function. Then we can simplify the results of Theorem 2.2.1
as follows:

- HY | X1)—IW;Y | X)/n— 23"  h(P(E; =1))

log(k —1) .
. _p(lyn _
> H(Yi ’ Xl) I(W’ Y JOA;((?C/ZL 1)h (n Zi:l P(Ez = 1)) (by ]ensen’s inequality) (25)
_HW | X1) —I(W;Y | X)/n — h(r) (2.6)
log(k — 1) . .

Solving this inequality for r is challenging. One can simplify the right hand side further by bounding
H(E1) <1 (assuming that entropies are measured in bits). However, this will loosen the bound. Alterna-
tively, we can find the smallest rg for which Eq. (2.6) holds and claim that r > .
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Figure 2.2: The lower bound rg on the rate of training errors r Theorem 2.2.1 establishes for varying values
of I(W;Y | X), in the case when label noise is uniform and probability of a label being incorrect is p.

Remark 2.2.2. If || = 2, then log(|Y| — 1) = 0, putting which in Eq. (G.2) of Appendix G:
h(r)>HY1| X1) —I(W;Y | X)/n. (2.7)
Remark 2.2.3. When we have uniform label noise where a label is incorrect with probability p (0 < p <

%) and I(W;Y | X) = 0, the bound of Eq. (2.6) is tight, i.e., implies that > p. To see this, we note that
H(Y1 | X1) = h(p) + plog(k — 1), putting which in Eq. (2.6) gives us:

o hlp) +plog(k —1) —h(r) _ ~ hp) = h(r)
= log(k — 1) P Yok 1)

(2.8)

Therefore, when r = p, the inequality holds, implying that ry < p. To show that ry = p, we need to show
that for any 0 < r < p, the Eq. (2.8) does not hold. Let r € [0, p) and assume that Eq. (2.8) holds. Then

r>p+ m (2.9)
SMUBUCEELIO) 10)
i l_og()éo_g(f)_ Doy, (2.11)

where the second line above follows from concavity of h(x), and the third line follows from the fact that
R'(p) > —log(k — 1) when 0 < p < (k — 1)/k. Eq. (2.11) directly contradicts with » < p. Therefore,
Eq. (2.8) cannot hold for any r < p.

When I(W;Y | X) > 0, we can find the smallest 7y by a numerical method. Figure 2.2 plots ro vs
I(W;Y | X) when the label noise is uniform. When the label noise is not uniform, the bound of Eq. (2.6)
becomes loose as Fano’s inequality becomes loose.

Theorem 2.2.1 provides theoretical guarantees that memorization of noisy labels is prevented when
I(W;Y | X) is small, in contrast to standard regularization techniques - such as dropout, weight decay,
and data augmentation — which only slow it down [Zhang et al., 2017, Arpit et al., 2017]. To demonstrate this
empirically, we compare an algorithm that controls I(W;Y | X) (presented in Section 2.3) against these
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regularization techniques on the aforementioned corrupted MNIST setup. We see in Figure 2.1 that explicitly
preventing memorization of label noise information leads to optimal training performance (20% training
accuracy) and good generalization on a non-corrupted validation set. Other approaches quickly exceed 20%
training accuracy by incorporating label noise information, and generalize poorly as a consequence. The
classifier here is a fully connected neural network with 4 hidden layers each having 512 ReLU units. The
rates of dropout and weight decay were selected according to the performance on a validation set.

2.2.2 Decreasing label noise information improves generalization

The information that weights contain about a training dataset .S has previously been linked to general-
ization [Xu and Raginsky, 2017]. While we will explore connections between information in weights and
generalization in detail in Chapters 4 and 5, it is instructive to consider here the seminal result of Xu and
Raginsky [2017]. They prove that when ¢(w, Z'), with Z' ~ Py, is o-subgaussian, we have that

2
Epy By s [EROV) — 75 (W)]| < |/ 22 1(W; 5). (212)

expected generalization gap

For good test performance, learning algorithms need to have both a small generalization gap, and good
training performance. The latter may require retaining more information about the training set, meaning
there is a natural conflict between increasing training performance and decreasing the generalization
gap bound of Eq. (2.12). Furthermore, information in weights can be decomposed as follows: I(W; S) =
I(W; X))+ I(W;Y | X). We claim that one needs to prioritize reducing I(W;Y | X)) over I(W; X)) for
the following reason. When noise is present in the training labels, fitting this noise implies a non-zero value
of [(W;Y | X), which grows linearly with the number of samples 7. In such cases, the generalization gap
bound of Eq. (2.12) does not improve as n increases. To get meaningful generalization bounds via Eq. (2.12)
one needs to limit /(IW;Y | X ). We hypothesize that for efficient learning algorithms, this condition
might be also sufficient.

2.3 Methods limiting label information

We now consider how to design training algorithms that control /(W;Y | X). We assume f,,(y | z) =
Multinoulli(y; softmax(a)), where a is the output of a neural network h,,(x). We consider the case when
hy () is trained with a variant of stochastic gradient descent for 7" iterations. The inputs and labels of
a mini-batch at iteration ¢ are denoted by X; and Y; respectively, and are selected using a deterministic
procedure (such as cycling through the dataset or using pseudo-randomness). To keep the notation simple,
we treat (X, Y;) as a single example. The derivations below can be straightforwardly extended to the case
when X; and Y; are a mini-batch of inputs and labels.

Let W denote the random weights at initialization, and WW; denote the weights after iteration ¢. Let
{(w, (z,y)) be some classification loss function (e.g, the cross-entropy loss). Let GY 2 V. 0(W;_1, (X¢, Y:))
be the gradient at iteration ¢. Let the update rule be W, = W (W), G1.;), where G; denote the gradients used
to update the weights, possibly different from GY. The final weights Wr are the output of the algorithm
(i.e., W = Wr). In the simplest case, W = Wy — Zthl ntGy, with some learning rate schedule 7;.

To limit I(W;Y | X) the following sections will discuss two approximations which relax the computa-
tional difficulty, while still providing meaningful bounds: 1) first, we show that the information in weights
can be replaced by information in the gradients; 2) we introduce a variational bound on the information in
gradients. The bound employs an auxiliary network that predicts gradients of the original loss without
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label information. We then explore two ways of incorporating predicted gradients: (a) using them in a
regularization term for gradients of the original loss, and (b) using them to train the classifier.

2.3.1 Penalizing information in gradients

Looking at Eq. (2.2) it is tempting to add I(W;Y | X)) as a regularization to Epg . [rs(W)] and minimize
over all training algorithms:
min Ep, , [rs(W)]+ I(W;Y | X). (2.13)
Qw|s ’
This will become equivalent to minimizing Ep, ,, KL (p(Y | X) || fw(Y | X)). Unfortunately, the opti-
mization problem Eq. (2.13) is hard to solve for two major reasons. First, the optimization is over training
algorithms (rather than over the weights of a classifier, as in the standard supervised learning setting).
Second, the penalty I(W;Y | X)) is hard to compute.
To simplify the problem of Eq. (2.13), we relate information in weights to information in gradients as
follows:

T
IW;Y | X) <I(Giri Y | X) =) (G Y | X,G), (2.14)
t=1

where G; is a shorthand for the set {G1,...,G_1}. Hereafter, we focus on constraining I(G; Y |
X, G<4) at each iteration. Our task becomes choosing a loss function to optimize such that I(G; Y |
X,G<) is small and fyy, (y | x) is a good classifier. One key observation is that if our task is to minimize
label noise information in gradients it may be helpful to consider gradients with respect to the last layer
only and compute the remaining gradients using back-propagation. As these steps of back-propagation
do not use labels, by data processing inequality, subsequent gradients would have at most as much label
information as the last layer gradient.

To simplify information-theoretic quantities, we add a small independent Gaussian noise to the gradients
of the original loss: @f £ G + &, where & ~ N(0, ng ) and o¢ is small enough to have no significant
effect on training (e.g., less than 10~%). With this convention, we formulate the following regularized
objective function:

min (W1, (X¢, Y3) + MG Y | X, Ge), (2.15)

where A > 0 is a regularization coefficient. The term I(G%;Y | X,G;) is a function ®(W;_1; X;) of
Wi—1 and X;. Computing this function would allow the optimization of Eq. (2.15) through gradient descent:
Gy = Gf + & + Vo ®(Wi_1; X¢). Importantly, label noise information is equal in both G and Gf, as the
gradient from the regularization is constant given X and G4

IGY | X,Go) = (G + &4+ Vo d(Wi_1; X4): Y | X, Gy) (2.16)
=G+ &Y | X,Gy) (2.17)
=I(GLY | X,Gy). (2.18)

Therefore, by minimizing I(GY;Y | X, G~;) in Eq. (2.15) we minimize I(G; Y | X, G;), which is used
to upper bound I(W;Y | X) in Eq. (2.14). We rewrite this regularization in terms of entropy and discard
the constant term, H (&;):

I(GLY | X,Ga) =H(G) | X,Gy) — H(G) | X,Y,Gy)
= H(G! | X,Gy) — H(&). (2.19)
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2.3.2 Variational bounds on gradient information

The first term in Eq. (2.19) is still challenging to compute, as we typically only have one sample from the
unknown distribution p(y; | z;). Nevertheless, we can upper bound it with the cross-entropy H,, =

—Eg¢ |log 4(GY | X, G<t)} , where qy(- | &, g<¢) is a variational approximation for p(jf | &, g<):

H(G}| X, Gar) < —Bgy [logas(GE | X, Ga)] (220)

This bound is correct when ¢ is a constant or a random variable that depends only on X. With this upper
bound, Eq. (2.15) reduces to:

min (W1, (X1, Y1) = \Egy [logao(Gf | X, Ccr)| (2.21)

This formalization introduces a soft constraint on the classifier by attempting to make its gradients pre-
dictable without labels Y, effectively reducing I(G; Y | X, Gy).

Assuming § = softmax(h,,(z)) denotes the predicted class probabilities of the classifier and / is the
cross-entropy loss, the gradient with respect to logits a = hy(z) is ¥ — y (assuming y has a one-hot
encoding). We have that I(Y; — Y, + &Y | X,Go) = I(Y; + &Y | X, G<;). Therefore, if we only
consider gradients with respect to logits in the penalty of Eq. (2.21), the resulting penalty would not serve
as a meaningful regularizer, as it has no dependent on W;_;. Instead, we descend an additional level to
consider gradients of the final layer parameters. When the final layer of A, () is fully connected with
inputs z and weights U (i.e., a = Uz), the gradients with respect to its parameters is equal to (3 — y)z”. If
we only consider this gradient in Eq. (2.21), we have that I(G%;Y | X,G;) = I((Y; — Y)ZE + &Y |
X,Goy) = IV Z] + &Y | X,G<y). There is now dependence on W;_; through Z;. We choose to
parametrize gy(- | &, g<¢) as a Gaussian distribution with mean y1; = (softmax(a;) — softmax(ry(2¢))) 27
and fixed covariance o4/, where r4(-) is another neural network. Under this assumption, H,, ; becomes
proportional to:

E [H(ﬁ ~Y)Zf + 6 - mHj =E[¢] +E[IZI311Y; - softmax(ry(X))3] . (222)

Ignoring constants and approximating the expectation above with one Monte Carlo sample computed using
the label Y3, the objective of Eq. (2.21) becomes:

min (Wi, (X¢, ¥7)) + A (Hztng |Y; — softmax(r¢(xt))||§) . (2.23)

While this may work in principle, in practice the dependence on w is only through the norm of Z;,
making it weak to have much effect on the overall objective. We confirm this experimentally in Section 2.4.
To introduce more complex dependencies on w, one would need to model the gradients of deeper layers.

2.3.3 Predicting gradients without label information

An alternative approach is to use gradients predicted by g4(- | X, G<;) to update classifier weights, i.e.,
sample Gy ~ gy (- | X, G<;). This is a much stricter condition, as it implies I(G; Y | X,G<;) = 0 (again
assuming ¢ is a constant or a random variable that depends only on X). Note that minimizing H,, , makes
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the predicted gradient G a good substitute for the cross-entropy gradients G¥. Therefore, we write down
the following objective function:

min {(Wi—1, ¢, X;) = AEgy |log as(Gy | X, Gr)| (2.24)

where (w, ¢, x) is a probabilistic function defined implicitly such that V,,0(w, ¢, ) ~ q(- | 2, w). We
found that this approach performs significantly better than the penalizing approach of Eq. (2.21). To update
w only with predicted gradients, we disable the dependence of the second term of Eq. (2.24) on w in the
implementation. Additionally, one can set A\ = 1 above as the first term depends only on w, while the
second term depends only on ¢.

We choose to predict the gradients with respect to logits only and compute the remaining gradients using
backpropagation. We consider two distinct parameterizations for ¢, — Gaussian: ¢4(- | z,w) = N (,u, 03[ ),
and Laplace: g4(- | z,w) = []; Lap (1j,04/V2)), with i = softmax(a) — softmax(ry(x)) and r4(-)
being an auxiliary neural network as before. Under these Gaussian and Laplace parameterizations, H, 4

12 -
e — GfH2 and E Hut — Gle respectively. In the Gaussian case ¢ is updated

becomes proportional to E

with a mean square error loss (MSE) function, while in the Laplace case it is updated with a mean absolute
error loss (MAE). The former is expected to be faster at learning, but less robust to noise [Ghosh et al.,
2017].

2.3.4 Reducing overfitting in gradient prediction

In both approaches of (2.21) and (2.24), the classifier can still overfit if g4(- | =, w) overfits. There are
multiple ways to prevent this. One can choose g to be parametrized with a small network, or pretrain and
freeze some of its layers in an unsupervised fashion. In this work, we choose to control the L2 norm of the
mean of predicted gradients, ||||3, while keeping the variance 03 fixed. This can be viewed as limiting the
capacity of gradients Gj.

Proposition 2.3.1. If G; = u; + €;, where ¢, ~ N (0, agfd) is independent noise, and E [utT,ut] < L?,
then the following inequality holds:

d L?
I(GgY | X,G < -1 1+—=. 2.25
( ty ’ P <t) =9 Og( +d0_g> ( )

The same bound holds when ¢, is sampled from a product of d univariate zero-mean Laplace distributions

g, since the proof relies only on €; being zero-mean and having variance 02. The final

objective of our main method becomes:

with variance o

Tgigg(wtfl,ﬁb,Xt) — AEq [log 96(Gy | X,G<t)] + Bl e13- (2.26)

As before, to update w only with predicted gradients, we disable the dependence of the second and third
terms above on w in the implementation. We name this final approach LIMIT - limiting label information
memorization in training. We denote the variants with Gaussian and Laplace distributions as LIMITg
and LIMIT/ respectively. The pseudocode of LIMIT is presented Algorithm 1. Note that in contrast to the
previous approach of Eq. (2.15), this follows the spirit of Eq. (2.13), in the sense that the optimization over ¢
can be seen as optimizing over training algorithms; namely, learning a loss function implicitly through
gradients. With this interpretation, the gradient norm penalty can be viewed as a way to smooth the learned
loss, which is a good inductive bias and facilitates learning.
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Algorithm 1 LIMIT: limiting label information memorization in training.
Our implementation is available at https://github.com/hrayrhar/limit-label-memorization.

1: Input: Training dataset S.

2: Input: Gradient norm regularization coefficient 3.  {\ is set to 1}

3: Initialize the classifier f,,(y | ) and gradient predictor ¢4 (- | &, g<¢).
4: fort =1..T do

5. Fetch the next batch (X}, Y;) and compute the predicted logits a;.
6:  Compute the cross-entropy gradient, G «+ softmax(a;) — Y;.
7:  if sampling of gradients is enabled then
8: Gy N(]¢(' | X,G<t).
9:  else
10: Gy < pt  {the mean of predicted gradient}
11:  endif

12:  Starting with G}, backpropagate to compute the gradient with respect to w.

13:  Update W;_; to W;.

14:  Update ¢ using the gradient of the following loss: —log g4 (GY | X, G<¢) + B|l1:/|3-
15: end for

2.4 Experiments

We set up experiments with noisy datasets to see how well the proposed methods perform for different
types and amounts of label noise. The simplest baselines in our comparison are standard cross-entropy
(CE) and mean absolute error (MAE) loss functions. The next baseline is the forward correction approach
(FW) proposed by Patrini et al. [2017], where the label noise transition matrix is estimated and used to
correct the loss function. Finally, we include the determinant mutual information (DMI) loss, which is the
log-determinant of the confusion matrix between predicted and given labels [Xu et al.,, 2019]. Both FW and
DMI baselines require initialization with the best result of the CE baseline. To avoid small experimental
differences, we implement all baselines, closely following the original implementations of FW and DMI.

We train all baselines except DMI using the ADAM optimizer [Kingma and Ba, 2014] with learning rate
a = 1073 and $; = 0.9. As DMI is very sensitive to the learning rate, we tune it by choosing the best from
the following grid of values { 1073,1074,107%,1076 } The soft regularization approach of Eq. (2.23) has two
hyperparameters: A and 3. We select A from {0.001,0.01,0.03,0.1} and g from {0.0,0.01, 0.1, 1.0, 10.0}.
The objective of LIMIT instances has two terms: AH,, , and 3| 1¢||3. Consequently, we need only one hyper-
parameter instead of two. We choose to set A = 1 and select 3 from {0.0, 0.1, 0.3, 1.0, 3.0, 10.0, 30.0, 100.0}.
When sampling is enabled, we select o, from {0.01,0.03,0.1,0.3}.

For all baselines, model selection is done by choosing the model with highest accuracy on a validation
set that follows the noise model of the corresponding train set. All scores are reported on a clean test set.
The implementation of the proposed method and the code for replicating the experiments is available at
https://github.com/hrayrhar/limit-label-memorization.

2.4.1 MNIST with uniform label noise

To compare the variants of our approach discussed earlier and see which ones work well, we do experiments
on the MNIST dataset with corrupted labels. In this experiment, we use a simple uniform label noise model,
where each label is set to an incorrect value uniformly at random with probability p. In our experiments we
try 4 values of p — 0%, 50%, 80%, 89%. We split the 60K images of MNIST into training and validation sets,
containing 48K and 12K samples respectively. For each noise amount we try 3 different training set sizes —
102, 104, and 4.8 - 10*. All classifiers and auxiliary networks are 5-layer convolutional neural networks
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Table 2.1: Architecture of a convolutional neural network with 5 hidden layers.

Layer type Parameters

Conv 32 filters, 4 x 4 kernels, stride 2, padding 1, batch normalization, ReLU
Conv 32 filters, 4 x 4 kernels, stride 2, padding 1, batch normalization, ReLU
Conv 64 filters, 3 x 3 kernels, stride 2, padding 0, batch normalization, ReLU
Conv 256 filters, 3 x 3 kernels, stride 1, padding 0, batch normalization, ReLU
FC 128 units, ReLU
FC 10 units, linear activation
= CE —%— FW LIMIT; + S —%— FW LIMIT, + S
CE + GN —«— DMI —%— LMIT;-S —e— DMI —— LIMIT;-S
—— CE+LN Soft reg. (8) —e— LIMIT,-S Soft reg. (8) —— LIMIT-S
—— MAE —*— LIMIT; + S —*— LIMIT; + S
1.00 l————SSSSSEE EEESSEE S S S 1.00
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E 023 # 0.25 e e e e e e e
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Figure 2.3: Smoothed training and testing accuracy plots of various approaches on MNIST with 80% uniform
noise.

(CNN) described in Table 2.1. We train all models for 400 epochs and terminate the training early when the
best validation accuracy is not improved in the previous 100 epochs.

For this experiment we include two additional baselines where additive noise (Gaussian or Laplace) is
added to the gradients with respect to logits. We denote these baselines with names “CE + GN” and “CE +
LN”. The comparison with these two baselines demonstrates that the proposed method does more than
simply reduce information in gradients via noise. We also consider a variant of LIMIT where instead of
sampling G from g we use the predicted mean ;.

Table 2.2 shows the average test performances and standard deviations of different approaches over 5
training/validation splits. Additionally, Figure 2.3 shows the training and testing performances of the best
methods during the training when p = 0.8 and all training samples are used. Overall, variants of LIMIT
produce the best results and improve significantly over standard approaches. The variants with a Laplace
distribution perform better than those with a Gaussian distribution. This is likely due to the robustness
of MAE. Interestingly, LIMIT works well and trains faster when the sampling of G in ¢ is disabled (rows
with “-S”). Thus, hereafter we consider this as our primary approach. As expected, the soft regularization
approach of Eq. (2.21) and cross-entropy variants with noisy gradients perform significantly worse than
LIMIT. We exclude these baselines in our future experiments.

Effectiveness of gradient norm penalty. Additionally, we test the importance of penalizing norm of
predicted gradients by comparing training and testing performances of LIMIT with varying regularization
strength 3. Figure 2.4 presents the training and testing accuracy curves of LIMIT with varying values of (3.
We see that increasing § decreases overfitting on the training set and usually results in better generalization.
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Table 2.2: Test accuracy comparison on multiple versions of MNIST corrupted with uniform label noise.
The error bars are standard deviations computed over 5 random training/validation splits.

Method p=20.0 p=20.5
n =103 n = 10* All n=10% n=10% All

CE 943+05 984+02 992400 71.8+43 93.1+06 97.2+0.2
CE + GN 89.5+0.8 954+05 971405 705+35 923+07 974+05
CE + LN 90.0+£05 953+06 967+0.7 668+13 920+15 97.6=+0.1
MAE 946+05 983+02 991401 756+50 957+05 98.1+0.1
FW 936+06 984401 992-+0.1 643+91 91.6+20 97.3=+0.3
DMI 945+05 985+01 992400 798+29 957403 983+0.1

Soft reg. (2.23) 95.7+0.2 98.4+0.1 99.2+00 764+24 957+00 98.2+0.1
LIMITg + S 95.6 £0.3 98.6 £0.1 993 £0.0 828+46 97.0+0.1 98.7+0.1
LIMIT, + S 948 £03 98.6 £0.2 993 £0.0 88.7+£38 97.6£0.1 989+£0.0

LIMITg - S 95.7 £ 0.2 98.7 £ 0.1 99.3 £+ 0.1 833+23 971402 98.6+0.1
LIMIT, - S 95.0 = 0.2 98.7 = 0.1 99.3 + 0.1 882+29 97.7+0.1 99.0=+0.1
Method p=0.8 p=0.89
n =103 n = 10* All n =103 n = 10* All

CE 27.0 + 3.8 69.9 + 2.6 87.2 1+ 1.0 103+16 134+33 132418
CE + GN 259+46 51.9+105 85.3 + 8.3 104 +45 102+33 11.1+04
CE + LN 30.2 = 4.8 53.1+ 6.4 745 4+ 19.1 11.9 +£3.9 8.8 +t54 14.1 +£ 43
MAE 25.1 = 3.3 74.6 + 2.7 93.2 + 1.1 109+14 121+39 17.6+8.1
Fw 19.0 £ 4.1 61.2 +5.0 89.1 + 2.1 8.7+28 114+14 123+1.8
DMI 30.3 + 5.1 79.0 = 1.5 88.8 + 0.9 105+12 141+51 125415

Soft reg. (2.23) 28.8 +2.2 67.0+ 1.9 8903+06 103+1.6 105+£0.8 12.7+£2.6
LIMITg + S 359+ 63 80.6+28 9344+05 10.0+1.0 143+54 13.1+43
LIMIT. + S 356 £32 933103 97.6 £03 10.1+0.7 125+21 283+38.1
LIMITg - S 371 £54 82.0%15 94.7 £ 0.6 99+£10 126+03 16.0+59
LIMIT, - S 359+£43 93.9+0.8 97.7£02 11.1+0.7 11.8+£1.0 28.6+£4.0

2.4.2 CIFAR-10 with uniform and pair noise

Next we consider a harder dataset, CIFAR-10 [Krizhevsky et al., 2009], with two label noise models: uniform
noise and pair noise. For pair noise, certain classes are confused with some other similar class. Following
the setup of Xu et al. [2019] we use the following four pairs: truck — automobile, bird — airplane, deer
— horse, cat — dog. Note in this type of noise H(Y | X)) is much smaller than in the case of uniform
noise. We split the 50K images of CIFAR-10 into training and validation sets, containing 40K and 10K
samples respectively. For the CIFAR experiments we use ResNet-34 networks [He et al., 2016] that differ
from the standard ResNet-34 architecture (which is used for 224 x 224 images) in two ways: (a) the first
convolutional layer has 3x3 kernels and stride 1, and (b) the max pooling layer after it is skipped. We use
standard data augmentation consisting of random horizontal flips and random 28x28 crops padded back
to 32x32. We train all models for 400 epochs and terminate the training early when the best validation
accuracy is not improved in the previous 100 epochs.

For our proposed methods, the auxiliary network ¢ is ResNet-34 as well. We noticed that for more
difficult datasets, it may happen that while ¢ still learns to produce good gradients, the updates with
these less informative gradients may corrupt the initialization of the classifier. For this reason, we add an
additional variant of LIMIT, which initializes the g network with the best CE baseline, similar to the DMI
and FW baselines.
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Figure 2.4: Training and testing accuracies of “LIMITg - S” and “LIMIT - S” instances with varying values
of 5 on MNIST with 80% uniform label noise. The curves are smoothed for better presentation.

Table 2.3 presents the results on CIFAR-10. Again, variants of LIMIT improve significantly over standard
baselines, especially in the case of uniform label noise. As expected, when q is initialized with the best CE
model (similar to FW and DMI), the results are better. As in the case of MNIST, our approach helps even
when the dataset is noiseless.

2.4.3 CIFAR-100 with uniform label noise

To test proposed methods on a classification task with many classes, we apply them on CIFAR-100 with
40% uniform noise. We use the same networks and training strategies as in the case of CIFAR-10. Results
presented in Table 2.4 indicate several interesting phenomena. First, training with the MAE loss fails, which
was observed by other works as well [Zhang and Sabuncu, 2018]. The gradient of MAE with respect to
logits is f(x),(y — y). When f(z), is small, there is small signal to fix the mistake. In fact, in the case of
CIFAR-100, f(z), is approximately 0.01 in the beginning, slowing down the training. The performance
of FW degrades as the approximation error of noise transition matrix become large. The DMI does not
give significant improvement over CE due to numerical issues with computing a determinant of a 100x100
confusion matrix. LIMIT performs worse than other variants, as training ¢ with MAE becomes challenging.
However, performance improves when g is initialized with the CE model. LIMITg does not suffer from the
mentioned problem and works with or without initialization.

2.4.4 ClothinglM

Finally, as in our last experiment, we consider the ClothinglM dataset [Xiao et al., 2015], which has 1M
images labeled with one of 14 possible clothing labels. The dataset has very noisy training labels, with
roughly 40% of examples incorrectly labeled. More importantly, the label noise in this dataset is realistic
and instance dependent. For this dataset we use ResNet-50 networks [He et al., 2016] and employ standard
data augmentation, consisting of random horizontal flips and random crops of size 224x224 after resizing
images to size 256x256. We train all models for 30 epochs. The results shown in the last column of Table 2.4
demonstrate that DMI and LIMIT with initialization perform the best, producing similar results.
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Table 2.3: Test accuracy comparison on CIFAR-10, corrupted with uniform label noise (top) and pair label
noise (bottom). The error bars are standard deviations computed by bootstrapping the test set 1000 times.

uniform label noise

Method
p=0.0 p=0.2 p=0.4 p=0.6 p=0.8

CE 927403 852+04 81.0+£04 69.0+05 38.8=+0.5
MAE 844404 854+04 646+05 154+04 12.0+0.3
Fw 929403 862+03 814+04 69.71+05 344405
DMI 93.04+03 883+03 850+03 725404 389405
LIMITg 9354+0.2 90.7+£03 866+03 73.7+04 38.7+05
LIMIT . 93.1+£03 915+03 882403 757+04 35805

LIMITg + init. 933 +£03 924+£03 903+£03 819+04 441+£0.5
LIMIT, + init. 933 +0.2 922+03 90.2+03 829+04 443+05

pair label noise

Method
p=0.0 p=0.2 p=0.4 p=0.6 p=0.8

CE 92.7+03 900+03 8814+03 87.2+03 81.8+0.4
MAE 844404 886+03 832+04 7214+04 61.1£05
Fw 929403 90.1+03 8380+03 868103 84.6+0.3
DMI 93.0£03 9144+03 90.64+03 904403 89.6+0.3
LIMITg 9354+02 928+03 91.3+£03 89.2+03 86.0+0.3
LIMIT,. 93.1+£03 9194+03 91.14+03 88.8+03 842+0.4

LIMITg +init. 933 +£03 933+£03 929+£03 90.8+03 883+£03
LIMIT, + init. 933 +0.2 93.0+0.2 923+03 91.1+£03 90.0+£0.3

Table 2.4: Test accuracy comparison on CIFAR-100 with 40% uniform label noise and on Clothing1M dataset.
The error bars are standard deviations computed by bootstrapping the test set 1000 times.

Method CIFAR-100 Clothing1M
40% uniform label noise  original noisy train set
CE 4494+ 0.5 68.91 £ 0.46
MAE 1.8 £ 0.1 6.52 £ 0.23
Fw 2331+ 04 68.70 £ 0.45
DMI 46.1 £ 0.5 71.19 £ 0.43
LIMITg 58.4 £+ 0.4 70.32 £ 0.42
LIMIT, 49.5 £ 0.5 70.35 £ 0.45
LIMITg + init. 59.2£0.5 71.39 £ 0.44
LIMIT, + init. 60.8 = 0.5 70.53 £ 0.44

2.4.5 Detecting mislabeled examples

In the proposed approach, the auxiliary network ¢ should not be able to distinguish correct and incorrect
samples, unless it overfits. In fact, Figure 2.5 shows that if we look at the norm of predicted gradients,
examples with correct and incorrect labels are indistinguishable in easy cases (MNIST with 80% uniform
noise and CIFAR-10 with 40% uniform noise) and have large overlap in harder cases (CIFAR-10 with 40%
pair noise and CIFAR-100 with 40% uniform noise). Therefore, we hypothesize that the auxiliary network
learns to utilize incorrect samples effectively by predicting “correct” gradients. Figure 2.6 confirms this
intuition, demonstrating that this distance separates correct and incorrect samples perfectly in easy cases
(MNIST with 80% uniform noise and CIFAR-10 with 40% uniform noise) and separates them well in harder
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Figure 2.5: Histograms of the norm of predicted gradients for examples with correct and incorrect labels.
The gradient predictions are done using the best instances of LIMIT.
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Figure 2.6: Histograms of the distance between predicted and actual gradient for examples with correct and
incorrect labels. The gradient predictions are done using the best instances of LIMIT.

cases (CIFAR-10 with 40% pair noise and CIFAR-100 with 40% uniform noise). If we interpret this distance
as a score for classifying correctness of a label, we get 91.1% ROC AUC score in the hardest case: CIFAR-10
with 40% pair noise, and more than 99% score in the easier cases: MNIST with 80% uniform noise and
CIFAR-10 with 40% uniform noise.

Motivated by these results, we use the same technique to detect samples with incorrect or confusing
labels in the original MNIST, CIFAR-10, and Clothing1M datasets. Figure 2.7 presents one incorrectly labeled
or confusing example per class. More examples for each class are presented in Figures 6.9 and 6.10 of the
Appendix J.

2.5 Related work

Our approach is related to many works that study memorization and learning with noisy labels. Our work
also builds on theoretical results studying how generalization relates to information in neural network
weights. In this section we present the related work and discuss the connections.

Learning with noisy labels. Learning with noisy labels is a longstanding problem and has been studied
extensively [Frenay and Verleysen, 2014]. Many works studied and proposed loss functions that are robust
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Figure 2.7: Most mislabeled examples in MNIST, CIFAR-10, and Clothing1M datasets, according to the
distance between predicted and cross-entropy gradients.

to label noise. Natarajan et al. [2013] propose robust loss functions for binary classification with label-
dependent noise. Ghosh et al. [2017] generalize this result for multiclass classification problem and show
that the mean absolute error (MAE) loss function is tolerant to label-dependent noise. However, as seen in
our experiments, training with MAE progresses slowly and performs poorly on challenging datasets. Zhang
and Sabuncu [2018] propose a new loss function, called generalized cross-entropy (GCE), that interpolates
between MAE and CE with a single parameter ¢ € [0, 1]. Xu et al. [2019] propose a new loss function
(DMI), which is equal to the log-determinant of the confusion matrix between predicted and given labels,
and show that it is robust to label-dependent noise. These loss functions are robust in the sense that the
best performing hypothesis on clean data and noisy data are the same in the regime of infinite data. When
training on finite datasets, training with these loss functions may result in memorization of training labels.

Another line of research seeks to estimate label noise and correct the loss function [Sukhbaatar et al.,
2014, Xiao et al., 2015, Goldberger and Ben-Reuven, 2017, Patrini et al., 2017, Hendrycks et al., 2018, Yao
et al., 2019]. Some works use meta-learning to treat the problem of noisy/incomplete labels as a decision
problem in which one determines the reliability of a sample [Jiang et al., 2018, Ren et al., 2018, Shu et al.,
2019]. Others seek to detect incorrect examples and relabel them [Reed et al., 2014, Tanaka et al., 2018, Ma
et al.,, 2018, Han et al., 2019, Arazo et al., 2019]. Han et al. [2018], Yu et al. [2019] employ an approach where
two networks select training examples for each other using the small-loss trick. While our approach also
has a teaching component, the network uses all samples instead of filtering. Li et al. [2019] propose a meta-
learning approach that optimizes a classification loss along with a consistency loss between predictions of
a mean teacher and predictions of the model after a single gradient descent step on a synthetically labeled
mini-batch.

Some approaches assume particular label noise models, while our approach assumes that H(Y | X) > 0,
which may happen because of any type of label noise or attribute noise (e.g., corrupted images or partially
observed inputs). Additionally, the techniques used to derive our approach can be adopted for regression or
multilabel classification tasks. Furthermore, some methods require access to small clean validation data,
which is not required in our approach.

Information in weights and generalization. Defining and quantifying information in neural network
weights is an open challenge and has been studied by multiple authors. One approach is to relate information
in weights to their description length. A simple way of measuring description length was proposed by
Hinton and van Camp [1993] and reduces to the L2 norm of weights. Another way to measure it is through
the intrinsic dimension of an objective landscape [Li et al., 2018, Blier and Ollivier, 2018]. Li et al. [2018]
observed that the description length of neural network weights grows when they are trained with noisy
labels [Li et al., 2018], indicating memorization of labels.
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Achille and Soatto [2018] define information in weights as the KL divergence from the posterior of
weights to the prior. In a subsequent study they provide generalization bounds involving the KL divergence
term [Achille et al., 2019]. Similar bounds were derived in the PAC-Bayesian setup and have been shown
to be nonvacuous [Dziugaite and Roy, 2017]. With an appropriate selection of prior on weights, the
above KL divergence becomes the Shannon mutual information between the weights and training dataset,
I(W;S). Xu and Raginsky [2017] derive generalization bounds that involve this latter quantity. Pensia et al.
[2018] upper bound I(W;.S) when the training algorithm consists of iterative noisy updates. They use
the chain-rule of mutual information as we did in Eq. (2.14) and bound information in updates by adding
independent noise. It has been observed that adding noise to gradients can help to improve generalization
in certain cases [Neelakantan et al., 2015]. Another approach restricts information in gradients by clipping
them [Menon et al., 2020] .

Achille and Soatto [2018] also introduce the term I(W;Y | X) and show the decomposition of the
cross-entropy described in Eq. (2.2). Yin et al. [2020] consider a similar term in the context of meta-learning
and use it as a regularization to prevent memorization of meta-testing labels. Given a meta-learning dataset
M, they consider the information in the meta-weights 6 about the labels of meta-testing tasks given the
inputs of meta-testing tasks, I(6;Y | X). They bound this information with a variational upper bound
KL (g(0 | M) || 7(6)) and use multivariate Gaussian distributions for both. For isotropic Gaussians with
equal covariances, the KL divergence reduces to || — p||3, which was studied by Hu et al. [2020] as a
regularization to achieve robustness to label noise. Note that this bounds not only 7(6;Y | X) but also
I1(0;X,Y). In contrast, we bound only I(W;Y | X) and work with information in gradients.

2.6 Conclusion

Several theoretical works have highlighted the importance of the information about the training data that
is memorized in the weights. We distinguished two components of it and demonstrated that the conditional
mutual information of weights and labels given inputs is closely related to memorization of labels and
generalization performance. By bounding this quantity in terms of information in gradients, we were able
to derive the first practical schemes for controlling label information in the weights and demonstrated that
this outperforms approaches for learning with noisy labels.

22



Chapter 3

Estimating Informativeness of Samples with Smooth Unique Information

3.1 Introduction

Training a deep neural network (DNN) entails extracting information from samples in a dataset and storing
it in the weights of the network, so that it may be used in future inference or prediction. But how much
information does a particular sample contribute to the trained model? The answer can be used to provide
strong generalization bounds (if no information is used, the network is not memorizing the sample),
privacy bounds (how much information the network can leak about a particular sample), and enable better
interpretation of the training process and its outcome. To determine the information content of samples,
we need to define and compute information. In the classical sense, information is a property of random
variables, which may be degenerate for the deterministic process of computing the output of a trained DNN
in response to a given input (inference). So, even posing the problem presents some technical challenges.
But beyond technicalities, how can we know whether a given sample is memorized by the network and, if
it is, whether it is used for inference?

We propose a notion of unique sample information that, while rooted in information theory, captures
some aspects of stability theory and influence functions. Unlike most information-theoretic measures, our
notion of information can be approximated efficiently for large networks, especially in the case of transfer
learning, which encompasses many real-world applications of deep learning. Our definition can be applied
to either “weight space” or “function space.” This allows us to study the non-trivial difference between
information the weights possess (weight space) and the information the network actually uses to make
predictions on new samples (function space).

Our method yields a valid notion of information without relying on the randomness of the training
algorithm (e.g., stochastic gradient descent, SGD), and works even for deterministic training algorithms. Our
main work-horse is a first-order approximation of the network. This approximation is accurate when the
network is pretrained [Mu et al., 2020] — as is common in practical applications — or is randomly initialized
but very wide [Lee et al., 2019], and can be used to obtain a closed-form expression of the per-sample
information. In addition, our method has better scaling with respect to the number of parameters than
most other information measures, which makes it applicable to massively overparametrized models such
as DNNs. Our information measure can be computed without actually training the network, making it
amenable to use in problems like dataset summarization.

We apply our method to remove a large portion of uninformative examples from a training set with
minimum impact on the accuracy of the resulting model (dataset summarization). We also apply our method
to detect mislabeled samples, which we show carry more unique information.

To summarize, our contributions are (1) We introduce a notion of unique information that a sample con-
tributes to the training of a DNN, both in weight space and in function space, and relate it with the stability
of the training algorithm; (2) We provide an efficient method to compute unique information even for large
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Figure 3.1: A toy dataset and key distributions involved in upper bounding the unique sample information
with leave-one-out KL divergence.

networks using a linear approximation of the DNN, and without having to train a network; (3) We show ap-
plications to dataset summarization and analysis. The implementation of the proposed method and the code
for reproducing the experiments is available at https://github.com/awslabs/aws-cv-unique-information.

Notation. In this chapter we consider a particular instance of a labeled training dataset s = (z1, ..., 2,),
where z; = (x;,y:), ©; € X, y; € RE. We consider a neural network fw: X — RF with parameters
w € R, Throughout this chapter s_; = {z1,...,2i-1, Zit1,- - . , 2n} denotes the training set without the

i-th sample; f,, is often shortened to f;; the concatenation of all training examples is denoted by x; the
concatenation of all training labels by y € R"*; and the concatenation of all outputs by f,,(x) € R™. The
loss on the i-th example is denoted by £;(w) and is equal to % || f,,(z;) — y;]|3, unless specified otherwise.
This choice is useful when dealing with linearized models and is justified by Hui and Belkin [2021], who
show that the mean-squared error (MSE) loss is as effective as cross-entropy for classification tasks. The
training loss is £(w) = Y1 ; £;(w) + % ||w —wp||3, where A > 0 is a weight decay regularization coefficient
and wy is the weight initialization point. Note that the regularization term differs from standard weight
decay ||w||3 and is more appropriate for linearized neural networks, as it allows us to derive the dynamics
analytically (see Appendix H.4).

3.2 Unique information of a sample in the weights

We start with defining a notion of unique information in the weight space. Consider a (possibly stochastic)
training algorithm Qyy |5 that, given a training dataset s, returns weights W ~ Qyy|s—; for the classifier
fw- From an information-theoretic point of view, the amount of unique information a sample z; = (;, y;)
provides about the weights is given by the conditional point-wise mutual information:

IW;Zi = 2z | S—i = s—i) = KL (Qws=s | Pw|s_i=s_.) » (3.1)

where Pyy|g, is derived from the joint distribution Pgy induced by Pg and Qyy|s (i.e., denotes the average
distribution of the weights over all possible samplings of Z; and fixed S_; = s_;).

3.2.1 Approximating unique information with leave-one-out KL divergence

Computing the conditional distribution Py;5_,—_, is challenging because of the high-dimensionality and
the cost of training for multiple replacements of z;. One can address this problem by using the following
upper bound.
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Proposition 3.2.1. Let Py, s be the joint distribution induced by Pg and Qyy|s. Assume that V.S = s,i €
[n], Pwis_=s_;, < Qw|s=s_,- Then Vi € [n]

KL (Qw/z,,5_s=s_; | Pwis_s=s_,) <KL (Qwiz,.s i=s_, | Qwis=s_,) - (3.2)

This proposition shows that the expectation (over Z;) of the unique information of Eq. (3.1) can be
upper bounded by the expectation of the following the following quantity:

SI(zi, Q) = KL (Qwis=s || Qw|s=s_,) (3.3)

which we call sample information of z; w.r.t. algorithm Q).

Figure 3.1 illustrates this approximation step for a toy 2D dataset. The dataset has two classes, each
with 40 examples, generated from a Gaussian distribution (see Figure 3.1a). We consider training a linear
regression on this dataset using stochastic gradient descent for 200 epochs, with batch size equal to 5 and
0.1 learning rate. We are interested in approximating the unique information of the i-th example (denoted
with a green cross in Figure 3.1a). Figure 3.1b plots the distribution of regression weights after training
on the entire dataset: Qyy|s—;. Figure 3.1d plots the distribution of regression weights averaging out the
effect of the i-th example: Py s ,—s , =Ezp, [QW|S_¢:s_i,Zi:Z’]- We see that compared to Qyy|s—s
this distribution is more complex. Precisely for this reason we replace it with the distribution of regression
weights after training on the dataset that excludes the i-th example: Qyy|s—;_,, shown in Figure 3.1c. In this
case we have that [(W; Z; = z; | S_; = s_;) = 1.3, while SI(z;, Q) = KL (QW|S:S I QW|S:S,Z~) ~ 3.0.

3.2.2 Smoothed sample information

The formulation above is valid in theory but, in practice, even SGD is used in a deterministic fashion by
fixing the random seed and, in the end, we obtain just one set of weights rather than a distribution of them.
Under these circumstances, all the above KL divergences are degenerate, as they evaluate to infinity. It is
common to address the problem by assuming that Qyy|s is a continuous stochastic optimization algorithm,
such as stochastic gradient Langevin dynamics (SGLD) or a continuous approximation of SGD which
adds Gaussian noise to the gradients. However, this creates a disconnect with the practice, where such
approaches do not perform at the state-of-the-art. Our definitions below aim to overcome this disconnect.

Definition 3.2.1 (Smooth sample information). Let Qyy|s be a possibly stochastic algorithm. Following
Eq. (3.3), we define the smooth sample information with smoothing ¥ as:

SIn(21: Q) = KL (@ | Qs (3.4

where Q§V|S denotes the distribution of W' + £ with W ~ Qyy|g and § ~ N (0, X).

Note that if the algorithm Qyy|s is continuous, we can pick > — 0, which will make SIx(2;, Q) —
SI(z;, Q). The following proposition shows how to compute the value of SIy; when Qyy|g is deterministic
(the most common case in practice).

Proposition 3.2.2. Let Qyy|g be a deterministic training algorithm (i.e., a distribution that puts all the
mass on a point W = A(S)). We have that

SIs(2:,Q) = %(w —w_)"E T w —wy), (3.5)
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where w = A(s) and w_; = A(s_;) are the weights obtained by training respectively with and without
the training sample z;.

That is, the value of SIx.(z;, Q) depends on the distance between the solutions obtained training with and
without the sample z;, rescaled by X. Proposition 3.2.2 follows from the fact that the KL divergence between
two Gaussian distributions with with means p; and p2 and equal covariance matrices 31 = 35 = X is
equal to 5 (p1 — p2) "X (11 — pa).

The smoothing of the weights by a matrix ¥ can be seen as a form of soft-discretization. Rather than
simply using an isotropic discretization Y = ¢2I - since different filters have different norms and/or
importance for the final output of the network — it makes sense to discretize them differently. In Sections 3.3
and 3.4 we show two canonical choices for Y. One is the inverse of the Fisher information matrix, which
discounts weights not used for classification, and the other is the covariance of the steady-state distribution
of SGD, which respects the level of SGD noise and flatness of the loss.

3.3 Unique information in the predictions

SIx(z;, Q) measures how much information an example z; provides to the weights. Alternatively, instead of
working in weight-space, we can approach the problem in function-space, and measure the informativeness
of a training example for the network predictions. Let X ~ Px be an independent test example and let
Qf,l 5.X denote the distribution of the prediction on X after training on S. Following the reasoning in
Section 3.2.1, we define functional sample information as

F-SI(2, Q) = Epy KL (Qpis_, x| Qpsma  x) (3.6)

Again, when training with a discrete algorithm and/or when the output of the network is deterministic, the
above quantity may be infinite. Similar to smooth sample information, we define:

Definition 3.3.1 (Smooth functional sample information). Let Qyy|s be a possibly stochastic training
algorithm and let Qf,| g x denote the distribution of the prediction on X after training on S. We define the
smooth functional sample information (F-SI) as:

F-Sl; (2, Q) = Ep, KL ( Pls=sx | Q;’ﬂszs_hx) , (3.7)

where Q;’;‘SX is the distribution of ¥ + ¢ with Y ~ Q?‘SX and £ ~ N(0,0%1).

The following proposition shows how to compute the value of F-SIy; when Qyy s is deterministic.

Proposition 3.3.1. Let Qyy|s be a deterministic training algorithm (i.e., a distribution that puts all the mass
on a point W = A(S)). Let w = A(s) and w_; = A(s_;) be the weights obtained training respectively
with and without sample z;. Then,

FST, (21, Q) = 53 Brcllfu(X) — fu_ (VI 65)

As Proposition 3.2.2, this proposition also follows directly from formula of KL divergence between two
Gaussians.
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By using first-order Taylor approximation of f,,(z) with respect to w and assuming that V., f,,(z) ~
Vuw_,; fw_,(x), we can approximate smooth functional sample information as follows:

1

F-8lo(2i, A4) = 55 Epc |l fu(X) = fu_, (X)113 (3.9)
~ 2w 0" By [VaofulX) V()] (0 — ) (3.10)
_ 2%‘z(w —w )T (w —w_y), (3.11)

with F(w) = Epy [V fu(X)Vwfuw(X)T] being the Fisher information matrix of Q%’\:;X By comparing
Eq. (3.5) and Eq. (3.11), we see that the functional sample information is approximated by using the inverse
of the Fisher information matrix to smooth the weight space. However, this smoothing is not isotropic as it

depends on the point w.

3.4 Exact solution for linearized networks

In this section, we derive a close-form expression for SIy; and F-SI,; using a linear approximation of the
network around the initial weights. We show that this approximation can be computed efficiently and, as
we validate empirically in Section 3.5, correlates well with the actual informativeness values. We also show
that the covariance matrix of SGD’s steady-state distribution is a canonical choice for the smoothing matrix
> of Sls..

Linearized Network. Linearized neural networks are a class of neural networks obtained by taking the
first-order Taylor expansion of a DNN around the initial weights [Jacot et al., 2018, Lee et al., 2019]:

f};n(iv) = fwo(if) + vwfw(m)T|w:wo(w — wo). (3.12)

These networks are linear with respect to their parameters w, but can be highly non-linear with respect to
their input x. Continuous-time gradient descent dynamics of linearized neural networks is

. T
iy = =1 (Vo £) Vudol@), (313)

where 77 > 0 is the learning rate. One of the advantages of linearized neural networks is that the dynamics
of continuous-time or discrete-time gradient descent can be written analytically if the loss function is the
mean squared error (MSE). In particular, for the continuous-time gradient descent of Eq. (3.13), we have
that [Lee et al., 2019]:

w = Vi fo(®)05" (I —e 19 (fo(x) — y), (3.14)
n(z) = fo(z) + Oo(z,2)05 " (I — e 1) (y — fo(x)), (3.15)

where ©g = V,, fo(x)TV,, fo(x) € R™*"k is the Neural Tangent Kernel (NTK) [Jacot et al., 2018, Lee
et al., 2019] and Og(x, x) = V. fo(x)? V. fo(x). Note that the NTK matrix will generally be invertible for
overparametrized neural networks (d > nk). Analogs of equations (3.14) and (3.15) for discrete time can be
derived by replacing e ~"*®0 with (I — 70g)’. The expressions for networks trained with weight decay is
essentially the same (see Appendix H.4). Namely, when weight decay of form %Hw — wp||% is added, the
only change that happens to (3.14) and (3.15) is that O gets replaced by (©¢ + AI). To keep the notation
simple, we will use f,,(z) to indicate f"(z) from now on.
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Stochastic Gradient Descent. As mentioned in Section 3.2, a popular alternative approach to make
information quantities well-defined is to use continuous-time SGD [Li et al., 2017, Mandt et al., 2017], which
is defined as

1
dw; = _nvwﬁw(wt)dt +1 EA(wt)dn(t)ﬂ (3'16)

where 7 is the learning rate, b is the batch size, n(t) is a Brownian motion, and A(wy) is the covariance
matrix of the per-sample gradients (see Appendix H.1 for details). Let Q5GP be the algorithm that returns a
random sample from the steady-state distribution of Eq. (3.16), and let Q®RM be the deterministic algorithm
that returns the global minimum w* of the loss £(w) (for a regularized linearized network £(w) is strictly
convex). We now show that the non-smooth sample information SI(z;, Q5SP) is the same as the smooth
sample information using SGD’s steady-state covariance as the smoothing matrix and Q¥R as the training
algorithm.

Proposition 3.4.1. Let the loss function be regularized MSE, w* be the global minimum of it, and algorithms
Q5CP and QFRM be defined as above. Assuming A(w) is approximately constant around w* and SGD’s
steady-state covariance remains constant after removing an example, we have

1
SI(z;, Q%CP) = SIg(z;, QFEM) = 5(w* —w* )T Hw* —w*,), (3.17)
where X is the solution of

HY + 2HT = %A(w*), (3.18)
with H = (V. fo(2) Vi fo(x)T + M) being the Hessian of the loss function.

This proposition motivates the use of SGD’s steady-state covariance as a smoothing matrix. From
(3.17) and (3.18) we see that SGD’s steady-state covariance is proportional to the flatness of the loss at the
minimum, the learning rate, and to SGD’s noise, while inversely proportional to the batch size. When H is
positive definite, as in our case when using weight decay, the continuous Lyapunov equation (3.18) has
a unique solution, which can be found in O(d?®) time using the Bartels-Stewart algorithm [Bartels and
Stewart, 1972]. One particular case when the solution can be found analytically is when A(w*) and H
commute, in which case ¥ = %AH 1. For example, this is the case for Langevin dynamics, for which
A(w) = %I in Eq. (3.16). In this case, we have

SI(z;, Q3P) = SIx (2, QM) = 7732(10* —wt ) TH (w* — wky), (3.19)
which was already suggested by Cook [1977] as a way to measure the importance of a datum in linear
regression.

Functional Sample Information. The definition in Section 3.3 simplifies for linearized neural networks:
The step from Eq. (3.8) to Eq. (3.11) becomes exact, and the Fisher information matrix becomes independent
of w and equal to ' = Ep, [Vw Fo(X)Vu fo(X )T} . This shows that functional sample information can
be seen as weight sample information with smoothing covariance ¥ = F~!. The functional sample
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information depends on the data distribution Py, which is usually unknown. We can estimate F-SI using a
test set:

Ntest

1 ,
B8l Q)% 5 — D (™) = fu i) (3.20
est S q
= %;rztest(w — W)V fo(@rest) V fo(@test) T (w — w-;) (3.21)
= 20217%6%(10 —w—)" (Hyest — M) (w — w—;). (3.22)

It is instructive to compare the sample weight information of Eq. (3.19) and functional sample information
of Eq. (3.22). Besides the constants, the former uses the Hessian of the training loss, while the latter uses the
Hessian of the test loss (without the /5 regularization term). One advantage of the latter is computational
cost: As demonstrated in the next section, we can use Eq. (3.20) to compute the prediction information,
entirely in the function space, without any costly operation on weights. For this reason, we focus on the
linearized F-SI approximation in our experiments. Since o~ is just a multiplicative factor in Eq. (3.22) we
set 0 = 1. We also focus on the case where the training algorithm A is discrete gradient descent running
for t epochs ((3.14) and (3.15)).

Efficient Implementation. To compute the proposed sample information measures for linearized neural
networks, we need to compute the change in weights w — w_; (or change in predictions fy,(x) — fu,(x))
after excluding an example from the training set. This can be done without retraining using the analytical
expressions of weight and prediction dynamics of linearized neural networks (3.14) and (3.15), which also
work when the algorithm has not yet converged (t < co). We now describe a series of measures to make
the problem tractable. First, to compute the NTK matrix we would need to store the Jacobian V fy(z;) of
all training points and compute V, fo(x)? V., fo(z). This is prohibitively slow and memory consuming
for large DNNGs. Instead, similarly to Zancato et al. [2020], we use low-dimensional random projections
of per-example Jacobians to obtain provably good approximations of dot products [Achlioptas, 2003, Li
et al., 2006]. We found that just taking 2000 random weights coordinates per layer provides a good enough
approximation of the NTK matrix. Importantly, we consider each layer separately, as different layers may
have different gradient magnitudes. With this method, computing the NTK matrix takes O(nkd + n?k?dp)
time, where dy ~ 10* is the number of subsampled weight indices (dy < d). We also need to recompute
O, ! after removing an example from the training set. This can be done in quadratic time by using rank-one
updates of the inverse (see Appendix H.3). Finally, when ¢t # oo we need to recompute =790 after
removing an example. This can be done in O(n?k?) time by downdating the eigendecomposition of
Op [Gu and Eisenstat, 1995]. Overall, the complexity of computing w — w; for all training examples is
O(n?k%dy + n(n?k? + C)), C is the complexity of a single pass over the training dataset. The complexity
of computing functional sample information for m test samples is O(C + nmk2dg + n(mnk? + n?k?)).
This depends on the network size lightly, only through C.

3.5 Experiments

In this section, we test the validity of linearized network approximation in terms of estimating the effects
of removing an example and show several applications of the proposed information measures.
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Table 3.1: Pearson correlations of weight change ||w — w_;||3 and test prediction change || fu, (Trest) —
fu_,(%rest) || norms computed with influence functions and linearized neural networks with their corre-
sponding measures computed for standard neural networks with retraining.

Reg. Method MNIST MLP MNIST CNN Cats and Dogs
scratch scratch  pretrained pr. ResNet-18 pr. ResNet-50

9 A=0 Linearization 0.987 0.193 0.870 0.895 0.968
%D Infl. functions 0.935 0.319 0.736 0.675 0.897
5,1 (¢ Linearization 0.977 -0.012 0.964 0.940 0.816

a Infl. functions 0.978 0.069 0.979 0.858 0.912
a A=0 Linearization 0.993 0.033 0.875 0.877 0.895
'% o Infl. functions 0.920 0.647 0.770 0.530 0.715
Fg \ = 103 Linearization 0.993 0.070 0.974 0.931 0.519
o o Infl. functions 0.990 0.407 0.954 0.753 0.506

Table 3.2: Details of experiments presented in Table 3.1. For influence functions, we add a dumping term
with magnitude 0.01 whenever /5 regularization is not used (A = 0).

Experiment Method Details

Brute force 2000 epochs, learning rate = 0.001, batch size = 1000
MNIST MLP (scratch) Infl. functions  LiSSA algorithm, 1000 recursion steps, scale = 1000

Linearization ¢ = 2000, learning rate = 0.001

Brute force 1000 epochs, learning rate = 0.01, batch size = 1000
MNIST CNN (scratch) Infl. functions LiSSA algorithm, 1000 recursion steps, scale = 1000

Linearization ¢ = 1000, learning rate = 0.01

Brute force 1000 epochs, learning rate = 0.002, batch size = 1000
MNIST CNN (pretrained) Infl. functions LiSSA algorithm, 1000 recursion steps, scale = 1000

Linearization ¢ = 1000, learning rate = 0.002

Brute force 500 epochs, learning rate = 0.001, batch size = 500
Cats and dogs Infl. functions LiSSA algorithm, 50 recursion steps, scale = 1000

Linearization

t = 1000, learning rate = 0.001

3.5.1 Accuracy of the linearized network approximation

We measure ||w —w_;||3 and By fu(Xtest) = fu_; (Xtest) ||3 for each sample 2; by training with and without
that example. Then, instead of retraining, we use the efficient linearized approximation to estimate the same
quantities and measure their correlation with the ground-truth values (Table 3.1). For comparison, we also
estimate these quantities using influence functions [Koh and Liang, 2017]. We consider two classification
tasks: (a) a toy MNIST 4 vs 9 classification task and (b) Kaggle cats vs dogs classification task [Kaggle,
2013], both with 1000 training examples. For MNIST we consider a fully connected network with a single
hidden layer of 1024 ReLU units (MLP) and a small 5-layer convolutional neural network (the same as in
Table 2.1 but with one output unit), either trained from scratch or pretrained on EMNIST letters [Cohen
et al.,, 2017]. For cats vs dogs classification, we consider ResNet-18 and ResNet-50 networks [He et al., 2016]
pretrained on ImageNet. In both tasks, we train both with and without weight decay ({5 regularization). In
all our experiments, when using pretrained ResNets, we disable the exponential averaging of batch statistics
in batch norm layers. For computing functional sample information we use tests sets consisting of 1000
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Figure 3.2: Functional sample information of samples in MNIST 4 vs 9 classification task (top), Kaggle cats
vs dogs (middle), and iCassava (bottom) classification tasks. A: histogram of sample informations, B: 10
least informative samples, C: 10 most informative samples.

examples for both MNIST and cats vs dogs. The exact details of running influence functions and linearized
neural network predictions are presented in Table 3.2.

The results in Table 3.1 shows that linearized approximation correlates well with ground-truth when the
network is wide enough (MLP) and/or pretraining is used (CNN with pretraining and pretrained ResNets).
This is expected, as wider networks can be approximated with linearized ones better [Lee et al., 2019], and
pretraining decreases the distance from initialization, making the Taylor approximation more accurate.
Adding regularization also keeps the solution close to initialization, and generally increases the accuracy
of the approximation. Furthermore, in most cases linearization gives better results compared to influence
functions, while also being around 30 times faster in our settings.

3.5.2 Which examples are informative?

To understand which examples are informative, we start with analyzing the top 10 least and most informative
examples in MNIST 4 vs 9, Kaggle cats vs dogs, and iCassava plant disease classification [Mwebaze et al., 2019]
tasks. For MNIST 4 vs 9, we use the MLP of the previous subsection, setting ¢ = 2000 and 17 = 0.001. For cats
vs dogs classification we use ResNet-18 and set ¢ = 1000, n = 0.001. Finally, for iCassava with subsample
a training set of 1000 examples, use an ImageNet-pretrained ResNet-18 and set ¢ = 5000, 7 = 0.0003.
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Figure 3.3: Comparison of functional sample information of examples with correct and incorrect labels.

The results presented in Figure 3.2 indicate that in all datasets majority of the examples are not highly
informative. Furthermore, especially in the cases of MNIST 4 vs 9 and Kaggle cats vs dogs, we see that the
least informative samples look typical and easy, while the most informative ones look more challenging and
atypical. In the case of iCassava, the informative samples are more zoomed on features that are important
for classification (e.g., the plant disease spots). We observe that most samples have small unique information,
possibly because they are easier or because the dataset may have many similar-looking examples. While in
the case of MNIST 4 vs 9 and cats vs dogs, the two classes have on average similar information scores, in
Fig. 1a we see that in iCassava examples from rare classes (such as ‘healthy’ and ‘cbb’) are on average more
informative. For all tasks, it is true that most of the examples are relatively not informative.

Mislabeled examples. We expect a mislabeled example to carry more unique information, since the
network needs to memorize unique features of that particular example to classify it. To test this, we add
10% uniform label noise to Kaggle cats vs dogs and iCassava classification tasks (both with 1000 examples
in total), while keeping the test sets clean. For both datasets with use a ResNet-19 pretrained on ImageNet.
We set t = 1000,7 = 0.001 for cats vs dogs classification and ¢ = 10000 = 0.0001 for the iCassava
task. Figure 3.3 presents the histogram of functional sample information for both correct and mislabeled
examples for cats vs dogs and iCassava, respectively. The results indicate that mislabeled examples are
indeed much more informative on average. This suggests that the proposed informativeness measure can
be used to detect outliers or corrupted examples.

Harder examples. After examining the top 10 most and least informative examples in Figure 3.2, we
hypothesize that “more challenging” examples are more informative. To test this hypothesis, we train a
10-way digit classification on a dataset consisting of randomly selected 500 examples from MNIST and
randomly selected 500 examples from SVHN. Examples from SVHN are colored and have more variations.
Therefore, for the purpose of this experiment we consider them harder examples. We use an ImageNet-
pretrained ResNet-18 and set ¢ = 20000,n = 0.0001. We compute functional sample information of
training examples with respect to a test set consisting of 500 MNIST and 500 SVHN unseen examples. The
results presented in Figure 3.4 demonstrate that, as expected, SVHN examples are more informative than
MNIST examples.

Adversarial examples. It is also natural to expect that training examples closer to the decision boundary
of a neural network are have probably been informative in the training of that same neural network. Perhaps
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such examples can be also informative in training of other neural networks. To test this hypothesis, we
consider creating adversarial examples [Szegedy et al., 2014] for one neural network and measuring their
informativeness with respect to another neural network. In particular, we fine-tune a pretrained ResNet-18
on 1000 examples from the cats vs dogs dataset. We then use the FGSM method [Goodfellow et al., 2015]
with € = 0.01 to create successful adversarial examples. Next, for the 10% of examples, we replace the
original images with the corresponding adversarial ones (keeping the original correct label), and fine-tune
a new pretrained ResNet-18. Finally, we compute functional sample information of all examples of the
modified training set, setting ¢ = 1000 and 17 = 0.001. The results reported in Figure 3.5 confirm that
adversarial examples are on average more informative. This partly explains the findings of Goodfellow
et al. [2015] who show that adversarial training (i.e., adding adversarial examples to the training dataset)
improves adversarial robustness and generalization.

Underrepresented subpopulations. The histogram of functional sample information in the case of
iCassava (Figure 3.2 bottom) suggests that examples of underrepresented classes or subpopulations might
be more informative on average. However, we cannot conclude this based on the results of Figure 3.2
as there can be confounding factors affecting both representation and informativeness. Therefore, using
CIFAR-10 images, we create a dataset for “pets vs deer” classification, where the class “pets” consists
of two subpopulations: cats (200 examples) and dogs (4000 examples), while the class ’deer’ consist of
4000 deer examples. In this dataset, cats are underrepresented, but there is no other significant difference
between the cat and dog subpopulations. Since there are relatively few cat images, we expect each to
carry more unique information. This is confirmed when we compute F-SI for a pretrained ResNet-18 with
t = 10000 and n = 0.0001 (see Figure 3.6). This result also suggests that analyzing F-SI can help to detect
underrepresented subpopulations.

3.5.3 Data summarization

As we saw in Figure 3.2, majority of examples in considered datasets are have low sample information.
This hints that it might be possible to remove a significant fraction of examples from these datasets, while
not degrading performance of networks trained on them. To test whether such data summarization is
possible, given a training dataset, we remove a fraction of its least informative examples and measure the
test performance of a network trained on the remaining examples. We expect that removing the least
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informative training samples should not affect the performance of the model. Note however that, since
we are considering the unique information, removing one example can increase the informativeness of
another. For this reason, we consider two strategies: In one we compute the informativeness scores once,
and remove a given percentage of the least informative samples. In the other we remove 5% of the least
informative samples, recompute the scores, and iterate until we remove the desired number of samples. For
comparison, we also consider removing the most informative examples (we call this “top” baseline) and
randomly selected examples (we call this “random” baseline).

The results on MNIST 4 vs 9 classification task with the one-hidden-layer network described earlier,
t = 2000, and n = 0.001, are shown in Figure 3.7. Indeed, removing the least informative training
samples has little effect on the test error, while removing the top examples has the most impact. Moreover,
recomputing the information scores after each removal steps (“bottom iterative”) greatly improves the
performance when many samples are removed, confirming that SI and F-SI are good practical measures
of unique information of an example, but also that the total information of a group of examples is not
simply the sum of the unique information of its members. Interestingly, removing more than 80% of
the least informative examples degrades the performance more than removing the same number of the
most informative examples. In the former case, we are left with a small number of hard, atypical, or
mislabeled examples, while in the latter case we are left with the same number of easy and typical examples.
Consequently, the performance is better in the latter case. In other words, when learning a classifier with
just 200 examples, it is better to have these examples be typical.

3.5.4 How much does sample information depend on algorithm?

The proposed information measures depend on the training algorithm, which includes the architecture,
random seed, initialization, and training length. This is unavoidable as one example can be more informative
for one algorithm and less informative for another. Nevertheless, in this subsection, we test how much does
informativeness depend on the network, initialization, and training time. We consider the Kaggle cats vs
dogs classification task with 1000 training examples. First, fixing the training time ¢ = 1000, we consider
four pretrained architectures: ResNet-18, ResNet-34, ResNet-50, and DenseNet-121. The correlations
between F-SI scores computed for these four architectures are presented in Figure 3.8a. We see that F-SI
scores computed for two completely different architectures, such as ResNet-50 and DenseNet-121 have
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Figure 3.8: Correlations between functional sample information scores computed for different architectures
and training lengths. On the left: correlations between F-SI scores of the 4 pretrained networks, all
computed with setting ¢ = 1000 and 1 = 0.001. On the right: correlations between F-SI scores computed
for pretrained ResNet-18s, with learning rate n = 0.001, but varying training lengths ¢. All reported
correlations are averages over 10 different runs. The training dataset consists of 1000 examples from the
Kaggle cats vs dogs classification task.

significant correlation, around 45%. Furthermore, there is a significant overlap in top 10 most informative
examples for these networks (see Figure 3.9). Next, fixing the network to be a pretrained ResNet-18 and
fixing the training length ¢ = 1000, we consider changing initialization of the classification head (which is
not pretrained). In this case the correlation between F-SI scores is 0.364 4= 0.066. Finally, fixing the network
to be a ResNet-18 and fixing the initialization of the classification head, we consider changing the number
of iterations in the training. We find strong correlations between F-SI scores of different training lengths
(see Figure 3.8b).

MNIST vs SVHN experiment for DenseNet-121. We also redo the experiment with the joint MNIST
and SVHN classification experiment (Figure 3.4) but for a different network, a pretrained DenseNet-121, to
test the dependence of the results on the architecture choice. The results are presented in Figure 3.10a and
are qualitatively identical to those with a pretrained ResNet18 (Figure 3.4).

Data summarization with a change of architecture. To test how much sample information scores
computed for one network are useful for another network, we reconsider the MNIST 4 vs 9 data sum-
marization experiment (Figure 3.7). This time we compute F-SI scores for the original network with one
hidden layer, but train a two-hidden-layer neural network (both layers having 1024 ReLU units). The data
summarization results presented in Figure 3.10b are qualitatively and quantitively almost identical to the
original results presented in Figure 3.7. This confirms that F-Si scores computed for one network can be
useful for another network.
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Figure 3.9: Top 10 most informative examples from Kaggle cats vs dogs classification task for 3 pretrained
networks: ResNet-18, ResNet-50, and DenseNet-121.

3.6 Discussion and future work

The smooth (functional) sample information depends not only on the example itself, but on the network
architecture, initialization, and the training procedure (i.e. the training algorithm). This has to be the case,
since an example can be informative with respect to one algorithm or architecture, but not informative
for another one. Similarly, some examples may be more informative at the beginning of the training (e.g.,
simpler examples) rather than at the end. Nevertheless, the results presented in Section 3.5.4 indicate that
F-SI still captures something inherent in the example. This suggests that F-SI computed with respect to
one network can reveal useful information for another one.

The proposed sample information measures only the unique information provided by an example. For
this reason, it is not surprising that typical examples are usually the least informative, while atypical and
rare ones are more informative. While the typical examples are usually less informative according to the
proposed measures, they still provide information about the decision functions, which is evident in the
data summarization experiment — removing lots of typical examples was worse than removing the same
number of random examples. Generalizing sample information to capture this kind of contributions is an
interesting direction for future work. Similar to Data Shapley [Ghorbani and Zou, 2019]), one can look at
the average unique information an example provides when considering along with a random subset of data.
One can also consider common information, high-order information, synergistic information, and other
notions of information between samples. The relation among these quantities is complex in general, even
for 3 variables and is an open challenge [Williams and Beer, 2010].

3.7 Related work

Our work is related to information-theoretic stability notions [Bassily et al., 2016, Raginsky et al., 2016,
Feldman and Steinke, 2018] that seek to measure the influence of a sample on the output, and to measure
generalization. Raginsky et al. [2016] define information stability as Eg [1 Y7 | I(W; Z; | S_;)], the
expected average amount of unique (Shannon) information that weights have about an example. This,
without the expectation over .S, is also our starting point (Eq. (3.1)). Bassily et al. [2016] define KL-stability
sup, ¢ KL (QW| s=s | Qw| 5:5/), where s and s’ are datasets that differ by one example, while Feldman
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Figure 3.10: Testing how much F-SI scores computed for different networks are qualitatively different.
On the left: the MNIST vs SVHN experiment with a pretrained DesneNet-121 instead of a pretrained
ResNet-18. On the right: Data summarization for the MNIST 4 vs 9 classification task, where the F-SI
scores are computed for a one-hidden-layer network, but a two-hidden-layer network is trained to produce
the test accuracies.

and Steinke [2018] define average leave-one-out KL stability as sup, % > KL (QW|S:S I QW|S:S_1.).
The latter closely resembles our definition (Eq. (3.4)). Unfortunately, while the weights are continuous, the
optimization algorithm (such as SGD) is usually discrete. This generally makes the resulting quantities
degenerate (infinite). Most works address this issue by replacing the discrete optimization algorithm with
a continuous one, such as stochastic gradient Langevin dynamics [Welling and Teh, 2011] or continuous
stochastic differential equations that approximate SGD [Li et al,, 2017] in the limit. We aim to avoid
such assumptions and give a definition that is directly applicable to real networks trained with standard
algorithms. To do this, we apply a smoothing procedure to a standard discrete algorithm. The final result
can still be interpreted as a valid bound on Shannon mutual information, but for a slightly modified
optimization algorithm. Our definitions relate informativeness of a sample to the notion of algorithmic
stability [Bousquet and Elisseeff, 2002, Hardt et al., 2016], where a training algorithm is called stable if its
outputs on datasets differing by only one example are close to each other.

To ensure our quantities are well-defined, we apply a smoothing technique which is reminiscent of a
soft discretization of weight space. In Section 3.3, we show that a canonical discretization is obtained using
the Fisher information matrix, which relates to classical results of Rissanen [1996] on optimal coding length.
It also relates to the use of a post-distribution by Achille et al. [2019], who however use it to estimate the
total amount of information in the weights of a network.

We use a first-order approximation (linearization) inspired by the Neural Tangent Kernel (NTK) [Jacot
et al., 2018, Lee et al., 2019] to efficiently estimate informativeness of a sample. While NTK predicts that, in
the limit of an infinitely wide network, the linearized model is an accurate approximation, we do not observe
this on more realistic architectures and datasets. However, we show that, when using pretrained networks
as common in practice, linearization yields an accurate approximation, similarly to what is observed by
Mu et al. [2020]. Shwartz-Ziv and Alemi [2020] study the total information contained by an ensemble of
randomly initialized linearized networks. They notice that, while considering ensembles makes the mutual
information finite, it still diverges to infinity as training time goes to infinity. On the other hand, we consider
the unique information about a single example, without the need for ensembles, by considering smoothed
information, which remains bounded for any time. Other complementary works study how information
about an input sample propagates through the network [Shwartz-Ziv and Tishby, 2017, Achille and Soatto,
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2018, Saxe et al., 2019] or total amount of information (complexity) of a classification dataset [Lorena et al.,
2019], rather than how much information the sample itself contains.

In terms of applications, our work is related to works that estimate influence of an example [Koh and
Liang, 2017, Toneva et al., 2019, Katharopoulos and Fleuret, 2018, Ghorbani and Zou, 2019, Yoon et al., 2020].
This can be done by estimating the change in weights if a sample is removed from the training set, which is
addressed by several works [Koh and Liang, 2017, Golatkar et al., 2020, Wu et al., 2020]. Influence functions
[Cook, 1977, Koh and Liang, 2017] model removal of a sample as reducing its weight infinitesimally in the
loss function, and show an efficient first-order approximation of its effect on other measures (such as test
time predictions). We found influence functions to be prohibitively slow for the networks and data regimes
we consider. Basu et al. [2021] found that influence functions are not accurate for large DNNs. Additionally,
influence functions assume that the training has converged, which does not hold when early stopping
is used. We instead use linearization of neural networks to estimate the effect of removing an example
efficiently. We find that this approximation is accurate in realistic settings, and that the computational cost
scales better with network size, making it applicable to very large neural networks.

Our work is orthogonal to that of feature selection: while we aim to evaluate the informativeness for
the final weights of a subset of training samples, feature selection aims to quantify the informativeness for
the task variable of a subset of features. However, they share some high-level similarities. In particular,
Kohavi et al. [1997] propose the notion of strongly-relevant feature as one that changes the discriminative
distribution when it is excluded. This notion is similar to the notion of unique sample information in
Eq. (3.1).

3.8 Conclusion

There are many notions of information that are relevant to understanding the inner workings of neural
networks. Recent efforts have focused on defining information in the weights or activations that do not
degenerate for deterministic training. We look at the information in the training data, which ultimately
affects both the weights and the activations. In particular, we focus on the most elementary case, which is
the unique information contained in an example, because it can be the foundation for understanding more
complex notions. However, our approach can be readily generalized to unique information of a group of
samples. Unlike most previously introduced information measures, ours is tractable even for real datasets
used to train standard network architectures, and does not require restriction to limiting cases. In particular,
we can approximate our quantities without requiring the limit of small learning rate (continuous training
time), or the limit of infinite network width.
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Chapter 4

Information-theoretic generalization bounds for black-box learning
algorithms

4.1 Introduction

Large neural networks trained with variants of stochastic gradient descent have excellent generalization
capabilities, even in regimes where the number of parameters is much larger than the number of training
examples. Zhang et al. [2017] showed that classical generalization bounds based on various notions of
complexity of hypothesis set fail to explain this phenomenon, as the same neural network can generalize
well for one choice of training data and memorize completely for another one. This observation has spurred
a tenacious search for algorithm-dependent and data-dependent generalization bounds that give meaningful
results in practical settings for deep learning [Jiang” et al., 2020, Dziugaite et al., 2020].

One line of attack bounds generalization error based on the information about training dataset stored
in the weights [Xu and Raginsky, 2017, Bassily et al., 2018, Negrea et al., 2019, Bu et al., 2020, Steinke and
Zakynthinou, 2020, Haghifam et al., 2020, Neu et al., 2021, Raginsky et al., 2021]. The main idea is that when
the training and testing performance of a neural network are different, the network weights necessarily
capture some information about the training dataset. However, the opposite might not be true: A neural
network can store significant portions of training set in its weights and still generalize well [Shokri et al.,
2017, Yeom et al., 2018, Nasr et al., 2019]. Furthermore, because of their information-theoretic nature, these
generalization bounds become infinite or produce trivial bounds for deterministic algorithms. When such
bounds are not infinite, they are notoriously hard to estimate, due to the challenges arising in estimation
of Shannon mutual information between two high-dimensional variables (e.g., weights of a ResNet and a
training dataset).

This work addresses the aforementioned challenges. We first improve some of the existing information-
theoretic generalization bounds, providing a unified view and derivation of them (Section 4.2). We then
derive novel generalization bounds that measure information with predictions, rather than with the output
of the training algorithm (Section 4.3). These bounds are applicable to a wide range of methods, including
neural networks, Bayesian algorithms, ensembling algorithms, and non-parametric approaches. In the case
of neural networks, the proposed bounds improve over the existing weight-based bounds, partly because
they avoid a counter-productive property of weight-based bounds that information stored in unused weights
affects generalization bounds, even though it has no effect on generalization. The proposed bounds produce
meaningful results for deterministic algorithms and are significantly easier to estimate. For example, in
case of classification, computing our most efficient bound involves estimating mutual information between
a pair of predictions and a binary variable.

We apply the proposed bounds to ensembling algorithms, binary classification algorithms with finite
VC dimension hypothesis classes, and to stable learning algorithms (Section 4.4). We compute our most
efficient bound on realistic classification problems involving neural networks, and show that the bound
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closely follows the generalization error, even in situations when a neural network with 3M parameters is
trained deterministically on 4000 examples, achieving 1% generalization error.

4.2 Weight-based generalization bounds

We start by describing the necessary notation and definitions, after which we present some of the existing
weigh-based information-theoretic generalization bounds, slightly improve some of them, and prove
relations between them. The purpose of this section is to introduce the relevant existing bounds and
prepare grounds for the functional conditional mutual information bounds introduced in Section 4.3, which
we consider our main contribution. Theorems proved in the subsequent sections will be relying on the
following lemma.

Lemma 4.2.1. Let (®, V) be a pair of random variables with joint distribution Pp g. If g(¢, ) is a
measurable function such that Ep, ,, [g(®, ¥)] exists and g(®, ¥) is o-subgaussian under Py ® Py, then

|Epyy [9(®, )] — Epyop, [9(2, U])| < /2021(0; V). (4.1)

Furthermore, if g(¢, V) is o-subgaussian for each ¢, then

EPcb,\IJ |:(g((1)7 lI/) - E\I;/NP\I, g((pa \Il/))Z] < 40’2(1(@), lI") + IOg 3)7 (42)
and ) :
40°(1(P; ) + log 3
Py (|9(®,0) — Egrop, g(0, V)| > €) < clt 62) s ), Ve > 0, (4.3)

provided that the expectation in Eq. (4.2) exists.

The first part of this lemma is equivalent to Lemma 1 of Xu and Raginsky [2017], which in turn has its
roots in [Russo and Zou, 2019]. The second part generalizes Lemma 2 of Hafez-Kolahi et al. [2020] by also
providing bounds on the expected squared difference.

4.2.1 Generalization bounds with input-output mutual information

Let S = (Z1,Za,...,%,) be a dataset of n i.i.d. examples sampled from Pz and Qw)|s be a training
algorithm with hypothesis set VV. Given a loss function £ : YW x Z — R, the empirical risk of a hypothesis
wis rg(w) = 2 31 | £(w, Z;) and the population risk is R(w) = Ez.p, £(w,2’). Let W ~ Qyy|s be
a random hypothesis drawn after training on S. We are interested in bounding the generalization gap
R(W) — rg(W), also referred as generalization error sometimes. Xu and Raginsky [2017] establish the

following information-theoretic bound on the absolute value of the expected generalization gap.

Theorem 4.2.2 (Thm. 1 of Xu and Raginsky [2017]). Let W ~ Qug. If £(w, Z), where Z' ~ Pgz, is
o-subgaussian for all w € W, then

2021(W; S)

[Epg [ROV) = rs(W)]] < /===

(4.4)

We generalize this result by showing that instead of measuring information with the entire dataset, one
can measure information with a subset of size m chosen uniformly at random. For brevity, hereafter we
call subsets chosen uniformly at random just “random subsets”.
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Theorem 4.2.3. Let W ~ Qyy|s. Let also U be a random subset of [n] with size m, independent of S and
W.If l(w, Z"), where Z' ~ Py, is o-subgaussian for all w € W, then

[Epgyw [R(W) —r5(W)]| < Epg, 2@n‘jIU(W; Su), (4.5)
and ,
Epgy [(ROW) = rs(W))?] < 4% (I(W; S) +log3) . (4.6)

With a simple application of Markov’s inequality one can get tail bounds from the second part of the
theorem. Furthermore, by taking square root of both sides of Eq. (4.6) and using Jensen’s inequality on
the left side, one can also construct an upper bound for the expected absolute value of generalization gap,
Epg y, [R(W) —rs(W)|. These observations apply also to the other generalization gap bounds presented
later in this work.

Note the bound on the squared generalization gap is written only for the case of m = n. It is possible
to derive squared generalization gap bounds of form %(I (W; Sy | U) + log 3). Unfortunately, for small
m the log 3 constant starts to dominate, resulting in vacuous bounds.

Picking a small m decreases the mutual information term in Eq. (4.5), however, it also decreases the
denominator. When setting m = n, we get the bound of Xu and Raginsky [2017] (Theorem 4.2.2). When
m = 1, the bound of Eq. (4.5) becomes

[Epguy [ROV) ~ s (W)]| < = S /22T Z), @)
=1

matching the result of Bu et al. [2020] (Proposition 1). A similar bound, but for a different notion of
information, was derived by Alabdulmohsin [2015]. Bu et al. [2020] prove that the bound with m = 1 is
tighter than the bound with m = n. We generalize this result by proving that the bound of Eq. (4.5) is
non-descreasing in m.

Proposition 4.2.4. Let m € [n — 1], U be a random subset of [n] of size m, U’ be a random subset of size
m + 1, and ¢ : R — R be any non-decreasing concave function. Then

En, [¢> (;IUWV; S@ﬂ <Ep, [¢ <ml+1IU'<W? SU/))} . (45)

When ¢(z) = +/z, this result proves that the optimal value for m in Eq. (4.5) is 1. Furthermore, when
we use Jensen’s inequality to move expectation over U inside the square root in Eq. (4.5), then the resulting

bound becomes \/%I(W; Sy | U) and matches the result of Negrea et al. [2019] (Thm. 2.3). These bounds

are also non-decreasing with respect to m (using Proposition 4.2.4 with ¢(z) = x).
Theorem 4.2.2 can be used to derive generalization bounds that depend on the information between W
and a single example Z; conditioned on the remaining examples Z_; = (Z1,..., Zi—1, Zi+1,- -, Zn).

Theorem 4.2.5. Let W ~ Qyys. If l(w, Z"), where Z' ~ Py, is o-subgaussian for all w € W, then

ey [ROV) = rs(W)]| < 1 32 VETOV 21 22, (@9)
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and

By [(ROV) —rs(W))?] < 22 (Z W 2| Z23) + log3> . (4.10)

n -
=1

This theorem is a simple corollary of Theorem 4.2.3, using the facts that I(W; Z;) < I(W; Z; | Z_;) and
that I(W; S) is upper bounded by " | I(W; Z; | Z_;), which is also known as erasure information [Verdu
and Weissman, 2008]. The first part of it improves the result of Raginsky et al. [2016] (Thm. 2), as the
averaging over ¢ is outside of the square root. While these bounds are worse that the corresponding bounds
of Theorem 4.2.3, it is sometimes easier to manipulate them analytically.

The bounds described above measure information with the output W of the training algorithm. In the
case of prediction tasks with parametric methods, the parameters W might contain information about the
training dataset, but not use it to make predictions. Partly for this reason, our the main goal is to derive
generalization bounds that measure information with the prediction function, rather than with the weights.
In general, there is no straightforward way of encoding the prediction function into a random variable.

When the domain Z is finite, we can encode the prediction function as the collection of predictions
on all examples of Z. While this approach is ineffective when | Z| is large or infinite, it suggests to pick a
random finite subset of examples Z’ C Z to evaluate the learned function on. Since the learned function
might behave very differently on seen and unseen examples, Z’ should include examples from both types.
This naturally leads us to the random subsamling setting introduced by Steinke and Zakynthinou [2020]
(albeit with a different motivation), where one first fixes a set of 2n examples, and then randomly selects n
of them to form the training set. Evaluations of the learned function on the 2n examples makes a good
representation of the learned function and allows us to derive functional generalization bounds (presented
in Section 4.3). Before describing these bounds we present the setting of Steinke and Zakynthinou [2020] in
detail and generalize some of the existing weight-based bounds in that setting.

4.2.2 Generalization bounds with conditional mutual information

Let Z € 2™ be a collection of 2n ii.d samples from Py, grouped in n pairs. The random variable
J ~ Uniform({0, 1}") specifies which example to select from each pair to form the training set S =
Z; 2 (Z~i, Ji)iz1- Let W ~ Qyy|s. In this setting Steinke and Zakynthinou [2020] defined condition mutual
information (CMI) of algorithm () with respect to the data distribution Py as

CMIp(A) = I(W;J | Z) = Ep, [IZ(W; J)} , (4.11)

and proved the following upper bound on expected generalization gap.

Theorem 4.2.6 (Thm. 2, Steinke and Zakynthinou [2020]). Let W ~ Qyy|g. If the loss function £(w, z) €
[0,1],Yw € W, z € Z, then the expected generalization gap can be bounded as follows:

[Epy [ROV) — rs(W)]| <1/ 2CMIp(Q) (4.12)

Haghifam et al. [2020] improved this bound in two aspects. First, they provided bounds where expecta-
tion over Z is outside of the square root. Second, they considered measuring information with subsets of .J,
as we did in the previous section.
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Theorem 4.2.7 (Thm. 3.1 of Haghifam et al. [2020]). Let W ~ Qyy|g. Let alsom € [n] and U C [n] be a

random subset of size m, independent from Z, J, and W If the loss function ¢(w, z) € [0,1],YVw € W, z €
Z, then

[Epgy [R(W) —rs(W)]| <Ep, \/;IZ(W; Ju | U). (4.13)

Furthermore, for m = 1 they tighten the bound by showing that one can move the expectation over U
outside of the squared root (Haghifam et al. [2020], Thm 3.4). We generalize these results by showing that
for all m expectation over U can be done outside of the square root. Furthermore, our proof closely follows
the proof of Theorem 4.2.3.

Theorem 4.2.8. Let W ~ Qyys. Let also m € [n] and U C [n] be a random subset of size m, independent
from Z,J, and W. If {(w, z) € [0,1],Yw € W, z € Z, then

[Bpa [ROV) 75O < Br, , || 2170 (W' o), (419

and

S|oo

Epgy [(ROV) = rs(W))?] < = (1050 2)+2). (4.15)

The bound of Eq. (4.14) improves over the bound of Theorem 4.2.7 and matches the special result for
m = 1. Rodriguez-Galvez et al. [2021] proved even tighter expected generalization gap bound by replacing
I2Y(W; Jy) with 170V (A(W'; Jy7). Haghifam et al. [2020] showed that if one takes the expectations over
Z inside the square root in Eq. (4.13), then the resulting looser upper bounds become non-decreasing over
m. Using this result they showed that their special case bound for m = 1 is the tightest. We generalize
their results by showing that even without taking the expectations inside the squared root, the bounds
of Theorem 4.2.7 are non-decreasing over m. We also show that the same holds for our tighter bounds of
Eq. (4.14).

Proposition 4.2.9. Let W ~ Qyy|g. Let also m € [n — 1], U be a random subset of [n] of size m, U’ be a
random subset of size m + 1, and ¢ : R — R be any non-decreasing concave function. Then

1

By o (120 0| < Ba o (A ovian )| (4.16)

By setting ¢(x) = z, taking square root of both sides of Eq. (4.16), and then taking expectation over
Z, we prove that bounds of Eq. (4.13) are non-decreasing over m. By setting ¢(z) = /2 and then taking
expectation over Z, we prove that bounds of Eq. (4.14) are non-decreasing with m.

Similarly to the Theorem 4.2.5 of the previous section, the following result establishes generalization
bounds with information-theoretic stability quantities.

Theorem 4.2.10. If {(w, z) € [0,1],YVw € W, z € Z, then

izn: \/2IZ(W; Ji| J—i)] : (4.17)
i=1

[Epy s [ROW) —rs(W)]| < Ep,
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and

ZIZ Wi Ji | J_s)

Epy,s (R(W) —rs(W))* < ° (EP
i=1

n

+ 2) (4.18)

4.3 Functional conditional mutual information

The bounds in Section 4.2 leverage information in the output of the algorithm, W. In this section we
focus on supervised learning problems: Z = X x ). To encompass many types of approaches, we do not
assume that the training algorithm has an output W, which is then used to make predictions. Instead,
we assume that the learning method implements a function f : Z x X x R — K that takes a training
set s, a test input 2/, an auxiliary argument 7 capturing the stochasticity of training and predictions, and
outputs a prediction f(s, ', 7) on the test example. Note that the prediction domain K can be different from
Y. This setting includes non-parametric methods (for which W is the training dataset itself), parametric
methods, Bayesian algorithms, and more. For example, in parametric methods, where a hypothesis set
H={hy: X = K|we W}isdefined, f(s,z,7) = ha(s)(7), with A(s, ) denoting the weights after
training on dataset s with randomness 7.

In this supervised setting, the loss function ¢ : K x J — R measures the discrepancy between a
prediction and a label. As in the previous subsection, we assume that a collection of 2n ii.d examples
Z ~ P"XQ is given, grouped in n pairs, and the random Varlable J ~ Uniform({0,1}") specifies which
example to select from each pair to form the training set S = Z; £ (Z; ;). Let R be an auxiliary random
variable, independent of Z and .J, that provides stochasticity for predictions (e.g., in neural networks R
can be used to make the training stochastic). The empirical risk of learning method f trained on dataset
S with randomness R is defined as 7s(f) = L Y- | ¢(f(S, Xi, R),Y;). The population risk is defined as
R(f) = Ez~p, e(f (S, X', R), Y/)'

Before moving forward we adopt two conventions. First, if z is a collection of examples, then « and
y denote the collection of its inputs and labels respectively. If s is a training set and @ is a collection of
inputs, then f(s, z,r) denotes the collection of predictions on z after training on s with randomness r.
Let F denote the predictions on Z after training on S with randomness R, i.e., ' = (S, X, R). Given a
subset u C [n], we use the F,, € KI“/*2 notation to denote the rows of F’ corresponding to w.

Definition 4.3.1. Let f, Z, J, R, and F be defined as above and let u C [n] be a subset of size m. Then
pointwise functional conditional mutual information f-CMI(f, Z, u) is defined as

F-OMI(f, 2,u) = I773(Fy; J,), (4.19)
while functional conditional mutual information f-CMIp(f, u) is defined as
f-CMIp(f,u) = Ep, f-CMI(f, %, u). (4.20)

When u = [n] we simply use the notations f-CMI(f, Z) and f-CMIp(f), instead of f-CMI(f, Z, [n])
and f-CMIp(f, [n]), respectively.

Theorem 4.3.1. Let U be a random subset of size m, independent of Z, .J, and R. If £(7, y) € [0,1],V7 €
K,z € Z, then

[Epg | [R(f) —rs(f)] <Ep,, \/ f-CMI(f, Z,U), (4.21)

and

Epgn (RU) — () < > (e, F-OMI(f, 2) +2). (4.22)
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For parametric methods w = A(s,r), the bound of Eq. (4.21) improves over the bound of Eq. (4.14), as
Jy — W — F, is a Markov chain under Py y;, 1|12 implying the following data processing inequality:

T2(F,; J,) < T2 (W3 7). (4.23)

For deterministic algorithms % (W; J,,) is often equal to H(.J,) = mlog 2, as most likely each choice of
J produces a different 1. In such cases the bound with I% (W .J,) is vacuous. In contrast, the proposed
bounds with f-CMI (especially when m = 1) do not have this problem. Even when the algorithm is
stochastic, information between W and J,, can be much larger than information between predictions
and J,,, as having access to weights makes it easier to determine J,, (e.g., by using gradients). A similar
phenomenon has been observed in the context of membership attacks, where having access to weights of a
neural network allows constructing more successful membership attacks compared to having access to
predictions only [Nasr et al., 2019, Gupta et al., 2021].

Corollary 4.3.2. When m = n, the bound of Eq. (4.21) becomes

[Ern (B() ~ (D] < a2 1-CMI7 2) < 2 poMIn(). (120

For parametric models, this improves over the CMI bound (Theorem 4.2.6), as by data processing
inequality, f-CMIp(f) =I(F;J | Z) <I(W);J | Z) = CMIp(A).

Remark 4.3.1. Note that the collection of training and testing predictions F' = f(Z;, X, R) cannot be
replaced with only testing predictions f(Z;, X 7, R). As an example, consider an algorithm that memorizes
the training examples and outputs a constant prediction on any other example. This algorithm will have
non-zero generalization gap, but f(Z;, X 7, R) will be constant and will have zero information with .J
conditioned on any random variable. Moreover, if we replace f (Z 75X, R) with only training predictions
f(Z;, X, R), the resulting bound can become too loose, as one can deduce J by comparing training set
predictions with the labels Y.

Corollary 4.3.3. When m = 1, the bound of Eq. (4.21) becomes

[Epg x [R(f) = rs()]] < %ZEPZ \/m (4.25)
=1

A great advantage of this bound compared to all other bounds described so far is that the mutual
information term is computed between a relatively low-dimensional random variable F; and a binary
random variable .J;. For example, in the case of binary classification with K = {0, 1}, F; will be a pair of
2 binary variables. This allows us to estimate the bound efficiently and accurately. Note that estimating
other information-theoretic bounds is significantly harder. The bounds of Xu and Raginsky [2017], Negrea
et al. [2019], and Bu et al. [2020] are hard to estimate as they involve estimation of mutual information
between a high-dimensional non-discrete variable 1V and at least one example Z;. Furthermore, this mutual
information can be infinite in case of deterministic algorithms or when H(Z;) is infinite. The bounds
of Haghifam et al. [2020] and Steinke and Zakynthinou [2020] are also hard to estimate as they involve
estimation of mutual information between W and at least one train-test split variable .J;.
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As in the case of bounds presented in the previous section (Theorem 4.2.3 and Theorem 4.2.8), we prove
that the bound of Theorem 4.3.1 is non-decreasing in m. This stays true even when we increase the upper
bounds by moving the expectation over U or the expectation over Z or both under the square root. The
following proposition allows us to prove all these statements.

Proposition 4.3.4. Let m € [n — 1], U be a random subset of [n] of size m, U’ be a random subset of size
m + 1, and ¢ : R — R be any non-decreasing concave function. Then

1 7 ~ 1 717, =
By (10 (R o)) < By 0 (22 (). (426)

By setting ¢(z) = /x and then taking expectation over Z and u, we prove that bounds of Theorem 4.3.1
are non-decreasing over m. By setting ¢(z) = z, taking expectation over Z, and then taking square root of
both sides of Eq. (4.26), we prove that bounds are non-decreasing in m when both expectations are under
the square root. Proposition 4.3.4 proves that m = 1 is the optimal choice in Theorem 4.3.1. Notably, the
bound that is the easiest to compute is also the tightest!

Analogously to Theorem 4.2.10, we provide the following stability-based bounds.

Theorem 4.3.5. If ¢(y,y) € [0,1],Vy € K, z € Z, then

n <
=1

[Eps.q [R(f) = rs(f)]] < Ep, [1 > \/QIZ(E'; Ji | J_Z-)] , (4.27)

and

zn:IZ(F; Ji | J-i)

=1

n

Epg (R(f) —7rs(f)* < ° (EPz

+ 2) . (4.28)

Note that unlike Eq. (4.27), in the second part of Theorem 4.3.5 we measure information with predictions
on all 2n pairs and J; conditioned on J_;. Whether F' can be replaced with Fj, predictions only on the i-th
pair, is addressed in Chapter 5.

4.4 Applications

In this section we describe 3 applications of the f-CMI-based generalization bounds.

4.4.1 Ensembling algorithms

Ensembling algorithms combine predictions of multiple learning algorithms to obtain better performance.
Let us consider ¢ learning algorithms, f1, fa,. .., fi, each with its own independent randomness R;, i € [t].
Some ensembling algorithms can be viewed as a possibly stochastic function g : K — K that takes
predictions of the ¢ algorithms and combines them into a single prediction. Relating the generalization gap
of the resulting ensembling algorithm to that of individual f;s can be challenging for complicated choices
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of g. However, it is easy to bound the generalization gap of g(f1, ..., ft) in terms of f-CMIs of individual
predictors. Let @’ be an arbitrary collection of inputs. Denoting F; = f;(Z;,x’, R;), i € [t], we have that

. (@) -
I#(g(Fy,... F);J) < I7(Fy,... Fi; J) (4.29)

—
=

o ) ) )
= J2(Fy )+ 12(Fy, ... Fy J) — I2(F Fa,y . FY) + T2(Fi By, .. Fy | J) (430)

—
8}
~

P(Fy;J) + I2(Fy, ..., Fy J) (4.31)

IN

A
N

gIZ(Fl;J)+-~~+IZ(Ft;J), (4.32)

where (a) follows from the data processing inequality, (b) follows from the chain rule, (c) follows from
non-negativity of mutual information and the fact that F, L Fy, ..., F; | J, and (d) is derived by repeating
the arguments above to separate all ;. Unfortunately, the same derivation above does not work if we
replace .J with .J,,, where u is a proper subset of [n], as I% (Fy; F, ..., Fy | J,) # 0 in general.

4.4.2 Binary classification with finite VC dimension

Let us consider the case of binary classification: J) = {0, 1}, where the learning method f : Z" X X x R —
{0,1} is implemented using a learning algorithm A : Z" x R — )V that selects a classifier from a
hypothesis set H = {hy, : X — Y}. If H has finite VC dimension d [Vapnik, 1998], then for any algorithm
f, the quantity f-CMI(f, Z) can be bounded the following way.

Theorem 4.4.1. Let Z, H, f be defined as above, and let d < oo be the VC dimension of H. Then for any
algorithm f and Z € Znx2

f-CMI(f, 2) < max{(d+ 1)log2, dlog(2en/d)} . (4.33)

Considering the 0-1 loss function and using this result in Corollary 4.3.2, we get an expect generalization
gap bound that is ( % log (Z)), matching the classical uniform convergence bound [Vapnik, 1998]. The

V/log n factor can be removed in some cases [Hafez-Kolahi et al., 2020].

Both Xu and Raginsky [2017] and Steinke and Zakynthinou [2020] prove similar information-theoretic
bounds in the case of finite VC dimension classes, but their results holds for specific algorithms only. Even
in the simple case of threshold functions: X = [0,1] and H = {hy : 2 — 1{z > w} | w € [0,1]}, all
weight-based bounds described in Section 4.2 are vacuous if one uses a training algorithm that encodes the
training set in insignificant bits of W, while still getting zero error on the training set and hence achieving
low test error.

4.4.3 Stable deterministic or stochastic algorithms

Theorems 4.2.5, 4.2.10 and 4.3.5 provide generalization bounds involving information-theoretic stability
measures, such as I(W; Z; | Z_;), IZ(W;J | J_;) and I%(F; J; | J_;). In this section we build upon the
predication-based stability bounds of Theorem 4.3.5. First, we show that for any collection of examples ’,
the mutual information IZ(f(ZJ, x'); J; | J—;) can be bounded as follows.
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Proposition 4.4.2. Let J* ¢ denote J with J; set to ¢ € {0, 1}. Then for any Z € Z"*2 and =’ € X'*, the
mutual information I(f(Z,2’, R); J; | J—;) is upper bounded by

1 . - 1 - -
1 KL (f(ZJi<—1,$,, R)’J_l || f(ZJi<—O, CU,, R)|J_z) + Z KL (f(ZJw—O,ajl, R)|J_1 H f(ZJi«—l,iE,,R)‘J_i) .

To compute the right-hand side of Proposition 4.4.2 one needs to know how much on-average the
distribution of predictions on = changes after replacing the i-th example in the training dataset. The problem
arises when we consider deterministic algorithms. In such cases, the right-hand side is infinite, while the
left-hand side I(f(Zs,x, R);J; | J—;) is always finite and could be small. Therefore, for deterministic
algorithms, directly applying the result of Proposition 4.4.2 will not give meaningful generalization bounds.
Nevertheless, we show that we can add an optimal amount of noise to predictions, upper bound the
generalization gap of the resulting noisy algorithm, and relate that to the generalization gap of the original
deterministic algorithm.

Let us consider a deterministic algorithm f : 2" x X — R¥. We define the following notions of
functional stability.

Definition 4.4.1 (Functional stability). Let S = (Z1, ..., Z,) be a collection of n i.i.d. samples from Py, and
Z" and Zeqt be two additional independent samples from Py. Let S & (Z1,.. s Ziein 2 Zig1y ooy Zp)
be the collection constructed from S by replacing the i-th example with Z’. A deterministic algorithm
f:2"x X > RFis

a) 3 self-stable if Vi € [n], Es,z ’ £(S, Z;) — f(SD, Zi)H2 < B2 (4.34)

. 2
f(Sa Ztest) - f(S(Z)7 Ztest) S ﬁ%, (435)

. 2 9
18.2) = 189, zp)|| <85 @30

b) f1 test-stable if Vi € [n], Eg 7 7.

¢) B train-stable if Vi,j € [n],i # j, Eg 2

Theorem 4.4.3. Let ) = RF, f:2Z2"xX X — R* be a deterministic algorithm that is /3 self-stable, and
0(y,y) € ]0,1] be a loss function that is y-Lipschitz in the first coordinate. Then

3 1
[Es,r [R(f) —rs(f)]| <22d3\/~B. (4.37)
Furthermore, if f is also (31 train-stable and [ test-stable, then
2 _ 32 5 2 2 2
Esn (R(f) ~rs()* < ° + 125V /262 + n + 3. (438)

It is expected that (5 is smaller than 3 and (1. For example, in the case of neural networks interpolating
the training data or in the case of empirical risk minimization in the realizable setting, 52 will be zero. It is
also expected that (3 is larger than 3;. However, the relation of 3% and n/3? is not trivial.

The notion of pointwise hypothesis stability 3} defined by Bousquet and Elisseeff [2002] (definition
4) is comparable to our notion of self-stability /3. The first part of Theorem 11 in Bousquet and Elisseeff
[2002] describes a generalization bound where the difference between empirical and population losses is of
order 1/y/n + /[, which is comparable with our result of Theorem 4.4.3 (©(+/[3)). The proof there also
contains a bound on the expected squared difference of empirical and population losses. That bound is of
order 1/n + (. In contrast, our result of Eq. (4.38) contains two extra terms related to test-stability and
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train-stability (the terms n/3? and n33). If 3 dominates n3? + n/33, then the bound of Eq. (4.38) will match
the result of Bousquet and Elisseeff [2002].

4.5 Experiments

As mentioned earlier, the expected generalization gap bound of Corollary 4.3.3 is significantly easier to com-
pute compared to existing information-theoretic bounds, and does not give trivial results for deterministic
algorithms. To understand how well the bound does in challenging situations, we consider cases when the
algorithm generalizes well despite the high complexity of the hypothesis class and relatively small number
of training examples. The code for reproducing the experiments can be found at github. com/hrayrhar/f-CMI.
The exact experimental details of the experiments presented in Tables 6.7 to 6.10 of Appendix L.

4.5.1 Experimental setup

Estimation of generalization gap. In all experiments below we draw k; samples of Z, each time by
randomly drawing 2n examples from the corresponding dataset and grouping then into n pairs. For each
sample z, we draw ks samples of the training/test split variable J and randomness R. We then run the
training algorithm on these k9 splits (in total k; k2 runs). For each Z, j and r, we estimate the population
risk with the average error on the test examples ;. For each z, we average over the kg samples of J and

R to get an estimate g(Z) of E R|Z—3 [E(Fj, Y7) — ((Fy, 17])] Note that this latter quantity is not the
expected generalization gap yet, as it still misses an expectation over Z. In the figures of this section, we
report the mean and standard deviation of g(Z) estimated using the k; samples of Z, unless k1 = 1 in

which case we only report the single estimate. Note that this mean will be an unbiased estimate of the true
expected generalization gap Eg g [R(f) — rs(f)]-

Estimation of f-CMI bound. Similarly, for each Z we use the k3 samples of J and R to estimate
f-CMI(f, 2, {i}) = I?=%(F}; J;), i € [n]. As in all considered cases we deal with classification problems
(i.e., having discrete output variables), this is done straightforwardly by estimating all the states of the
joint distribution of £ and .J; given Z = Z, and then using a plug-in estimator of mutual information.

The bias of this plug-in estimator is (é) while the variance is ( %) [Paninski, 2003]. To estimate
f-CMIp(f,{i}) = E; [f—CMI(f, Z, {z})} we use k1 samples of Z. After this step the estimation bias

stays the same, while the variance increases by (ﬁ) In figures of this section, we report the mean and

standard deviation of our estimate of f-CMIp(f,{i}) computed using k; samples of Z.

4.5.2 Results and discussion

First, we consider the MNIST 4 vs 9 digit classification task [LeCun et al., 2010] using a 5-layer convolutional
neural network (CNN) described in Table 2.1 (but with 2 output units) that has approximately 200K parame-
ters. We train the network with the cross-entropy loss for 200 epochs using the ADAM algorithm [Kingma
and Ba, 2014] with 0.001 learning rate, 5; = 0.9, and mini-batches of 128 examples. Importantly, we fix
the random seed that controls the initialization of weights and the shuffling of training data, making the
training algorithm deterministic. To estimate generalization gap and the bound, we set k&1 = 5 and k2 = 30.
Figure 4.1a plots the expected generalization gap and the f-CMI bound of Eq. (4.25). We see that the bound
is not vacuous and is not too far from the expected generalization gap even when considering only 75
training examples — multiple orders of magnitude smaller than the number of parameters. As shown in the
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Figure 4.1: Comparison of expected generalization gap and f-CMI bound for MNIST 4 vs 9 classification
with a 5-layer CNN. Panel (a) shows the results for the fixed-seed deterministic algorithm. Panel (b) repeats
the experiment of panel (a) while modifying the network to have 4 times more neurons at each hidden layer.
Panel (c) repeats the experiment of panel (a) while making the training algorithm stochastic by randomizing
the seed.
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Figure 4.2: Comparison of expected generalization gap and f-CMI bound for a pretrained ResNet-50 fine-
tuned on CIFAR-10 in a standard fashion.

Figure 4.1b, if we increase the width of all layers 4 times, making the number of parameters approximately
3M, the results remain largely unchanged.

Next, we move away from binary classification and consider the CIFAR-10 classication task [Krizhevsky
et al., 2009]. To construct a well-generalizing algorithm, we use the ResNet-50 [He et al., 2016] network
pretrained on the ImageNet [Deng et al., 2009], and fine-tune it with the cross-entropy loss for 40 epochs
using SGD with mini-batches of size 64, 0.01 learning rate, 0.9 momentum, and standard data augmentations.
The results presented in Figure 4.2 indicate that the f-CMI bound is always approximately 3 times larger
than the expected generalization gap. In particular, when n = 20000, the expected generalization gap is 5%,
while the bound predicts 16%.

Note that the weight-based information-theoretic bounds discussed in Section 4.2 would give either
infinite or trivial bounds for the deterministic algorithm described above. Even when we make the training
algorithm stochastic by randomizing the seed, the quantities like (W .S) still remain infinite, while both
the generalization gap and the f-CMI bound do not change significantly (see Figure 4.1c). For this reason,
we change the training algorithm to Stochastic Gradient Langevin Dynamics (SGLD) [Gelfand and Mitter,
1991, Welling and Teh, 2011] and compare the f-CMI-based bound against the specialized bound of Negrea
et al. [2019] (see eq. (6) of [Negrea et al., 2019]). This bound (referred as SGLD bound here) is derived from
a weight-based information-theoretic generalization bound, and depends on the the hyperparameters of
SGLD and on the variance of per-example gradients along the training trajectory. The SGLD algorithm
is trained for 40 epochs, with learning rate and inverse temperature schedules described in Table 6.10 of
Appendix I. Figure 4.3a plots the expected generalization gap, the expected test error, the f-CMI bound and
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Figure 4.3: Comparison of expected generalization gap, Negrea et al. [2019] SGLD bound and f-CMI bound
in case of a pretrained ResNet-50 fine-tuned with SGLD on a subset of CIFAR-10 of size n = 20000. The
figure on the right is the zoomed-in version of the figure in the middle.

the SGLD bound. We see that the test accuracy plateaus after 16 epochs. Starting at epoch 8, the estimated
f-CMI bound is always smaller than the SGLD bound. Furthermore, as one increases the number of epochs,
the former stays small, while the latter increases to very high values.

The difference between the f-CMI bound and the SGLD bound becomes more striking when we change
the dataset to be a subset of CIFAR-10 consisting of 20000 examples, and fine-tune a pretrained ResNet-50
with SGLD. As shown in Figure 4.3, even after a single epoch the SGLD bound is approximately 0.45, while
the generalization gap is around 0.02. For comparison, the f-CMI is approximately 0.1 after one epoch of
training.

4.6 Related work

This work is closely related to a rich literature of information-theoretic generalization bounds, some of
which were discussed earlier [Xu and Raginsky, 2017, Bassily et al., 2018, Pensia et al., 2018, Negrea et al.,
2019, Bu et al.,, 2020, Steinke and Zakynthinou, 2020, Haghifam et al., 2020, Hafez-Kolahi et al., 2020,
Alabdulmohsin, 2020, Neu et al.,, 2021, Raginsky et al., 2021, Esposito et al., 2021]. Most of these work
derive generalization bounds that depend on a mutual information quantity measured between the output
of the training algorithm and some quantity related to training data. Different from this major idea, Xu
and Raginsky [2017] and Russo and Zou [2019] discussed the idea of bounding generalization gap with
the information between the input and the vector of loss functions computed on training examples. This
idea was later extended to the setting of conditional mutual information by Steinke and Zakynthinou
[2020]. These works are similar to ours in the sense that they move away from measuring information
with weights, but they did not develop this line of reasoning enough to arrive to efficient bounds similar to
Corollary 4.3.3. Additionally, we believe that measuring information with the prediction function allows
better interpretation and is easier to work with analytically.

Another related line of research are the stability-based bounds [Bousquet and Elisseeff, 2002, Alab-
dulmohsin, 2015, Raginsky et al., 2016, Bassily et al., 2016, Feldman and Steinke, 2018, Wang et al., 2016,
Raginsky et al., 2021]. In Section 4.2 and Section 4.3 we improve existing generalization bounds that use
information stability. In Section 4.4.3 we describe a technique of applying information stability bounds to
deterministic algorithms. The main idea is to add noise to predictions, but only for analysis purposes. We
employed the same idea in Chapter 3 when defining smooth unique information of an individual example.
In fact, our notion of test-stability defined in Section 4.4.3 comes very close to the definition of functional
sample information (Eq. (3.7)). A similar idea was used by Neu et al. [2021] in analyzing generalization
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performance of SGD. More broadly our work is related to PAC-Bayes bounds and to classical generalization
bounds. Please refer to the the survey by Jiang™ et al. [2020] for more information on these bounds.
Finally, our work has connections with attribute and membership inference attacks [Shokri et al., 2017,
Yeom et al., 2018, Nasr et al., 2019, Gupta et al., 2021]. Some of these works show that having a white-box
access to models allows constructing better membership inference attacks, compared to having a black-box
access. This is analogous to our observation that prediction-based bounds are better than weight-based
bounds. Shokri et al. [2017] and Yeom et al. [2018] demonstrate that even in the case of black-box access to a
well-generalizing model, sometimes it is still possible to construct successful membership attacks. This is in
line with our observation that the f-CMI bound can be significantly large, despite of small generalization
gap (see epoch 4 of Figure 4.3a). This suggests a possible direction of improving the f-CMI-based bounds.

4.7 Conclusion

We derived information-theoretic generalization bounds for supervised learning algorithms based on the
information contained in predictions rather than in the output of the training algorithm. These bounds
improve over the existing information-theoretic bounds, are applicable to a wider range of algorithms, and
solve two key challenges: (a) they give meaningful results for deterministic algorithms and (b) they are
significantly easier to estimate. We showed experimentally that the proposed bounds closely follow the
generalization gap in practical scenarios for deep learning.
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Chapter 5

Formal limitations of sample-wise information-theoretic generalization
bounds

5.1 Introduction

In the previous chapter we discussed various information-theoretic bounds based on different notions
of training set information captured by the training algorithm [Xu and Raginsky, 2017, Bassily et al.,
2018, Negrea et al., 2019, Bu et al., 2020, Steinke and Zakynthinou, 2020, Haghifam et al., 2020, Neu et al.,
2021, Raginsky et al., 2021, Hellstrom and Durisi, 2020, Esposito et al., 2021]. The data and algorithm
dependent nature of these bounds make them applicable to typical settings of deep learning, where
powerful and overparameterized neural networks are employed. Related to the considered information-
theoretic generalization bounds are PAC-Bayes bounds, which are usually based on the Kullback-Leilber
divergence from the distribution of hypotheses after training (the “posterior” distribution) to a fixed “prior”
distribution [Shawe-Taylor and Williamson, 1997, McAllester, 1999b,a, Catoni, 2007, Alquier, 2021]. For
both types of bounds the main conclusion is that when a training algorithm captures little information
about the training data then the generalization gap should be small. A few works demonstrated that some
of the best information-theoretic and PAC-Bayes generalization bounds produce nonvacuous results in
practical settings of deep learning [Dziugaite and Roy, 2017, Pérez-Ortiz et al., 2021, Harutyunyan et al.,
2021b].

A key ingredient in recent improvements of information-theoretic generalization bounds was the
introduction of sample-wise information bounds by Bu et al. [2020], where one measures how much
information on average the learned hypothesis has about a single training example. While PAC-Bayes
and information-theoretic bounds are intimately connected to each other, the technique of measuring
information with single examples has not appeared in PAC-Bayes bounds. In this chapter we explain
the curious omission of single example PAC-Bayes bounds by proving the non-existence of such bounds,
revealing a striking difference between information-theoretic and PAC-Bayesian perspectives. The reason
for this difference is that PAC-Bayes upper bounds the probability of average population and empirical
risks being far from each other, while information-theoretic generalization methods upper bound expected
difference of population and empirical risks, which is an easier task.

5.1.1 Preliminaries

Let us consider again the abstract learning setting (not necessarily supervised), in which the learner observes
a collection of n i.i.d examples S = (Z1, ..., Z,) sampled from Pz and outputs a hypothesis W ~ Qs
belonging to a hypothesis space WW. As before, Ps and Qyy |5 induce a joint probability Py,s on W x Z".
In this setting one can consider different types of generalization bounds.
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Expected generalization gap bounds. The simplest quantity to consider is the expected generalization
gap: ‘IE Py [R(W) —r5(W)]|, which is the left-hand side of the majority of the generalization bounds
presented in the previous chapter. We saw that when l(w, Z") with Z' ~ Py is o-subgaussian for all
w € W, the following bounds hold [Xu and Raginsky, 2017, Bu et al., 2020, Theorem 4.2.3]:

By e (ROV) - rs(W)]| < 2 3° V3P TW: 2) 6.1
=1

SEU[ MIU(VV’SU)] (5'2)
m
< 202](VV;S)7 (5.3)

n

where U is a uniformly random subset of [n], independent of S and W. We call bounds like Eq. (5.1)
that depend on information quantities related to individual examples sample-wise bounds. The difference
between sample-wise bounds and bounds that depend on I(W; S) can be significant. In fact, there are
cases when the sample-wise bound of Eq. (5.1) is finite, while the bound of Eq. (5.3) is infinite [Bu et al.,
2020].

PAC-Bayes bounds. A practically more useful quantity is the average difference between population
and empirical risks for a fixed training set S: Ep,, ; [R(W) — r5(W)]. Typical PAC-Bayes bounds are of
the following form: with probability at least 1 — ¢ over Pg,

IEPW|5 [R(W) - Ts(W)] <B (KL (PW\S H 71—) » 1 6) ’ (5-4)

where 7 is a prior distribution over W that does not depend on S. If we choose the prior distribution to
be the marginal distribution of W (i.e., m = Py = Eg [QW‘ S] ), then the KL term in Eq. (5.4) will be the
integrand of the mutual information, as I(W; ) = Eg [KL (Py|s || Pw)]|. When the function B depends
on the KL term linearly, the expectation of the bound over S will depend on the mutual information I(W; S).
There are no known PAC-Bayes bounds where B depends on KL divergences of form KL (PW‘ 7z, || Pw) or
on sample-wise mutual information I(W; Z;).

Single-draw bounds. In practice, even when the learning algorithm is stochastic, one usually draws a
single hypothesis W ~ Qyy |5 and is interested in bounding the population risk of W. Such bounds are
called single-draw bounds and are usually of the following form: with probability at least 1 — ¢ over Py g:

ROW) —rs(W) < B (d%jf's,n, 5) , (5.5)

where 7 is a prior distribution as in PAC-Bayes bounds. When m = Py the single-draw bounds depends on

the information density (W, S) = d?gv' 5. Single-draw bounds are the hardest to obtain and no sample-wise

versions are known for them either.

Expected squared generalization gap bounds. In terms of difficulty, expected generalization bounds
are the easiest to obtain, and as indicated above, some of those bounds are sample-wise bounds. If we
consider a simple change of moving the absolute value inside: Ep,;, o [R(W') — rg(W)], then no sample-wise

bounds are known. The same is true for the expected squared generalization gap Ep,, ; (R(W) — rs(W))?,
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for which the known bounds are of the following form [Steinke and Zakynthinou, 2020, Aminian et al.,

2021a, Theorem 4.2.3]:
I(W;S)+
Ery [(ROV) —rs(w)y?] < T 2E 69

n

where c is some constant. From this result one can upper bound the expected absolute value of generalization
gap using Jensen’s inequality.

5.1.2 Our contributions

In Section 5.3 we show that even for the expected squared generalization gap, sample-wise information-
theoretic bounds are impossible. The same holds for PAC-Bayes and single-draw bounds as well. In
Section 5.4 we discuss the consequences for other information-theoretic generalization bounds. Finally, in
Section 5.5 we show that starting at subsets of size 2, there are expected squared generalization gap bounds
that measure information between W and a subset of examples. This in turn implies that such PAC-Bayes
and single-draw bounds are also possible, albeit they are not tight and high-probability bounds.

5.2 A useful lemma

We first prove a lemma that will be used in the proof of the main result of the next section.

Lemma 5.2.1. Consider a collection of bits a1, . . ., an,+ n, , such that Ny of them are zero and the remaining
Nj of them are one. We want to partition these numbers into k = (Ng + N1)/n groups of size n (assuming
that n divides Ny + N1). Consider a uniformly random ordered partition (Ay, ..., A). LetY; = @uca,a be
the parity of numbers of subset A;. For any given ¢ > 0, there exists N’ such that when min { Ny, N1} > N’
then Cov [Y;,Y;] <OE [V1)?, for all i, j € [k],i # j.

Proof. By symmetry all random variables Y; are identically distributed. Without loss of generality let’s
prove the result for the covariance of Y7 and Y5, which can be written as follows:

Cov [Y1, Y] =E[Y1Ys] —E[Y1]E[Y?]
=Py,Y1=1Y=1)—- P, =1)P(Y2 =1). (5.7)
Consider the process of generating a uniformly random ordered partition by first picking n elements for

the first subset, then n elements for the second subset, and so on. In this scheme, the probability that both
Y) =1and Y, = 1 equals to

1 “"im L(”‘i)m Ny No Ny —2u—1\ (No—n+2u+1 -
M =~ ~ 2u+1/\n—2u—1 20+ 1 n—2v—1 ’ '

where No+ N1\ /Ny + N
M:( o+t )( o+t 1‘"). (5.9)

n n

Let gy, be the (u, v)-th summand of Eq. (5.8) divided by M. On the other hand, the product of marginals
P(Y7 =1)P(Y2 = 1) is equal to

0 Mn_zl)m [(n=1)/2] Ny No Ny No (5.10)
M4 2u+1)\n—2u—1)\2v+1)\n—-2v-1/]" .

=0 v=0
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where

M= <N0+N1) <N0+N1>. (5.11)
n n

et q e the (u, v)-th summand o . (5.10) divide . Consider the ratio ¢, +/q,, .
Let g, , be the (u,v)-th d of Eq. (5.10) divided by M’. Consider the ratio qu,»/d,.,

quo _ (0N (AT (AT

/T (NotNi—ny N ' N
Tuv ( ’ n ' n) (21}—}1-1) (n—ZS—l)
By picking N and Ny large enough, we will make gy, close to q;, ,,. This is possible as for any fixed n, these
3 fractions converge to 1 as min { Ny, N1} — co. Therefore, for any § > 0 there exists N’ such that when
min {Ny, N1} > N’ then ¢, < (1 + (5)q1’w. This implies that Py, v, (Y1 =1,Y2 = 1) < (14 §)P(Y; =
1)P(Y2 = 1). Combining this result with Eq. (5.7) proves the desired result. O

(5.12)

5.3 A counterexample

Theorem 5.3.1. For any training set size n = 2" and § > 0, there exists a finite input space Z, a data
distribution Py, a learning algorithm Qyy|5 with a finite hypothesis space W, and a binary loss function
0: W x Z —{0,1} such that

(a) KL (QW|S | Pw) > n — 1 with probability at least 1 — 6,
(b) W and Z; are independent for each i € [n],
© Epy s [RIW) —rs(W)] =0,

(@ P (ROW) — rs(W) > 3) >

N[ =

This result shows that there can be no meaningful sample-wise expected squared generalization bounds,
as [(W; Z;) = 0 while Ep,, s (R(W) — rs(W))? > 1/16. Similarly, there can be no sample-wise PAC-
Bayes or single-draw generalization bounds that depend on quantities such as KL (Pyyz, || Pw), I(W; Z;)
or L(W, Z;), as all of them are zero while with probability at least 1/2 the generalization gap will be at least
1/4. The first property verifies that in order to make the generalization gap large W needs to capture a
significant amount of information about the training set.

The main idea behind the counterexample construction is to ensure that W contains sufficient informa-
tion about the whole training set but no information about individual examples. This captured information
is then used to make the losses on all training examples equal to each other, but possibly different for
different training sets. This way we induce significant variance of empirical risk. Along with making the
population risk to be roughly the same for all hypotheses, we ensure that the generalization gap will be
large on average. Satisfying the information and risk constraints separately is trivial, the challenge is in
satisfying both at the same time.

To better understand this result and its implications, it is instructive to go into the details of the
construction.

Proof of Theorem 5.3.1. Let n = 2" and Z be the set of all binary vectors of size d: Z = {0, 1}d with d > r.
Let N = 2¢ denote the cardinality of the input space. We choose the data distribution to be the uniform
distribution on Z: P; = Uniform(Z). Let the hypothesis set V) be the set of all partitions of Z into subsets
of size n:

W= {{A1,..., Ax/u} | |Ai] =n,UiA; = Z,A;NA;j =0} . (5.13)
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_ NI . . )
W| = N (N When the training algorithm receives a
training set S that contains duplicate examples, it outputs a hypothesis from WV uniformly at random.
When S contains no duplicates, then the learning algorithm outputs a uniformly random hypothesis from

the set WWs C W of hypotheses/partitions that contain S as a partition subset. Formally,

This hypothesis space is finite, namely,

Uniform(W),  if S has duplicates,

Qwis = { Uniform (Wg), otherwise, (5-14)

where Wg £ {{A1,..., AN/} € W|Jist. A; = S}. Let p(n,d) be the probability of S containing
duplicate examples. By picking d large enough we can make p as small as needed.
Given a partition w = {41, ..., Ay, } € W and an example z € Z, we define [z],, to be the subset

A; € w that contains z. Given a set of examples A C Z, we define &) (A) to be xor of all bits of all
examples of A:

@(2) (A) = ®(a1,...,ad)€A <@?:1a2) . (515)

Finally, we define the loss function as follows:
l(w,z) = &P ([2]w) € {0,1}. (5.16)

Let W ~ Qyy|s. Let us verify now that properties (a)-(d) listed in the statement of Theorem 5.3.1 hold.

(a). By symmetry, the marginal distribution Py = Eg [QW‘ 5] will be the uniform distribution over W.
With probability 1 — p(n, d), the training set S has no duplicates and Qg = Uniform(Ws). In such

COLy /Sﬁl_g\a!/n_l),, while the support size of Py is always equal

cases, the support size of Qyy|s is equal to

N!

L0 G /n ().

. Therefore,

P
KL (Qw/s | Pw) = log (W) (5.17)
N - N - . N
— log <( nt 12!((]\7/”7; +2) ) (5.18)
n(N —n+1)"
> log (n”N) (5.19)
=nlog(N—n+1)—(n—1)logn —log N (5.20)
~ (n — 1)dlog2 — nlogn. (for a suff. large d) (5.21)

For large d, the quantity above is approximately (n — 1)dlog 2, which is expected as knowledge of any Z;
(d bits) along with W is enough to reconstruct the training set S that has nd bits of entropy. To satisfy the
property (a), we need to pick d large enough to make p(n,d) < 6 and (n — 1)dlog2 — nlogn >n — 1.

(b). Consider any z € Z and any i € [n]. Then

Py (W = w) Pz jw-w(Zi = 2)

Py z=.(W =w) = (5.22)

= Py (W = w), (5.23)
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where the second equality follows from the fact that conditioned on a fixed partition w, because of the
symmetry, there should be no difference between probabilities of different Z; values.

(c). With probability 1 — p(n, d),

rs(W) =~ > UW, Z;) (5.24)

=1
= % > @ ((Ziw) (5.25)

i=1
= % > @®(s) (5.26)

i=1
=a®(9) € {0,1}. (5.27)

Furthermore,
ROW) = Er, (6. 2)] = 7 3 &2(4). (5.28)
AeW

Given Eq. (5.27) and Eq. (5.28), due to symmetry Ep, ¢ [rs(W)] = 1/2 and Ep,, ; [R(W)] = 1/2. Hence,
the expected generalization gap is zero: Epy, ; [R(W) — r5(W)] = 0.

(d). Consider a training set S that has no duplicates and let W = {S, Ay, ... AN/n—l} ~ Qw|s- The
population risk can be written as follows:

N/n—1
n n
R(W):Nea(z) (S)+5 > a@(4y). (5.29)
—_—— i=1 T
<n/N i

Consider the set Z \ S. Let Ny be the number of examples in this set with parity 0 and N; be the number
of examples with parity 1. We use Lemma 5.2.1 to show that Y; are almost pairwise independent. Formally,
for any & > 0 there exists N’ such that when min { No, Ny} > N, we have that Cov [Y;, V;] < &' E V3],
foralli,j € [N/n — 1],i # j. Therefore,

N/n—1 9
N
Var % Y v = % (n - 1> Var [Y7] (5.30)
=1
2 /N N
- % (n — 1) <n — 2) Cov [Y7, Ya] (5.31)
< % 46, (5.32)
By Chebyshev’s inequality
N/n—1
N 24
P % 3 Yg-Xf(n—l)E[Yﬂ > g4N; . (5.33)
=1
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Furthermore, E [Y;] — 1/2 as d — co. Therefore, we can pick a large enough d, appropriate ¢’ and ¢ to
ensure that with at least 0.5 probability over Py, g, R(W) € [1/4,3/4] and rg(W) € {0, 1}. O

5.4 Implications for other bounds

Information-theoretic generalization bounds have been improved or generalized in many ways. A few
works have proposed to use other types of information measures and distances between distributions,
instead of Shannon mutual information and Kullback-Leibler divergence respectively [Esposito et al., 2021,
Aminian et al., 2021b, Rodriguez Galvez et al.,, 2021]. In particular, Rodriguez Galvez et al. [2021] derived
expected generalization gap bounds that depend on the Wasserstein distance between Pyy|z, and Py .
Aminian et al. [2021b] derived similar bounds but that depend on sample-wise Jensen-Shannon information
I;s(W;Z;) £ JS(Pw.z, || Pw @ Pz,) or on lautum information L(W; Z;) £ KL (Pw ® Pz, || Pw.z,)-
Esposito et al. [2021] derive bounds on probability of an event in a joint distribution Px y in terms of
the probability of the same event in the product of marginals distribution Px ® Py and an information
measure between X and Y (Sibson’s a-mutual information, maximal leakage, f-mutual information) or
a divergence between Py y and Px ® Py (Rényi a-divergences, f-divergences, Hellinger divergences).
They note that one can derive in-expectation generalization bounds from these results. These results will be
sample-wise if one starts with X = W and Y = Z; and then takes an average over i € [n]. The property (b)
of the counterexample implies that there are no PAC-Bayes, single-draw, or expected squared generalization
bounds for the aforementioned information measures or divergences, as all of them will be zero when
Vz € Z,Pw = Py|z,—-

PAC-Bayes bounds have been improved by comparing population and empirical risks differently (instead
of just subtracting them) [Langford and Seeger, 2001, Germain et al., 2009, Rivasplata et al., 2020]. The
property (d) of the counterexamples implies that these improvements will not make sample-wise PAC-Bayes
bounds possible, as the changed distance function will be at least constant when rg(W) € {0, 1} while
R(W) € [1/4,3/4].

Another way of improving information-theoretic bounds is to use the random subsampling setting
introduced by Steinke and Zakynthinou [2020]. In this setting one considers 2n i.i.d. samples from P
grouped into n pairs: Z € Z™*2. A random variable .J ~ Uniform({0, 1}"), independent of Z, specifies
which example to select from each pair to form the training set S = (Z; j,)?_,. Steinke and Zakynthinou
[2020] proved that if /(w, z) € [0,1],Vw € W, z € Z, then the expected generalization gap can be bounded
as follows:

Esw [ROV) —rs(W)]| < \/ 210W; 7| 2). (534)

This result was improved in many works, leading to the following sample-wise bounds [Haghifam et al.,
2020, Harutyunyan et al., 2021b, Rodriguez-Galvez et al., 2021, Zhou et al., 2021]:

Esw [RW) —rs(W)]| < — ZE [\/212 (W; J)] (5.35)
Esw [ROW) — rs(W ZIE [\/212 (W; J)] (5.36)

where Zz = (Zm, Zi,g) is the i-th row of Z. Given a partition W ~ QW|S and two examples Zi, one cannot
tell which of the examples was in the training set because of the symmetry. Hence, the counterexample
implies that expected squared, PAC-Bayes, and single draw generalization bounds that depend on quantities

like I%i (W35 J;) cannot exist. However, if we consider the weaker sample-wise bounds of Eq. (5.36), then
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the knowledge of Z helps to reveal the entire .J at once with high probability. This can be done by going
over all possible choices of .J and checking whether Z; = (Zl ;) belongs to partition . This will be true
for the true value of J, but will be increasingly unlikely for all other values of J as n and d are increased.
In fact, we derive the following expected squared generalization gap that depends on terms IZ (W J;).

Theorem 5.4.1. In the random subsampling setting, let W ~ Q. If £(w, 2) € [0, 1], then

Epys |(R(W) —rS(W))ﬂ < 2‘1 + = ZE~ \/ 212 (W5 ). (5.37)

Therefore, the counterexample is a discrete case where the bound of Eq. (5.35) is much better than the
weaker bound of Eq. (5.36). It is also a case where I(W; Z;) < I(W;.J; | Z) (i.e., CMI bounds are not
always better).

Finally, another way of improving information-theoretic bounds is to use evaluated conditional mutual
information (e-CMI) [Steinke and Zakynthinou, 2020] or functional conditional mutual information (f-CMI,
see Chapter 4). Similarly to the functional CMI bounds, one can derive the following expected generalization

gap bound.

Theorem 5.4.2. In the random subsampling setting, let W ~ Qyy|g. If £(w, 2) € [0, 1], then

IE[R(W) — rg(W )]|<n \/21 (W, Z): Jo), (5.38)
i=1

IE[R(W) —rs(W)]| < = ZE {\/212 (W, Z;) J)] (5.39)

E[R(W) —rg(W)]] < — ZE {\/212 (W, Z;) J)} (5.40)

where (W, Z;) € {0, 1}2 is the pair of losses on the two examples of Z;.

In the case of the counterexample bounds of Eq. (5.38) and Eq. (5.39) will be zero as one cannot guess J;
knowing losses £(W, Z;) and possibly also Z;. This rules out the possibility of such sample-wise expected
squared, PAC-Bayes and single-draw generalization bounds. Unlike the case of the weaker CMI bound of
Eq. (5.36), the weaker e-CMI bound of Eq. (5.40) convergences to zero in the case of the counterexample as
d — o0. Therefore, the counterexample is a discrete case where the sample-wise e-CMI bound of Eq. (5.40)
can be much stronger than the sample-wise CMI bound of Eq. (5.36).

5.5 The case of m =2

In Section 5.1 we mentioned that there are expected generalization bounds that are based on information
contained in size m subsets of examples. In Section 5.3 we showed that there can be no expected squared
generalization bounds with m = 1. In this section we show that expected squared generalization bounds

are possible for any m > 2. For brevity, let G(2) £ Epy s |(R(W) — Ts(W))Q] denote expected squared
generalization gap.

60



Theorem 5.5.1. Assume /(w, z) € [0,1]. Let W ~ Qyy|g. Then

1 1
a? < i % V2I (W Zs, Zy,). (5.41)
Proof. We have that
n 2
1
G? — Epy s |:<n ; (LW, Z;) — R(W))) ] (5.42)
= % > Ery, [(E(W, Zi) = R(W))Q} (5.43)
i=1
<1/n
+ %ZEW(W’ Z;) — R(W)) (LW, Z),) — R(W))]. (5.44)
ik ~

ik

For bounding the C; j, terms we use Lemma 4.2.1 with ® = W, ¥ = (Z;, Z}), and f(®, (V1,V3)) =
(U(P,¥1) — R(D)) (£(P,¥2) — R(P)). As f(P, V) is 1-subgaussian under Py @ Py, by the lemma

Epy .y [f(2,0)] — Ep,epy [f(®, )] < /2I(2; W), (5.45)

which translates to

Cik = Epy py, 5, [(EW, Zi) = ROW)) (LW, Zi) = ROW))]| < V2I(W; Zi, Z).  (5.46)

Cik

It is left to notice that C; ; = 0, as for any w the factors ({(w, Z;) — R(w)) and (¢(w, Zi) — R(w)) are
independent and have zero mean. O

Corollary 5.5.2. Let U,;, be a uniformly random subset of [n] of size m, independent from W and S. Then

1 IV (W;
G(Z) <249 EUm (W7 SUm) (5.47)
n m
Proof. By Proposition 4.2.9 we have that for any m € [n — 1],
E ! IV ;S <E L TUmtr (W S
Um E m(W’ Um) — Um+1 m + 1 m+ (W; Um+1) . (548)
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Therefore, for any m = 2, ..., n, starting with Theorem 5.5.1,

1 1
(2 « — 4 = .7
GO <+ Z oI (W; Z;, Zy,) (5.49)
i#£k
1 JU: .
<Liopy, |50 SU2)] (5.50)
n 2
1 IUm (W,
< -+ QEUm (I/V’SUT’I)] . (5_51)
n m
O

At m = n this bound is weaker that the bound of Theorem 4.2.3, which depends on I(W;5)/n
rather than /I(W;.S)/n. We leave improving the bound of Theorem 5.5.1 for future work. Nevertheless,
Corollary 5.5.2 shows that it is possible to bound the expected squared generalization gap with quantities
that involve mutual information terms between W and subsets of examples of size m, where m > 2 (unlike
the case of m = 1). Possibility of bounding expected squared generalization gap with m > 2 information
terms makes it possible for single-draw and PAC-Bayes bounds as well. The simplest way is to use Markov’s
inequality, even though it will not give high probability bounds.

Bounds similar to Theorem 5.4.1 but with CMI and e-CMI bounds are also possible, as shown by the
following result.

Theorem 5.5.3. In the random subsampling setting, let W ~ Q. If £(w, 2) € [0, 1], then

Epys [(ROV) = rs(N)?] < 5=+ =5 ST A2, 2, 608, 24; 70 ), 5:2)
) } i#k
Epy s |(ROV) = rs(W))?] < % + 32 Y E \/212% (LW, Z;), 6(W, Zp); T, Tie), (5.53)
) } ik
Epye [(ROV) = rs(0)?] < 5=+ =5 STRN2Z(UW, 2), 600, Z4); Ty ), (550
) i#k
and
2 5 2 w
Epys [(ROV) = rs(W))*] < 5+ 5 3B V2AZD (W T, ), (5.55)
ik
Epw,s [(R(W) - Ts(W))Q} < % - % > BN 202 (W5 i, ). (5.56)
ik

Finally, it is worth to mention that the bound of Theorem 5.5.1 holds for higher order moments of
generalization gap too, as for [0, 1]-bounded loss functions

Ery.s |(ROV) = rs(W)] < Eny g [(ROV) = rs(W))*] (557)

forany k > 2k € N.
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5.6 Conclusion

In the counterexample presented in Section 5.3 the empirical risk is sometimes larger than the popula-
tion risk, which is rare in practice. In fact, if empirical risk is never larger than population risk, then
E[|[R(W) —rs(W)|] reduces to E [R(W) — rs(W)], implying existence of sample-wise bounds. Further-
more, the constructed learning algorithm intentionally captures only high-order information about samples.
This suggests, that sample-wise generalization bounds might be possible if we consider specific learning

algorithms.
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Chapter 6

Supervision Complexity and its Role in Knowledge Distillation

6.1 Introduction

Knowledge distillation (KD) [Bucilua et al., 2006, Hinton et al., 2015] is a popular method of compressing a
large “teacher” model into a more compact “student” model. In its most basic form, this involves training
the student to fit the teacher’s predicted label distribution or soft labels for each sample. There is strong
empirical evidence that distilled students usually perform better than students trained on raw dataset
labels [Hinton et al., 2015, Furlanello et al., 2018, Stanton et al., 2021, Gou et al., 2021]. Multiple works have
devised novel knowledge distillation procedures that further improve the student model performance (see

Gou et al. [2021] and references therein).

The fact that knowledge distillation outperforms training on the raw dataset labels is surprising from a
purely information-theoretic perspective. This is because the teacher itself is usually trained on the same
dataset. By data-processing inequality, the teacher’s predicted soft labels add no new information beyond
what is present in the original dataset. Clearly, the distillation dataset has some additional properties that
enable better learning for the student.

Several works have aimed to rigorously formalize why knowledge distillation can improve the student
model performance. Some prominent observations from this line of work are that (self-)distillation induces
certain favorable optimization biases in the training objective [Phuong and Lampert, 2019, Ji and Zhu,
2020], lowers variance of the objective [Menon et al., 2021, Dao et al.,, 2021, Ren et al., 2022], increases
regularization towards learning “simpler” functions [Mobahi et al., 2020], transfers information from
different data views [Allen-Zhu and Li, 2023], and scales per-example gradients based on the teacher’s
confidence [Furlanello et al., 2018, Tang et al., 2020].

Despite this remarkable progress, there are still many open problems and unexplained phenomena
around knowledge distillation; to name a few:

— Why do soft labels (sometimes) help? 1t is agreed that teacher’s soft predictions carry information about
class similarities [Hinton et al., 2015, Furlanello et al., 2018], and that this softness of predictions has a
regularization effect similar to label smoothing [Yuan et al., 2020]. Nevertheless, knowledge distillation
also works in binary classification settings with limited class similarity information [Miller et al., 2020].
How exactly the softness of teacher predictions (controlled by a temperature parameter) affects the
student learning remains far from well understood.

— The role of capacity gap. There is evidence that when there is a significant capacity gap between the
teacher and the student, the distilled model usually falls behind its teacher [Mirzadeh et al., 2020, Cho
and Hariharan, 2019, Stanton et al., 2021]. It is unclear whether this is due to difficulties in optimization,
or due to insufficient student capacity.

64



teacher — L 00—
/ teacher — L, 00— "\

—,
/ / © o,

/ student '
\ student . 5o oy —> /

—

(a) Offline distillation (b) Online distillation

Figure 6.1: Online vs. online distillation. Figures (a) and (b) illustrate possible teacher and student function
trajectories in offline and offline knowledge distillations respectively. The yellow dotted lines indicate
knowledge distillation.

— What makes a good teacher? Sometimes less accurate models are better teachers [Cho and Hariharan,
2019, Mirzadeh et al., 2020]. Moreover, early stopped or exponentially averaged models are often better
teachers [Ren et al., 2022]. A comprehensive explanation of this remains elusive.

The aforementioned wide range of phenomena suggest that there is a complex interplay between teacher
accuracy, softness of teacher-provided targets, and complexity of the distillation objective.

This work provides a new theoretically grounded perspective on knowledge distillation through the
lens of supervision complexity. In a nutshell, this quantifies why certain targets (e.g., temperature-scaled
teacher probabilities) may be “easier” for a student model to learn compared to others (e.g., raw one-hot
labels), owing to better alignment with the student’s neural tangent kernel (NTK) [Jacot et al., 2018, Lee et al.,
2019]. In particular, we provide a novel theoretical analysis (Section 6.2, Theorems 6.2.2 and 6.2.3) of the role
of supervision complexity on kernel classifier generalization, and use this to derive a new generalization
bound for distillation (Proposition 6.3.1). The latter highlights how student generalization is controlled by a
balance of the teacher generalization, the student’s margin with respect to the teacher predictions, and the
complexity of the teacher’s predictions.

Based on the preceding analysis, we establish the conceptual and practical efficacy of a simple online
distillation approach (Section 6.4), wherein the student is fit to progressively more complex targets, in the
form of teacher predictions at various checkpoints during its training. This method can be seen as guiding
the student in the function space (see Figure 6.1), and leads to better generalization compared to offline
distillation. We provide empirical results on a range of image classification benchmarks confirming the
value of online distillation, particularly for students with weak inductive biases.

Beyond practical benefits, the supervision complexity view yields new insights into distillation:

— The role of temperature scaling and early-stopping. Temperature scaling and early-stopping of the teacher
have proven effective for knowledge distillation. We show that both of these techniques reduce the
supervision complexity, at the expense of also lowering the classification margin. Online distillation
manages to smoothly increase teacher complexity, without degrading the margin.

— Teaching a weak student. We show that for students with weak inductive biases, and/or with much less
capacity than the teacher, the final teacher predictions are often as complex as dataset labels, particularly
during the early stages of training. In contrast, online distillation allows the supervision complexity to
progressively increase, thus allowing even a weak student to learn.

— NTK and relational transfer. We show that online distillation is highly effective at matching the teacher
and student NTK matrices. This transfers relational knowledge in the form of example-pair similarity, as
opposed to standard distillation which only transfers per-example knowledge.
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Problem setting. We focus on classification problems from input domain X" to d classes. We are given
a training set of n labeled examples {(z1,1),. .., (Zn,yn)}, with one-hot encoded labels y; € {0, 1}%.
Typically, a model f,, : X — R? is trained with the softmax cross-entropy loss:

Lee(w) = 1 Z?Zl y; log (softmax(fu(;))) . (6.1)

n
In standard knowledge distillation, given a trained teacher model g : X — R? that outputs logits, one trains
a student model f,, : X — R? to fit the teacher predictions. Hinton et al. [2015] propose the following
knowledge distillation loss:

Lra-colwig, ™) = = 3" softmaux(g(a)/7) log (softmax( £ (/7)) (62)

where temperature 7 > 0 controls the softness of teacher predictions. To highlight the effect of knowledge
distillation and simplify exposition, we assume that the student is not trained with the dataset labels.

6.2 Supervision complexity and generalization

One apparent difference between standard training and knowledge distillation ((6.1) and (6.2)) is that the
latter modifies the targets that the student attempts to fit. The targets used during distillation ensure a
better generalization for the student; what is the reason for this? Towards answering this question, we
present a new perspective on knowledge distillation in terms of supervision complexity. To begin, we show
how the generalization of a kernel-based classifier is controlled by a measure of alignment between the
target labels and the kernel matrix. We first treat binary kernel-based classifiers (Theorem 6.2.2), and later
extend our analysis to multiclass kernel-based classifiers (Theorem 6.2.3). Finally, by leveraging the neural
tangent kernel machinery, we discuss the implications of our analysis for neural classifiers in Section 6.2.2.

6.2.1 Supervision complexity controls kernel machine generalization

The notion of supervision complexity is easiest to introduce and study for kernel-based classifiers. We
briefly review some necessary background [Scholkopf and Smola, 2001]. Let k : X x X — R be a positive
semidefinite kernel defined over an input space X'. Any such kernel uniquely determines a reproducing
kernel Hilbert space (RKHS) H of functions from A" to R. This RKHS is the completion of the set of functions
of form f(z) = D" ak(z;, x), with z; € X, a; € R. Any f(x) = > a;k(z4,2) € H has (RKHS)
norm

m m
2
117, =D cik(zi, z5) = o' K, (6.3)
i=1 j=1
where @ = (a1, ...,a,)" and K; ; = k(z;, z;). Intuitively, fH?_[ measures the smoothness of f, e.g., for a

Gaussian kernel it measures the Fourier spectrum decay of f [Scholkopf and Smola, 2001].

For simplicity, we start with the case of binary classification. Suppose { (X;, Y;) };¢[n) are ni.i.d. examples
sampled from some probability distribution on X x Y, with J C R, where positive and negative labels
correspond to distinct classes. Let K; ; = k(X;, X;) denote the kernel matrix, and Y = (Y3,...,Y,,)" be
the concatenation of all training labels.

Definition 6.2.1 (Supervision complexity). The supervision complexity of targets Y7, .. .,Y,, with respect
to a kernel k is defined to be Y ' K1Y in cases when K is invertible, and +o0o otherwise.
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We now establish how supervision complexity controls the smoothness of the optimal kernel classifier.
Consider a classifier obtained by solving a regularized kernel classification problem:

. 1 n )\ 2
* =3 (X)) + 5 , 6.4
fre argmin T ) iy (f(Xi), Yo) + S 115 (6.4)

where ¢ is a loss function and A > 0. The following proposition shows whenever the supervision complexity
is small, the RKHS norm of any optimal solution f* will also be small. This is an important learning bias
that shall help us explain certain aspects of knowledge distillation.

Proposition 6.2.1. Assume that K is full rank almost surely; ¢(y,y") > 0,Vy,y' € V; and {(y,y) =
0,Vy € Y. Then, with probability 1, for any solution f* of Eq. (6.4), we have || f* H?—L <YTK7Y.

Equipped with the above result, we now show how supervision complexity controls generalization. In
the following, let ¢, : R — [0, 1] be the margin loss [Mohri et al., 2018] with scale v > 0:

1 ifa<0
dy(a)=q1—a/y f0<a<y (6.5)
0 ifao> 7.

Theorem 6.2.2. Assume that £ = sup,cy k(z, ) < oo and K is full rank almost surely. Further, assume
that £(y,y') > 0,Vy,y’ € Y and £(y,y) = 0,Vy € Y. Let My = [yv/n/(2/k)]. Then, with probability at
least 1 — §, for any solution f* of problem in Eq. (6.4), we have

n 2VY TK-1Y +2

n

v Tr (K)

Pry(VIH(X) <0) < 36, sien (¥0) £(X0)
=1

4 g/ 2Mo/0) (6.6)
2n

One can compare Theorem 6.2.2 with the standard Rademacher bound for kernel classifiers [Bartlett
and Mendelson, 2002]. The latter typically consider learning over functions with RKHS norm bounded
by a constant M > 0. The corresponding complexity term then decays as O(y/M - Tr (K) /n), which is
data-independent. Consequently, such a bound cannot adapt to the intrinsic “difficulty” of the targets Y. In
contrast, Theorem 6.2.2 considers functions with RKHS norm bounded by the data-dependent supervision
complexity term. This results in a more informative generalization bound, which captures the “difficulty” of
the targets. Here, we note that Arora et al. [2019] characterized the generalization of an overparameterized
two-layer neural network via a term closely related to the supervision complexity (see Section 6.5 for
additional discussion).

The supervision complexity Y " K~1Y is small whenever Y is aligned with top eigenvectors of K
and/or Y has small scale. Furthermore, one cannot make the bound close to zero by just reducing the scale
of targets, as one would need a small v to control the margin loss that would otherwise increase due to
student predictions getting closer to zero (as the student aims to match Y;).

To better understand the role of supervision complexity, it is instructive to consider two special cases
that lead to a poor generalization bound: (1) uninformative features, and (2) uninformative labels.
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Complexity under uninformative features. Suppose the kernel matrix K is diagonal, so that the
kernel provides no information on example-pair similarity; i.e., the kernel is “uninformative”. An application
of Cauchy-Schwarz reveals the key expression in the second term in Eq. (6.6) satisfies:

f\/YTK Y Te(K \/(Z YRR X)) (X0 k(X X)) = izn]m. 6.7)
=1

Consequently, this term is least constant in order, and does not vanish as n — oo.

Complexity under uninformative labels. Suppose the labels Y; are purely random, and independent
from inputs X;. Conditioned on {X;}, YT K'Y concentrates around its mean by the Hanson-Wright
inequality [Vershynin, 2018]. Hence, J€(K, J,n) such that with probability > 1 — 4, YKy >
Efyviy [YTKle] —e=E [Yf] Tr(K~!) — €. Thus, with the same probability,

%\/YTK%Y Te(K) > 1\/(1@ (V2] Te(K 1) — ) Te(K \/IE Y2 n2 — eTe(K),  (68)

n

where the last inequality is by Cauchy-Schwarz. For sufficiently large n, the quantity E [Yf] n? dominates
e Tr (K), rendering the bound of Theorem 6.2.2 close to a constant.

6.2.2 Extensions: multiclass classification and neural networks

We now show that a result similar to Theorem 6.2.2 holds for multiclass classification as well. In addition,
we also discuss how our results are instructive about the behavior of neural networks.

Extension to multiclass classification. Let {(X;,Y;)}ic[,,) be drawn iid. from a distribution over
X x )Y, where Y C R% Letk : X x X — R4 be a matrix-valued positive definite kernel and ‘H be the
corresponding vector-valued RKHS. As in the binary classification case, we consider a kernel problem in
Eq.(6.4). Let YT = (Y;',...,Y,”) and K be the kernel matrix of training examples:

k(X1,X1) - k(X1 X)
K = e Rndxnd (6.9)
k(Xn, X1) - k(Xp, Xp)

For f : X — R? and a labeled example (z,y), let ps(z,y) = f(x), — max, 2, f(z), be the prediction
margin. Then, the following analogue of Theorem 6.2.2 holds.

Theorem 6.2.3. Assume that k = Sup,cy yefq) k(2; T)y,y < 00, and K is full rank almost surely. Further,
assume that £(y,y’) > 0,Yy,y’ € Y and {(y,y) = 0,Yy € V. Let My = [yv/n/(4dy/K)]. Then, with
probability at least 1 — §, for any solution f* of problem in Eq. (6.4),

4d(Y TK~Y +1)
yn

Pry(pp-(X,Y) €0) < T3 1pp (Xi ¥ <7} + Tx (K)
=1
log(2Mo/0)

3
+ 2n

(6.10)
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Implications for neural classifiers. Our analysis has so far focused on kernel-based classifiers. While
neural networks are not exactly kernel methods, many aspects of their performance can be understood via
a corresponding linearized neural network (see Ortiz-Jiménez et al. [2021] and references therein). We follow
this approach, and given a neural network f,, with current weights wg, we consider the corresponding
linearized neural network comprising the linear terms of the Taylor expansion of f,,(x) around wy [Jacot
et al,, 2018, Lee et al., 2019]:

(@) 2 fuo (@) + Vo fuo (2) " (w — wo). (6.11)

Let w £ w — wy. This network fi"(x) is a linear function with respect to the parameters w, but is generally
non-linear with respect to the input z. Note that V,, f.,, () acts as a feature representation, and induces
the neural tangent kernel (NTK) ko(,7") = Vi fuo (2) T Vi fu () € REXD,

Given a labeled dataset S = {(;, ¥i) }ic[n) and a loss function £(f; S), the dynamics of gradient flow
with learning rate > 0 for £ can be fully characterized in the function space, and depends only on the
predictions at wg and the NTK ko:

(@) = =0 Kola',w) VLU (); S), (612)

where f(x) € R™ denotes the concatenation of predictions on training examples and Ko(z',z) =
Vo fuwo (") TV fuo (). Lee et al. [2019] show that as one increases the width of the network or when
(w —wp) does not change much during training, the dynamics of the linearized and original neural network
become close.

When f,, is sufficiently overparameterized and L is convex with respect to w, then w; converges
to an interpolating solution. Furthermore, for the mean squared error objective, the solution has the
minimum Euclidean norm [Gunasekar et al.,, 2017]. As the Euclidean norm of w corresponds to norm
of flin(x) — fu, () in the vector-valued RKHS H corresponding to ko, training a linearized network to

w
interpolation is equivalent to solving the following with a small A > 0:

n

= argmin =37 (o) + hla) =300+ 5 [ (6.13)
Therefore, the generalization bounds of Theorems 6.2.2 and 6.2.3 apply to h* with supervision complexity of
residual targets y; — fu, (2;). However, we are interested in the performance of f,,, + h*. As the proofs of
these results rely on bounding the Rademacher complexity of hypothesis sets of form {h € H: ||h|| < M},
and shifting a hypothesis set by a constant function does not change the Rademacher complexity (see
Remark G.6 of Appendix G), these proofs can be easily modified to handle hypotheses shifted by the
constant function f,.

6.3 Knowledge distillation: a supervision complexity lens

We now turn to knowledge distillation, and explore how supervision complexity affects student’s gener-
alization. We show that student’s generalization depends on three terms: the teacher generalization, the
student’s margin with respect to the teacher predictions, and the complexity of the teacher’s predictions.

6.3.1 Trade-off between teacher accuracy, margin, and complexity

Consider the binary classification setting of Section 6.2, and a fixed teacher g : X — R that outputs a logit.
Let {(Xi, Y;") }icjn) be n iid. labeled examples, where Y;* € {—1,1} denotes the ground truth labels. For

temperature 7 > 0, let Y; £ 2 sigmoid(g(X;)/7) — 1 € [~1, +1] denote the teacher’s soft predictions, for
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sigmoid function z — (1 + exp(—2)) 1. Our key observation is: if the teacher predictions Y; are accurate
enough and have significantly lower complexity compared to ground truth labels Y;*, then a student kernel
method (cf. Eq. (6.4)) trained with Y; can generalize better than the one trained with Y;*. The following
result quantifies the trade-off between teacher accuracy, student prediction margin, and teacher prediction
complexity.

Proposition 6.3.1. Assume that x = sup,cy k(z,2) < oo and K is full rank almost surely, {(y,y) >
0,Vy,y' € Y,and £(y,y) = 0,Vy € V. Let Y; and Y;* be defined as above. Let My = [vy/n/(21/k)]. Then,
with probability at least 1 — 4, any solution f* of problem Eq. (6.4) satisfies

Pxy-(Y*f1(X) £0) < Pxy-(Y'g(X) <0) + *Z | O (sign (Vi) f7(X4))
student risk teac}:e; risk

student’s empirical margin loss w.r.t. teacher predictions
+ <2\/YTK—1Y + 2) VT (K)/(vn) +3v/In (2Mo/8)/(2n).  (6.14)

complexity of teacher’s predictions

Note that a similar result is easy to establish for multiclass classification using Theorem 6.2.3. The first
term in the above accounts for the misclassification rate of the teacher. While this term is not irreducible (it
is possible for a student to perform better than its teacher), generally a student performs worse that its
teacher, especially when there is a significant teacher-student capacity gap. The second term is student’s
empirical margin loss w.r.t. teacher predictions. This captures the price of making teacher predictions
too soft. Intuitively, the softer (i.e., closer to zero) teacher predictions are, the harder it is for the student
to learn the classification rule. The third term accounts for the supervision complexity and the margin
parameter ~. Thus, one has to choose ~ carefully to achieve a good balance between empirical margin loss
and margin-normalized supervision complexity.

The effect of temperature. For a fixed margin parameter v > 0, increasing the temperature 7 makes
teacher’s predictions Y; softer. On the one hand, the reduced scale decreases the supervision complexity
Y " K~'Y. Moreover, we shall see that in the case of neural networks the complexity decreases even
further due to Y becoming more aligned with top eigenvectors of K. On the other hand, the scale of
predictions of the (possibly interpolating) student f* will decrease too, increasing the empirical margin
loss. This suggests that setting the value of 7 is not trivial: the optimal value can be different based on the
kernel k and teacher logits g(X;).

6.3.2 From offline to online knowledge distillation

We identified that supervision complexity plays a key role in determining the efficacy of a distillation
procedure. The supervision from a fully trained teacher model can prove to be very complex for a student
model in an early stage of its training (Figure 6.2). This raises the question: is there value in providing
progressively difficult supervision to the student? In this section, we describe a simple online distillation
method, where the the teacher is updated during the student training.

Over the course of their training, neural models learn functions of increasing complexity [Kalimeris et al.,
2019]. This provides a natural way to construct a set of teachers with varying prediction complexities. Similar
to Jin et al. [2019], for practical considerations of not training the teacher and the student simultaneously, we
assume the availability of teacher checkpoints over the course of its training. Given m teacher checkpoints
at times 7 = {t; };c[;n,), during the ¢-th step of distillation, the student receives supervision from the teacher

70



Algorithm 2 Online knowledge distillation.

1: Require: Training sample S; teacher checkpoints {g(*1), ... g(*~)1; temperature 7 > 0; training steps T’
minibatch size b

2: fort=1,...,T do

3:  Draw random b-sized minibatch S’ from S

4:  Compute nearest teacher checkpoint t* = min{i € [m]: ¢; > ¢}
5:  Update student w < w — 7 - Vi Lid—ce(w; g7, 7) over S’

6: end for

7: return f,

Table 6.1: Knowledge distillation results on CIFAR-10. Every second line is an MSE student.

Setting No KD Offline KD Online KD Teacher
T=1 T=4 T=1 T=4

ResNet-56 — LeNet-5x8 81.8£05 824£05 860£02 868+02 886=£0.1 93.2
ResNet-56 — LeNet-5x8 834+£03 831£02 849+01 856£01 871£0.1 93.2

ResNet-110 — LeNet-5x8 81.7£0.3 81.9+0.5 858+0.1 865401 888=+0.1 93.9
ResNet-110 — LeNet-5x8 83.2£0.4 832401 850£03 856401 87.140.2 93.9

ResNet-110 — ResNet-20 91.4£0.2 914+0.1 928=+£0.0 922+03 93.1£0.1 93.9
ResNet-110 — ResNet-20 909 £0.1 909=£0.2 91.6+£02 912401 921£0.2 93.9

checkpoint at time min{¢' € T : ¢’ > t}. Note that the student is trained for the same number of epochs in
total as in offline distillation. We use the term “online distillation” for this approach (cf. Algorithm 2).
Online distillation can be seen as guiding the student network to follow the teacher’s trajectory in
function space (see Figure 6.1). Given that NTK can be interpreted as a principled notion of example similarity
and controls which examples affect each other during training [Charpiat et al., 2019], it is desirable for the
student to have an NTK similar to that of its teacher at each time step. To test whether online distillation
also transfers NTK, we propose to measure similarity between the final student and final teacher NTKs.
For computational efficiency we work with NTK matrices corresponding to a batch of b examples (bd x bd
matrices). Explicit computation of even batch NTK matrices can be costly, especially when the number of
classes d is large. We propose to view student and teacher batch NTK matrices (denoted by K and K,
respectively) as operators and measure their similarity by comparing their behavior on random vectors:

(K sV, Ko V) } . (6.15)

sn(Ky, Ky) = Evento.n [HKfvr 1K,V

Note that the cosine distance is used to account for scale differences of K, and K. The kernel-vector
products appearing in this similarity measure above can be computed efficiently without explicitly con-
structing the kernel matrices. For example, with &’ denoting the collection of inputs of the mini-batch,
K = Vi fu(@')" (Vi fu(x')v) can be computed with one vector-Jacobian product followed by a
Jacobian-vector product. The former can be computed efficiently using backpropagation, while the latter
can be computed efficiently using forward-mode differentiation.

6.4 Experimental results

We now present experimental results to showcase the importance of supervision complexity in distillation,
and to establish efficacy of online distillation.
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Table 6.2: Knowledge distillation results on CIFAR-100.

Setting No KD Offline KD Online KD Teacher
T=1 T=4 T=1 T=4

ResNet-56 — LeNet-5x8 4734+06 501404 599402 61.9+02 66.1+04 72.0
ResNet-56 — ResNet-20 67.7+05 682+£03 716%£02 69.6+03 714%03 72.0
ResNet-110 — LeNet-5x8 47.2+ 0.5 48.6+08 59.0+03 608+0.2 658+0.2 73.4
ResNet-110 — ResNet-20 67.8 £0.3 67.8+0.2 71.24£00 690403 714=+0.0 73.4

Table 6.3: Knowledge distillation results on Tiny ImageNet.

Setting No KD Offline KD Online KD Teacher
T=1 T=2 T=1 T=2
MobileNet-V3-125 — MobileNet-V3-35 585+ 0.2 59.2+0.1 602+0.2 60.7+02 623+0.3 62.7
ResNet-101 — MobileNet-V3-35 585+0.2 594+05 61.6£02 61.1+03 620=£0.3 66.0
MobileNet-V3-125 — VGG-16 4894+03 541+04 5944+04 589+0.7 623103 62.7
ResNet-101 — VGG-16 486 +04 531+£04 60.6+02 604+£0.2 64.0%0.1 66.0

6.4.1 Experimental setup

We consider standard image classification benchmarks: CIFAR-10, CIFAR-100, and Tiny-ImageNet. Ad-
ditionally, we derive a binary classification task from CIFAR-100 by grouping the first and last 50 classes
into two meta-classes. We consider teacher and student architectures that are ResNets [He et al., 2016],
VGGs [Simonyan and Zisserman, 2015], and MobileNets [Howard et al., 2019] of various depths. As a
student architecture with relatively weaker inductive biases, we also consider the LeNet-5 [LeCun et al.,
1998] with 8 times wider hidden layers.

We use standard hyperparameters to train these models. In particular, in all experiments we use
stochastic gradient descent optimizer with 128 batch size and 0.9 Nesterov momentum. The starting
learning rates are presented in Table 6.4. All models for CIFAR datasets are trained for 256 epochs, with
a learning schedule that divides the learning rate by 10 at epochs 96, 192, and 224. All models for Tiny
ImageNet are trained for 200 epochs, with a learning rate schedule that divides the learning rate by 10 at
epochs 75 and 135. The learning rate is warmed-up linearly to its initial value in the first 10 and 5 epochs
for CIFAR and Tiny ImageNet models respectively. All VGG and ResNet models use 2e-4 weight decay,
while MobileNet models use 1e-5 weight decay.

The LeNet-5 uses ReLU activations. We use the CIFAR variants of ResNets in experiments with CIFAR-10
or (binary) CIFAR-100 datasets. Tiny ImageNet examples are resized to 224x224 resolution to suit the
original ResNet, VGG and MobileNet architectures. In all experiments we use standard data augmentation
- random cropping and random horizontal flip. In all online learning methods we consider one teacher
checkpoint per epoch.

We compare (1) regular one-hot training (without any distillation), (2) regular offline distillation using
the temperature-scaled softmax cross-entropy, and (3) online distillation using the same loss. For CIFAR-10

72



Table 6.4: Initial learning rates for different dataset and model pairs.

Dataset Model Learning rate
ResNet-56 (teacher) 0.1
. ResNet-110 (teacher) 0.1
CIFAR-10, CIFAR-100, binary CIFAR-100 ResNet-20 (CE or MSE students) o1
LeNet-5x8 (CE or MSE students) 0.04
MobileNet-V3-125 (teacher) 0.04
Tiny ImageNet ResNet-101 (teacher) 0.1
MobileNet-V3-35 (student) 0.04
VGG-16 (student) 0.01

and binary CIFAR-100, we also consider training with mean-squared error (MSE) loss and its corresponding
KD loss:

1 n

Lanse(w) = 5= llvi = fula) 3 (6.16)
i=1

Liammse(wig,7) = 53 [[softmax(g(z:)/7) — fulzi)5- (6.17)
i=1

The MSE loss allows for interpolation in case of one-hot labels y;, making it amenable to the analysis in
Sections 6.2 and 6.3. Moreover, Hui and Belkin [2021] show that under standard training, the CE and MSE
losses perform similarly; as we shall see, the same is true for distillation as well.

As mentioned in Section 6.1, in all KD experiments student networks receive supervision only through
a knowledge distillation loss (i.e., dataset labels are not used). This choice help us decrease differences
between the theory and experiments. Furthermore, in our preliminary experiments we observed that this
choice does not result in student performance degradation (see Table 6.6).

6.4.2 Results and discussion

Tables 6.1 to 6.3 and 6.5 present the results (mean and standard deviation of test accuracy over 3 random
trials). First, we see that online distillation with proper temperature scaling typically yields the most
accurate student. The gains over regular distillation are particularly pronounced when there is a large
teacher-student gap. For example, on CIFAR-100, ResNet to LeNet distillation with temperature scaling
appears to hit a limit of ~ 60% accuracy. Online distillation however manages to further increase accuracy
by +6%, which is a &~ 20% increase compared to standard training. Second, the similar results on binary
CIFAR-100 shows that “dark knowledge” in the form of membership information in multiple classes is not
necessary for distillation to succeed.

The results also demonstrate that knowledge distillation with the MSE loss of Eq. (6.17) has a qualitatively
similar behavior to KD with CE objective. We use these MSE models to highlight the role of supervision
complexity. As an instructive case, we consider a LeNet-5x8 network trained on binary CIFAR-100 with
the standard MSE loss function. For a given checkpoint of this network and a given set of m labeled (test)
examples {(X/,Y/)}, c[m]> We compute the adjusted supervision complexity defined as

1/n\/(Y’ = (X)) N(E)H Y’ = f(X7)) - Tr (K), (6.18)
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Table 6.5: Knowledge distillation results on binary CIFAR-100. Every second line is an MSE student.

Setting No KD Offline KD Online KD Teacher
T=1 T=4 T=1 T=4

ResNet-56 — LeNet-5x8 715£02 724£01 736£02 747402 761£0.2 77.9
ResNet-56 — LeNet-5x8 715£04 719£03 73.0£03 751£03 751=£0.1 77.9

ResNet-56 — ResNet-20 758 £05 761£02 77.1£06 77.8+03 781=£0.1 77.9
ResNet-56 — ResNet-20 761 £05 760£02 774+£03 780£02 784403 77.9

ResNet-110 — LeNet-5x8 71.4£04 71.9£01 729£03 74303 754£03 78.4
ResNet-110 — LeNet-5x8 71.6 +£0.2 71.5+04 726+04 748+£04 746+0.2 78.4

ResNet-110 — ResNet-20 76.0 £03 76.0+£0.2 77.0£0.1 773+£0.2 780=£04 78.4
ResNet-110 — ResNet-20 76.1£0.2 764+£03 77603 77.9£02 781=£0.1 78.4

where f denotes the current prediction function, and K is derived from the current NTK. Note that the
subtraction of initial predictions is the appropriate way to measure complexity given the form of the
optimization problem Eq. (6.13). Nevertheless, it is meaningful to consider the following quantity as well:

%\/Y/T(K')%Y' STr (K), (6.19)

in order to measure “alignment” of targets Y’ with the NTK k. We call this quantity adjusted supervision
complexity*. As the training NTK matrix becomes aligned with dataset labels during training (see Baratin
et al. [2021] and Figure 6.5), we pick {X{}ie[m] to be a set of 2'2 test examples.

Comparison of supervision complexities. We compare the adjusted supervision complexities of
random labels, dataset labels, and predictions of an offline and online ResNet-56 teacher predictions
with respect to various checkpoints of the LeNet-5x8 and ResNet-20 networks. The results presented in
Figures 6.2a and 6.2c indicate that the dataset labels and offline teacher predictions are as complex as random
labels in the beginning. After some initial decline, the complexity of these targets increases as the network
starts to overfit. Given the lower bound on the supervision complexity of random labels (see Section 6.2),
this increase means that the NTK spectrum becomes less uniform. This is confirmed in Figure 6.3. Unlike
LeNet-5x8, for ResNet-20, random labels, dataset labels, and offline teacher predictions do not exhibit a
U-shaped behavior. In this case too, the shape of these curves is in agreement with the behavior of the
condition number of the NTK (see Figure 6.3).

In contrast to these static targets, the complexity of the online teacher predictions smoothly increases,
and is significantly smaller for most of the epochs. To account for softness differences of the various targets,
we consider plotting the adjusted supervision complexity normalized by the target norm ||Y”||,. As shown
in Figures 6.2b and 6.2d, the normalized complexity of offline and online teacher predictions is smaller
compared to the dataset labels, indicating a better alignment with top eigenvectors of the corresponding
NTKs. Importantly, we see that the predictions of an online teacher have significantly lower normalized
complexity in the critical early stages of training.

We compare the adjusted supervision complexities* of random labels, dataset labels, and predictions of
an offline and online ResNet-56 teacher predictions with respect to various checkpoints of the LeNet-5x8
network. The results presented in Figure 6.4 are remarkably similar to the results with adjusted supervision
complexity (Figure 6.2a and Figure 6.2b). We therefore, focus only on adjusted supervision complexity
of Eq. (6.18) when comparing various targets. The only other experiment where we compute adjusted
supervision complexities” (i.e., without subtracting the current predictions from labels) is presented in
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Figure 6.2: Adjusted supervision complexity of various targets with respect to NTKs at different stages
of training. The underlying dataset is binary CIFAR-100. Panels (b) and (d) plot adjusted supervision
complexity normalized by norm of the targets. Note the y-axes of ResNet-20 plots are in logarithmic scale.
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Figure 6.3: Condition number of the NTK matrix of a LeNet5x8 (a) and ResNet-20 (b) students trained with
MSE loss on binary CIFAR-100. The NTK matrices are computed on 2'2 test examples.

Figure 6.5, where the goal is to demonstrate that training labels become aligned with the training NTK
matrix over the course of training,.

On early stopped teachers. Cho and Hariharan [2019] observe that sometimes offline KD works better
with early stopped teachers. Such teachers have worse accuracy and perhaps results in a smaller student
margin, but they also have a significantly smaller supervision complexity (see Figure 6.2), which provides a
possible explanation for this phenomenon.
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Figure 6.4: Adjusted supervision complexities” of various targets with respect to a LeNet-5x8 network at
different stages of its training. The experimental setup of the left and right plots matches that of Figure 6.2a
and Figure 6.2b respectively.
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Figure 6.5: Adjusted supervision complexity* of dataset labels measured on a subset of 2'? training examples
of binary CIFAR-100. Complexities are measured with respect to either a LeNet-5x8 (on the left) or ResNet-20
(on the right) models trained with MSE loss and without knowledge distillation. Note that the plot on the
right is in logarithmic scale.
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Figure 6.6: Adjusted supervision complexity for various targets. One the left: The effect of temperature on
the supervision complexity of an offline teacher for a LeNet-5x8 after training for 25 epochs. On the right:
The effect of averaging teacher predictions.

Effect of temperature scaling. As discussed earlier, higher temperature makes the teacher predictions
softer, decreasing their norm. This has a large effect on supervision complexity (Figure 6.6a). Even when
one controls for the norm of the predictions, the complexity still decreases (Figure 6.6a).
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Figure 6.7: Relationship between test accuracy, train NTK similarity, and train fidelity for CIFAR-100
students training with either ResNet-56 teacher (panels (a) and (c)) or ResNet-110 (panel (b)).

Average teacher complexity. Ren et al. [2022] observe that teacher predictions fluctuate over time, and
showe that using exponentially averaged teachers improves knowledge distillation. Figure 6.6b demonstrates
that the supervision complexity of an online teacher predictions is always slightly larger than that of the
average of predictions of teachers of the last 10 preceding epochs.

Teaching students with weak inductive biases. As we saw earlier, a fully trained teacher can have
predictions as complex as random labels for a weak student at initialization. This low alignment of student
NTK and teacher predictions can result in memorization. In contrast, an early stopped teacher captures
simple patterns and has a better alignment with the student NTK, allowing the student to learn these
patterns in a generalizable fashion. This feature learning improves the student NTK and allows learning
more complex patterns in future iterations. We hypothesize that this is the mechanism that allows online
distillation to outperform offline distillation in some cases.

NTK similarity. Remarkably, we observe that across all of our experiments, the final test accuracy of
the student is strongly correlated with the similarity of final teacher and student NTKs (see Figures 6.7, 6.11
and 6.12). This cannot be explained by better matching the teacher predictions. In fact, we see that the final
fidelity (the rate of classification agreement of a teacher-student pair) measured on training set has no clear
relationship with test accuracy. Furthermore, we see that online KD results in better NTK transfer without
an explicit regularization loss enforcing such transfer.

The effect of frequency of teacher checkpoints. As mentioned earlier, we used one teacher check-
point per epoch so far. While this served our goal of establishing efficacy of online distillation, this
choice is prohibitive for large teacher networks. To understand the effect of the frequency of teacher
checkpoints, we conduct an experiment on CIFAR-100 with ResNet-56 and LeNet-5x8 student with vary-
ing frequency of teacher checkpoints. In particular, we consider checkpointing the teacher once in every
{1,2,4, 8,16, 32,64, 128} epochs. The results presented in Figure 6.8 show that reducing the teacher check-
pointing frequency to once in 16 epochs results in only a minor performance drop for online distillation
with 7 = 4.

On label supervision in KD. So far in all distillation methods dataset labels were not used as an
additional source of supervision for students. However, in practice it is common to train a student with a
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Figure 6.8: Online KD results for a LeNet-5x8 student on CIFAR-100 with varying frequency of a ResNet-56
teacher checkpoints.

Table 6.6: Knowledge distillation results on CIFAR-100 with varying loss mixture coefficient c.

Setting o No KD Offline KD Online KD Teacher
T=1 T=4 T=1 T=4
0.2 476 £0.7 57.6+02 543+0.7 59.0=£0.6
ResNet-56 —s 0.4 4894+03 589404 567105 625102
LeNet-5x8 06 473+06 4944+05 59.7+00 61.1+00 653102 72.0
0.8 498+01 60.1+01 62.0+01 659102
1.0 501 £04 599£02 619+02 66.1+04
0.2 679 +03 703£03 682+£03 703=£0.1
ResNet-56 —s 0.4 67.9+01 71.0£02 687402 714£0.2
ResNet-20 06 67.7+05 681+03 713+01 69.6+04 715402 72.0
0.8 683+02 714+£04 698+03 71.1£03
1.0 682+£03 71602 69603 714=£03

convex combination of knowledge distillation and standard losses: (1 — &) Lce + @Lkd—ce- To verify that
the choice of & = 1 does not produce unique conclusions regarding efficacy of online distillation, we do
experiments on CIFAR-100 with varying values of . The results presented in Table 6.6 confirm our main
conclusions on online distillation. Furthermore, we observe that picking o = 1 does not result in significant
degradation of student performance.

6.5 Related work

The key contributions of this work are the demonstration of the role of supervision complexity in student
generalization, and the establishment of online knowledge distillation as a theoretically grounded and
effective method. Both supervision complexity and online distillation have a number of relevant precedents
in the literature that are worth comment.

Transferring knowledge beyond logits. In the seminal works of Bucilua et al. [2006] and Hinton et al.
[2015] transferred “knowledge” is in the form of output probabilities. Later works suggest other notions
of “knowledge” and other ways of transferring knowledge [Gou et al., 2021]. These include activations of
intermediate layers [Romero et al., 2015], attention maps [Zagoruyko and Komodakis, 2017], classifier head
parameters [Chen et al., 2022], and various notions of example similarity [Passalis and Tefas, 2018, Park
et al., 2019, Tung and Mori, 2019, Tian et al., 2020, He and Ozay, 2021]. Transferring teacher NTK matrix
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belongs to this latter category of methods. Zhang et al. [2022] propose to transfer a low-rank approximation
of a feature map corresponding the teacher NTK.

Non-static teachers. Some works on KD consider non-static teachers. In order to bridge teacher-student
capacity gap, Mirzadeh et al. [2020] propose to perform a few rounds of distillation with teachers of
increasing capacity. In deep mutual learning [Zhang et al., 2018, Chen et al., 2020], codistillation [Anil
et al.,, 2018], and collaborative learning [Guo et al.,, 2020], multiple students are trained simultaneously,
distilling from each other or from an ensemble. In Zhou et al. [2018] and Shi et al. [2021], the teacher and
the student are trained together. In the former they have a common architecture trunk, while in the latter
the teacher is penalized to keep its predictions close to the student’s predictions. Jin et al. [2019] study
route constrained optimization which is closest to the online distillation in Section 6.3.2. They employ a few
teacher checkpoints to perform a multi-round knowledge distillation. Rezagholizadeh et al. [2022] employ
a similar procedure but with an annealed temperature that decreases linearly with training time, followed
by a phase of training with dataset labels only. The idea of distilling from checkpoints also appears in Yang
et al. [2019], where a network is trained with a cosine learning rate schedule, simultaneously distilling
from the checkpoint of the previous learning rate cycle. We complement this line of work by highlighting
the role of supervision complexity and by demonstrating that online distillation can be very powerful for
students with weak inductive biases.

Fundamental understanding of distillation. The effects of temperature, teacher-student capacity gap,
optimization time, data augmentations, and other training details is non-trivial [Cho and Hariharan, 2019,
Beyer et al.,, 2022, Stanton et al.,, 2021]. It has been hypothesized and shown to some extent that teacher
soft predictions capture class similarities, which is beneficial for the student [Hinton et al., 2015, Furlanello
et al., 2018, Tang et al.,, 2020]. Yuan et al. [2020] demonstrate that this softness of teacher predictions also
has a regularization effect, similar to label smoothing. Menon et al. [2021] argue that teacher predictions
are sometimes closer to the Bayes classifier than the hard labels of the dataset, reducing the variance of
the training objective. The vanilla knowledge distillation loss also introduces some optimization biases.
Mobabhi et al. [2020] prove that for kernel methods with RKHS norm regularization, self-distillation increases
regularization strength, resulting in smaller norm RKHS norm solutions.

Phuong and Lampert [2019] prove that in a self-distillation setting, deep linear networks trained with
gradient flow converge to the projection of teacher parameters into the data span, effectively recovering
teacher parameters when the number of training points is large than the number of parameters. They
derive a bound of the transfer risk that depends on the distribution of the acute angle between teacher
parameters and data points. This is in spirit related to supervision complexity as it measures an “alignment
” between the distillation objective and data. Ji and Zhu [2020] extend this results to linearized neural
networks, showing that the quantity A K 1A, where A, is the logit change during training, plays a
key role in estimating the bound. The resulting bound is qualitatively different compared to ours, and the
Al K~1A, becomes ill-defined for hard labels.

Supervision complexity. The key quantity in our work is supervision complexity Y T K ~'Y. Cristianini
etal. [2001] introduced a related quantity Y ' K'Y called kernel-target alignment and derived a generalization
bound with it for expected Parzen window classifiers. As an easy-to-compute proxy to supervision
complexity, Deshpande et al. [2021] use kernel-target alignment for model selection in transfer learning.
Ortiz-Jiménez et al. [2021] demonstrate that when NTK-target alignment is high, learning is faster and
generalizes better. Arora et al. [2019] prove a generalization bound for overparameterized two-layer
neural networks with NTK parameterization trained with gradient flow. Their bound is approximately

VY T(K*)~1Y /\/n, where K is the expected NTK matrix at a random initialization. Our bound of
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Theorem 6.2.2 can be seen as a generalization of this result for all kernel methods, including linearized
neural networks of any depth and sufficient width, with the only difference of using the empirical NTK
matrix. Belkin et al. [2018] warns that bounds based on RKHS complexity of the learned function can fail
to explain the good generalization capabilities of kernel methods in presence of label noise.

6.6 Conclusion and future work

We presented a treatment of knowledge distillation through the lens of supervision complexity. We
formalized how the student generalization is controlled by three key quantities: the teacher’s accuracy, the
student’s margin with respect to the teacher labels, and the supervision complexity of the teacher labels
under the student’s kernel. This motivated an online distillation procedure that gradually increases the
complexity of the targets that the student fits. In the broader context, our results highlight the important
role of data in generalization.

There are several potential directions for future work. Adaptive temperature scaling for online distillation,
where the teacher predictions are smoothened so as to ensure low target complexity, is one such direction.
Another avenue is to explore alternative ways to smoothen teacher prediction besides temperature scaling;
e.g., can one perform sample-dependent scaling? There is large potential for improving online KD by making
more informed choices for the frequency and positions of teacher checkpoints, and controlling how much
the student is trained in between teacher updates. Finally, while we demonstrated that online distillation
results in a better alignment with the teacher’s NTK matrix, understanding why this happens is an open
and interesting problem.
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Appendices

G Proofs

This appendix presents the missing proofs.

G.1 Proof of Theorem 2.2.1

Proof. For each example we consider the following Markov chain:

Y, — [;1 — F/i}] — 171 (G.1)

In this setup, Fano’s inequality gives a lower bound for the error probability:
H(E:) + P(E; = 1)log (|¥| = 1) > H(Y; | X3, W), (G.2)

which can be written as:

H(Y; | X;,W) - H(E;)

P(E;=1)> oz (V] 1) (G.3)
Summing this inequality for i = 1,...,n we get

U (HY | X, W) — H(E))
2 PE=1) = log (IV]— 1) (G4

S (H(Y; | X, W) - H(E))
= log (1]~ 1) (G5)

HY | X,W) - " H(E)

= log (1] - 1) (G.6)

The correctness of the last step follows from the fact that total correlation is always non-negative [Cover
and Thomas, 2006]:

S HY | X,W)-H(Y | X,W)=TC(Y | X,W) >0, (G.7)
=1

Finally, using the fact that H(Y | X, W)= H(Y | X) — I(W;Y | X), we get that the desired result:
zn:E- HY | X) - I(W;Y | X) - 0, H(E)
i=1

E
log (|Y] —1)

> . (G.8)

O]
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G.2 Proof of Proposition 2.3.1
Proof. Given that ¢; and yi; are independent, let us bound the expected L2 norm of G:
E [G:trGt] =FE [(Et + Mt)T(ﬁt + /Lt)]

=E [etTet] +E [M?Mt]
< dag + L2

Among all random variables V' € R? with E[V?V] < C, the Gaussian distribution \V (0,

largest entropy, given by % log (%dec). Therefore,

2re(do? + L?
H(G) < g (7T<<fd+>> |

With this we can upper bound the I(G; Y | X, G<) as follows:

I(Gt;Y‘X7G<t) H(Gt’X,G<t)—H(Gt‘X,Y,G<t)

:H(Gt|X,G<t>—H(€t)
d 27re(d02+L2) d
< Yog [ L2 T 2 900 (9me0?
< e (5 o ome)
d L2
= -1 1+—=.
2Og< +da§>

(G.9)
(G.10)
(G.11)

%Id) has the

(G.12)

(G.13)
(G.14)

(G.15)

(G.16)

O

Note that the proof will work for arbitrary ¢, that has zero mean and independent components, where

the L2 norm of each component is bounded by 03. This holds because in such cases H (¢;) <

%l log(27reo’§)

(as Gaussians have highest entropy for fixed L2 norm) and the transition of Eq. (G.15) remains correct.
Therefore, the same result holds when ¢; is sampled from a product of univariate zero-mean Laplace

distributions with scale parameter o,,/+/2 (which makes the second moment equal to 03).

A similar result has been derived by Pensia et al. [2018] (lemma 5) to bound I (W; (X4, Y:) | We—1).
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G.3 Proof of Proposition 3.2.1

Proof. Note that by definition V.S = s,i € [n], Qw|s=s = Pw|s=s < Pw|s_,—s_,- By the assumption,
we also have that V'S = s,i € [n], Py g_,—s_, < Qw|s=s_,- By transitivity, V.S = s,i € [n], Py|s—s <
QW|S:s,i'

KL (Py s | Qw)s_,) — KL (Pws_, | Qws_,)

[ dPW\S dPW|S—i
=Ep, Epy s _log ¢QWS,] - EPW\Sﬂ. [log (W] (G.17)
dPys dPyys._
=Ep, Ep log ] —Ep, Ep [log _Z:| (G.18)
Z; w|S i dQW\S_i Z; wW|Ss dQW|S_Z-
[ dPys dPys_,
—Ep, Ep_ . |log —5 14 ] (G.19)
WIS T dQw s, dQws_,
I dPW|S
=Ep, Ep log :| (G.20)
Z; w|s i dPW\S,,-
=KL (Pys | Pws_,) - (G.21)
As KL-divergence is non-negative, we get that KL (PW|S | Qwis_;) = KL (PW‘S I PW|571.). O

G.4 Proof of Proposition 3.4.1

Proof. Assuming A(w) is approximately constant around w*, the steady-state distributions of Eq. (3.16) is a
Gaussian distribution with mean w* and covariance ¥ such that:

HY + xHT = %A(w*), (G.22)
where H = (V fo(x)Vyfo(x)? 4+ M) is the Hessian of the loss function [Mandt et al., 2017]. This
can be verified by checking that the distribution N (-; w*, ) satisfies the Fokker-Planck equation (see
Appendix H.2). Having QIS;"?:S given by the Gaussian density N (w; w*, ¥) and Q?ﬁg:s,i by the Gaussian
density N (w; w* ;, ¥_;), we have that

1 * * — * * — —
SI(z;, Q5°P) = 3 (w* —w*)TS (w* —w*,) + (7} 8) + log S, X7 — d) . (G.23)
By the assumption that SGD steady-state covariance stays constant after removing an example,ie. ¥_; = X,
equation Eq. (G.23) simplifies to:

1 _
KL (@395, I Q858-. ) = 5 (0" — w2 'S (w* —w?y). (G249

By the definition of the QM algorithm and smooth sample information, this is equal to SIx(z;, Q¥FM).
O

G.5 Proof of Lemma 4.2.1

The proof of Lemma 4.2.1 uses the Donsker-Varadhan inequality and a simple result on the moment
generating function of a square of a Gaussian random variable.
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Fact G.1 (Donsker-Varadhan inequality, Thm. 5.2.1 of Gray [2011]). Let P and () be two probability
measures defined on the same measurable space (2, F), such that P is absolutely continuous with respect
to ). Then the Donsker-Varadhan dual characterization of Kullback-Leibler divergence states that

_ N !
KL (P | Q) s?p{ /Q fdP — log /Q e dQ}, (G.25)

where f : 2 — R is a measurable function, such that both integrals above exist.

Lemma G.2. If X is a o-subgaussian random variable with zero mean, then

EM <1+48\2%, VAe |0 1. (G.26)
M ) 2
4o

Proof of Lemma G.2. As X is o-subgaussian and E X = 0, the k-th moment of X can be bounded the
following way [Vershynin, 2018]:
E|X* < (26%)*2kD(k/2), Vk €N, (G.27)

where I'(-) is the Gamma function. Continuing,

EMX? — | i ()‘)]j)k] (G.28)

k=0

=1+ i E <(\Ak)f)2k) (by Fubini’s theorem) (G.29)
k=1 )

<1+ 3 <(2A"2)k k'% ' Nk)) (by Eq. (G.27)) (G.30)
k=1 )

=1+2 3 (2Xa?)F. (G.31)

k=1

When A < 1/(40?), the infinite sum of Eq. (G.31) converges to a value that is at most twice of the first
element of the sum. Therefore

EeM® <1482 Vie |0 ). (G.32)
402

O]

Proof of Lemma 4.2.1. We use the Donsker-Varadhan inequality for I(®; ¥) and \g(¢, ¢), where A € R is
any constant:

I(®;V) =KL (Pp v || Ps» ® Py) (by definition) (G.33)
> Epy 5 [Ag(®,0)] — log Epyep, [ekg@ﬂ’)} (by Fact G.1). (G.34)

The subgaussianity of g(®, ¥) under Py ® Py implies that

A2g2

10gEPq>®P\D [eXp {>‘ (Q(‘I)7 ‘Il) - EP(I)@P\IJ [g((I), \Ij)])}] < 9

VA € R. (G.35)
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Plugging this into Eq. (G.34), we get that

A2
[(2;9) 2 A (Ep, ,, [9(®, )] = Epyor, [9(P, V)]) — —— (G.36)
Picking A to maximize the right-hand side, we get that
1 2
I((I)) \I’) > ﬁ (EPq),\p [g((ba ‘1})} - EP<1>®P‘1/ [g(q)a ‘1])]) ) (G37)

which proves the first part of the lemma.
To prove the second part of the lemma, we are going to use Donsker-Varadhan inequality again, but for
a different function. Let A € [0, ﬁ) and define

3(6, 1) 2 A (g(¢, %) — Egropy (6, 0))° . (G.38)

By assumption Ep, ,, [§(®, ¥)] exists. Note that for each fixed ¢, the random variable g(¢, ¥) — Ey g(¢, ¥)
has zero mean and is o-subgaussian, by the additional assumptions of the second part of the lemma.
As aresult, Ep,gp, exp (§(®,V)) = Ep, [Ep, exp (§(P, ¥))] also exists (by Lemma G.2). Therefore,
Donsker-Varadhan is applicable for g and gives the following:

[(®;9) > Ep, , [§(P, V)] - logEpyep, [exp {5(®, ¥)}] (G:39)
= AEp, [(9(‘1% V) — Eyp, 9(P, ‘I"))Q}
108 Epop, exp { A (9(®, ) ~ By, (2, 7))’} (G40)

> AEp, , [(g((I), U) — Egrop, g(®, \If’))ﬂ —log (1+48X0%)  (byLemmaG2). (G41)
Picking A — 1/(40?), we get

1 2
I((b, \Il) 2 @ EP@,\I/ [(g((bu ‘1}) - ]E\II’NP\;, g((b) \IJI)) i| - 1Og 3, (G42)

which proves the desired inequality. To prove the last part of the lemma, we just use the Markov’s inequality
and combine with this last result:

Pyy (|9(®,9) — Egiop, (2, V)| > €) = Py ((g(g U) — Egrop, 9(®, \If’))2 > 62) (G.43)
< Epy g (9(2, V) — Egpy, 9(P, T'))?

< 5 (G.44)
€
402(1(D: T) + 1
< 1o2U(@:Y) +10g3) (Ga5)
€
O

G.6 Proof of Theorem 4.2.3

Before proceeding to the proof of Theorem 4.2.3, we prove a simple lemma that will be used also in the
proofs of Theorem 4.2.8 and Theorem 4.3.1.

Lemma G.3. Let X and Y be independent random variables. If g is a measurable function such that g(x,Y)
is o-subgaussian and E g(z,Y) = 0 for all z € X, then ¢g(X,Y) is also o-subgaussian.
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Proof of Lemma G.3. AsE g(X,Y) = 0, we have that

Exyexp{t(g(X,Y) - Exyg(X,Y))} = Exyexp{tg(X,Y)} (G.46)
=Ex [Ey exp {tg(X,Y)}] (by independence of X and Y) (G.47)
<Ex et (by subgaussianity of g(x,Y")) (G.48)
= e’ (G.49)

[

Proof of Theorem 4.2.3. Let us fix a value of U. Conditioning on U = w keeps the distribution of W and S
intact, as U is independent of W and S. Let us set ® = W, ¥ = J,,, and

> (Uw, su,) = Ezrap, (w, Z")) . (G.50)

=1

1
w, Jy) = —
g(w, Ju) m
Note that for each value of w, the random variable g(w, J,,) is ﬁ—subgaussian, as it is a sum of m i.i.d.
o-subgaussian random variables. Furthermore, Vw, E g(w, J,,) = 0. These two statements together and

Lemma G.3 imply that g(W, J,,) is also \/ﬁ—subgaussian under Py ® Py, . Therefore, with these choices of
®, ¥, and g, Lemma 4.2.1 gives that

m

1
E ZE(VV? Suz) - EZ’NPZ K(W7 Zl)

=1

2 2
Epg < %I(W; T). (G.51)

Taking expectation over u on both sides, then swapping the order between expectation over u and absolute

value (using Jensen’s inequality), we get
202
<Ep, \| —IV(W; J,). (G.52)
m

This proves the first part of the theorem as the left-hand side is equal to the absolute value of the expected
generalization gap, |Epg ,, [R(W) — rg(W)] ‘
The second part of Lemma 4.2.1 gives that

1 m
EPS,W,U [m ZZ(W, Sul) — EZ/NPZ E(W Z/)
i=1

m 2
Epg .o (7711 ;E(W, Su;) —Eziwp, L(W, Z')) < 4;2 (I(W; Jy) +1og3). (G.53)
When u = [n], Eq. (G.53) becomes
Epg,, (R(W) —rs(W))* < 422 (I(W;S) +log3), (G.54)
proving the second part of the theorem. O

Remark G.1. Note that in case of m = 1 and u = {i}, Eq. (G.53) becomes

Epgy (UW, Zi) = Egrp, (W, Z2"))? < 40® (I(W; Z;) +log 3). (G.55)
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Unfortunately, this result is not useful for bounding Epy, ; (R(W) — rs(W))?, as for large n the log 3 term
will likely dominate over I(W; Z;).
G.7 Proof of Proposition 4.2.4

Before we prove Proposition 4.2.4, we establish two useful lemmas that will be helpful also in the proofs of
Proposition 4.2.9, Proposition 4.3.4, Theorem 4.2.5, Theorem 4.2.10 and Theorem 4.3.5.

Lemma G.4. Let ¥ = (VUy,...,V,) be a collection of n independent random variables and ® be another
random variable defined on the same probability space. Then

Vi€ [n], I(2;9;) < (20, | U_y), (G.56)

and .
I(®;) < (@0, | ). (G.57)

i=1

Proof of Lemma G.4. First, for all i € [n],

Q0 | V) =1(P; ;) — [(V;; V) + [(V; 0, | @) (chain rule of MI) (G.58)
=1(D;0;) + I(Vi; Vi [ D) (T; L ¥_y) (G.59)
> I(P;0y) (nonnegativity of MI). (G.60)
Second,
n
I(@;0) = I(T; 0 | Tyy) (G.61)
i=1
n
=3 (@ | Oy, Us) + I(Ti3 Usy | Uy) — I(T5; 0 | Uy, D)) (G.62)
i=1
n
=D (BT | Uey, Usy) — I(T3; W | Uy, ) (G.63)
i=1
n
<Y I(® 0 | Uy, Usy) (G.64)
i=1
n
= 1@ | T_). (G.65)
i=1
The first two equalities above use the chain rule of mutual information, while the third one uses the
independence of Uy,...,V,. The inequality of the fourth line relies on the nonnegativity of mutual
information. O

The quantity > " ; I(®; ¥; | ¥_;) is also known as erasure information [Verdu and Weissman, 2008].

Lemma G.5. Let S = (Z1,. .., Z,) be a collection of n independent random variables and ® be an arbitrary
random variable defined on the same probability space. Then for any subset v’ C {1,2,... ,n} of size
m + 1 the following holds:
1
I(®; ) > — ]; I(®; Sun iy)- (G.66)
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Proof of Lemma G.5.

(m+1)I(P; Jy) = Z I(®; Synqiy) + Z I(®; Zy | Synqky)  (chain-rule of MI) (G.67)
keu! keu!
> Z I(®; Sungry) + 1(®; Jur) (second part of Lemma G.4). (G.68)
keu!
]

Proof of Proposition 4.2.4. By Lemma G.5 with ® = W, for any subset v’ of size m + 1 the following holds:

1
I(W;dw) = — > T(W;Sungiy)- (G.69)
ke’
Therefore,
1 1
_ 1 > _ 2 S, .
¢<m+1I(W, Ju )> > ¢ <m(m+1) ];/I(W,Su\{k})> (G.70)

1 1 . .
> 1 kezu’ 10) (mI(W; Su’\{k:})) . (by Jensen’s inequality) (G.71)

Taking expectation over u’ on both sides, we have that

1 / 1 1
Ep, ¢ <IU (W; Ju’)) >Ep, mri Z ¢ (mIU (W SU’\{k}))] (G.72)

m+1 s
1
= auo (I(W; Ju)> : (G.73)
" m
For each subset u of size m, the coefficient «,, is equal to
1 1 1
y=—70—~ —— (n—m)=~. (G.74)
(my1) m+1 (m)
Therefore ) .
U —1 yJu =K v yJu) | - :
;a¢<m (W,J)) pU¢<m+1 (WJ)> (G.75)
O
G.8 Proof of Theorem 4.2.5
Proof. Using Lemma G.4 with ® = W and ¥ = S, we get that
I(W;Z) <I(W;Zi | Z-;) and  I(W;S) <> I(W;Zi| Z-). (G.76)
i=1
Plugging these upper bounds into Theorem 4.2.3 completes the proof. O
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G.9 Proof of Theorem 4.2.8

Proof. Let us consider the joint distribution of W and J given Z = Z and U = u: Py, J| 7=z U=y Let
d=W,¥ =J,,and

1 m
~m > i) = U5 (Zu)ig,)) - (G.77)
=1

Note that by our assumption, for any w € W each summand of g(w, J,) € [—1,+1], hence is a 1-
subgaussian random variable under P; \~_;;_, = P,. Furthermore, each of these summands has zero

mean. As the average of m independent and zero-mean 1-subgaussian variables is \}m-subgaussian, then

g(w, Jy) is ﬁ—subgaussian for each w € W. Additionally, Vw € W, E g(w, J,) = 0. Therefore, by
Lemma G.3, g(W, J,,) is \/lm-subgaussian under PW|Z=2,U=u ®P; \Z=2 U= With these choices of &, U,
and g(¢, 1), we use Lemma 4.2.1. First,

1 & )
EPy o secven W T =Epy o [mZ( ) — LW, (Za)i ju)i)) (G.78)
=1
Second,
]EPW\Z z2,U= u®PJu\Z:2,U:u [g(W? Ju)} =0. (G79)

Therefore, Lemma 4.2.1 gives

2 -
< \/mIszUu(W; Ju).  (G.80)
=1

EPW,Julzzg,U:u [; Z (ﬁ(W, (§u>i7(Ju)i) - £<Wv (Eu)i,(Ju)i))]

Taking expectation over w on both sides and using Jensen’s inequality to switch the order of absolute value
and expectation of u, we get

2 5 .
<Ep, \/mIZ_Z’U(W§ Ju),
(G.81)

1 & 3 3
Epy EPy 50 [m Z (f(W (Z0)i,(3p),) — €W, (ZU)i,(jU)i)>

which reduces to

1< N N 2 -
IEPW J|Z= [n Z (g(m Zig;) — LW, zi,ji)) <Ep, \/mIZ_Z’U(W; Ju). (G.82)
=1

This can be seen as bounding the expected generalization gap for a fixed Z. Taking expectation over Z on
both sides, and then using Jensen’s inequality to switch the order of absolute value and expectation of Z,
we get

<Ej; \/IZU W; Ju). (G.83)

Er; w.s [iﬁ > (E(W’ Ziz) =W, Ziji))

i=1
Finally, noticing that left-hand side is equal to the absolute value of the expected generalization gap,
|EPs,w [RW) —rs(W)] |, completes the proof of the first part of this theorem.
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When u = [n], applying the second part of Lemma 4.2.1 gives

n 2
4 5 -
Epy 17 (:z Z (W, 2, g,) — LW, 51(]1))> < ;(IZ_Z(W; J) + log 3). (G.84)

=1

Taking expectation over zZ, we get

n 2
1 ~ ~ 4 >
Ep, ., (n > (UW, Zig) — 4W, 2, J)) < ~Ep, (I7(W3J) + log3). (G.85)
i=1
B
Continuing,
1< ?
EPW,S (R(W) - T‘S(W))2 = EPZ,W,J (n ZK(VI/, Zi}]i) — EZ,NPZ E(W, Z/)) (G86)
i=1
n 2
1 ~ !
< 2B+ QEPz:w,J (n Z 0w, Zi,ji) —Ezp, (W, Z )> (G.87)
i=1
1< ’
= 2B + Q]EPZ,W,J (n Z (g(W, Z%jl) - EZINPZ K(I/I/, Z/)>> (GSS)
i=1
1 & ’
=2B+ 2EPZ'j,W (n Z (E(VV, (Zj)i) - EZ’NPZ E(W, Z/)>) (G.89)
i=1
1< ’
=2B+2Ep, Ep, (n 3 (z(w, (Z7)i) — Egrop, LW, Z’))) . (G.90)
i=1

Note that as Z 7 is independent of W, conditioning on W does not change its distribution, implying
that its components stay independent of each other. For each fixed value W = w the inner part of the outer
expectation in Eq. (G.90) becomes

n 2
1 .
Er, <n Z; (w,(Z)3) = Bzpep, t(w, Z’))) , (G91)
which is equal to
n 2
1
EPZiuzé AAAAA z (n ; (€(w7 Zz/) - ]EZ’NPZ g(wv ZI))) ) (G92)
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where Z1,..., Z] are n iid. samples from Py. The expression in Eq. (G.92) is simply the variance of the
average of n i.i.d [0, 1]-bounded random variables. Hence, it can be bounded by 1/(4n). Connecting this
result with Eq. (G.90), we get

Epy,y (ROW) — rs(W))2 < 2B + % (G.93)
<2Ep, E(IZ (W;J) + log 3)} + % (G.94)

<Ep, [i([z (W3J) + 2)] . (G.95)

0

G.10 Proof of Proposition 4.2.9

The proof follows that of Proposition 4.2.4 but with conditioning on Z.

G.11 Proof of Theorem 4.2.10

Proof. For a fixed Z, using Lemma G.4 we get that

= (W3 0y) < IP23Ws 0 | J-y), (G.96)

and .
7= w0y < S Wi g | ). (G.97)
Using these upper bounds in Theorem 4.2.8 proves the theorem. O

G.12 Proof of Theorem 4.3.1

Proof. First, with a slight abuse of notation, we will use ¢(y, y) to denote the average loss between a
collection of predictions ¢ and collection of labels 3. Let us consider the joint distribution of F), and J,,
glvenZ = Z and U = u. We are going to use Lemma 4.2.1 for Py, Tl Z= U= , With @ = F, U =],

9(6,9) = Uy, (Ju)y) = Uy, (Fu)g) (G.98)
- % <Z£ (P (Gu)iwi) = 4Py, (?Ju)i,@)> : (G.99)

The function g(¢, 1)) computes the generalization gap measured on pairs of the examples specified by
subset u, assuming that predictions are given by ¢ and the training/test set split is given by 1. Note
that by our assumption, for any ¢ each summand of g(¢, J,,) is a 1-subgaussian random variable under
Py, JulZ=2,U=u’ Furthermore, each of these summands has zero mean. As the average of m independent

Uu

and zero-mean 1-subgaussian variables is \}-subgausman then g(¢, J,,) is xlﬁ-subgaussian for each

possible ¢. Additionally, V¢ € K™*2, Ej, g(¢,.J,) = 0. By Lemma G.3, g(F,, J,,) is T-subgaussmn
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under Py FulZ=z,U=u ® P | 7=z, U=y Hence, these choices of ®, U, and g(¢, 1) satisfy the assumptions of
Lemma 4.2.1. W ave that
Bf, 2=z W 9(Fus Ju) = B gy guz=20=u [“(Fu)Ju, (Fu) ) — L((FW) 7.+ (gu)ju] ) (G.100)
and
R PRI GNP [g(ﬁuaJu)} =0. (G.101)
Therefore, the first part of Lemma 4.2.1 gives
By s rmsirme [(CF s (00) — € F (s ]| €\ 217 (F 2. (@

Taking expectation over U on both sides, and then using Jensen’s inequality to swap the order of absolute
value and expectation of U, we get

2 . -
\/IZ=Z7U(FU; Ju).  (G.103)
m

‘EU By, fy gy 2=z [f((FU)Jua (G0).1) — L((Fv) 7,5 @U)JU}

which reduces to

. . 2 .
‘EF7J‘Z:§ [K(FJ,yJ) - E(Fj,yj)] ’ < Ey \/mIZ_Z’U(FU; Ju). (G.104)

This can be seen as bounding the expected generalization gap for a fixed z. Taking expectation over Z on
both sides and using Jensen’s inequality to switch the order of absolute value and expectation of Z, we get

‘EZ e [K(FJ, V) — U(F;,Y5) } ( <E, \/JZ U(Fys Jy). (G.105)

Noticing that the left-hand side is equal to |Eg r [R(f) — rs(f)]| completes the proof of the first part of
the theorem.
When u = [n], applying the second part of Lemma 4.2.1 gives

_ SN2 A
EF’,J\Z:'Z' (E(Fj,yj) — E(FJ,@/j)) < g (IZi (F,J) +10g3> . (G.106)

Taking expectation over Z, we get

Bz 7 (K(FJ,Y/J) - K(Fﬁ?j))Q <Ej; [i (IZ(F; J) +log 3)] : (G.107)
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Continuing,

Es g (B(F) ~ rs(N)? = Bz (6F1.¥5) ~ Egrop, 0(7(Zs, X' R).Y")) (G.108)
< 2B+ 2By, (UF7. V) — Ezp, Uf(Zs, X', R), Y’))2 (G.109)
n 2
=2B + QEZ,J,R (:L Z (g(Fi,jia i/i,ji) - IE’Z’NPZ E(f(ZJ7 Xl: R)v Yl))) (G.110)
=1
n 2
=2B+2E; (; 3 (e(f(z,, X, R)i,(Y7):) —Egrp, 0(f(Z7, X', R), y’))) (G.111)
=1

2
R S = ~ -
=2B + QEZJ,R EZj‘ZJ,R <TL Z (K(f(ZJv Xja R)z7 (Yj)l) - EZ’NPZ g(f(Zjv le R): Yl))) - (G112)
i=1
Note that as Z 7 is independent of (Z, R), conditioning on (Z;, R) does not change its distribution,
implying that its components stay independent of each other. For each fixed values Z; = s and R = r, the

inner part of the expectation in Eq. (G.112) becomes

2
I . 8
Ez, (n Z <€(f(8>Xja"”)i, (Y7)i) = Ezup, E(f(S,X’,r),Y’)>> , (G.113)
i=1
which is equal to
1 ¢ 2
B2 24 (n > (60 (s, X1 YY) = By €0 (s, X 7), Y/))) , (G.114)
i=1

where Z], ..., Z] are niid. samples from Py. The expression in Eq. (G.114) is simply the variance of the

average of n i.i.d [0, 1]-bounded random variables. Hence, it can be bounded by 1/(4n). Connecting this
result with Eq. (G.112), we get

Es.r (R(f) - rs(f)? < 2B + % (G.115)
<2E, [i (IZ(F;J) —l—log3>] + % (G.116)
<E, [i (IZ(F; J) + 2)} . (G.117)

O]

G.13 Proof of Proposition 4.3.4

Proof. The proof closely follows that of Proposition 4.2.9. The only important difference is that F;, depends
on u, while W does not.
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Let us fix a value of Z and consider the conditional joint distribution Py 7|7 If we fix a subset v’ of

sizem + 1, set ® = Fu/, and use Lemma G.5 under P g7 We get

IZ(Fu’;Ju’) > ;IEIZ <Fu’7ju’\{k}> (G.118)
Zm Z 17 (B Jungy) (G.119)
k:Eu

as removing predictions on pair £ can not increase the mutual information. Therefore,

1 5 =
® (Wl—f—l[ (Fu/§ Jw)) =z ( m+ 1 kezu I /\{k}, ’\{k})) (G.120)
Lr2g . .
2 m+ 1 =, (mI (Fu'\{k}§Ju/\{k})> . (by Jensen’s inequality) (G.121)

Taking expectation over U’ on both sides, we have

m4+1 Z ¢ <m U/(FU’\{k}§ JU’\{k}))] (G.122)

keU’
= Zauqb( 1%(F,; J, )) (G.123)

For each subset u of size m, the coefficient «,, is equal to

1 7 17! ~
]EU’ gf) (WIZ’U (FU’;JU’>> > EU’

1 1 1
Therefore 1 .
Z y ( Z(Fu; J >> Ey ¢ <mIZ’U<FU; JU)) : (G.125)

G.14 Proof of Theorem 4.3.5

Proof. Let us fix Z = Z. Setting ® = F}, U = J, and using the first part of Lemma G.4 under P 7.J| 7= We
get that

= (Fy Ji) < P=5(F i | ). (G.126)
Next, setting ® = F, ¥ = .J, and using the second part of Lemma G.4 under P J|7=5 We get that

J) < Z HE; i | ). (G.127)

Using these upper bounds in Theorem 4.3.1 proves this theorem. O
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G.15 Proof of Theorem 4.4.1

Proof. Let k denote the number of distinct values F' can take by varying .J and R for a fixed Z = Z. Clearly,
k is not more than the growth function of ‘H evaluated at 2n. Applying the Sauer-Shelah lemma [Sauer,

1972, Shelah, 1972], we get that
d
2n
F<Y < Z, ) |
i=0
The Sauer-Shelah lemma also states that if 2n > d + 1 then
() (5)
‘ ) d
=0
If 2n < d + 1, one can upper bound k by 22" < 2¢+1 Therefore

d
k < max {2d+1 (M> }
= ) d *

Finally, as a F is a discrete variable with k states,

f-OMI(f,2) < H(F | Z = 2) < log(k).

(G.128)

(G.129)

(G.130)

(G.131)
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G.16 Proof of Proposition 4.4.2

Proof. The proof below uses the independence of .Ji, ..., J, and the convexity of KL divergence, once for
the first and once for the second argument.

I(f o, Ry Jy | Jog) = KL (F(Zg, @', ) | £(Zg, ', B ) (G.132)
1 N
= S KL (f(z%o, &'\ R)J_i | f(Zs, 2, R)\J_i>
KL (£ @ R F(Zy, 2 BT (G.133)

1 . 1 - .
= 5 KL (f(ZJi“O?mlv R)|J*7, H 5 (f(ZJi“O’ wl, R) + f(ZJiel,ml, R)) |‘]7,>

+ %KL fEpen, @’ R)| T || % (f(zjico,2’, R) + f(Zic1, 2, R)) \J_z) (G.134)
< KL (@, R | F oo @', R)|T2)
LKL (F(Epen,a B | fpior, ', R)|T )
LKL (FEpen,a, Bt | fGgico, ', R)|T )
KL (FEpen,a, B | fG s, R)|T ) (G.135)
= LKL (FGpico, @, R | f(zyn, 2!, R)IT)
+ %KL (fGicr, @', R)|J_; || f(Zjico, 2", R)|J_;) . (G.136)
O

G.17 Proof of Theorem 4.4.3

Proof. Given a deterministic algorithm f, we consider the algorithm that adds Gaussian noise to the
predictions of f:
fa(sava) = f(S,.’L‘)—Flf(S,I'), (G.137)

where £(s, ) ~ N(0,0%1}). The function f, is constructed in a way that the noise terms are independent
for each possible combination of s and x. This can be achieved by viewing R as an infinite collection of
independent Gaussian variables, one of which is selected for each possible combination of s and .
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Let us consider the random subsample setting and let Z’
and randomness R. First we relate the generalization gap of f,, to that of f:

Es [R(f) — Ts(_f)”

~ Py be a test example independent of Z, .J

~ 1 & -
= EZ,LR’Z g(fU(ZJJX/ﬂR%Y/) - EZ (fo'(ZJ, ZJ;R)7Y;,Ji) ‘ (G138)
L i=1
= EZ,J,R,Z g(f(ZLh ) +€ (Z X Zg ZJ) +€(ZJ7 ) f/:i,Ji) ‘ (G139)
- ) | o )
= EZN,J,R,Z E(f(ZLX/)»Y/) +A - E Z <£(f(ZJa XZ',Ji)a Yz‘,Ji) + Ai) (G.140)
L i=1
where
N =Uf(Z5,X")+ (25, X),Y") =U(f(Z5,X"),Y"),
—_—
Lt
AN =Uf(Z5, X)) +8(Zy,Xi,3,),Y5,0,) — U f(Z1,Xi,3,),Yi,1,)-
£¢;
Asl(y,y)i | <7 |€']| and |A;| < 7 [|&]]- Connecting this to Eq. (G.140)
we get

Es.r [R(foe) = rs(fo)ll = [Es [R(f) = rs(N)]| = vE[|¢']| - %ZE 1€l
i=1

= [Es [R(f) = rs(f)]| - 2Vdvo.

Similarly, w

Es,r (R(fs) — 75(fs))”
—E; ;n (EZINPZ (720, X))+ 8] = 257 (72 Kin)
=1
n 2
=Es (R(f) —rs(f)"+Ez ;r (EZ’NPZ [A'] — % Ai>
=1
+2E; ;g [(R(f) —rs(f)) (EZ’NPZ [A'] — % A;
L =1

- ZEZJ,R ‘

Es (R(f) - rs(f))*

Bz | IR() —rs(H) En |[Ezep, (8] -3,

i=1

(G.141)

(G.142)

e relate the expected squared generalization gap of f, to that of f:

(G.143)

(G.144)

(G.145)

(G.146)
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n

1
ER [EZ/NPZ[A/] _ ﬁ ZAZ < ER [EZINPZ }A ‘ ZER ‘A ’ (G147)
=1
<Er [Ez~p, []€]]]] + ZER [y 1€ (G.148)
= 29Vdo, (G.149)

we can write Eq. (G.146) as
Es g (R(fs) = rs(f)* 2 Es (R(f) = rs(f))? = 4yVdo By, [|R(f) — rs(f)]] (G.150)
> Es (R(f) - rs(f))’ — 4Vdor[Es (R(f) —rs())% (G151)

where the second line follows from Jensen’s inequality ((E | X|)? < E X?2). Summarizing, Eq. (G.142) and
Eq. (G.151) relate expected generalization gap and expected squared generalization gap of f,, to those of f.

Bounding expected generalization gap of f.

[Es [R(f) —rs(f)]]
< |Esr [R(fs) — rs(fo)l| + 2Vdyo (by Eq. (G.142)) (G.152)

1o - . - o
- ZEZ \/2IZ(fO—(ZJ7 X5, R); Ji | J_i) + 2Vdvyo (by Theorem 4.3.5) (G.153)

IN

s KL? (fa<ZJz~H,X@-, R)|J i || fo(Z gico, X, R>|<Lz~)
+5 KL? (fa(ijo,Xi, R\ =i || fo(Zgicr, X, R)|=Li>

1 — 1
=5 2Ez \/zazEf
=1

IN

+2Vdyo  (G.154)

1 n
n 2Bz
=1

~ ~ ~ ~ 2
f(ZJz’(—O,Xi) — f(ZJi(—l,X@') 5 + 2\/&’}/0‘ (G155)

1< 1 ~ ~ - - 12
< n ; \/M EZ,J,i f(Zic0, Xi) — f(Z i1, Xi) ) + 2\/%0 (G.156)
32
<\ =+ 2\/&70 (by 3 self-stability of f). (G.157)
o
Picking 02 = ﬁ, we get
3 .1
[Es [R(f) —rs(f)]] < 22d5/~B. (G.158)
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Bounding expected squared generalization gap of f. For brevity below, let G 2 Eg (R(f) — r5(f))>.
Starting with Eq. (G.151), we get

G <Esr (R(fs) — 15(fo))* + 4yVdoVG (G.159)
< % <E2 ST (f(Z5, X, R); Ji | T—) +2) + 4yVdo VG (by Theorem 4.3.5) (G.160)
i=1
n LRLZ (f,(Zyier, X, R)\|J_i | £,(Zyic0, X, R)|J_;
16,8 o g ({1 ~)| | ({0 ~)| ) + 4y doVG (G.161)
none | kL (fU(ZJiHO,X,R)u_i|ny(ZJiH,X,R)|J_i)
16 8 < 1 - . . 2
==+ > Ej, [402 Hf(ZJH, X) - f(ZJ,.H,X)HQ] + 4 doVG (G.162)
16 2
<—+ (28% + nB? +nB3) + 4yVdoVG. (G.163)

The optimal o is given by

o= (252+n/3%+n5§>5

(G.164)
WGVd
and gives
16 1 2 2 2 2 1 1
G < — 4 6dsvys (26 + npy —|—n62)3G3. (G.165)
n
We discuss 2 cases.
1
(i) 1—716 > Gd%’y% (252 +nBi + nﬂ§)§ G'5. In this case G < %
1
(i) % < 6d%’y§ (252 +nB?+ nﬂ%) 5 G3. In this case, we have
1
G < 12d3~3 (26% + nf} +nfB3)® G, (G.166)
which simplifies to
G < 123Vdy /262 + nf? + . (G.167)
Combining these cases we can write that
32 .53 2 2
G < max{ —, 122 \/&7\/262 +npf +nps (G.168)
n
32
< 22 1 123Vdy\ /262 + 2+ nf}. (G.169)
n
O

Remark G.2. The bounds of this theorem work even when ) = K = [a, b]" instead of R¥. To see this, we
first clip the noisy predictions to be in [a, b]*:

fe(z,2); 2 clip(fo(z,2),a,b);, Vi€ [k] (G.170)

Inequalities Eq. (G.142) and Eq. (G.151) that relate the expected generalization gap and expected squared
generalization gap of f, to those of f stay true when replacing f, with fS. Furthermore, by data processing
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inequality, mutual informations measured with f$ can always be upper bounded by the corresponding
mutual informations informations measures with f,;. Therefore, generalization bounds that hold for f, will
also for fS, allowing us to follow the exact same proofs above.

Remark G.3. In the construction of f, we used Gaussian noise with zero mean and o1 covariance matrix.
A natural question arises whether a different type of noise would give better bounds. Inequalities Eq. (G.142)
and Eq. (G.151) only use the facts that noise components are independent, have zero-mean and o2
Therefore, if we restrict ourselves to noise distributions with independent components, each of which
has zero mean and o2 variance, then the best bounds will be produced by noise distributions that result
in the smallest KL divergence of form KLZ (fg(ZJi(—l &\ R)JT_i || fo(Zjico, 2, R)\J_i). An informal
argument below hints that the Gaussian distribution might be the optimal choice of the noise distribution
when for fixed Z = 2, f,(Zic1,2’, R) and f, (% i0,2’, R) are close to each other.

Let us fix 02 and consider two means ;1 < uz € R. Let F = {p(z;p) | » € R} be a family of
probability distributions with one mean parameter 1, such that every distribution of it has variance o and
KL divergences between members of F exist. Let X1 ~ p(z, 1) and Xo ~ p(z, u2). We are interested in
finding such a family F that KL (X || V) is minimized. For small p9 — p1, we know that

variance.

1

KL (Px [| Py) ~ 5 (2 = p1)Z(p1)(p2 — 1), (G.171)

where Z (1) is the Fisher information of p(; ). Furthermore, let 17 = X. As E iy = 3 and
var[ii1] = o2, the Cramer-Rao bound gives

1
2 _—
o” =var[u] = : (G.172)
Z(p1)
This gives us the following lower bound on the KL divergence between X and Y:
1
KL (Px || Py) £ ﬁ(uz — )2, (G.173)

which is matched by the Gaussian distribution.
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G.18 Proof of Theorem 5.4.1
Proof. Let J = (1 —Jy,...,1— J,) be the negation of .J. We have that

n 2
1
Epy,s [(ROW) = rs(W))*| = Epyq (n N UW, Zi) — Egrep, (W, Z’)) (G.174)
=1
o ,
=E; ;w (n Z (W, Z; 3,) —Bgrop, LW, Z’)) (G.175)
i=1
(1 1< 1< ’
= IE“Z,J,I/V <n Z E(W’ Zi,Ji) - EZ/"‘PZ E(W7 Z/) + E Z g(VV’ Zi, 71') - E Z E(Wv Zi, 1)>
i=1 =1 =1
(G.176)
1 < 1< ’
<2E; ;w <n > UW, Zi ) - - > uw, z; ‘)) (G.177)
=1 i=1
B
1< ?
+2E; ;1 (n Y UW, Z 1) = Egrep, LW, Z’)) (G.178)
i=1
1< ’
— 2B 428, <n > (€W, Z, 1) = Ezrp, AW, Z’))) (G6.179)
=1
1< ’
= 2B +2EwE; (n 3 (E(W, Z; 3) — Egrp, (W, Z/)>> . (G.180)
=1

For any fixed w € W, the terms ¢(WV, Zi, 7,;) are independent of each other under P JW=w Furthermore,

W and Zi, J, are independent. Therefore, the average in Eq. (G.180) is an average of n i.i.d. random variables
with zero mean. The variance of this average is at most ﬁ. Hence,

1
Epy s [(R(W) —rs(W)?| <2B+ . (G.181)
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Let us bound B now:

n 2
B=Ez ;w (; > (f(Wa Zig,) — W, Zi,J))) (G.182)
=1
= % > Ezaw {(ﬁ(Wv Zig,) — (W, Z; ;))2] (G.183)
=1
o S By (60 Zs) — €07, 2,3)) (400, Zig,) — €O, 5, 5) ) (G.184)
i£k

< % +Ezw {i 2; ((z(W, Zig) =W, 2, 1)) % g (e, Zig) — €W, 2, Jk)))] .

(G.185)

Let us consider a fixed i € [n]. Then

By | (6O Zig) €0, 2,3)) = S (60W, Zig) — €W, 7, 5,))

(G.186)

Note that f(w, ji, 2) € [-1,+1] forallw € W, j € {0,1}", and Z € Z™*?. Therefore, by Lemma 4.2.1, for
any value of Z

By, 712 {f(Wv Jin)} < \/m‘i‘ﬂaw\z~ Ejz {f(W, Jz’,Z):| . (G.187)

It is left to notice that for any w € W, E » {f(w, Ji | Z)} = 0, as under P; ; the term t(w, Zi.g,) —
l(w, Zi, 7;) has zero mean. Therefore, Eq. (G.187) reduces to

By, 112 [f(W J@»Z)} <\/2IZ(W; J;). (G.188)

Putting together Eq. (G.181), Eq. (G.185), Eq. (G.186) and Eq. (G.188), we get that

502 -
Epy. s [(R(W) - TS(W))ﬂ v ;Ez \/m (G.189)

117



G.19 Proof of Theorem 5.4.2

Proof. Let A € [0,1]"*2 be the losses on examples of Z:
Aie=U(W, Zi.), Vi€ [n],ce{0,1}. (G.190)

Let J = (1 —Ji,...,1 — J,) be the negation of .J. We have that

s s (W) ~ ROV)| = D B [0V, 2) ~ Ezrp, £V, ) G.191)
=1
1 n
" ; E [((W, Zs,,) = LW, Z; 7,)] (G.192)
e~ T+« 5
= ;E [Az‘,Ji - Ai,j,} : (G.193)

If we use Lemma 4.2.1 with ® = A;, ¥ = J;, and f(P,¥) = /~\i7J, — A, j,, we get that

(3

‘IE [AM - AJ} ~E; By, [[\,;,J,[\. ] <\/21(”;, J;) (G.194)

This proves the first part of the theorem, as E; E, [ i /NXZ jz} = 0. The second part can be proven by

first conditioning on Z;:

EX, 1. [A A, J} ‘ with /217 (R;; J;). Finally, the

third part can be proven by first conditioning on Z:

and then applying the lemma to upper bound

E[Rig = Rig] =Bz Bz (R - Aig] (G.196)

and then applying the lemma to upper bound )E A [A 5 A, J} ‘ with \/m . 0
Remark G.4. As Z and J; are independent, we have that

I <€(W, Z:): Ji) <Ej [IZ (E(IM Z:): J)] <E; [IZ (E(W, Z:): J)} . (G.197)

However, if we consider expected square root of disintegrated mutual informations (as in the bound of this
theorem), then this relation might not be true.

G.20 Proof of Theorem 5.5.3

Proof. 1t is enough to prove only Eq. (5.52), Eq. (5.53), and Eq. (5.54). Inequality Eq. (5.55) can be derived
from Eq. (5.53) using data processing inequality, while Eq. (5.56) can be derived from Eq. (5.54).
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As in the proof of Theorem 5.4.1,

n n 2
1 - 1 - 1
Epys |(R(W) — TS(W))Q] <2E; (n D AW, Zig) == > LW, Z, Z_)) +5,- (G199)
i=1 i=1
B
where J = (1 — Jy,...,1—J,) and
1 1 ~ ~ - -
B<—+ =3 By (AW Zis) =W 2, 3)) (LW, Zis) = 6W. 2 5))] . (G199)
1#k
? Cik
Let A € [0,1]™*? be the losses on examples of Z:
Nie =W, Z; ), Vi€ [n],ce{0,1}. (G.200)
Then we can write
Oi,k = E[\ij\k,JiJk |:</~\i7ji — Ai,L) ([\]@Jk, — Ak7jk:):| . (G.201)
and use Lemma 4.2.1 to arrive at:
Cz’,k < Ei\h]\k EJiJk [(Ai,Ji — AZ’,L) ([\ka — Ak,jk>:| + \/2[([\“ Ak; Ji7 Jk) (G.ZOZ)
= \/ 2I(Ai, Ay; Ji, i), (G.203)

where the last equality holds as for any fixed value of (A;, Aj,) the difference terms (A@ J; — /~\i7 ji) and

(Ak7 Jp — Ak, jk) are independent and have zero mean under Py, j, .

To derive Eq. (5.53), one can condition on Zi, Zy:

Cik =Bz 7 BR A il 20,20 {(Ai,Ji - Az‘,Ji) (Ak,Jk - Akjkﬂ : (G.204)
and then apply Lemma 4.2.1 for the inner expectation. Similarly, Eq. (5.54) can be derived by conditioning
on Z and then applying Lemma 4.2.1. O

Remark G.5. Wit the expectation inside the square root, inequalities Eq. (5.52), Eq. (5.53), and Eq. (5.54)
would be in non-decreasing order. With the expectation outside the square root, this relation might not be
true.

G.21 Proof of Proposition 6.2.1

Proof. As K is a full rank matrix almost surely, then with probability 1 there exists a vector & € R", such
that Ko = Y. Consider the function f(z) = > " ; a;k(X;,z) € H. Clearly, f(X;) = Y, Vi € [n].
Furthermore, || f ||§{ =a'Ka =Y "K~'Y. The existence of such f € H with zero empirical loss and
the assumptions on the loss function imply that any optimal solution of problem Eq. (6.4) has a norm at
most Y T K1Y, O
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G.22 Proof of Theorem 6.2.2

To prove Theorem 6.2.2 we need the following definition of Rademacher complexity [Mohri et al., 2018].

Definition G.1 (Rademacher complexity). Let G be a family of functions from Z to R, and 71, ..., Z,, be
n i.i.d. examples from a distribution Pz on Z. Then, the empirical Rademacher complexity of G with respect
to (Zy,...,Zy) is defined as

)

n(G) =Eo,,...0n [sup — Z 0ig(Z (G.205)

m
9€g =1

where o; are independent Rademacher random variables (i.e., uniform random variables taking values in
{—1,1}). The Rademacher complexity of G is then defined as

R(G) =Kz, 2, {iﬁn(g)} : (G.206)

Remark G.6. Shifting the hypothesis class G by a constant function does not change the empirical
Rademacher complexity:

R ({f+9:9€G}) =Eoy,.0, |SUp— Z oi ( 9(Z)) (G.207)
geg m i1
= Eol,.“,an — Z 0if(Z;) +sup — Z 0ig(Z (G.208)
9€9 m =1
=Eo,,....on Sng) — Z 0i9(Zi)| = (g> (G.209)
ge

Given the kernel classification setting described in Section 6.2.1, we first prove a slightly more general
variant of a classical generalization gap bound in Bartlett and Mendelson [2002, Theorem 21].

Lemma G.6. Assume sup,y k(z,x) < oo. Fix any constant M > 0. Then with probability at least 1 — 4,
every function f € H with || f||,, < M satisfies

Pxy(YF(X Z & (sign (Y; )+ —\/ In(2/0) (G.210)

2n

Proof of Lemma G.6. Let F = {f € H : || f|| < M} and consider the following class of functions:

G ={(z,y) = oy(sign(y) f(x)) : f € F}. (G.211)

By the standard Rademacher complexity classification generalization bound [Mohri et al., 2018, Theorem
3.3], for any 6 > 0, with probability at least 1 — 6, the following holds for all f € F:

log(2/8)

G.212
™ (G.212)

Exy [0, (5 (V) F(X))] < -3 0, (sign(¥) f(X1)) +2R,(0) + 3
=1
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Therefore, with probability at least 1 — ¢, for all f € F

Pxy (Yf(X Z ¢~ (sign(V;) f(X3)) + 2R, (G) + 3 5 (G.213)
To finish the proof, we upper bound R, (G):
Rn(G) = Eo,....c |SUD — Z 0i9(Xi,Y;) (G.214)
geg N
=Eoy, .on lsup Zaz% (sign(Y; )f(X))] (G.215)
ferm
<lg sup ~ i: sign(Y;) £ (X) (G.216)
— Loq,...,on - gj [ i .
7 ferm i
! E sup ! z": f(X5) (G.217)
= ~ Loy, on — 0; i .
vy fer i
1~
_ ;mn(]:)’ (G.218)

where the third line is due to Ledoux and Talagrand [1991]. By Lemma 22 of Bartlett and Mendelson [2002],
we thus conclude that

#,(F) < XL /T (K). (G.219)

n
O
Proof of Theorem 6.2.2. To get a generalization bound for f* it is tempting to use Lemma G.6 with M = || f*||.

|| is a random variable depending on the training data and is an invalid choice for the constant
M. This issue can be resolved by paying a small logarithmic penalty.

However,

Forany M > My = [%—‘ the bound of Lemma G.6 is vacuous. Let us consider the set of integers
M ={1,2,..., My} and write Lemma G.6 for each element of M with ¢ /M failure probability. By union
bound, we have that with probability at least 1 — 9, all instances of Lemma G.6 with M chosen from M
hold simultaneously.

IfY T K=Y > My, then the desired bound holds trivially, as the right-hand side becomes at least 1.
Otherwise, we set M = {\/ YK _IYW € M and consider the corresponding part of the union bound.

We thus have that with at least 1 — ¢ probability, every function f € F with || f|| < M satisfies

1 5
Pxy(Yf(X ZqﬁV (sign (Y;) f(X. ))+2v]\1f Tr(K) + 3 D(Q;\go/) (G.220)

As by Proposition 6.2.1 any optimal solution f* has norm at most VY TK~1Y and M < VY TK-1Y +1,
we have with probability at least 1 — 4,

T —1
Pry (Y7 (X Z% (sigm (Yi)f*(X 4>>+2¢”§7+2ﬁ Secl)
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G.23 Proof of Theorem 6.2.3

The proof of Theorem 6.2.3 follows closely that of Theorem 6.2.2. We first introduce some concepts related
to vector-valued positive semidefinite kernels.

For the given matrix-valued positive definite kernel £ : X x X — Raxd inputx € X,and a € R let
kya = k(-, z)a be the function from X to R? defined the following way:

kra(x') = k(2',z)a, foralla’ € X. (G.221)

With any such kernel k there is a unique vector-valued RKHS # of functions from X to R?. This RKHS is
the completion of span {kwa rx € X,a € Rd}, with the following inner product:

<Zn: kziai,ikmgag> = iia?k(mi,x})a;. (G.222)
i=1 j=1

y  i=1=1

For any f € H, the norm || f||,, is defined as \/(f, f)#. Therefore, if f(x) = >""" | ks, a; then

(04 = a k(xi,xj)a; (G.223)
ij=1
—a'Ka, (G.224)
wherea” = (a],...,a,) € R" and
k(xlaxl) k:(x17xn)
K=| - . .. € Raxnd, (G.225)
kE(xp,z1) -+ k(zn,xn)

Suppose {(X;,Yi)};c, are n iid. examples sampled from some probability distribution on X' x Y,

where ) C R?. As in the binary classification case, we consider the regularized kernel problem Eq. (6.4).
Let YT = (Y;',...,Y,) be the concatenation of targets. The following proposition is the analog of
Proposition 6.2.1 in this vector-valued setting.

Proposition G.7. Assume K is full rank almost surely. Assume also /(y,3') > 0,Vy,y' € Y, and
{(y,y) = 0,Vy € V. Then, with probability 1, for any solution f* of Eq. (6.4), we have that

1%, <Y K 'Y. (G.226)

Proof of Proposition G.7. With probability 1, the kernel matrix K is full rank. Therefore, there exists a
vectora' = (a],...,a,}) € R™, with a; € R% such that Ka = Y. Consider the function f(z) =

r'n

i1 kx,a; € H. Clearly, f(X;) =Y;, Vi € [n]. Furthermore,

Ifl3 =a'Ka (G.227)
=Y 'Ky, (G.228)

The existence of such f(z) € H with zero empirical loss and assumptions on the loss function imply that
any optimal solution of problem Eq. (6.4) has a norm at most Y ' K~1Y". O
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Proof of Theorem 6.2.3. Consider the class of functions F = {f € H : || f|| < M} for some M > 0. By
Theorem 2 of Kuznetsov et al. [2015], for any v > 0 and § > 0, with probability at least 1 — J, the following
bound holds for all f € F:*

1< 4d & = log(2/6)
<0)< = Y < — = )
Pxy(ps(X,Y) <0) < - ;:1 {ps(X;,Y;) <~} + S Rn(F) +3 o (G.229)

where F ={(z,y) — f(z)y : f € F,y € [d]}. Next we upper bound the empirical Rademacher complexity
of F:

~ . [ 1 &
R (F) =By sup = oih(Xi)y (G.230)
| vE[d],heH, [|h|| <M n i=1
- -
=Es .. .on sup — oih(X:) Ty (y is the one-hot enc. of y)  (G.231)
_yG[d},hG’H,lthSM n i=1
- Lo
=Es, .. .on sup h, — Z oikx,y (reproducing property) (G.232)
_yE[d},he'H,HhHSM n i_l H
M n
< —Eq,. . 0, | SUp Z oikx,y (Cauchy-Schwarz) (G.233)
n yeld] ||;21 o
M _ o ’
= — |Es,,. .0, |Sup Z oikx,y (Jensen’s inequality) (G.234)
n \ ye[d] i=1 H
M [ a n 2
<= |Borron | DD oikxy (G.235)
n \ y=1 |li=1 "
M d [ n
= D Eora | Do lloikxyllf + ) (oibxy ok, y) (G.236)
y=1 | i=1 i#]
M d [ n
== Z Eoi,..on Z ||aikxiy||3{] (independence of ;) (G.237)
"\ = Li=1
M d n
My zywm,xay] G23)
"\ =1 L=
M
= — /Tr (K). (G.239)
n
The proof is concluded with the same reasoning of the proof of Theorem 6.2.2. O

"Note that their result is in terms of Rademacher complexity rather than empirical Rademacher complexity. The variant we
use can be proved with the same proof, with a single modification of bounding R(g) with empirical Rademacher complexity of G
using Theorem 3.3 of Mohri et al. [2018].
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G.24 Proof of Proposition 6.3.1
Proof. We have that

+PXY*(Yf( )<0AY* (X )> 0) (G.240)
< Pxy+(Y"g(X) <0) + Px(g(X)f"(X) <0). (G.241)
The rest follows from bounding Py (g(X)f*(X) < 0) using Theorem 6.2.2. O
H Derivations
H.1 SGD noise covariance
Assume we have n examples and the batch size is b. Let g; £ V,/;(w), g = % > gi,and G2 % Z?Zl Tk;»
where k; are sampled independently from {1,...,n} uniformly at. Then

b T
Cov(€3, G = ( > o) (320 o) w1
=1

= b% Z} E [(95, — 9)(gr; — 9)"] (H2)
= i zn: 9= 9)(9i —9)" (H.3)
(n (Zn: gzgz> — 99 ) (H.4)
We denote the per-sample covariance, b - Cov [ : ] with A(w):

W)= (Z zgl> . (13)

We can see that whenever the number of samples times number of outputs is less than number of parameters
(nk < d), then A(w) will be rank deficient. Also, note that if we add weight decay to the total loss then
covariance A(w) will not change, as all gradients will be shifted by the same vector.

H.2 Steady-state covariance of SGD

In this section we verify that the normal distribution N(-; w*, ¥), with w* being the global minimum
of the regularization MSE loss and covariance matrix ¥ satisfying the continuous Lyapunov equation
YH + HY = FA(w*), is the steady-state distribution of the stochastic differential equation of Eq. (3.16).
We assume that (a) A(w) is constant in a small neighborhood of w* and (b) the steady-state distribution is
unique. We start with the Fokker-Planck equation:

P Y o iV L) Z;awﬁw] wyiplw.t)].  (HS)

=1

124



If p(w) = N(w;w*, X) = £ exp {—%(w — w*)TS™ (w — w*)} is the steady-state distribution, then the
Fokker-Planck becomes:

_y 0 " 82 3
0= ; B [V, L(w)p(w)] + o ; ; dwidw; [A(w)ijp(w)] - (H.7)
In the case of MSE loss:
Z V folak) (f (wx) = u) + Aw = V fo(@)(f(2) — ) + M, (Hz)
VaL(w) = vfo( )V fo(®)" + AL (H.9)
Additionally, for p(w) the following two statements hold:
d B ~1 *
o pla) = —p(w) 5w "), (H.10)
82
5 g P(W) = —p(w)% ] + p(w)Tj (w — )T (w — w"), (H.11)
iOW;

where ;! is the i-th row of ¥~ 1. Let’s compute the first term of Eq. (H.7):

d d
Z v L(w = [pw) (Vo(®):V fol)] + Mwi) — Vi, L(w) - p(w) 7 (w — w™)]
- - (H.12)
d
= p(w) T (Vfo(@)Vfo(@)" + A1) = p(w) 3 (Vo@)i(f (@) = y) + Xwg) 577 (w — w’)
- (H.13)
= p(w) Te(H) — p(w) ((f(x) —y)"V fo(®)" + M) 71 (w — w). (H.14)

As w* is a critical point of £(w), we have that V fy(x)(fi+ () —y) + Aw* = 0. Therefore, we can subtract
p(w) ((fur (@) = 9) "V fo(®)" + A(w)") 571 (w — w*) from Eq. (H.14):

d
0
Z;aw

- [V, Llw)p(w)] =

= p(w) Tr(H) — p(w) ((f(a:) — fur (:c))TVfo(w)T + AMw — w*)T) »Hw - w*) (H.15)
— p(w) Te(H) — plw)(w — w*)T (V fol@)V fol)T + AT) 5 (w — w') (H16)
= p(w) Te(H) — p(w)(w — w*) T HE(w — w*). (H.17)

Isotropic case: A(w) = 02I4. In the case when A(w) = %1, we have

2
Z auf o [A(w)i ip(w)] = 0® Te(VEp(w)) = —o2p(w) Tr(S 1) + o2p(w) | S~ (w — w*)||2. (H.18)
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Putting everything together in the Fokker-Planck we get:

n (p(w) Tr(H) — p(w)(w — w*)THEfl(w — w*)))

2
n - - *
+ % ( p(w) Tr(X2 1) + U2p(w)||2 1(w —w )||%) =0. (H.19)
It is easy to verify that ¥~ = 27b2H is a valid inverse covariance matrix and satisfies the equation above.

Hence, it is the unique steady-state distribution of the stochastic differential equation. The result confirms
that variance is high when batch size is low or learning rate is large. Additionally, the variance is low along
directions of low curvature.

Non-isotropic case. We assume A(w) is constant around w* and is equal to A. This assumption is
acceptable to a degree, because SGD converges to a relatively small neighborhood, in which we can assume
A(w) to not change much. With this assumption,

2
Z 8w(?6wj ijp(w ZA irj {_ )% +p( )25 Yw —w*) S (w — w*)] (H.20)
= _p( ) ( 1A +p Z Azg - w*)('w - w*)Tzil)iJ‘ (H.21)
= —p(w) Tr(Z71A) + p(w) Tr(E Yw —w*)(w — w*)TE7IA) (H.22)
= —p(w) Te(Z7TA) 4 p(w)(w — w*)TSASHw — w*)). (H.23)

It is easy to verify that if U H + HY = A, then terms in (H.17) and (H.23) will be negatives of each other
up to a constant gf, implying that p(w) satisfies the Fokker-Planck equation. Note that 1= %bH A1
also satisfies the Fokker-Planck, but will not be positive definite unless H and A commute.

H.3 Fast update of NTK inverse after data removal

For computing weights or predictions of a linearized network at some time ¢, we need to compute the
inverse of the NTK matrix. To compute the informativeness scores, we need to do this inversion n time, each
time with one data point excluded. In this section, we describe how to update the inverse of NTK matrix
after removing one example in O(n2k?) time, instead of doing the straightforward O(n3k3) computation.
Without loss of generality let’s assume we remove last r rows and corresponding columns from the NTK
matrix. We can represent the NTK matrix as a block matrix:

o= 10 2], (H1.24)
The goal is to compute Al_ll from © 1. We start with the block matrix inverse formula:
-1 -1 -1 -1
N [}ti ﬁiﬂ B [—A;Xmml =} ()
where
Fii = Ay — A As) Aoy, (H.26)
Fayy = Agg — Ag1 AT} Ara. (H.27)
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From Eq. (H.26) we have A1, = F11 + A12A2_21A21. Applying the Woodbury matrix identity on this we get:
A = F' = Fiit Arg(Ags + At iy Avg) T A P (H.28)

This Eq. (H.28) gives the recipe for computing Aﬁl. Note that £ ﬁl can be read from ©, ! using Eq. (H.25),
Ajg, Aoy, and Az can be read from ©O. Finally, the complexity of computing A1_11 using Eq. (H.28) is
O(n?k3) if we remove one example.

H.4 Adding weight decay to linearized neural network training

Let us consider the loss function £(w) = S°_ £;(w) + 5 ||w — wo||3. In this case continuous-time gradient
descent is described by the following ODE:

w(t) = —nVufolx)(fi(z) —y) — nA(w(t) — wo) (H.29)
= =V fo(@)(Vuwfolx)" (wt) —wo) + fo(z) — y) — nA(w(t) — wo) (H.30)
= —n(Vawfo(®)Vw fo(z)" + M) (w(t) — wo) + nVuwfo(z) (—folz) +y). (H.31)

N~

A b
Let w(t) = w(t) — wp, then we have
w(t) = Aw(t) +b. (H.32)
Since all eigenvalues of A are negative, this ODE is stable and has steady-state
w'=—-A"1p (H.33)
= (Vufo(@)Vufol@)" + A" Vufo(@)(y = fol@)). (H.34)
The solution w(t) is given by:
w(t) = w* + e (wp — w*) (H.35)
= (I —e™)w". (H.36)

Let O, = Vi fo(x)Vwfo(x)! and O = V. fo(x)T' Vo fo(z). If the SVD of V,, fo(x) is UDVT, then
©, =UDUT and ©y = VDVT. Additionally, we can extend the columns of U to full basis of RA (denoted
with U) and append zeros to D (denoted with D) to write down the eigendecomposition ©,, = UDU” .
With this, we have (6, + \I)~' = U(D 4 AI)~'U”. Continuing Eq. (H.36) we have

w(t) = (I —eM)w* (H.37)
= (I = ™) Oy + M) "'V fo(a)(y — fo()) (H.38)
= (I - e™MUD+M)TUTUDVT (y — fo(x)) (H.39)
= U(I — e "ODYTTT(D + M) OTUDVT (y — fol(x)) (H.40)
= U(I — ™ PHDY(D + A\I) gy DV (y — fol)) (H.41)
= U(I = e MPEDYZVT (y — fo(=)), (H42)
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Table 6.7: Experimental details for MNIST 4 vs 9 classification in the case of standard training.

Network The 5-layer CNN of Table 2.1 with 2 output units.
Optimizer ADAM with 0.001 learning rate and 8; = 0.9.
Batch size 128

Number of examples (1) [75, 250, 1000, 4000]

Number of epochs 200

Number of samples for Z (k1) 5

Number of samplings for S for each z (k2) 30

Table 6.8: Experimental details for MNIST 4 vs 9 classification in the case of SGLD training.

Network The 5-layer CNN of Table 2.1 with 2 output units.

Learning rate schedule Starts at 0.004 and decays by a factor of 0.9 after
each 100 iterations.

Inverse temperature schedule min (4000, max(100, 10e!/190)), where ¢ is the it-
eration.

Batch size 100

Number of examples (1) 4000

Number of epochs 40

Number of samples for Z (k1) 5

Number of samplings for S for each Z (k2) 30

where Z = [(D + )(\)I)_lD] € R¥"k Denoting Z = (D + AI) "' D and continuing,
w(t) = U(I — e MDY ZYT (4 — fo()) (H.43)
= U(I — e M™MPHADY 7y T (4 — fo(a)) (H.44)
=UZ(I — e " PPNV (y — fo(w)) (H.45)
=UZVTV(I — e PN VT (y — fy(=)) (H.46)
= UZVT(I — e ™MD (y — fy(a)) (H.47)
= Vuwfo(@)(Og + AI) "1 (I — e MO ) (y — fo(x)). (H.48)

Solving for outputs. Having w(t) derived, we can write down dynamics of f;(x) for any x:

fil®) = fo(x) + Vu fo(x) w(t) (H.49)
= fo(@) + Vu fo(@) Vi fo() (Og + M) H(I — e MOy (y — fo(x))  (H.50)
= fo(x) + Op(x, X)(Op + M) "H(I — e MO (y — fo()). (H.51)

I Additional experimental details

This appendix presents some of the experimental details that were not included in the main text for better
readability.
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Table 6.9: Experimental details for CIFAR-10 classification using fine-tuned ResNet-50 networks.

Network ResNet-50 pretrained on ImageNet.

Optimizer SGD with 0.01 learning rate and 0.9 momentum.
Data augmentations Random horizontal flip and random 28x28 cropping.
Batch size 64

Number of examples (1) [1000, 5000, 20000]

Number of epochs 40

Number of samples for Z (k1) 1

Number of samplings for S for each z (ko) 40

Table 6.10: Experimental details for the CIFAR-10 classification experiment where a pretrained ResNet-50 is
fine-tuned using SGLD.

Network ResNet-50 pretrained on ImageNet.

Data augmentations Random horizontal flip and random 28x28 crop-
ping.

Learning rate schedule Starts at 0.01 and decays by a factor of 0.9 after
each 300 iterations.

Inverse temperature schedule min (16000, max (100, 10e*/3%0)), where ¢ is the
iteration.

Batch size 64

Number of examples () 20000

Number of epochs 16

Number of samples for Z (k1) 1

Number of samplings for S for each z (ko) 40

J Additional results

Mislabeled and confusing examples. Figures 6.9 and 6.10 present incorrectly labeled or confusing
examples for each class in MNIST, CIFAR-10, and Clothing1M datasets.

Teacher-student NTK similarity. Figures 6.11 and 6.12 present additional evidence that (a) training
NTK similarity of the final student and the teacher is correlated with the final student test accuracy; and (b)
that online distillation manages to transfer teacher NTK better.
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Figure 6.9: Most confusing 8 labels per class in the MNIST (on the left) and CIFAR-10 (on the right) datasets,
according to the distance between predicted and cross-entropy gradients. The gradient predictions are
done using the best instances of LIMIT.
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Figure 6.10: Most confusing 16 labels per class in the Clothing1M dataset, according to the distance between
predicted and cross-entropy gradients. The gradient predictions are done using the best instance of LIMIT.
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Figure 6.11: Relationship between test accuracy, train NTK similarity, and train fidelity for various teacher,
student, and dataset configurations.
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Figure 6.12: Relationship between test accuracy, train NTK similarity, and train fidelity for various teacher,
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