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Abstract—Out-of-distribution (OOD) graph generalization are critical for many real-world applications. Existing methods neglect to
discard spurious or noisy features of inputs, which are irrelevant to the label. Besides, they mainly conduct instance-level class-invariant
graph learning and fail to utilize the structural class relationships between graph instances. In this work, we endeavor to address these
issues in a unified framework, dubbed Individual and Structural Graph Information Bottlenecks (IS-GIB). To remove class spurious feature
caused by distribution shifts, we propose Individual Graph Information Bottleneck (I-GIB) which discards irrelevant information by
minimizing the mutual information between the input graph and its embeddings. To leverage the structural intra- and inter-domain
correlations, we propose Structural Graph Information Bottleneck (S-GIB). Specifically for a batch of graphs with multiple domains, S-GIB
first computes the pair-wise input-input, embedding-embedding, and label-label correlations. Then it minimizes the mutual information
between input graph and embedding pairs while maximizing the mutual information between embedding and label pairs. The critical
insight of S-GIB is to simultaneously discard spurious features and learn invariant features from a high-order perspective by maintaining
class relationships under multiple distributional shifts. Notably, we unify the proposed I-GIB and S-GIB to form our complementary
framework IS-GIB. Extensive experiments conducted on both node- and graph-level tasks consistently demonstrate the superior
generalization ability of IS-GIB. The code is available at https://github.com/YangLing0818/GraphOOD.

Index Terms—Graph Representation Learning, Graph Neural Networks, Out-of-Distribution Generalization.
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1 INTRODUCTION

Graph-structured data is now ubiquitous in the real-world
applications, such as biomedical networks [1], social net-
works [2], recommender systems [3] and knowledge graphs
[4]. Recent graph neural networks [5], [6], [7], [8], [9], [10],
[11], [12], [13], [14], [15], [16], [17], [18], [19], [20], [21] have
increasingly emerged as dominant approaches for processing
the graphs. However, existing GNNs are mostly based on
the assumption that the testing and training graph data
are independently sampled from the identical distribution,
i.e., the I.I.D. assumption. Therefore, they are sensitive
to the domain of the dataset and may exhibit significant
performance degradation when encountering distribution
shifts between training and testing data [22], [23].

Actually, there exist a wide range of possible complex
distributional shifts in realistic graph-structured data in-
volving the changes of feature, size and structure [24], [25].
For instance, in drug discovery, the causal effect between
scaffolds (the input) and their property (the label) would be
invalid with different test distributions of molecules [26]. For
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social networks, the input and the label denote the distribu-
tions of users’ friendships and activities respectively, which
highly depend on when/where the networks are collected
[27], [28]. In financial networks [29], the flows of payment
between transactions (the input) and the appearance of illicit
transactions (the label) may be closely correlated with some
external contextual factors, such as time and market. There-
fore, it is vital to learn GNNs capable of out-of-distribution
generalization, and thus enable to achieve relatively stable
performances under distribution shifts, especially for some
high-risk applications, e.g., medical diagnosis [30], [31],
criminal judicature [32], financial business [33], and drug
discovery [1], etc.

Despite the works on domain generalization and OOD
generalization have achieved great success [34], [35], [36], few
efforts are made to develop the OOD graph generalization
[37], [38]. A series of effective methods is to conduct domain-
invariant graph learning [39], [40]. On the one hand, some
methods encourage the similarity of graph representations
across multiple environments to learn environment-invariant
representations [41], [42]. On the other hand, some methods
are built upon the invariance principle [40] to address the
OOD graph generalization problem from a more principle
way [43].

However, existing domain-invariant graph learning meth-
ods have two limitations: 1) they only focus on learning
invariant feature highly relevant to the label and overlook
the importance of explicit restriction on discarding spurious
feature about categorial information, 2) they mainly conduct
instance-level invariant graph learning and fail to utilize the
structural class relationships between graph instances, which
are vital for overall classification performance.

ar
X

iv
:2

30
6.

15
90

2v
1 

 [
cs

.L
G

] 
 2

8 
Ju

n 
20

23



IEEE TRANSACTIONS ON KNOWLEDGE AND DATA ENGINEERING 2

In this work, we address the above limitations in a
unified framework. Inspired by the Information Bottleneck
(IB) theory [44], we propose a first-order Individual Graph In-
formation Bottleneck (I-GIB) to address the first issue. It adds
instance-wise restriction on each graph to discard irrelevant
information by minimizing the mutual information between
the input graph and its representations, and simultaneously
learns invariant features capture all the information about
the label by maximizing the mutual information between
the representations and corresponding labels. To address the
second issue, we propose a second-order Structural Graph
Information Bottleneck (S-GIB) to add pair-wise restrictions
within intra- and inter-domain graphs. Specifically for a
batch of graphs with multiple domains, S-GIB first computes
the pair-wise input-input, embedding-embedding, and label-
label correlations. Then it minimizes the mutual information
between input and embedding pairs while maximizing the
mutual information between embedding and label pairs. The
critical insight of S-GIB is to simultaneously discard spurious
features and learn invariant features from a structural or high-
order perspective by maintaining class relationships under
multiple distributional shifts on graphs. Notably, we unify
the proposed first- and second-order information bottlenecks
(I-GIB and S-GIB) to form a complementary framework IS-
GIB. Extensive experimental result on various datasets with
different OOD scenarios proves our IS-GIB outperforms other
baseline by a large margin. To summarize, our paper makes
the following contributions:

• We firstly propose Individual Graph Information
Bottlenecks (I-GIB) to impose explicit instance-wise
constraints for discarding spurious feature in node-
or graph-level representations for OOD graph gener-
alization.

• To the best of our knowledge, we firstly propose
Structural Graph Information Bottlenecks (S-GIB) to
exploit pair-wise intra- and inter-domain correlations
between node or graph instances, which encourages
learning graph invariant feature from a high-order
perspective.

• We combine I-GIB and S-GIB in a complementary
framework, dubbed IS-GIB, to conduct graph invari-
ant learning. And we theoretically derive a tractable
optimization objective for IS-GIB in practice.

• We conduct comprehensive experiments on various
datasets of both node- and graph-level classification
tasks in different scenarios of distribution shifts,
proving that our framework can mitigate distribution
shift better than existing methods.

2 RELATED WORK

Information Bottleneck. The Information Bottleneck (IB)
principle [44] is originally proposed for data compression
and signal processing in the field of information theory.
VIB [45] firstly bridges the gap between IB and the deep
learning. In last few years, IB has been widely employed
in many fileds due to the capability of learning compact
and meaningful representations, such as computer vision
[46], [47], [48], natural language processing [49], [50] and
reinforcement learning [51], [52]. Nevertheless, existing IB-
based methods mainly focus on instance-level optimization

[53], [54], [55], and thus fail to address more structural and
complex problems such as OOD graph generalization.

Invariant Learning for Out-of-Distribution Graph
Generalization. Invariant learning [34], [36], [56] aims to
exploit the invariant relationships between features and
labels across different distributions while disregarding
the variant spurious correlations. Recent works utilize the
invariant learning in OOD graph generalization problem
and can provably achieve satisfactory performance under
distribution shifts [41], [57]. The most critical part of them
is how to design invariant learning tasks and add proper
regularization specified for extracting domain-invariant
representations [40], [42], [43]. Besides, some works [38], [39]
begin to combine the causal model [58] to further promote
the invariant learning. However, they only concentrate on
learning invariant feature highly relevant to the label, and
thus overlook the importance of adding explicit restrictions
to discard spurious features or correlations, such as the
structural relationships within intra- and inter-domain
graphs, i.e, class relationships.

3 PRELIMINARIES

3.1 Node- and Graph-level OOD Generalization

We first introduce the problem definitions of node- and
graph-level OOD generalization in detail. With respect to
graph-level task, let Gtr = {Gi}Ni=1 and Gte = {Gi}Mi=1 be
the training and testing graph datasets, which are under dis-
tribution shifts, i.e., p(Gtr) ̸= p(Gte) and Gte is unobserved
in the training stage. The goal is to train a generalizing-
to-OOD GNN model fθ = (fenc, fcls), which consists of a
graph encoder fenc and a graph classifier fcls. The graph
encoder fenc : G → Z maps the input graph space G to
a d-dimensional representation space Z ∈ Rd. The graph
classifier fcls : Z → Y maps the representation space Z
to the label space Y ∈ Rc, where c denotes the number of
classes. The definition of node-level task is similar to the
graph-level task, the main difference is that the node-level
task use ego-graphs centered at target nodes as the inputs.
In this paper, we formulate both tasks in a same way for
simplicity. As illustrated [59], the l-th layer of a GNN model
can be formulated as:

h(l)
v = f

(l)
U

(
h(l−1)
v , f

(l)
M

({(
h(l−1)
v , h(l−1)

u , Xuv

)
: u ∈ N (v)

}))
,

(1)
where N (v) is the neighborhood set of v, h(l)

v denotes the
representation of node v at the l-th layer, h(0)

v is initialized as
the node attribute Xv , and f

(l)
M and f

(l)
U stand for the message

passing and update function at the l-th layer respectively.
Since hv summarizes the information of a subgraph centered
around node v, the entire graph’s embedding can be derived
as below:

hG = fR
({
hv|v ∈ V

})
, (2)

where fR is a permutation-invariant readout function, e.g.
mean pooling or more complex graph-level pooling function
[60]. Particularly, fenc comprises fU , fM and fR.
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3.2 Graph Invariant Learning

As illustrated in Section.2, graph invariant learning is a main
stream of OOD graph generalization tasks. Here we provide
formulations of existing methods. Some methods adopt
regularizers to encourage the similarity of representations
across multiple environments to learn environment-invariant
representations, which can be formulated as:

min
fθ

EG,Y [ℓ(fθ(G),Y)] + ℓreg, (3)

where ℓreg denotes the loss of the designed regularizer.
Another group of methods treat the cause of distribution
shifts between testing and training graph data as a poten-
tial unknown environmental variable e. The optimization
objective can be formulated as:

min
fθ

max
e∈E

R(fθ|e) = min
fθ

max
e∈E

Ee
G,Y [ℓ(fθ(G),Y)], (4)

where E is the support of training environments and R(fθ|e)
is the risk of the fθ on the training environment e. Next,
we will elaborate our proposed Individual and Structural
Information Bottlenecks respectively, and illustrate how we
combine both complementary information bottlenecks in a
unified graph invariant learning.

4 METHODOLOGY

In this section, we elaborate our Individual and Structural
Graph Information Bottlenecks (IS-GIB) for OOD graph
Generalization, which consists of I-GIB and S-GIB. We
first introduce the proposed Individual Graph Information
Bottleneck (I-GIB) in Section.4.1. Then we introduce the
proposed Structural Graph Information Bottleneck (S-GIB)
in Section.4.2. Finally, we derive a tractable optimization
objective for our IS-GIB in Section.4.3, and summarize the
whole pipeline of proposed framework.

4.1 Individual Graph Information Bottleneck

Motivations. Regarding the instance-level graph invariant
learning, existing methods have proposed some effective
objectives to find informative substructures or subgraphs
for OOD graph-related tasks [54], [61], [62]. However, they
can not adequately remove the possible spurious features or
noises since they mainly make efforts in learning domain-
invariant features for OOD graph generalization tasks. An
intuitive way is to additionally restrict on the spurious
features, but it is difficult to define the spurious features
especially in latent space of intermediate layers. Inspired
from Information Bottleneck theory, we propose the Indi-
vidual Graph Information Bottleneck (I-GIB) to produce an
efficient information flow for processing each graph as an
alternative way, which imposes a constraint between input
and extracted representations to enable minimal sufficient
information to pass though the embedding network. In this
way, the obtained representations will be more relevant to the
corresponding class by get ridding of irrelevant information.

Definition 4.1 (Individual Graph Information Bottleneck).
Let G(i,j) be the i-th graph with the j-th distribution
shift in the training batch, given a graph GNN model
fθ = (fenc, fcls) and corresponding label Yi, the I-GIB seeks

for the most informative yet compressed graph representa-
tion hG(i,j)

by optimizing the following objective:

max
fenc

I(Yi, hG(i,j)
) s.t. I(G(i,j), hG(i,j)

) ≤ Ic. (5)

where Ic is the information constraint between G(i,j) and
hG(i,j)

. By introducing a Lagrange multiplier β to Eq.5, we
reach its unconstrained form:

max
fenc

I(Yi, hG(i,j)
)− βI(G(i,j), hG(i,j)

). (6)

I-GIB employs a constraint between the raw graph and
representations while maximizing the mutual information
between the graph representations and label. With the refined
information flow, I-GIB is capable of discarding spurious
feature and properly retains sufficient invariant feature
highly relevant to the label. However, the I-GIB objective in
Eq.6 is notoriously hard to optimize due to the intractability
of mutual information. We will introduce approaches on how
to optimize such objective in Section.4.3.

4.2 Structural Graph Information Bottleneck
Motivations. In OOD graph generalization tasks, the spuri-
ous features within intra- and inter-domain graphs can badly
affect the learning process of invariant feature. Besides, the
variant combinations of distributional shifts or sophisticated
environments lead to a hard GNN optimization. Therefore,
it is critical to learn from a more structural perspective and
extract the most informative feature by explicitly utilizing
the cross-domain consistencies or relationships. Nevertheless,
existing graph invariant learning methods mainly focus on
instance-level optimization, they all fail to make efforts in
leveraging structural relationships. EERM [63] demonstrates
that it is effective to utilize the topological context in domain-
invariant node classification. However, it can not be extend
to graph-level tasks since it is based on ego-graph structures.
Besides, it also neglects to utilize pair-wise class relationships
within graphs, which is more structural and informative for
node- and graph-level classification tasks. Thus we firstly
propose a second-order objective, dubbed Structural Graph
Information Bottleneck (S-GIB), to make an adequate use of
structural relationships, i.e., class relationships.

Definition 4.2 (Structural Graph Information Bottleneck).
Given an environment consisting of N graphs with D
distributional shifts, a graph GNN model fenc = (fenc, fcls).
Let G(i,j) be the i-th graph with the j-th distribution shift, and
Yi denotes the corresponding label, the S-GIB structurally
seeks for a set of the most informative yet compressed graph
representations {hG(i,j)

} that maintain the class relationships
(we omit the superscript and subscript of the sets {...}Ni=1

for simplicity):

max
fenc

I(R({Yi}),R({hG(i,j)
})),

s.t. I(R({G(i,j)}),R({hG(i,j)
})) ≤ Ic.

(7)

where R(·) is the deterministic pair-wise relationships-
computing function (inner product by default, more discus-
sions in Section.6), take the example of labels relationships:

R({Yi}) =


Y0Y0 Y0Y1 · · · Y0YN−1

Y1Y0 Y1Y1 · · · Y1YN−1

...
...

. . .
...

YN−1Y0 YN−1Y1 · · · YN−1YN−1

 . (8)
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Fig. 1: Illustration of Individual and Structural Graph Information Bottlenecks.

Similar to Eq.6, we reach the unconstrained form of Eq.7:

max
fenc

I(R({Yi}),R({hG(i,j)
}))− βI(R({G(i,j)}),R({hG(i,j)

})).
(9)

S-GIB takes a batch of cross-domain graphs, and com-
putes pair-wise relationships (second-order information)
within inputs, representations and labels. Particularly, we di-
rectly use a pooling operation on the inputs for relationships
computation. Then it minimizes the mutual information
between inputs and representations correlations to discard
spurious connections, and simultaneously maximizing the
mutual information between representations and labels
correlations to strengthen invariant connections. Through
this formulation, S-GIB is able to learn invariant feature
that only relates to the class information from a more
structural and global perspective since the relationships
between graphs with variant distributional shifts should be
also invariant from the input to the prediction. To efficiently
discard spurious feature and capture invariant feature in
OOD graph generalization tasks, we incorporate S-GIB with
I-GIB in an integral framework to conduct graph invariant
learning. Nevertheless, both I-GIB and S-GIB objectives
are hard to optimize due to the intractability of mutual
information. Next, we will elaborate approaches on how to
optimize both objectives.

4.3 Optimizing Integral Graph Invariant Learning

As illustrated above, the I-GIB and S-GIB enhance the OOD
graph generalization ability from instance- and structure-
level respectively. To simultaneously leverage both powerful
objectives, we combine them to conduct integral graph
invariant learning. Before that, we first explore the optimiza-
tion of each objective to solve the intractability of mutual
information.

Motivated by Variational Information Bottleneck (VIB)
[45], we use variational approximation to help the opti-
mization. Given RH = R({hG(i,j)

}), RG = R({G(i,j)}) and
RY = R({Yi}), we rewrite the Eq.9 as:

I(RY , RH))− βI(RG , RH) ≥ Ep(RY ,RH)

[
log qϕ(RY |RH)

]
−βEp(RG),p(RH)

[
log

p(RH |RG)

r(RH)

]
.

(10)
where qϕ is a MLP projection layer and we obtain a lower
bound. However, the prior distribution r(RH) is still hard
to estimate. Therefore, we borrow the idea from [64] about
the KL-divergence, and we obtain an alternative form of the
lower bound:

Ep(RY ,RH)

[
log qϕ(RY |RH)

]
+ β

[
Ep(RG ,RH)

[
fϕ(RG , RH)

]
− Ep(RG), p(RH)

[
log efϕ(RG ,RH)

]]
.

(11)
where fϕ consists of a MLP-based projection layer and
distance function (i.e., ℓ2 distance).

In Eq.10 and Eq.11, we provide a lower bound for the
proposed S-GIB, and here we provide more details about
how to yield them. For the first term in Eq.10, we expand it
as:

I(RY , RH) =

∫
p(RY , RH) log p(RY |RH)dRY dRH

−
∫

p(RY , RH) log p(RY )dRY dRH

=

∫
p(RY , RH) log p(RY |RH)dRY dRH +H(RY ).

(12)
where H(RY ) is the entropy of RY and thus can be ignored
in later optimization. However, optimizing Eq.12 is still a dif-
ficult task. Hence, we approximate p(RY , RH) with an empir-
ical distribution p(RY , RH) ≈ 1

N

∑N
i=1 δRY

(Ri
Y )δRH

(Ri
H),
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where δ() is the Dirac function to sampling training data.
where RH and RY are the pair-wise correlations of the graph
embeddings and labels respectively. Next, we substitute the
true posterior p(RY |RH) with a variational approximation
qϕ1

(RY |RH) as [45], we obtain a tractable lower bound of
the first term in Eq.10:

I(RY , RH) ≥
∫

p(RY , RH) log qϕ(RY |RH)dRY dRH

+KL(p(RY |RH)|qϕ(RY |RH))

≥
∫

p(RY , RH) log qϕ(RY |RH)dRY dRH

≈ 1

N

N∑
i=1

qϕ(R
i
Y |Ri

H).

(13)

The second term in Eq.10 directly borrows the idea from [64]
about the KL-divergence. Similarly, the proposed I-GIB also
has its tractable lower bound as formulated in Eq.15.

Considering a N -graphs batch, we randomly generate the
virtual environment ei containing the graph G(i,j). With this
setting, we can combine I-GIB with S-GIB in batch training.
We combine Eq.9, Eq.10 and Eq.11, use fcls to substitute
the qϕ and formulate the tractable optimization objective of
S-GIB as:

LS−GIB = LS,1 + LS,2 =

1

N

N∑
ei=1

Lcls

(
R({Yi}),R({fcls(hG(i,j)

)})|ei
)

− β
[ 1

N

N∑
ei=1

fϕ
(
R({G(i,j)}),R({hG(i,j)

})|ei
)

− log
1

N

N∑
ei=1,ek ̸=ei

exp
(
fϕ(R({G(k,m)}|ek),R({hG(i,j)

}|ei))
)]

.

(14)
where the mutual information maximization is denoted by
LS,1, and the mutual information restriction with coefficient
β is denoted by LS,2. m and j are both the indices of
distribution shifts, Lcls is the classification loss. Similar to
S-GIB, we obtain the tractable optimization objective of I-GIB
as:

LI−GIB = LI,1 + LI,2 =

1

N

N∑
i=1

Lcls

(
Yi, fcls(hG(i,j)

)
)
− β

[ 1

N

N∑
i=1

fϕ
(
G(i,j), hG(i,j)

)
− log

1

N

N∑
i=1,k ̸=i

exp
(
fϕ(G(k,m), hG(i,j)

)
)]

.

(15)
Finally we get the total optimization objective by weighted
sum of LI−GIB and LS−GIB as:

Ltotal = LI,1 + γ1LI,2 + γ2LS,1 + γ3LS,2, (16)

where the coefficients γ1, γ2, γ3 will be further discussed in
latter experimental section.

4.4 Comparison with Existing Methods
Information Bottleneck on GNN-Related Taks. Some
existing works [54], [61], [62] have utilized IB principle
[44] in GNN-related researches, and prove its effectiveness.

They all aim to find or predict useful and informative
subgraphs in graphs for classification [54] and interpretation
[61], [62] tasks. Nevertheless, such utilization is at instance
level, it may fail to handle the complex structural OOD
environments. In contrast, our IS-GIB first proposes a
structural GIB, and unify it with the proposed individual
GIB to tackle the OOD problem.

OOD Generalization on Graphs. Recent works begin to
handle the OOD generalization problems on graphs from dif-
ferent perspectives [38], [39], [40], [43]. DIR [40] and GOOD
[39] both learn to recognize the invariant subgraphs to make
OOD graph generalization. [38] uses a causal model to make
better size extrapolation between train and test data. OOD-
GNN [37] employs a novel nonlinear graph representation
decorrelation method to remove the spurious correlations.
EERM [43] designs multiple context explorers to extrapolate
from a single observed environment [65]. However, they all
focus on instance-level invariant graph learning by adapting
the model to designed complex environments, and fail to
utilize the abundant structural or high-order relationships
within intra- and inter-domain graphs. In contrast, our IS-
GIB first explicitly utilize the structural relationships, i.e.,
class relationships, to optimize and improve the invariant
graph learning. Besides, our IS-GIB first imposes explicit
instance-wise constraints for discarding spurious feature in
node- or graph-level representation extraction procedure.

5 EXPERIMENTS

Experimental Settings. In this section, to verify the ef-
fectiveness of our proposed IS-GIB, we conduct extensive
experiments on a wide range of public datasets. Specifically,
four datasets are from node-level prediction tasks and
two target at graph-level prediction tasks. We consider
three different scenarios of distribution shift on graphs: (1)
Artificial distribution shifts. (2) Cross-domain generalization.
(3) Distribution shifts on graph-level tasks. We compare
our method with standard Empirical Risk Minimization
(ERM) and two type of solutions for OOD: (1) Robust
Optimization including GroupDRO [35], SR-GNN [41],
OOD-GNN [37]. (2) Invariant and causal learning, including
IRM [34], GOOD [39], EERM [63], DIR [40] and Size-
Invariant representation(Size-inv) [38]. We also adopt 5
different GNN backbones: GCN [5], [66], GraphSAGE [67],
Graph Isomorphism Network (GIN) [7], Graph Attention
Network (GAT) [6], Chebyshev Spectral Graph Convolution
(ChebNet) [68]. In the following subsections, we discuss the
experimental results in different scenarios.

Table 1 describes the details of these datasests. Recall
that we conduct experiments on both node- and graph-level
OOD graph generalization tasks. Node level: (1) for artificial
distribution shifts, we choose two node classification datasets
CORA and CITESEER. (2) Cross-domain generalization means
for multiple graphs with different distributions, we select
some of them for training and then test directly on unseen
graphs. TWITCH-EXPLICIT and FACEBOOK100 are two social
network datasets with multiple social graphs, the task of
these two datasets are still node classification. Graph level:
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TABLE 1: Summary of Datasets.

Dataset CORA CITESEER TWITCH-EXPLICIT FACEBOOK100 GOSSIPCOP POLITIFACT

Task Node classification Node classification Graph classification

#Nodes 2708 3327 1912 - 9498 769 - 41536 3 - 199 3 - 497
#Edges 10556 9228 31299 - 153138 16656 - 1590655 2 - 198 2 - 496

#Classes 7 6 2 2 2 2
#Graphs 1 1 7 100 5464 314
Metric Accuracy Accuracy ROC-AUC Accuracy Accuracy Accuracy

we choose two datasets of fake news detection (graph
classification), GOSSIPCOP and POLITIFACT, collected by [69].
Implementation Details. We present the implementation
details. We run all of the experiment on Nivida GeForce
RTX 2080Ti 11G, the runtime environment is Ubuntu
16.04 LTS with CUDA 11.4, PYTHON=3.8.12, PyTorch=1.8.1,
DGL=0.8.0. In the section 5.1.2, we use different GNN
backbones, for all of them, we use the implementation
of DGL: GCN2Conv, GATConv, SAGEConv, GINConv,
ChebConv. In the section 6, to achieve lower computational
complexity, we sample a fixed batch of pairs to compute the
pairwise relationships R(·) in Eq. 14 (also Eq. 9). Concretely,
for node-level classification, we sample a batch of nodes
from each graph with size of b. Then we gather all the
nodes and compute the pairwise relationships between
them, as described in 8. By default, we use SAGEConv as
the backbone and set the layer number L = 3, the hidden
dimension H = 64, dropout rate d = 1.

For CORA and CITESEER, we tune the following param-
eters around the following default values: learning rate
lr=1e-3; batch for computing pairwise relationships b=128
(per graph); weight decay=1e-6; γ1=0.5; γ2=0.1; γ3=0.5. For
TWITCH-EXPLICIT and FACEBOOK100, the default values is
as follow: learning rate lr=1e-4; batch for computing pairwise
relationships b=128 (per graph); weight decay=1e-5; γ1=0.75;
γ2=0.1; γ3=1. For GOSSIPCOP and POLITIFACT, the default
values is as follow: learning rate lr=1e-3; batch for computing
pairwise relationships b=128 (per graph); weight decay=1e-5;
γ1=0.5; γ2=0.05; γ3=1. For all the methods and datasets, we
train the model by running a fixed number of epochs and
report the test result of the model that achieves the best
performance on validation set.

5.1 Node-level OOD Graph Generalization

5.1.1 Handling Artificial Distribution Shifts
First, we consider how to handle the synthetic noises injected
to the graph on two public node classification datasets CORA
and CITESEER. Both of these two datasets only contain one
grpah, to perform artificial distribution shifts, we add extra
noise into the node’s feature so that we can generate multiple
graphs. Specifically, given an encoded feature matrix A
with the shape (n × d), n is the number of nodes and d is
the dimension of features. We randomly generate a noise
matrix B and add it to the input of GNN, the final input is
A + B. The noise matrix B follows a normal distribution
with a pre-specified mean value µ and standard deviation
σ. In this paper, we generate 10 graphs and use 4/2/4
graphs for training/validation/testing. In the experiment
of the comparison with baselines, for training graphs, we

did not add noises; for validation/test graphs, we set
µ = 0, σ = 1. The other experiment conducted in this section
shows the model’s performance in different distribution
shift scales, we set µ = 0, σ = 1 for training graphs and
select different values of µ and σ for validation/test graphs
as described in the following. The test results of different

TABLE 2: Test accuracy on CORA and CITESEER

Methods Cora Citeseer

ERM 82.73 ± 2.73 88.74 ± 1.27

GroupDRO 83.45 ± 3.45 87.94 ± 2.85
SR-GNN 85.76 ± 2.98 90.47 ± 1.56

OOD-GNN 84.97± 2.45 90.69 ± 1.73

IRM 83.65± 3.01 89.45 ± 2.08
GOOD 84.95 ± 2.87 90.45 ± 1.56
Size-inv 86.23 ± 1.67 90.89 ± 2.15

DIR 84.12 ± 3.95 89.56 ± 2.01
EERM 85.98 ± 3.12 91.12 ± 1.45

IS-GIB 89.15 ± 3.02 93.90 ± 1.87

OOD generalization methods are shown in Table 2. We find
traditional ERM performed wrost among all the methods.
GroupDRO is a general approach for OOD genralization
which is not specifically designed for graph data, and we
can observe that in general its performance is inferior to
the other robust optimization method specially designed
for GNN (SR-GNN, OOD-GNN). Recent studies mainly
focus on invariant learning and causal learning, both the
causal model and the ideas of extrapolation are useful, and
we can see Size-inv, DIR and EERM perform better than
other baselines. EERM consistently achieves the best result
among all of the baselines, while minimizing the variance
of risks between different environments, it also exploited
adversarial training for exploring more environments. But all
of them still neglected the fine-grained relationships between
different domains and classes. Our IS-GIB outperforms all
of the baselines. The improvement of IS-GIB over ERM is
7.76% and 5.81% on CORA and CITESEER respectively. The
objective of existing methods such as V-REx (Variance-Risk-
Extrapolation) [65] can not adequately remove the noises. By
introducing I-GIB, we explicitly discard spurious feature and
maintain useful invariant feature for prediction. In addition,
the S-GIB considers both intra- and inter-domain structural
consistency thereby discarding the structural-level noises.

Robustness to the Noises of Variant Scales. In Figure 2, we
show the test results of 5 different runs with different dis-
tribution of artificial noises injected into the validation/test
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Fig. 2: Test accuracy of 5 runs on CORA with different noises.
(µ/σ: mean value/standard deviation)

graphs on CORA. Intuitively, a larger mean value or standard
deviation implies more uncertainty and deviation of the
noises in different graphs, which means the task is harder.
We set the mean value and standard deviation (µ/σ) of these
5 distributions to 0/1, 0.2/1.5, 0.5/2, 1/1, 1/2 respectively.
As expected, more biased noise has greater negative impact
on the performance. Intriguingly when the noise is gradually
amplified, the performance gap between IS-GIB and other
methods also gradually increases. It indicates that IS-GIB can
greatly resist the negative impact of noise. We attribute the
superior performance to two unique designs of the model:
(1) the second item in both I-GIB (Eq. 6) and S-GIB (Eq. 9)
directly constrains the propagation of noisy input signals.
(2) the S-GIB helps to better distinguish the useful features
across domains from a global pair-wise perspective.

5.1.2 Cross-Domain Generalization

We use TWITCH-EXPLICIT and FACEBOOK100 ( [70]) in
cross-domain scenarios, in which the GNN model is trained
on multiple graphs and evaluated on the unseen test
graphs. TWITCH-EXPLICIT contains seven distinct graphs:
DE, ENGB, ES, FR, PTBR, RU and TW, each of them
are collected from the corresponding region. The nodes
represent the users and edges represent their relationships.
FACEBOOK100 is also a social network dataset which is
collected in 2005. In this paper, we use a subset of the
whole FACEBOOK100. To demonstrate the effectiveness
of our method, we run multiple times with different
combinations of training/validation/test graphs. Concretely,
for TWITCH-EXPLICIT, we use ENGB for validation, and use
{DE, ES, FR} for training in T1, use {DE, ES} for training in
T2, use {DE, FR} for training in T3. By default, we use other
graphs for testing respectively. In FACEBOOK100, we use
{Brown11, BC17, MU78, NYU9, UC64} for testing, {Tufts18,
UCSD34, UVA16} for validation, and we use {Amherst41,
Virginia63, Wake73} for training in T4, {Vassar85, Tulane29,
Syracuse56, Temple83} for training in T5, {UCLA26,
Stanford3, Rutgers89, Simmons81} for training in T6. From
the performance comparison of Table 3, we find IS-GIB
consistently performs better than all the baselines. On
FACEBOOK100, compared with ERM, our IS-GIB gains an
improvement with up to 8.25%, which is more significant
than that on TWITCH-EXPLICIT.Since we use more graphs
for training on FACEBOOK100 (11 graphs in total) than in
TWITCH-EXPLICIT (7 graphs in total), which implies IS-GIB
can efficiently catch the intra-domain similarities for a
better generalization with the help of structural information
bottleneck.

Against Overfitting and Generalizing to Variant GNN
Models. Figure 3(a) shows the distribution of the inference
results on testsets of IS-GIB, EERM and ERM with multiple
runs on TWITCH-EXPLICIT dataset. We find: (1) The test
performance of IS-GIB is much better than both EERM
and ERM. (2) When achieving best performance on the
development set, the training ROC-AUC score of IS-GIB
is the lowest among these three methods, which implies that
our model can better avoid overfitting problem. We attribute
such performance improvement o the explicit identification
and suppression of spurious features by applying I-GIB
and S-GIB. Figure 4 shows the performance of IS-GIB using
different GNN backbones on TWITICH-EXPLICIT. For GCN,
we use the newest version GCN-II ( [66]). We find the GCN-II
performs better than others, demonstrating that deeper GNN
models can learn more useful domain-independent features
with IS-GIB.
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Fig. 3: Left: distribution of validation and test ROC-AUC.
Right: distribution of training ROC-AUC.

GCNII SAGE GAT GIN ChebNet
55

56

57

58

59

60

61

62

RO
C-

AU
C

ERM
EERM
IS-GIB

Fig. 4: Test ROC-AUC of ERM, EERM, IS-GIB with different
backbones.

5.2 Graph-Level OOD Graph Generalization
In this subsection, we further focus on the graph-level
classification task. We choose two fake news detection
datasets GOSSIPCOP and POLITIFACT collected by [69]. Each
of the graphs in these is a tree-structured fake/real news
propagation graph extracted from Twitter. In each graph, the
root node represents the news, the leaf nodes are Twitter
users that retweet this news. The node feature is a 768-
dimensional vector encoded by BERT. In this paper, we
transform these directed tree-structured graphs into bi-
direction graphs. There are much more graphs than the
former datasets, we randomly split all the graphs into
training/validation/test sets for both of the two datasets. For
GOSSIPCOP, we randomly select 500 graphs for training, 200
graphs for validation, 300 graphs for testing. For POLITIFACT,
we randomly select 60 graphs for training, 30 graphs for
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TABLE 3: Performance comparison of test graphs on TWITCH-EXPLICIT (ROC-AUC score) and FACEBOOK100 (accuracy).

Methods Twitch-Explicit Facebook100

T1 T2 T3 T4 T5 T6

ERM 56.14±0.90 56.30±0.59 56.55±0.99 51.53±1.05 52.26±0.67 51.03±0.25

GroupDRO 56.45±1.33 55.93±1.01 55.98±1.28 51.02±0.87 53.04±1.02 52.29±1.09
SR-GNN 56.98±0.56 56.37±0.25 57.25±1.03 52.41±0.56 54.27±0.99 53.04±0.33

OOD-GNN 55.86±0.78 56.23±0.67 56.46±0.82 51.98±0.45 54.24±0.34 52.60±0.37

IRM 56.34±0.67 56.21±0.36 56.78±0.95 52.03±0.44 53.15±0.64 51.85±0.71
GOOD 56.98±0.44 56.84±0.92 57.09±0.33 52.27±0.92 53.86±0.71 52.64±0.59
Size-inv 57.45±0.66 57.35±0.47 58.04±0.83 52.56±0.89 54.01±0.91 53.78±0.64

DIR 57.27±1.76 56.40±0.76 57.07±0.56 52.01±1.32 53.94±1.01 53.33±0.46
EERM 57.32±0.48 57.01±0.94 57.95±1.05 53.02±0.39 53.65±0.90 54.47±0.86

IS-GIB 58.28±0.38 58.61±0.70 59.16±0.94 53.63±0.95 55.78±0.76 55.24±0.74

validation, and using the other 224 graphs for testing. The
selection is done by randomly shuffle the index three times
with the random seed set to 2020, 2021, 2022 (corresponding
to T1/T4, T2/T5, T3/T6 respectively).
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Fig. 5: Test ROC-AUC (accuracy) on TWITCH-EXPLICIT
(FACEBOOK100) with different distance metrics.

Different from node-level classification problems, we
need to add an extra readout function to the GNN model to
get the final representation of the whole graph. From Table
2 and Table 4, we observe that compared with node-level
tasks, graph-level OOD generalization is a more challenging
task. For graph-level classification, much more complex
environments are introduced. While it is necessary to
suppresses the effects of node-lvel fine-grained noise, we
must deal with more graph-level coarse-grained noise. We
observe that IS-GIB still outperforms all of the baselines,
which proves the effectiveness of the structural information
bottleneck applied at graph level. And we also find that
compared with Table 2 and Table 3, the deviation of
experiment is much higher. We attribute this phenomenon to
two aspects: (1) Graph-level OOD is much more complex. (2)
Compared to the former two tasks, there is more randomness
between different runs of experiments since we randomly
select different combinations of training/validation/test
graphs.

Training Accuracy Comparison. In section 5.1.2, we have
discussed the superior of IS-GIB in avoiding overfitting
problems on TWITCH-EXPLICIT. It reaches the best validation
performance with a lower training accuracy, which implies
IS-GIB can better discard the useless information. In Figure
7, we also show the distribution of training accuracy on
CORA/CITESEER and GOSSIPCOP and POLITIFACT when
reaching the highest accuracy on the development set. Again
we find the deviation of training accuracy in graph-level
tasks is larger than in node-level tasks, and we can conclude

that with a lower training accuracy, the model can get a better
generalization performance than both the vanilla ERM and
EERM in both graph-level and node-level tasks.

6 MODEL ANALYSIS

Impact of I-GIB and S-GIB. Both Eq. 14 and Eq. 15 contains
two terms: the first is the mutual information maximization
(denoted by L∗,1), the second is the mutual information
restriction with coefficient β (denoted by L∗,2). Note that
LI,1 is the vanilla ERM objective, thus we first study the
impact of the other three terms (See section 5 for the values
of γ1, γ2, γ3). Building on the vanilla ERM, we add other
terms of the entire objective progressively, the results is
illustrated in Table 5. As we can see, all of the terms have
a positive impact on the model’s performance. While LI,2

and LS,2 explicitly constrain the noise propagation on both
instance level and inter-domain level, the LS,1 helps to learn
the useful information between domains. In addition, the
impact of LI,2 and LS,1 are more prominent than LS,2, which
indicates that it is vital to eliminate instance-level noises
meanwhile preserving the invariant correlations between
domains. I-GIB enables the model to learn more categorial
information for better final predictions while the utilization of
structural class relationships in S-GIB substantially improves
the overall classification performance.

Choices of Deterministic Relationship Measurements. In
Eq. 14 (also Eq. 9), we compute the pairwise relationships
R(·) among all the nodes (for node-level tasks) or graphs
(for graph-level tasks). With respect to node-level task, we
sample a subgraph surrounding the target node as the
context feature, thus for both node- and graph-level tasks,
we should exploit an extra readout function or a distance
metrics on feature matrix. There are multiple choices of
R(·), in the former experiments, we use mean-pooling with
dot product (p+dot, and cosine similarity) by default. In this
section, we explore more distance metrics: pooling + L1 norm
(p+L1), pooling + L2 norm (p+L2), CMD (Central moment
discrepancy) [71], MMD (Maximum Mean Discrepancy) [72].
The formula for calculating CMD is:

CMDK [X,Y ] =
1

|b− a|
||E(X)− E(Y )||2

+
n∑

k=2

1

|b− a|k
||Ck(X)− Ck(Y )||2,

(17)
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TABLE 4: Test accuracy on GOSSIPCOP and POLITIFACT with 3 different combination of training/validation/test graphs.

Methods Gossipcop Politifact

T1 T2 T3 T4 T5 T6

ERM 72.13±3.61 71.67±6.54 66.33±5.70 70.85±3.75 69.68±2.90 73.05±4.45

GroupDRO 72.67±3.37 72.05±7.93 68.45±7.12 71.54±4.65 70.23±3.14 72.14±5.83
SR-GNN 74.51±4.45 73.09±7.87 70.14±6.98 70.98±3.12 70.36±4.49 73.82±6.23

OOD-GNN 73.87±3.99 72.64±6.81 69.44±6.25 71.14±3.68 70.95±3.26 73.81±5.43

IRM 72.98±4.86 72.12±6.33 68.86±7.09 71.23±5.05 69.90±3.98 73.91±5.15
GOOD 74.37±5.21 73.02±6.49 67.65±4.57 71.20±6.03 70.64±5.27 73.33±6.06
Size-inv 74.75±3.87 73.54±5.68 68.81±5.29 72.50±4.64 72.31±6.07 74.24±4.99

DIR 73.08±6.53 72.77±7.67 68.45±7.01 70.94±5.43 70.68±5.71 73.47±4.89
EERM 75.13±7.34 73.89±8.12 69.04±6.23 72.98±4.69 72.01±5.08 73.71±3.13

IS-GIB 78.47±4.96 76.60±6.99 71.24±5.08 74.15±3.44 74.73±4.56 76.49±3.75

Input graph correlations ERM I-GIB IS-GIB Graph label correlations

Fig. 6: Heat maps of pair-wise correlations. From left to right: input graph correlations, dashed box (baseline (ERM), I-GIB,
IS-GIB), groundtruth graph label correlations.

TABLE 5: Mean value of accuracy of different model variants on CORA FACEBOOK100 and GOSSIPCOP.

CORA FACEBOOK100 GOSSIPCOP

LI,1 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
LI,2 – ✓ ✓ ✓ – ✓ ✓ ✓ – ✓ ✓ ✓
LS,1 – – ✓ ✓ – – ✓ ✓ – – ✓ ✓
LS,2 – – – ✓ – – – ✓ – – – ✓

Accuracy 82.73 85.74 87.63 89.15 72.13 75.02 77.39 78.47 51.03 53.68 54.49 55.24
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Fig. 7: (a) distribution of the mean value of training accuracy
on GOSSIPCOP and POLITIFACT. (b) distribution of the mean

value of training accuracy on CORA and CITESEER.

Where a, b are the bound of X and Y, E(X) = 1
|X|

∑
x∈X x

is the empirical expectation vector of X, Ck(X) = E[(X −
E(X))k] is the k-th order sample central moments of X. We
set K=2. The formula for calculating MMD is:

MMD[f,X, Y ] = || 1
n

n∑
i=1

f(Xi)−
1

m

m∑
j=1

f(Yj)||H, (18)

Where f maps a distribution to the Reproducing Hilbert
Space. A kernel function is also needed for computing MMD,
we choose Gaussian kernel and set the number of kernels
to 3. Figure 5 shows the performance of IS-GIB on TWITCH-

EXPLICIT using different distance metrics. Compared with
other metrics, CMD and MMD achieve a slight improvement
in performance. Thus we conclude that it is important to
consider the pairwise relationships between instances.It
is better to take fine-grained structural information into
consideration for the correlative distance matching.

Structural Denoising with IS-GIB. We further interpret
what is of importance the S-GIB learns in practice. Visual-
ization results are shown in Figure.6, we draw heat maps
of three parts: the correlations of input graphs, the final
representations (in the dashed box), and graph labels. Note
that compared with the baseline ERM and our I-GIB, the
IS-GIB can significantly boost the structural denoising from
the input to the representations, its heat map is structurally
sharper supported by the proposed S-GIB and encourages
more accurate predictions.

Weights Influence of Optimization Objective. Recall that
in the objective Eq. 16, the loss function contains four
terms. In order to better fit the training data, we need to
pay attention to the ERM item; in order to achieve better
generalization performance, we also need to pay attention to
different information bottleneck items. thus it is necessary to
consider their respective different weights to achieve better
generalization performance while fully fitting the training
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Fig. 8: Test ROC-AUC score on TWITCH-EXPLICIT with
different regularization weights.

data. Recall the final objective is:

Ltotal = LI,1 + γ1LI,2 + γ2LS,1 + γ3LS,2 (19)

We conduct experiments with different values of γ1, γ2, γ3.
By default, we conduct this ablation experiment on TWITCH-
EXPLICIT by adjusting one weight at a time and fixing others.
First, we searched for parameter combinations in the value
range {1e-3, 1e-2, 1e-1, 1, 5, 10}, identified better performing
sub-ranges, and then performed fine-grained search between
1e-2 and 3. Figure 8 shows the result, as we can see, different
information bottleneck items are roughly in the same order of
magnitude. We need to find appropriate values for different
terms respectively to make the model perform the best.
On one hand if the weight is too small, the performance
of the model will drop a little bit, which means that the
noise removal and cross domain invariant feature learning
is insufficient, which is close to the performance of standard
ERM. On the other hand, assigning a large weight to the IB
terms is also not a good choice. Obviously, the optimization
of the IB term will be more difficult than the ERM term.
Excessive enlargement of the weight of the IB term will make
the model unable to fully optimize the ERM term, which will
lead to underfitting.
Time Complexity. In this paper, we propose Individual and
Structural Graph Information Bottlenecks (IS-GIB) for graph
invariant learning. Let n be the number of nodes in training
set, d be the hidden size of GNN, Φ(n, d) be the time that
GNN takes to compute node embedding of the whole graph.
The first item in equation (15) takes extra O(n) time, and the
second item takes O(b · n · d) and b is the negative sampling
size. Let R(d) be the time for computing the deterministic
relationship with embedding size d. The first item in equation
(14) which compute the pair-wise relationship takes O(n2 ·
R(d)) time, and the second one takes O(b · n2 · R(d)) time.
Thus the total complexity of IS-GIB is O(Φ(n, d) + bn2 ·
max{R(d), d}).

7 CONCLUSION

In this paper, we endeavor to handling the problem of Out-
of-Distribution (OOD) graph generalization. We propose a
complementary framework Individual and Structural Graph
Information Bottlenecks (IS-GIB) to conduct graph invariant
learning. The Individual Graph Information Bottleneck (I-
GIB) imposes explicit instance-wise constraints for discarding
spurious feature in node- or graph-level representations
while Structural Graph Information Bottlenecks (S-GIB)

focuses on exploiting pair-wise intra- and inter-domain
correlations between node or graph instances. We theoret-
ically derive a tractable optimization objective for IS-GIB
and consistently achieve the best performance on extensive
graph datasets across domains. For future work, we would
explore to extend the algorithm to other more challenging
graph-based application problems [73].
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