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Abstract: This paper studies a system security problem in the context of observability based
on a two-party non-cooperative asynchronous dynamic game. A system is assumed to be secure
if it is not observable. Both the defender and the attacker have means to modify dimension of
the unobservable subspace, which is set as the value function. Utilizing tools from geometric
control, we construct the best response set under one-step or two-step optimality to minimize
or maximize the value function. We find that the best response sets under one-step optimality
are not single-valued maps, resulting in a variety of game outcomes. In the dynamic game
considering two-step optimality, definition and existence conditions of lock and oscillation game
modes are given. Finally, the best response under two-step optimality and the Stackelberg game

equilibrium are compared.
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1. INTRODUCTION

There has been a growing emphasis on enhancing the
security of control systems, specifically addressing the
vulnerabilities present in remote sensors (Zhang and Ye
(2020), Gao et al. (2022) and Ding et al. (2022)). These
vulnerabilities pose significant risks, as highlighted by the
notorious Stuxnet attack, which targeted the logic con-
trollers of centrifuges at Iran’s Natanz nuclear facility.
By manipulating the code of logic controllers, this attack
successfully sabotaged the centrifuges responsible for ura-
nium enrichment at Iran’s Natanz nuclear facility. What
made it even more insidious was its ability to conceal
the true state of the system from operators, allowing
it to inflict damage undetected for an extended period
(Howser and McMillin (2014)). Scholars have recognized
the significance of observability in control systems and
have conducted extensive research in areas such as state
reconstruction and partially observable games.

In the realm of state reconstruction amidst attacks, Chong
et al. (2015), along with similar findings by Fawzi et al.
(2014) and Shoukry and Tabuada (2015) in discrete time,
investigated the challenge of system observability when
an attacker manipulated certain outputs of a continuous
linear system. Notably, when more than half of the sensors
fell victim to attacks, accurately reconstructing the initial
state became impossible. Mitra and Sundaram (2018)
introduced the concept of ”eigenvalue observability” to
explore methods of estimating locally undetectable states
caused by attacks, focusing on scenarios where a single
node could exchange information with its neighboring
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nodes. Building upon their previous work, Mitra and
Sundaram (2019) developed a fully distributed algorithm
that successfully reconstructed the system state despite
the presence of sensor attacks within the network.

Partial observable game in cybersecurity is a crucial as-
pect where attackers and defenders have limited informa-
tion. Hordk et al. (2019) developed a partially observable
stochastic game, representing defender’s uncertainty effec-
tively. Zheng et al. (2022) proposed a partially observable
Stackelberg game model, using e-Stackelberg equilibrium
to prevent state information leakage. Lu and Quevedo
(2023) demonstrated the independence of control and
scheduling strategies in a partially observable stochastic
game, proving its equivalence to a complete information
game.

The previous research primarily focused on qualitative
aspects such as system state reconstruction and game
conditions in the context of partial observability. However,
they did not quantitatively investigate the dimension of
the unobservable subspace (Maccarone and Cole (2020)).
Additionally, most existing game models utilize continuous
value functions, such as quadratic functions, and equilib-
rium solutions are obtained through methods like dynamic
programming (Wu et al. (2020)) and Q-learning (Rizvi and
Lin (2018)). These methods are not suitable for discrete
value functions, such as the dimension of the unobservable
subspace.

To address these limitations, we propose a non-cooperative
synchronous dynamic game between the attacker and the
defender. The defender aims to prevent system observ-
ability and potential security breaches, while the attacker
seeks to make the system observable to reveal valuable



information. The main contributions of the paper are as
follows.

(1) Taking the unobservable subspace dimension of linear
system as a game value function, the derivation and
algorithm of maximizing or minimizing the dimension are
studied. The game antagonism of system observability is
quantitatively studied.

(2) In asynchronous dynamic game considering one-step
optimality, it is found that the best response sets of players
are not single-valued maps, leading to multiple cases in the
game results. The dimension of maximal (A, B)-invariant
subspace in Ker C is revealed to be one of the causes of
uncertainty.

(3) In asynchronous dynamic game considering two-steps
optimality, the definition and existence conditions of differ-
ent game modes including lock mode and oscillation mode
are given. And a special lock mode condition is given.

Based on (Xu et al. (2023)), this paper further studies
the multiple cases of game results caused by multi-valued
maps of best response set in the asynchronous dynamic
game considering one-step optimization. Plus, we studies
the asynchronous dynamic game considering two-steps
optimization, gives the conditions of different game results
and compares it with the Stackelberg game equilibrium.

The rest of paper is organized as follows. In Section 2, the
necessary preliminaries are introduced and we formulate
our problem. In Section 3, derivations and algorithms
are given to minimize or maximize the dimension. In
Section 4, under the framework of asynchronous dynamic
game, results analysis considering one-step optimality and
two-steps optimality are given respectively. And the best
responses of players are compared to Stackelberg game
equilibrium. Section 5 is a brief conclusion of this paper.

Notations: R™*™ is the set of m x n-dimensional real
matrices. R™ is the set of n-dimensional real vectors. For
matrix A € R™*" ImA = {v € R : v = Aq,Vq € R"}
is the image space, Ker A = {w € R" : Aw = 0} is
the kernel space, pinv(A) = (ATA)f1 AT is its pseudo
inverse, Colx(A) is the k-th column of matrix A and
8k = Coly (I,),k = 1,---,n. For matrix B € RPX4,
the direct sum of matrix A and B is defined as A &
| A Omxg
B- [0 nxal

2. PRELIMINARIES AND PROBLEM
FORMULATION

2.1 Preliminaries

Given a system (4, B, C)

& = Ax + Bu,

y = Cu,
where z € R", u € R*, y € R™, A € R"*", B € R"*¥, and
C € R™*™, Define V* space and relative degree as follows.

Definition 1. V is an (A, B)-invariant subspace if there
exists a matrix F such that (A + BF)Y C V. Such an
F is called a friend of V and denote the set of friends by
F(V). Among all V in Ker C, there is a maximal (A, B)-
invariant subspace which is denoted as V*.

Definition 2. Let m = k. The system (A4,B,C) is
said to have relative degree (ri,...,7,) where C =
[CI7CQT7"'7C;7FL]T’ if

GAIB=0,Yj=0,...,75 —2

)

GATTIB 40
for : = 1,...,m and the matrix
A" B
L=
em AT B

is non-singular.
2.2 Problem formulation

Consider the following linear system,
§:AOE+Blu1 + Bous, (1)
y = CoZ,

where £ € R™ and y € R™ are state and output of the

system; Ag € R™X"0 B, € R™*X™ By, € R™*F and

Cy € R™*™ are system matrices; u; € R™ and uy € R

are two inputs.

In this paper, it is assumed that an attacker (or player
1) wants to reveal system information by minimizing the
unobservable subspace. The attacker has an input channel
and can control input u;. To the contrary the defender (or
player 2) wants to protect system information from being
stolen and aims to maximize the unobservable subspace.
It also has an input channel and can control input wus.

In particular, we consider a special case in which Im By C
V*, where V* is the maximal (Ag, B;)-invariant subspace
in Ker Cy. We further assume that (Ag, Bi,Cp) has a
relative degree. Define a coordinate change as follows,
E=cA) ' Ti=1,.. omij=1,...,1,

(2)

— 8,8 =

2 = piT
where p; is defined by p;B; = 0,71 = 1,...,ng
Z?;l Ti-
Transform linear system (1) according to (2) and get the
normal form as

i = Nz + E€ + Blus, (3)
& =&,
: (4)
;i,1 = 71“1"
Ti,i =R;z+ S+ CiASiilBlulv
i =&, (5)
where 7 = 17...,m y f = [f%a 751}17"' 75?7"' ,é.;??n]—r,
b1 @
P2 N Y2
B, = _ B,y = | . | and matrices N, E, R;, S;
P(no—s) gm

are determined by coordinate change accordingly.

It is found that Bs only appears in the evolution equation
of z. This is because Im By C V*, the maximal (Ag, B1)-
invariant subspace in Ker Cy. For (Cy, Ao, B1) satisfy rel-
ative degree condition and under coordinate change (2),



there is V* = {(z,¢) : € = 0} = {o : Al lz =
0, = 1,....m, 7 = 17...77“1‘}. Thus CiAj_lBQ =
0, fori = 1,...,mandj = 1,...,7;. Calculate &, for
i=1,....,mand j=1,...,r; as follows

& =0i=cx
f% = @;(1) = Cii‘ = C; (Al‘ + Blul + BQUQ) = CiAI
fg = y§2) = ¢, At = ;A (Ax + Biuy + Baug) = i A%z

L= yf”_l) = ¢ A" %0 = ¢; A2 (Az + Biug + Bouo)
= A"z
5;1 _ l{m) = ciAriil’jj = Cl'ATi71 (A$ + Biui + BQUQ)
= A"z + ¢; A" Byuy.
(6)
Thus B; does not appear in the evolution equation of &,

which implies that player 2 can only change the internal
dynamics of the system when the output is set to zero.

The complete evolution equation of §};i can be written as

1
1

= Rz + S+ Luy, (7)
where
Ry S1 ClAT171B1
R=| 1t |, 8= |, L= : (®)
R, Sm Cm, AT 1 By

and R € Rm*(mo=s) G ¢ R™*s [, ¢ R™*™ Now define
the feedback strategies used by players 1 and 2 as

up = K1§ + Uiz, ug = Ko§ + Uzz, 9)
where K, € R™*s U; € R™*("0=9) are determined by
player 1 and K, € R¥** U, € RF*("0=%) are determined
by player 2.
Then .

"

m

T'm

If the system is observable, when y = 0, there is (z > =0.

Consider y = 0, according to the coupling relationship
between 271 and (5%7 757}17"' 75{”’7"' 757’?:”) = gTv we
have ¢ = 0. Thus we only need to prove z = 0, where z
satisfy

Z = Nz+ ByUsz,

0= (R+ LUj)=.
Define (R+ LU;)z = §. Then the condition for the system
(4)-(6) to be completely observable becomes: if § = 0,
there is z = 0. It is also the condition for the following
system to be observable

2= Nz+ ByUsz,
§=(R+LU)z2Cz,

(11)

(12)

where z € R(™~%) and § € R™ are state and output of
the observability equivalent system; N € R(mo—s)x(no—s)

and B € R(m0=9)xk are system matrices; U; € R™* (m0=5)
and U, € RF*("0=9) are feedback matrices determined by
player 1 and player 2. Because L is non-singular, for all

C € Rm*(m0=%) there exists U; = L~} (C’—R). Thus

player 1 can completely control C. With this we have
reformulated the game strategies of players 1 and 2 as the
control of €' and Us,. Later we will only discuss the game
problem for this special case.

For the convenience of reading and the following deriva-
tion, we change the matrices letters of system (12) as
follows

& = Ax + BFz, (13)

y= CI’,
where x € R", y € R™ are the system state and output;
A € R"*" B e R™F are system matrices; C' € R™*™ and
F € RFX™ are determined by the attacker and the defender
respectively. The value function ® (C, F) is defined as the
dimension of unobservable subspace, which has variables
matrices C' and F,

C

C(A+ BF)

® (C,F) = dimKer : £ dimKer Q (C, F),
C(A+BF)"*

(14)
where Q (C, F') is the observability matrix of the system,
which has variables matrices C' and F'. An attacker wants
to reveal system information by minimizing the unobserv-
able subspace. It controls system sensors, i.e., control-
ling matrix C'. While a defender who wants to protect
system information from being stolen aims to maximize
the unobservable subspace by state feedback control, i.e.,
controlling matrix F. The objectives for two players are

C*= i ®(C,F 15
argcemlnxn ( ; ), ( )
= max O(C . 16

Fr=arg max &(C,F) (16)

The above derivation can be found in (Xu et al. (2023)).
3. TO MINIMIZE OR MAXIMIZE THE DIMENSION
We first give derivations and algorithms for two players
to minimize or maximize the dimension of unobservable

subspace.

3.1 To minimize unobservable subspace

The attacker aims to minimize the unobservable subspace
by controlling C| i.e.,

C
C(A+ BF)
C* =arg min ®(C,F)=arg min dimKer .
CGR’NLX‘VL CGR’"LX’!L :
C(A+ BF)"!

which is equal to

arg Cgﬂlgﬂ)&ﬂ dimIm[CT, (A+BF)"'C", ..., (A—i—BF)("_l)TCT].

Define the dual system of system (13) as

T = Az + Ba, (17)



where A =
becomes

(A+BF)T, B = CT. Thus the optimal strategy

argmaxdimIm [ B,AB, ..., A" ' B] = argmaxdimImT,
B B

where I' = T'(A, B) refers to the controllability matrix of
the dual system. Now the problem becomes how to choose
B to make the dual system controllable.

We decompose the derivation into four parts: Part A gives
a similar transformation and a necessary and sufficient
condition for complete controllability; Part B gives formula
for calculating the dimension of controllable subspace;
Part C gives a sufficient and necessary condition for
maximizing the controllable subspace; Part D gives a
specific algorithm.

Part A:  Find similar transformation matrix 7' € R"*" of
system (17) which makes A become Jordan normal form,
T 'z =T"'Az + T"'Ba. (18)
Define J = T-*AT,T~'z = % and T~'B = B, we get the
Jordan normal form of the dual system
& = Ji + Ba. (19)
For the above J, let its [ eigenvalues be: A; (algebraic
multiplicity: o1, geometric multiplicity: aq), A2 (algebraic
multiplicity: o2, geometric multiplicity: as), ..., A; (alge-
braic multiplicity: o;, geometric multiplicity: a;). Assume
A # /\j,VZ#j and oy +o9+...+0;,=n.

Thus we have

J=J\)eJN)@e---aJ(\), (20)
. JU T
B=|BI,B], - B (21)
where @ is the direct sum of matrices,
J1(>\1) ?z’l
Ja(Ai) . B;
T) = . Bi=| 0,
Ty (M)
fori=1,2,---,l, where
A1 .
N1 buik
. b2k
Je(Ni) = Bie=1 .1
1 -
)\7; brzk:
for k =1,2,...,a;, where Ji(A;) € R7ik*Tik, By, € Rrikxm,

Tik 1S the dlmenswn of Ji(Ni), Yoniy ik = 0y

Give the following lemma which is the Jordan normal type
criterion for complete controllability.

Lemma 1. (Chen (1999)) For the Jordan normal form of
linear system, the necessary and sufficient condition for
the complete controllability is

(22)

rils Yri2s "7 s Yriay

.
rank[b hT i } =, Vi=1,2,--- 1,

which means the last rows of Bil, BZ‘Q, s
independent.

Biai are linearly

Define max{«a;,7 =1,2,--+ ,1} = a,. Thus B has at least
a, columns to make the system completely controllable.
However, for B € R™™ _if a, > m, how to maximize the
controllable subspace?

Modify (22) and get

rank I:i)ril,i)n‘g,”- :min{m,ai},Vi = 1,2,"' ,l,

(23)
which can be proved as a necessary but not sufficient
condition to maximize the rank of controllability matrix.

The insufficiency is shown in the following example.

a000
0al0
00a0
000D
R,a # b. It has two eigenvalues: a (algebraic multiplicity:
3, geometric multiplicity: 2), b (algebraic multiplicity:

) briai

Ezample 1. For J = , where a € R,b €

1, geometric multiplicity:1). If B € R", we can find
1 0 1

Bl = 8 B2 = | V] and B3 = | V| which
1 1 1

satisfy (23). But the dimensions of controllability matrix

['(J, B) for different B are different. dim I'(.J, B1) = 2, dim
['(J, B2) = 3 and dim T'(J, B3) = 3. Actually {By, B3} €
argmax g pn I'(J, B)

Part B:  In order to get necessary and sufficient condition
to maximize the rank of controllability matrix, We first
give a lemma, which calculates the dimension of control-
lability matrix according to the structure of B.

Consider the problem, for system (19), B e R™ ™ is fixed
beforehand. For each eigenvalue \; (Vi = 1,2,--- 1) of J,

calculate the rank of corresponding matrix [IA)T“, b;rZQ, s bl

in (22) and define its rank as s;. Define {IA)”»l, brioy oen, Tmi}
as a vector set Z; with «; vectors, among which s; vectors
are linearly independent. Define ik as the serial number of
vector lA)Mk, which is the last row of sz and the position
of By, in J is Jr(A;). Find s; vectors from set Z; which are
linearly independent, and define the combinations of there
vectors’ serial number as a set Z;;, where j = 1,2, ...,p;,
which means we can find p; sets with s; vectors which are
linearly independent. Then we have the following lemma
to calculate the dimension of controllability matrix.

Lemma 2. The dimension of controllable subspace is

-y 2 i

1=1ik€Z;;

dimImT'(J, B) (24)

where set Z;;« is defined as the set which has the largest
sum of the corresponding Jordan block dimensions, i.e.,

j* = arg max Z TiksJ = 1,2, ..., ps. (25)

ik€T;;

Part C: According to the above way to calculate dimen-
sion of controllability matrix, we can give the necessary
and sufficient condition to maximize the rank of control-
lability matrix by choosing a proper B.

Consider the problem, for system (19), B € R™m g

Y Eriag



to be determined. For each eigenvalue A; of J, calcu-
late the geometric multiplicity ;. For m < «;, define
{bri1, briz, .., bria; }, which is the last row of B, and the
position of By in J is Ji(\i), as a vector set Z; with «; vec-
tors. The dimension of Ji();) is 75 and find m-th largest
dimensions in {r;, &k = 1,2,...,a;}, whose corresponding
vectors Brij form a set Z;. Then a necessary and sufficient
condition to maximize the rank of controllability matrix is
give as follows.

Proposition 1. The dimension of controllable subspace is
maximized by choosing B € R™*™ if and only if

-
T 2T AT _
rank |b,;1, 0,0, - 7bm-a1} =q;, for m > q;,

rankZS =m, for m < q,.
(26)

Proof: ~ For m > «;, according to Lemma 1, it is
the necessary and sufficient condition for the complete
controllability of the linear system. Thus it is apparent
that the dimension of controllable subspace is maximized.

For m < «; (sufficiency) according to Lemma 2,
maxpdimImI’ = maxg Zi’:l Zikelij* Tik. Lij+ is the
largest sum of the corresponding Jordan block dimensions
in combinations of vectors which are linearly independent.
rankZ* = m makes vectors I;Tij which corresponds to
m-th largest dimensions in {r;, k = 1,2,...,q;} linearly
independent, thus their dimensions can be added in the
dimension of controllable subspace and the dimension of
controllable subspace is maximized.

(Necessity) If the dimension of controllable subspace is
maximized, according to Lemma 2, Z;;- includes m-th

largest dimensions in {rjx, k& = 1,2,...,a;}. This means
rankZ = m. |
Part D: Now we give a specific way to choose B,

which is a sufficient condition to maximize dimension of
controllable subspace.

Define {ik} as the serial number set of Jordan blocks
Ji(A;) and {ri,,7iy, ..o, Tia, t as the dimensions of corre-
sponding blocks. Resort {r;,,7i,,...,"q,;; in a descend-
ing order and get new serial number for the dimensions
{Bi1, Bi2s -, Bias }, Where B;; is the j-th largest block of \;
dimension r;’s sequence number, §;; = k.

Corollary 1. The sufficient condition to maximize dimen-
sion of controllable subspace is to set the last rows of

Bi1, Big, ..., Bia, to be
Z;ril
67"1'2 [65411 ) 65:;2’ R 6§:m] ’ for Q; Z m,
T (27)
. I:Iai Oaix(m—ai)] , for o; <m,

rio
where 55? = Colg,, (I, ). Let other rows of B, Bys, ..., Bm

7
be zero rows.

Proof:  Apparently, equation (27) is a special condition of
(26), according to Proposition 1, dimension of controllable
subspace is maximized. |

Finally, the optimal strategy of attacker is

C=B"=(TB)"=B"T" (28)
In order to minimize the unobservable subspace with fixed
m, the algorithm for player 1 to choose C using the way
in Corollary 1 is summarized in Algorithm 1.

Algorithm 1 Algorithm for C' to minimize the unobserv-
able subspace

Set A= (A+ BF)".

Calculate geometric multiplicity «; of J’s eigenvalue \;;
Calculate  dimensions of Jordan  blocks of
)\iu {Til y Ty eees riai};

Calculate sequence numbers of dimensions in descending
OI‘deI; {611 ) 61'23 EE) Biaqﬂ,}

Set B € R™"*™ all zeros matrix.

Update B according to Corollary 1.

Calculate C = BTTT.

Remark 1. It is found that the value function ® (C, F) =
minge dim Ker Q (C, F) is determined by the maximal ge-
ometric multiplicity of (A + BF'). This value can be de-
termined by F', which is controlled by the defender. The
larger this value is, the larger the non-observable subspace
dimension of the system is, and the more beneficial it is to
the defender.

3.2 To mazximize unobservable subspace

The defender aims to maximize the unobservable subspace
by controlling F, i.e.,
C

F* =arg max ®(C,F)=arg max dimKer
Fekan Fekan

Define Ker Q £ V. Because Vv € V, (A + BF)’ v € Ker C,
for j = 0,1,...,(n — 1). According to Cayley-Hamilton
theorem, Vj € N,(A+ BF)’ v € KerC. Thus V is an
(A, B)-invariant subspaces contained in Ker C. Among all
(A, B)-invariant subspaces contained in Ker C, there is a
maximal one V*(C'), whose dimension is independent of F,
ie.,
C

C(A+ BF)

max dim Ker
FER’“ Xn

=dimV*(C). (29)

C(A+BF)" "

dim V*(C') is related to matrices A, B and C. Now we give
a lemma to find V*.
Lemma 3. (Basile and Marro (1969)) Let Vo = Ker C and
define, for i =0,1,2, ...,

Vit1 ={z €KerC | Az € V; + Im B} . (30)
Then V;y1 C V;. There exists ¢ € R, ¢ < dim V,
Vor1 = Vg = V.

The above Lemma can be changed into matrix computa-
tion form. Define Vy = Ker C. Find {v1,va,...,v4:} as a
basis in V;, for ¢ =0,1,2,... and set the column stacked
matrix V; = [v1 v2 ... vy, |. Let {21, 22,. .., 2p, } be a basis
of Ker [V; B]', which satisfies

[V; B]' zj =0,for j =1,2,....,p;. (31)

C(A+ BF)

C(A+BF)" "



Define Z; = . Because [ V; B]/Z£:0,ZZ-[V1< Bl =

Z/
0. According topiemma 3,
Vit1 =KerCn{z | Az € Im[V; B| =Ker Z;}
= Ker C NKer[Z;4].
Thus a basis in space V;41 forms a column stacked matrix
Vi1 which satisfies

(32)

C
[ZiA} Vie1 =0. (33)
If space V; 11 = V; ,then space V* = V; ;1. Otherwise, let
matrix V; = V;41 and repeat the above steps.

With V*, the defender should find a friend matrix F €
RF¥*" of V* which satisfies (A + BF)V* C V*. Then a
necessary and sufficient condition to maximize the unob-
servable subspace is give as follows.

Proposition 2. The dimension of unobservable subspace is
maximized by choosing F' € RF*™ if and only if it is
the friend matrices (i.e. F(V*)) of the maximal (A, B)-
invariant subspaces contained in Ker C' (i.e. V*). That is

C
C(A+ BF)
arg max dim Ker . =F(V*). (34
C(A+BF)"*
Proof:  (Sufficiency) For Fy € F(V*),
C

C (A+ BEF,)
dim Ker . = dim V*.

C(A+ BFy)"™!
According to the definition of V*, the dimension of unob-
servable subspace has reached the maximum value. Thus

Fy € arg max dimKerQ(C, F).
FeRk}X’n

(Necessity) If Fy € argmaxpegrxn dim Ker Q (C, F),

C
C(A+ BF))
dim Ker . = dim V*.

C(A+BF)"!

According to the definition of friend matrix, F; € F(V*).
|

Now give a way to find such friend matrices F. Define
{v1, va,...,v.} as a basis in V* and set the column stacked
matrix as V = [v1,v2,...,v,]. There exists non-zero
matrix X € R"™*" which satisfies

(A+BF)V = VX. (35)
Define
_FV =1, (36)
we have
AV=VX+BU:(VB)<‘;](>. (37)

Because U is not unique in some cases, we use pseudo
inverse pinv() to calculate U.

min dim Ker Q. max dim Ker 2
C F

defender

acquire system
information

Fig. 1. Scenario of game model.

(f]() — pinv(V B)AV.

F is also not unique in some cases according to (36), and
we use pseudo inverse pinv again,

F = —U % pinv(V). (39)
Thus the above derivation is a sufficient but unnecessary
condition to get a friend matrix. The algorithm for the

defender to choose F' using pseudo inverse is summarized
in Algorithm 2.

(38)

Algorithm 2 Algorithm for F' to maximize the unobserv-
able subspace

Set ImV; =KerC,SZ = [V; B),Im Zi = Ker(SZ)’
SV =[C; Zix A].
Calculate Im V; 1 = Ker(SV).
while V; # Vi, do
Set V; = Vi1, SZ = [Vi B)',Im Zi = Ker(SZ)'
SV =[C; Zi x A].
Calculate Im V; 1 = Ker(SV).
end while
Set V=V =[v1 v2 ... 0]
Calculate [X;U] = pinv(V B) AV, choose the last
(n —r) columns as U.
Calculate F = —U = pinv(V).

Remark 2. According to (29) and Proposition 2, the value
function ® (C, F) = maxp dim Ker Q (C, F') is determined
by matrices A, B and C. Thus it can be determined by the
attacker, who controls C.

4. ASYNCHRONOUS DYNAMIC GAME

Then we formulate the problem in asynchronous dynamic
game and give results analysis considering one-step opti-
mality and two-steps optimality respectively.

4.1 Asynchronous dynamic game considering one step
The game problem is defined before the evolution of state

z in system (13). We assume that matrices A, B and
players’s actions are known to two players. two players



|mcin [ mcin o min ®
System 1 ¢
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Fig. 2. Sequence of actions.

update strategies asynchronously and repeat the game for
many times.

Fig. 1 shows the scenario of game model. Apart from the
attacker and the defender, there is a third person. From
the perspective of the attacker, its goal is to help the third
person acquire system information. We assume that the
attacker cannot directly reveal system information to the
third person, like firewall NGFW incorporates the function
of covert channel detection to cut off the transmission
of information(Arefin et al. (2021)). But it can help the
third person get system information by controlling matrix
C and minimizing the dimension of the unobservable
subspace. From the perspective of the defender, it tries
to protect system information from being observed by the
third person and wants to maximize the dimension of the
unobservable subspace by controlling matrix F.

Fig. 2 shows the sequence of actions. An epoch is defined
once a player acts. In odd epochs, only the attacker acts
and in even epochs, only the defender acts. Because two
players have opposite goals, one player’s strategy update
will trigger another player to change strategy. Thus two
players repeat the game for many times.

The update dynamics of the value function ® (C,F') in
epoch i is,
mcivndimKerQ (C,F),fori =25 —1,j € N,

¢i ’F = . . .. *
(G, F) {mgxdlmKerQ(C,F),forzz2]73 e N*.

(40)
The best response for the attacker considering one step is
C
C(A+ BF)
BR1, =arg min dimKer . (41)
CeRm,Xn :
C(A+BF)""
The best response for the defender considering one step is
C
C(A+ BF)
BR1,; = arg max dimKer . (42)
FeRan :
C(A+BF)" "

BR1, has been discussed in Section 3.1 and BR14 has
been discussed in Section 3.2. Apart from Algorithm 1 (or
Algorithm 2), there are also other ways to choose C (or F)
which belong to the best response sets.

As for BR1,, we can choose B which satisfies equation
(26) according to Proposition 1. And

BR1,=B'TT, (43)
where T € R™ ™ is the similar transformation matrix
which makes (4 + BF)T become Jordan normal form.

As for BR1,4, we have to find the friend matrices of the
maximal (A, B)-invariant subspace in Ker C, i.e.,

BR14 = F(V). (44)
In Algorithm 2, we only get the friend matrix F' calculated
by pseudo inverse.

Because the best response for both the attacker BR1, and
the defender BR1, are not single-valued maps, there are
different game results according to the choices of players.
Here are examples of different choices of C' and F' leading
to different game results.

030 0 0 0
0 030 0 0
Ezample 2. A = [0 0 030 0 |,C € R¥*> F ¢
0 0 0 010
0 0 0 0 02

R B=[00101]",F =[0000 0], which denotes
F in epoch 0.

Case 1: If the attacker chooses C according to Algo-
rithm 1 and the defender chooses F' according to Al-
gorithm 2, the values of players’ strategies C' and F
have a loop of four epochs: In first two epochs, the at-

tacker chooses C' = (1) (1) 8 (1) (1) and the defender chooses
F =[-01000.10]; in last two epochs, the attacker
00-101

chooses C = and the defender chooses

010 00

F=1[00000]. Fig. 3 shows the game results of dimen-
sions.

Case 2: If the attacker chooses C' = {(1) 8 ? (1) é] instead
of C = |5 7000] when F = [00000], which

also belongs to BR1, and all other strategies follow
Algorithm 1 and Algorithm 2, the defender will choose
F =[00000] in the second epoch and the values of
players’ strategies C' and F' are locked. Fig. 4 shows the
game results of dimensions.

Case 3: If the defender chooses F' =
instead of F'=[—-0.1 00 0.1 0] when C = {

[0000.20.1]

10011

01000
which also belongs to BR1, and all other strategies follow
Algorithm 1 and Algorithm 2, the values of players’
strategies C' and F have a loop of four epochs: In first two

(1)(1)8(1)(1)] and the

defender chooses FF=[0 0 0 0.2 0.1]; in last two epochs,
0010 0} and the defender

epochs, the attacker chooses C' =

the attacker chooses C = 10000

chooses F'=[0 0 0 0 0]. Fig. 5 shows the game results of
dimensions.

Remark 3. Different choices in best response sets will lead
to different game results. This is because different values
of C' in best response set BR1, have different values of

dim V*. When C = {100 1 1],dimv* -

01000 3; when
o - [10011

00100 ,dim V* = 1. And different values of

F in best response set BR1,; will influence the maximal
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geometric multiplicity of (A + BF'), which the value of
ming dim Ker 2 (C, F) in the next epoch. Thus we should
take dim V* and maximal geometric multiplicity of (A +
BF) into consideration, which lead to the following two-
steps optimization.

4.2 Asynchronous dynamic game considering two steps

Assume the attacker is smart enough to choose an action in
the best response set BR1, which is relative better in the
next epoch after the defender makes a decision. Because
the best response for the defender BR1; = F(V*) and
maxp dim Ker Q (C, F') = dim V*(C), we have a smarter
best response for the attacker which considers two steps,
BR2, =arg min max dimKerQ(C,F)
CEBRI1, FERkxn
=arg min dim V*(C).
CEeBRI,

Similarly, the defender is also smart enough to choose an
action in the best response set BR1,; which is relative bet-
ter after the attacker makes a decision. Because the best
response for the attacker is determined by the maximal
geometric multiplicity of eigenvalues of (A+ BF'), we have
a smarter best response for the defender which considers
two steps,

BR2; =arg max min  dimKerQ (C, F)

FeBRld CGRHLX?L

=arg max [maximum geometric multiplicity of (A + BF)]
FEBR1,

However, the best responses including BR2, and BR24
are still not single-valued maps. To simplify the analysis,
give the following assumption.

Assumption 1. The attacker (or the defender) prefers to
keep strategy unchanged if the old strategy C (or F)
belongs to BR2,, (or BR2,) in this epoch.

Define two modes of game results.

Definition 8. The game result is defined as a lock mode,
ifVie NIye R, &, (C,F) =~.

Definition 4. The game result is defined as an oscillation
mode, if Vi S N, @Z(C, F) ?é <I>H_1(C, F)

Actually, the game result depends on the relation of
mine dim V*(C) and mine dim Ker Q (C, F'). Define a set
which is similar to BR2, as follows.
BR2X, =arg min dim V*(C), (45)
CEeRmxn

where the difference between BR2X, and BR2, is the
value range of matrix C. Give the following lemma.

Lemma 4. VA € R™*" B € Rk C, € BR2X,,Cs €
BR1,, there is dim V*(C1, A, B) > dimKer Q(Cs, A, B).

Proof: VYCy € R™*™ it is apparent that the maxi-
mal (A,B)-invariant subspace in Ker Cj is larger than
A-invariant subspace in Ker Cj, i.e., dim V*(Cp) >
dim Ker Q(Cp). Thus dim V*(Cy) > dimKerQ(Cy) >
dim Ker Q(Cy). |

Then give a sufficient but unnecessary condition when
three sets BR1,, BR2,, BR2X, are reciprocal equivalence.

Lemma 5. For fixed A € R"*", B € R"™¥ and F € RF*",
the condition BR1, = BR2, C BR2X, satisfies if,
dimKer Q (C € BR1,, A, B) = dim V* (C € BRl,, A, B).



Proof:  According to Lemma 4, dim V*(C € BR2X,) >
dimKerQ(C € BRl,). If dim V*(C € BRl,)

dimKer Q (C' € BR1,), there is dim V*(C € BR2X,) >
dim V*(C € BR1,). According to the definition of

BR2X,,YCy € R™*" dim V*(C € BR2X,) < dim V* (Cy).

Thus there is dim V*(C € BR2X,) = dim V* (C € BR1,)
and BR1, C BR2X,, which means VC; € BRIl,, it
minimizes dim V*. According to the definition of BR2,,
it is apparent that BR1, = BR2,. |

A necessary and sufficient condition is established to verify
the game results to be lock mode.

Theorem 1. The game result is lock mode in epoch i >
I, = 25+ 1,7 € N), if and only if, in epoch I,
dimKer Q (C € BR1,) = dim V* (C € BR1,).

Proof:  (Sufficiency) Assume min¢ dim Ker €; = dim V' =
v, where v € R. When epoch ¢ = [, according to Lemma 5,
BR1, = BR2,. When ¢t =1+1,V;4; = maxp dimKer Q) <
dim V} = ~. Because dim Ker Q(F;_;) = dim V}, there is
F,_1 € F(V*), namely F;_; € BR14. According to Lemma
4, mingegmxn dimKer Q (C, F) < dim V*. When Fj, =
Fy_1, mingepmxn dim Ker Q(F}41) = dim V*, i.e., dim Ker
O (C, F) reaches the upper bound and F;_; € BR2,. Be-
cause of Assumption 1, the defender chooses Fj11 = Fj_1.
When ¢ = [ 4 2,V;49 = ming dimKer Q2 (C, F'), because
Fiyy = Fi—1,C; C BR2,. Because of Assumption 1, the
attacker chooses Cj1o = (. Thus Vi > [, the attacker and
the defender keep C' and F' unchanged and ®; =~
(Necessity) Because in epoch ¢ > [, it is lock mode,
Jv € R satisfies &; = . For | = 25+ 1,57 € NJV; =
mine dim Ker @ (C, F) =
dim V', . Because state feedback control does not change
dim V*, we have dim V} | = dim V}". Thus min¢ dim Ker
Q (C,F) =dim V}. ]

Based on this theorem, a corollary is derived to verify the
game results to be lock mode.

Corollary 2. If for | = 25 + 1,7 € N, dimV/ >
minge dim Ker €, it is oscillation mode. And Vi € N > [,
the amplitude |®;+;—®;| = dim Viven(i,i+1) ~mine dim Ker
Qodd(i,i+1), Where even(i,i + 1) means choosing the even
item in set {7,7+ 1} and odd(¢,¢ + 1) means choosing the
odd item in set {i,i 4+ 1}.

Proof:

maxp dim Ker Qeyen(i,i+1) = dim V,

even 1,5+1

get the above proposition easily. |
Remark 4. The amplitude can be controlled by F by
changing the optimal result of ming dim Ker Q (C, F'). Be-
cause the state feedback F' can change the maximum geo-
metric multiplicity of the system matrix (A+ BF') through
pole assignment. When |[®;,; — ®;| = 0, it becomes lock
mode. Because ming dim V*(C') > mine dimKer Q (C, F),
the defender is purpose is to reduce the amplitude by
controlling F' and even make the oscillation mode to be
lock mode.

) thus we can

Give another corollary which is a sufficient condition of a
special oscillation mode whose results have a loop.
Corollary 3. If the game result is oscillation mode and
0 € F(V*), the game results have a loop.

~. Viz1 = maxp dimKer Q (C, F) =Ker ¢ = (6%

Vodd(i,i+1) = ming dim Ker Q444(i,i+1)> Veven(i,i+1) =

Proof:  Because F' = 0, (A + BF) return to the initial
value A, which lead to the loop. |

Actually, the game results of case 1 in example 2 have a
loop. The next theorem describes a special condition which
is lock mode.

Theorem 2. For A € R"*" B € R™*F C € Rm™*",

(1) Whenn —m > k. If InB C KerC and Vv # 0 €
Ker C,CAv # 0.

(2) Whenn —m < k. If KerC C ImB and Yv # 0 €
Ker C, Z; Av # 0, where Z; satisfies Z; B = 0.

There is dim V* = 0 and it is locked mode.

Proof: (1) When n—m > k. Because ImB C Ker C,CB =
0. Then Yo # 0 € KerC,VK,C(A + BK)v = CAv # 0.
Thus (A + BK)v ¢ KerC, which means (A + BK)-
invariant subspace contained in KerC' is 0. Thus dim
V* = 0.

(2) Whenn — m < k.Because Z;B = 0,Yv # 0 €
KerC\VK, Z;,(A+ BK)v = Z;Av # 0. Thus (A+ BK)v ¢
Im B.Because Ker C' C ImB, (A + BK)v ¢ Ker C, which
means (A + BK)-invariant subspace contained in KerC' is

0. Thus dim V* = 0. |
There are examples which illustrate Theorem 2.
0010
_ 0001 nxk
Ezxample 3. For A = 1000 ,B € R"** (C €
0100
. 1000
mXxXn p—
R . Whenn —m > k, consider C = 0100
84 , where 6% = Coly (I,) . CAS} # 0,CA ff #

0. Accordmg to Theorem 2, ImnB C KerC’ ImB
83 or 64 or [0364]. In this case, dimV* = 0. Otherw1se,
when TmB — 83 or 5§,dimV* = 1. When ImB =
[6103], dimV* = 2. When n — m < k, consider
B = [626364. For ZiB = 0,7, = [1000], ZA =
[0010].IfV; = KerC = 6%, Z,A8% # 0,dimV*

0.IfV; = 6%ordy,Z;A0? = Z;A5f = 0,dimV* =
1. If‘/; = KerC = [(52 (SZ] ,ZlAéz 7’5 O,ZiA’UQ(Sz =
0,dmV* = 1. If V; = KerC = [676303], Z;A67 =

4.8 Comparison with Stackelberg game

Actually, the best responses for players which consider
two steps are special cases of single-leader single-follower
Stackelberg game equilibrium. We compare the above best
response results with Stackelberg game equilibrium action
in this part.

Definition 5. A single-leader single-follower Stackelberg
game is a tuple (N, (A;);cn,(Wi)icn), Where N =
{leader(1), follower(f)} is a set of players, A; is the action
set of player i € N, and u; : A — R is the payoff function
of player i, where A := [[;,.y Ai. The leader knows the
payoff function of the follower and makes decisions first
considering how the follower will react. The follower can
observe the strategy of the leader and adjust the strategy
accordingly.

Under this model, the follower and the leader choose action
according to the following definitions.



Definition 6. (Best Response) The best response set of the
follower f in single-leader single-follower Stackelberg game
to action a; € A; of the leader is

A () = {a} € Ay s uy (a,a}) > uyp (a,ap)} . (46)
Definition 7. (Optimal Leader Action) Action af € A;
satisfies a Stackelberg equilibrium for the leader if

Al (ar) ={aj € A;: min wu;(af,a 47
[ (ap) ={aj € Ay J, in 1(ar,af) (47)
=max min 1w (a;,af)} (48)

a €A afERf(al)

Definition 8. (Stackelberg Equilibrium) Let af € A; be
a Stackelberg strategy for the leader. Then any element
a} € Ry (aj) is an optimal strategy for the follower. The

action profile {al*7 a}i} is a Stackelberg equilibrium.

In our problem, the players set includes the attacker and
the defender. The action set of the attacker is A,
C € R™*™ and action set of the defender is A3 = F
R**" The payoff function of the attacker is u,(C, F)
—dimKer Q (C, F) and payoff function of the defender is
ug(C, F) = dimKer Q (C, F).

m

There are two scenarios. In scenario 1, the attacker is the
leader and the defender is the follower. The best response
of the defender is

which is similar to the best response for the defender
considering two steps BR2,. The difference is the matrix F'
is value range, where for BR2,4, F' € BR14. The difference
comes from similar reason in Scenario 1.

5. CONCLUSION

In this paper, we study the two-person non-cooperative
game based on the unobservable subspace dimension of
the system. Derivation and algorithms of maximizing
or minimizing the unobservable subspace dimension are
given. In the framework of one-step optimal asynchronous
dynamic game, it is found that because the best response
set of players are not single-valued maps, there are different
cases of game results. The dimension of the maximal
(A, B)-invariant subspace in Ker C is one of the causes of
uncertainty. In a two-steps optimal asynchronous dynamic
game, the definition and existence conditions of lock and
oscillation game result modes are given. We also find a
special lock mode condition with the dimension of the
maximal (A, B)-invariant subspace in Ker C' equals to
zero. Finally, the best responses of the attacker and the
defender are compared to Stackelberg game equilibrium
strategies. In the future, we can study the problem in
more complex scenarios. Factors such as system stability,

As, (C):{F*QR’”” :dim Ker Q (C, F*) > dim Ker Q (C, F) pnergy consumption and non-observable subspace can be

= arg max dim Ker Q(C)
= F(V(0)),

which is actually the best response for the defender con-
sidering one step, i.e.,
The Stackelberg equilibrium action of the attacker is

Al (F)=arg max min —dimKerQ(C,F
o (F)=arg _max  min (C,F)
=arg min max dimKerQ(C,F)
C’eRWanFeRan
= in dimV*(C)},
arg ,Jin,, dimV(C)}

(49)

which is similar to the best response for the attacker
considering two steps BR2,. The difference is the matrix C'
is value range, where for BR2,, C' € BR1,. This difference
comes from that, in asynchronous dynamic game consid-
ering two steps, the attacker aims to maximize the value
function after action at once. However, in Stackelberg
game, the leader aims to maximize payoff function after
the follower acts. According to (45), we have

Aj_, = BR2X,. (50)
In scenario 2, the defender is the leader and the attacker is

the follower, and the analysis is similar to scenario 1. The
best response of the attacker is

A5, (F)={C* eR™™: —dimKer Q(F,C*) > — dimKer Q (F,C) }

= arg mén dim Ker Q(F),
which is actually the best response for the attacker con-
sidering one step, i.e.,
A}_, = BR1,. (51)
The Stackelberg equilibrium action of the defender is

Ar L (C) = in dimKerQ(C, F
r-a(C)=arg max min dimKerQ(C, F)

=arg max [(A+ BF) is max geometric multiplicityﬁ;
FeRkXTL

combined to construct value functions, so as to study the
game between the attacker and the defender.
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