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Abstract

Differential privacy is the de-facto privacy standard in data analysis. The classic model of differential
privacy considers the data to be static. The dynamic setting, called differential privacy under continual
observation, captures many applications more realistically. In this work we consider several natural
dynamic data structure problems under continual observation, where we want to maintain information
about a changing data set such that we can answer certain sets of queries at any given time while
satisfying e-differential privacy. The problems we consider include (a) maintaining a histogram and
various extensions of histogram queries such as quantile queries, (b) maintaining a predecessor search data
structure of a dynamically changing set in a given ordered universe, and (¢) maintaining the cardinality of
a dynamically changing set. For (a) we give new error bounds parameterized in the maximum output of
any query cmax: our algorithm gives an upper bound of O(dlog? dcmax +log T) for computing histogram,
the maximum and minimum column sum, quantiles on the column sums, and related queries. The
bound holds for unknown ¢max and T'. For (b), we give a general reduction to orthogonal range counting,.
Further, we give an improvement for the case where only insertions are allowed. We get a data structure
which for a given query, returns an interval that contains the predecessor, and at most O(log2 uy/logT)
more elements, where u is the size of the universe. The bound holds for unknown 7. Lastly, for (c), we
give a parameterized upper bound of O(min(d, /K logT)), where K is an upper bound on the number
of updates. We show a matching lower bound. Finally, we show how to extend the bound for (c) for
unknown K and T'.

1 Introduction

Differential privacy is a well-studied and widely applied privacy standard for data analysis. Its definition is
due to Dwork et al. [2006]. For any e > 0, a randomized algorithm is e-differentially private if the output
distributions differ by at most a factor of e for any two neighboring input data sets, i.e., data sets that differ
only in at most one data item. A relaxation called (e, d)-differential privacy additionally allows the output
distributions to differ in an additive term § > 0.
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The classic model of differential privacy considers the data to be static. The dynamic setting, called
differential privacy under continual observation (or release), captures many applications more realistically
and was first studied by Dwork et al. [2010]. Here the data arrives in a stream of length 7', and the problem
is to answer queries about the data at each of the T time steps. There are two definitions of differential
privacy in this setting: event-level differential privacy, where two neighboring data sets differ in the data
of a single update; and user-level differential privacy, where two neighboring data sets differ in the data of
all updates corresponding to the same data entry. Clearly, user-level privacy is stronger and in most cases
harder to achieve.

In the binary counting problem for differential privacy under continual observation (continual binary
counting), one data row is either a 0 or a 1 and the goal is to estimate the total sum at every time step.
The best known upper bounds for binary counting for e-differential privacy is an error of O(log2 T), while
the highest known lower bound is Q(logT'), where T is an upper bound on the number of time steps in a
stream and does not need to be known by the algorithm (Dwork et al. [2010], Chan et al. [2011]).

The algorithm achieving an error of O(log® T') is called the binary tree mechanism and is used as a black-
box subroutine for a number of applications (Fichtenberger et al. [2021, 2022], Jain et al. [2021], Cardoso
and Rogers [2022]). It can be seen as a very simple dynamic data structure, namely a binary counter. In
this work, we consider several natural and more general dynamic data structure problems under continual
observation, where we want to maintain information about a changing data set such that we can answer
certain sets of queries at any given time while satisfying e-differential privacy. The problems we consider
include (a) maintaining a histogram and various extensions of histogram queries such as quantile queries, (b)
maintaining a predecessor search data structure of a dynamically changing set in a given ordered universe,
and (c) maintaining the cardinality of a dynamically changing set. For all of these, no prior work is known
and we achieve better error bounds than can be achieved by naively applying existing techniques such as the
binary tree mechanism or the sparse vector technique. Our results are summarized in Table 1. To achieve
these results, we significantly extend and generalize the sparse vector technique introduced by Dwork et al.
[2010] and combine it with ideas from dynamic data structures. For example, for our new histogram results,
we combine the sparse vector technique with differentially private histograms against an adaptive adversary.

In all our bounds, T denotes the number of time steps for which we monitor the data, such that at any
time step we can either update the data and/or ask any subset of possible queries. We consider two different
models for updates, the partially dynamic model, where only insertions are allowed, and the fully dynamic
model, also called the turnstile model, where both insertions and deletions are allowed.

Most of these bounds hold independently of whether 7" is known at the beginning of the input, only for
SETCARDINALITY the bound is a factor of v/logT” worse if T is not known. To allow our algorithms to work
for an infinite time line we use an approach from Qiu and Yi [2022]. Next we describe the problems we
consider and the results we achieve in more detail.

1.1 Overview of results

Histograms and histogram queries. In this problem, every data row is an element of {0,1}¢ for d € N,
and at every time step, exactly one such row may be inserted (we do not consider deletions). We want
to be able to answer queries about the column sums, i.e., the sum of the ith coordinate in each data row
up to the current point in time, for ¢ € {1,...,d}. We consider event-level privacy, which means that two
neighboring data streams differ in the insertion of one row. Note that this is a direct generalization of
the binary counting problem. Examples of such queries are selecting the top-k elements and computing
quantiles, which are widely used in data analysis [Ilyas et al., 2008] and as subroutines in statistical methods
[Kruskal and Wallis, 1952, Huber, 1992]. Due to the wide range of applications of these queries in analyzing
potentially sensitive data, static versions of these queries have been considered in a largge body of prior work
[Qiao et al., 2021, Carvalho et al., 2020, Durfee and Rogers, 2019, Gillenwater et al., 2021, Kaplan et al.,
2022, Durfee, 2023, Aliakbarpour et al., 2023, Cohen et al., 2023a].

In recent work, Jain et al. [2021] showed upper and lower bounds on the error for computing the maximum
column sum over a stream of rows from {0, 1}¢ (MAXSUM), as well as selecting the index of the maximum
column sum (SUMSELECT) under differential privacy. Here and in the following, all stated error bounds hold



Problem existing techniques | our upper lower comment

Histogram | O(dlogT log(dT)) O(dlog*(demax) + Q(d + log T) Cmax 1S an upper

Queries (Binary Tree Mech.) logT) & bound on the output

Set . 2 K is an upper bound

. O(min(d, K log”T)) . . pe

Cardlnal (Binary Tree Mech.) O(min(d, VK logT))| Q(min(d, /K log Zy) | on number of up

ity dates; user-level dp

gl;lrll};mic fully dynamic; w is

Predeces. - O(log? ulog®*T) QlogT + logu) the size of the uni-
verse

sor

g?;rﬁ:;llli}é partially dynamic; u

2 X : .

Predeces. - O(log” uy/1ogT) Qlog T + log u) is the size of the uni-
verse

sor

d-dim.

Above ?S(d lrog ?, Jtr ) ‘ffloid)) O(dlog?d +1logT) | Q(d +1logT)

Threshold parse vector Lechl.

Table 1: Summary of results for known 7. For unknown 7', the same bounds hold except for SETCARDINAL-
1TY, which becomes O(min(d, vK logT). For simplicity, the bounds are stated here for constant € and §.

with constant probability. Clearly, the lower bound for binary counting immediatelly extends to the problem
of top-k selection and computing all column sums (HISTOGRAM). However, the bounds of Jain et al. [2021]
leave a gap: For MAXSUM and e-differential privacy, their lower bound is Q(min(v/7T, d, T)), while their upper
bound is O(min(v/T,d- log? T, T)). Similarly, for SUMSELECT and e-differential privacy, their lower bound is

(min(+/T log(d/T), d, T)), while their upper bound is O(min(+/T log(dT), dlog dlog® T, T)). We focus on
the bounds that are bubpolynomial in T. Note that the d term in the lower bound can be strengthened to
d + log T, because of the Q(log T") lower bound on the error of binary counting by Dwork et al. [2010]. The
O(dlogd log® T') upper bound comes from computing a full histogram by composing d binary tree mechanisms
for binary counting under continual observation [Dwork et al., 2010, Chan et al., 2011]. Using the result by
Dwork et al. [2015] for binary counting, the error for computing a d-dimensional histogram under continual
observation can be improved to 6(d log2 Nmax + dlog T)l, where npax 18 an upper bound on the number of
ones in any column. In Dwork et al. [2015], the value nyax is considered to be given; however, as pointed
out by Qiu and Yi [2022], this result also holds when ny.x is not known beforehand, by combining it with
the two-level mechanism in Chan et al. [2011] and using carefully chosen error probabilities for subroutines.
Despite this improvement, a natural question remains: “Is an error of Q(d - log T') necessary?”

In this work we show how to break the Q(d - log T')-barrier in the case where the maximum output of a
query is much smaller than the stream length. Specifically, we show new parameterized upper bounds for
computing HISTOGRAM, MAXSUM, and SUMSELECT under continual observation, as well as a larger class of
queries with similar properties including the median column sum and the minimum column sum, with error
0] (d log? emax + log T), where cpax 1S an upper bound on the mazimum query value on the given input at
any time step. In our bound there are two improvements over prior work: (a) We replace npqz by Cmaz. For
example, if the query asks for the minimum column sum, ¢4, would be the minimum column sum in the
final histogram, which might be much smaller than n,,4,. (b) We replace dlogT by logT. Thus we achieve
a reduction in the additive error for all streams where log2 Cmax = 0(log T), i.e., where cpax = 20(V1ogT),

Our algorithms do not need to be given cyax at initialization. Also note that there is no hope of removing
the dependency on d altogether, because of the previously stated lower bound by Jain et al. [2021].

The following theorem summarizes our main result for histograms. To state it, we need the notion of
sensitivity of a function, which is the maximum difference between the outputs on any two neighboring data

1For simplicity, we use O(X) = O(Xpolylog(X)).



sets. For a formal definition of sensitivity see Definition 4.

Theorem 1. Let x = z',... 2T be a stream of elements x* € {0,1}¢. For any positive integer k, let

qi,...,qr be functions ¢; : {{0,1}%}* — R* U {0} for i € {1,...,k} with the following properties: For
all i € {1,...,k} each g;(x) depends only on the column sums of x, is monotonically increasing in t, has
sensitivity at most 1, and its value at any time step is at most cyax. Further, ¢;(09) = 0 for alli € [k]. Then
there exists

1. an e-differentially private algorithm that can answer qi,...,qi at all time steps with error at most
a=0((d log? (dkemax/B) + klog(kemax/B) + log T) e ') with probability at least 1 — 3,

2. an (e, 0)-differentially private algorithm that can answer q1,...,qx at all time steps with error at most
a=0 ((\/Elog3/2(dkcmax/ﬁ) + Vklog(kcmax/B) + log T) et log(l/é)) with probability at least 1— 3.

Thus, our strategy allows us to change the logarithmic dependency on the maximum column sum 7y, to
a logarithmic dependency on the mazimum query value for any of the k queries, which can be much smaller as
Nmax, €.8. for computing the minimum column sum or the median. Of course, we can also use our Theorem 1
to output the full histogram using k' = d queries, since, by assumption all queries g; can be computed once
all the column sums are known. Thus the bounds given in the theorem can be improved to consist of
the minimum of the two, i.e., to O ((min{d10g” cmax + k10g Cmax, d10g” Nmax } + log T) €7 1) for e-differential

privacy, and a bound of O ((min {\/&logB/2 Cmax + VE10g Cmax, \/glogg’/2 nmax} + log T) e ! log(l/é)) for
(e, 0)-differential privacy.

The queries MAXSUM and HISTOGRAM fulfill the conditions of Theorem 1 with ¢pax = Nmax. Other such
queries are TOPK, i.e., outputting the top-k column sums and QUANTILE,, i.e. computing the g-quantile on
the column sums for ¢ € [0, 1]. Furthermore, any algorithm for differentially private continuous histogram
can answer SUMSELECT and TOP-k-SELECT, i.e. releasing the indices of the top-k column sums, within the
same error bounds.

Corollary 1. Let x = z',..., 27 be a stream of elements zt € {0, 1}t. Let Nin, Mmax, Mmedian denote the

value of the minimum, maximum, and median column sum of x, respectively. Then there exists

e an e-differentially private algorithm that can answer MAXSUM, SUMSELECT, HISTOGRAM, TOPK, and
Topr-k-SELECT at all time steps t with error at most a = O ((d10g2 (dnmax/B) +1og T)e™t) with prob-
ability at least 1 — (.

e an e-differentially private algorithm that can answer QUANTILEUQ at all time steps t with error at
most a = O ((d log? (dnmedian/B) + log T)e_l) with probability at least 1 — 3.

e an c-differentially private algorithm that can answer MINSUM at all time steps t with error at most
a=0 ((dlogQ(dnmin/ﬁ) +log T)e™ 1) with probability at least 1 — 3.

The corresponding results also hold for (e, §)-differential privacy by plugging nmin, "max, Pmedian it0 the
bound in Theorem 1, 2. The previous best theoretical error bounds known for these problems were either
polynomial in T, or had an error of 6(d 10g? Nmax +dlog T) for e-differential privacy resp. 6(\/& log3/ 2 Nimax +
VdlogT) for (e, d)-differential privacy. Thus, for these queries, we reduce the additive term of O(dlogT) for
e-differential privacy and the additive term of O(v/dlogT) for (e, §)-differential privacy to an additive term
of O(logT).

Further, we consider the problem of d-DiIM ABOVETHRESH, where we have a threshold K; for each column
i € [d] and want to privately return at every time step for every coordinate whether or not the i-th column sum
exceeds its threshold. In detail, if ¢; is the i-th column sum, we want to answer YES for coordinate ¢ whenever
¢; > K;+a, and NO whenever ¢; < K; —a, with high probability while preserving differential privacy, where
is the additive error. Note that composing d independent AboveThreshold algorithms (which is a subroutine
of the sparse vector technique) for each column gives an error of @ = O(d(logd +logT)). We show that as a
corollary of our algorithm for histogram queries, we can obtain an algorithm for d-DiM ABOVETHRESH with



error that is just a polylogarithmic factor in d away from the lower bound of Q(d + logT'), which follows
from a packing argument (see Appendix C.1).

Corollary 2. Let x = z',...,27 be a stream of elements x* € {0,1}¢, and let {Ki}iclq) be arbitrary

thresholds for each column. Then there exists an e-differentially private algorithm that can answer d-DIM
ABOVETHRESH at all time steps t with error at most o = O((dlog®(d/B) + log T)e™') with probability at
least 1 — (3.

Dynamic Predecessor. We study a differentially private version of the dynamic predecessor problem,
which is one of the most fundamental data structures problems. Here, we need to maintain a set D of
elements from an ordered universe, and for a query ¢, return the largest x satisfying z < ¢, if it exists.
To the best of our knowledge this problem has not been studied under differential privacy before at all. A
possible reason for this is that it is not obvious how a differentially private version of this problem should
look like - clearly, the answer to any query depends heavily on the existence or non-existence of any one
element in D.

We propose study the following relaxation of the predecessor problem: At time step ¢, an element of the
universe can be inserted or deleted from D. Additionally, we allow a query operation of the following form:
Given an arbitrary query value ¢ output some x in the universe, such that there is at least one element y in
D with z < y < ¢ and at most «; such elements, where «a; is the additive error. The algorithm can answer
L if there are at most oy elements smaller than ¢ in the data set. Symmetrically, the algorithm can find an
approximate successor z’, such that there is at least one element above ¢, and at most a; between z’ and q.
Thus, the algorithm might not return the predecessor of ¢, but it can decide that either there are not too
many elements smaller than ¢ in the data set or we return an interval that contains the predecessor, and
it does not contain too many more elements. Similar relaxations have been used in the differential privacy
literature for computing threshold functions and quantiles, see e.g. Kaplan et al. [2022], Bun et al. [2015],
Kaplan et al. [2020], Cohen et al. [2023b].

This algorithm can be used to compute the approximate distance from ¢ to its nearest neighbor in D:
We use the above to find both = and ' fulfilling the stated properties and return d = min(|z — ¢, |2' — q|).
Then d is at least the distance from ¢ to its nearest neighbor and it is at most the distance to its (2a; + 1)th
nearest neighbor.

An Q(logu + log T') lower bound for this problem holds for e-differential privacy by a standard packing
argument, even in the partially dynamic case. In the static setting, an Q(logwu) lower bound holds for e-
differential privacy, and a matching upper bound follows from the sparse vector technique. In this work, we
consider both the fully dynamic case (i.e., both insertions and deletions are allowed), which is also called
the turnstile model, and the partially dynamic case (only insertions are allowed) of the problem under e-
differential privacy. For the fully dynamic case, we reduce the problem to dynamic range counting, which
can be solved using a generalized version of the binary tree mechanism. Then we show a better bound in
the partial dynamic case. All bounds hold for unknown time bound T

Theorem 2. Let e >0 and ¢ = O(1).

1. There exists an e-differentially private algorithm for the FULLY DYNAMIC PREDECESSOR problem with
a; = O(e *(logulogt)®/?\/log(ut/B)) for all t with probability at least 1 — B3;

2. There exists an e-differentially private algorithm for the PARTIALLY DYNAMIC PREDECESSOR problem
with ay = O((1 + e 1) logulog(u/B)+/log(t/B)) for all t with probability at least 1 — f3.

To compare the two bounds for the partially dynamic setting, note that in the partially dynamic setting
t = O(u). Thus, for constant 3, the improvement in 2 compared to 1 is a factor of logt.

Set Cardinality. In this problem, the goal is to maintain the cardinality of a set D of elements from
a universe while elements are inserted and deleted such that at any point in time, we can approximately
answer how many elements are in set D. Here we assume that there is only a single copy of any element, i.e.,



multiple insertions of the same element are ignored. This model is motivated by applications like counting
the number of edges in a simple graph, or monitoring the number of people who possess a certain changing
property (e.g., if they reside within a given country). Again we consider a fully dynamic (or turnstile) model,
where at any time step an arbitrary subset of the universe may be inserted or deleted, or we query the size of
D. For event-level privacy, standard techniques give an upper bound of O(log2 T) for this problem, as noted
in Erlingsson et al. [2019] and further discussed at the beginning of Section 5. Erlingsson et al. [2019] give a
parameterized upper bound of O(\/cﬁ log? T) in the stronger local model of differential privacy, and for user-
level privacy, where d is the universe size and k is an upper bound on the allowed insertions / deletions per
user. We extend their work to the central model of differential privacy; we use a different parameterization
K, which is an upper bound on the total number of insertions and deletions. This is a natural parameter
to consider: If the insertions and deletions are equally distributed among all d users, then K = dk. Else,
K can give tighter bounds - notice that the previous bound by Erlingsson et al. [2019] depends on dk, so
getting a bound that depends on K instead is stronger. We give the following upper and lower bounds for
this problem:

Theorem 3. Let K be an upper bound on the total number of insertions / deletions. Then the following
statements hold for user-level privacy:

e any e-differentially private algorithm for the SETCARDINALITY problem which has error at most a at
all time steps with probability at least 2/3 must have a« = Q(min(d, K, /e 1 K log(T/K))). This bound
holds even if K and T are known at the beginning of processing the input, and if updates are limited
to singleton sets.

o IfT is known at the beginning and K is unknown, there is an e-differentially private algorithm for the
SETCARDINALITY problem with error at most oo = O(min(d, K,log K+/e 1K log(T/5))) with probabil-
ity at least 1 — B;

o [f neither T nor K are known at the beginning, there is an e-differentially private algorithm for the
SETCARDINALITY problem with error at most o = O(min(d, K,log KvVe 'K log(t/8))) at all time
steps t with probability at least 1 — (3.

Note that the upper bound for known 7" matches the lower bound up to a log K factor. The log K factor
comes from estimating an upper bound on K and for known K and known 7', the upper bound is tight. To
compare our results with the upper bound by Erlingsson et al. [2019], we note that K < dk, so our upper
bound gives a bound parameterized in k by replacing K with dk. Their algorithm needs to know both k&
and T at the beginning and for that setting we achieve an improvement of a factor of log'® T" in the additive
error. Further, the same approach as our lower bound with parameter K can be used to show a lower bound
of Q(min(d, e (klog(T/k))) for the setting with parameter k.

1.2 Technical Overview

In the following, for simplicity, we state all bounds for constant 8 and e.

Histogram and related queries. For histogram queries, our idea is inspired and significantly extends
the technique of Dwork et al. [2015]. They use a differentially private algorithm to partition the stream into
intervals such that every interval has at least Q(«) ones and at most O(«) ones, for some suitable «, with
probability at least 1 — 8. Then they use a standard differentially private continual counting mechanism on
those intervals, and only update the output at the end of each interval. Note that for any fixed partitioning,
the inputs to the counting mechanism are neighboring, in the sense that the count of at most one interval
can differ by at most 1. Thus, composition gives privacy. For accuracy, denote by n the total number of ones
in the input. The lower bound on the number of ones in each interval guarantees that there are no more
than n intervals; the upper bound guarantees that the output does not change by more than « within each
interval. Then the continual counting algorithm on at most n intervals has an error of at most O(log2 n).



Further, there is a partitioning algorithm (e.g., the sparse vector technique by Dwork et al. [2010]) that can
create such a partitioning with & = O(logT'). Overall, this gives an error of O(log2 n+logT).

In our setting, we would like to partition the stream into intervals, such that in every interval the
mazimum change in any query answer can be bounded by O(a/) from above and Q(o’) from below. We
then feed the counts for every interval and every coordinate into a standard differentially private continual
histogram algorithm, e.g., the one given by Fact 5. Then, at the end of each interval, we use the histogram
algorithm to compute an approximate histogram and update the output. Again we have the property that
for any fixed partitioning, the input of at most one interval can change by at most one for every coordinate.
The partitioning would yield that we can bound the number of intervals by k times the maximum change in
any query answer over the entire stream, where k is the number of queries. Thus, the histogram algorithm
from Fact 5 gives an error of roughly O(dlog®(k - ¢max)), Where pay is the maximum query answer. Further,
within an interval, the output changes by at most o’. However, there is an extra challenge here: The query
answers at any time step may depend on all the past updates and on all coordinates! So naively, using them
to partition the stream incurs a privacy loss of € = dcpaxe, i.e., the algorithm is only €'-differentially private.

The idea to overcome this difficulty is to use the output of the differentially private histogram algorithm
at the end of an interval for the decision of when to end the next interval, i.e., at every time step, we compute
the approximate sums for all coordinates using the histogram output at the end of the previous interval,
and the updates that happened in between. Thus, the decision to end an interval depends on updates that
happened in previous intervals, i.e., before the current interval, in a differentially private way. We use these
approximate sums as input to a similar partitioning algorithm as the sparse vector technique. Now, however,
at the end of each interval, the histogrm algorithm is given as input the count for the current interval for
every coordinate, which in turn depend on when the current interval is closed, which is a function of the
past outputs of the same histogram algorithm. Thus, we have to use a histogram algorithm that is private
against an adaptive adversary to achieve privacy. As the interaction between the histogram algorithm and
the partitioning algorithm is intricate, it requires that we prove privacy from scratch.

Next, we give some more details on the partitioning algorithm we use. We want to partition according
to the maximum change in any query answer. Recall that the query answers for k different queries can be
very different, and the query which actually incurs the maximum change can be different for every interval.
Thus, for our version of the sparse vector technique, we maintain a different threshold for each query, which
we update regularly, namely whenever we are sure that the corresponding query answer had a significant
change. However, if we would check whether a significant change occurred for every query separately at
every time step, we would get an error of Q(klogT), where k is the number of queries. We avoid this as
follows: We run a sparse vector technique on all k£ queries simultaneously, i.e. we close an interval if at least
one of them crosses its current threshold, without specifying which one. Then once we know we closed an
interval we compute which of the thresholds need to be updated. Thus we only check which thresholds to
update for each query after we already know that we close an interval, and we can bound the number of
times that this happens by kcpax. This gives an additional error of O(klog(kcmax)). The o’ value depends
on both the error of the histogram output, which is roughly O(dlog®(kcmax)), and the error incurred by our
sparse vector technique algorithm, which is roughly O(log T+ klog(kcmax)). Overall, this strategy yields the
desired error bound stated in Theorem 1.

We show how to do all of this even if we do not know 7" and c¢pax at the beginning of the input processing,
by building on the strategies from Qiu and Yi [2022]: Our parameters in the algorithm at a given time ¢ and
within an interval j depend on some probabilities 5;» and f;, which are the probabilities that the random
variables used for privacy exceed certain predetermined bounds. So we want that the sum of all B;» and S
for all time steps t and all intervals j are bounded by 5. Now, if cpax and T are known, one can just use
B} = B/(2¢max) and p; = #/(2T"). However, this only works if 7" and cax are known. Qiu and Yi [2022] use
a simple trick to extend the bound from Dwork et al. [2010] for unknown 7T at any time step ¢, they use
B = B/(t?67?), since then, Y ,°, B = B. Similarly, using 8 = (8/t?) and B; = (3/4?) allows us to define
our algorithm parameters independently from cp.x and T and get the same error guarantees.



Dynamic Predecessor. For the dynamic predecessor problem, we first show that it reduces to the dynamic
range counting problem: In the dynamic range counting problem, at every point in time, we may insert or
delete an element from the universe U = {1,...,u} into a data set D. A query consists of a subinterval of
U, and we want to give the number of elements in D which fall into that interval. An e-differentially private
data structure for fully dynamic range counting with error O(e~'(logulog T)3/2\/log(uT/j)) follows from
known techniques and the same error can be achieved for the fully dynamic predecessor problem.

Our main technical contribution for this problem lies in our improvement for the partially dynamic
predecessor problem: Similarly to the binary tree mechanism by Dwork et al. [2010], we start by dividing
the universe into dyadic intervals. We use the sparse vector technique to maintain information about which
intervals I from the dyadic decomposition have at least a certain number of elements in I N D. We then use
that information to answer any predecessor query. Note that since we are in the partially dynamic case, the
property that there is at least a certain number of elements in I N D cannot change - the number can only
increase. The first observation is that we do not need to run the sparse vector technique for all intervals
at the same time, but we can do a top-down approach: If an interval [a, b] does not yet contain “enough”
elements, then we do not have to consider any of its sub-intervals, since sub-intervals contain fewer elements
than [a, b]. Thus we only “activate” an interval, i.e. start a sparse vector technique on it, once the number of
elements in its parent’s interval has crossed a threshold. If we mark an interval that has crossed the threshold
as “finished”, we can get the following guarantees, which hold for all time steps combined with probability
1 — B (for simplicity, we state all bounds for the case of a finite known T and ignore the dependencies on €
and f):

1. Any interval I that is finished has at least 1 element in D N I.
2. Any interval I that is unfinished has at most o’ elements in D NI for o/ = O(logulogT).

We can answer any predecessor query ¢ by returning the left border of a finished interval I which lies
fully to the left of ¢, and by choosing the shortest such interval where the end of the interval is closest to
q. By the properties of the dyadic decomposition, the interval between the right border of I and ¢ can
be covered by at most 2logu disjoint intervals of the dyadic decomposition. We call this the cover of the
interval. By the choice of I, none of its subintervals and none of the intervals in the cover of the interval
between the right border of I and ¢ are finished. Thus, combined with property 2 it follows that there are
at most O(logua’) = O(log? ulog T') many elements in D which fall between the left border of I and ¢, and
by guarantee 1, we have that there is at least 1 element between the left border of I and q.

The next improvement is achieved by considering two thresholds for each node: additionally to the
threshold marking an interval “finished” (which fulfills the same properties as before), we add a smaller
threshold, which marks an interval “heavy”, and which depends on some parameter k < logu to be optimized.
We get the following guarantees for “heavy” intervals at all time steps with probability 1 — 3:

i) Any k intervals corresponding to disjoint, heavy nodes have at least 1 element in D which falls into the
union of their intervals.

ii) Any collection of at most 2log u intervals which are not heavy have at most o’ = O(k~1 log® u) elements
in D which fall into the union of their intervals.

Guarantees i and ii utilize the bound on the sum of Laplace variables (see Lemma 2), which allows us to
give tighter bounds for groups of intervals, than if we would consider them separately.

To answer a query, let I be as before. Now, we only return the left border of I if there are no more
than k& heavy nodes in the cover of the interval between the right border of I and ¢; then there are at most
O(ka’ + o) elements in the interval between the left border of I and ¢ by properties 2 and ii. Again, by
property 1, there is at least one element in I, thus between the left border of I and ¢. Else, we return the
start of the k farthest heavy interval J out of the cover of the interval between the right border of I and gq.
By guarantee i, we have that there is at least 1 element in the interval from the left border of J to ¢q. Again,
there are at most O(ka’ 4+ ') elements in the interval between the left border of J and ¢ by properties 2
and ii. Optimizing for k yields the error bound claimed in Theorem 2.



Set Cardinality. For the set cardinality problem, we can give (almost) matching upper and lower bounds.
For the lower bound, we use a packing argument, which generalizes even for the case where updates are
restricted to singleton sets. For our upper bound, we use the sparse vector technique from Dwork et al.
[2010] to track changes in the output, and update the output whenever there was a significant change. We
can use our parameter K to bound the number of times a significant change in the output happens. Denote
that number by S. However, S depends on both K and T, and the thresholds we use for the sparse vector
technique depend on S. To construct an algorithm that works for unknown 7', we use a similar strategy
to Qiu and Yi [2022] to remove the dependency from T on the thresholds, and from S. To construct an
algorithm that works for unknown K, we use a similar idea to Chan et al. [2011], in that we guess a constant
estimate for K, and if it turns out it was too low, we double it. However, there is an extra difficulty: in this
problem we consider user-level differential privacy, so whenever we restart the algorithm for a new K, we
incur a new privacy loss which adds up over all instances! To circumvent this, we use a similar idea as Qiu
and Yi [2022], however instead of varying (3, we use different values of € for every instance. That is, for the
jth instance of the algorithm, we choose €; = €/(672;?%), and since ; €5 = €, we can guarantee e-differential
privacy no matter how large K turns out to be. Since j is bounded by log K, the claimed bound follows.

1.3 Related work

Histograms and related queries In terms of HISTOGRAM and related queries, we already mentioned the
work by Jain et al. [2021], which give upper and lower bounds on computing MAXSUM and SUMSELECT under
continual observation under both e-differential privacy and (e, d)-differential privacy. Further, Cardoso and
Rogers [2022] consider computing HISTOGRAM and TOPK under continual observation in different settings,
depending on whether the domain of items (in our case {1,...,d}) is known or not, and whether or not we
bound the Lg-norm (i.e., number of non-zero elements) of the row in which two neighboring streams may
differ. The setting we consider in this paper corresponds to their known domain, unrestricted Lg-sensitivity
setting. They provide two algorithms for this setting, the “Meta Algorithm” which is based on the binary
tree mechanism, and runs a static top-k algorithm for each node, i.e., interval, of the binary tree; however,
such an algorithm can have a multiplicative error linear in the number of nodes that are used to answer a
query, which could be logT — 1 in the binary tree mechanism, even in the non-differentially private setting.

Their second algorithm is based on the sparse vector technique. The accuracy of the algorithm, which
they only analyze for £ = 1, depends on a parameter s, which can be seen as a bound on the number of times
that there is a “significant” change in the maximum element. The error in that case is O(7+/5log®?(dT's))
for (k/72)-zCDP, which corresponds to an error of roughly O(e*+/k - s - In(1/8)log®?(dTs)) for (e,d)-
differential privacy. However, there is no good theoretical bound on s, and it can be as large as Q(T') for
worst-case streams. For the known-domain, restricted Lo-sensitivity setting, Fichtenberger et al. [2022] used

a different mechanism for the continual setting achieving an additive error of C,s(1 + @)\/dln(&iT ),

where C¢ 5 = % g + ln(%\/g) for (e, d)-differential privacy.

Predecessor queries To the best of our knowledge, we are the first to study a predecessor data structure
with differential privacy. However, the related problem of data structures for range counting queries, has
been widely studied. In the following, let u be the universe size. We summarize previous work on differential
privacy for orthogonal range queries.

For e-differential privacy, Chan et al. [2011] give an e-differentially private data structure for d-dimensional
range queries. They mention that one dimension can be seen as time, though they assume that the universe
and the timeline have the same size. They achieve an error bound of O(e~!log"*® ulog(1/8)) for any one
time step with probability 1 — 8 (not for all queries simultaneously). Further, Dwork et al. [2015] show
an upper bound on the error for e-differentially private d-dimensional range counting parameterized in the
number of points n which is O(e~*(d?logu + (logn)?@ log(1//))) for all queries with probability at least
1-5.

For static (e, §)-differential privacy range counting, Muthukrishnan and Nikolov [2012] give an Q(log @

n)



lower bound for orthogonal d-dimensional range counting, where n is the number of data points. For static
one-dimensional range counting with (e, §)-differential privacy there has been an ongoing effort to close the
gap between lower and upper bound (Bun et al. [2015], Kaplan et al. [2020], Cohen et al. [2023b]), where
the current state is a lower bound of Q(log* u) and an upper bound of O(log* u).

Set Cardinality As far as the authors are aware, Erlingsson et al. [2019] is the only prior work studying
the exact formulation of our version of monitoring set cardinality.

Very recently and in independent work, Jain et al. [2023] studied the problem of counting distinct elements
in a stream with insertions and deletions under event and user level differential privacy. While similar, this
problem is different from the problem we consider in our work: They allow multiple copies of every element
and a deletion only deletes one copy of an element. The goal is to output the number of elements with a
count larger than 0. Thus, their upper bounds, which are parameterized in the number of times an element
can switch from a count > 0 to 0 or the other way. Note that this corresponds to k in our setting. They
give an (e, §)-differential private algorithm with an error of roughly O(e~'v/k polylog T'\/log(1/4)) for both
event and user-level privacy. This bound also holds for our problem. Note that it is not a contradiction
to our lower bound of Q(min(d, e~!(klogT — klogk))) since we consider e-differential privacy. They do not
give any upper bounds for e-differential privacy, though they do give an Q(min(k, v/T)) lower bound. On the
other hand, their lower bounds do not apply to the problem we study here, as can be seen for the event-level
privacy case, where the binary tree based upper bound achieves an error of O(log2 T), while they show a
min(k, T'/*) lower bound even for (e, §)-differential privacy. Prior works which studied the formulation of
the problem of Jain et al. [2023] are Bolot et al. [2013], Epasto et al. [2023], Ghazi et al. [2023].

Differentially private sketches Related work also includes work on differentially private sketching, i.e.,
computing small data summaries over a stream to compute certain queries, while preserving differential
privacy. The main difference to the model considered in this work is that the summaries need to use
sublinear space, hence, the accuracy results will generally be worse and are incomparable. The queries
considered in this model which are most related to our work are counting of distinct elements (Pagh and
Stausholm [2020], Hehir et al. [2023], Stanojevic et al. [2017], Choi et al. [2020], Zhao et al. [2022], Smith
et al. [2020], Mir et al. [2011], Wang et al. [2022]) and computing heavy hitters (Zhao et al. [2022], Bohler
and Kerschbaum [2021], Lebeda and Tetek [2023], Mir et al. [2011], Chan et al. [2012]).

Other work on differentially private continual observation. Other related works include the papers
by Qiu and Yi [2022] and Cummings et al. [2018], which study linear queries under continual observation.
Fichtenberger et al. [2021] study graph algorithms under continual observation. They also show how the
sparse vector technique can be used for monotone functions to get smaller additive error at the cost of an
additional multiplicative error.

2 Preliminaries

Notation. We denote the set {1,...,n} by [n].

Dyadic interval decomposition We give a decomposition of [u] into a hierarchy of intervals of length
2 for 0 <t < [logu].

Definition 1 (Dyadic interval decomposition). For an interval [u], we define the dyadic interval decomposi-
tion I, to be the set containing all intervals of the form [(k — 1)2¢ 4+ 1, min(k2% u)], for all £ =0, ..., [logu]
and all k = 1,...,[57] and call 2¢ the length of the interval. The interval I of length 21 containing an
interval I' of length 2¢ is called the parent of I' and I' is the child of I.

Fact 1. Let [u] be an interval. It holds that |Z,| < 2u and, for any x € [u], |{I € Z, : © € I}| < logu .
Further, for any interval [a,b] C [u] there exist a partition of [a,b] into intervals I, ..., I, € I, with
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Game 1: Privacy game Il a4, for the adaptive continual release model

Input: Stream length T' € N, side € {L, R} (not known to Adv and M)
for t € [T] do
Adv outputs type, € {challenge, regular}, where challenge is only chosen for exactly one value of ¢.
if type, = regular then
‘ Adv outputs x; € x which is sent to M
end
if type, = challenge then
‘ Adv outputs (a:t(L), a:gR)) € x% xESide) is sent to M
end
M outputs a;

end

1. m < 2logu,

8. U, I = [a.b].

We say that intervals In, ..., I, € T, cover [a,b].

2.1 Differential Privacy Preliminaries

Data Universe. We denote the data universe by x.

Continual observation model. In the continual observation model, at every time step ¢, we add an
element z' € y to the current data set. This is the partially dynamic (incremental) setting. The entire
stream of insertions is of length 7', which might be unknown to the algorithm.

Fully dynamic model. In the fully dynamic model, at every time step ¢, we either add or remove an
element 2! € x from the current data set.

Continuous observation algorithm. An algorithm A in the continuous observation model gets an

element insertion at every time step ¢, and it then produces an output a’ = A(x!,..., 2*) which may only

rely on z! to x'. Denote by AT (z) = (a',a?,...,a”) the collection of the outputs at all time steps < 7.
Definition 2 (Differential privacy [Dwork et al., 2006]). A randomized algorithm A on a domain xT is
(¢, 9)-differentially private ((e,d)-dp) if for all S € range(A) and all neighboring x,y € x* we have

Pr[A(z) € S] < e Pr[A(y) € S] +4.
If § =0 then A is e-differentially private (e-dp).

Fact 2 (Composition Theorem). Let A; be an e -differentially private algorithm x — range(A;) and Ay an
ea-differentially private algorithm x X range(A;1) — range(As). Then Ay o Ay is €1 + eo-differentially private.

In the adaptive continual release model the mechanism M interacts with a randomized adversarial process
Adv that runs for T time steps and has no restrictions regarding time or space complexity. It knows all input
and output of M up to the current time step as well as M itself, but not M’s random coin flips. Based on
this knowledge at each time step ¢, Adv chooses the input for M for time ¢.

However, to model neighboring inputs for event-level privacy in the adaptive continual release model the
behavior of Adv needs to be slightly refined. There are two types of time steps: regular and challenge. The
adversary can determine for each ¢ € [T] which type a time step is, under the constraint that exactly one
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time step can be a challenge time step. If a time step is regular, Adv outputs one value, and if it is challenge,
Adv outputs two values. In the latter setting an external entity, called an oracle, then uses one of them and
sends it to M. The oracle has decided before the beginning of the game whether it will send the first or
the second value to M. Note that this decision is not known to Adv and also not to M and the goal of the
adversary is to determine which decision was made, while the goal of the mechanism is to output the result
of the computation, e.g., output a histogram, such that Adv does not find out which decision was made by
the oracle.

More formally the relationship between Adv and M is modeled as a game between adversary Adv and
algorithm M, given in Game 1.

Definition 3 (Differential privacy in the adaptive continual release model [Jain et al., 2021]). Given a mech-
anism M the view of the adversary Adv in game Ilps aqw (Game 1) consists of Adv’s internal randomness,

as well as the outputs of both Adv and M. Let VJ\(jljz) denote Adv’s view at the end of the game Tun with
input side € {L, R}. Let V be the set of all possible views. Mechanism M is (e, 0)-differentially private in
the adaptive continual release model if, for all adversaries Adv and any S C V,

Pr(Vifhay € S) < e Pr(Vi{yy, € S) + 6
and
Pr(Vyfhay € S) < e Pr(V{h, € 8) +6.
We also call such a mechanism adaptively (e, d)-differentially private.

We say that two probabilities p and ¢ are (e€, §)-close if they satisfy p < e‘¢+ § and ¢ < e“p+ 4. For
6 = 0 we say p and q are e“-close.

Definition 4 (L,-sensitivity). Let f be a function f: x — RE. The L,-sensitivity of f is defined as

max ||f(z) = f(y)l]p- (1)

x,y neighboring

If k=1, then ||f(z) — fW)llp = | f(z) — f(y)| for all p. In that case, we also call (1) the sensitivity of f.

Definition 5 (Laplace Distribution). The Laplace distribution centered at 0 with scale b is the distribution
with probability density function

1 — |
fLap(b)( ) ?bexp <b> .
We use X ~ Lap(b) or sometimes just Lap(b) to denote a random wvariable X distributed according to
fLap(b)(x)'

Fact 3 (Theorem 3.6 in Dwork and Roth [2014]: Laplace Mechanism). Let f be any function f : x — R¥
with Ly -sensitivity A1. Let Y; ~ Lap(Ay/e) fori € [k]. The mechanism defined as:

Alz) = f(x) + (V1,..., Vi)
satisfies e-differential privacy.

As a subroutine, we use a continuous histogram algorithm that works against an adaptive adversary. The
specific continuous histogram algorithm we use is the composition of d continuous counting mechanisms. We
formally define the two problems next.

Definition 6 (Continuous Counting). In the continuous counting problem, the z'nput consists of T and a
stream of T numbers x', ..., x7 with 2 € N for all t € [T]. Two streamsxf:vl a2l andy =yt ..., yT
are neighboring if there is a time step t* such that |« gyt | <1 and 2t =yt for all t £ t*. The goal is to
approximate at every time step t the sum of all inputs seen so far, i.e. Zl 1 b
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Definition 7 (Continuous Histogram). In the continuous histogram problem, the input consists of T and a
stream of T wvectors x',... 27 with z* € N for all t € [T]. Two streams x = x',..., 27 and y =y*,... yT
are neighboring if there is a time step t* such that ||zt — 4y || <1 and x* = y* for all t # t*. The goal is
to approximate at every time step t the sum of all inputs seen so far, i.e., Y, xt.

Denisov et al. [2022] show that e-differential privacy under continual observation implies e-differential
privacy against an adaptive adversary:

Fact 4 (Proposition 2.1 in Denisov et al. [2022]). Every mechanism that is e-differentially private in the
continual release model is e-differentially private in the adaptive continual release model.

To apply this to our definition of continuous histogram, we have to align the neighboring definitions, i.e.
require HxﬁL) - xﬁR)HOO <1 in Algorithm 1. Using this and standard composition of e-differentially private
algorithms, we get that any e-differentially private continuous counting algorithm with error O(«/€) gives
an e-differentially private continuous histogram algorithm against an adaptive adversary with error O(da/e).
The binary counting mechanism from Chan et al. [2011] gives an error bound of O(e~*log(1/3) - log®® T
for continuous counting with e-differential privacy, even when T is not known. At any fixed time step ¢,
the error is O(e~ty/Togtlog(1/8) + (logt)®/log(1/3)))?. For continuous histogram, we can use d binary
counting mechanisms in parallel, yielding the following fact:

Fact 5 (e-differentially private continuous histogram against an adaptive adversary). There is an algorithm
solving the continuous histogram problem while preserving e-differential privacy in the adaptive continual
release model, such that with probability 1 — [3, the error is bounded by O(e 'dlogTlog(dT/B)). At any
single time step t, the error is bounded by O(e~'d - (y/logtlog(d/B) + (logt)'-5+/log(d/B))) with probability
1-5.

In Section 4, we reduce our formulation of fully dynamic histogram to a fully dynamic, 1-dimensional
range counting data structure (defined in Section 2.3). Using the same strategy as Chan et al. [2011] and
Dwork et al. [2015], one can obtain the following results for this problem (for completeness, a proof is given
in Appendix B):

Lemma 1. There is an algorithm for the FULLY DYNAMIC RANGE COUNT with error at most a =
O(e ' (logulog T)3/2\/log(uT/B)) with probability at least 1 — B. For unknown T, there is an algorithm
for the FuLLY DYNAMIC RANGE COUNT with error at most o = O(e'(logulogt)3/?\/log(ut/B)) at all
time steps t with probability at least 1 — f3.

2.2 Probability Preliminaries

Lemma 2. Let Yy,...,Ys be independent variables with distribution Lap(b) and let Y = Zle Y;. Then

P(|Y| > 2/21n(2/Bs) max(vVE, +/I(2/Bs)) < fs.
Proof. Apply Corollary 12.3 in Dwork and Roth [2014] to by = --- = b, = b. O
Fact 6. Let Y be distributed according to Lap(b). Then

P(Y| > t-b) = exp(—1)

Lemma 3. For a random variable X ~ D, if Pr[|X| > o] < 3, then for X1, Xa,..., X ~ D i.i.d., we have
Prmax; | X;| > o] < k- B.

2This bound is obtained by plugging in Theorem 3.6 and Theorem 4.6 of Chan et al. [2011] into Theorem 4.7 of Chan et al.
[2011].
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We use fx(x) to denote the probability density function of a continuous random variable X. For our
privacy proofs, we repeatedly use the fact that if X and Y are independent random variables with joint
probability density function fx y(z,y), then fx y(x,y) = fx(z) - fy(y). Thus for any event A(X,Y), we
have

| 1)y (e)dady = [ BHACC ) ()dy

)

2.3 Problem Definitions

We first define the query class that we consider for histogram queries.
Definition 8 (monotone histogram query with sensitivity 1). Let x = a',... 27 be a stream of elements
zt € {0,1}? and let the histogram be the function ht(x) = (Y0,_, «¥ )icia)- We say that q : {{0,1}9}* — R is

a monotone histogram query with sensitivity 1 if

1. The function q is a function of the histogram, i.e., it depends only on ht(x). Abusing notation, we use
q(ht(2)) to denote q(x',... 2) and consider q as a function from N¢ to R from now on.

2. The function q is monotone in t, i.e., q(h'=(z)) < q(h'(x))

3. The function q has sensitivity 1, i.e., for two d dimensional vectors v, and v, such that ||vy —vz||eo <1
it holds that |q(vy) — q(vg)| < 1 for all i € [k].

4. It outputs 0 for the zero vector, i.e., ¢(0,...,0) = 0.

HISTOGRAM QUERIES
Given monotone histogram queries ¢, . . ., qr With sensitivity 1, build a data structure D that supports
the following operations:

e Insert an element z € {0,1}¢ into D,
such that the following queries can be answered while satisfying e-differential privacy:
e Query all queries {g; };c[x: Answer g;(h1,...,hy) for alli € [k] where (hy,.. ., hy) is the histogram

Neighboring definition: two neighboring inputs differ in one Insert operation

FuLLy DyNAMIC PREDECESSOR
Given u > 0, build a data structure D that supports the following operations:

e Insert an element z € [u] into D
e Delete an element x € [u] from D

such that the following queries can be answered while satisfying e-differential privacy:

e Query ¢ € [u]: return = € [u] such that 1 < >7 X,;(D) < ay, or return = L, in which case
1, Xi(D) < ay. Here, X;(D) is the function that is 1 if and only if ¢ € D. The bound «; may

depend on the current time t¢.

Neighboring definition: two neighboring inputs I and I’ differ in one Insert or one Delete operation
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PARTIALLY DYNAMIC PREDECESSOR
Given u > 0, build a data structure D that supports the following operations:

e Insert an element z € [u] into D,
such that the following queries can be answered while satisfying e-differential privacy:

e Query g € u: return z € [u] such that 1 < ¢ X;(D) < oy, where X;(D) is the function that
is 1 if and only if ¢ € D. The bound a; may depend on the current time t.

Neighboring definition: two neighboring inputs I and I’ differ in one Insert operation

SETCARDINALITY
Given a set of users [d], build a data structure D that supports the following operations:

e Insert a subset of users I C [d] into D
e Delete a subset of users I C [d] from D

such that the following queries can be answered while satisfying e-differential privacy:
e Query return the number of users in D at the current time step

Neighboring definition: two neighboring data sets differ in all data of one user i € [d] (user-level

privacy)
Condition: total number of insertions / deletions is bounded by K

FurLy DyNAMIC RANGE COUNT
Given u > 0, build a data structure D that supports the following operations:

e Insert an element z € [u] into D
e Delete an element z € [u] from D
such that the following queries can be answered while satisfying e-differential privacy:
o Query [a,b] C [u]: return the number of elements in D N [a, b] at the current time step

Neighboring definition: two neighboring inputs I and I’ differ in one Insert or one Delete operation

d-DIM ABOVETHRESH
Given x > 0, build a data structure D that supports the following operations:

e Insert an element z € {0,1}% into D,
such that the following queries can be answered while satisfying e-differential privacy:
e Query an element 4 € [d]: Answer YES or NO such that we answer

= YESif) pxi>k+a,
- No if ) pzi<kh—o

Neighboring definition: two neighboring inputs differ in one Insert operation
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2.3.1 Examples of histogram queries

Recall that we are given an integer d > 0 and the input is a stream z = x!, ..., 2T with elements 2* € {0, 1}4.
Let the column sum c! at time step ¢ be equal to Y., _, x¥. Let ¢!, = max; ¢} be the maximum column sum
at time ¢. Our histogram queries result implies new parameterized upper bounds for the following problems

in the continual observation setting:

t

e HisToGrRAM: Compute at every time step ¢ all column sums of z!,..., 2t i.e., (cﬁ)ie[d].

e MaxSuM: Compute at every time step ¢ the maximum column sum of z?, ..., zf, i.e., max;e|q) ct.
SUMSELECT: Compute at every time step ¢ the index i € [d] of the maximum column sum of z!, ..., a?,
ie., argmaxie[d]c}

QUANTILE, for ¢ € (0,1]: Compute at every time step ¢ the smallest ¢} such that [{i € [1,d] : ¢ <
ct}H > qd.
il 2

e ToPK: Compute at every time step ¢ the k largest column sums.
e Tor-k-SELECT: Compute at every time step ¢ the indices of the k largest column sums.

Note that in the continual observation setting the HISTOGRAM problem for d = 1 is also known as the
continual counting problem. We first show an auxiliary lemma.

Lemma 4. Letq € (0,1]. Further, let s = (s1,...,84) andc = (c1...,¢q) be such that max;—1__q|s;—¢;| < a.
Then |QUANTILE,(s) — QUANTILE (c)| < a.

Proof. For a given g, denote s* = QUANTILE,(s) and ¢* = QUANTILE,(c).

e We have |{i € [1,d] : ¢; < ¢*}| > qd, which implies that |{7 € [1,d] : s; < ¢* + a}| > gd. Thus,
s*<c*+a

e Further, [{i € [1,d] : ¢; > ¢*}| > (d—[qd] +1), which implies |{i € [1,d] : s; > ¢* —a}| > (d—[¢d] +1).
Thus, s* > ¢* — a

It follows that ¢* — a < s* < ¢* + «, as desired. O

Lemma 4 implies that QUANTILE, has L;-sensitivity 1 for all ¢ € (0,1]. In particular, this means that
MAXSUM = QUANTILE,, as well as any QUANTILE, ,; for i € [d] has sensitivity 1. Note that for any integer
k > 0 it holds that TOPK= (f1,..., fy)for fi = QUANTILE 4 _;),q With 1 <i < k.

For HISTOGRAM, MAXSUM, QUANTILE,, TOPK and the class of queries specified in Theorem 1, we use
the following error definition:

General error definition Let qi,...,q; be functions ¢; : {{0,1}%}* — R for i € [k]. For an algorithm A,
let at = A(x!,...,2%). We define the error for algorithm A at time ¢ as
t 1 t’ t’

err’(A) = maxmax |¢g;(z", ..., 2" ) —a
(4) = macma s )~ a|

We say A is (al, 8)-accurate for qi,...,qx if Pr[3t € N err!(A) > a'] < 8. We say A is al-accurate if it is
(at, B)-accurate for 3 = 1/3.
Note that SUMSELECT and TOP-k-SELECT require a different error definition, since it does not make

sense to compare the output indices to the indices of the maximum column sum or top-k elements directly.
Instead, we compare the corresponding column sum values.
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Error definition for Top-k-Select and SumSelect. Let i%,...,ii,...,ilT, . ,iz be the answers to

algorithm A. Let c§l be the lth largest ¢; at time t. We define the error for algorithm A as

t - '
eI op— p—spLrer (A) = glea[ﬁ ?é%g]( ‘le Gy |

We say A is (af, B)-accurate for Top-k-SELECT if Pr[3t € N, errh 1 qpper(4) > o] < B.

3 Histogram queries

We give a short overview of how the algorithm works on an input stream. For all columns i € [d], the
algorithm maintains the column counts within an interval as ¢; and also maintains a noisy histogram of the
entire stream as s;. It also maintains thresholds L! for each query g;, which is used to bound the query value
on the true histogram. On input !, the algorithm adds the input to the maintained sums (¢; and s; for
all ¢ € [d]), and privately checks if any of the queries evaluated on the current noisy histogram s crosses its
threshold L! using the sparse vector technique. If there is such a query, then the current interval is closed,
and the column counts ¢; within the interval are inserted into the histogram mechanism and then reset to 0
for the next interval.

At this point of time, the algorithm only knows that there exists a query which crossed the threshold,
but does not know the identity of those queries. Thus, it then privately determines which subset of queries
to update the threshold for, while also ensuring that at least one query has its threshold updated in this step
with high probability. The noisy histogram s; is then replaced by the output from H, to remove dependence
on the data from previous time steps when starting the next interval. The algorithm then computes the
query values evaluated on this output from H, and outputs these same values at every subsequent time
step until the next interval is closed (at which point of time, the query values are recomputed on the newly
returned output of H for the following interval). The algorithm is presented in Algorithm 2.

3.1 Privacy

Lemma 5. Let € > 0. If H is an (¢/3)-differentially private continuous histogram mechanism, then Algo-
rithm 2 satisfies e-differential privacy. This holds independently of the initial setting of (s1,...,Sa), Lt, Kjt.,
and Cls.

J

Proof. Let x and y be two neighboring streams that differ at time ¢*. Notice that the outputs of Algorithm 2
at any time step are a post-processing of the interval partitioning and the outputs (sq, . .., s4) of the histogram
algorithm H for each interval. Thus, to argue privacy, we consider an algorithm A(z) which outputs the
interval partitions and outputs of H for each interval with input stream x. Let S be any subset of possible
outputs of A. We show that

Pr[A(z) € S| <e®-Pr[A(y) € 5]

The arguments also hold when swapping the identities of x and y since they are symmetric, which gives us
the privacy guarantee. Thus we focus on proving the inequality above.

We first argue that Algorithm 2 acts like an adversarial process in the adaptive continual release model
towards the histogram algorithm H. From our assumption on H it then follows that the output of H is
¢/3-differentially private. We will combine this fact with an analysis of the modified sparse vector technique
Dwork et al. [2010] (which determines when to close an interval) plus the properties of the Laplace mechanism
(which determines when a threshold is updated) to argue that the combined mechanism consisting of the
partitioning and the histogram algorithm is e-differentially private.

Recall that an adversary in the adaptive continual release model presented in Section 2 is given by a
privacy game, whose generic form is presented in Game 1. Due to the complicated interaction between the
partitioning and H, the specification of such an adversarial process in our setting is given in Game 3. Call
[pe—1,pe) the £-th interval. The basic idea is as follows: Let t* be the time step at which z and y differ.
Conditioned on identical choices for the random variables before time step ¢t*, we have that all the intervals
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Algorithm 2: Algorithm for answering k histogram queries privately

Input: Stream z', 22, ... € {0, 1}d, an adaptively e/3-differentially private continuous histogram mechanism H,

failure probability 8, additive error bound err(¢, 8) that holds with probability > 1 — 3 for the output of
H at time step t.
Output: Estimate of ¢;(h(¢)) for all ¢ € [k] and all t € N
/* Initialization of all parameters */
Initialize an adaptively €/3-differentially private continuous histogram mechanism H
B = 6ﬂ/7r27 By = B'/t2 for any t € N
af, 127 1n(2/B:), o + 671 1In(6/5;), o « 3¢ 'kIn(6k/B;), o)y + err(j, 5;/6) for any t,j € N & Shorthand
C’ <—ozfl+o¢l+o¢1, and K} <—3(C’;+o¢fH) for any t,j € N
Lj + K for all i € [K]
ci + s; < 0 for all i € [d]
po<+ 0,71
out < (¢1(0),¢2(0),...,qx(0))
71 < Lap(6/e)
/* Process the input stream */
for t € Ndo
ci & ¢+t s s+t for all i € [d]
e < Lap(12/¢)
if 3i¢€k]: q(s)+u > L+ 7 then
pj 1t > Close the current interval
insert (c1,...,cq) into H, reset ¢; < 0 for all ¢ € [d]
for i € [k] do
7 ¢ Lap(3k/e)
if ¢i(s) +~/ > Lt — C! then
‘ Lt Lt —|—K§- > if ¢;(s) is ‘‘close’’ to threshold, increase threshold
end
end
j+—j+1
Lf — Lﬁ — K;-_l + K; for all i € [k] > update threshold for the new interval
Tj < Lap(6/e) > pick fresh noise for the new interval
(s1,-..,84) < output(H)
out < (q1(s),...,qx(s))
end
output out
L« L — K + Kt for all i € [K]
end
Pj == 0
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Game 3: Privacy game Iy, Ady(z,y) for the adaptive continual release model and k queries for histogram mecha-
nism H

Input: Streams z = z', 2%, ... € {0, 1}d and y = y', 9%, ... € {0, 1}d such that x and y are neighboring and
differ in time ¢*, initial values s1,...,sq, values {K}};< jten, values {C}}i<i jen
ChallengeOver = False
cf < 0,¢? < 0 for all i € [d]
57« 0,87 « 0 for all ¢ € [d]
Po 0, 1
71 + Lap(6/¢)
L} « K| for all i € [K]
for t e Ndo
cF e cf 4t Y e/ 4yl forall i € [d]
s¥ «+ s¥ +at for all i € [d]
ut < Lap(12/¢)
if 3i€[k]: q(s)+u > L+ 7 then
pj <t
if p; > t* and ChallengeOver=False then
type; = challenge
output (c%,c¥)
ChallengeOver = True
nd
else
type; = regular
output ¢*
nd
or i € [k] do
7] + Lap(3k/e)
if ¢;(s) +v/ > Lt — C! then
| L« L +K}
end

o}

=50

end

j—j+1

Li+ L} — K, + K for all i € [K]
7; + Lap(6/)

reset ¢f < 0, ¢! + 0 for all i € [d]
receive (s1,...,84) < output(H)
end

Lyt L — K5 + Kt for all i € [K]
end

pj < OO
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that the algorithm creates and also the values that the algorithm (in its role as an adversary) gives to the
histogram mechanism, are identical for = and y before time step t*. These are regular time steps in the
game. The value for the first interval ending at or after time t* can differ and constitutes the challenge step.
All remaining intervals lead to regular steps in Game 3.

Note that the end of the intervals, i.e., the partitioning of the stream, is computed by the adversary.
This partitioning is based on the “noisy” histogram (the s; values), which are computed from the output of
H (which can depend on z and y, depending on side) and the values of the input stream z in the current
interval - for either value of side, since the adversary does not know side. We denote the adversary with
input streams z and y by Adv(z,y), and the corresponding game, Game I, Agy(z,y). Our discussion above
implies that Adv(z,y) does not equal Adv(y, ).

The important observation from this game is that there is only one interval, i.e., only one time step for
H, where the adversary outputs two values, and in all other time steps it outputs only one value. Also, at the
challenge time step where it sends two values ¢* and ¢, these values differ by at most 1. Thus the adversarial
process that models the interaction between the partitioning algorithm and H fulfills the condition of the
adaptive continual release model. As we assume that H is €/3-differentially private in that model it follows
that for all possible neighboring input streams x and y for Il Agy(z,y) and all possible sides L and R it holds
that

(L) €/3 (R)
(VH JAdv(z,y) E S> <e / PI-(VvH ,Adv(z,y) € S)
and
R e/ L
Pr(V })‘dv(w) €8)<el? Pr(Vf(Lj‘dv(ryy) €s),
where we use the definition of a view VI({L,Zx dv(z.y) and VIEIRA)X do(z, from Definition 3. The same also holds

with the positions of z and y switched. Since the choice of L/R merely decides whether the counts ¢* or ¢¥
are sent by the game to H, we abuse notation and specify directly which count is sent to H, as VISEA do(z,y)

(v)
or VHyAd'u(z y)*

Recall that the view of the adversary in Game Il aqy (s, consists of its internal randomness as well as
its outputs and the output of H for the whole game, i.e., at the end of the game. The behavior of Adv(z,y)
is completely determined by its inputs consisting of x, y, the outputs of H, the thresholds K; and the values
C’;, as well as by the functions ¢; and the random coin flips. However, for the privacy analysis only the
partitioning and the output of H matter since the output of Algorithm 2 only depends on those. Thus, we
ignore the other values in the view and say that a view V' of the adversary Adv(z,y) in Game g Ady(a.y)
satisfies V' € S, if the partitioning and the streams of (si,...,sq) returned from H for all intervals match
the output sequences in S. Let C;f and Kf be as in the algorithm. Assume Game Iy gy (z,y) is Tun with
those settings of C} and K%. By the definition of Ilg, Adu(e,y), We have

Pr(A(2) € 8) = PH(V, s, € S)s and PrAG) € 8) = PrV ), € S)

We will prove below that

Pr(Vi oy €9) S PPV, € S). (2)
Privacy then follows, since
Pr(A(@) € §) = Pr(Vi sy € 5)
€ (w)
< e2/3 Pr(Vy Adu(y,r) € S) 3)
<ef Pr(VIgy)Adv (w.z) € S)

e Pr(A(y) € 9),
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which completes the proof.

We now prove (2). Recall that when we run Adv(z,y) on side x, the interval partitioning is created
according to x and the outputs of H. Also for each interval, the input given to H is based on the counts for
x, as we consider side z. When we run Adv(y, x) on side z, then the interval partitioning is created according
to y and for each interval we give the counts for x as input to H. Thus in both cases the input given to H is
based on the counts for z, and hence, to prove inequality 2, it suffices to show that when running Adv(z,y)
on side x and Adv(y,x) on side x, the probabilities of getting a given partition and thresholds are e2</3_close.
To simplify notation, we denote running Adv(z,y) on side x as run(x), and Adv(y, z) on side z as run(y).

Recall that [p,_1,pe) is the /" interval. Denote the interval that t* belongs to as the j-th interval. Note
that the probabilities of computing any fixed sequence of intervals [po,p1), ..., [pj—2,pj—1) with p;j_1 < t*
are the same on both run(z) and run(y), since the streams are equal at all time steps before ¢*.

We want to argue two things: (A) fixing a particular time X\ > p;_1, the probability of p; = X is e*/*-close
on run(z) and run(y); and (B) the probabilities of updating the thresholds, i.e., executing line 25 in Game 3
at time p; for any subset of [d], is e“/3-close on run(x) and run(y). Then we show that this implies that (C)
all the thresholds L! maintained by adversary are the same at the end of the interval.

(A) Fixing a particular time A > p;_1, we first show that the probability of interval j ending at A (i.e.,
pj = \) is e“/3-close on run(z) and run(y). Fixing some notation, let u; ~ Lap(12/¢) and 7; ~ Lap(6/€) be
as in the algorithm, let s(x) denote the vector of (s;);c[q) at time ¢ for stream x, and fx denote the density
function of the random variable X . For the interval j to close at time A on run(z), there must exist an i € [k]
with g;(s*(z)) + px > Lt + 75 at time A, and g¢(s*(z)) + pus < L, + 75 for all p;_1 <t < X and ¢ € [k].

Note that conditioning on all the random variables being the same on x and y before p;_1, we have that
any s; at time ¢ < p; can differ by at most 1 on z and y. Therefore ¢;(s*(z)) and ¢;(s*(y)) can also differ by
at most 1 by sensitivity of ¢;. Therefore, for p;_; <t < A, any £ € [k] and any fixed value z € R that 7; can
take, we have

€/3

Prge(s'(x)) + pe < Li + 2] < Prlge(s'(y)) + pe < Ly + 2+ 1]
Also, for fixed z € R and ¢ € R that 7; resp. py can take,
Prlg;(s*(z)) + ¢ > Lt + 2] < Prlg;(s*(y)) + ¢ +2 > Lt + 2+ 1].
Now integrating over the distributions of 7; and ., and using the properties of the Laplace distribution,

gives:

Prip; = A on z]
= PVt € (pj—1,A), Vi € [K] qi(s"(2)) + pe < Li+ 15 A 3 qi(sM (@) + pn > L + 7]

//up] Pr Ve N ik als' @) +p < itz A Sia(s' @) +e> L +2]

Sy (2) - fua(e) dz de

/// Pr MEE @ V€ R ails () + e S L (4 1) AT M W)+ (e +2) > LY+ (54 1)
fTJ() fur(€) dz de
<el0. /12 //PTWG (pj—1, Vi € [B] qi(s'(y)) + e < Lt + 2 A Fi 2 qi(s () + ¢ > L + 2]

.fTJ( )'flu( )dz de
= ¢“/3Pr[p; = X on y].

This shows that the probability of p; = X is e“/?-close on run(x) and run(y).
(B) Next, conditioned on all previous outputs of H being the same and p; being equal, we argue that
the probabilities of updating any subset of thresholds are close for both runs at time p;. Note that when
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they are updated at the same time, they are updated in the same way. Since ¢;(s?/(x)) and ¢;(s? (y)) can
differ by at most 1 for each i € [k], adding v/ ~ Lap(3k/e) to every ¢;(s7(y)) in line 24 ensures that the
distributions of q;(sP (x)) + 4/ and q;(sP (y)) + v/ are e“/3-close for all i € [k] by composition. Since the
condition in line 25 only depends on those, this implies that the probabilities of updating the threshold (i.e.,
executing line 25) on any subset of [d] on run(x) and run(y) are e*/3-close.

(C) Up to interval j — 1: We already argued in (A) that conditioned on all random variables being the
same on x and y before interval j, the executions of run(x) and run(y) are identical and, thus, all thresholds
are updated in the same way. Interval j and up: For any £ > j denote by E; the event that for run(x)
and run(y), all the intervals until interval ¢ end at the same time step, all the thresholds L! for ¢ < p, are
identical, and the random variables used after time p, take the same values on both runs. We will next argue
that conditioned on event Ey, event Ey11 holds. Note that event E; holds by (B), and by definition, run(z)
and run(y) both use the counts from stream z to compute the input for H. Inductively assume that event
E; holds. Event E, implies that all intervals < ¢ were closed at the same time on both runs and hence the
same counts were given as input to H. Since (a) the streams x and y are identical for all ¢ > p;, (b) the
thresholds and the outputs of H are identical at the end of interval ¢, and (c) the random variables used
after py are identical (which follows from event Ey), we have that the £+ 1-st interval ends at the same time
on both runs, and that the same thresholds are updated, and by the same amount at time py41. This shows
that event E,4; holds, as required.

Thus, the probabilities that the j-th interval ends at the same time and that the thresholds are updated
in the same way in all intervals in run (z) and run(y) are e2*/3-close. This implies that the probabilities
Pr(V}(ﬁLdv(m’y) € 5) and Pr(VIngv(y,x) € S) are e?*/3-close for any subset S of possible outputs. Thus, (2)
and therefore (3) follow. O

3.2 Accuracy

After processing the input at time step ¢, let h® be the actual histogram and let s* be the value of s stored
by Algorithm 2. Suppose t belongs to interval j, i.e., t € [pj_1,p;). Since the algorithm outputs g¢;(sPi—1)
at time ¢, our goal is to bound the additive error |g;(h) — ¢;(sP-1)| at all times ¢ € N and for all queries
i € [k]. We do this as follows:

1. Use Laplace concentration bounds to bound the maximum value attained by the random variables used
by the algorithm (Lemma 6).

2. Show that if query i crosses the threshold L!, then g; on the true histogram is not too much smaller
than the threshold (Lemma 8).

3. Show that if query i crosses the threshold Lf, then ¢; on the true histogram is not too much larger
than the threshold (Lemma 9).

4. Bound the number of intervals produced by the algorithm (Lemma 10).
5. Use all the above to bound the error of the algorithm (Lemma 11).

We define the random variables (RVs) ut,Tj,'yg as in the algorithm. The variables 042704]}7 O‘Zy used in
the algorithm are defined such that they bound with good probability (‘good’ will be formalized below) the
corresponding RVs. In the rest of the section, we condition that the bounds hold on the random variables
used in the algorithm.

Lemma 6 (RV Bounds). The following bounds hold simultaneously with probability > 1 — S for allt,j € N
and i € [k]

el < @, 7| <o, /| <o, max ||s' — bl <ol VEE[pj1,p;)
t€lpj—1,p5)

where o, = 12¢ 1 n(2/5;), ol =6e11n(6/5;), of =3¢ 'kIn(6k/5;),
afy = O(¢™"d - (v/log jlog(d/B) + (log j)'* \/og(d/ B)))
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From the final bound above, we get the following lemma which bounds the error of the query values when
computed on the noisy histogram s stored by the algorithm.

Lemma 7. Let t € [T] be any time step, and suppose t € [pj_1,p;). Then for alli € [k],
lai(s") — qi(h)| < o

Since our output at time ¢ is g;(sP7=1), our error is |q;(h') — g;(sP~1)|, which we bound as follows:

lgi (') — qi(sP-1)| < |qi(h?) — qi(hP7 1) + |qi(hP =) — gi(sPi~1))]
< lgi(h') = (WP =4)| + oy (by Lemma 7)
< qi(h") — qi(hPi-1) + oz;{, (since ¢; and h are monotone and t > p;_1)

our accuracy bound reduces to giving an upper bound on g;(h') and a lower bound on ¢;(hPi-1).

We say i crosses the threshold at time t if line 21 of the algorithm is executed for ¢ at time ¢. Note that
then ¢ = p; for some j. Our lower bound on ¢;(h?7) will be based on the fact that i crosses the threshold
at time p;. At time steps where i did not cross the threshold, our upper bound on ¢;(h*) will follow from a
complementary argument to the above lower bound.

For an upper bound on g¢;(h?7) at time steps when 4 crosses the threshold, we first show that ¢ did not
cross the threshold at time p; — 1 as follows: Let p, < p; be the last time step before p; when 7 crosses the
threshold, and never in between p; and p;. Then by definition of the algorithm, Lf I =K f 7. We use
this to show that ¢; must have increased by more than 1 between p, and p;. The latter fact implies two
things: first, that j < Kcmax; second, that ¢ did not cross the threshold at time p; — 1. The latter can be
used to get an upper bound on g;(h?s~1) and, by the 1-sensitivity of ¢;, also on ¢;(h?). For the first interval,
there does not exist any such py where the threshold was crossed previously. For this, we prove an auxiliary
lemma that says that p; > 1, and hence no threshold was crossed at time p; — 1, and the rest of the analysis
follows.

Combining the two gives an upper bound on g;(h') — ¢;(h?=*) of O(K} + of, + a + af), which is the
crucial bound needed to upper bound |q;(ht) — g;(sPi-1)|.

Our first lemma shows that whenever ¢ crosses the threshold, the query value on the true histogram is
not too small compared to the threshold.

Lemma 8 (lower bound). Let i € [k] and suppose i crosses a threshold at time t = p;.
q;(hP) > L7 — (afj’ +al 420 + aiI) .

Using the strategy mentioned above, we then prove that the query value on the true histogram is never
too large compared to the threshold. Along the way, we also show that every time i crosses the threshold,
the query value on the true histogram must increase.

Lemma 9 (upper bound). Let i € [k] and t € N.
t ¢ ¢ j j j
a:(h) < Li+ (ol +of +af +ady + 1)

Further, suppose i crosses the threshold at time t = p;. Then denoting by p, the last time before p; that i
crossed a threshold, it also holds that p; — pe > 1 and |g;(hP7) — ¢;(hP¢)] > 1.

We use the second part of the above lemma to bound the number of intervals created by the algorithm,

where ¢! . is the maximum query output at time ¢.

t

Lemma 10. Algorithm 2 creates at most kcy

many segments at time t.
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Lemma 11. Let t € N be any time step, and suppose t € [pj_1,p;). Then Algorithm 2 is o'-accurate at

J
time t, where
t _ t j j j
aj; —O(Oz“—l—oﬂr—i—aﬂf—i—aH)

In particular, for all t € N, Algorithm 2 is o-accurate, where

¢ t kChax ki ax EChnax
« :O(au—i—aT + oy +ag .

The accuracy proofs for Algorithm 2 then follows since we show that the Lemma 6 hold for the corre-

sponding values in the algorithm, and plugging them into the above lemma.

Corollary 3. Algorithm 2 with the histogram mechanism from Fact 5 is (at,3)-accurate at time t for
al =0 (e7! - (dlog®(dkct,,, /B) + klog(kch,/B) +log(t/B))).

For constant /3, this reduces to O(e~*(dlog? kc' . + logt)) as stated.

3.3 Accuracy proofs
Lemma 6 (RV Bounds). The following bounds hold simultaneously with probability > 1 — (3 for all t,j € N
and i € [K]

ml<al, Iml<al,  hll<al,  max s -hle<al Ve [p1p)
te€[pj—1,p5)

where o, = 12¢ 1 1n(2/5:), ol =6 1n(6/55), a?Y =3¢ 'k1In(6k/B;),
oy = O d - (VVlog jlog(d/B) + (log )" */log(d/5)))

Proof. Using Fact 6 gives us the first three bounds below:

—_

. e ~ Lap(12/¢) satisfies |ps| < 12¢ 7 1In(2/3;) with probability > 1 — 3;/2.
2. 7; ~ Lap(6/e) satisfies |7;] < 61 1In(6/8;) with probability > 1 — 3;/6.

3. 7! ~ Lap(3k/e) satisfies |y/| < 3¢ 'kIn(6k/B;) for all i € [k] simultaneously with probability >
1-8;/6.

4. By assumption, the output of H at time p;_; has additive error at most err(j, 8;/6) with probability
at least 1 — 3;/6. In particular, the histogram mechanism from Fact 5 guarantees err(j, 8) = O(e~'d -

(vlog jlog(d/B) + (log j)**\/log(d/B)))-

By a union bound, all the four bounds hold at every time step with probability at least 1 — >",~; 8;/2 —
Z;i15j/2 =1-p.

Lemma 7. Let t € [T] be any time step, and suppose t € [pj_1,p;). Then for all i € [K],
|a:(s") — ai(h")] < oy
Proof. This follows, since
lgi(s%) = qi(h)] < [|* = h'lloc < g

where the first inequality is a consequence of g; having sensitivity one, and the second is from the Lemma 6.
O

Lemma 8 (lower bound). Let i € [k] and suppose i crosses a threshold at time t = p;.

w?) > 12— (ol + ol + 204 + o).
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Proof. This follows from the sensitivity of ¢; and the fact that ¢ crosses the threshold at time p;.

qi(h?7) > qi(s™) — ayy (by Lemma 7)
> qi(sP) + ) — o — o (by definition of af)
> LY — ijj - oﬂwl - (since 4 crosses the threshold)
> L — ol — ol —20] — o (by definition of C77)

as required. O

Lemma 12. Let i € [k] and suppose i did not cross the threshold at time t. Then
q(h") < Lt + (ai + ol +al + ozjﬁ) .

Proof. Since i did not cross the threshold at time ¢, either the condition in line 15 was false or the condition
in line 20 was false for 7 at time ¢. Thus, one of the following holds

qi(s') < Lt + ai +ad < Lt + O‘Z +ad + ai if line 15 was false, or
gi(s') < L — Ct + afr < Li+al + od + ai if line 20 was false.

Combining this with Lemma 7 gives the required bound. O

Lemma 13. No interval is closed on the first time step, i.e., p1 > 1.

Proof. Note that C§ = al, + o + aJ. Thus, if the condition in line 15 is true at time p;, then the condition
in line 20 is also true for some ¢. Said differently, whenever we end a segment, there also exists an i such

that ¢ crosses the threshold. Using Lemma 8 with ¢ = p; gives us that
(W) > L' — (ab + ar + 20 + ay).

Note that since K* > all + al + 204# + al;, this implies ¢;(h?*) > 1. As ¢; increases by at most 1 per time
step and ¢;(0,...,0) =0, it follows that p; > 1. O

Lemma 9 (upper bound). Let i € [k] and t € N.
qi(h') < Li+ (ai +ag ol +ag + 1) '

Further, suppose i crosses the threshold at time t = p;. Then denoting by p, the last time before p; that
crossed a threshold, it also holds that p; —pe > 1 and |q;(hP7) — ¢;(hP€)] > 1.

Proof. If ¢ did not cross the threshold at time ¢, then the bound follows from Lemma 12. Thus assume 4
crosses the threshold at time ¢ = p;. The first part of the claim follows if we show that 7 did not cross the
threshold at time p; — 1, and p; — 1 > 1, since then Lemma 12 holds at time p; — 1 and ¢; has sensitivity
one. We show the claim by induction over the number of times i crosses the threshold.

Case 1: p; is the first time i crosses the threshold. Since p; is the first time ¢ crosses the threshold,
clearly, 4 did not cross the threshold at time p; — 1. Further, Lemma 13 gives us that p; > p; > 1 and
therefore p; —1 > 1. Using Lemma 12 with ¢ = p; — 1, and the fact that ¢; has sensitivity one gives the
required bound.
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Case 2: p; is not the first time i crosses the threshold. Clearly p; —1 > 1 holds in this case. Then
let p, be the last time at which 7 crosses the threshold before p;. By induction, we have for p, that

qi(hP*) < LP* +alf +ol+of +aly +1
<LY —KY +obi+ol+ol +od +1
Since i crosses the threshold at time p;, Lemma 8 with ¢ = p; gives
(W) > LY — (ol + o + 20 + ay)
Putting both these inequalities together, we get
g g g
lgi(h?7) — g;(hP*)] > (Lff — (o 4ol +2a) + aﬂ,',) - (ij — KP4 (b +al + ol +aly + 1))
=K - (QQZj +2ad + 30 + 20, + 1) > 1,

since K} > 3(C} + od;) and Cf = al, + ol +al. As g; has sensitivity one, we have p; —py > 1, and thus, i
did not cross the threshold at time p; — 1. Lemma 12 with ¢ = p; — 1 and the sensitivity of ¢; then gives the
required bound. O

t

max many segments at time t.

Lemma 10. Algorithm 2 creates at most kc

Proof. Since C;f = afL +ad + ozZ;, whenever the condition in line 15 is true, then the condition in line 20 is
also true for some 1, i.e., 7 crosses the threshold. By Lemma 9, the query value of ¢; on the true histogram
grows by at least one every time 7 crosses the threshold. Since ¢!, . bounds the maximum number of times
any query answer can increase before time ¢, there can be at most kcl ,, many threshold crossings for all

i € [k] combined, and thus the lemma follows. O
Lemma 11. Let t € N be any time step, and suppose t € [p;j_1,p;). Then Algorithm 2 is a?-accumte at
time t, where

a§» :O<az+ai+o@'+a§{>

In particular, for all t € N, Algorithm 2 is of-accurate, where
t t t
Oét -0 (ai 4 a’:cmax + a’k}icmax 4 a];_lclnax) .

Proof. Once we prove the first part, the second follows from Lemma 10. Since ¢ € [p;j_1,p;), the output of
the algorithm at time ¢ is ¢;(sP7-1). Thus the error at time ¢ is

1) = ) < asC1) = a5+ () — o)
< gi(h') — qs(hP7=1)| + oy (by Lemma 7)
< qi(h) — qi(hP=Y) + oy (since ¢; monotone and ¢t > p; 1)

Our task reduces to giving an upper bound on ¢;(h'), and a lower bound on g;(h?i-). We have two cases
depending on whether ¢ has previously crossed a threshold. Let ¢g,5(¢) be the first time in the whole input
sequence that i crosses the threshold.

Case 1: t < tg54(7). Since the histogram is empty before the first input arrives, ¢;(h?°) = 0. Thus

gi(h") — qi(hPi=1) < q;(h') — qi(h™°)

< Li+ (o, + ol + ai +ad, +1) (by Lemma 9)
=K/ + (o}, +al +a] + 0} +1) (since Lt = K!)
= O(al, + af + ol + o) (since K} = 3(al, + of + o + o))
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Case 2: t > tg,5(7). Let py be the largest time step before ¢ when 4 crosses the threshold. Then
q(h') < L+ (az +ad + oz?'Y +ad +1) (by Lemma 9)
and ¢;(hP*) > L — (abt + ol + 20¢§ + aly) (by Lemma 8)

> L — K} — (o, + o] 4+ 20 + o)
Putting these together, we get
¢i(h') — qi(hP=) < q;(h') — qi(hP*)

=0(al, + ol + ol + o) (since Kt =3(a, + of + o + o))
which proves the lemma. O

Corollary 3. Algorithm 2 with the histogram mechanism from Fact 5 is (at, 3)-accurate at time t for
al =0 (¢! (dlog®(dkch,y/B) + klog(kcy,/B) + log(t/B)))-
Proof. Lemma 6 and Lemma 11 together give us that Algorithm 2 is af-accurate at time ¢, where
O‘Z =0 (6_1 10g(2t/5)) , ol =0 (6_1 log(j/ﬁ)) , oz% =0 (e_lklog(kj/ﬁ)) ,
oy = enn(j, 8/ (7j)*) = O (¢ - (Vlog jlog(dj/8) + (log )'*/1og(dj B) ) )
=0 (e_ldlog2(dj/ﬁ)) , and
at=0 (aﬁ +ol +al + a{;[) with j < kel .

which simplifies to

of =0 (e (dlog?(dkch,,/B) + klog(kch,,, /B) +1og(t/B)))

as claimed. O

3.4 Extensions

For (e, 0)-dp, we use an adaptively differentially private continuous histogram mechanism H and the Gaussian
mechanism for 47, which gives an error bound of

o' =0 (€ 10g(1/8) - (Vd10g™*(dkchya/8) + VElog(kckyu/B) +10(t/5)) )

for (e, ¢)-differential privacy. We defer technical details to Appendix D.

Further, we show that similar techniques also give an algorithm for d-DIM ABOVETHRESH with an error
guarantee O(e~*(dlog®(d/B) +log(t/B)) at time t. This is only a log® d factor away from the lower bound of
Qe 1 (d+1ogT)), in contrast with the upper bound of e~1(d(log d +log T')) bound obtained by composing d
independent AboveThreshold instantiations. We present both the lower and the upper bounds in Appendix C.

4 Dynamic Predecessor

In this section, we study a differentially private version of the classic predecessor problem. The predecessor
problem is to maintain a set D of elements from some ordered universe U, such that we can answer queries of
the following form: Given ¢ € U, return the largest element x € D such that x < ¢, or L, if no such element
of D exists. Note that this problem in its nature depends heavily on the existence of any one element x € D,
thus, in order to get useful results while satisfying differential privacy, we study a relaxation of the problem:
Instead of outputting the largest element 2 € D such that x < ¢, we output an € U U { L} such that with
probability at least 1 — 3,

27



e If x € U, there is at least one element in [z, ¢] N D, and there are not too many elements in [z, ¢] N D.
e If z = 1, then there are not too many elements in [1, g].

We will define what we mean by “not too many” formally later.

We study this problem dynamically, that is: At any point in time, we allow insertion or deletion of any
element in U into the data set D (the data set may also stay the same). In our case, D is a set, therefore we
ignore an insertion if the element is already in D. Alternatively, we could have considered a model, where
insertions of elements already in D are not allowed. Note that any e-differentially private mechanism in the
latter model is a ©(e)-differentially private mechanism in the earlier model, and vice versa.

At time step t we allow asking any set of queries @y C U, and for a query ¢ € @; the algorithm gives an
output x; 4 such that there is at least one element in |2 4, ¢] (except with failure probability 5 over all time
steps t). Let D, be the set D at time step t after processing the ¢-th update operation. We define the error
a; up to time step t as maxy <; maxqeq,, |Di N 24,4, q]|-

We start by considering the fully dynamic case (i.e. with insertions and deletions), which can be re-
duced to the FurLLy DyNaMic RANGE COUNT problem, as we show in Lemma 14. This gives a bound of
O(e (logulog T')?/%+/log(uT/B)) with failure probability 3. Next, we show how we can improve this bound
for the partially dynamic case using a combination of a binary tree structure together with the sparse vector
technique, achieving a bound of O(e~!logulog(u/B3)+/log(T/B)). Note that in the partially dynamic case
T < u. Thus, this essentially gives an improvement over the bound for the fully dynamic case by a factor of
log T for constant § . All bounds also hold for unknown 7. Note that even for known 7' and the partially
dynamic case, an Q(e!(logu + logT)) lower bound can be shown using a standard packing argument.

4.1 Fully Dynamic Predecessor

FuLLy DYNAMIC PREDECESSOR
Given u > 0, build a data structure D that supports the following operations:

e Insert an element z € [u] into D
e Delete an element x € [u] from D
such that the following queries can be answered while satisfying e-differential privacy:

e Query ¢ € [u]: return = € [u] such that 1 < >7  X,;(D) < ay, or return = L, in which case
7, Xi(D) < ay. Here, X;(D) is the function that is 1 if and only if i € D. The bound oy may
depend on the current time ¢.

Neighboring definition: two neighboring inputs I and I’ differ in one Insert or one Delete operation

First, we show a reduction from the FULLY DYNAMIC PREDECESSOR problem to the FULLY DyNAMIC
RANGE COUNT problem:

Lemma 14. If there is an e-differentially private algorithm for the FULLY DYNAMIC RANGE COUNT with
additive error at most o' with probability at least 1 — 3, then there is an e-differentially private algorithm for
FuLLy DYNAMIC PREDECESSOR with additive error at most oy = 2a’ at all time steps t with probability at
least 1 — (3.

Proof. We maintain an e-differentially private algorithm D’ for FULLY DYNAMIC RANGE COUNT with error
at most o’ to build an e-differentially private algorithm D for FULLY DYNAMIC PREDECESSOR. We treat [u]
as a l-dimensional interval and whenever an element is updated in D, we perform the corresponding update
in D’. Now we can answer a query ¢ for FULLY DYNAMIC PREDECESSOR at any given time step as follows:
We query the FuLLy DyNamic RANGE COUNT data structure for [z,¢] for all x = g,q — 1,..., until the
first z* such that the query outputs a count which is larger than o/, and then we output z*. If it does not
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exist, then we output L, and set z* = 1. Conditioning on the error of FULLY DYNAMIC RANGE COUNT
being at most o/, it follows that

e Y7 . Xi(D)>1,and
o Yl XiD) <Yl 1 Xi(D)+1<20 +1,

where the last inequality holds as the answer for query [z* 4 1,¢| in D’ was at most o/ and D’ has additive
error at most . O

Using Lemma 1 and 14, we get the following:

Corollary 4. There is an algorithm for the FULLY DYNAMIC PREDECESSOR that, with probability at least

1 — 3, has additive error
o = O(e H(logulogt)®/%\/log(ut/B))

at all time steps t .

4.2 Improvement for Partially Dynamic Predecessor

PARTIALLY DYNAMIC PREDECESSOR
Given u > 0, build a data structure D that supports the following operations:

e Insert an element z € [u] into D,
such that the following queries can be answered while satisfying e-differential privacy:

e Query g € u: return z € [u] such that 1 < Y7 X;(D) < ay, where X;(D) is the function that
is 1 if and only if ¢ € D. The bound a; may depend on the current time ¢.

Neighboring definition: two neighboring inputs I and I’ differ in one Insert operation

As before we divide the universe into dyadic intervals, similar to before, but now we also use the sparse
vector technique (Dwork et al. [2010], Appendix A) to maintain information about which intervals I have at
least a certain number of elements in I N D. We then use that information to answer any predecessor query.
The main ideas for the improvement in the partially dynamic case are as follows: (1) The first observation
is that we do not need to run the sparse vector technique for all intervals at the same time, but we can do
a top-down approach: If an interval [a,b] does not yet contain “enough” elements, then we do not have to
consider any of its sub-intervals, since the sub-intervals contain fewer elements than [a, b]. Such an interval
is “light”. Thus, we only “activate” an interval in the dyadic decomposition once its parent interval has
at least a certain number of elements that are in D. (2) The second idea is to use two thresholds on the
number of elements of D that fall into the interval of the node, a smaller one to mark an interval “heavy”,
and a larger one to mark an interval “finished”. A finished interval provides the guarantee that it contains
at least one element in D. A heavy interval does not provide such a guarantee by itself. However, a group
of k non-overlapping heavy intervals guarantees the existence of one interval among them that contains an
element in D where we choose an optimal value of k in the algorithm. This guarantee follows from bounds
on sums of Laplace variables, which also helps to bound the number of elements in “unfinished” and “light”
intervals.

Theorem 4. There is an e-differentially private algorithm for PARTIALLY DYNAMIC PREDECESSOR satis-
fying oy = O((e7! + 1) logulog(u/B)+/log(t/B))) with probability at least 1 — f3.

Data Structure. We construct a binary tree BT, corresponding to the dyadic intervals Z,, of [u] as follows:

e The root of BT, corresponds to interval [u].
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e Let ¢* be the largest value ¢ such that |I,| > 2¢. Let v be a node corresponding to an interval
I, = [start(v),end(v)] = [(k—1)2¢+ 1, min(k2¢, u)] € Z,. If £ < £*, then the children of v correspond to
the children intervals of I, , i.e., if min(k2¢, u) = k2¢, then children(v) = (v1, v2), where v; corresponds
to I,, = [(k—1)2° +1,(k — 1)2° + 2°7!] and vy corresponds to I,, = [(k — 1)2° + 21 + 1, k2¢).
Otherwise the children(v) = (v1,v2), where v; corresponds to I,, = [(k —1)2¢ + 1, (k — 1)2¢ +2¢] and
vy corresponds to I, = [(k —1)2¢ 4+ 2 +1,u].

Algorithms 4 and 5 build a data structure, which consists of BT,, and over time marks some nodes in the
tree as active, some as heavy, and some as finished. We call nodes which are not active inactive, nodes
which are not heavy light, and nodes which are not finished unfinished. Assume for the moment that f is
constant. The intuition of our definitions is as follows: If a node is finished (resp. unfinished) then with
constant probability the interval represented by the node contains Q(e~!logu) (resp. O(e~!logu)) many
elements. We do not know such a lower bound for the other nodes. However, we also can show that if there
are “enough” non-overlapping intervals whose nodes are heavy, then with “good” probability there is at least
1 element and at most Q(¢~'log?u) elements in the union of these intervals.

In the following we use a parameter k; := |logu/(1/In(1/6:))].

Answering queries. Given the tree BT, together with the markings for each node, at time ¢ we answer
any query q as follows:

Case 1: First, assume there is a node z which is finished and satisfies end(x) < ¢g. Then, we choose the
finished node x such that:

1. end(z) < g;
2. start(x) is the maximum of start(v) for all finished nodes v satisfying end(v) < g;
3. x is the deepest node in BT, satisfying 1 and 2.

Then by Fact 1, the interval (end(z), ¢] can be covered with m < 2logu nodes vy, ...,v,,. We differentiate
between two cases:

e Case 1la: If less than k, of them are heavy, return start(x).

e Case 1b: Else, let v;,,v;,,...,v; , be the heavy nodes out of vy, ..., vy, sorted such that start(v;, ) <
start(v;,) < --- < start(v; ,). Return the start of the interval corresponding to the ki-th farthest
heavy node from g, that is, start(y) for y = Vi,

Case 2: If there is no node x which is finished and satisfies end(x) < ¢, let vy,...,v,, be the cover of
[1, ¢] given by Fact 1. Then we again differentiate between two cases:

e Case 2a: If less than k; of them are heavy, return L.

e Case 2b: Else, let v;,,v;,,...,v; , be the heavy nodes out of vy, ..., v,,, sorted such that start(v;,) <
start(v;,) < --- < start(v; ,). Return the start of the interval corresponding to the k; farthest heavy
node from ¢, that is, start(y) for y = Vips -

Lemma 15. Algorithms 4 and 5 together are 2¢-differentially private.

Proof. To argue that the algorithm is e-differentially private, note that if we release the tree BT, together
with the markings heavy and finished, then the query outputs are merely post-processing on these markings.
To compute those markings, for each node v, we compute:

e an approximate count of the corresponding interval when it is activated: For this, we use the Laplace
mechanism with privacy parameter ¢ = ¢/(3logu).
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Algorithm 4: Activate

Input: a node v of level £ corresponding to interval I,, € Z,,, data set D, time stamp ¢, parameters € and 3

1 mark v active;
2 let C1 = 250(1 +€),C2 =50(1 +¢€)
3 v = Lap(3logu/e)
4 Let D, be the data set consisting of all elements that have been inserted up to time ¢;
5 E'U = ZIGDtﬁIU I+v
6 71 = Lap(6logu/e), 72 = Lap(6logu/e)
7 for stream «'T', z'"2 ... | while v is not marked finished do
8 t=t+1
o | B=B/(6r%2)
10 if zt € I, then
11 | é(v) =é(v) +1
12 end
13 | ki = [logu/(y/In(1/5))]
14 K% = (C1/(kie)) log ulog(2u/B)
15 K% = (Cz/¢) logulog(2/B:)
16 ut = Lap(12logu/e), uh = Lap(12logu/e)
17 if &(v) + pt > K + 71 and v is not heavy then
18 ‘ Activate(children(v)); mark v heavy;
19 end
20 if &(v) + ph > Kb + 72 then
21 if v not heavy then
22 | Activate(children(v)); mark v heavy;
23 end
24 mark v finished
25 Abort
26 end
27 end

Algorithm 5: Build data structure

Input: stream D = z',2?,...; universe size u, parameters e and 3

1t=0
2 construct binary tree BT,
3 for z' do
4 t=t+1
if ¢t > 2logu then

Activate(root, D, t, €, )

Stop
end

© g o0 W

end
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e when to mark it heavy: For this, we use an instantiation of the AboveThresh algorithm (Algorithm 8
in Appendix A) with privacy parameter ¢ = €/(3logu).

e when to mark it finished: For this, we use another instantiation of the AboveThresh algorithm (Algo-
rithm 8 in Appendix A) with privacy parameter ¢ = ¢/(3logu).

Note that for fixed v, one insertion can change the count of D; N I, by at most 1 for any ¢. Thus, the
sensitivity for the Laplace mechanism and both AboveThresh algorithms is 1, and each of them is ¢/(3 log u)-
differentially private by Fact 3 and Lemma 24. Together, the algorithm Activate(v) for any node v is
(e/ log u)-differentially private. Now note that since by Fact 1, any = € [u] is in at most 2logu dyadic
intervals, and it can influence the computation of at most 2logwu nodes v. The entire algorithm thus
preserves 2e-differential privacy. O

4.2.1 Accuracy

Let 8 = '/t* and B’ = 3/(67?) as in the algorithm. Note that > ;= 8 = 3. We will use the following
lemmas to prove our accuracy bounds.

Lemma 16. With probability at least 1 — (3 it holds that at any time t, there are at most t> active nodes.

Lemma 17. Assume the bound from Lemma 16 holds. Then, with probability at least 1 — 3 it holds that at
any time t, the interval I, for any node v that is not finished contains at most O(e~!logulog(1/B;)) many
elements. Any node v that is finished contains at least Q(e~!logulog(1/8)) many elements.

Lemma 18. Assume the bounds from Lemma 17 holds. At any timet, fix some choice of m < 2logu intervals
that correspond to unfinished nodes, with at most k; of them being heavy. Then, with probability at least 1 —
Bt/u, it holds that the total number of elements in these m intervals is at most O (e~ logulog(u/B)+/log(1/5:)))

Lemma 19. Suppose k; < logu. At any time t, with probability at least 1 — B;/u, the total number of
elements in k; non-overlapping intervals which correspond to k; heavy nodes is at least 1.

Before we prove the lemmas, we first show how they imply the claimed error bound.

Lemma 20. Algorithms / and 5 together are oy = O(e~tlogulog(u/B)+/log(1/B:))) accurate with failure
probability (.

Proof. We assume the bounds from Lemma 16 and Lemma 17 hold at every time step ¢. Note that Lemma
16 holds with probability at least 1 — 8 and the probability that Lemma 16 and 17 hold together is at least
(1-8)2>1-28.

Let x be the node returned by the query algorithm as described above. We discuss accuracy in all four
query cases.

Cases la. and 2a. In Case la., there is a finished node with end(x) < ¢ and less than k; of the nodes
in the cover of (end(x), ¢] are heavy.

Lower bound in Case 1a. We first note that since z is finished, Lemma 17 implies that there is at least
one element in [start(x),end(z)] C [start(z), g].

Upper bound in Case 1a. Further, Lemma 17 also gives us that there are at most O(e~!logulog(1/3:))
elements in [start(z), end(x)], since both children of = are not finished by choice of z. Fact 1 implies that the
interval (end(x), ] can be covered by at most 2logu intervals and, by the definition of x, none of them is
finished. Thus, by Lemma 18, there are at most O(log® u+/log(1/4;)) elements in (end(x), q] with probability
at least 1 — B;/u. Since the number of distinct queries we can make at any fixed time ¢ is bounded by u,
this implies that the accuracy guarantee holds for all of these simultaneously with probability 1 — ;. Using
the union bound over all time steps, we get that the bound holds for all queries which fall into Case la with
probability at least 1 — 3, conditioned on the bounds from Lemma 16 and Lemma 17.

Upper bound in Case 2a. Similarly, Lemma 18 gives that there are at most O(log? u+/log(1/43;)) elements
in [1, ¢ for all queries which fall into Case 2a with probability at least 1— 3, conditioned on the bounds from
Lemma 16 and Lemma 17.

32



Lower bound in Case 2a. We cannot show any lower bound on the number of elements in [1,¢] and the
algorithm returns L, i.e., it is not claiming any lower bound.

Cases 1b. and 2b.

Upper bound. In these cases, Lemma 18 gives that there are at most O(log?® u+/log(1/6;))) elements in
[start(y), ] with probability at least 1 — 8;/u conditioned on the bounds from Lemma 16 and Lemma 17.

Lower bound. Lemma 19 gives that there is at least one element in [start(y), ¢] with probability at least
1-— Bt/u.

Since the number of distinct queries we can make at any fixed time ¢ is bounded by u, this gives that the
accuracy guarantees (upper and lower bound) hold for all of these simultaneously with probability 1 — 20;.
Using the union bound over all time steps, we get that the bound holds for all queries which fall into Case
1b or 2b with probability at least 1 — 23, conditioned on the bounds from Lemma 16 and Lemma 17.

Recall that the conditions in Lemma 16 and Lemma 17 hold together with probability at least 1 — 28.
Conditioned on that, the upper and lower bounds hold for all queries that are answered by Case la with
probability at least 1 — 3, for all queries that are answered by Case 2a with probability at least 1 — 3,
for all queries that are answered by Case 1b or 2b with probability at least 1 — 23. As every query falls
into one of these cases, it follows that the bounds hold for all queries with probability at least 1 — 44,
conditioned on the conditions in Lemma 16 and Lemma 17 holding. Thus, it follows that the bounds hold
for all queries with probability at least (1 —4/3)(1 —28) > 1 —63. Thus, with probability at least 1 — 63, we
have 1 < ZLI X;(D) < ay for all possible queries ¢ at all time steps ¢, which proves the lemma by scaling
B to 8/6 in the algorithm. O

Now we prove Lemmata 16, 17, 18 and 19.

Proof of Lemma 16. For t < 2logu, Algorithm 5 guarantees that there are no active nodes, so the statement
trivially holds. So let’s assume that ¢ > 2log u and let m’ be the number of nodes that get activated at time
t. We will prove that with probability at least 1 — 3;, m’ < t2. This implies that with probability at least
1 — 5, at all timesteps 7', the number of active nodes is no more than Zle t2 = O(T3).

Any node that gets activated at time ¢ has a parent that is declared heavy at time ¢. This means that
there are m = m’/2 nodes that are declared heavy at time ¢. Call them vy,...,v,,. Now, note that if
m < k? = |logu/+\/log(1/3;)|? < log® u, then clearly m/ = 2m < t2, so at most ¢> elements are activated at
time ¢.

Thus, we are left with analyzing the case m > k2. Since node v; is declared heavy at time ¢, it means
that either the condition in line 17 or the condition in line 20 in Algorithm 4 is true for v; at time ¢. Note
that Ki = (C1/(kie))logulog(2u/B:)) > (C1/(kie))loguln(2/B;). Further, K& = (Cs/¢)logulog(2/8:) >
(Ca/(kte))loguln(2/B;). Denote K. = k; e~ min(Cy, Co) loguln(2/43;). Note that K¢ . < min(K5, KY).
Now, let v;, pt and 7; be the values of v, p} and 71 in the run of Activate(v;) at time ¢, respectively, if the
condition in line 17 is true for v; at time ¢. Else, let v;, ,uf and 7; be the values of v, ug and 79 in the run
of Activate(v;) at time ¢. Further, let c(v;) be the true count of elements in I,, at time t. Then for every
i € [m] we have

ct(vi) +v; + uﬁ > Kfnin +7

and thus

m

D ) > Ky om — | Y (v 47+ )],

i=1 i=1

where the last inequality holds since the Laplace noise is symmetric around 0. Now, let Y = "1 | (v;+7;+put).
By Lemma 2, we have

Pr(|Y] > 21n(2/5;)V3m] < B,

12logu
€
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Note that any element can contribute to the count of at most logu nodes, and there are exactly ¢ elements
in the set at time t. With probability at least 1 — 3;, we have

121
logu -t >3 ¢ (v) > Kl -m — ——2221n(2/6,)v/3m
- €

min(Cl, Cg)m

= T 10gu1n(2/ﬂt) -

24 1log u

In(2/8:)V3m

Now, since m > kZ we have m/k; > /m, and thus

min(Cy, C2)v/m 24v/3m
€

logu -t > loguln(2/8:) — loguln(2/8:) > logu - vV2m,
€

for min(C1,Cy) > max(1,¢) - 24v/3 + /2. Thus, t* > 2m = m/, and at most t? elements are activated at
time ¢ with probability at least 1 — 8;. This concludes the proof.
O

We next state two simple properties of the labeling of the nodes.

Claim 1. FEvery node always has an active ancestor. Furthermore, every light node has an active ancestor
that is light.

Proof. By the stopping condition of Algorithm 4 the root is active throughout Algorithm 4, which implies
that every node always has an active ancestor. Next, let u be a light node and consider the lowest active
node u’ on the path from u to the root. Note that u’ cannot be heavy, as all children of a heavy node are
active as well. Thus, u’ is light. O

Proof of Lemma 17. Let A; be the number of active nodes at time ¢. Note that A; > 1 as the root is active
throughout Algorithm 4. By Lemma 16, A; = O(#3). Consider a fixed node v that is active at a given time
t. Let v, 79, ub be the values of the corresponding random variables in Algorithm 4 executed on v at a time
t' <t.

By the Laplace tailbounds we have:

e |v] < (3logu/e)log(3A:/B:) with probability at least 1 — 8;/(3A:);
o |uh| < (12logu/e)log(3tA;/B;) with probability at least 1 — 3, /(3tA,) for any ¢’ < t;
o || < (6logu/e)log(3A4:/6;) with probability at least 1 — ;/(3A4;);

Thus, by the union bound, all of these random variables are bounded by 12(logu/e)log(3tA:/B:)) <
12(logu/€) log((1/8)*) < 48(logu/e€)log(1/B;) with probability 1 — 8;/A;. By a second application of the
union bound, the bounds on the random variables hold simultaneously for all active nodes at time ¢ with
probability at least 1 — 3, and, thus, for all active nodes at all time steps with at least probability 1 — 3.
Given these bounds on the random variables, note that any active but unfinished node at time ¢ has
a true count of at most K} + (6logu/e)log(3t®/3;)) = O(logu/e)log(1/B;)). Any inactive node u has an
ancestor «’ which is active but not finished, so the fact that the bound holds for «’ also implies that it holds
for its descendent u, i.e., it holds for any inactive node. Any node that is finished at time ¢ was marked
finished at some time step # < t. At that time, it had a true count of at least K% — 48(logu/€)log(1/fy) =
O

Q((logu/e)log(1/8:)) = Q(logu/e)log(1/8)) for Cy > 50.

Proof of Lemma 18. Let vy, ...,vn, be m < 2logw unfinished nodes at time ¢. Let v;,,...,v;,, £ < k; of them
be heavy. Since v;,,...,v;, are, by assumption, not finished, their total count is at most O (ke ! logulog(1/8;)) =

O(e~log® uy/log(1/6;)) by the choice of k; = [logu/(y/In(1/5;))]. by Lemma 17.
Let vj,,...,v; , be the nodes which are light out of vi,...,v;. By Claim 1 any of them which is

not active has an active ancestor which is light and has at least the same count. Thus, there is a set of
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nodes wy, . .., wy, which are active and light, have at least the same total count as v;,...,v; , and satisfy
m” <m’ <m < 2logu.

Let v;, pf ; and 11 j be the values of v, pf and 71 in the run for node w; at time ¢, for j € [m”]. Further,
let ¢*(w;) be the true count of interval I,,, at time ¢. Since for every j € {1,...,m"} the node w; is light,
we have

c(w;) +vj + u’i,j < K} +7j,

thus

m’’ m’’

cM(wy) < m"K{ + Y (5 + pj + ph )|
j=1 j=1

Now, let Y = Z;ﬂ:”l (75 + pj + pf ;). By Lemma 2, we have

121

PrY] > Z’g L 9/21n(2u/Br) max(V3m”, \/In(2u/By))] < Bi/u

Since m” < 2logu = O(In(u/B;)), we have that 121%2\/2 In(2u/B;) max(v3m”, \/In(2u/B;)) = O(e * loguln(u/B:)).
This implies that with probability at least 1 — §;/u,

m’’

th(wj) <m/"K! +O(e oguln(u/B;))

= O3 togulogfu/f1) + ¢ Hloguln(u/3)
= O(e” ! (loguln(u/B;)\/log(1/B;) + log uln(u/f;)))
= O(e *logulog(u/B)\/log(1/5;))).

For the last step, note that the number of insertions is bounded by w, hence ¢ < u and log(u/f;) =

O(log(u/P3))-
O

Proof of Lemma 19. Fix a time t. Let vy, ..., vy, be k; heavy nodes at time ¢. Since none of them is finished,
we have for every v;, j € [k, that line 17 was true at some time ¢; < ¢. Let ¢!(v;) be the true count of v; at
time t. Further, let v, pj ; and 71 ; be the values of v, uf and 71 in the execution of Algorithm 4 for node
v;. Since for every j € [k, node v; is heavy, we have

tio . ti(o. 2] _ . tj

(vy) = ¢ (vj) > Ky + 75 — vj 4+ piy,
where t; is the time where v; was declared heavy. Thus

ky ke
> Hvy) > kKL =Y (754 ),
j=1

j=1

yeeey

Pr|Y| > 121:gu2 n(2u/B;) max(y/3ke, /In(2u/B:))] < Bt /u.
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Since k; < logu we have that the above is bounded by 121#2\/1n(2u/ﬁt)max(\/3log u, /In(2u/B;)) <
24+/3(logu/€) In(2u/B;). This implies, with probability at least 1 — 3;/u,

ke k¢
> M vy) > kKL =Y (754 my + )|
j=1 =1
C 24+/3
= log ulog(2u/Bss) — V3
€ €

23 g utn2u /) (since log(1/6,-) > log(1/))

144+/3

€

log u1In(2u/ft)

> a log ulog(2u/8) —
€

> 9logulog(Qu/ﬁ) -
€
>1

log ulog(2u/f) (since t < u and In(2u/B;) < 6log(2u/B))

for Cy > 250.

5 Set Cardinality

In this section we study the following generalization of continual counting. Given a universe U we want
to maintain a subset D C U and allow at each time step either (1) to modify D through the insertion or
deletion of any subset of elements or (2) to leave D unchanged. The mechanism returns at each time step
the cardinality of S in a differentially private manner. In the same way as in binary counting it is not known
whether a 0 or 1 was inserted, it is not known whether at a time step an update happened or not, and if an
update happened, which update it was. We consider D to be a set, thus, we ignore insertions of an element
that is already in D at any given time. Alternatively, we could have considered a model, where insertions of
elements already in D are not allowed. Note that any e-differentially private mechanism in the latter model
is a O(¢)-differentially private mechanism in the earlier model, and vice versa. This model makes sense for
problems where there can only be at most one copy of every item, i.e. monitoring the number of edges in
a simple graph or keeping track of a certain changing property for a set of users of some service (i.e., being
abroad).

Event-level privacy. In the event-level differential privacy setting for this problem two input sequences are
neighboring if they differ in the insertion or deletion of at most one user at one time step, i.e., a neighboring
sequence can have one more or one less element starting from the operation where the sequences differ. This
problem can be reduced to continuous counting as follows: for every time step ¢, define a! = 1, if ¢ gets
inserted at time ¢, a! = —1, if it gets deleted, and a} = 0, else. Then at every time step ¢, we insert » . a’
into the counting mechanism. Note that for two neighboring data sets, the resulting streams differ by at
most 1 at at most one time step, therefore, the binary tree mechanism by Dwork et al. [2010], Chan et al.
[2011] gives an upper bound of O(log® T').

User-level privacy. For user-level privacy, two input sequences are neighboring if they differ in all the
updates affecting one of the elements of U. Let d = |U|. Note that Fichtenberger et al. [2021] shows a
lower bound for counting the number of edges in a graph for user-level differential privacy which translates
into a Q(d) in our setting requiring ©(d) many updates. We show that if we parameterize the problem
by the number K of update operations then we give asymptotically matching upper and lower bounds of
Q(min(d, K, /e 1K log(T/K)). Since our lower bound holds even in the setting where we allow at most one
insertion or deletion at every time step, this improves on the lower bound of Fichtenberger et al. [2021].

Restricted number of updates per user. Erlingsson et al. [2019] study this problem parameterized in
an upper bound k£ on the number of updates per user. They achieve an upper bound on the error of
O(\/(E log? T) in the stronger local model of differential privacy. Note that our algorithm below can be
modified to give an upper bound of O(min(d, €1k log T'log(T/B), \/€~*dklog(T/(kf))) on the additive error.
The O(e~tklogT log(T/B)) upper bound is achieved by using the same algorithm described for event-level
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privacy and noting that with a lower bound k£ on number of changes per user, two neighboring data sets
in the user-level setting are k-neighboring in the event-level setting. We can also achieve a lower bound of
Q(min(d, e 1 (klog T — klogk))) by the same techniques as the lower bound parameterized in K.

Comparison to COUNTDISTINCT Very recently and independently, Jain et al. [2023] studied the problem
of counting distinct elements in a stream with insertions and deletions under event and user level differential
privacy. While similar, this problem is different from our work: They allow multiple copies of every element
and a deletion only deletes one copy of an element. The goal is to output the number of elements with a
count larger than 0. Thus, their upper bounds, which are parameterized in k and achieve (e, §)-differential
privacy with an error of roughly O(e~*vk polylog T'+/log(1/8)) for both event and user-level privacy, also
hold for our problem, but are not necessarily tight (the upper bound is not a contradiction to our lower
bound of Q(min(d, e~ (klog T — klogk))) since we consider e-differential privacy). On the other hand, their
lower bounds do not apply to the problem we study here, as can be seen for the event-level privacy case,
where the binary tree based upper bound achieves an O(log2 T) upper bound, while they show a min(k, /)
lower bound even for (¢, §)-differential privacy.

SETCARDINALITY
Given a set of users [d], build a data structure D that supports the following operations:

e Insert a subset of users I C [d] into D
e Delete a subset of users I C [d] from D

such that the following queries can be answered while satisfying e-differential privacy:
e Query return the number of users in D at the current time step

Neighboring definition: two neighboring data sets differ in all data of one user i € [d] (user-level

privacy)
Condition: total number of insertions / deletions is bounded by K

Lemma 21. Let K be an upper bound on the total number of insertions / deletions and T an upper bound
on the number of time steps. Then any e-differentially private algorithm to the SETCARDINALITY problem
with user-level privacy and error at most « at all time steps with probability at least 2/8 must satisfy o =
Q(min(d, K, /e 1K log(T/K)). This lower bound even holds if updates are restricted to singleton sets.

Proof. Assume there is an e-differentially private algorithm A for the SETCARDINALITY problem with error
smaller than « at all time steps with probability at least 2/3. Assume o < min(d/2, K/2). Else, the error is
at least Q(min(d, K)). Let m = 2a < min(d, K).

Next, assume wlog that m divides both 7" and K such that k := K/m is an even, positive integer.
If this is not the case increase both T' by O(m) and K by O(K) to make it true. Partition the timeline
into T'/m blocks of length m: By = [1,m], By = [m + 1,2m], .... Now, for any I = (i1,...,i) with

1<y <ig < -+ <i <T/m, define an input sequence D; as follows: For any user ¢ € [m], insert ¢ into Dy
at time step By, [i] = (i1 — 1)m +1, delete i from D; at B, [i] = (i2 — 1)m 44, insert ¢ into D again at By, [i],
and so on. In all other time steps no updates are performed. Thus, all users i € [m] are in Dy for all time
steps t € [igp_1m, (i2p — 1)m], for all p < k/2, and not in the set for all time steps t € [iapm, (i2p+1 — 1)m].
Any user i € [d]\[m] never gets inserted into D;. In total, there are K/m insertions or deletions per user
1 € [m], thus K insertions or deletions in total. This defines ¢ = (Z;//:Z) different input sequences.

Now let Ey, for I = (i1,...,4) with 1 <1y < ig < --- < i < T/m, be the set of output sequences where
A outputs a value of m/2 or larger for all time steps ¢ € [ig,—1m, (i2p, —1)m], for all 1 < p < k/2, and smaller
than m/2 for all time steps ¢ such that (1) ¢t < iym, or (2) t € [izpm, (i2p+1 — 1)m] for some 0 < p < k/2, or
(3) t > irm and arbitrary values at all other time steps. Note that for an input sequence D; every output
sequence where A has additive error smaller than o = m/2 must belong to E;. As the algorithm is correct
with probability at least 2/3, Pr[A(Dy) € E;] > 2/3.
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Two sequences Dy and D ; with I # J differ in at most 2K operations. As two sequences are neighboring
if they differ in the data of at most one user, and Dy and D differ in the data of at most m users, it follows by
group privacy that Pr[A(Dy) € E;] > e~ ™2/3 for any J = (j1,...,Jk) with 1 < j; <jo < -+ < ji <T/m.
Also note that the E are disjoint, since for each multiple of m (i.e., the end of a block), it is clearly defined
whether the output is at least m/2 or smaller than m/2, and as such the i1, ..., i, can be uniquely recovered.

Since the Ej are disjoint, we have:

T/m\ _ (T /m)K/m TE/Mm™
1> meR3 > e 2/3 = me2
_(K/m)e /32 m 23 me 23

which gives
m > e ((K/m)log(T/K) +1og(2/3))
and thus
m = Q(y/e 1K log(T/K))

Since o = m/2, we get « = Q(y/e 'K log(T/K)), as claimed.
O

Lemma 22. Let K be an upper bound on the total number of insertions / deletions which is given. Let T
be a known upper bound on the number of time steps. Then there is an e-differentially private algorithm for
the SETCARDINALITY problem with error at most o = O(min(d, K, /e 1K log(T/f3)) at all time steps with
probability at least 1 — f3.

Algorithm 6: Set Cardinality, known T'

Input: Data Set D = ', 22, ..., parameters € and 3, stream length bound T, stopping parameter S
€1 =¢€/2
count = 1
71 = Lap(2S/e1)
v1 = Lap(S/e1)
out =S¢ al +u
Thresh = 24Se;* (log(27/8))
fort=2,...,do
pe = Lap(45/e1)
if |out — Ele xt| 4+ pi > Thresh + Teount then
count = count + 1
if count > S then
‘ Abort
end
Veount = Lap(S/e1)
Teount = Lap(25/e1)
out = 3% | ! + Veount
end
output out
end

Proof. The O(min(d, K)) bound follows from the fact that the algorithm that outputs 0 at every time step
is e-differentially private and has error at most min(d, K) for any e.

For the last bound, assume K > ¢~!(81og(27/3)) since otherwise, O(min(K, /e 1K log(T/B))) = O(K).
Our algorithm is based on the sparse vector technique (Algorithm 8 in Appendix A). Let S be some parameter
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to be chosen later. Define ! = 1 if and only if user 7 is in D at time step ¢, and x! = 0 otherwise. Notice
then that the data set D can be interpreted as a stream of elements from {0,1}¢. Now consider Algorithm
6.

Claim 2. Algorithm 6 is e-differentially private.

Proof. Note that Algorithm 6 performs the following procedure at most S times:

1. It computes the output out via the Laplace mechanism (Fact 3) with €’ = €;/S on ZZ 1 %, which has
sensitivity 1.

2. It runs an instantiation of AboveThreshold (Algorithm A) with parameter € = ¢;/S and A =1 and
queries ¢; of the form |out — 25:1 xt|, which have sensitivity 1 for any fixed value of out.

By the properties of the Laplace mechanism, computing out in step 1 is €;/S-differentially private. By
Lemma 24 and the composition theorem (Fact 2), computing out in step 1 and performing the following
instantiating of AboveThreshold in step 2 together fulfill (2¢;/5)-differential privacy. As the composition
of at most S procedures which are each (2¢;/5)-differentially private, Algorithm 6 is 2¢; = e-differentially
private. O

Claim 3. There exists an S such that algorithm 6 has error at most O(\/e 1K log(T/B)) with probability
at least 1 — 3.

Proof. Let o = (85/e1)(logT +1og(2/8)) = (165/€)(log T 4+ log(2/8)) = 3 - Thresh. Not that by the Laplace
tailbounds (Fact 6), at every time step ¢ we have:

o |Teount| < (25/€1)(log T + log(2/8)) = a/4 with probability at least 1 — 3/(2T) and
o || < (45/€1)(logT +log(2/8)) = a/2 with probability at least 1 — §/(2T).
Thus, with probability at least 1 — 8 over all time steps, we have at any time step t:

o Whenever the condition in line 9 is true at time ¢, then Jout — >,y xt| > Thresh — a = 2a and
e Whenever the condition in line 9 is false at time ¢, then out — 3=, 7| < Thresh + a = 4a.

Further, the random variable v, for ¢ € [S] is distributed as Lap(S5/e1) and is added to }-,c (4 z! at time
step 1 and every time step ¢ where out is updated. For a time step t, let p, be the last time step at which
the value of out was updated. Recall that after the processing of any such time step py has ﬁnished it holds
that |out — Zze[d ‘| = v¢. By the Laplace tail bound (Fact 6), vy, and, thus, |out — Zze[d ‘|, is bounded

for all £ € [S] by €] 1Slog(S/,B) = «/8 with probability at least 1 — 3.

Altogether, all of these bounds hold simultaneously with probability at least 1 — 25. Condition on all
these bounds being true.

Assume the algorithm has not terminated yet at time step ¢ and let out be the value of out at the
beginning of time step t. Recall that out = Zie[d] ¥ + vy for v, = Lap(S/e1) and that by assumption,
vp < . If the condition in line 9 is true at time ¢ we have

|pr" th\>|2x—out| |0ut—zwfk|22a—04:a-

i€[d] i€[d] i€[d] i€[d]

Thus, between two time steps where the value of out is updated, there is a change of at least o =
8Se~llog(2T/B) in the sum value, i.e. at least o insertions or deletions have taken place. Since there
are at most K insertions and deletions in total, to guarantee (under the noise conditions), that the al-
gorithm does not terminate before we have seen the entire stream, it is enough to choose S such that
S > K/a=Ke/(851og(2T/8)). Thus we choose S = \/Ke/(log(T/5))
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Now we are ready to show the accuracy bound: Consider any time step ¢ and let out be the output at
time ¢. If the condition in line 9 is false, we showed above that [out — 3 ;¢4 rt| < 4a. If the condition

is true at time ¢, we have out = >, xt + vy for some ¢ € [S] , and, thus, |out — Dield) z!| < a. Since
a = (165/¢)(logT + log(2/6)) = O(v/Ke~1(log(T/B))), the claim follows. O

O

Lemma 23. Let K be an upper bound on the total number of insertions / deletions which is given. Let T be
infinite or unknown. Then there is an e-differentially private algorithm for the SETCARDINALITY problem
with error at most O(min(d, K, Ve~ 1K logt) for all time steps t with probability at least 1 — f3.

Algorithm 7: Set Cardinality, unknown T°

Input: Data Set D = ', 22, ..., parameters € and (3, stopping parameter S
€1 =¢€/2
count = 1
T1 = Lap(2S/61)
v1 = Lap(S/e1)
out = Zle x4+
fort=2,...,do
Br = B/ (677t?)
Thresh, = 24Se; (log(2/6:))
pe = Lap(45/er)
if Jout — 3% | @f| + p; > Thresh; + Teouns then
count = count + 1
if count > S then
‘ Abort
end
Veount = Lap(S/e1)
Teount = Lap(25/€1)
out = 27:1 2 4 Veount
end
output out
end

Proof. The O(min(d, K)) bound follows from the fact that the algorithm that outputs 0 at every time step
is e-differentially private and has error at most min(d, K) for any e.

The algorithm for our last bound is based on the sparse vector technique (Algorithm 8 in Appendix A).
Let S be some parameter to be chosen later. Define x! = 1 if and only if user 7 is in D at time step ¢, and
x! = 0 else. Note that the data set D can be interpreted as a stream of elements from {0, 1}¢. The algorithm
is given in Algorithm 7. Note that the only difference to Algorithm 6 is the fact that we use a different
threshold Thresh; at every time step, since the value of Thresh in Algorithm 7 depends on T which we do
not know.

Claim 4. Algorithm 7 is e-differentially private.
Proof. Note that Algorithm 7 performs the following procedure at most S times:
1. It computes out via the Laplace mechanism (Fact 3) with ¢’ = ¢;/5 on Zle x!, which has sensitivity 1.

2. Tt runs an instantiation of AboveThreshold (Algorithm A) with parameter ¢ = ¢;/S and queries
lout — Z?Zl xt|, which have sensitivity 1 for fixed out.
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By Lemma 24 and the composition theorem (Fact 2), computing out and performing the subsequent instan-
tiation of AboveThreshold (Algorithm A) together fulfill (e/.S)-differential privacy. As the composition of at
most S procedures which are all (¢/.5)-differentially private, Algorithm 7 is e-differentially private. O

Claim 5. There exists an S such that algorithm 7 has error at most O(Ve 'K log(t/B)) at all time steps t
with probability at least 1 — 3.

Proof. Let 8/ = (3/(67%) and let B; = (3'/t?. Notice that Y o, B = 8. Let ay = (85/e1)(log(2/5:)) =
(16S/€)(log(2/pt)), which is monotonically increasing in ¢. By the Laplace tailbounds (Fact 6), at every
time step t we have:

o |Teount| < (25/€1)(log(2/5:)) with probability at least 1 — 8;/2 and
o |ut| < (45/€1)(log(2/6:)) with probability at least 1 — 5;/2.
Since Y=, Bt = B, we have with probability 1 — 3 over all time steps, at any time step ¢:

e Whenever the condition in line 10 is true at time ¢, then at the beginning of time step ¢, |out —
Zie[d] z!| > Thresh; — oy = 20 and

e Whenever the condition in line 10 is false at time ¢, then |out — Zie[d] xt| < Thresh; + oy = 4ay.

Further, by the Laplace tail bound (Fact 6), the noise added to ;4 ! is bounded by €' Slog(1/5;) <
oy with probability at least 1 — §; at any time step ¢t where out is updated. For a time step ¢, let py be
the last time step at which the value of out was updated. Recall that after the processing of any such time
step py has finished, it holds that |out — Zie[d] z?| = vy. By the Laplace tail bound (Fact 6), v, and, thus,
lout — 3 2P|, is bounded for all £ € [S] by €; *Slog(S/Bp,) = ap,/8 with probability at least 1 — j.

Altogether, all of these bounds hold simultaneously with probability at least 1 — 2. Condition on all
these bounds being true.

Assume the algorithm has not terminated yet at time step ¢ and let out be the value of out at the
beginning of time step ¢, which equals its value at the end of time step py,. Recall that o > «,,. If the
condition in line 10 is true at time ¢ we have

|fol—Zxﬂ2|Z:c§—out|—|out—foqZQat—amZozt.

1€[d] 1€[d) 1€[d] 1€[d]

Thus, between two time steps where the value of out is updated, there is a change of at least a; =
8Se~tlog(2/B:)) > 8Se~! in the sum value, i.e. at least 8Se~! insertions or deletions have taken place.
Since there are at most K insertions and deletions in total, to guarantee (under the noise conditions), that
the algorithm does not terminate before we have seen the entire stream, it is enough to choose S such that
S > Ke/(8S). Thus we choose S = v Ke.

Now let out be the output at time ¢. For any time step ¢ where the condition in line 10 is false, we have
lout—3,e (4 zt| < 4ay. If the condition is true, we have at the end of the time step that lout =3 e (g zt < ay.

Since oy = (165/€)(log(2/8:)) = O(Ve 1K (log(t/5))), the claim follows.
O

O

Note that the above bounds can be extended to the case where K is not known beforehand using
standard techniques and a similar idea to Qiu and Yi [2022] for e instead of 3: We start by guessing a
constant estimate for K and run the Algorithm 6 resp. Algorithm 7. Once the sparse vector technique
aborts, we know that our estimate of K was too low, so we double it and restart the algorithm. This gives
at most log K instances of Algorithm 6 resp. Algorithm 7. However, since we consider user-level privacy,
the privacy loss becomes log Ke. To avoid this, we run the jth instance of the algorithm with privacy
parameter €; = €/((672);%). Since > i1 € = ¢ this achieves e-differential privacy, no matter how large K
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is. The new error bound becomes O(\/log2 Ke 1Klog(T/B)) = O(log K+/e 'K log(T/5)) for known T" and
O(log Kve 1K log(t/B)) at all time steps t for unknown 7.
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A The sparse vector technique

The sparse vector technique was first described in Dwork et al. [2010]. The version described in Algorithm 8
is from Lyu et al. [2017] for ¢ = 1 (the main difference is that it allows different thresholds for every query).

Algorithm 8: AboveThreshold

Input: Data Set D, Sensitivity bound A, thresholds K1, Ka, ..., and queries ¢1, g2, ... which are have
sensitivity at most A

7 = Lap(2A/e)

fori=1,...,do

pi = Lap(4A/e)

if ¢;(D) + p: > K; + 7 then
output a; = YES
Abort

end

else

‘ output a; = No
end

end

Lemma 24 (Lyu et al. [2017],Dwork et al. [2010]). Algorithm 8 is e-differentially private.

Lemma 25 (Dwork and Roth [2014],Lyu et al. [2017]). Algorithm 8 fulfills the following accuracy guarantees
8(In k+In(2/8))

for a = -

: For any sequence qi,...,q, of queries it holds with probability at least 1 — j3,

1. fori such that a; = YES we have
q; (D) Z Kl —Q,
2. for alli such that a; = NO we have

B Dynamic Range Counting

Lemma 26. Given an upper bound T on the mazimum time step, there is an algorithm for the FULLY
DyNAMIC RANGE COUNT with error at most a = O(e ' (logulog T)3/2\/log(uT/B)) with probability at
least 1 — (3.

Proof. The binary tree mechanism by Dwork et al. [2010] builds a dyadic decomposition Zr of over the
timeline [T'] and computes a noisy count using the Laplace mechanism (Fact 3) for each interval J € Zp. We
now build such a decomposition for every interval I € Z,, and compute a noisy count for each (I, Jy) € Z, xZr.
Now any insertion or deletion can influence the counts of at most logulogT intervals (I,J;) € Z,, x Iy by
at most 1. Thus, using Fact 3, adding Laplace noise scaled with logulogT /e to the count of each (I, Jy)
fulfills e-differential privacy.

To answer any query we have to add up at most O(logulogT) such counts. For the error of any one
query we get with probability 1 — 3’ the following asymptotic upper bound by Lemma 2:

O(e logulog T+/In(1/6") max(y/log ulog T, \/In(1/5")).

Now note that for any time step ¢, we can ask at most O(u?) distinct queries, thus O(Tu?) distinct queries
in total. Choosing 8’ = 3/(Tu?), we get that all queries have error at most o with probability at least 1 — 3
with

a = O(e Hogulog Tv/In(Tu?/B) max(y/log ulog T, \/In(Tu2/3)) = O(e *(log ulog T)*/\/In(Tu/B)),
assuming In(1/8) = O(logulogT). O
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B.1 Extension to unknown T

Lemma 27. For unknown T, there is an algorithm for the FUuLLYy DYNAMIC RANGE COUNT with error at
most a = O(e'(logulogt)®/2\/log(ut/B)) at all time steps t with probability at least 1 — f3.

An extension of the above can be achieved using techniques similar to Chan et al. [2011] and Qiu and Yi
[2022]: We set T = 0 and start by guessing an upper bound 77 on T, and once the number of operations
has crossed T, we double the guess, i.e. To = 2T}, and so on, and we call (T;_1,T;] the segment T;. Note
that there are log T segments until time step T

First, we compute the dyadic interval decomposition Z,, of [u]. Now, for each segment 7;, j =1,..., we
run the following algorithm:

1. We maintain the data structure D; from Lemma 26 for the known time bound 7; — T;_; during the
segment.

2. For every interval I € Z,, we keep a running count of insertions that happened into this interval during
segment 7;. That is, at time Tj_1, we set ¢} = 0 for all I € Z,,, and for every z’ that is inserted with

t € T;, we set ¢ = ¢} + 1 if and only if ' € I.

3. After processing the T;th input, we add Laplace noise scaled with logu/e to all CJI-, I € 7, and keep
them.

To answer a query [a,b] at a given time step t = T;_1 +t; with t; <T; —T;_1, we first find the intervals
Ii,...,I,, m < 2logu, which cover [a,b] as given by Fact 1. Then we compute the output of D; for [a,b]
and denote it out;. We output Z%;} doren. .1, cf + out;.

We first argue that the given algorithm is 2e-differentially private: Note that all c}, 1 € 7,, and for all
J together have sensitivity bounded by logu: A single insertion can only influence the counts of a fixed j,
and by Fact 1, it can only change ¢} for at most logu choices of I (by at most one). Hence, after adding
Laplace noise scaled with logu/e, outputting all c} satisfies e-differential privacy. Further, by Lemma 26,
the outputs of D; for a single j satisfy e-differential privacy. Since again a single insertion only influences
the input to a single D;, we have that the D; for all j together satisfy e-differential privacy.

Next we argue accuracy. Let f; = /(67%t2). Note that by Lemma 2, the total error for Y271 3,/ cf
is bounded by

(21og u/e)/2Tn(2/B) max(/m - (G — 1), v/I2/57)
< (2logu/€)y/21n(2/B) max(y/2log ulogt, /In(2/5'))

with probability at least 1 — §’. Since there are at most u distinct queries at time ¢, we set 8’ = ;/u and
get an error of at most

O(e 'log? uln(t/pB))

with probability at least 1 — [3;.
Further, by Lemma 1, the error for D; is at most

O(e ™ (log ulog T;)*/?1 /log(uT} /B;)) = O(e " (log ulog t)*/*\/log(ut/B3))

with probability at least 1— ;. Thus, the total error is bounded by at most O(e ! (log ulogt)3/2/log(ut/B))
at all time steps ¢ together with probability at least 1 — 3.
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C Multidimensional AboveThreshold

Recall the d-dimensional AboveThreshold problem.

d-DIM ABOVETHRESH
Given thresholds Ki,Ks, ..., K4 > 0, build a data structure D that supports the following operations:

e Insert an element z € {0,1}¢ into D,
such that the following queries can be answered while satisfying e-differential privacy:
e Query an clement ¢ € [d]: Answer YES or NO such that we answer

— YEsif )
— No if )

z; > K+«
z; <K; — a.

zeD
zeD

Neighboring definition: two neighboring inputs differ in one Insert operation

We first show a lower bound of € 7!(d + log T') for d-DiIM ABOVETHRESH.

C.1 Lower bound

Lemma 28. Any e-differentially private algorithm for d-DIM ABOVETHRESH must satisfy
a=Q (e (d+1logT))
if it has failure probability < 1/3.

Proof. Let o be a parameter specified later, and let T be a multiple of «. We divide the timeline into blocks
By =[l,...,;a], By =[a+1,...,2qa],..., By = [T — a+ 1,T]. Note that m = T/a. Let S = {0,1}¢\ {09}
be the set of all non-zero d-dimensional binary vectors. Note that |S| = 2¢ — 1. For every v € S and j € [m],
define D, ; to be the input such that

e For every t € B;, i # j, we insert x = 0.
e For every t € By, we insert z = v.

Note that we can convert a D, ; to any another D, ;» by changing the input for 2a timesteps. Thus all the
inputs defined above are 2a-neighboring. Also note that there are |S x [m]| > (2¢ — 1) - (T//a) many inputs
defined above. Now suppose that after every « insertions we query for every coordinate ¢ € [d] for threshold
a/2. Let E, ; be the event that we answer YES for exactly the coordinates ¢ satisfying v; = 1 for the first
time in the jth round of queries, and for all other coordinates, we always answer NO.

Suppose there exists an e-dp algorithm Alg with error less than «/2 such that the error bound holds with
probability at least 2/3. Then P(Alg(D, ;) € E, ;) > 2/3, and since D, j/ is 2a-neighboring to D, ; for any
V', j', Pr[Alg(Dy j1) € B, j] > 2e72°/3. Since the {E, ;} are disjoint, we get

T o 2
1> Z Pr[Alg(Dvl,j/)eEUJ]z(2d—1)~a~e2 '3
vES,jE€[m]

and therefore
o> (26)’1 -(d—1+1log(T/a) +log(2/3))

This does not hold for o < (8¢)~! - (d + log T') and large enough T, which proves the lemma. O
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C.2 Upper bound

We work with constant failure probability 8 for the informal discussion below. Recall that a single in-
stantiation of 1-dimensional AboveThreshold (Algorithm 8) gives a differentially private algorithm with
error O(e tlogT). Thus for d-DIM ABOVETHRESH, composing d individual instantiations of 1-dimensional
AboveThreshold gives a differentially private algorithm with error O(e~!d(logd+log T)). This is because we
need to replace € with €/d for maintaining e-dp, and log 1/ by log d/ to ensure that the accuracy guarantees
hold simultaneously for all instantiations. The lower bound as shown in Lemma 28 was O(e~!(d + logT)),
which on the other hand had no multiplicative dependence between the d and the logT" terms. In this section,
we show how to separate this dependence of d and logT" by providing a differentially private algorithm with
error O (e’l (allog2 d + log T)), which is O(e=!(d + log T)) and thus within a polylogarithmic factor of the
lower bound.

We present a version of the algorithm closest to Algorithm 2 for continuity. Our algorithm maintains a
noisy version of the sums ) |, z; as s;. In line 15, we check if there exists at least a single column i € [d] that
crosses the threshold. This is in contrast to the independent composition of mechanisms described above,
which does not interact between the columns, and checks if each column crosses the threshold separately. The
former method requires lesser noise than the latter, since intuitively, there is lesser information to privatize.
We then insert the counts within this interval into the histogram mechanism H, to privatize the column
counts until now.

Once we know that there exists at least one column which crosses the threshold, we then privately check
which columns cross the threshold in line 20. We then return YES for those columns and remove them from
the set of columns to consider for future insertions (by setting all future thresholds to co). We set C]t- large
enough so that every time line 15 is crossed, at least one column crosses the threshold (and thus is removed
from future consideration) as well. It then follows that line 15 is crossed at most d times, which bounds the
number of segments created by the algorithm by d + 1.

Theorem 5. There is an e-differentially private algorithm for d-DIM ABOVETHRESH that has error

o' =0 (e - (dlog*(d/B) + log(t/8)))

at time t, with failure probability 3.

Theorem 6. Algorithm 9 is e-differentially private.

Proof. Note that Algorithm 9 is exactly the same as Algorithm 2, but with a different setting of L!s. Further,
note that at each time ¢, the choice of L! in Algorithm 9 does not depend on the data directly and only
depends on whether the threshold was crossed. Since the privacy proof of Algorithm 2 is independent of the
choice of L (and only depends on whether the threshold was crossed at a particular time step), the lemma
follows. O

Lemma 29. Algorithm 9 is at-accurate at time t with failure probability 3, where

at =0 (et - (dlog?(d/B) + log(t/B)))

Proof. Note that each column only crosses the threshold at most once, since we set the threshold to be co
once it crosses the threshold once. Thus there are at most d+1 intervals created. The bounds on the random
variables in Lemma 6 also hold. If Y, _, ! is the true column sums at time ¢ and ¢ belongs to the j-th
interval, we have that max; |3, ., 2! — st| < aj,. Further, we get that Lemmas 8 and 12 hold since they
do not depend on the value of K; By Lemma 12, whenever we return NO,

t, " 7 7 )
E r; <Ki+abi +al +a +ay.
<t
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Algorithm 9: Algorithm for d-DIM ABOVETHRESH

Input: Insertions z', 2%, ... € {0,1}%, thresholds K; for i € [d], an adaptively ¢/3-differentially private
continuous histogram mechanism H, failure probability 3, additive error bound err(¢, 3) that holds with
probability > 1 — g for the output of H at time step t.

Output: For each i € [d], whether >,z > K;

/* Initialization of all parameters */

Initialize an adaptively e/3-differentially private continuous histogram mechanism H

B8 =68/n2, B = ' /t* for any t € N

af, + 12¢7! lr}(?/ﬁt.), ol « 671 In(6/8;), o « 3¢ 'kIn(6k/B;), o)y  err(j, B;/6) for any t,j € N & Shorthand

Ci+al,+al+a forany t,j €N

Li + K; for all i € [d)

ci < s; < 0 for all 5 € [d]

po<+ 0,751

g; < No for all i € [d], and out < (q1,92,.--,qd)

71 + Lap(6/¢)

/* Process the input stream */
for t € Ndo
ci & ¢+t 8+ s+l for all i € [d]
ue < Lap(12/¢)
if 3ie[d:si+u > L +7; then
pj 1t > Close the current interval
insert (c1,...,cq) into H, reset ¢; < 0 for all ¢ € [d]
for i € [d] do
7 + Lap(3d/e)
if s; —1—717 > Lﬁ — C;- then
qi < YES
L+ > i has crossed the threshold
end
end
j<g+1
7j < Lap(6/¢) > pick fresh noise for the new interval
(s1,-..,84) < output(H)
out + (q1(s),...,qx(s))
end
output out
LY« L for all i € [K]
end
Pj <= 00
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By Lemma 8, when we return YES for the first time,

Z al > K; — (ol + od + 2aZY + ).
<t
Thus we are done if we show that when we return YES for the first time, ), , ot <K, — (o, + al +

af + a;) + 1. We will show that if K; > o + ol +2al + al; + 1, then we return No for i on time step 1.
The claim then follows since there is always a time step before the first time we return YES. At that time
step, we have that

me SKi—i—aZ—I—al—i—aff—&—ag,

<t

then we use 1-sensitivity of column sums to get the required bound. Now we prove the remaining claim.
Suppose we return YES for i at time 1. Then by Lemma 8 and since z} < 1,

12x}>Ki—(aﬁj+a1+2a%+a§{)

Thus K; < aﬁj +ad + 204% + a‘}{ + 1, which is what we needed. Since there are at most d + 1 intervals,
plugging in the values for all the axs, we get that Algorithm 9 is at-accurate for d-DIM ABOVETHRESH at
time ¢ with failure probability 8, where

at =0 (et - (dlog?(d/B) + log(t/B)))

as required. O

D Extension to (¢, d)-differential privacy

We will use noise drawn from the Normal distribution for our algorithm. The mechanism constructed using
noise drawn from the Normal distribution is known as the Gaussiam mechanism, which satisfies (e, d)-dp.

Definition 9 (Normal Distribution). The normal distribution centered at 0 with variance o® is the distri-
bution with the probability density function

1 x?
fN(o,o2)(33) = oo exp <—202>

We use X ~ N(0,02) or sometimes just N(0,0?) to denote a random variable X distributed according
to fN(U,az)-

Fact 7 (Theorem A.l in Dwork and Roth [2014]: Gaussian mechanism). Let f be any function f :x — R¥
with Lo-sensitivity Aa. Let € € (0,1), ¢ > 2In(1.25/68), and o > cAa(f)/e. Let Y; ~ N(0,02) for i € [k].
Then the mechanism defined as:

A(z) = f(z) + (Y1,..., V%)
satisfies (e, 0)-differential privacy.

We use the following continuous histogram mechanism H introduced by Fichtenberger et al. [2022], which
achieves an error of O(e~!log(1/d)log T/dIn(dT)). Since their algorithm fulfills the conditions of Theorem
2.1 in Denisov et al. [2022], that theorem yields that the same privacy guarantees hold in the adaptive
continual release model.

Fact 8 ((¢, d)-differentially private continuous histogram against an adaptive adversary). There is an (e, d)-
differentially private algorithm in the adaptive continual release model for continuous histogram that with

probability > 1 — B3, has error bounded by O(e~11og(1/8)logt~/dIn(dt/B)) at time t.
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Changes. We make the following changes to the algorithm to obtain an (e, §)-dp algorithm for histogram
queries.

1. Initialize an (¢/3,8/(2¢%</%))-adaptively dp continuous histogram mechanism H.

2. Sample 'yg ~ N(0,18k In(4e%</3/8) /¢?).

3. Set o to 61 \/kIn(12e2¢/3k /(6 3;))-

Privacy. We detail the changes to the privacy proof from the e-dp case. As in the e-dp case, we need to
now show that
Pr[A(z) € S] <e°-PrlA(y) € S|+

Since H is (¢/3,3/(2¢*/3))-adaptively differentially private, we get that

Pr(vlgrgi)‘ld”(zvy) = S) S 66/3 Pr(v}gﬁl&dv(m,y) € S) + 6/(2626/3)

and
Pr(Vi koo € S) < P PRV 0 € 8) +6/(2e23).
Thus all we would need to show would be
PV doto € S) < €L Pr(VEL 1y € 8) +6/2, (4)
since then
Pr(A(x) € 8) = Pr(Vi s € S)

< PV gopy € S) +0/2

< ef Pr(VI%AdU(y’m) €S)+4

= e Pr(A(y) € S) +0

The partitioning is still e¢/3-close by the same arguments since we use the same random variables as in
the e-dp case. For the thresholds, note that conditioned on all previous outputs of H and p; being equal,
gi(sPi(z)) and g;(s?i(y)) can differ by at most 1 for each i € [k]. Thus the Ly difference between the two
vectors is at most V. By Fact 7 for the Gaussian mechanism, adding N (0, 18k In(4e2</3/§)/€?) noise to
every g;(sPi(y)) ensures that the distributions of g;(s?’ (z)) +~7 and g;(sP/(y)) +~] are (e“/3,5/2e>¢/3)-close
for all ¢ € [k]. Since the condition in line 20 only depends on those, this implies that the probabilities of
executing line 20 on any subset of [d] on run(z) and run(y) are (e/3,§/2e¢/3)-close, as required.

Accuracy. We have that Lemma 6 holds with of,,a/ as earlier, 041; = 6e1\/kIn(12e2/3k/(5;)) and

o, = O(e log(1/8) log j\/dIn(dj/B)). Thus by Lemma 11, the algorithm is af-accurate at time ¢ with
failure probability 5, where

o' =0 (€ 710g(1/6) - (Vd10g™(dkchya/B) + VE10g(kchyun/B) +108(1/8) ))

as required.
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