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ABSTRACT

Time series anomaly detection is critical for a wide range of appli-
cations. It aims to identify deviant samples from the normal sample
distribution in time series. The most fundamental challenge for
this task is to learn a representation map that enables effective
discrimination of anomalies. Reconstruction-based methods still
dominate, but the representation learning with anomalies might
hurt the performance with its large abnormal loss. On the other
hand, contrastive learning aims to find a representation that can
clearly distinguish any instance from the others, which can bring a
more natural and promising representation for time series anom-
aly detection. In this paper, we propose DCdetector, a multi-scale
dual attention contrastive representation learning model. DCde-
tector utilizes a novel dual attention asymmetric design to create
the permutated environment and pure contrastive loss to guide the
learning process, thus learning a permutation invariant representa-
tion with superior discrimination abilities. Extensive experiments
show that DCdetector achieves state-of-the-art results on multiple
time series anomaly detection benchmark datasets. Code is publicly
available at this URL!.
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1 INTRODUCTION

Time series anomaly detection is widely used in real-world appli-
cations, including but not limited to industrial equipment status
monitoring, financial fraud detection, fault diagnosis, and daily
monitoring and maintenance of automobiles [3, 20, 27, 57, 79]. With
the rapid development of different sensors, large-scale time series
data has been collected during the system’s running time in many
different applications [44, 71, 77]. Effectively discovering abnormal
patterns in systems is crucial to ensure security and avoid economic
losses [81]. For example, in the energy industry, detecting anom-
alies in wind turbine sensors in time helps to avoid catastrophic
failure. In the financial industry, detecting fraud is essential for
reducing pecuniary loss.

However, it is challenging to discover abnormal patterns from
a mass of complex time series. Firstly, it is still being determined
what the anomalies will be like. Anomaly is also called outlier or
novelty, which means observation unusual, irregular, inconsistent,
unexpected, rare, faulty, or simply strange depending on the situa-
tion [59]. Moreover, the typical situation is usually complex, which
makes it harder to define what is unusual or unexpected. For in-
stance, the wind turbine works in different patterns with different
weather situations. Secondly, anomalies are usually rare, so it takes
work to get labels [80]. Most supervised or semi-supervised meth-
ods fail to work given limited labeled training data. Third, anomaly
detection models should consider temporal, multidimensional, and
non-stationary features for time series data [78]. Multidimensional-
ity describes that there is usually a dependence among dimensions
in multivariate time series, and non-stationarity means the sta-
tistical features of time series are unstable. Specifically, temporal
dependency means the adjacent points have latent dependence on
each other. Although every point should be labeled as normal or
abnormal, it is not reasonable to consider a single point as a sample.

Researchers have designed various time-series anomaly detec-
tion methods to deal with these challenges. They can be roughly
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classified as statistical, classic machine learning, and deep learning-
based methods [6, 59]. Machine learning methods, especially deep
learning-based methods, have succeeded greatly due to their pow-
erful representation advantages. Most of the supervised and semi-
supervised methods [14, 18, 51, 53, 87, 90] can not handle the
challenge of limited labeled data, especially the anomalies are dy-
namic and new anomalies never observed before may occur. Un-
supervised methods are popular without strict requirements on
labeled data, including one class classification-based, probabilistic-
based, distance-based, forecasting-based, reconstruction-based ap-
proaches [11, 24, 42, 59, 66, 85, 92].

Reconstruction-based methods learn a model to reconstruct nor-
mal samples, and thereby the instances failing be reconstructed by
the learned model are anomalies. Such an approach is developing
rapidly due to its power in handling complex data by combining it
with different machine learning models and its interpretability that
the instances behave unusually abnormally. However, it is usually
challenging to learn a well-reconstructed model for normal data
without being obstructed by anomalies. The situation is even worse
in time series anomaly detection as the number of anomalies is
unknown, and normal and abnormal points may appear in one in-
stance, making it harder to learn a clean, well-reconstructed model
for normal points.

Recently, contrastive representative learning has attracted at-
tention due to its diverse design and outstanding performance in
downstream tasks in the computer vision field [13, 15, 29, 82]. How-
ever, the effectiveness of contrastive representative learning still
needs to be explored in the time-series anomaly detection area. In
this paper, we propose a Dual attention Contrastive representa-
tion learning anomaly detector called DCdetector to handle the
challenges in time series anomaly detection. The key idea of our
DCdetector is that normal time series points share the latent pattern,
which means normal points have strong correlations with other
points. In contrast, the anomalies do not (i.e, weak correlations
with others). Learning consistent representations for anomalies
from different views will be hard but easy for normal points. The
primary motivation is that if normal and abnormal points’ repre-
sentations are distinguishable, we can detect anomalies without a
highly qualified reconstruction model.

Specifically, we propose a contrastive structure with two branches
and a dual attention module, and two branches share network
weights. This model is trained based on the similarity of two branches,
as normal points are the majority. The representation inconsistency
of anomaly will be conspicuous. Thus, the representation difference
between normal and abnormal data is enlarged without a highly
qualified reconstruction model. To capture the temporal depen-
dency in time series, DCdetector utilizes patching-based attention
networks as the basic module. A multi-scale design is proposed to
reduce information loss during patching. DCdetector takes all chan-
nels into representation efficiently with a channel independence
design for multivariate time series. In particular, DCdetector does
not require prior knowledge about anomalies and thus can handle
new outliers never observed before. The main contributions of our
DCdetector are summarized as follows:

e Architecture: A contrastive learning-based dual-branch at-
tention structure is designed to learn a permutation invariant
representation that enlarges the representation differences
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between normal points and anomalies. Also, channel inde-
pendence patching is proposed to enhance local semantic
information in time series. Multi-scale is proposed in the at-
tention module to reduce information loss during patching.

e Optimization: An effective and robust loss function is de-
signed based on the similarity of two branches. Note that the
model is trained purely contrastively without reconstruction
loss, which reduces distractions from anomalies.

e Performance & Justification: DCdetector achieves perfor-
mance comparable or superior to state-of-the-art methods
on seven multivariate and one univariate time series anomaly
detection benchmark datasets. We also provide justification
discussion to explain how our model avoids collapse without
negative samples.

2 RELATED WORK

In this section, we show the related literature for this work. The
relevant works include anomaly detection and contrastive repre-
sentation learning.

Time Series Anomaly Detection. There are various approaches to
detect anomalies in time series, including statistical methods, clas-
sical machine learning methods, and deep learning methods [63].
Statistical methods include using moving averages, exponential
smoothing [56], and the autoregressive integrated moving average
(ARIMA) model [9]. Machine learning methods include clustering
algorithms such as k-means [34] and density-based methods, as
well as classification algorithms such as decision trees [35, 46] and
support vector machines (SVMs). Deep learning methods include
using autoencoders, variational autoencoders (VAEs) [53, 61], and
recurrent neural networks (RNNs) [12, 66] such as long short-term
memory (LSTM) networks [85]. Recent works in time series anom-
aly detection also include generative adversarial networks (GANs)
based methods [16, 16, 41, 91] and deep reinforcement learning
(DRL) based methods [30, 84]. In general, deep learning methods
are more effective in identifying anomalies in time series data, es-
pecially when the data is high-dimensional or non-linear.

In another view, time series anomaly detection models can be
roughly divided into two categories: supervised and unsupervised
anomaly detection algorithms. Supervised methods can perform bet-
ter when the anomaly label is available or affordable. Such methods
can be dated back to AutoEncoder [61], LSTM-VAE [53], Spectral
Residual (SR) [57], RobustTAD [26] and so on. On the other hand, an
unsupervised anomaly detection algorithm can be applied in cases
where the anomaly labels are difficult to obtain. Such versatility
results in the community’s long-lasting interest in developing new
unsupervised time-series anomaly detection methods, including
DAGMM [92], OmniAnomaly [66], GDN [24], RDSSM [42] and so
on. Unsupervised deep learning methods have been widely studied
in time series anomaly detection. The main reasons are as follows.
First, it is usually hard or unaffordable to get labels for all time
series sequences in real-world applications. Second, deep models
are powerful in representation learning and have the potential to
get a decent detection accuracy under the unsupervised setting.
Most of them are based on a reconstruction approach where a
well-reconstructed model is learned for normal points; Then, the
instances failing to be reconstructed are anomalies. Recently, some



DCdetector: Dual Attention Contrastive Representation Learning
for Time Series Anomaly Detection

(a) Reconstruction-based Approach

Reconstruction

T Grad ; T stopgrafi/)(
Representation
Neural Network

Minimize Discrepancy

Representation
Neural Network

Time Series T— Time Series 4T

(b) Anomaly Transformer

Maximize Discrepancy

"X stop grad

Gaussian
Kernel Neural Network

KDD ’23, August 6-10, 2023, Long Beach, CA, USA

(c) DCdetector

Representation Similarity

T ; Grad Grad ; ; Grad
v A 4 v

Representation
Neural Network

T— Time Series 4T

Representation

Figure 1: Architecture comparison of three approaches. The reconstruction-based approach uses a representation neural
network to learn the pattern of normal points and do reconstruction. In Anomaly Transformer, the prior discrepancy is learned
with Gaussian Kernel and the association discrepancy is learned with a transformer module; MinMax association learning
is also critical and reconstruction loss is contained. DCdetector is concise without a specially designed Gaussian Kernel or a

MinMax learning strategy, nor a reconstruction loss.

self-supervised learning-based methods have been proposed to
enhance the generalization ability in unsupervised anomaly detec-
tion [33, 88, 90].

Contrastive Representation Learning. The goal of contrastive rep-
resentation learning is to learn an embedding space in which similar
data samples stay close to each other while dissimilar ones are far
apart. The idea of contrastive learning can be traced back to Inst-
Dic [73]. Classical contrastive models create <positive, negative>
sample pairs to learn a representation where positive samples are
near each other (pulled together) and far from negative samples
(pushed apart) [13, 15, 29, 82]. Their key designs are about how to
define negative samples and deal with the high computation pow-
er/large batches requirements [37]. On the other hand, BYOL [28]
and SimSiam [17] get rid of negative samples involved, and such a
simple siamese model (SimSiam) achieves comparable performance
with other state-of-the-art complex architecture.

It is illuminating to make the distance of two-type samples larger
using contrastive design. We try to distinguish time series anomalies
and normal points with a well-designed multi-scale patching-based
attention module. Moreover, our DCdetector is also free from nega-
tive samples and does not fall into a trivial solution even without
the "stop gradient".

3 METHODOLOGY

Consider a multivariate time-series sequence of length T:
X = (x1,%2,..., 1),

where each data point x; € RY is acquired at a certain timestamp ¢
from industrial sensors or machines, and d is the data dimensional-
ity, e.g., the number of sensors or machines. Our problem can be
regarded as given input time-series sequence X, for another un-
known test sequence Xs; of length T’ with the same modality as
the training sequence, we want to predict Yrest = (y1,Y2, - - -, Y17)-
Here y; € {0, 1} where 1 denotes an anomalous data point and 0
denotes a normal data point.

As mentioned previously, representation learning is a powerful
tool to handle the complex pattern of time series. Due to the high
cost of gaining labels in practice, unsupervised and self-supervised
methods are more popular. The critical issue in time series anomaly

detection is to distinguish anomalies from normal points. Learning
representations that demonstrate wide disparities without anom-
alies is promising. We amplify the advantages of contrastive repre-
sentation learning with a dual attention structure.

In some way, the underlining inductive bias we used here is simi-
lar to what Anomaly Transformer explored [75]. That is, anomalies
have less connection or interaction with the whole series than their
adjacent points. The Anomaly Transformer detects anomalies by
association discrepancy between a learned Gaussian kernel and
attention weight distribution. In contrast, we proposed DCdetec-
tor, which achieves a similar goal in a much more general and
concise way with a dual-attention self-supervised contrastive-type
structure.

To better position our work in the landscape of time series anom-
aly detection, we give a brief comparison of three approaches. To
be noticed, Anomaly Transformer is a representation of a series of
explicit association modeling works [7, 19, 23, 89], not implying it
is the only one. We merely want to make a more direct comparison
with the closest work here. Figure 1 shows the architecture com-
parison of three approaches. The reconstruction-based approach
(Figure 1(a)) uses a representation neural network to learn the pat-
tern of normal points and do reconstruction. Anomaly Transformer
(Figure 1(b)) takes advantage of the observation that it is difficult
to build nontrivial associations from abnormal points to the whole
series. Thereby, the prior discrepancy is learned with Gaussian Ker-
nel and the association discrepancy is learned with a transformer
module. MinMax association learning is also critical for Anomaly
Transformer and reconstruction loss is contained. In contrast, the
proposed DCdetector (Figure 1(c)) is concise, in the sense that it
does not need a specially designed Gaussian Kernel, a MinMax
learning strategy, or a reconstruction loss. The DCdetector mainly
leverages the designed contrastive learning-based dual-branch at-
tention for discrepancy learning of anomalies in different views to
enlarge the differences between anomalies and normal points. The
simplicity and effectiveness contribute to DCdetector’s versatility.

3.1 Overall Architecture

Figure 2 shows the overall architecture of the DCdetector, which
consists of four main components, Forward Process module, Dual
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Figure 2: The workflow of the DCdetector framework. DCdetector consists of four main components: Forward Process module,
Dual Attention Contrastive Structure module, Representation Discrepancy module, and Anomaly Criterion module.
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Figure 3: Basic patching attention with channel independence. Each channel in the multivariate time series input is considered
as a single time series and divided into patches. Each channel shares the same self-attention network, and the representation

results are concatenated as the final output.

Attention Contrastive Structure module, Representation Discrep-
ancy module, and Anomaly Criterion module.

The input multivariate time series in the Forward Process mod-
ule is normalized by an instance normalization [38, 69] module.
The inputs to the instance normalization all come from the inde-
pendent channels themselves. It can be seen as a consolidation and
adjustment of global information, and a more stable approach to
training processing. Channel independence assumption has been
proven helpful in multivariate time series forecasting tasks [43, 62]
to reduce parameter numbers and overfitting issues. Our DCde-
tector follows such channel independence setting to simplify the
attention network with patching.

More specifically, the basic patching attention with channel in-
dependence is shown in Figure 3. Each channel in the multivariate
time series input (X € R7*9) is considered as a single time series
(Xi e RT*1i=12.. .,d) and divided into patches. Each chan-
nel shares the same self-attention network, and the representation
results (X’i eRNXl i=1,2,..., d) is concatenated as the final out-
put (X’ € RN *d) In the implementation phase, running a sliding
window in time series data is widely used in time series anomaly
detection tasks [64, 75] and has little influence on the main design.
More implementation details are left in the experiment section.

The Dual Attention Contrastive Structure module is critical in
our design. It learns the representation of inputs in different views.
The insight is that, for normal points, most of them will share the

same latent pattern even in different views (a strong correlation is
not easy to be destroyed). However, as anomalies are rare and do
not have explicit patterns, it is hard for them to share latent modes
with normal points or among themselves (i.e., anomalies have a
weak correlation with other points). Thus, the difference will be
slight for normal point representations in different views and large
for anomalies. We can distinguish anomalies from normal points
with a well-designed Representation Discrepancy criterion. The
details of Dual Attention Contrastive Structure and Representation
Discrepancy are left in the following Section 3.2 and Section 3.3.
As for the Anomaly Criterion, we calculate anomaly scores based
on the discrepancy between the two representations and use a prior
threshold for anomaly detection. The details are left in Section 3.4.

3.2 Dual Attention Contrastive Structure

In DCdetector, we propose a contrastive representation learning
structure with dual attention to get the representations of input
time series from different views. Concretely, with the patching oper-
ation, DCdetector takes patch-wise and in-patch representations as
two views. Note that it differs from traditional contrastive learning,
where original and augmented data are considered as two views of
the original data. Moreover, DCdetector does not construct <posi-
tive, negative> pairs like the typical contrastive methods [29, 73].
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Instead, its basic setting is similar to the contrastive methods only
using positive samples [17, 28].

3.2.1 Dual Attention. As shown in Figure 2, input time series
X € RT*9 are patched as X € RP*N*d where P is the size of
patches and N is the number of patches. Then, we fuse the channel
information with the batch dimension and the input size becomes
X € RPN With such patched time series, DCdetector learns rep-
resentation in patch-wise and in-patch views with self-attention
networks. Our dual attention can be encoded in L layers, so for
simplicity, we only use one of these layers as an example.

For the patch-wise representation, a single patch is considered
as a unit, and the dependencies among patches are modeled by a
multi-head self-attention network (named patch-wise attention). In
detail, an embedded operation will be applied in the patch_size (P)
dimension, and the shape of embedding is Xy, € RN *@model Then,
we adopt multi-head attention weights to calculate the patch-wise
representation. Firstly, initialize the query and key:

QN KNy = Wi Xni Wiy 1<i<H, (1)
Nx dmodel
where Qn;, Kn; € R H  denote the query and key, respec-
model X Amodel

d
tively, Wq,;, Wg; e R™ H H  represent learnable parame-
ter matrices of Q /;, K;, and H is the head number. Then, compute
the attention weights:

QN;'(KNI-T

dmodel
N H

where Softmax(-) function normalizes the attention weight. Fi-
nally, contact the multi-head and get the final patch-wise represen-
tation Attn s, which is:

Attny, = Softmax( ), (2)

Attnp = Concat(Attnyy,, - - - ,AttnNH)WO, 3)

where Wﬁ € R%modetXdmodel is 3 learnable parameter matrix.

Similarly, for the in-patch representation, the dependencies of
points in the same patch are gained by a multi-head self-attention
network (called in-patch attention). Note that the patch-wise at-
tention network shares weights with the in-patch attention net-
work. Specifically, another embedded operation will be applied in
the patch_number (N) dimension, and the shape of embedding is
Xp € RP*dmodel Then, we adopt multi-head attention weights to
calculate the in-patch representation. First, initialize the query and
key:

Qp;, Kp; = Wq;Xp;,, Wy Xp; 1<i<H, (4)
dmﬂ e
where Qp;, Kp; € R denote the query and key, respec-

dmodel y, Imodel
tively, and Wq; Wg; e R"H X7 H  represent learnable pa-

rameter matrices of Qp;, Knr;. Then, compute the attention weights:

QPﬂ(PiT

dmodel
N H

where Softmax(-) function normalizes the attention weight. Fi-
nally, contact the multi-head and get the final in-patch representa-
tion Attnp, which is:

Attnp, = Softmax(

), ®)

Attngp = Concat(Attnp,, - - ,Attan)Wg, 6)
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Figure 4: A simple example of how up-sampling is done. For
patch-wise branch, repeating is done in patches (from patch
to points). For in-patch branch, repeating is done from "one"
patch to a full number of patches (from points to patches).

where WS € RémodetXdmodel s a learnable parameter matrix.

Note that the Wg;, Wy; are the shared weights within the in-
patch attention representation network and patch-wise attention
representation network.

3.22  Up-sampling and Multi-scale Design. Although the patching
design benefits from gaining local semantic information, patch-
wise attention ignores the relevance among points in a patch, and
in-patch attention ignores the relevance among patches. To com-
pare the results of two representation networks, we need to do
up-sampling first. For the patch-wise branch, as we only have the
dependencies among patches, repeating is done inside patches (i.e.,
from patch to points) for up-sampling, and we will get the final
patch-wise representation N. For the in-patch branch, as only de-
pendencies among patch points are gained, repeating is done from
"one" patch to a full number of patches, and we will get the final
in-patch representation .

A simple example is shown in Figure 4 where a patch is noted
as P!, and a point is noted as p;. Such patching and repeating up-
sampling operations inevitably lead to information loss. To keep the
information from the original data better, DCdetector introduces
a multi-scale design for patching representation and up-sampling.
The final representation concatenates results in different scales (i.e.,
patch sizes). Specifically, we can preset a list of various patches to
perform parallel patching and the computation of dual attention
representations, simultaneously. After upsampling each patch part,
they are summed to obtain the final patch-wise representation N
and in-patch representation #, which are

N = Upsampling(Attny), P = Upsampling(Attnp). (7)

3.2.3 Contrastive Structure. Patch-wise and in-patch branches out-
put representations of the same input time series in two different
views. As shown in Figure 2 (c), patch-wise sample representa-
tion learns a weighted combination between sample points in the
same position from each patch. In-patch sample representation,
on the other hand, learns a weighted combination between points
within the same patch. We can treat these two representations as
permutated multi-view representations. The key inductive bias we
exploit here is that normal points can maintain their representation
under permutations while the anomalies can not. From such dual
attention non-negative contrastive learning, we want to learn a
permutation invariant representation. Learning details are left
in Section 3.3.
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3.3 Representation Discrepancy

With dual attention contrastive structure, representations from
two views (patch-wise branch and in-patch branch) are gained. We
formalize a loss function based on Kullback-Leibler divergence (KL
divergence) to measure the similarity of such two representations.
The intuition is that, as anomalies are rare and normal points share
latent patterns, the same inputs’ representations should be similar.

3.3.1 Loss function definition. The loss function of the £ and N
can then be defined as

Lp{P,N;X} = > KL(P, Stopgrad(N)) + KL(Stopgrad(N), P),
8)

LN{P.N:X} = )" KL(N, Stopgrad(P)) + KL (Stopgrad(P), N),
9
where X is the input time series, KL(||-) is the KL divergence
distance, # and N are the representation result matrices of the in-
patch branch and the patch-wise branch, respectively. Stop-gradient
(labeled as ’Stopgrad’) operation is also used in our loss function to
train two branches asynchronously. Then, the total loss function £
is defined as
_Ln-Lp

L= len(N) (10)

Unlike most anomaly detection works based on reconstruction
framework [59], DCdetector is a self-supervised framework based
on representation learning, and no reconstruction part is utilized
in our model. There is no doubt that reconstruction helps to detect
the anomalies which behave not as expected. However, it is not
easy to build a suitable encoder and decoder to ’reconstruct’ the
time series as they are expected to be with anomalies’ interference.
Moreover, the ability of representation is restricted as the latent
pattern information is not fully considered.

3.3.2 Discussion about Model Collapse. Interestingly, with only
single-type inputs (or saying, no negative samples included), our
DCdetector model does not fall into a trivial solution (model col-
lapse). SimSiam [17] gives the main credit for avoiding model col-
lapse to stop gradient operation in their setting. However, we find
that DCdetector still works without stop gradient operation, al-
though with the same parameters, the no stop gradient version
does not gain the best performance. Details are shown in the abla-
tion study (Section 4.5.1).

A possible explanation is that our two branches are totally asym-
metric. Following the unified perspective proposed in [86], consider
the output vector of a branch as Z and Z can be decomposed into
two parts o0 and r as Z = o + r, where 0 = E[Z] is the center vector
defined as an average of Z in the whole representation space, and r
is the residual vector. When the collapse happens, all vectors Z fall
into the center vector o and o dominates over r. With two branches
noted as Zp = 0p +rp, Zp = 0y + I'y, if the branches are symmetric,
ie,0p = op, then the distance between them is Z, — Z, = rp—ry. As
rp and ry, come from the same input example, it will lead to collapse.
Fortunately, the two branches in DCdetector are asymmetric, so
it is not easy for o), to be the same as 0, even when rp, and r, are
similar. Thus, due to our asymmetric design, DCdetector is hard to
fall into a trivial solution.
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3.4 Anomaly Criterion

With the insight that normal points usually share latent patterns
(with strong correlation among them), thus the distances of rep-
resentation results from different views for normal points are less
than that for anomalies. The final anomaly score of X € RT*9 is
defined as

AnomalyScore(X) = Z KL(P, Stopgrad(N))+KL(N, Stopgrad(P)).
(11)
It is a point-wise anomaly score, and anomalies result in higher
scores than normal points.
Based on the point-wise anomaly score, a hyperparameter thresh-
old ¢ is used to decide if a point is an anomaly (1) or not (0). If the
score exceeds the threshold, the output Y is an anomaly. That is

V= {1: anomaly AnomalyScore(X;) > ¢ (12)

" ) 0: normal AnomalyScore(Xj) < 4.

4 EXPERIMENTS
4.1 Benchmark Datasets

We adopt eight representative benchmarks from five real-world
applications to evaluate DCdetector: (1) MSL (Mars Science Labo-
ratory dataset) is collected by NASA and shows the condition of
the sensors and actuator data from the Mars rover [32]. (2) SMAP
(Soil Moisture Active Passive dataset) is also collected by NASA and
presents the soil samples and telemetry information used by the
Mars rover [32]. Compared with MSL, SMAP has more point anom-
alies. (3) PSM (Pooled Server Metrics dataset) is a public dataset
from eBay Server Machines with 25 dimensions [1]. (4) SMD (Server
Machine Dataset) is a five-week-long dataset collected from an in-
ternet company compute cluster, which stacks accessed traces of
resource utilization of 28 machines [66]. (5) SWaT (Secure Water
Treatment) is a 51-dimension sensor-based dataset collected from
critical infrastructure systems under continuous operations [47].
(6) NIPS-TS-SWAN is an openly accessible comprehensive, multi-
variate time series benchmark extracted from solar photospheric
vector magnetograms in Spaceweather HMI Active Region Patch
series [5, 40]. (7) NIPS-TS-GECCO is a drinking water quality
dataset for the ‘internet of things’, which is published in the 2018
genetic and evolutionary computation conference [40, 48]. Besides
the above multivariate time series datasets, we also test univariate
time series datasets. (8) UCR is provided by the Multi-dataset Time
Series Anomaly Detection Competition of KDD2021, and contains
250 sub-datasets from various natural sources [21, 36]. It is a uni-
variate time series of dataset subsequence anomalies. In each time
series, there is one and only one anomaly. More details of the eight
benchmark datasets are summarized in Table 8 in Appendix B.

4.2 Baselines and Evaluation Criteria

We compare our model with the 26 baselines for comprehensive
evaluations, including the reconstruction-based model: AutoEn-
coder [61], LSTM-VAE [53], OmniAnomaly [66], BeatGAN [91],
InterFusion [45], Anomaly Transformer [75]; the autoregression-
based models: VAR [4], Autoregression [58], LSTM-RNN [8], LSTM
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Table 1: Overall results on real-world multivariate datasets. Performance ranked from lowest to highest. The P, R and F1 are

the precision, recall and F1-score. All results are in %, the best ones are in Bold, and the second ones are underlined.

Dataset SMD MSL SMAP SWaT PSM

Metric P R F1 P R F1 P R F1 P R F1 P R F1
LOF 56.34 39.86 46.68 | 47.72 8525 61.18 | 58.93 56.33 57.60 | 72.15 6543 68.62 | 57.89 90.49 70.61
OCSVM 4434 7672 56.19 | 59.78 86.87 70.82 | 53.85 59.07 56.34 | 4539 49.22 47.23 | 62.75 80.89 70.67
U-Time 65.95 7475 70.07 | 57.20 71.66 63.62 | 49.71 56.18 52.75 | 46.20 87.94 60.58 | 82.85 79.34 81.06
IForest 4231 7329 53.64 | 53.94 86.54 66.45 | 52.39 59.07 55.53 | 49.29 4495 47.02 | 76.09 9245 83.48
DAGMM 67.30 49.89 57.30 | 89.60 63.93 74.62 | 86.45 56.73 6851 | 89.92 57.84 70.40 | 93.49 70.03 80.08
ITAD 86.22 7371 7948 | 6944 84.09 76.07 | 8242 66.89 7385 | 63.13 52.08 57.08 | 72.80 64.02 68.13
VAR 78.35 70.26 74.08 | 74.68 81.42 77.90 | 81.38 53.88 64.83 | 81.59 60.29 69.34 | 90.71 83.82 87.13
MMPCACD 71.20 79.28 75.02 | 8142 6131 69.95 | 88.61 75.84 81.73 | 8252 6829 7473 | 76.26 7835 77.29
CL-MPPCA 82.36 76.07 79.09 | 73.71 88.54 80.44 | 86.13 63.16 7288 | 76.78 8150 79.07 | 56.02 99.93 71.80
TS-CP2 87.42 66.25 7538 | 86.45 6848 76.42 | 87.65 83.18 8536 | 81.23 74.10 77.50 | 82.67 78.16 80.35
Deep-SVDD 78.54 79.67 79.10 | 91.92 76.63 83.58 | 89.93 56.02 69.04 | 80.42 84.45 8239 | 9541 8649 90.73
BOCPD 70.9  82.04 76.07 | 80.32 87.20 83.62 | 84.65 8585 85.24 | 89.46 70.75 79.01 | 80.22 7533 77.70
LSTM-VAE 75.76  90.08 82.30 | 8549 79.94 82.62 | 92.20 67.75 78.10 | 76.00 89.50 82.20 | 73.62 89.92 80.96
BeatGAN 7290 84.09 78.10 | 89.75 8542 87.53 | 9238 55.85 69.61 | 64.01 87.46 7392 | 90.30 93.84 92.04
LSTM 78.55 85.28 81.78 | 8545 82.50 8395 | 8941 78.13 8339 | 86.15 83.27 84.69 | 76.93 89.64 82.80
OmniAnomaly | 83.68 86.82 85.22 | 89.02 86.37 87.67 | 9249 8199 86.92 | 81.42 8430 82.83 | 83.39 7446 80.83
InterFusion 87.02 8543 86.22 | 81.28 92.70 86.62 | 89.77 88.52 89.14 | 80.59 8558 83.01 | 83.61 83.45 83.52
THOC 79.76  90.95 84.99 | 88.45 90.97 89.69 | 92.06 89.34 90.68 | 83.94 86.36 85.13 | 88.14 90.99 89.54
AnomalyTrans | 88.47 92.28 90.33 | 91.92 96.03 93.93 | 9359 99.41 96.41 | 89.10 99.28 94.22 | 96.94 97.81 97.37
DCdetector 83.59 91.10 87.18 | 93.69 99.69 96.60 | 95.63 98.92 97.02 | 93.11 99.77 96.33 | 97.14 98.74 97.94

Table 2: Multi-metrics results on real-world multivariate datasets. Aff-P and Aff-R are the precision and recall of affiliation metric [31],
respectively. R_A_R and R_A_P are Range-AUC-ROC and Range-AUC-PR [52], which denote two scores based on label transformation under
ROC curve and PR curve, respectively. V_ROC and V_RR are volumes under the surfaces created based on ROC curve and PR curve [52],

respectively. All results are in %, and the best ones are in Bold.

Dataset Method Acc F1  Aff-P[31] Aff-R[31] R A R[52] R A P[52] V_ROC [52] V_PR [52]
MsL | AnomalyTrans | 98.69  93.93 51.76 95.98 90.04 87.87 88.20 86.26
DCdetector | 99.06 96.60  51.84 97.39 93.17 91.64 93.15 91.66
sMAp | AnomalyTrans | 99.05  96.41 51.39 98.68 96.32 94.07 95.52 93.37
DCdetector | 99.21 97.02  51.46 98.64 96.03 94.18 95.19 93.46
Swap | AnomalyTrans | 9851 94.22 53.03 98.08 97.89 93.47 97.92 93.49
DCdetector | 99.09 96.33 52.40 97.67 96.63 94.06 96.95 94.34
psy | AnomalyTrans | 98.68  97.37 55.35 80.28 91.83 93.03 88.71 90.71
DCdetector | 98.95 97.94 54.71 82.93 91.55 92.93 88.41 90.58

[32], CL-MPPCA [67]; the density-estimation models: LOF [10], MP-
PCACD [76], DAGMM [92]; the clustering-based methods: Deep-
SVDD [60], THOC [64], ITAD [65]; the classic methods: OCSVM
[68], OCSVM-based subsequence clustering (OCSVM*), IForest [46],
IForest-based subsequence clustering (IForest™), Gradient boosting
regression (GBRT) [25]; the change point detection and time series
segmentation methods: BOCPD [2], U-Time [55], TS-CP2 [22]. We
also compare our model with a time-series subsequence anomaly
detection algorithm Matrix Profile [83].

Besides, we adopt various evaluation criteria for comprehensive
comparison, including the commonly-used evaluation measures: ac-
curacy, precision, recall, F1-score; the recently proposed evaluation
measures: affiliation precision/recall pair [31] and Volume under
the surface (VUS) [52]. F1-score is the most widely used metric but
does not consider anomaly events. Affiliation precision and recall

are calculated based on the distance between ground truth and
prediction events. VUS metric takes anomaly events into consid-
eration based on the receiver operator characteristic (ROC) curve.
Different metrics provide different evaluation views. We employ
the commonly-used adjustment technique for a fair comparison
[64, 66, 74, 75], according to which all abnormalities in an abnormal
segment are considered to have been detected if a single time point
in an abnormal segment is identified.

4.3 Implementation Details

We summarize all the default hyper-parameters as follows in our
implementation. Our DCdetector model contains three encoder
layers (L = 3). The dimension of the hidden state d,,,ge; is 256,
and the number of attention heads H is 1 for simplicity. We select
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Table 3: Overall results on NIPS-TS datasets. Performance
ranked from lowest to highest. All results are in %, the best
ones are in bold, and the second ones are underlined.

Dataset NIPS-TS-GECCO | NIPS-TS-SWAN
Metric P R F1 P R F1
OCSVM* 21 341 40 | 193 0.1 0.1
MatrixProfile 46 185 74 | 167 175 171
GBRT 175 14.0 156 | 447 375 4038

LSTM-RNN 343 275 305 | 527 221 312
Autoregression | 39.2 314 349 | 421 354 385
OCSVM 185 743 296 | 474 498 485
IForest™ 39.2 315 39.0 | 40.6 425 41.6
AutoEncoder | 424 340 37.7 | 49.7 522 509
AnomalyTrans | 25.7 285 27.0 | 90.7 474 623
IForest 439 353 39.1 | 569 59.8 583
DCdetector 383 59.7 46.6 | 955 596 73.4

Table 4: Overall results on univariate dataset. Results are in
%, and the best ones are in Bold.

Dataset UCR
Metric Acc P R F1 Count
AnomalyTrans | 99.49 60.41 100 73.08 42
DCdetector 99.51 61.62 100 74.05 146

various patch size and window size options for different datasets, as
shown in Table 8 in Appendix B. Our model defines an anomaly as a
time point whose anomaly score exceeds a hyperparameter thresh-
old 4, and its default value to 1. For all experiments on the above
hyperparameter selection and trade-off, please refer to Appendix C.
Besides, all the experiments are implemented in PyTorch [54] with
one NVIDIA Tesla-V100 32GB GPU. Adam [39] with default param-
eter is applied for optimization. We set the initial learning rate to
10~% and the batch size to 128 with 3 epochs for all datasets.

4.4 Main Results

4.4.1  Multivariate Anomaly Detection. We first evaluate our DCde-
tector with nineteen competitive baselines on five real-world multi-
variate datasets as shown in Table 1. It can be seen that our proposed
DCdetector achieves SOTA results under the widely used F1 met-
ric [57, 75] in most benchmark datasets. It is worth mentioning that
it has been an intense discussion among recent studies about how
to evaluate the performance of anomaly detection algorithms fairly.
Precision, Recall, and F1 score are still the most widely used metrics
for comparison. Some additional metrics (affiliation precision/re-
call pair, VUS, etc.) are proposed to complement their deficiencies
[31, 52, 64, 66, 74, 75]. To judge which metric is the best beyond the
scope of our work, we include all the metrics here. As the recent
Anomaly Transformer achieves better results than other baseline
models, we mainly evaluate DCdetector with the Anomaly Trans-
former in this multi-metrics comparison as shown in Table 2. It
can be seen that DCdetector performs better or at least comparable
with the Anomaly Transformer in most metrics.

Yiyuan Yang, Chaoli Zhang, Tian Zhou, Qingsong Wen, & Liang Sun

We also evaluate the performance of another two datasets NIPS-
TS-SWAN and NIPS-TS-GECCO in Table 3, which are more challeng-
ing with more types of anomalies than the above five datasets. Al-
though the two datasets have the highest (32.6% in NIPS-TS-SWAN)
and lowest (1.1% in NIPS-TS-GECCO) anomaly ratio, DCdetector is
still able to achieve SOTA results and completely outperform other
methods. Similarly, multi-metrics comparisons between DCdetec-
tor and Anomaly Transformer are conducted and summarized in
Table 5, and DCdetector still achieves better performance in most
metrics.

4.4.2  Univariate Anomaly Detection. In this part, we compare the
performance of the DCdetector and Anomaly Transformer in uni-
variate time series anomaly detection. We trained and tested sepa-
rately for each of the sub-datasets in UCR datasets, and the average
results are shown in Table 4. The count indicates how many sub-
datasets have reached SOTA. The sub-datasets of the UCR all have
only one segment of subsequence anomalies, and DCdetecter can
identify and locate them correctly and achieve optimal results.

4.5 Model Analysis

4.5.1 Ablation Studies. Table 6 shows the ablation study of stop
gradient. According to the loss function definition in Section 3.3,
we use two stop gradient modules in L{P, N; X}, noted as stop
gradient in patch-wise branch and in-patch branch, respectively.
With two-stop gradient modules, we can see that DCdetector gains
the best performances. If no stop gradient is contained, DCdetec-
tor still works and does not fall into a trivial solution. Moreover,
in such a setting, it outperforms all the baselines except Anomaly
Transformer. Besides, we also conduct an ablation study on how the
two main preprocessing methods (bilateral filter for denoising and
instance normalization for normalization) affect the performance
of our method in Table 7. It can be seen that either of them slightly
improves the performance of our model when used individually.
However, if they are utilized simultaneously, the performance de-
grades. Therefore, our final DCdetector only contains the instance
normalization module for preprocessing. More ablation studies on
multi-scale patching, window size, attention head, embedding di-
mension, encoder layer, anomaly threshold, and metrics in loss
function are left in Appendix C.

4.5.2  Visual Analysis. We show how DCdetector works by visu-
alizing different anomalies in Figure 5. We use the synthetic data
generation methods reported in [40] to generate univariate time
series with different types of anomalies, including point-wise anom-
alies (global point and contextual point anomalies) and pattern-wise
anomalies (seasonal, group, and trend anomalies) [40]. It can be
seen that DCdetector can robustly detect various anomalies better
from normal points with relatively higher anomaly scores.

4.5.3  Parameter Sensitivity. We also study the parameter sensitiv-
ity of the DCdetector. Figure 6(a) shows the performance under
different window sizes. As discussed, a single point can not be taken
as an instance in a time series. Window segmentation is widely
used in the analysis, and window size is a significant parameter. For
our primary evaluation, the window size is usually set as 60 or 100.
Nevertheless, results in Figure 6(a) demonstrate that DCdetector is
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Dataset Method Acc P R F1 Aff-P Aff-R R AR R_AP V_ROC V_PR
AnomalyTrans | 84.57 90.71 47.43 62.29 58.45 9.49 86.42 93.26 84.81 92.00

NIPS-TS-SWAN DCdetector 85.94 95.48 59.55 73.35 5048 5.63 88.06 94.71 86.25 93.50
AnomalyTrans | 98.03 25.65 2848 2699 49.23  81.20 56.35 22.53 55.45 21.71

NIPS-TS-GECCO DCdetector 98.56 38.25 59.73 46.63 50.05 88.55 62.95 34.17 62.41 33.67

Table 6: Ablation studies on Stop Gradient in DCdetector. All results are in %, and the best ones are in Bold.

Stop Gradient MSL SMAP PSM
Patch-wise Branch In-patch Branch P R F1 P R F1 P R F1
X b 4 91.99 8998 90.97 | 9449 96.56 95.51 | 96.86 97.51 97.18
(4 b 4 91.27 72.61 80.88 | 94.46 93.17 93.81 | 97.15 98.51 97.83
X 4 92.18 96.27 94.18 | 94.37 98.19 96.24 | 96.98 98.04 97.51
4 v 93.69 99.69 96.60 | 95.63 98.92 97.02 | 97.14 98.74 97.94

Table 7: Ablation studies on Forward Process module in DCdetector. All results are in %, and the best ones are in Bold.

Forward Process MSL SMAP PSM
Bilateral Filter Instance Norm P R F1 P R F1 P R F1
X X 92.58 96.68 94.59 | 94.65 97.38 96.00 | 97.01 97.79 97.40
v X 92.64 98.74 9559 | 9448 9848 96.44 | 97.11 98.44 97.77
b ¢ (4 93.69 99.69 96.60 | 95.63 98.92 97.02 | 97.14 98.74 97.94
(4 v 92.28 98.82 9544 | 95.11 97.06 96.08 | 96.88 97.82 97.35
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robust with a wide range of window sizes (from 30 to 210). Actu-
ally, in the window size range [45, 195], the performances fluctuate
less than 2.3%. Figure 6(b) shows the performance under different
multi-scale sizes. Horizontal coordinate is the patch-size combina-
tion used in multi-scale attention which means we combine several
dual-attention modules with a given patch-size combination. Un-
like window size, the multi-scale design contributes to the final
performance of the DCdetector, and different patch-size combina-
tions lead to different performances. Note that when studying the
parameter sensitivity of window size, the scale size is fixed as [3,5].
When studying the parameter sensitivity of scale size, the window
size is fixed at 60. Figure 6(c) shows the performance under differ-
ent numbers of encoder layers, since many deep neural networks’
performances are affected by the layer number. Figure 6(d) and Fig-
ure 6(e) show model performances with different head numbers or
dmodel Sizes in attention. It can be seen that DCdetector achieves the
best performance with a small attention head number and d,,,4¢;
size. The memory and time usages with different d,,,,4,; sizes are
shown in Figure 7. Based on Figure 7 and Figure 6(e), we set the
dimension of the hidden state dy,,4.; = 256 for the performance-
complexity trade-off, and it can be seen that DCdetector can work
quite well under d,;,,4.; = 256 with efficient running time and small
memory consumption.

5 CONCLUSION

This paper proposes a novel algorithm named DCdetector for time-
series anomaly detection. We design a contrastive learning-based

dual-branch attention structure in DCdetector to learn a permu-
tation invariant representation. Such representation enlarges the
differences between normal points and anomalies, improving de-
tection accuracy. Besides, two additional designs: multiscale and
channel independence patching, are implemented to enhance the
performance. Moreover, we propose a pure contrastive loss function
without reconstruction error, which empirically proves the effec-
tiveness of contrastive representation compared to the widely used
reconstructive one. Lastly, extensive experiments show that DCde-
tector achieves the best or comparable performance on eight bench-
mark datasets compared to various state-of-the-art algorithms.
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A ALGORITHMS

Algorithm 1 DCdetector Outliner

from einops import rearrange

class DCdetector(nn.Module):
def __init__(self, win_size, enc_in, c_out, n_heads, d_model,
e_layers, patch_size, channel, d_ff, dropout):
super(DCdetector, self).__init__()
self.patch_size = patch_size
self.channel = channel
self.win_size = win_size

# Patching List Embedding
self.embedding_patch_size = nn.ModulelList()
self.embedding_patch_num = nn.ModulelList()
for i, patchsize in enumerate(self.patch_size):
self.embedding_patch_size.append(DataEmbedding(patchsize
, d_model, dropout))
self.embedding_patch_num.append(DataEmbedding(self.
win_size//patchsize, d_model, dropout))
self.embedding_window_size = DataEmbedding(enc_in, d_model,
dropout)

# Dual Attention Encoder
self.encoder = Encoder(
[AttentionLayer(
DAC_structure(win_size, patch_size, channel,
False, attention_dropout=dropout,
output_attention=output_attention),
d_model, patch_size, channel, n_heads, win_size)
for 1 in range(e_layers)
1,norm_layer=torch.nn.LayerNorm(d_model))

def forward(self, x):
B, L, M = x.shape #Batch win_size channel
revin_layer = RevIN(num_features=M)
patch_wise_mean = [], in_patch_mean = []
x_ori = self.embedding_window_size(x)

# Instance Normalization Operation
x = revin_layer(x, 'norm')

# Mutil-scale Patching Operation
for patch_index, patchsize in enumerate(self.patch_size):
x_patch_size = rearrange(x, 'b_(n_p)_m_->_(b_m)_n_p', p
= patchsize)
x_patch_num = rearrange(x, 'b_(p_n)_m_->_(b_m)_p_n', p =
patchsize)
x_patch_size = self.embedding_patch_size[patch_index](
x_patch_size)
x_patch_num = self.embedding_patch_num[patch_index](
x_patch_num)
patch_wise, in_patch = self.encoder(x_patch_size,
x_patch_num, x_ori, patch_index)
patch_wise_mean.append(patch_wise)
in_patch_mean.append(in_patch)

return patch_wise_mean, in_patch_mean

Two main algorithms and their codes are presented as follows,
the DCdetector Outliner (Algorithm 1) and the Dual Attention
Contrastive Structure (Algorithm 2).

For the DCdetector Outliner (Algorithm 1), we use nn.ModuleList()
in PyTorch [54] to define multiple patching scales and perform em-
bedding and dual attention operations for each set of patch sizes.
After instance normalization, patch-wise encoders and in-patch
encoders are calculated in the patch number N dimension and the
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Algorithm 2 Dual Attention Contrastive Structure

from einops import reduce, repeat
from math import sqrt

class DAC_structure(nn.Module):
def __init__(self, win_size, patch_size, channel, scale=None,
attention_dropout=0.05):
super (DAC_structure, self).__init__()
self.scale = scale
self.dropout = nn.Dropout(attention_dropout)
self.window_size = win_size
self.patch_size = patch_size
self.channel = channel

def forward(self, queries_patch_size, queries_patch_num,
keys_patch_size, keys_patch_num, values, patch_index,
attn_mask):

# Patch-wise Representation

B, L, H, E = queries_patch_size.shape #batch_sizexchannel,
patch_num, n_head, d_model/n_head

scale_patch_size = self.scale or 1. / sqrt(E)

scores_patch_size = torch.einsum("blhe,bshe->bhls",
queries_patch_size, keys_patch_size) #batch*ch, nheads
, p_num, p_num

attn_patch_size = scale_patch_size * scores_patch_size

series_patch_size = self.dropout(torch.softmax(
attn_patch_size, dim=-1)) # BxD_model H N N

# In-patch Representation

B, L, H, E = queries_patch_num.shape #batch_sizexchannel,
patch_size, n_head, d_model/n_head

scale_patch_num = self.scale or 1. / sqrt(E)

scores_patch_num = torch.einsum("blhe,bshe->bhls",
queries_patch_num, keys_patch_num) #batchxch, nheads,
p_size, p_size

attn_patch_num = scale_patch_num x scores_patch_num

series_patch_num = self.dropout(torch.softmax(
attn_patch_num, dim=-1)) # B*D_model H S S

# Upsampling

series_patch_size = repeat(series_patch_size, 'blmn->bl(m.
repeat_m) (n_repeat_n)', repeat_m=self.patch_size[
patch_index], repeat_n=self.patch_size[patch_index])

series_patch_num = series_patch_num.repeat(1,1,self.
window_size//self.patch_size[patch_index],self.
window_size//self.patch_size[patch_index])

return series_patch_size, series_patch_num

patch size P dimension, respectively. Finally, we average the differ-
ent patching scales to obtain the final patch-wise representation N
and in-patch representation P.

For the Dual Attention Contrastive Structure (Algorithm 2), we
calculate patch-wise representation based on Eq.1 - Eq.3 and in-
patch representation using Eq.4 - Eq.6, respectively. Finally, we
apply different upsampling methods to make the shape of the two
representations the same for subsequent comparison of representa-
tion discrepancy. Note that, we do not need to calculate the specific
attention values, as only two representations are made and the
attention weights can also be used as representations as well as
improving the efficiency of the code. Besides, only a single patch
scale of dual attention contrastive structure is shown here, which
may suffer from information loss when upsampling is performed.
However, the multi-patch scale will compensate for this issue, as
shown in Algorithm 1.
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B DATASET DESCRIPTION

We summarize the seven adopted benchmark datasets for evaluation
in Table 8. These datasets include both univariate and multivariate
time series scenarios with different types and anomaly ratios. MSL,
SMAP, PSM, SMD, SWaT, NIPS-TS-SWAN, and NIPS-TS-GECCO
are multivariate time series datasets. UCR is a univariate time series
dataset.

C EXTRA STUDIES

To verify the sensitivity of the parameters in the proposed DCde-
tector, more ablation experiments are conducted in this part. We
provide more detailed results here than those in Section 4.5.1. We
also show the memory used as well as the iteration time spent
during the training process.

C.1 Study on Metrics in Loss Function

We use different statistical distances to calculate the discrepancy
between patch-wise representation and in-patch representation,
and the results are shown in Table 9. The loss function proposed in
Section 3.3 can get the SOTA performance in all benchmarks. Note
that only using simple KL divergence, which is an asymmetrical
loss function, we can still get a comparable result. However, for
the Jensen-Shannon (JS) divergence, there is visible performance
degradation, especially for the MSL benchmark.

C.2 Study on Multi-scale Patching

The multi-patching scale € {[1], [3], [5], [1,3], [1,5], [3,5], [1,3, 5]}
are tested. Patch size preference is for odd numbers to prevent in-
formation loss during upsampling. Generally, multi-scale design
results in larger memory and different datasets have different best
multi-patching scales. This is perhaps due to different information
densities and anomaly types in different situations. The details of
evaluation results are shown in Table 10.

C.3 Study on Window Size

Window size is a significant hyper-parameter in time series analysis.
It is used to split time series into instances, as usually, a single point
can not be considered as a sample. The results in Table 11 show
that DCdetector is rather robust in different window sizes. Actually,
in a large range [45, 195], the performances are slightly lower than
the best ones for all benchmarks. Besides, we also test the impact of
window size on memory cost and running time. The window size
will affect the memory cost in a quadratic computational complex-
ity way. So, the trade-off between slide window size and memory
cost/running time is pretty important, especially for real-life sce-
narios. Fortunately, DCdetector can work optimally with a window
size of less than 105 in all benchmarks, which greatly decreases the
complexity of the model and its memory cost.

C.4 Study on Attention Head

Generally, multi-head attention is widely used in attention net-
works. We study the influence of attention head number H in DCde-
tector. In general, the number of attention heads is even, so we set
H € {1, 2,4, 8}. Fortunately, with a small attention head number, as
shown in Table 12, our model still achieves good performances (the
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best one or slightly lower than the best). Thus, DCdetector does
not need a large memory when running.

C.5 Study on Embedding Dimension

The embedding dimension d,;,,4,; is another important parameter
in the attention network. As a hyperparameter of the hidden chan-
nels, it may have impacts on model performance, memory cost, and
running efficiency. We set d,p401 € {128, 256,512,1024} as sug-
gested hyperparameters by Transformer [70]. For SMAP and PSM,
it has little effect on the final results. As for MSL, it achieves the best
performance with a small d,,,,4,; size and small memory. Overall,
the proposed DCdetector can achieve quite good performance even
with a small memory cost and good real-time performance. Details
are in Table 13.
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C.6 Study on Encoder Layer

Many deep models’ performances are dependent on the number
of network layers L. We also show the influence of the number of
encoder layers in Table 14. We set L € {1,2,3,4,5} as suggested
hyperparameters by Transformer [70]. Different benchmarks have
different optimal parameters. Luckily, our model can gain the best
performance in no more than 3 layers, and will not fail with too
few encoder layers or over-fit with too many encoder layers.

C.7 Study on Anomaly Threshold

Anomaly threshold § is a hyperparameter, which may affect the
determination of anomaly or not, based on Eq. 12. We have a default
value of 1 for all benchmarks. As shown in Table 15, when it is in the
range of 0.5 to 1, it has little effect on the final model performance.
PSM and SMAP are also more robust to anomaly threshold than
MSL. For the three benchmarks, its best results appear when §
equals 0.7 or 0.8.
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Table 8: Details of benchmark datasets. AR (anomaly ratio) represents the abnormal proportion of the whole dataset.

Benchmark Source Dimension Window Patch Size #Training #Test (Labeled) AR (%)

MSL NASA Space Sensors 55 90 [3,5] 58,317 73,729 10.5
SMAP NASA Space Sensors 25 105 [3,5,7] 135,183 427,617 12.8

PSM eBay Server Machine 25 60 [1,3,5] 132,481 87,841 27.8

SMD Internet Server Machine 38 105 [5,7] 708,405 708,420 4.2
SWaT Infrastructure System 51 105 [3,5,7] 495,000 449919 12.1
NIPS-TS-SWAN Space (Solar) Weather 38 36 [1,3] 60,000 60,000 32.6
NIPS-TS-GECCO Water Quality for IoT 9 90 [1,3,5] 69,260 69,261 1.1
UCR Various Natural Sources 1 105 [3,5,7] 2,238,349 6,143,541 0.6

Table 9: Ablation studies on metrics in the loss function. All results are in %. The best ones are in Bold.

Dataset MSL SMAP PSM
Metric P R F1 P R F1 P R F1
JS 89.23 70.42 78.72 | 93.23 93.62 93.42 97.18 92.29 94.67
Simple KL | 92.44 98.82 95.52 | 92.20 93.44 92.82 | 97.80 96.71 97.25
DCdetector | 93.69 99.69 96.60 | 95.63 98.92 97.02 | 97.14 98.74 97.94

Table 10: Ablation studies on multi-scale patching results (window size=60). All results are in %. The best ones are in Bold.

Dataset MSL SMAP PSM Mem Time
Metric Acc P R F1 Acc P R F1 Acc P R F1 (GB) (s)
Patch Size = [1] 97.98 9277 88.29 90.48 | 98.96 9391 98.31 96.06 | 98.82 97.27 98.07 97.66 16.9 0.42
Patch Size = [3] 98.64 92.39 9534 93.84 | 98.59 94.65 94.43 9454 | 97.22 96.95 91.84 94.33 6.0 0.24
Patch Size = [5] 98.91 92,55 97.87 95.14 | 98.92 9440 97.44 9590 | 98.75 97.22 97.84 97.53 3.2 0.17
Patch Size = [1,3] | 98.30 93.19 90.77 91.96 | 98.98 94.42 97.87 96.11 | 98.83 96.96 98.42 97.68 | 16.9 0.59
Patch Size = [1,5] 98.52 92.88 93.60 93.24 | 98.89 94.15 97.49 95.79 | 98.76 97.03 98.07 97.55 16.9 0.46
Patch Size = [3,5] 98.93 9388 97.72 95.76 | 98.89 94.61 96.95 95.77 | 9838 97.00 96.54 96.77 6.0 0.27
Patch Size = [1,3,5] | 98.44 91.52 93.78 92.64 | 99.03 93.72 99.10 96.34 | 98.95 97.14 98.74 97.94 16.9 0.71

Table 11: Ablation studies on window size results (patch size=[3,5]). All results are in %. The best ones are in Bold.

Dataset MSL SMAP PSM Mem Time

Metric Acc P R F1 Acc P R F1 Acc P R F1 (GB) (s)
Window size =30 | 96.87 92.39 76.47 83.68 | 98.62 93.93 9546 94.69 | 98.42 97.42 96.27 96.84 2.9 0.17
Window size =45 | 98.77 92.80 96.13 94.44 | 98.94 94.24 97.75 9596 | 98.79 97.01 98.09 97.55 6.0 0.22
Window size = 60 | 98.63 91.82 96.01 93.87 | 98.87 94.87 96.44 9565 | 98.91 97.04 98.67 97.85 6.1 0.28
Window size =75 | 98.79 91.71 97.93 94.72 | 98.97 94.62 97.60 96.09 | 98.79 97.26 98.20 97.73 7.6 0.36
Window size =90 | 98.94 92.04 9882 9531 | 98.99 94.61 97.69 96.13 | 98.74 96.87 98.05 97.46 7.6 0.40
Window size = 105 | 99.06 93.69 99.69 96.60 | 99.16 94.69 9887 96.74 | 98.57 96.84 97.37 97.10 18.5 0.46
Window size = 120 | 98.95 92.64 98.74 95.59 | 99.08 9448 9848 96.44 | 98.80 97.00 98.24 97.61 18.5 0.53
Window size = 135 | 98.44 91.52 94.45 92,96 | 99.09 94.26 9891 96.53 | 98.70 96.97 98.17 97.57 24.4 0.60
Window size = 150 | 98.49 91.70 95.02 93.34 | 98.93 9440 97.48 9592 | 98.55 97.02 97.18 97.10 244 0.67
Window size = 165 | 98.64 92.61 95.68 94.12 | 99.01 94.50 98.07 96.25 | 98.77 97.11 98.05 97.58 24.4 0.74
Window size = 180 | 98.68 92.13 96.13 94.09 | 98.99 9453 97.73 96.10 | 98.67 97.31 97.87 97.59 244 0.81
Window size = 195 | 98.50 92.68 94.18 93.43 | 98.95 9444 97.60 96.00 | 98.66 97.24 97.88 97.55 24.5 0.89
Window size = 210 | 98.03 91.31 90.88 91.09 | 98.58 92.79 96.29 94.51 | 98.39 96.86 96.59 96.72 24.5 0.97
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Table 12: Ablation studies on attention head H results (patch size=[3,5], window size=60). All results are in %. The best ones are
in Bold.

Dataset MSL SMAP PSM Mem Time
Metric | Acc P R F1 Acc P R F1 Acc P R F1 (GB) (s)
H=1 98.63 91.82 96.01 93.87 | 98.87 94.87 96.44 95.65 | 9891 97.04 98.67 97.85 6.1 0.05
H=2 98.50 92.13 94.29 93.20 | 98.98 93.99 9844 96.16 | 98.67 97.16 97.55 97.36 6.1 0.17
H=4 98.67 91.93 95.71 93.78 | 98.97 93.89 9846 96.12 | 98.69 97.02 97.79 97.41 9.8 0.19
H=38 98.55 91.30 95.21 93.21 | 99.11 94.87 9847 96.63 | 98.63 96.84 97.73 97.29 9.8 0.40

Table 13: Ablation studies on embedding d,,,,4.; results (patch size=[3,5], window size=60). All results are in %. The best ones are
in Bold.

Dataset MSL SMAP PSM Mem Time

Metric Acc P R F1 Acc P R F1 Acc P R F1 (GB) (s)
Amodel = 128 | 98.47 91.62 9459 93.08 | 99.10 94.85 98.34 96.56 | 98.86 97.13 98.38 97.75 3.9 0.05
dmodel =256 | 98.79 91.47 98.02 94.63 | 99.02 94.25 9840 96.28 | 98.85 96.98 98.51 97.74 6.1 0.10
Amodel =512 | 98.63 91.82 96.01 93.87 | 98.87 94.87 96.44 95.65 | 98.91 97.04 98.67 97.85 10.3 0.28
dmodel = 1024 | 98.13 91.92 90.81 91.36 | 98.97 94.87 97.27 96.06 | 98.97 97.11 98.83 97.96 18.4 0.92

Table 14: Ablation studies on encoder layers L results (patch size=[3,5], window size=60). All results are in %. The best ones are

in Bold.

Dataset MSL SMAP PSM Mem Time

Metric | Acc P R F1 Acc P R F1 Acc P R F1 (GB) (s)
L=1 98.73 91.76 96.52 94.08 | 98.94 9434 97.69 9598 | 96.92 97.26 90.33 93.66 6.0 0.02
L=2 98.67 98.67 94.56 93.72 | 98.75 93.93 96.53 95.22 | 98.88 97.24 98.35 97.79 6.0 0.04
L=3 98.63 91.82 96.01 93.87 | 98.87 94.87 96.44 9565 | 9891 97.04 98.67 97.85 6.1 0.10
L=4 98.33 91.52 92.72 92.11 99.01 95.03 97.42 96.21 | 98.88 97.00 98.53 97.76 6.1 0.19
L=5 98.34 9138 9291 92.14 | 99.04 94.23 98.63 96.38 | 98.83 96.97 98.41 97.69 6.1 0.24

Table 15: Ablation studies on anomaly threshold § results (patch size=[3,5], window size=60). All results are in %. The best ones

are in Bold.

Dataset MSL SMAP PSM

Metric Acc P R F1 Acc P R F1 Acc P R F1
6=0.5 96.62 95.69 72.23 8232 | 98.85 96.60 94.40 9549 | 9845 98.76 95.03 96.86
6=0.6 98.08 94.75 87.20 90.80 | 99.12 96.66 96.53 96.59 | 98.71 98.27 96.56 97.41
6=0.7 98.80 93.65 9547 94.55 | 99.29 9573 98.88 97.28 | 98.98 98.14 97.81 97.97
6=0.8 98.83 93.12 96.40 94.73 | 99.06 94.29 98.72 96.45 | 98.88 97.71 97.85 97.78
6=0.9 98.42 9190 93.75 92.82 | 98.82 93.81 97.32 95.54 | 9892 97.42 98.31 97.86
6=1.0 98.33 92,58 92.04 92.31 | 98.90 9330 98.56 95.86 | 9891 97.04 98.67 97.85
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