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Abstract. Adversarial attacks, particularly patch attacks, pose signif-
icant threats to the robustness and reliability of deep learning models.
Developing reliable defenses against patch attacks is crucial for real-world
applications. This paper introduces DIFFender, a novel defense frame-
work that harnesses the capabilities of a text-guided diffusion model to
combat patch attacks. Central to our approach is the discovery of the
Adversarial Anomaly Perception (AAP) phenomenon, which empowers
the diffusion model to detect and localize adversarial patches through
the analysis of distributional discrepancies. DIFFender integrates dual
tasks of patch localization and restoration within a single diffusion model
framework, utilizing their close interaction to enhance defense efficacy.
Moreover, DIFFender utilizes vision-language pre-training coupled with
an efficient few-shot prompt-tuning algorithm, which streamlines the
adaptation of the pre-trained diffusion model to defense tasks, thus elim-
inating the need for extensive retraining. Our comprehensive evaluation
spans image classification and face recognition tasks, extending to real-
world scenarios, where DIFFender shows good robustness against ad-
versarial attacks. The versatility and generalizability of DIFFender are
evident across a variety of settings, classifiers, and attack methodologies,
marking an advancement in adversarial patch defense strategies. Our
code is available at https://github.com/kkkcx/DIFFender.
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1 Introduction

Deep neural networks are vulnerable to adversarial examples [12,36], in which
imperceptible perturbations are intentionally added to natural examples, leading
to incorrect predictions with high confidence of the model [25,45]. Most adver-
sarial attacks and defenses are devoted to studying the £,-norm threat mod-
els [3,8,12,27], which assume that the adversarial perturbations are restricted

* Corresponding authors.


https://orcid.org/0009-0001-1924-9311
https://github.com/kkkcx/DIFFender

2 C. Kang et al.
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Fig. 1: The intriguing phenomenon of the diffusion model. A diffusion model is per-
formed multiple times on the given adversarial image, and the differences between any
two denoised images are pronounced within the adversarial patch regions, which can
be leveraged to further pinpoint the location of adversarial patches.

by the £, norm to be imperceptible. However, the classic £,, perturbations require
modification of every pixel of the images, which is typically not practical in the
physical world. On the other hand, adversarial patch attacks [2,20,22,39], which
usually apply perturbations to a localized region of the objects, are more physi-
cally realizable. Adversarial patch attacks pose significant threats to real-world
applications, such as face recognition [33,44], autonomous driving [7,19,21,53].

Although many adversarial defenses against patch attacks have been pro-
posed in the past years, the defense performance is not satisfactory, which cannot
meet the demands of the safety and reliability of real-world applications. Some
methods employ adversarial training [31,41,42] and certified defenses [4, 13],
which are only effective against specific attacks but generalize poorly to other
forms of patch attacks in the real world [30]. Another category of patch defense
is based on pre-processing techniques [14,24,29, 48], which usually destroy the
patterns of adversarial patches by image completion or smoothing. However,
these methods can hardly restore the images with high fidelity, leading to visual
artifacts of the reconstructed images that impact recognition. They can also be
evaded by stronger adaptive attacks due to gradient obfuscation [1].

Recently, diffusion models [17,34] have emerged as a powerful family of gen-
erative models, and have been successfully applied to improving adversarial ro-
bustness by purifying the input data [30,38,43]. Our initial intuition is to explore
whether diffusion purification can defend against patch attacks. However, we find
it fails to counter such attacks since it cannot remove the adversarial patches
completely. In contrast, we discover the Adversarial Anomaly Perception
(A AP) phenomenon, as shown in Fig. 1. The phenomenon suggests that we can
calculate the difference between various denoised images to identify the region
of adversarial patches. Subsequently, it facilitates targeted restoration of specific
patch-affected areas. The reason behind the phenomenon may be that adversar-
ial patches are often complexly crafted perturbations or contextually misplaced
elements, significantly differing from the natural image distributions it is trained
on. This phenomenon indicates progress in understanding how diffusion models
can differently respond to adversarial patches and resolves the inherent trade-off
between purifying the adversarial patches and preserving the image semantics.

Based on the AAP phenomenon, we propose DIFFender, a novel defense
framework against adversarial patch attacks with pre-trained diffusion models.
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DIFFender localizes the region of the adversarial patch by comparing the dif-
ferences between various denoised images and then recovers the identified patch
region in the image while preserving the integrity of the underlying content. Im-
portantly, these two stages are carefully guided by a unified diffusion model, thus
we can utilize the close interaction between them to improve the whole defense
(i.e., an accurate localization will promote the following restoration, and a per-
fect restoration will help evaluate the performance of localization step in return).
Specifically, we incorporate a text-guided diffusion model such that DIFFender
can localize and recover the adversarial patches more accurately with textual
prompts. Moreover, we design a few-shot prompt-tuning algorithm to facilitate
simple and efficient tuning, enabling the pre-trained diffusion model to easily
adapt to the adversarial defense task for improved robustness. The pipeline of
DIFFender is illustrated in Fig. 2. In summary, our contributions are as follows:

— We uncover the intriguing Adversarial Anomaly Perception (AAP) phe-
nomenon within the diffusion model, enabling it to leverage the distribu-
tional discrepancies between adversarial patches and natural images for ac-
curate localization, thus overcoming the trade-off between purifying patches
and preserving image semantics. This approach broadens the applicability
of diffusion techniques, making it feasible to employ the diffusion model in
countering adversarial patch attacks.

— Arising from the AAP phenomenon, we introduce DIFFender, an innova-
tive diffusion-based defense framework. DIFFender employs one diffusion
model throughout the entire process to both localize and restore adversarial
patches, leveraging vision-language pre-training to implement efficient de-
fense. To our knowledge, DIFFender stands as the first framework to lever-
age the diffusion model for comprehensive defense against patch attacks,
marking a notable advancement in the field.

— Additionally, we develop an efficient prompt-tuning module and design three
effective losses. The losses fine-tune the pre-trained diffusion model through
the tuning process, enabling the model to co-optimize both localization and
restoration modules, thereby achieving improved defense performance. This
approach not only enhances the model’s adaptability but also reduces the
computational overhead associated with traditional retraining methods.

— We conduct extensive experiments on image classification, face recognition,
and further in the physical world, demonstrating that DIFFender effectively
reduces the attack success rate even under strong adaptive attacks. The
results indicate that DIFFender can also generalize well to various scenarios,
diverse classifiers, and multiple attack methods.

2 Related work

Adversarial attacks. Deep neural networks (DNNs) can be misled to pro-
duce erroneous outputs [9, 12, 36] by introducing perturbations to input exam-
ples. Most adversarial attacks [8,12,26-28] typically induce misclassification by
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Fig. 2: Pipeline of DIFFender. DIFFender leverages a unified diffusion model to jointly
guide the localization and restoration of adversarial patch attacks, and combines a
prompt-tuning module to facilitate efficient tuning.

adding small perturbations to the pixels of input examples. However, while these
methods can effectively generate adversarial examples in the digital world, they
lack practicality in the real world. On the other hand, adversarial patch at-
tacks [2,20,22,39,51] aim to deceive models by applying a pattern or a sticker to
a localized region of the object, which are more realizable in the physical world.
Adversarial defenses. As attacks evolve, various defense methods have emerged.
However, most existing defenses primarily focus on global perturbations with
£, norm constraints, including former diffusion-based defenses [30, 38, 43], and
defenses against patch attacks have not been extensively studied. Despite the ef-
fectiveness of adversarial training [31,42,50] and certified defenses [4, 13] against
specific attacks, they have limited generalization to other patch attacks.

Therefore, most studies focus on pre-processing defenses. Digital Watermark-
ing [14] utilizes saliency maps to detect adversarial regions and employs erosion
operations to remove small holes. Local Gradient Smoothing [29] performs gra-
dient smoothing on regions with high gradient amplitudes, taking into account
the high-frequency noise introduced by patch attacks. Feature Normalization
and Clipping [48] involves gradient clipping operations on images to reduce in-
formative class evidence based on knowledge of the network structure. SAC [24]
defends against patch attacks by detecting and removing patches. Jedi [37] uti-
lizes entropy to obtain masks for patches. However, these methods can hardly
reconstruct the original image and can be evaded by adaptive attacks [1]. In con-
trast, we introduce the AAP phenomenon and propose to leverage pre-trained
diffusion models to localize and restore the adversarial patches. This method not
only addresses the limitations of existing defenses but also opens new pathways
for research in using diffusion models for patch defense.

3 Methodology

In this section, we first introduce the discovery of the AAP phenomenon within
diffusion models. Following this understanding, we outline the whole framework
of DIFFender and detail the improved techniques by prompt tuning.
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Fig. 3: Denoised results by diffusion model at different noise ratios. With small ratios (
t* =0.15/0.5 ), the patch cannot be purified; conversely, the global structure becomes
lost with large ratios ( t* = 0.7/0.9 ).

Clean Image

3.1 Discovery of the AAP Phenomenon

DiffPure [30] is a recent method that utilizes diffusion models to remove the
imperceptible perturbations on the images by introducing Gaussian noise at a
predetermined ratio t* (ranging from 0 to 1) to adversarial images, followed by
a denoising process via the reverse dynamics of diffusion models. Our study ini-
tially aimed to assess the applicability of DiffPure against patch attacks. The
empirical investigations, illustrated in Fig. 3 demonstrate the inadequacy of Diff-
Pure in countering patch attacks. This inefficacy stems from an inherent trade-off
between purifying the adversarial perturbations (with a larger ¢*) and preserv-
ing the image semantics (with a smaller ¢*), making it impossible to find an
appropriate noise ratio that can defend against adversarial patches.

In contrast, we find at a critical noise ratio of t*, a distinct pattern emerged:
while the adversarial patches exhibited resistance to denoising, they also strug-
gled to be restored, resulting in variable outcomes. Meanwhile, the remainder of
the image retained its semantic integrity unscathed. This suggests that we can
calculate the difference between various denoised images to identify the region of
adversarial patches. This observation, depicted through various examples in Fig.
4, leads to the Adversarial Anomaly Perception (AAP) phenomenon. The
reason behind this phenomenon may be that adversarial patches are often inten-
tionally crafted perturbations with a complexity far exceeding the noise present
in real image datasets. Alternatively, it could be some meaningful sticker placed
in an inappropriate location, signifying that the patch is out of context within
the scenario. Diffusion models are trained to learn the probability distribution

Adversarial Image Denoised Image Differen Adversarial Image Denoised Image Difference

Fig. 4: In the analysis of ImageNet images, we find a pronounced difference specifically
within regions affected by adversarial patches. This observation provides empirical
evidence supporting the AAP phenomenon.
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of real images, thus they struggle to fully adapt to the distribution of adversarial
examples in its latent space, leading to the difference.

The discovery of AAP provides insight into understanding how diffusion
models can differentially respond to adversarial patches, which empowers the
diffusion model to detect and localize adversarial patches through the analy-
sis of distributional discrepancies, and further facilitates targeted restoration
of specific patch-affected areas. It resolves the inherent trade-off between purg-
ing adversarial patches and preserving image authenticity. Leveraging AAP, we
propose a unified diffusion-based defense framework DIFFender, employing a
single diffusion model that both locates and restores patch attacks.

3.2 DIFFender

Patch localization. DIFFender first performs accurate patch localization based
on the above phenomenon of the diffusion model. Given the adversarial image
Xadv, We first add Gaussian noise to create a noisy image x; with a certain noise
ratio t* (chosen as 0.5 in the experiments). Next, inspired by [5], we apply a
text-guided diffusion model to obtain a denoised image x,, from x; with a textual
prompt promptr, and x. with empty text. We can estimate the mask region M
by taking the difference between the denoised images x, and x.. However, the
diffusion model incurs a significant time cost due to the time steps T' required.
To address this issue, we directly predict the image x from the noisy image x;
with only one step, which saves T times the processing time.

Although the one-step predicted results often exhibit discrepancies and in-
creased blurriness compared to the original one, the differences between one-step
predictions still align with the AAP phenomenon. In practice, we perform one-
step denoising twice, obtaining two results: x,, the one guided by prompt,, and
Xp, the one guided by empty text to calculate the difference and binarize it, as:

m
M = Binarize (;L Z(x; - xé)) ) (1)
i=0

where we calculate the difference for m times (set to 3 in the experiments) to
enhance stability and eliminate randomness. The prompt;, can be hand-designed
(e.g., "adversarial”) or automatically tuned as shown in Sec. 3.3.

Mask refining. As shown in Fig. 5, directly obtained averaged difference may
sometimes result in minor inaccuracies. Therefore, we binarize the difference
to gain the initial mask and then refine it by sequentially applying Gaussian
smoothing and dilation operations, leading to a precise estimation of the patch
region. The processed mask edges may slightly extend beyond the patch area,
which helps maintain consistency in the patch restoration, thereby enhancing
the overall performance of the defense pipeline.

Patch restoration. After locating the patch region, DIFFender then restores it
to eliminate the adversarial effects, while also considering preserving the overall
coherence and quality of the image. In particular, we combine the estimated
mask M and X,q, as inputs to the text-guided diffusion model with prompt
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Fig. 5: To gain the final refined mask, the estimated differences are binarized, applied
Gaussian smoothing and dilation operations.

promptr to obtain a restored image x,.. We follow the inpainting pipeline in
Stable Diffusion [32] to process the mask, where a UNet is used with an additional
five input channels to incorporate the estimated mask M. Similarly, promptgr
can be manually set (e.g., "clean”) or automatically tuned.

Unified defense model. The aforementioned two stages have been meticu-
lously integrated into one unified diffusion model (e.g., Stable Diffusion), driven
by the critical AAP phenomenon. This intentional fusion allows us to harness the
tight interplay between these stages, thereby enhancing the defense mechanism.
As a direct consequence of our insights, we also introduced the prompt-tuning
module, which encompasses the joint optimization of the entire pipeline.

3.3 Prompt Tuning

Following the aforementioned pipeline, leveraging vision-language pre-training,
DIFFender is capable of efficiently performing zero-shot localization and restora-
tion. While it is accurate in locating and restoring in most cases, subtle discrep-
ancies may occur in certain challenging situations. Given that vision-language
pre-training takes advantage of large-capacity text encoders to explore a vast se-
mantic space [52], to facilitate the effective adaptation of learned representations
into adversarial defense tasks, we introduce the algorithm of prompt tuning.

Learnable prompts. First, the textual vocabulary is replaced by learnable
vectors. Thus, prompt;, and promptg can be transformed into vectors as follows:

prompty, = [VL1[VL]2 ... [Vi]n;
promptr = [VR1[Vr]2 - - - [VR]n,

(2)

where each [Vi]; or [Vg]; (i € {1,...,n}) is a vector of the same dimensionality
as word embeddings. n is a hyperparameter that specifies the number of context
tokens, we set n = 16 by default. The text content used to initialize prompty,
and promptr can be manually provided or randomly initialized.

Tuning process. After obtaining the learnable vectors, we design three loss
functions for prompt tuning, which jointly optimize the vectors to capture the
characteristics of the adversarial regions and improve the defense performance.
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First, to accurately identify the adversarial regions, we employ cross-entropy
loss by comparing estimated mask M with ground-truth mask M.

Lop(M, M) ZM log(M (3)

where ¢ indicates the i-th element of the mask. Next, in the patch restoration
module, our objective is to restore the mask region while eliminating the adver-
sarial effect of the image. To ensure effective defense, we calculate the ¢; distance
between restored image x, and clean image x as:

Ly (x,,%) = |x, — X]. (4)

Lastly, to verify that the adversarial effects have been eliminated, we draw in-
spiration from [23] and [19] to make the high-level feature representations of
the downstream classifiers between the restored image x, and the clean image
x close to each other. Specifically, we compute the ¢y distance between their
feature representations weighted by a layer-wise hyperparameter as

Xr; Z HZW Z le © yrhw ychw) Hga (5)

where [ denotes a certain layer in the network, gL, 9. € RT>*WixC are the unit-
normalize results in the channel dimension, and vector w! € R¢ is used for
scaling activation channels.

By summing three losses, the overall prompt tuning loss Lpy is:

Lpr = Log(M, M) + Ly (%, %) + d (X, X) . (6)

We perform gradient descent to minimize Lpr w.r.t. prompty and promptg for
prompt tuning. The design of continuous representations also enables thorough
exploration in the embedding space.

Few-shot learning. During prompt tuning, we utilize a limited number of
images for few-shot tuning. Specifically, DIFFender is tuned on a limited set of
attacked images (8-shot in the experiments) from a single attack, but can learn
optimal prompts that generalize well to other scenarios and attacks, which makes
the tuning module effective and straightforward.

4 Experiments

4.1 Experimental settings.

Datasets and Baselines. We consider ImageNet [6] for evaluation against
eight state-of-the-art defense methods: Image smoothing-based defenses, includ-
ing JPEG [11] and Spatial Smoothing [16], image completion-based defenses such
as DW [14], LGS [29] and SAC [24], feature-level suppression defense FNC [18],
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Table 1: Accuracy (%) against attacks on ImageNet by Inception-v3 and Swin-S.

Models | Inception-v3 | Swin-S

Adaptive | Non-adaptive Adaptive | Non-adaptive
Defonse—2\ttack| Clean| AdvP LaVAN|GDPA RHDE|Clean|AdvP LaVAN|GDPA RHDE

Undefended 100.0| 0.0 8.2 64.8 39.8 [100.0| 1.6 3.5 781 51.6

JPEG [11] 48.8 | 0.4 152 | 64.8 133 |85.2| 0.8 5.9 77.0  38.7
SS [46] 72.7| 1.2 148 | 57.8 16.4 | 86.3 | 2.3 5.5 68.8 34.8
DW [14] 87.1| 1.2 9.4 62.5 285 | 883 | 0.0 5.1 77.3  66.0
LGS [29] 87.9 1555 504 | 67.2 49.6 |89.8|656 59.8 | 82.0 69.1
FNC [48] 91.0 | 61.3 64.8 | 66.4 46.5 | 91.8 | 6.3 7.4 77.0  63.7
DiffPure [30] 65.2 | 10.5 15.2 | 67.6 449 | 74.6 | 184 26.2 | T7.7 623
SAC [24] 92.8 842 652 | 68.0 41.0 |93.6 928 84.6 | 79.3 549
Jedi [37] 922|676 203 | 746 477 |93.4|89.1 121 | 781 67.6

DIFFender 91.4 |88.3 71.9 | 75.0 53.5 [93.8|94.5 85.9 | 82.4 70.3

alongside Jedi [37], a defense based on entropy. Additionally, we assess the diffu-
sion purification defense, DiffPure [30]. For classifiers, we consider two advanced
classifiers: CNN-based Inception-v3 [35] and Transformer-based Swin-S [35].
Adversarial attacks. We employ AdvP [2] and LaVAN [20], which randomly
select positions and optimize patches. GDPA [22], which optimizes the patch’s
position and content to execute attacks, and natural-looking attack RHDE [39],
which utilizes realistic stickers and searches for their optimal positions to launch
attacks. To implement adaptive attacks, we approximate gradients using the
BPDA [1] to conduct BPDA+AdvP and BPDA+LaVAN attacks, which implies
that the defense methods are white-box against the attacks. The number of
iterations for the attacks is set to 100 with patch size 5% of the input image.
For adapting the attack on DIFFender, we use an additional Straight-Through
Estimator (STE) [17] during backpropagation through thresholding operations.
Evaluation metrics. We evaluate the performance of defenses under standard
accuracy and robust accuracy. Due to the computational cost of adaptive attacks,
unless otherwise specified, we assess the robust accuracy on a subset of 512
sampled images from the test set. To facilitate the observation, we ensure that
the selected subset consists of images correctly classified.

4.2 Evaluation on ImageNet

Experimental results. Tab. 1 presents the experimental results, where the
highest accuracy is highlighted in bold. Based on these results, we draw the
following conclusions:

(1) DIFFender outperforms in defense effectiveness. Under adaptive attacks
utilizing gradients, such as the BPDA+AdvP and BPDA+LaVAN, DIFFender
exhibits exceptional performance, even only involving an 8-shot process. Other
attacks like GDPA may not achieve strong attack effectiveness, but DIFFender
still attains the highest robust accuracy. This can be attributed to that DIF-
Fender is built upon the unified diffusion framework. Empowered by the AAP
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Fig. 6: Visualization with examples from ImageNet. The restored images of DIFFender
exhibit no residual signs of the adversarial patch, and the restored details are remark-
able (e.g., the recovery of tree branches in the second column of images).

phenomenon, the diffusion model can effectively locate and remove adversarial
areas while ensuring a high-quality and diverse restoration that closely follows
the underlying distribution of clean data. Additionally, the inherent stochastic-
ity in the diffusion model allows for robust stochastic defense mechanisms [16],
which makes it a well-suited "defender" for adaptive attacks.

(2) Image processing defense methods, such as JPEG, SS, and DW, experi-
ence a significant decrease in robust accuracy under adaptive attacks. This can
be attributed to the algorithms’ gradients can be easily obtained. Other meth-
ods, such as LGS, FNC, SAC and Jedi, consider the robustness against adaptive
attacks. For instance, FNC achieves respectable robust accuracy on Inception-v3.
However, its defense effectiveness diminishes when applied to the Swin-S. This
is because the feature norm clipping layer proposed is specifically designed for
handling CNN feature maps, while DIFFender exhibits excellent generalization
capabilities that can extend to different classifiers.

(3) DIFFender demonstrates generalizability to unseen attacks. In the ex-
periments, DIFFender only undergoes 8-shot prompt tuning specifically for the
AdvP method yet achieves promising results under other attacks as well. For
Jedi, it has strong robustness against several attack methods, such as AdvP,
but its robust accuracy has significantly decreased under other methods, like
LaVAN. This might be because the autoencoder used by Jedi is trained under a
specific style and cannot generalize well.

(4) For the naturalistic attack RHDE, it poses a lesser threat to classifiers
compared to adaptive meaningless attacks. However, it introduces a more signif-
icant challenge to defense methods, likely due to its utilization of irregular, more
naturally-appearing patches. Nevertheless, DIFFender still achieves the best de-
fense results without prior exposure to RHDE patches. Moreover, DIFFender is
adaptable; with the prompt tuning module, a few-shot tuning can be employed
to enhance performance specifically against naturalistic patch attacks.

(5) When defending against global perturbations with £,-norm constraints,
DiffPure achieves excellent results. However, it performs poorly when facing
patch attacks. Specifically, in Tab. 1, when tested against AdvP and LaVAN,
the Inception-v3 model purified by DiffPure maintains robust accuracy rates of
10.5% and 15.2%, respectively. This aligns with our observations in Sec. 3.1.
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Table 2: Ablation study for different loss Table 3: Accuracy against attacks of

functions of DIFFender. varying patch sizes by Inception-v3.
Inception-v3 Size  |0.5% 1.0% 5.0% 10.0% 15.0%
Lor L d|Clean AdvP LaVAN GDPA RHDE —
7 7/19L.8 762 660 723 492 Undefended| 64.3 50.8 0.0 0.0 0.0
v v|883 871 695 738 527 SAC 1818 83.8 842 60.9 348
v v 1902 871 691 73.0 520 Jedi 61.7 56.4 67.6 42.2 33.8
v v v|914 883 719 75.0 53.5 DIFFender |86.1 87.3 88.3 70.5 56.6

Visualization. Fig. 6 presents the defense results of the defense methods against
patch attacks. Since FNC suppresses the feature maps during the inference stage,
it is not shown in Fig. 6. Other methods, such as JPEG and DW, only exhibit
minor changes in the reconstructed images and fail to defend against adaptive
attacks. After Spatial Smoothing defense, the images show color distortion and
are still vulnerable to attacks. In the case of the LGS method, the patch area
is visibly suppressed, which improves the robust accuracy to some extent, but
the patch is not completely eliminated. For Jedi and SAC, their localization
algorithm fails under certain scenarios, as the second line in Fig. 6. And the
restored results of Jedi cannot achieve complete recovery. On the other hand,
the restored images of DIFFender no longer show any traces of the patch, and
the restored details are remarkable.

4.3 Ablation studies and additional results

Impact of loss functions. To evaluate the effectiveness of different losses, we
conduct separate tuning experiments by removing loss functions Lo, L1, and
d separately, as presented in Tab. 2, where we observe that the robust accuracy
significantly decreases when optimizing only the Restoration module without
optimizing Lcog due to the performance loss in the localization, although it led
to an improvement in clean accuracy. On the other hand, removing L, results
in a noticeable decrease in clean accuracy, as images cannot be well restored.
Eliminating either the d or L causes a slight drop in robust accuracy. Finally,
DIFFender, which incorporates all three loss functions, achieves the highest ro-
bust accuracy, demonstrating the importance of joint optimization and close
interaction between the two modules for the overall performance of DIFFender.
Impact of patch size. We conducted experiments under patch attacks of vary-
ing sizes, using patches generated by AdvP ranging from 0.5% to 15% in size,
and compared them with the state-of-the-art SAC and Jedi. As shown in Tab. 3,
DIFFender exhibits better generalization to patches of various sizes, benefitting
from vision-language pre-training, whereas Jedi and SAC are more sensitive to
patch size. Notably, DIFFender was only prompt-tuned for patches of 5.0% size.
Impact of restoration module. To verify the necessity of restoration, we
remove the patch restoration and set the value in the M region to zero. Exper-
imental results in Tab. 4 show that the inclusion of patch restoration ensures
better DIFFender performance. This is because patches may occasionally ob-
scure crucial areas of an image, resulting in a loss of semantic information. The
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Table 4: Ablation study for restoration modules in DIFFender. "NR" denotes "No
Restoration Process".

Inception-v3 Swin-S

Defense ‘Clean AdvP LaVAN GDPA RHDE‘Clean AdvP LaVAN GDPA RHDE

DIFFender (NR)| 86.3 84.0 66.8 69.5 48.0 |88.7 922 81.8 789 69.1
DIFFender 91.4 88.3 719 75.0 53.5|93.8 94.5 85.9 824 70.3

Table 5: Ablation study for different prompt forms. "EP" and "MP" represent "Empty
Prompt" and "Manual Prompt".

Inception-v3 Swin-S

Defense ‘Clean AdvP LaVAN GDPA RHDE‘Clean AdvP LaVAN GDPA RHDE

DIFFender (EP)| 89.1 764 66.8 71.1 47.0 [93.2 89.8 81.4 793 65.7
DIFFender (MP)| 87.3 77.9 682 70.3 47.8 |92.2 91.2 824 77.0 676
DIFFender 91.4 88.3 719 75.0 53.5 |93.8 94.5 85.9 82.4 70.3

Table 6: Transferability of DIFFender on ResNet50 and ViT-B-16 for ImageNet.

ResNet-50 ViT-B-16
Defense |Clean AdvP LaVAN GDPA RHDE‘Clean AdvP LaVAN GDPA RHDE
Undefended|100.0 0.0 14.8 73.8 37.1 [100.0 1.2 2.0 76.2  52.0
Jedi 82.8 46.9 8.6 70.7 455 | 89.8 83.8 14.8 76.8 59.8
DIFFender | 83.6 83.2 55.9 76.2 53.5 |91.0 88.3 85.2 78.9 68.0

restoration step can address this issue by recovering lost semantics, aiding clas-
sifiers in overcoming challenging scenarios. Furthermore, longer diffusion steps
introduce more randomness, which preserves accuracy against adaptive attacks.
Consequently, we conclude that the patch restoration is indeed necessary.

Impact of Prompt Tuning. In Tab. 5, DIFFender with prompt-tuning is
compared with the "Empty prompt" and "Manual prompt" versions of DIFF-
ender. For DIFFender with manual prompts, we set prompt; = "adversarial"
and promptr = "clean". The prompt-tuned DIFFender shows a notable im-
provement in robust accuracy compared to the other two zero-shot versions,
despite exposure to only a few attacked images, underscoring the effectiveness
of prompt-tuning.

Cross-model transferability. We apply only 8-shot prompt-tuning exclusively
on Inception-v3. Subsequently, the transferability of DIFFender is tested on di-
verse classifiers, including the CNN-based ResNet50 [15] and Transformer-based
ViT-B-16 [10]. The results are detailed in Tab. 6, underscore DIFFender’s abil-
ity to maintain robust accuracy across novel classifiers, demonstrating its potent
generalization capacity.



DIFFender 13

Table 7: Accuracy against patch attacks
on LFW by FaceNet.

FaceNet
Defense Clean GDPA RHDE

Undefended 100.0 56.3 42.8

Clean Face Attacked Face

JPEG [11] 44.1 16.8 17.8

SS [46] 19.9 8.2 3.5

DW [14] 371 152 7.2

LGS [29] 60.9 71.9 53.5

FNC [18] 100.0 39.8 39.3

A SAC [24] 100.0 77.3 432

Estimated Location Restored Face Jedi [."»T] 100.0 74.2 43.9

Fig. 7: Visualization with examples from  DIFFender (EP)|100.0 79.3 57.2
LFW attacked naturally by RHDE, local-  DIFFender (MP)|100.0 77.0 57.2
ized and restored by DIFFender. DIFFender |100.0 81.1 60.7

4.4 Extension in Face Recognition.

Experimental settings. Facial expressions in human faces introduce a rich
diversity, together with external factors such as lighting conditions and viewing
angles, making face recognition a challenging task. We conducted experiments
on the LFW [18], and employed two patch attacks: RHDE [39] and GDPA [22].
Experimental results. The results on the LEF'W dataset are presented in Tab. 7.
DIFFender achieves the highest robust accuracy under both the GDPA and
RHDE while ensuring clean accuracy. It is important to note that DIFFender
is not tuned specifically for facial recognition. This further demonstrates the
generalizability of DIFFender across different scenarios and attack methods. In
contrast, JPEG, SS, and the FNC method obtained low robust accuracies. This
is because in the specific context of facial recognition, the classifier focuses more
on crucial local features, and preprocessing the entire image can disrupt these
important features. Fig. 7 illustrates the results of DIFFender against face at-
tacks. It can be observed that DIFFender accurately identifies the location of
the natural patch and achieves excellent restoration.

4.5 Extension in Physical World.

We additionally conduct further experiments in the physical world, where we
select 10 common object categories from ImageNet and perform two types of
patch attacks (natural and meaningless) [40]. Our approach involves generating
digital-world attack results first, then placing stickers on real-world objects in
the same positions. We test DIFFender under various conditions, including dif-
ferent angles (rotations) and distances. Qualitative results are depicted in Fig. 8,
while quantitative results are presented in Tab. 8, where each configuration is
based on 256 frames successfully classified images from the 10 objects selected.
Based on the results, we see that DIFFender demonstrates substantial defen-
sive capabilities across various physical alterations, maintaining its efficacy in
real-world scenarios.
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Clean Picture Digital Adv. Picture Physical Adv. Pieture Mask Restored Picture
“water bottle”™ “punching bag" “punching bag" “water bottle

Fig. 8: Physical world defense demonstrations of DIFFender against meaningless and
natural patch attacks. The mask edges may extend slightly beyond the patch region,
aid in restoring the patch, and help maintain consistency in the restored image.

Table 8: Quantitative result of meaningless physical attacks on the Inception-v3 at
different angles and distances.

‘ 0° yaw £15° yaw £30° pitch +15° distance

Undefended|28.9  34.8 41.8 36.7 35.9
Jedi 61.7 578 66.4 63.3 62.1
DIFFender [80.9 76.6 7.7 75.4 73.8

5 Discussion and Conclusion

We propose DIFFender, a novel defense framework harnessing a pre-trained
unified diffusion model for dual roles in the localization and restoration of patch
attacks, empowered by the discovery of the Adversarial Anomaly Perception
(AAP) phenomenon. Additionally, we design a few-shot prompt-tuning algo-
rithm to facilitate simple and efficient tuning, thus eliminating the need for ex-
tensive retraining. To validate the robust performance of DIFFender, we conduct
experiments on image classification, face recognition, and further the physical
world scenarios. Our findings demonstrate that DIFFender exhibits exceptional
robustness even under adaptive attacks and extends the generalization capa-
bility of pre-trained large models to various scenarios, diverse classifiers, and
multiple attack methods, requiring only a few-shot prompt-tuning. We prove
that DIFFender effectively reduces the success rate of patch attacks while pro-
ducing realistic restored images, promising a wide spectrum of diffusion model
applications and inspiring future explorations in the domain.

There are several avenues for further exploration. While we have designed
acceleration techniques to expedite diffusion-based methods, further acceleration
can be achieved by adopting advanced acceleration sampling methods. Another
potential direction for exploration is to extend the DIFFender framework to
other modalities of adversarial attack defenses, such as video data.
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