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An Efficient and Multi-Private Key Secure
Aggregation Scheme for Federated Learning

Xue Yang, Zifeng Liu, Xiaohu Tang, Rongxing Lu, Fellow, IEEE, and Bo Liu

Abstract—In light of the emergence of privacy breaches in federated learning, secure aggregation protocols, which mainly adopt either
homomorphic encryption or threshold secret sharing techniques, have been extensively developed for federated learning to preserve
each client’s local training data privacy. Nevertheless, many existing protocols suffer from several shortcomings such as dependence
on a trusted third party, vulnerability to corrupted clients, low efficiency, and the trade-off between security and dropout-resiliency
guarantee, etc. To deal with these shortcomings, we propose an efficient and multi-private key secure aggregation scheme for
federated learning. Specifically, we skillfully design a multi-private key secure aggregation protocol that achieves homomorphic addition
operation, with two important benefits: 1) both the server and each client can freely select public and private keys without introducing a
trusted third party, and 2) the plaintext space is relatively large, making it more suitable for deep models. Besides, for dealing with the
high dimensional deep model parameter, we introduce a super-increasing sequence to compress multi-dimensional data into one
dimension, which greatly reduces encryption and decryption times as well as communication for ciphertext transmission. Detailed
security analyses show that our proposed scheme can achieve semantic security of both individual local gradients and the aggregated
result while achieving optimal robustness in tolerating client collusion and dropped clients. Extensive simulations demonstrate that the
accuracy of our scheme is almost the same as the non-private approach, while the efficiency of our scheme is much better than the
state-of-the-art homomorphic encryption-based secure aggregation schemes. More importantly, the efficiency advantages of our
scheme will become increasingly prominent as the number of model parameters increases.

Index Terms—Federated learning, multi-private key secure aggregation, privacy-preserving, robustness against client collusion,

dropout-resiliency guarantee.

1 INTRODUCTION

HE continued emergence of privacy leaks and data abuse has

hindered the flourishing of traditional centralized training,
which collects a vast amount of training data from distributed
data providers. As highlighted in [1]], data providers are no longer
comfortable uploading local data due to concerns over personal
privacy and data control rights. Obviously, it is challenging to
train a high-performance deep model without significant training
data. To address privacy concerns, federated learning [2], as one of
the most important research aspects of private computing [3]], has
recently emerged. Federated learning is a distributed framework
where many data providers (also called clients) collaboratively
train a shared global model under the orchestration of a central
server. During the phase of training, the training data are main-
tained locally, and clients only send the local gradient to the server.
This training framework of federated learning addresses data abuse
and significantly improves the data privacy of clients. As a result,
the research on federated learning has grown significantly in recent
years.

Regrettably, recent works [4]|—[7] have revealed that the adver-
sary may still access some private information of training data or
even reconstruct training data from interacted model parameters
or local gradient. Specifically, [4] and [S] investigate membership
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inference attacks based on the model parameter to infer if a
particular data record was included in the training dataset. [6]
and [7] demonstrate that adversaries may reconstruct training data
from the local gradient. To improve the security of federated learn-
ing, many privacy-preserving federated learning schemes [S8]—
[[15]] have been presented. These schemes commonly employ two
cryptographic techniques, i.e., homomorphic encryption [16] and
(t, n)-threshold secret sharing [17]], to achieve secure aggregation
and ensure privacy preservation of the local gradient for each
client. However, these schemes suffer from several drawbacks that
hinder their practical implementation:

e The schemes [8]-[12]], [18] that utilize the homomorphic
encryption technique require all clients to share a pair
of public and private keys generated by a trusted third
party, and encrypt their local gradient with the same public
key. Obviously, if an adversary compromises a client, the
system is no longer secure, and meanwhile, no collusion
is allowed in these schemes. Additionally, these schemes
incur significant computational costs and communication
overhead.

e The schemes [[13]-[15]] that use the (¢, n)-threshold secret
sharing technique have storage costs for private double-
masks proportional to the number of clients. Moreover,
for each iteration, all clients must re-select masked secrets
and interactively perform the corresponding secret-sharing
operation, resulting in additional interactive time and
communication overhead. Besides, there exists a trade-off
between security (i.e., robustness against client collusion)
and the dropout-resiliency guarantee, i.e., these secret
sharing-based schemes increase the privacy guarantee by
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reducing the dropout-resiliency guarantee, and vice versa.
Furthermore, these schemes do not consider preserving the
privacy of the aggregated result or the well-trained model.
Therefore, any adversary, in addition to the server, can also
obtain the aggregated result once they have the transmitted
data.

Hence, designing an efficient secure aggregation scheme that
allows for client self-selected keys, robustness against collusion
attacks, and tolerance for dropped clients remains a challenge.
To overcome this challenge, we propose an efficient and multi-
private key secure aggregation scheme for federated learning
that supports homomorphic encryption with multi-private keys,
decryption limitation for the aggregated result, robustness against
collusion attacks, and tolerance for dropped clients The main
contributions of this paper are threefold:

o First, we address the privacy concerns of both the local
gradient for each client and the aggregated result by
skillfully designing a multi-private key secure aggregation
protocol that does not require a trusted third party. This
protocol allows the server and each client to select a pair
of public and private keys freely. Specifically, each client
encrypts its local gradient with its own public key to ensure
that the leakage of a particular client’s private key does not
compromise other clients’ privacy. At the same time, even
if up to N — 2 clients collude with the server, they cannot
access any information other than the aggregated result
of the remaining two clients. Finally, only the server can
decrypt the aggregated result with its private key.

e Second, to ensure efficiency, we employ a super-increasing
sequence to greatly reduce the computational costs and
communication overhead. Instead of encrypting each di-
mension of the multidimensional model parameters sepa-
rately, our scheme compresses multidimensional gradients
into one dimension using this sequence before encryption.
Obviously, this design significantly decreases the number
of encryption and decryption operations (i.e., computa-
tional costs) and the number of transmitted ciphertexts
(i.e., communication overhead). However, introducing the
super-increasing sequence increases the message space
length considerably. To this end, we skillfully design
the encryption operation of our multi-private key secure
aggregation scheme to support encrypting messages of
large lengths.

e Detailed security analyses demonstrate that our scheme
can ensure the semantic security of the local gradient for
each client and the aggregated result, as well as robustness
against collusion between the server and up to N — 2
clients, and tolerance for up to N — 2 dropped clients.
Extensive experiments demonstrate our scheme exhibits
significantly better communication and computational ef-
ficiency than the related secure aggregation work. Besides,
the accuracy of our scheme is almost identical to the most
popular federated learning scheme that does not consider
privacy preservation.

The rest of this paper is structured as follows. We outline mod-
els and design goals in Section [2] Then, we present our scheme
in Section [3] followed by its security analysis and performance
evaluation in Sections [] and [3] respectively. Related work is
discussed in Section @ Finally, we conclude our work in Section

1]

TABLE 1: Notation Used in the Proposed Scheme

Notation Description

{C1,Ca,...,CN} All clients in the system

K1 Security parameter of system

K2 The bit length of the symmetric key
(p,9,9,G) Parameters of system

H(") Cryptographic hash function

a A super-increasing vector

(a, B=g%) Private and public keys of the server
(ski, pk; = g5Fi) Private and public keys of C;

key; Symmetric key of the client C;

pks Aggregated public key

(ri1, mi2) Random number chosen by the client C;
w Global model parameters

\Y Local gradients of C;

6,- Compressed gradients of C;

E(%l) = (E;1, Ei2) Encrypted gradient of C;

wr Encrypted global model parameter W/
R A challenge generated by the server
(FEagg,d,T) Aggregated result

\Y Aggregated gradient

2 MODELS AND DESIGN GOALS

This section commences by outlining the FL. system model and
corresponding threat model employed in this paper, followed by
the identification of our design goals. Before proceeding with the
detailed explanation, we provide a description of the notations
used in the proposed scheme in Table Table [I]

2.1 System Model

As demonstrated in the majority of federated learning frameworks
(e.g., [91, [19], [20]), federated learning is essentially a distributed
machine learning framework that enables clients to collaboratively
train a global model under the orchestration of a central server,
without exchanging the local training data of each client. There-
fore, our system comprises two types of entities: a server and a
number of clients {C1,Cs,...,Cn}, each of which is responsible
for executing the following operations:

e Server: The server is accountable for aggregating the local
gradients received from clients, updating the global model,
and broadcasting the updated global model to clients for
the next iteration.

e Clients: Each client C; (¢ € [1, N]) conducts local model
training using the global model received from the server
and the local training dataset to derive local gradients.
Next, C; uploads the local gradients to the server for
aggregation. It is noteworthy that, due to the relatively
large number of clients, we cannot ensure that all clients
can participate in every iteration, particularly for mobile
or IoT devices with unreliable connections. As a result,
dropped clients are common [21].

Additionally, as depicted in Fig.[I] the conventional framework
of federated learning facilitates the server and clients to collabora-
tively execute the following two phases until the model converges:

1) Local model training: Initially, the server transmits the cur-
rent global model parameter W to all clients. Next, each
client C; calculates local gradients V; using the received W
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and local training data D; by applying the stochastic gradient
descent (SGD) algorithm. After that, C; uploads the computed
V. to the server for the model update.

2) Global model aggregation and update: Initially, the server
conducts weighted average aggregation on the received local
gradients. Subsequently, the server updates the current model
W for the next iteration. Specifically, given the learning rate
7, the aggregation and update operations are expressed as:

i
WeW-—n) | DL|
1€S,
———
Aggregation

Vi M

Update

2.2 Threat Model

This paper considers two types of adversaries in the threat model,
namely internal adversaries and external eavesdroppers. The attack
capabilities corresponding to each type are defined as follows:

e Internal adversary: An internal adversary could either
be the server or a client. Analogous to most privacy-
preserving federated learning mechanisms [15]], [22]], both
the server and clients are assumed to be honest but curious,
which means that they honestly follow the underlying
scheme, but they are curious about the private training data
of each client. More precisely, the server or client aims to
extract the local gradients of a specific client to obtain the
corresponding local training data through private attacks
like reconstruction attacks [6]. Furthermore, to augment
the attack capability, the server may collude with some
clients to jointly obtain the local gradients of other clients.
Concretely, these colluded clients may share some private
values with the hope of assisting in the acquisition of the
local training data of a specific non-colluded client.

e External eavesdropper: An external eavesdropper endeav-
ors to acquire the local training data of a specific client
by intercepting the contents exchanged between the server
and clients.

2.3 Design Goals

Drawing from the above system model and threat model, our
proposed scheme aims to achieve the following objectives:

e Privacy-preservation: Neither the server nor the clients
can access the private training data of any particular client,
even if they collude. In particular, our scheme guarantees
that neither the server nor the clients can acquire the
local gradients of any specific client, even if some curious
clients collude with the server. Furthermore, another goal
is to preserve the confidentiality of the aggregated result,
i.e., the global model. More specifically, our scheme
ensures that only the server can decrypt the aggregated
gradient and obtain the well-trained model. Moreover,
external eavesdroppers cannot extract more private infor-
mation than internal attackers.

o Efficiency and robustness for tolerating dropped clients: In
addition to the privacy-preserving requirement, efficiency,
which includes computation, communication, and model
accuracy, is one of the most critical metrics for feder-
ated learning [23]], particularly for mobile or IoT devices

3

[24]]. In reality, the implementation of privacy-preserving
technology will undoubtedly lead to a loss in efficiency.
Therefore, minimizing efficiency loss as much as possible
is also one of our design goals. Additionally, as shown in
[2-1] the scheme’s robustness in tolerating dropped clients
must be taken into account due to the system heterogeneity
in federated learning.

3 PROPOSED SCHEME

This section provides a detailed description of our secure ag-
gregation scheme for federated learning. Our secure aggregation
scheme mainly comprises three steps, in accordance with the
conventional workflow of federated learning and the privacy-
preserving objectives. These steps are as follows: 1) System
parameter initialization, 2) Local model training and encryption,
and 3) Model aggregation and decryption, which are highlighted
in red in Fig.|l} In essence, before commencing federated model
training, the system parameters must be generated. Subsequently,
each client C; undertakes the local training under the orchestration
of the server. More specifically, given the global model W, C;
computes the local gradient V;, and encrypts it using its private
key sk;. Subsequently, C; uploads the encrypted gradient, denoted
as E(V;), to the server. The server then aggregates the received
E(V;) and decrypts the aggregation result with the assistance
of online clients. Following this, the server uploads the current
model W according to Eq. (I). The overall flow of our algorithm
is demonstrated in Algorithm (I} where the detailed operation of
each step will be elucidated in the following sections.

3.1 System initialization

In our scheme, the server and all clients collaborate to complete
the system initialization, which primarily involves the following
two steps:

1) System parameter generation: SysGen(ki,k2) —
(p,q,G,g,8,a,H(-)). The server is accountable for gen-
erating the system parameters, as illustrated below.

e Take a security parameter x; as input, output the
parameters (p, ¢, G, g), where p is a uniformly chosen
large prime number such that |p| = k1 and p—1 = ¢
for a specified small integer -, g is a uniformly chosen
generator of the subgroup G of prime order g of Z;.

o Randomly select @ € Z, and set 3 = g*.

e Choose a cryptographic hash function H : G —
{0,1}"2, where k2 is the bit length of the symmetric
key.

e Choose a super-increasing vector a = (a1 =
1,az,...,ay), where as, ..., a,, are integers satisfying
Z;;ll ajNvmaa: < a;, Z?=1 ajNvm,am < p,
where n is the dimension of gradient, N denotes
the number of clients and V,,,, is the maximum
value of gradient. It’s worth noting that this sequence
facilitates the compression of multidimensional data
into 1-D, which is subsequently encrypted. As a result,
the corresponding communication and computation
overheads are significantly reduced. For additional
information, please refer to [25], [26].

e Send the system parameter SysPara =
(p,q,G,g,8,a) to clients, and keep the private
key sk = « secret.
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Fig. 1: System model under consideration. Please note that the steps and parameters illustrated in black denote traditional federated
learning, while those highlighted in red represent additional elements associated with privacy preservation.

2) Key generation: KeyGen(p,q,G,g,5,a) — (pk;, sk;).
Given (p, q,G, g, 3,a), each client C; (i € {1,2,...,N})
randomly selects the private key sk; € Zq, and computes the
corresponding public key pk; = g**i. After that, C; sends
pk; to the server for storage.

3.2 Model training and encryption

As described in Section [2.1] we cannot guarantee that all clients
are capable of participating in every iteration. Thus, we should
determine which clients can engage in the current iteration before
executing model training. A straightforward approach is for each
client to transmit a 1-bit message to the server, signifying its online
status. To facilitate the subsequent explanation, let S denote the
set of clients who are eligible to participate in model training in
each iteration.

When determining the set .S, the server performs the following
operations:

1) Compute an aggregated public key pkg using the stored
public key pk; of the client C; € S. The cor-
responding aggregated public key generation function
AgegPKGen(pk;, S) — pkg is defined as:

pks = [] pki = [] o°% = g=eies ™.
C,eS C,eSs

2) For the client C; € S, generate the corresponding sym-
metric key key; = H(pk{*) = H(g***), where H(-) is
the hash function such that H : G — {0,1}"* and &
is the bit length of the symmetric key. Then, the server
encrypts the current model parameter W by the symmetric
encryption algorithm (e.g., AES) as W} = SEjg.,, (W).
The corresponding symmetric encryption function is defined
as SE(pk;, o, H(-),W) — W},

3) Send (W}, pks) to each client C in the set S.

Once receiving (W, pks), each client C; € S first checks
whether pkg = pk; holds. If holds, it indicates that only C;
is online at present. Under these circumstances, it is unneces-
sary for C; to persist in uploading any data, as there is no
merit for C;. Otherwise, C; calculates key; = H(B°%) and

obtains W by decrypting the symmetric ciphertext W.* with key;.
The corresponding symmetric decryption operation is defined as
DSE(5, H(-), sk;, W) — W.

After that, C; trains the model W in several iterations with
local dataset D; to get the corresponding gradients V;. Note that
for the deep neural network with L layers, both W and V; actually
consist of L matrices, for example W = {W(l) € RmXni-1 }lL:p
where n; is the number of neural in the [-th layer. As we know,
any matrix can be represented with a vector, so we can transform
W and V; into the vectors, respectively, and the corresponding
dimensions are n (i.e., W, V,; € R™).

In order to protect the privacy of local training data, C; will
encrypt the local gradients V; = (V;1, Via, ..., Vin) before up-
loading them to the server. The details of the encryption function
Enc(V;, pkg, SysPara) — E(V;) are shown below.

e For the local gradient vector V;, compress it into a number
(denoted as V;) via a:
Vi=aiVi+aaVi+ - +a, Vi, <p, (2)

¢ Randomly choose Ti1, T2 € Zgq, and compute the cipher-
text (denoted as E(V;) = (Ei1, Eiz)) of V; as:

{E =+ %
Ei = (g™

mod p?
. (pks)rﬂ

Note that the random numbers 7;; and ;5 can differ for
different iterations.

mod p?, g" mod p?)

Finally, C; sends (@Z) = (E;1, E;2) to the server.

3.3 Model aggregation and decryption

Upon receiving the encrypted gradients from clients, the server
initially aggregates them and subsequently decrypts the aggregated
result via interaction with clients. Then, the server updates the
current model W for the next iteration. The following section
expounds on the above procedures in detail.
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Algorithm 1: The overall flow of our scheme

1 System initialization:

Server-side: The server performs the system parameter
generation function

SySGen(Kh K2) — (p, q, G7 9, ﬁa a, H())s
Server-side — Client-side: The server sends the system
parameter SysPara = (p, ¢, G, g, 8,a, H(-)) to all
clients;

Client-side: Each client C; performs the key generation
function KeyGen(pv q, Gv 9, ﬂa a) - (pk’L? Ski);
Client-side — Server-side: Each client C; sends pk; to
the server;

2 while The global model W does not converge do

3

e N S W

10
11
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14

15

16

17

18
19 end

Server-side: The server determines the set of online
clients S and conducts the aggregated public key
generation function AggPKGen(pk;, S) — pks
and the symmetric encryption function
SE(pk;, o, H(-), W) — W7,

Server-side — Client-side: The server sends
(W, pks) to each client C; in S

Client-side: C; checks whether pkg # pk; holds;

if pks # pk; then

for C; € S do

Perform the symmetric decryption operation
DSE(5, H(:), ski, W) — W ;

Train the model and obtain local gradients V;;

Perform the encryption function

~

Enc(V;, pkg, SysPara) — FE(V;);
Send the ciphertext (E;1, E;2) to the server;
end
Server-side: The server performs the challenge

~

generation function ChelGen(E(V,)) — R;
Server-side — Client-side: The server sends R
to all clients in S;
Client-side: C; € .S performs the response
generation function
ResGen(R,E(V;)) — T;;
Client-side — Server-side: C; sends T to the
server;

Server-side: The server performs the aggregation

~

function Agg(E(V;),T;) = (Fagg,d, T), and
then executes the decryption function
Dec(Fag4q4,d, T, ) — V. After that, the server
calls Algorithm [2|to extract aggregated gradients
V from V. Finally, the server updates W with

Eq. (1)

end

1y

2)

3)

4)

5

Challenge generation: ChelGen(E(V;)) — R. With the
ciphertext Ej» = (¢g"2 mod p?, g" - (pks)™2 mod p?),
the server generates a challenge R as:

R= H g"? mod p? = chiesTﬂ mod p?.
c;eS
Then, the server sends R to all clients in Lhe set S.
Response generation: ResGen(R, E(V;)) — T;. After

receiving the challenge R, the client C; € S calculates a
response, denoted as 7;:

T = Rski _ (gch‘,es Tm)ski mod p2.

Then, C; sends T; to the server.
After receiving the responses of all clients in S, the server
first performs the aggregation operation. The corresponding
aggregation function Agg(E(V;),T;) = (Eagg,d,T) is
defined as follows:
Eagg= [[ b+ 1DY'A™ mod p?

C;eS

=(p+ 1)Zcies Vi, gazcies Tl mod p27

d= H g"' - (pks)™2  mod p?
c;es

_ gZCiGS ri1 | (pks)zcies T2 od p2’

T=1[ 7= 1I[ " modp
c;,eS C;eS
_ (chies Ti2)2cies ski mod p2.

Then, the server performs the decryption operations with its
own private key «. The corresponding decryption function
Dec(Eaq44,d,T, ) = V is shown below:

d
? _ chiesnl mod p27
V=L|E N e 2 = Vi
— Agg T mod p - ZC{ES 2]
where L(z) = %. According to Eq. @), V = Ycies Vi

can be represented as:

V=a > Viat+azd Vit+-tan Y, Vi
cies cies cies

By invoking the Algorithm [2| the server can recover the
aggregated data V = (V1,Va,...,V,), where for j €
{1, 2, . ,’/l}, Vj = ZCgES vv]

Finally, according to Eq. (I, the server performs the update
operation with the aggregated data V = (V1,Va,...,V,)
to obtain the updated global model parameter V.

Remark 1 (The correctness of recovering V). Because V ,qz
is the maximum value of gradient, i.e., Vmar > Vi;Vij,
where i € {1,2,...,N} and j € {1,2,...,n}, we have
Vi =3ics Vij £ SVimaz < NVnaa, which indicates

~

V:a1V1+a2Vi+~-~+anVn
S alNVmaac + GZNVmax +--+ aanmaz

=3 4NV
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Algorithm 2: Recover the Aggregated Gradient
Data: V =a1V1 +aVa+---+a,V, and a
super- 1ncreasmg sequencea = (a; =1, ,ay)
with ZJ 1 aJV < aj, Yoy a;Vj < p,for
=2,
Output: (Vl, Vg, e
1 Sett, =V;
2 fori =nto 2 do
3 ti—l = ti mod Q;,
4 V= ti_ti—l;
5
6
7

V).

a;
end
Vi =t

return (V1,Va, -+, V,)

As defined in Section Z\?:l a;jNVae < p, S0 we have
V < p. That is, the data V meets the message space of the
encryption algorithm and can be correctly decrypted by running
Dec(Eag4q4,d, T, ).

Next, we show how to obtain (V1,Va,..., V) from v by
running algorithm Bl More specifically, in algonthm Bl given
the V as input, we first set t, = V. Since Z a]V <
Zj 10NV iae < a;, we have

a1Vi+asVao+ - 4+ a,-1Vy_1 < Ay,

Therefore, t,_1 = t, moda, = a1Vy + a2Vo--- +
an—_1Vn_1, and we can obtain the gradient

tn - tnfl _ anvn v/
- — Vn

a’TL a n

With the similar procedure, we can also prove each V; =
YoiesVij for j = 1,2,...,n — 1. As a result, we prove
the server can obtain the correct aggregated local gradient

V =(V1,Va,..., Vo)

3.4 Extension

As we are all aware, the dimension of the deep model parameter
is extensive. Thus, it is almost insurmountable to compress such
high-dimensional data into one at a time, owing to the message
space constraint in the encryption algorithm. Therefore, in this
section, we extend our scheme to preclude overflows in ciphertext
additions.

More specifically, if the merged data @Z > p, then we can
split V; = (Vi1, Via, . .., Vi) into multiple small segments and
compress each segment into the 1-D data by the super-increasing
vector a, denoted as V; = (Vzl,Vzg, o V w), Where V;; =
a1V jk—k+1+ a2V jr—pt2 +- -+ akvi,jk <pforj € [1,u]
and v = [7] is the number of split segments. To this end, the
difference between the basic version and the extension is that in
the system initialization, the server needs to generate u pairs of
private and public keys, denoted as & = (ay, a9, -+ ,q,) and
ﬁ = ($1, P2, , Pu) where 8; = g, and then sends the system
parameter SysPara = (p, q,G, g, 5 ,a) to clients.

After computing the local gradient V., each client C; com-
presses V; into Vl, and then conducts the encryption function
Enc(V;, pkg, SysPara) to obtain E(V;) = (Eiy, Eiy), where

6
Eq = (E(Vi1),E(Vi2),...,E(V)) and Ejy are generated
as:
B(Vij) = (p+ 1) - 85" mod p?, for j€[1,u]
Eip = (¢"* mod p?, g™ - (pks)"* mod p?)

Then, the remaining steps are almost the same as the Section
@] in the basic version. Obviously, in this case, the number of
ciphertexts is u + 2. It is worth noting that we can directly use the
original variant ElGamal to encrypt V; = (Vzl, Via, - VW,)
as (g“ﬂ,g ii . (pkg)™ii) for j € [1,u], which can still be
decrypted correctly by our decryption function. Obviously, the
number of ciphertexts generated in this way is 2u, which is larger
than u + 2 when u > 2. Therefore, our skillful modification
offers two distinct advantages:

o Exclusively the server can decrypt the aggregated result,
which is more secure than secret sharing-based schemes
that overlook safeguarding the aggregated result.

e For deep models with large-scale parameters (i.e., u is
relatively large), computational costs and communication
overhead are significantly diminished, as compared to the
naive encryption algorithm.

4 SECURITY AND FAULT TOLERANCE ANALYSIS

This section commences by analyzing the security properties
of our scheme. Subsequently, we demonstrate the robustness in
tolerating dropped clients.

4.1

In particular, adhering to the design goals elucidated in Section
our security analysis encompasses three aspects: 1) The
privacy-preservation of individual local gradient, 2) The privacy-
preservation of the aggregated result, and 3) The robustness
against collusion.

Security analysis

4.1.1 Privacy-preservation of individual local gradient

This segment concentrates on how our proposed scheme can
thwart both the internal adversary (the server and curious clients)
and the external eavesdropper from acquiring the local gradient
of a specific client. Before delving into the specifics, we would
like to provide some relevant complexity assumptions [27], which
substantiate the security proof of our scheme.

Definition 1 (Discrete Logarithm (DL) Problem). The DL prob-
lem in G is stated as follows: given B € G, compute o € Zg such

that B = g°.

Definition 2 (Computational Diffie-Hellman (CDH) Problem).
The CDH problem in G is stated as follows: Given g, g%, ¢°* € G
for unknown a,b € Zq, compute gt

Definition 3 (Decisional Diffie-Hellman (DDH) assumption). The
DDH assumption in G is stated as: given (g, g%, g°,w) for g € G,
w € G and unknown a,b € Zg, no probabilistic, polynomial-time
algorithm B can determine whether w = ¢®° or a random element
from G with more than a negligible function negl(k), i.e.,

DDH — Advg =| Pr[B(g, g%, ¢°, g*) = 1]
—Pr[B(g, 9%, 9", w) = 1]| < negl(r).

In what follows, we show the details of the semantic security
of our proposed scheme. Without loss of generality, we suppose
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the adversary .4 (maybe an external eavesdropper, the server, or
the client C;) tries to obtain the client C;’s local gradient V;. As
described in Section [3} the client C; needs to uploads the public
key Pk; = g°¥i, the ciphertext E(V;) and the response T; =
Rski, Obviously, given g, R, Pk; = gSk'i and T, = R*%, A
cannot obtain the private key sk; from Pk; and T; due to the
difficulty of solving the DL problem (see Definition E]).ATherefore,

we focus on analyzing the security of the ciphertext £(V,), which
is encrypted as:

{Eu = (p+1)Y -5 mod p?,

Ei = (g"> mod p* ¢ - (pks)™ mod p?),

where 7;1 and 7;2 are randomly chosen from Zq;

If an adversary A wants to obtain (p + 1)Vi, then A needs
to know (71, Note that 5 = ¢g“ and « is selected by the server,
so if A (corrupting the server) obtains ¢g"', then "' can be
calculated as 71 = (¢"1)* = (g®)"t. As a result, the core of
the security in our scheme comes down to whether A can obtain
g"**. Obviously, g"** can be regarded as the plaintext m, which is
encrypted in the ciphertext F;o. Therefore, in the following parts,
we focus on the security analysis of the ciphertext F;s. Since
pks = gZCi esski we directly let skg = zcies sk;, then E;o
can be simplified as E;z = (g"2,m - g°Fs7i2), where m = g"it.
The corresponding security is given in Theorem [T}

Theorem 1. Our proposed scheme is semantically secure against
the chosen-plaintext attack under the DDH assumption.

Proof. Suppose a polynomial-time adversary A (maybe the server,
aclient C; or an external eavesdropper) can attack our scheme with
advantage €(x), then we can build an algorithm B that can break
the DDH problem with the same advantage as follows.

e Init: Given the parameters (p,q,G,g,gr,g‘SkS,w)ﬂ B
sets pkg = ¢°Fs, and gives the public parameters
(r,4,G, g, pks) to A.

e Challenge: A selects two messages mg,m; € G, and
then submits them to B. B flips a fair binary coin b, and
returns an encryption of my € {mg, m1 }. The ciphertext
is output as

Ey= (9", mp - w).

e Guess: A outputs a guess b* of b. If b* = b, BB outputs
1 to indicate that w = gT'SkS ; Otherwise, B outputs 0 to
indicate that w is a random element from G (i.e., w = g*
for random = € Zg).

When w = ¢"'**s, then A sees a proper encryption of my,
ie., Ey = (¢, mpg"**s) = (g", mp(pks)"). The advantage of
A is €(k) by definition, i.e., A can obtain m;, with advantage €(x)
from the ciphertext Ej, so we have PrlA(b* = b)] = 1 + €(k).
Since B outputs 1 exactly when the output b* of A is equal to b,
we have

Pr [B (9797",93’“5,9’"'3’“5) = 1] = Pr{A(b" = b)] = %Jre(fﬂ)-

When w = g% is a random element from G, then F;, =
(9", mpg™) is not an actual encryption scheme (i.e., mpg” is

T

1. Note that the super-increasing vector a is used for compressing a vector
into the data to reduce the computational and communication overheads. The
corresponding operation is performed in the plaintext domain, so it has nothing
to do with security, and can be ignored here. In addition, the parameter (3 is
not included in the ciphertext E;2, and thus we ignore it here.

7

a random element of G from A’s view), which means that
A gains no information about b except blinding guess. Hence,
Pr[A(b* = b)] = 1, which implies that
1
Pr [B (979395’“5,91) = 1} = Pr{A(b" =b)] = 5.
Therefore, we can obtain that
DDH — Advg =|Pr[B(g, 9", g‘gks , gr"gks) =1]

- Pr[B(g’gT’gsks’gI) = 1”

1 1
=13 +€(k) — o= €(k),
which implies that €(x) < negl(x) with Definition O

From the Theorem[I} we can know that A cannot obtain g"*
from the ciphertext F;5, which implies that A cannot compute
B7i1 even if the server knows a. It is worth noting that neither
external eavesdroppers nor clients know about ¢, so it is even less
likely for them to get 5" compared with the server. Therefore,
our scheme can ensure any adversary including the internal partic-
ipants (i.e., the server or the client C; for j # i) and the external
eavesdropper cannot get V; of a particular client C;.

4.1.2 Privacy-preservation of aggregated result

To our knowledge, many state-of-the-art secure aggregated works
[I13], [28] do not take into account the privacy-preservation of the
aggregated result. In other words, any adversary other than the
server, such as eavesdroppers or curious clients, can obtain the
aggregated results, as long as they have access to the uploaded
data. Contrarily, our designed scheme in this paper circumvents
this situation by ensuring that only the server can decrypt the
aggregated encrypted gradient.

Theorem 2. The aggregated gradient is semantically secure
against the chosen-plaintext attack launched by curious clients
or eavesdroppers under the DDH assumption.

Proof. Suppose an adversary A (e.g., eavesdroppers or curi-
ous clients) can obtain the data communicated between each
client ang the server. In this case, A can obtain pkg, R
and {E(V;),Ti}c,es. Obviously, A can perform the aggrega-
tion function Agg(E(V;),T;) — (FEagg,d,T), and compute
d/T to get g>-cies™ Thus, the crux is that given (p +
l)zciEs Vi, gAO‘ZCiEs "1 and chies i1 whether A can recover
(p+ 1)2@65 Vi Note that 3 = g® is the public key, which can be
obtained by .A. Hence, the problem comes down to given g* and
g>cies "1 whether A can decrypt (p+1)>cies Vi. gt c;es i
or not. Obviously, this problem can be attributed to the DDH
problem. Therefore, similar to the proof of Theorem [T} the value
(p+1)>cies Vi.g@2c,es Tt meets the semantically secure under
the DDH assumption. The details of the proof are omitted due to
the page limitation. O

It is noteworthy that our scheme offers the advantage of
ensuring that when the model is well-trained, only the server can
access the well-trained model and provide the prediction service

ﬂ This scenario is quite common in real-world applications.

2. During the model training, the server sends the encrypted model W*
to each client C; € S and only the client in S can decrypt the symmetric
ciphertext to obtain W (i.e., other offline clients and eavesdroppers cannot get
W). Although these clients can obtain the global model W, this model is the
result of an intermediate process rather than the final well-trained model. Thus,
its leakage will not affect the final result too much.
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For example, when the server is a service provider and clients
are data providers, the server wants to offer prediction services
based on a well-trained deep model. Evidently, this well-trained
deep model is a valuable asset, which must be safeguarded
from disclosure. However, the prerequisite is that the server
must compensate the data provider to generate this model. It is
apparent that data providers will not allow their training data to be
leaked, as training data is their property and involves their privacy.
For example, the training architecture of the privileged party is
introduced in [29], where the privileged party dominates the model
training, and only the privileged party can recover the final model.
Clearly, in our scheme, the server is akin to the privileged party.

4.1.3 Robustness against collusion

As stipulated in the Threat Model, the server may collude with
some clients to jointly obtain the local gradients of other clients,
thereby enhancing the attack capability. Thus, in this section, we
demonstrate how our scheme can thwart collusion between the
server and curious clients.

Theorem 3. Our scheme guarantees the privacy-preservation of
the individual local gradient as long as any two online clients do
not collude, i.e., our scheme can withstand collusion between the
server and up to any N — 2 clients.

Proof. Without loss of generality, let’s assume that two online
clients C; and Cj do not collude, whereas the remaining N — 2
clients collude with the server to try to obtain the local gradients
of C; and C;. As proved in Theoreml |1} neither the server nor the
client can obtain V; or V from E(V;) or E (V ), respectively.
Thus, they have to address it from other transmitted data. Note
that since N — |S| dropped clients would not join the model
training, they are clearly unlikely to breach the privacy guarantee,
regardless of whether they collude or not. Therefore, we only
consider the case where online |S| — 2 curious clients (i.e.,
S/{C;,C;}) collude with the server for simplicity. In this scenario,
these clients can collaborate to compute > o g /{Ci.C;} sky, and
che S/{Ci,C;) TR b °| which are then sent to the server. However,
although the colluded client Cj, wants to obtain V; of a particular
client C;, its own local gradient V, should remain protected from
others. Hence, Cy, does not directly sends skj, and 72 to the server
El In this situation, besides the normal execution of the protocol,
the server calculates the following values without the awareness
of C; and C;.

Bigj = (p+1)Vigm - (p+ 1)V g
— (p 4 1)§i+§j .ga(Ti1+le)
digj = g™ - (Pks)"™ - g™
— gTi1+Tj1(ka
E&] — j_; . T] — Rsk:i . Rskj — (gzckes "'kQ)SkiJrSkj.

mod p?,

. (pks)rﬂ
)Ti2+7“j2 — gTi1+Tj1 (QZCkes 5kk)""i2+7‘j2

3. The simple way is that all colluded clients send their parameters to one
client (such as Ci,) for computing. It is worth noting that even though Cy, knows
other client’s secret parameters, for example Cy’s sk and 73, it still cannot
obtain (p+ 1)Vl Specifically, given E(Vl) 719 and Sklg, Cj, can obtain g1
by computing g™ (pk2) =712 After that, given 3 = g* and g"1, it cannot
obtain 57!1 due to the difﬁculty of solving the CDH problem (see Definition
. Thereby, Cj, cannot get (p + 1)Vt from Ey;.

4. Obviously, if the server knows sk;C and 72, then it can compute ka“.
Tk2 _

Thereby it can directly obtain (p + 1)v by computing g"*1pkg*? /pk g
g™k and By /(g™1)* = (p+ 1)V,

8

Obviously, ¢"*T7i1 cannot be deduced from ﬁ Thus, the
server also needs to calculate the followmg values using

D oces/{cic;t Sk and 3¢ cg i, 00y T2

dig; = digj - (9" - g"7%) epes/teueyy b
18]
— gTi1+T‘jlg(Ski+Sk‘j)(’l"i2+7"j2)
;= Tigej - (Pki -pkj)izckes”ciycﬂ ke
_ g(ski-l—skj)(?”iz-l-?jz).

= grittTil With
=+
l)v i+Vs . Obviously, these colluded participants can only obtain
the aggregated result V + V rather than the individual gradient
61‘ or 6, Therefore, our scheme is resistant to collusion between
the server and up to N — 2 clients. O

Thereby, the server can compute dy, J/
the secret «, the server calculates Fjg; / ( “1+T71)

4.2 Robustness in tolerating dropped clients

In this part, we demonstrate the robustness of our scheme in
tolerating dropped clients, as described in Theorem [4]

Theorem 4. Our proposed scheme is capable of achieving robust-
ness in tolerating up to N — 2 dropped clients.

Proof. As outlined in Section [3.2] the server needs to initially
identify the clients who can participate in the model training
and decryption, i.e., determine the set S of online clients. Sub-
sequently, only the clients in S (i.e., online clients) will perform
the subsequent model training and aggregation. Therefore, based
on the correctness of recovering the aggregated gradient V (see
the Remark [I), our proposed scheme is robust for the dropped
clients. Next, we explain why the up-bound number of dropped
clients is N — 2 instead of N — 1. Consider the case where
the number of clients in set S is 1 (i.e., N — 1 clients cannot
participate in the current iteration of model training), without
loss of generality, let S = {C;}, then the aggregated public
key is pks = pky = g°¥1. In this scenario, only C; uploads
the ciphertext £(V1) = (F11, E12). The server then generates
R = g¢g"2 and forwards it to Cy. following which C; computes
T, = Rs%1 = g“”k1 and sends it to the server. In this case, the
server can obtain the aggregated result as:

Qaril

mod p?

ski-r12

Eagg=FEii =+ 1)v1 g
d=g" - (pks)2 =g - g
T="T =gk,

The server can obtain 61, which is the local gradient of Cy, by
computing L(E 4,44 - (d/T)™* mod p?) with the private key a.
In other words, if the number of clients in set S is 1, then the
corresponding client’s local gradient will be exposed. That’s why
we need each client C; to check whether pkg = pk; holds after
receiving the aggregated public key pks (see Section [3.2). If it
holds, C; will discontinue the following operations for privacy
preservation. As a result, we need to limit the up-bound number
of dropped clients to N — 2 to preserve the privacy of the local
gradient of a single client. O
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TABLE 2: Comparison of Security for secure Aggregation Schemes.

Scheme [|13]] Scheme [28]] Scheme [8]] Scheme [30] Our scheme
Without trusted third party participation v v X X v
Client-defined private key v v X v v
Confidentiality of individual users v v v v v
Decryption right of the aggregated result X X Clients X Server
Privacy guarantee against colluding clients t—1 t—1 X t—1 N -2
Robustness against dropped clients N —t N —t N -2 N —t N -2

As analyzed in [13], it is best to set ¢t > L%‘ + 1] for the privacy consideration, and thus the schemes [[13]}, [28]], [30] can only tolerate a relatively

small number of dropped clients.

4.3 Comparison

In this section, we list a comparison of the privacy and robustness
in tolerating dropped clients of the state-of-the-art secure aggre-
gation schemes in Table [2| where v'and X indicate satisfaction
and dissatisfaction, respectively. Before discussing the comparison
result, we briefly introduce these five schemes. Schemes [[13]
and [28]] are designed using the (¢, n)-threshold secret sharing
technique, while both schemes [8] and our scheme are based on
the additive homomorphic encryption technique. Scheme [30] is
introduced by combining these two techniques, where the (¢,n)-
threshold secret sharing technique and the additive homomorphic
encryption technique are used for private key distribution and
secure additive aggregation, respectively.

First of all, since the primary goal of secure aggregation in
federated learning is to safeguard the local gradient, all schemes
naturally ensure the confidentiality of individual clients.

For the two secret sharing-based schemes [[13]] and [28]], the
(t,n)-threshold secret sharing technique enables clients to select
their own private keys and distribute the shares of the private key
to other clients, allowing both schemes to satisfy the properties of
no trusted third-party participation and client-defined private key.
Additionally, as long as ¢ encrypted gradients are received, the ag-
gregated result can be obtained. Thus, neither of the two schemes
considers the decryption right of the aggregated result, meaning
that anyone who obtains ¢ encrypted gradients can recover the
aggregated result. However, as we know, (¢, n)-threshold secret
sharing-based schemes must balance the trade-off between privacy
guarantee against colluding clients (i.e., up to ¢ — 1 colluding
clients) and robustness against dropped clients (i.e., up to N — ¢
clients). That is, these schemes increase the privacy guarantee by
reducing the robustness against dropped clients and vice versa.

For two homomorphic encryption-based schemes 8] and [30],
scheme [8] requires the selection of a private key sk that is shared
among all clients. The simplest way to accomplish this is to
introduce a trusted third party. Similar to scheme [8[], scheme
[30] selects a private key sk during system initialization and
computes the corresponding N shares {sk1, ska, ..., skxy} using
the secret sharing technique, and then distribute sk; to the client
C;. To ensure privacy, a trusted third party must be introduced to
complete this operation. As a result, both schemes cannot satisfy
the property of no trusted third-party participation. Since all clients
share a private key, scheme [8] cannot satisfy the property of the
client-defined private key. Additionally, similar to [13] and [2§]],
scheme [30] cannot satisfy the decryption right of the aggregated
result while facing the trade-off between privacy guarantee against
colluding clients and robustness against dropped clients. In [30],
only clients have the shared private key, and thus only clients can

decrypt the aggregation result, meaning that the decryption right
of the aggregated result is the clients. However, due to the shared
private key, [30] cannot tolerate collusion between the server and
clients. This means that if one client is compromised, the privacy
of other clients cannot be guaranteed. Fortunately, this scheme can
achieve robustness against up to N — 2 dropped clients, which is
more flexible than the other three schemes.

As described in Section [3| the system initialization of our
scheme is conducted by the server, and clients are free to choose
their own public and private keys. Thus, our scheme satisfies the
properties of no trusted third-party participation and client-defined
private key. As analyzed in Sectionfd] the Theorem 2] demonstrates
that only the server can decrypt the aggregated result, which
implies that the decryption right of the aggregation result belongs
to the server. Furthermore, the Theorems [3] and [] show that our
scheme can withstand up to /N — 2 colluded clients and tolerate up
to N — 2 dropped clients. Most notably, compared with the secret
sharing-based schemes [[13], [28]], [30]], our scheme does not face
the trade-off between privacy and dropout-tolerant robustness.

5 PERFORMANCE EVALUATION

In this section, we analyze our scheme through simulation and
compare it with the most related work [30] (referred to as
PCFL), as well as a non-private federated learning scheme (i.e.,
FedAvg [31]), in terms of model accuracy, computational costs,
and communication overhead. We conduct experiments using the
Torch libraries [32] on an Ubuntu system equipped with an Intel
Xeon CPU and TITAIXP GPU. In the simulation, we establish
a federated learning system with 10 clients to train a CNN
model using the MNIST dataset, Cifarl0 dataset, and Cifar100
dataset, respectively. Prior to model upload, each client trains the
local model for 5 rounds with a learning rate of 0.01. In our
experiments, we set k1 = 512 bits and k9 = 256 bits for security
requirements.

5.1

We compare the training accuracy of our scheme to the PCFL
[30] and FedAvg [31] under different epochs in Fig. Q The
figure shows that all three schemes converge almost within the
same epoch, but the training accuracies for both our scheme and
PCFL [30] on MNIST, Cifarl0, and Cifar100 are lower than
the non-private federated learning scheme FedAvg [31]. It is
worth noting that neither our scheme nor PCFL [30] theoretically
loses accuracy since homomorphic encryption and secret sharing
techniques are lossless privacy-preserving methods. However, by
observing the figure, we can conclude that both our scheme

Comparison of training accuracy
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Fig. 2: The accuracy result on different datasets

and PCFL [30] do experience some loss in training accuracy.
This is because local gradients are real numbers, while privacy-
preserving methods are performed in an integer domain. In order
to implement privacy-preserving methods successfully in secure
aggregation, real numbers must be converted to integers, which
inevitably results in precision loss during the rounding of real
numbers [33]. Fortunately, this accuracy loss can be minimized
by designing an appropriate conversion method, which we plan to
discuss in our future work.

5.2 Comparison of computational costs

We depict the comparison of computational costs in Fig. [3} From
the figure, it is evident that as the number of gradients increases
(i.e., ranging in size from 10,000 to 40,000), the running times
of both our schemes and PCFL [30|] gradually increase and are
larger than that of FedAvg [31]. Additionally, compared to PCFL
[30], our scheme achieves almost 2x improvement in computa-
tional costs. It is widely acknowledged that the introduction of
privacy preservation inevitably sacrifices computational efficiency,
which explains why the running times of both secure aggregation
schemes are greater than that of non-private FedAvg [31]. Notably,
our scheme introduces a super-increasing sequence to compress
multidimensional gradients into 1-D, significantly reducing the
number of encryption and decryption operations. In essence, our
scheme performs u = [%1 € [1,n] E]encryption and decryption
operations, while PCFL [30] has to perform 7n encryption and
decryption operations. Consequently, the computational efficiency
of our scheme is much better than that of PCFL [30].

5.3 Comparison of communication overhead

We illustrate the comparison of communication overhead in Fig.
which demonstrates that the communication overheads of both
our scheme and the non-private FedAvg [31] are nearly equal and
much smaller than that of PCFL [30]]. Furthermore, the communi-
cation advantage of our scheme becomes even more apparent as
the number of model gradients increases. The main reason also
owns to the introduction of the super-increasing sequence and
the expansion of the plaintext space that can be processed for
encryption and decryption.

More specifically, because of the expansion of the plaintext
space, the dimension that can be compressed is larger, i.e., k

5. Note that u is usually much less than n since our scheme allows larger
message space, resulting in a larger split interval k.

becomes larger. Thus, when both n and k increase, the growth
rate of our scheme’s ciphertext (i.e., the number of ciphertexts is
[#1) is evidently lower than that of PCFL [30] (i.e., the number
of ciphertexts is n).

Overall, the efficiency advantages of our scheme will be-
come increasingly prominent as the number of model parame-
ters increases, as compared to the state-of-the-art homomorphic
encryption-based secure aggregation schemes.

6 RELATED WORK

The concept of federated learning was first introduced by Google
in 2016 [2]] as a solution to privacy leaks for distributed data
providers. The central idea of federated learning is that, under
the orchestration of a central server, numerous distributed data
providers (also referred to as “client”) collaborate locally to train
a shared global model without uploading local training data to the
data center [34]. The most popular implementation of federated
learning is based on iterative model averaging, known as FedAvg
[31]]. In FedAvg, many clients locally train the model with local
data to obtain the local gradient and send it to the server. The
server then aggregates (e.g., calculates the weighted average of
local gradients) all received local gradients to update the global
model. Subsequently, various federated learning schemes [35]
and implementations [36], [37] have been presented based on
the FedAvg. However, recent studies [6], [7] have proved that
federated learning still suffers from privacy leakage. For example,
[[6] showed that the adversary is capable of reconstructing the
training data from the transmitted local gradient.

To enhance the privacy preservation of each client’s training
data, numerous secure aggregation schemes for federated learning
have been researched [8[|-[|11]], [13], [[18]], [30]. The core concept
behind these schemes was for each client to encrypt the local
gradient before uploading it, with the server conducting the aggre-
gation on the encrypted gradients. Consequently, the server could
obtain no information other than aggregated results. More specif-
ically, these secure aggregation schemes were primarily designed
based on two cryptographic techniques: additive homomorphic
encryption (HE) technique [16]] and (¢, n)-threshold secret sharing
technique [17]. Unfortunately, these existing secure aggregation
schemes had numerous drawbacks, which significantly hindered
their practical application. For example, in the additive HE-based
secure aggregation schemes [8]—[11]], [18]], all clients shared a
pair of public and private keys, and encrypted local gradient with
the same public key. Clearly, once a client was compromised by
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the adversary, this system was no longer secure. To overcome
this disadvantage, [30], [38], [39]] considered assigning different
keys to different clients, allowing each client to encrypt the local
gradient with its own public key using the same additive HE
algorithm. These schemes employed the (¢,n)-threshold secret
sharing technique to assign different private keys to different
clients, given a system private key. As long as more than ¢ clients’
encrypted gradients were aggregated, the server could obtain the
aggregated result. However, these existing HE-based schemes
required a trusted third party to complete key generation, and
suffered from a significant computational cost and communication
overhead, particularly for deep models with a large number of
parameters.

To achieve better efficiency, several secure aggregation
schemes [[13]-[|15] have solely relied on the (¢, n)-threshold secret
sharing technique. In these schemes, each client randomly selected
two secret values as private keys and created additive shares
for them. They subsequently distributed these additive shares
among each other and used them to mask the local gradient
for privacy preservation. Indeed, these schemes allowed for a
maximum of N — ¢ dropped clients or ¢ — 1 colluded clients,
which creates a trade-off between security and dropout-resiliency
guarantee. Furthermore, when no more than N — ¢ dropped
clients were present, the remaining online clients would have to
upload additional secret shares to aid the server in recovering
aggregated gradients. Unfortunately, each client was required to
store 2N secret additive shares. Furthermore, when two secret

values were chosen differently for different iterations, all clients
were compelled to compute the corresponding additive shares and
transmit them to one another. This operation would obviously
increase the extra interactive time and communication overhead.
Additionally, these secret sharing-based schemes did not consider
the privacy preservation of the aggregated result. In other words,
any adversary (not just the server) could obtain the aggregated
result once the transmitted data was obtained.

To the best of our knowledge, it is still a challenge to develop
an efficient secure aggregation scheme that offers support for
client self-selected keys, robustness against collusion attacks, and
robustness in tolerating dropped clients.

7 CONCLUSION

This paper introduces an efficient and multi-private key secure
aggregation scheme for federated learning. Unlike most homo-
morphic encryption-based schemes, our scheme does not rely on
a trusted third party to initialize the system. We have skillfully
designed a secure interactive protocol that enables additive ho-
momorphic operation when clients are free to select their own
public/private keys, which greatly enhances the security of the
entire system. Additionally, we have thoughtfully designed en-
cryption/decryption operations and combined them with the super-
increasing vector to expand the plaintext space, thus reducing
the number of encryption/decryption operations and the number
of ciphertexts. Detailed security analyses show that our scheme
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achieves semantic security of both individual local gradients and
the aggregated result, while achieving optimal robustness in toler-
ating client collusion and dropped clients. Extensive performance
evaluations on three popular datasets demonstrate that our scheme
outperforms existing competing schemes in terms of computa-
tional and communication efficiencies.
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