
Heterophily-aware Social Bot Detection with Supervised
Contrastive Learning

Qi Wu
qiwu4512@gmail.com

University of Science and Technology
Of China

Hefei, China

Yingguang Yang
University of Science and Technology

Of China
Hefei, China

dao@mail.ustc.edu.cn

Buyun He
University of Science and Technology

Of China
Hefei, China

without_pain@163.com

Hao Liu
University of Science and Technology

Of China
Hefei, China

Xiang Wang
University of Science and Technology

Of China
Hefei, China

liuhao.2023@gmail.com

Yong Liao
University of Science and Technology

Of China
Hefei, China

yliao@ustc.edu.cn

Renyu Yang
Beihang University

Beijing, China
renyu.yang@buaa.edu.cn

Pengyuan Zhou
University of Science and Technology

Of China
Hefei, China

pyzhou@ustc.edu.cn

ABSTRACT
Detecting ever-evolving social bots has become increasingly chal-
lenging. Advanced bots tend to interact more with humans as a cam-
ouflage to evade detection. While graph-based detection methods
can exploit various relations in social networks to model node be-
haviors, the aggregated information from neighbors largely ignore
the inherent heterophily, i.e., the connections between different
classes of accounts. Message passing mechanism on heterophilic
edges can lead to feature mixture between bots and normal users,
resulting in more false negatives. In this paper, we present BotSCL,
a heterophily-aware contrastive learning framework that can adap-
tively differentiate neighbor representations of heterophilic rela-
tions while assimilating the representations of homophilic neigh-
bors. Specifically, we employ two graph augmentation methods
to generate different graph views and design a channel-wise and
attention-free encoder to overcome the limitation of neighbor infor-
mation summing. Supervised contrastive learning is used to guide
the encoder to aggregate class-specific information. Extensive ex-
periments on two social bot detection benchmarks demonstrate
that BotSCL outperforms baseline approaches including the state-
of-the-art bot detection approaches, partially heterophilic GNNs
and self-supervised contrast learning methods.

CCS CONCEPTS
• Computing methodologies→Machine learning; • Security
and privacy→ Social network security and privacy.

KEYWORDS
homophily and heterophily, Social bot detection, supervised con-
trastive learning, graph neural networks

1 INTRODUCTION
Social bots are automated accounts that are often used for mali-
cious purposes, such as spreading misinformation [9], promoting
extremism [19], and electoral interference [10, 17]. Bots have been
widely existing in social networks and continuously evolve to tackle
emerging detection techniques. A variety of advanced bot detec-
tion technologies safeguard the environment of social networks.
Approaches based on extracting distinctive characteristics from
Twitter accounts typically extracted tweets [22], metadata [3, 42],
and temporal features [6] and fed into various classifiers. Deep neu-
ral networks with different architectures are further designed to
improve classification performance. However, they fail to model the
diverse relationships (e.g., following, commenting, etc.) between
social accounts. Recent advancements in graph neural networks
based approaches [2, 12, 16, 44, 45] can better capture semantic
relationship information. A common practice is constructing a het-
erogeneous graph that contains different relations before using
a relational graph transformer to aggregate both intra-relational
and inter-relational information. Account feature information and
topological information can be therefore co-utilized to obtain richer
semantic embeddings with more comprehensive information.

However, most of the existing graph-based methods overlook
the negative impact of heterophily (i.e., the connections between
different classes of accounts). Recent investigations [11, 38] have
revealed that bots intentionally interacting more with humans in-
herently lead to adversarial properties of social bots: increased
influence of particular information and intentional evasion of detec-
tion [23]. Social bots can easily establish heterophilic relationship
with human beings by following normal user accounts or replying
to tweets of normal users. The information aggregation mechanism
used in the existing graph-based detection methods – often seen
as the sum of node representations in the neighborhood – tends
to make neighboring node representations similar. As shown in
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Figure 1: Illustration of Heterophily Influence. Message pass-
ing on heterophilic edges leads to feature mixing and classi-
fication boundary shift in social bot detection.

Figure 1, once homophilic and heterophilic interactions co-exist,
message passing through heterophilic edges will assimilate node
representations to those of the opposite class, leading to less distin-
guishable representations. As a result, such mixed representations
trained with their original labels ends up with shifted classification
boundary and increasing false positives.

Therefore, effective detection should make node representation
pertaining to the same class as similar as possible, whilst staying
away from other classes. Most of the existing works [2, 12, 16]
can only assimilate the representations of nodes belonging to dif-
ferent categories during message passing and thus harmful for
classification [30]. That is to say, we first need to further extend
previous relational graph neural networks in a way that enables
them to freely and adaptively promote both intra-class similarity
and inter-class differentiation among neighboring nodes. Super-
vised contrastive learning [20] is intrinsically the effective means to
characterizes inter-class discrimination. With this optimization ob-
jective, non-adjacent nodes of the same class are considered positive
pairs, and nodes tend to aggregate global class-specific information
rather than local information. In this way, it ensures that the node
representations after message passing are closer to the category
centers which is beneficial for weight matrix to classify.

In this paper, we propose BotSCL, a supervised contrastive social
bot detection framework that co-considers homophilic and het-
erophilic relations. We devise two graph augmentation methods
– including feature augmentation and topological structure aug-
mentation – to obtain different graph views. We then propose an
encoder to aggregate similar and different information on a per
feature channel basis. Supervised contrastive learning is exploited
in a cross-view manner to obtain class-consistent representations
between different graph views. Consequently, it compels the en-
coder to assimilate representations of homophilic neighbors while
differentiating representations from heterophilic neighbors.

In particular, this paper makes the following contributions:
• We first introduce and reveal the negative impact of het-
erophily on social bot detection, and experimentally validate
it.
• We propose a detection framework that aggregates similar
and differentiable information with the guidance of super-
vised contrastive learning.

• We conduct experiments on two social bot detection bench-
mark datasets. The results show that our model consistently
outperforms previous state-of-the-art methods.

2 RELATEDWORK
In this section, we will discuss relevant research on graph-based
social bot detection, graph neural networks for heterophilic graphs,
and contrastive learning (e.g., [12, 14, 26]).

2.1 Graph-based Social Bot Detection
Previous approaches to social bot detection primarily involve man-
ual analysis of collected data and extraction of distinctive charac-
teristics for input into diverse classifiers[41]. Subsequently, deep
neural networks with diverse architectures are developed to en-
hance classification performance[22, 39]. However, the detectability
of these characteristics is vulnerable to imitation and evasion by
social bots, rendering them ineffective over time. To tackle the
challenge of bot disguise, graph-based social bot detection methods
have been extensively studied and shown great success in social bot
detection with the advent of benchmark datasets that incorporate
graph information[13, 15].

[2] is the first attempt to introduce graph convolutional net-
works to take advantage of both the features of the accounts and
the structure of the relation graph, which takes Twitter users as
nodes. Satar [14] utilizes graph convolutional networks in a fea-
ture engineering manner and employs self-supervision to detect
social robots. Relational graph convolutional networks (R-GCNs)
[29] were used by [16] to aggregate information from different rela-
tions and [12] later improved it with additional relations and apply
graph transformer to better aggregate information from neighbors
adaptively. [44] proposed RoSGAS, a framework that leverages
heterogeneous information network to effectively model multiple
entities and relationships within a social network and performs
subgraph embedding with reinforcement learning for social bot
detection.

All of these methods are based on the assumption that both
humans and bots tend to interact more with the same class, and
classification benefits from smoothing the representations of neigh-
boring nodes. However, in reality, advanced bots can easily escape
graph-based detection by actively interacting with humans because
none of these approaches take heterophily into account. In this
paper, we propose a bot detection framework that recognizes the
negative impact of heterophilic relations between bots and humans
for more effective user representations to enhance the performance
of bot detection.

2.2 Heterophilic GNNs
Due to the widespread existence of heterophily, graph neural net-
works for graphs with heterophily have received significant at-
tention in recent years. Essentially, there are mainly two kinds of
approach: 1) Aggregation of non-local neighbor information. For
example, some techniques gather information from higher-order
neighbors [1, 48] and potential neighbors of the same class [28, 37]
to obtainmore intra-class information. 2) AdaptiveMessage Passing.
FAGCN [5] simultaneously aggregates high- and low-frequency in-
formation. GPRGNN [8] employs learnable weights for information
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aggregated from distinct hop neighbors. [25] argues that not all
heterophily edges are harmful for classification and proposes Adap-
tive Channel Mix (ACM) to adaptively aggregate self-information,
low-frequency information, and high-frequency information. De-
spite the emergence of numerous heterophilic GNNs, these methods
primarily focus on single-relation and undirected simple graphs,
particularly spectral-based GNNs. In social bot detection, bots ex-
hibit a higher tendency towards heterophily, while humans display
a higher inclination towards homophily, respectively. Therefore,
directly applying heterophilic GNNs to social bot detection may
not yield optimal results.

2.3 Contrastive Learning
Contrastive learning aims to learn an encoder that can generate
representations consistent with different views by attracting pos-
itive pairs and repelling negative pairs. Graph contrastive learn-
ing (GCL) extends the technique to graph domain and learns the
representations of nodes in a self-supervised manner due to rich
information implicitly existing in the connections between nodes.
GRACE [50] applies edge removal and feature mask to generate
augmented views and treat the same node in different views as
a positive pair. DGI [35] learns node representations by maximiz-
ing the mutual information between local and global embeddings.
However, self-supervised contrastive learning methods face class
collision problem – the representations of similar samples may be
far apart, while the representations of dissimilar samples may be
close [47]. Supervised contrastive learning [20] firstly applied in
computer vision field treats intra-class images as positive pairs,
while inter-class images as negative pairs. Thus, embeddings from
the same class are pulled closer than embeddings from different
classes. Because this property is opposite to the feature mixing
caused by message propagation on heterophilic edges, we utilize su-
pervised contrastive loss to train an encoder that can adapt to both
homophilic and heterophilic edges simultaneously to aggregate
information beneficial for further classification.

3 PRELIMINARIES
We first formulate the task of graph-based social bot detection, and
present an approach to measure the homophily and heterophily
degree. To aid discussion, Table 1 depicts the notations used in the
paper.

Definition 3.1. Graph-based Social Bot Detection. Previous
graph-based approaches for detecting social bots consider social
networking platform (e.g., Twitter) accounts as nodes and interac-
tive behaviors such as follower and following as edges. Social bot
detection can thus be considered as semi-supervised node classifi-
cation on an attributed multi-relational graph. We define this graph
as G = {V, E,X}, whereV = {𝑣𝑖 | 𝑖 = 1, 2, . . . , 𝑛} is the set of all
nodes, E represents the set of edges E = {E𝑟 = 𝑟 ∈ 1, 2, . . . , 𝑅}
formed by different relations and X is the feature matrix, each
row of which represents the feature vector of the corresponding
node. Total detection process is to use the graph G and the labels
of training nodes Ytrain to predict the labels of test nodes Ŷtest :

𝑓 (G, Ytrain ) → Ŷtest . (1)

Table 1: Glossary Of Notations

Notation Description

G;V; E; X Graph; Node set; Edge set; Node feature matrix
𝑣 ; 𝑒; The node 𝑣 ; The edge 𝑒;

𝑒𝑖 𝑗 ; 𝑥𝑡𝑖 The edge between node 𝑣𝑖 and 𝑣 𝑗 ; Node 𝑣𝑖 ’s feature
𝑟 ; 𝑅 The relation 𝑟 ; Total number of relations
E𝑟 Set of edges formed by the relation 𝑟

ℎ
{𝑙 }
𝑖

Hidden state of node 𝑣𝑖 at layer 𝑙
𝑦𝑖 ; Y Label of node 𝑣𝑖 ; Node label set
𝑦𝑖 ; Ŷ Predicted label for node 𝑣𝑖 ; Predicted label set

𝑐 A class of nodes in social network graph
ℎ𝑜𝑚𝑜 (·) A function to compute homophily ratio
ℎ𝑒𝑡𝑒𝑟𝑜 (·) A function to compute heterophily ratio
C(·) Class-aware graph augmentation function

𝑚E
𝑖 𝑗
;𝑀E The mask value of 𝑒𝑖 𝑗 ; Mask value of E
B(·) Bernoulli distribution

𝑊
{𝑙 }
𝑟 , 𝑏 {𝑙 } Learnable model parameters at layer {𝑙}

𝑄 {𝑙 } ; 𝐾 {𝑙 } Query weight for layer {𝑙} ; Key weight for layer {𝑙}
N𝑟 (𝑣𝑖 ) The neighborhood of node 𝑣𝑖 with regard to relation 𝑟
𝛼
{𝑙 }
𝑖 𝑗

The attention co-efficient for 𝑒𝑖 𝑗 at layer {𝑙}
⊙ Hadamard product operation
𝜎 Nonlinear activation function
𝑧𝑖 The representation of node 𝑣𝑖

𝑐𝑜𝑠 (·, ·) Cosine similarity function
𝜏 Temperature coefficient

Definition 3.2. Homophily and Heterophily Measure. To gain
a deeper insight into the extent of homophily and heterophily in
social bot detection, we further consider different relations, di-
rectionality, and classes on top of the previous metric [48]. The
class-aware homophily and heterophliy ratio of given graph G in
terms of relation 𝑟 can be defined as:

ℎ𝑜𝑚𝑜 (G, 𝑟 , 𝑐) =
��𝑒𝑖 𝑗 ∈ E𝑟 : 𝑦𝑖 = 𝑐,𝑦 𝑗 = 𝑐

����𝑒𝑖 𝑗 ∈ E𝑟 : 𝑦𝑖 = 𝑐
�� ,

ℎ𝑒𝑡𝑒𝑟𝑜 (G, 𝑟 , 𝑐) = 1 − ℎ𝑜𝑚𝑜 (G, 𝑟 , 𝑐),
(2)

where 𝑒𝑖 𝑗 represents the directed edge from node 𝑣𝑖 to 𝑣 𝑗 and 𝑐𝑖 is
the label of node 𝑣𝑖 , 0 for human and 1 for bot. In this measurement
setup, the edges are considered as the active behaviors of their start
nodes. For the reason that benchmark datasets may only include a
small proportion of labeled nodes, we only consider edges where
both the starting and ending nodes have labels in our calculations.

4 METHODOLOGY
This section presents the details of BotSCL. Same with the gen-
eral framework of contrastive learning, our framework consists of
a graph augmentor, an encoder, and a contrastive loss. The total
pipeline of BotSCL is shown in Figure 2. First, we use two graph
augmentation methods to generate two graph views. Then, nodes
aggregate similar information from homophilic neighbors and adap-
tively discriminate representations from heterophilic neighbors for
each relation. Lastly, node representations are learned through su-
pervised contrastive learning in a cross view manner. Our goal is to
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train an encoder that can learn effectively from both heterophilic
and homophilic edges.

4.1 Augmentor
Graph contrastive learning employs multiple graph augmentation
strategies, including edge addition, feature masking, and person-
alized pagerank diffusion, to generate various graph views [46].
It should be noted that not all graph augmentation methods can
be universally applicable to graphs with heterophily. [43] uses a
low-pass filter and high-pass filter to generate graph views for self-
supervised contrastive learning. However, this approach may result
in the absence of directional information on relations and higher-
order neighbor information. [24] first determines whether each
edge belongs to within-class or between-class, and then generates
a homophilic view and a heterophilic view for contrastive learning.
However, error propagation will inevitably happen. This paper aims
to use supervised contrastive learning loss to enable simultaneous
perception of both heterophilic and heterophilic edges, instead of
employing extra differentiation between the two.

As supervised contrastive learning leverages label information
during the training process, we propose a class-aware node shuf-
fling (CNS) graph augmentationmethod that randomly swaps nodes
belonging to the same class. By using this approach, one can learn
representations that are invariant to the neighborhood without ex-
cessively disrupting the graph structure. This graph augmentation
method can be implemented through intra-class feature swapping:

X̃ = C(X, Y𝑡𝑟𝑎𝑖𝑛). (3)

Additionally, we also employed a traditional graph augmentation
method, edge removing (ER), to augment the graph topology. The
edge removal method can be formulated as follows:

Ẽ = E ⊙ 𝑀E , (4)

where E is total edge set, each element of𝑀E ,𝑚E
𝑖 𝑗
stands for the

mask value of edge 𝑒𝑖 𝑗 and𝑚E𝑖 𝑗 ∼ B(1 − 𝑝𝑒), 𝑝𝑒 is the probability
to remove. Through the aforementioned two graph augmentation
methods, both the features and topological structure of the original
graph are augmented.

4.2 Encoder
4.2.1 Feature Fusion. Unlike other node classification tasks, the
input for the social bot detection task consists of features of different
types and dimensions. Therefore, it is necessary to use a multi-layer
perceptron (MLP) for each type of feature to align the dimensions
of feature vectors. Previous methods [12, 16] further concatenate
these different types of feature vectors and use another MLP to
obtain the input of the graph convolutional layer.

In this study, we use TransformerEncoder [33] for feature fusion
by treating the feature vectors of different types as token embed-
dings:

𝑥0𝑖 = 𝑇𝑟𝑎𝑛𝑠 𝑓 𝑜𝑟𝑚𝑒𝑟𝐸𝑛𝑐𝑜𝑑𝑒𝑟 ( [𝑥1𝑖 , 𝑥
2
𝑖 , . . . , 𝑥

𝑡
𝑖 ]), (5)

where 𝑥𝑡
𝑖
stands for the feature vector of 𝑡 type of node 𝑣𝑖 and 𝑥0𝑖 is

the concatenation of the TransformerEnocder outputs. On top of
that, we apply another MLP to 𝑥0

𝑖
and obtain the input of the graph

convolutional layer ℎ{0}
𝑖

:

ℎ
{0}
𝑖

= 𝜎 (𝑊𝐼𝑥
0
𝑖 + 𝑏𝐼 ), (6)

where𝑊𝐼 , 𝑏𝐼 are learnable parameters and 𝜎 (·) is a nonlinear acti-
vation function. Thanks to the mechanisms of self-attention and
residual connections in Transformer, we can obtain more semanti-
cally enriched node input representations.

4.2.2 Information aggregation. After obtaining different views,
BotSCL needs to use an encoder that can aggregate information
from similar and dissimilar neighbors in a distinguishable manner
to obtain node representations. In the spectral domain, GNNs based
on the homophily assumption can be viewed as low-pass filters,
while previous work [25] on graphs with heterophily has shown
that high-pass filters that capture differential information are more
effective for modeling heterophilic connections. On the other hand,
low-pass filtering can be achieved by aggregating information from
neighboring nodes, while high-pass filtering can be achieved by
differentiating neighbor representations in the spatial domain. This
can be formulated as:(

ℎ
{𝑙 }
𝑖

)
𝐿𝑜𝑤

=𝑊 {𝑙−1}
∑︁

𝑗∈N(𝑖 )

(
ℎ
{𝑙−1}
𝑖

+ ℎ{𝑙−1}
𝑗

)
,(

ℎ
{𝑙 }
𝑖

)
𝐻𝑖𝑔ℎ

=𝑊 {𝑙−1}
∑︁

𝑗∈N(𝑖 )

(
ℎ
{𝑙−1}
𝑖

− ℎ{𝑙−1}
𝑗

)
.

(7)

Inspired by the above, we design a channel-wise self-attention
mechanism to adaptively aggregate similar information from ho-
mophilic neighbors and differential information from heterophilic
neighbors. Specifically, given a central node 𝑣𝑖 ∈ 𝑉 and its arbitrary
neighbor 𝑣 𝑗 ∈ 𝑁𝑟 (𝑣𝑖 ), we first use a linear transformation and a
separate element-wise multiplication across channels to obtain the
query and key:

𝑞
{𝑙 }
𝑖

=𝑊
{𝑙 }
𝐴

ℎ
{𝑙−1}
𝑖

⊙ 𝑄 {𝑙 } ,

𝑘
{𝑙 }
𝑗

=𝑊
{𝑙 }
𝐴

ℎ
{𝑙−1}
𝑗

⊙ 𝐾 {𝑙 } ,
(8)

where𝑊 {𝑙 }
𝐴
∈ R𝑑𝑙−1×𝑑𝑙−1 is theweightmartix of layer 𝑙 ,𝑄 {𝑙 } , 𝐾 {𝑙 } ∈

R1×𝑑𝑙−1 are weight vectors for query and key and ⊙ denotes the
Hadamard product operation. 𝑞{𝑙 }

𝑗
and 𝑘 {𝑙 }

𝑖
can also be calculated

in the same way.
Then we calculate the channel-wise and pass-free attention co-

efficient 𝛼 {𝑙 }
𝑖 𝑗

for edge 𝑒𝑖 𝑗 :

𝛼
{𝑙 }
𝑖 𝑗

= 𝑡𝑎𝑛ℎ(
𝑞
{𝑙 }
𝑖
⊙ 𝑘 {𝑙 }

𝑗
+ 𝑞{𝑙 }

𝑗
⊙ 𝑘 {𝑙 }

𝑖

2
). (9)

It is worth noting that the obtained 𝛼 {𝑙 }
𝑖 𝑗

using the above calculation
method is direction- and relation-agnostic and can be also seen as
the embedding of edge 𝑒𝑖 𝑗 . Furthermore, due to the use of the
tanh activation function, any element in 𝛼 {𝑙 }

𝑖 𝑗
is in the range of [-1,

1], which breaks the previous restriction on the sum of neighbor
information.
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Figure 2: The proposed BotSCL framework.

Finally, we aggregate information from the neighbors using the
generated channel-wise weights 𝛼 {𝑙 }

𝑖 𝑗
to obtain 𝑙 layer node repre-

sentation ℎ{𝑙 }
𝑖

:

ℎ
𝑟,{𝑙 }
𝑖

=𝑊
{𝑙 }
𝑟 (𝜆{𝑙 }ℎ{𝑙−1}

𝑖
+

∑︁
𝑗∈𝑁𝑟 (𝑖 )

𝛼
{𝑙 }
𝑖 𝑗

|𝑁𝑟 (𝑖) |
⊙ ℎ{𝑙−1}

𝑗
), (10)

ℎ
{𝑙 }
𝑖

=
1
𝑅

𝑅∑︁
𝑟=1

ℎ
𝑟,{𝑙 }
𝑖

, (11)

where𝑊 {𝑙 }𝑟 ∈ R𝑑𝑙−1×𝑑𝑙 is the weight matrix for relation 𝑟 , and
|𝑁𝑟 (𝑣𝑖 ) | is the number of neighbor nodes on relation 𝑟 . Following
[5], we apply a hyperparameter 𝜆{𝑙 } to preserve the information
of the node itself. RGT [12] uses an attention mechanism to fuse
information from different relations, but here we trivially take the
average of information from different relations to avoid information
missing.

4.3 Contrastive Loss
Following the traditional contrastive learning framework, we use a
projection head consisting of two MLP layers to obtain 𝑧𝑖 :

𝑧𝑖 =𝑊2𝜎 (𝑊1ℎ
{𝐿}
𝑖
+ 𝑏1) + 𝑏2, (12)

where ℎ𝐿
𝑖
is the output of last layer 𝐿. Thus, we can obtain pro-

jections 𝑧𝛼
𝑖
and 𝑧𝛽

𝑖
of node 𝑣𝑖 in two graph views G𝛼 and G𝛽 in

respect.
Next, we use supervised contrastive learning as the objective

loss function for training. However, due to the fact that supervised
contrastive learning treats all nodes of the same class in different
views as positive pairs, it is prone to overfitting, where the repre-
sentations of all same-class training nodes become too similar and
cannot generalize to test nodes. To avoid overfitting, we use super-
vised contrastive learning in a cross-view manner. For a set of N

samples randomly sampled from the training nodes, we obtain the
projection of each node through the graph augmentation, encoder,
and projection head mentioned above. Taking node 𝑣𝑖 in graph view
G𝛼 as an example, we treat its projection and the projections of
same-class nodes in the other view as positive pairs, and those of
different-class nodes as negative pairs, to calculate the contrastive
loss between them:

L𝛼
𝑖 = − 1

𝑁𝑦𝑖

𝑁∑︁
𝑗=1

1𝑦𝑖=𝑦 𝑗
· 𝑙𝑜𝑔 𝑒

𝑐𝑜𝑠 (𝑧𝛼
𝑖
,𝑧
𝛽

𝑗
)/𝜏

𝑁∑
𝑘=1

𝑒𝑐𝑜𝑠 (𝑧
𝛼
𝑖
,𝑧
𝛽

𝑘
)/𝜏
, (13)

where 𝑁𝑦𝑖 represents the number of samples in the same class as
node 𝑣𝑖 among 𝑁 samples, 𝑐𝑜𝑠 (·, ·) function is used to calculate the
cosine similarity, and 𝜏 is the temperature coefficient which can
regulate the degree of distribution uniformity.

Finally, we calculate the loss for all nodes in the sampled set of
two views in the same way, and take the average:

L =
1
2𝑁

𝑁∑︁
𝑖=1
(L𝛼

𝑖 + L
𝛽

𝑖
) . (14)

Training Strategy. In this article, we follow the same two-stage
training mode as previous contrastive methods [35, 46, 50]. In the
first stage, we employ the aforementioned method to obtain node
representations and update parameters using L. Due to the preser-
vation of crucial class information in the original features [7], in
the second stage, we concatenate the encoder input H{0} and the
output H{𝐿} : H =

[
H{0} ∥H{𝐿}

]
∈ R𝑛×(𝑑0+𝑑𝐿 ) . Subsequently, we

employ a simple machine learning classifier, i.e., Logistic Regres-
sion (LR) for training and testing with H. Furthermore, due to the
imbalanced distribution of classes in social bot detection, i.e., signif-
icantly fewer labeled bots compared to humans, we assign different
weights to human and bot during the training process in the second
stage.
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Loss Comparison. In this paper, we delve into the different roles
of cross-entropy and supervised contrastive learning losses in mes-
sage passing. According to [31], GNNs designed for graphs with
heterophily may only act as low-pass filters due to non-uniform
distributions in terms of heterophily degree. We attribute this phe-
nomenon to the fact that cross-entropy may work well in cases
with a larger number of samples, but may perform poorly in some
exceptional situations, especially when training graph data has
non-uniform distributions at the feature and topological levels.
Relatively, contrastive loss is hardness-aware [36], which means
that during the optimization process, it automatically focuses more
on challenging negative samples. Furthermore, supervised con-
trastive learning, through the inclusion of labels, has the ability to
bring representations of the same class closer. thereby facilitating
the aggregation of more class-specific information through both
homophilic and heterophilic edges. In summary, compared to cross-
entropy, supervised contrastive learning is more capable of dealing
with abnormal distributions in terms of heterophily.

5 EXPERIMENTS
In this section, we answer the following research questions.
• RQ1: Does heterophily actually worsen the performance of
earlier social bot detection techniques?
• RQ2: Does BotSCL outperform state-of-the-art methods for
graph-based social bot detection?

Algorithm 1: The first training process of BotSCL
Input :a directed and multi-relation graph G = {V, E,X},

the labels of train nodes Ytrain, Training epochs
𝑁𝑒𝑝𝑜𝑐ℎ𝑠 , the number of layers in the encoder 𝐿

Output :node representations H
1 initialization;
2 generate two graph views G𝛼 and G𝛽 ← Equation (3-4);
3 for 𝑒 = 1, · · · , 𝑁𝑒𝑝𝑜𝑐ℎ𝑠 do
4 obtain H{0} ← Equation (5-6);
5 for each graph view do
6 for 𝑙 = 1, · · · , 𝐿 do
7 𝑞

{𝑙 }
𝑖
, 𝑞
{𝑙 }
𝑗
, 𝑘
{𝑙 }
𝑖
, 𝑘
{𝑙 }
𝑖
← Equation (8);

8 𝛼
{𝑙 }
𝑖 𝑗
← Equation (9);

9 for 𝑟 = 1, · · · , 𝑅 do
10 ℎ

𝑟,{𝑙 }
𝑖

← Equation (10);
11 end
12 ℎ

{𝑙 }
𝑖
← Equation (11);

13 end
14 obtain node representations H{𝐿} ;
15 end

16 𝑧𝛼
𝑖
, 𝑧

𝛽

𝑖
← Equation (12);

17 L ← Equation (13-14);
18 update parameters through backpropagation;
19 end

20 return H =

[
H{0} ∥H{𝐿}

]

• RQ3: How do the designed modules of BotSCL and different
graph augmentation methods enhance the prediction?
• RQ4: What is the performance of BotSCL with respect to
the hyperparameter?
• RQ5: Can BotSCL bring representations of test nodes from
the same class closer while pushing representations of test
nodes from different classes apart?

5.1 Experiment Setup
5.1.1 Datasets. Our method is graph-based and heterophily-aware,
which requires relations between accounts and ground-truth labels
of nodes. TwiBot-20 [15] and TwiBot-22 [13] containing user follow-
ers and following relations are capable of supporting our method
and further experiments. Table 2 summarizes the detail of the two
datasets. Compared to TwiBot-20, TwiBot-22 has a larger graph
size, including more nodes and edges. We follow the same splits
provided in the benchmark to ensure the results are comparable
with previous works. It is worth noting that TwiBot-20 includes
labels for only a small fraction of nodes, while TwiBot-22 has labels
for all nodes.

5.1.2 Baselines. To demonstrate the effectiveness of BotSCL, we
compare it with homophilic GNNs, typical heterophilic GNNs,
state-of-the-art graph-based social bot detection methods, and self-
supervised contrastive learning methods.

Homophilic GNNs: GCN [21] and GAT [34] are typical GNNs
based on the homophily assumption. Their information aggregation
process can be viewed as the summation of neighbor representa-
tions.

Heterophilic GNNs: H2GCN [48], FAGCN [5] and GPRGNN
[8] are three models designed to mitigate the impact of heterophilic
edges by employing different information aggregation strategies.
Compared to homophilic GNNs, these models perform better on
general graph datasets with varying degrees of heterophily.

Graph-based Twtter Bot Detection:

• [2] is the first approach to utilize graph neural networks
for leveraging the graph structure information in social net-
works for social bot detection.
• EvolveBot [40] extracts features such as betweenness cen-
trality and clustering coefficient from the graph structure,
and then performs classification on these features.
• [26] proposes a type of friendship preference features, which
compares the features of followers with randomly collected
account features from the social network.
• BotRGCN [14] use multilayer perception to mix different
types of features and then input them into an R-GCN layer
twice which can make full use of follower and following
relations.
• RGT [12] proposes the relational graph transformer, which
utilizes self-attention mechanism to aggregate information
on each relation and proposes a semantic attention module
to obtain information weights on different relation views.
According to experiment results from [13], RGT achieves
state-of-the-art performance among 16 different methods on
TwiBot-20 relatively.
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Table 2: The Statistic of Datasets.

Dataset #nodes #edges class #class relation homo(%)

TwiBot-20 229,580 227,979
human 5,237 follower 81.44

following 33.56

bot 6,589 follower 28.99
following 75.27

TwiBot-22 1,000,000 3,743,634
human 860,057 follower 88.05

following 96.20

bot 139,943 follower 16.55
following 6.25

Table 3: Hyperparameter Setting on TwiBot-20 and TwiBot-
22.

Parameter TwiBot-20 TwiBot-22 Parameter TwiBot-20 TwiBot-22

Optimizer AdamW AdamW Hidden 32 32
LR 0.001 0.0001 Epochs 200 50

Batch 128 512 Temperature 𝜏 0.07 0.07
Layer 𝐿 2 2 𝜆{1} 1 1

MLP dropout 0.5 0.5 𝜆{2} 1 1
ATT dropout 0.3 0.3 Balance weight 1:1 2:5

Self-supervised Contrastive Learning: DGI [35], GRACE
[50], and GBT [4] are three typical self-supervised graph con-
trastive learning frameworks that learn node representations in the
absence of labels. SupCon [20] stands for supervised contrastive
loss, and we implement it by modifying the loss function of the
GRACE.

BotSCL: bot detection method proposed by us. Compared to
previous methods for bot detection, BotSCL not only considers
both homophilic and heterophilic edges simultaneously but also
introduces supervised contrastive learning instead of cross-entropy
to guide message passing.

5.1.3 Setting of hyperparameters. The hyperparameter settings
for TwiBot-20 and TwiBot-22 are shown in the Table 3. The main
difference in hyperparameter settings between the two datasets lies
in the parameters related to model training. Due to the larger scale
of TwiBot-22, we set it with a smaller learning rate, a larger batch
size, and fewer training epochs compared to TwiBot-20. In addition,
we also employ the dropout mechanism to prevent overfitting. We
set the dropout rate to 0.5 for MLP and 0.3 for generated edge em-
beddings. Since using a small temperature coefficient in contrastive
learning focuses more on challenging samples and leads to a more
uniform distribution [36], we set the temperature coefficient to 0.07.
Due to the significantly larger number of humans compared to bots
in TwiBot-22, we train with a weight ratio of 2:5 for human and
bot in the second stage.

5.1.4 Implementation. For GCN, GAT, [2], BotRGCN, RGT and
BotSCL, we use PyTorch [27] and PyTorch Geometric [18] for im-
plementation. For graph contrastive learning methods DGI, GRACE,
GBT and SupCon, we implement them based on PyGCL [49] and
only utilize the edge removing to augment the original graph. All
models are running on Python3.8.12, NVIDIA Tesla A100 GPU with
40GB memory.

(a) Mask heterophily on TwiBot-20 (b) Mask heterophily on TwiBot-22

Figure 3: Heterophily influence on previous graph-based
methods.

5.1.5 Evaluation Metrics. Due to the class imbalance issue in social
bot detection, we employ multiple metrics including Accuracy, F1-
score, Recall, and Precision to evaluate the model performance.
Accuracy and F1-score provide more insights because different
methods may show significant differences in terms of Recall and
Precision.

5.2 Heterophily Influence (RQ1)
Before answering RQ1, it is necessary to analyze the degree of
homophily and heterophily in two datasets. As shown in Table 2,
bots exhibit a evident heterophily tendency in the follower rela-
tion compared to human, while they display a stronger homophily
tendency in the following relation in TwiBot-20. For TwiBot-22,
bots show a high degree of heterophily in both relations, which
can be attributed to the fact that the number of bots in the graph is
significantly smaller than humans and bots are often surrounded
with humans. This indicates that there is indeed an active tendency
for social bots to interact more with humans. To answer RQ1, we
visualize the curve of changes in accuracy as heterophilic edges
are removed. We conduct experiments using four different models:
GCN, GAT, BotRGCN, and RGT. As shown in Figure 3, the accuracy
of all models gradually increases as the proportion of heterophilic
edges decreases with a step size of 0.1. Furthermore, we can observe
that after all heterophilic edges are removed, the performance of
different models is almost the same. We suspect that the core differ-
ence between these methods lies in their varying abilities to adapt
to heterophily. This experiment validates that heterophilic edges
are detrimental to social bot detection. Therefore, it is necessary to
consider both homophilic and heterophilic edges in graph-based
social bot detection.

5.3 Performance Comparison (RQ2)
Table 4 summarizes the detection results of all the baseline methods
and our BotSCL on TwiBot-20 and TwiBot-22. It is evident that
BotSCL outperforms all the other 14 baselines in both datasets. The
superior performance also indicates the significance of modeling
both homophily and heterophily in finding advanced bots with the
capability of actively building heterophilic edges to evade detection.

Firstly, compared to homophilic GNNs and previous graph-based
social bot detection methods which simply treat interactions in so-
cial bot detection as homophilic, BotSCL has better adaptability to
distinct neighborhood distributions associated with homophily and
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Table 4: Performance Comparison on TwiBot-20 and TwiBot-22. OOM indicates Out-Of-Memory on a 40GB GPU. The best and
second-best results are highlighted with bold and underline.

Methods Dataset TwiBot-20 TwiBot-22

Metrics Accuracy F1-score Recall Precision Accuracy F1-score Recall Precision

Homophilic GCN 77.53±1.73 80.86±0.86 87.62±3.31 75.23±3.08 78.39±0.09 54.96±0.91 44.80±1.71 71.19±1.28
GAT 83.27±0.56 85.25±0.38 89.53±0.87 81.39±1.18 79.48±0.09 55.86±1.01 44.12±1.65 76.23±1.39

Heterophilic
H2GCN 85.84±0.34 87.57±0.15 92.19±1.56 83.44±1.32 OOM OOM OOM OOM
FAGCN 85.43±0.40 87.36±0.32 93.00±0.73 82.39±0.70 78.33±0.33 52.37±2.25 41.15±3.55 72.68±2.75
GPRGNN 86.05±0.34 87.50±0.30 90.25±0.29 84.92±0.41 78.34±0.09 55.07±1.16 45.15±2.21 70.84±1.89

Social Bot Detection

[2] 59.88±0.59 72.07±0.48 95.69±1.93 57.81±0.43 47.72±8.71 38.10±5.93 56.75±17.69 29.99±3.08
EvolveBot 65.83±0.64 69.75±0.51 72.81±0.42 66.93±0.61 71.09±0.04 14.09±0.09 8.04±0.06 56.38±0.41
[26] 74.05±0.80 77.87±0.71 84.38±1.03 72.29±0.67 73.78±0.01 32.07±0.03 21.02±0.07 67.61±0.10
BotRGCN 85.75±0.69 87.25±0.74 90.19±1.72 84.52±0.54 79.66±0.14 57.50±1.42 46.80±2.76 74.81±2.22
RGT 86.57±0.42 88.01±0.42 91.06±0.80 85.15±0.28 76.47±0.45 42.94±0.49 30.01±0.17 75.03±0.85

Contrative Learning

DGI 84.93±0.31 87.09±0.36 93.94±1.13 81.17±0.26 79.61±0.13 44.06±1.52 34.45±1.97 61.28±0.64
GRACE 84.74±0.88 86.90±0.84 93.56±1.57 81.13±0.55 80.02±0.91 46.17±4.48 37.02±5.54 62.05±2.84
GBT 84.74±0.92 86.87±0.79 93.28±1.14 81.29±0.92 79.75±0.76 47.27±3.08 39.10±4.60 60.87±3.93
SupCon 86.10±0.14 87.67±0.16 91.37±0.65 84.27±0.37 80.00±0.24 44.41±3.83 34.58±5.26 63.52±2.53

Ours BotSCL 87.26±0.31 88.79±0.27 93.24±0.41 84.74±0.37 82.39±0.50 61.53±1.45 60.38±2.89 62.82±1.46

heterophily. According to Table 4, heterophilic GNNs perform bet-
ter than homophilic GNNs. In addition, heterophilic GNNs achieve
performance similar to previous graph-based detection methods
even without the leverage of multi-relation information. Taking
heterophilic edges into consideration can help uncover highly so-
phisticated bot accounts that are closely connected with humans.

In contrast to heterophilic GNNs, BotSCL not only considers
different types of relations, but also uses supervised contrastive
loss as the optimization objective, leading to improvements in both
accuracy and f1-score in the two datasets. Experiments conducted
by [12] have shown that information from different types of rela-
tions can enhance model classification ability. Furthermore, with
supervised contrastive learning, BotSCL enforces the aggregation
of homophilic neighbor information and the differentiation of het-
erophilic neighbor representations.

The self-supervised contrastive learningmethods perform poorly
on TwiBot-20 with a large number of unlabeled nodes, while per-
forming better on TwiBot-22. We think that the reason is due to
the issue of uneven training distribution, as the second training
stage uses fewer training nodes on TwiBot-20. Our method is signif-
icantly superior to these self-supervised methods, indicating that
supervised signals play a vital role in adapting to both homophilic
and heterophilic edges in social bot detection.

5.4 Ablation Study (RQ3)
To answer RQ3, we conduct an ablation study to examine the effects
of different modules and graph augmentation methods for social
bot detection. The purpose of this study is to analyze the impacts
of these components on overall performance. To achieve this goal,
we first construct three ablation models: w/o Sup, w/o Neg, and
CE. These models were developed using different approaches, in-
cluding self-supervised contrastive learning, removal of negative

Table 5: Results in terms of Different Modules and Graph
Augmentation Methods in Ablation Study.

Variants TwiBot-20 TwiBot-22

Accuracy F1-score Accuracy F1-score

BotSCL 87.26±0.31 88.79±0.27 82.39±0.50 61.53±1.45
w/o Sup 86.45±0.21 88.45±0.19 82.00±0.61 56.20±2.88
w/o Neg 86.90±0.45 88.48±0.35 82.12±0.46 53.43±1.16
CE 84.50±0.53 87.19±0.36 80.13±0.86 46.59±0.89
CND 87.13±0.17 88.70±0.20 81.90±0.26 58.78±0.84
EA 86.96±0.14 88.55±0.11 82.02±0.64 58.93±2.17
ER 87.11±0.15 88.67±0.14 82.17±0.37 61.46±1.46
FM 86.81±0.21 88.50±0.14 81.99±0.40 61.78±1.29

information aggregation, and adoption of cross-entropy loss func-
tion. In addition, we conduct experiments using four different graph
augmentation methods: CNS, Edge Adding (EA), ER, and Feature
Masking (FM). Experimental results of these ablation models on
TwiBot-20 and TwiBot-22 are shown in Table 5.

Compared to BotSCL, the variant w/o Sup exhibits a signifi-
cant degradation in model performance. This suggests that self-
supervised methods are unable to effectively aggregate similar or
dissimilar information during the message passing process. With-
out labeled signals, self-supervised learning are unable to guide the
encoder in aggregating information and generating discriminative
node representations. The variant w/o Neg utilizes the softmax
function to generate attention coefficients, implying that it can
only aggregate similar information from neighbors. However, with
supervised contrastive learning, it still achieves relatively good
results. We believe this is because supervised contrastive learning
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(a) 𝜆{1} and 𝜆{2} on TwiBot-20

(b) 𝜆{1} and 𝜆{2} on TwiBot-22

Figure 4: Sensitive Analysis of Hyperparameter 𝜆{1} and 𝜆{2} .

enables nodes to reduce the aggregation of information from het-
erophilic neighbors. The variant CE demonstrates a notable decline
in performance, which is due to the fact that cross-entropy loss
aims at classification and only captures the commonality of the
training samples while ignoring certain exceptional cases.

Additionally, different graph augmentation methods appear to
have little impact on model performance, except for CNS and ER
which are employed by BotSCL and show better performance. Un-
der supervised conditions, CNS plays a crucial role in generating
category-invariant representations. Among these different graph
augmentation methods, CNS and ER, which are adopted by BotSCL,
demonstrate better performance comparatively. FM and EA may
potentially disrupt node feature information to some extent or
introduce new noise.

5.5 Sensitive Analysis (RQ4)
To answer RQ4, we evaluate the performance of BotSCL with re-
gards to hyperparameters 𝜆{1} and 𝜆{2} , as we employ two layers
of information aggregation. We keep the other parameters in the
model unchanged and control the two parameters ranging from 0.1
to 1.0 with a step size of 0.1. The experimental results on TwiBot-20
and TwiBot-22 are shown in Figure 4a and Figure 4b, respectively.

From Figure 4, we can clearly observe that as the hyperparam-
eters 𝜆{1} and 𝜆{2} increase, the accuracy of the model on both
TwiBot-20 and TwiBot-22 gradually improves. Especially when both
hyperparameters are set to 1, the model exhibits the strongest classi-
fication ability. This implies that in social bot detection, preserving
the information of individual nodes is crucial for classification. Fur-
thermore, we have found that BotSCL achieves similar performance

when hyperparameters 𝜆{1} and 𝜆{2} have symmetric values. This
could be because when they are set to symmetric values, their prod-
uct remains the same, and the preservation of self-feature weights
is equivalent after two layers of information aggregation. From
Figure 4b, it can be observed that as the hyperparameter decreases
to 0.8, there is a significant drop in accuracy on TwiBot-22. On
the other hand, on TwiBot-20, this decrease is more gradual, and a
steep drop is only observed when the hyperparameter decreases
to nearly 0.4. Compared to TwiBot-20, TwiBot-22 includes labels
for all nodes and suffers from the class imbalance issue, where the
number of instances for each class is uneven. If the weights assigned
to the original information are relatively small, the representation
of the ego node is susceptible to being overwhelmed by neighbor
information.

Overall, regardless of the variations in hyperparameters, the
accuracy changes within the range of 0.04 for TwiBot-20 and within
the range of 0.01 for TwiBot-22. This indicates that BotSCL is not
highly sensitive to hyperparameters 𝜆{1} and 𝜆{2} , although the
hyperparameters do have some impact on the model’s performance.

5.6 Visualization (RQ5)
To answer RQ5, we visualize node representations obtained from
six different models, including GCN, FAGCN, BotRGCN, RGT, DGI,
and our method BotSCL. Due to the larger scale of TwiBot-22, it
is more representative of real-world social networks. Therefore,
we take it as an example for visualization. First, we obtain node
representations for each model using the same implementation
method as in the comparison experiments. Then, we employ the
t-SNE [32] to reduce the dimensionality of the representations to
2D space for visualization purposes. To facilitate better observation,
we randomly select 1000 human nodes and 1000 bot nodes from
the test set for visualization. The visualization results of these 6
models are shown in Figure 5.

From Figure 5, we can see that node representations obtained by
homophilic GNNs (GCN, BotRGCN, RGT) are more scattered com-
pared to those from FAGCN. Thesemethods based on the homophily
assumption can only smooth the representations of neighboring
nodes without differentiation. As a result, the generated representa-
tions are primarily composed of local information, leading to a more
scattered distribution. Among homophilic GNNs, RGT produces
the poorest node representations on TwiBot-22, which is contrary
to its performance on TwiBot-20. This suggests that the adaptive
mechanism can be greatly influenced by the training data, leading
to poor classification performance.

Compared to FAGCN, the node representations generated by
BotSCL exhibit stronger clustering characteristics and include fewer
local clusters. Although FAGCN takes into account both homophilic
and heterophilic edges, using cross-entropy directly may inevitably
overlook samples from less frequent distributions. Furthermore, the
lack of consideration for multi-relational information is also one of
the reasons for the suboptimal performance of FAGCN.

The node representations generated by DGI exhibit poor dis-
criminative properties, as no supervised signals are used during the
training process. The issue of class collision is also evident here,
where the representations of bots and humans are almost mixed. In
social bot detection, the problem of class collision in self-supervised
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(a) GCN (b) FAGCN (c) BotRGCN (d) RGT (e) DGI (f) BotSCL

Figure 5: User Representations Visualization. Red represents bots, while blue represents humans.

contrastive learning is particularly severe. A large number of test
nodes from different classes exhibit similar representations.

6 CONCLUSION
In this paper, we first realize that social bots can evade graph-based
social bot detection methods by simply actively interacting with
humans. Furthermore, through analysis of two real-world datasets,
we have found strong evidence of social bots exhibiting a signif-
icant heterophily tendency. To address this, we propose BotSCL,
which takes both homophilic and heterophilic edges into consider-
ation. The key of BotSCL lies in making the encoder that can freely
assimilate or discriminate neighbor representations aggregate class-
specific information from neighbors. Comprehensive experiments
conducted on the two real-world social bot datasets demonstrate
the negative impact of heterophily on social bot detection and the
effectiveness of the proposed method.
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