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Abstract
Federated learning enables users to collaboratively train a ma-
chine learning model over their private datasets. Secure aggre-
gation protocols are employed to mitigate information leakage
about the local datasets. This setup, however, still leaks the
participation of a user in a training iteration, which can also
be sensitive. Protecting user anonymity is even more chal-
lenging in dynamic environments where users may (re)join
or leave the training process at any point of time.

In this paper, we introduce AnoFel, the first framework
to support private and anonymous dynamic participation in
federated learning. AnoFel leverages several cryptographic
primitives, the concept of anonymity sets, differential privacy,
and a public bulletin board to support anonymous user regis-
tration, as well as unlinkable and confidential model updates
submission. Additionally, our system allows dynamic partic-
ipation, where users can join or leave at any time, without
needing any recovery protocol or interaction. To assess se-
curity, we formalize a notion for privacy and anonymity in
federated learning, and formally prove that AnoFel satisfies
this notion. To the best of our knowledge, our system is the
first solution with provable anonymity guarantees. To assess
efficiency, we provide a concrete implementation of AnoFel,
and conduct experiments showing its ability to support learn-
ing applications scaling to a large number of clients. For an
MNIST classification task with 512 clients, the client setup
takes less than 3 sec, and a training iteration can be finished
in 3.2 sec. We also compare our system with prior work and
demonstrate its practicality for contemporary learning tasks.

1 Introduction

Privacy-preserving machine learning is a critical problem that
has received huge interest from both academic and industrial
communities. Many crucial applications involve training ML
models over highly sensitive user data, such as medical screen-
ing [30], credit risk assessment [29], or autonomous vehi-
cles [17]. Enabling such applications requires machine learn-
ing frameworks that preserve the privacy of users’ datasets.

Federated learning (FL) aims to achieve this goal by offer-
ing a decentralized paradigm for model training. Participants,
or clients, train the model locally over their datasets, and then
share only the local gradients with the model owner, or the
server. After aggregating updates from all clients, the server
shares the updated model with these clients to start a new
training iteration. This iterative process continues until the
model converges.

However, individual model updates leak information about
clients’ private datasets [52, 55], and therefore aggregation
should be done in a secure way: a server only sees the ag-
gregated value rather than individual contributions from each
client. A large body of work emerged to build cryptographic
protocols for secure aggregation to support private federated
learning, e.g., [9, 14, 60, 64, 66, 72]. Even with a provably
secure aggregation protocol, the aggregated model updates
still impose a leakage; it was shown that membership infer-
ence attacks can determine whether a data sample has been
used in the training of a given ML model [55, 63]. Several
defense techniques have been proposed that rely on, e.g., regu-
larization techniques to reduce overfitting [42,68], knowledge
distillation [62], and differential privacy [74].

Anonymous client participation. A related question to
protecting data privacy in federated learning is protecting
client identity and breaking linkability with any information
that could be deduced from training. Anonymity is critical
for training models over sensitive data related to, e.g., rare
diseases or sexual abuse incidents. The mere knowledge that
a user has participated implies being ill or a victim. It may
also allow collecting sensitive information, e.g., location in
autonomous vehicles related applications, or financial stand-
ing in trading or loans related training tasks. Such leakage
invades privacy, and may discourage participation.

Unfortunately, existing frameworks for private federated
learning either don’t support client anonymity, or suffer from
security issues. Secure aggregation protocols [9, 14] require
full identification of clients through a public key infrastruc-
ture (PKI) or a trusted client registration process to prevent
Sybil attacks and impersonation. Even frameworks that deal
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with honest-but-curious adversaries [14, 60, 64, 66, 72] as-
sign clients logical identities, where the mapping between
the logical and real identities is known to the server or a
trusted third party. On the other hand, techniques that anony-
mize datasets [47, 50, 65, 74] do not support participation
anonymity, but rather hide sensitive information in the dataset
before being used in training. At the same time, existing solu-
tions for anonymous client participation have several limita-
tions [19,24,35,48,76]: they either rely on fixed psuedonyms
that are susceptible to traffic analysis attacks [24], assume a
trusted party to mediate communication [76], or are vulnera-
ble to man-in-the-middle attacks [35, 48].

Dynamic settings. Allowing clients to (re)join or leave at
any time is invaluable for training tasks targeting dynamic
environments. A decentralized activity as federated learning
may deal with heterogeneous settings involving weak clients
who may use low-power devices or have unstable network
connectivity. Even it could be the case that clients simply
change their minds and abort the training protocol after it
starts. The ability to support this dynamicity at low overhead
promotes participation, but it is a more challenging setup for
client anonymity.

Most privacy-preserving federated learning solutions do not
support dynamic participation; usually clients must join at the
onset of the training process during the setup phase. Several
solutions support client dropouts (at a relatively high overhead
by employing highly interactive recovery protocols that reveal
dropout identities) [14, 64, 66, 72] but not addition, or support
both but at the expense of a constrained setup that places a
cap on the number of clients who can participate [71]. To the
best of our knowledge, supporting anonymity in a dynamic
environment has been absent from the current state-of-the-art.

An open question. Therefore, we ask the following ques-
tion: can we achieve private federated learning that supports
users’ anonymity in both static and dynamic settings?

1.1 Our Contributions

In this paper, we answer this question in the affirmative and
propose a system called AnoFel that fulfills the requirements
above. In particular, we make the following contributions.

System design. AnoFel utilizes various cryptographic
primitives and privacy techniques to achieve its goals. To ad-
dress anonymity, our system combines a public bulletin board,
cryptographic commitments, non-interactive zero-knowledge
proofs, and differential privacy such that users can participate
in training without revealing their identities. This involves
(1) an anonymous registration process guaranteeing that only
legitimate clients with honestly-generated datasets can partic-
ipate, and (2) an unlinkable model updates submission that
cannot be traced back to the client. We rely on anonymity
sets and zero-knowledge proofs to achieve this, where a client
proves owning a legitimate dataset (during registration), and
being one of the registered clients (during model updates

submission), without revealing anything about their identity
or registration information. Moreover, to address member-
ship, inference, and model inversion attacks which could also
compromise participation anonymity, we employ differential
privacy. A client, after training the model locally and before
encrypting the model updates, will sample a noise value and
add it to the model updates before encrypting them. The value
of this noise is adaptive; it decreases as the number of active
clients (those who submitted updates so far in iteration) in-
creases. This reduces the impact on training accuracy without
violating the privacy leakage guarantees obtained by differen-
tial privacy as elaborated later.

To support dynamic user participation and secure aggre-
gation of model updates, our system employs threshold ho-
momorphic encryption. It splits the roles of a model owner
from the aggregators (where we use a committee of aggrega-
tors to distribute trust). Aggregators receive encrypted model
parameter updates (gradients) from users, and at the end of
a training iteration, they operate on these ciphertexts by (ho-
momorphically) adding them to produce a ciphertext of the
aggregation. Afterwards, the aggregators decrypt the result
and send the aggregated plaintext updates to the model owner
so that a new training iteration can be started. Due to this
configuration, the clients are not involved in the aggregation
or decryption processes and can (re)join and leave training at
any time without interrupting the system operation. Further-
more, the bulletin board provides a persistent log accessible
to all parties, and facilitates indirect communication between
them to reduce interaction.

Formal security notions and analysis. We define a notion
for private and anonymous federated learning that encom-
passes three properties: correctness, anonymity, and dataset
privacy. Then, we formally prove the security of AnoFel based
on this notion. To the best of our knowledge, we are the first
to provide such formal definition covering anonymity, and
the first to build a provably secure client anonymity solution
for private federated learning. Our notion could be of inde-
pendent interest as it provides a rigorous foundation for other
anonymity solutions to prove their security guarantees.

Implementation and evaluation. To show practicality,
we implement AnoFel and empirically evaluate its perfor-
mance covering different federated learning tasks. We demon-
strate scalability of our system by testing scenarios that in-
volve large numbers of clients and contemporary models—the
benchmarked architectures are the largest studied in privacy-
preserving federated learning literature. We also show that
the augmented components to support privacy and anonymity
add reasonable overhead to client runtime. For example, in
a network of 512 clients, the client setup needed to join the
training task takes less than 3 sec, and each training iteration
for MNIST classification takes the client a total of 3.2 sec. We
also compare our system to prior work on privacy-preserving
federated learning. For our largest benchmark on SqueezeNet
architecture trained over TinyImageNet dataset with a net-
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work of 512 clients, AnoFel is only 1.3× slower to finish a
training round (in 17.5 sec) compared to Truex et al. [66]
and 2.8× slower than Bonawitz et al. [14] (the former is a
non-interactive private scheme while the latter is interactive,
and neither support anonymity). Additionally, we evaluate the
accuracy of models trained with AnoFel and show that com-
pared to a non-DP baseline, we obtain models with < 0.5%
accuracy loss in both independent and identically distributed
(IID) datasets between clients and non-IID settings.

2 A Security Notion for Private and Anony-
mous Federated Learning

In this section, we define a formal security notion for a private
and anonymous federated learning scheme (PAFL). This no-
tion, and its correctness and security properties, are inspired
by [16, 28, 40, 61].

Notation. We use λ to denote the security parameter, α to de-
note correctness parameter, γ to denote the privacy advantage
of the adversary (α and γ are the parameters of the technique
used to address membership attacks, if any) negl(·) to denote
negligible functions, and boldface letters to represent vectors.
The variable state represents the system state, including the
data recorded on the bulletin board (these posted by all par-
ties, and the public parameters of the cryptographic building
blocks). The notation AO means that an entity, in this case

the adversaryA, has an oracle access toO. Lastly, $←− denotes
drawn at random, and PPT is a shorthand for probabilistic
polynomial time.

Definition 1 ((α,γ)-PAFL Scheme). Let Π be a protocol
between a server S, set of aggregatorsAG, and a set of clients
C such that each client cli ∈ C holds a dataset Di. Let M be
the initial model that S wants to train, Mactual be the model
produced by training M over Di (in the clear) for i= 1, . . . , |C|,
and MΠ be the trained model produced by the protocol Π.
Π is a private and anonymous federated learning (PAFL)
scheme, parameterized by bounds α and γ, if it satisfies the
following properties for every M:

• α-Correctness: The model trained by Π achieves an
error bound α with high probability compared to the
actual model. That is, for α≥ 0, and an error function
Er, with high probability, we have Er(Mactual ,MΠ)≤ α.

• Anonymity: Any PPT adversary A has a negligible ad-
vantage in winning the anonymity game AnonGame. For-
mally, for a security parameter λ, there exists a negligible
function negl such that A wins AnonGame with proba-
bility at most 1

2 +negl(λ), where the probability is taken
over all the randomness used by A and Π.

• γ-Dataset Privacy: Any PPT adversary A has a negligi-
ble additional advantage over γ in winning the dataset
indistinguishability game DINDGame. Formally, for a
security parameter λ and γ≥ 0, there exists a negligible

function negl such that A wins DINDGame with proba-
bility at most 1

2 + γ+negl(λ), where the probability is
taken over all randomness used by A and Π.

Intuitively, a PAFL scheme is one that is correct and pro-
vides anonymity and dataset privacy for clients. Ideally, cor-
rectness guarantees that the outcome of a PAFL scheme (i.e.,
the final trained model) is identical to what will be produced
by a training scheme that gets full access to the clients’
datasets. Anonymity means that no one can tell whether a
client has registered or participated in any training iteration.
In other words, a submitted model updates, or any other infor-
mation a client uses for registration, cannot be traced back to
this client. Dataset privacy means that no additional informa-
tion will be leaked about the private datasets of honest clients
beyond any prior knowledge the adversary has.

To make our definition more general, we account for the
use of non-cryptographic privacy techniques, such as DP, that
may result in accuracy and privacy loss. We do that by param-
eterizing our definition with α and γ standing for correctness
(or accuracy loss) and indistinguishability (or privacy loss)
parameters, respectively. Having α = γ = 0 reduces to the
ideal case in which Mactual = MΠ, and an adversary has neg-
ligible advantage in breaking anonymity and data set privacy.
The bounds for these parameters are derived based on the
non-cryptographic privacy technique employed in the system.

We define two security games to capture anonymity and
dataset privacy, denoted as AnonGame and DINDGame, re-
spectively, and the interfaces offered by a PAFL scheme. All
parties receive the security parameter λ, and are given an ora-
cle access to OPAFL. OPAFL maintains the state of the system,
including the set of registered clients and aggregators, and
any additional information recorded on the board. Since the
goal is to protect clients from the model owner S, we assume
A controls S and any subset of clients and aggregators. That
is, A can register any client or aggregator committee AG in
the system, and can corrupt any of the registered clients and
aggregators. OPAFL supports the following query types:

• (setup,1λ): takes the security parameter as input and
sets up the system accordingly—creating the bulletin
board, the public parameters needed by all parties/cryp-
tographic building blocks, and the bounds/parameters
needed by any additional non-cryptographic privacy tech-
nique employed in the system. This command can be
invoked only once.

• (register, p,aux): registers party p that could be a client
or an aggregators committee. The field aux specifies the
party type and its input: if p is a client, then aux will
include its certified dataset and the certification infor-
mation, while if p is an aggregator committee, aux will
include the committee’s public key. This command can
be invoked anytime and as many times as desired.

• (train,cl,aux): instructs a (registered) client cl to train
the model using its dataset and submit the model updates.
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The field aux defines the dataset that belongs to cl (the
exact information is based on Π). This command can be
invoked anytime and as many times as desired.

• (access): returns the updated model (after aggregating
all submitted individual model updates received in an it-
eration). For any iteration, this command can be invoked
only once and only at the end of that iteration.

• (corrupt, p,aux): This allows A to corrupt party p,
which could be a client or an aggregator. If p is a client,
then aux will be the registration information of this client
(e.g., in AnoFel, it is the dataset commitment as we will
see later), while if p is an aggregator, aux will be the
public key of that party. This command can be invoked
at anytime and as many times as A wishes.

Note that the notion cl only represents the type of a party
to be a client, it does not contain its real identity.

Accordingly, the AnonGame proceeds as follows:

1. b $←− {0,1}
2. state← (setup,1λ)

3. (cl0,aux0,cl1,aux1)←AOPAFL(1λ,state)

4. (train,clb,auxb)

5. A continues to have access to OPAFL

6. At the end, A outputs b′, if b′ = b and:

(a) both cl0 and cl1 are honest,
(b) and there is at least two honest clients participated

in every training iteration, and that these clients
remained to be honest until the end of the game,

then return 1 (meaning that A won the AnonGame),
otherwise, return 0.

Note that A has access to the current state of the system at
anytime, and can see the updated bulletin board after the exe-
cution of any command. Also, A can see all messages sent in
the system, and can access the updated model at the end of any
iteration, before and after submitting the challenge. For the
chosen clients, auxi represents their registration information
(which does not include the client identity or its actual dataset
Di).1 Since A can choose any two clients for the challenge,
AnonGame also captures anonymity of registration. That is,
if the registration information can be linked to a model update
submission, then A can always win the game.

AnonGame game includes several conditions to rule out
trivial attacks. The two clients that A selects must be honest,
otherwise, if any is corrupt, it will be trivial to tell which client
was chosen. Furthermore, since the aggregated model updates
is simply the summation of these updates, if only clb partic-
ipates in the iteration during which the challenge command
is executed, it might be trivial for A to win (same for any
other iteration if only one honest client participates). This is

1If the adversary knows the dataset of a client, then it knows that this client
is part of the population, i.e., this client suffers from illness, for example;
there is no point of hiding whether that client participated in training or not.

because A can access the updated model at the end of that
iteration and can extract clb’s individual updates. Thus, we
add the condition that there must be at least two honest clients
have participated in any iteration, and these have to be honest
until the end of the game. (Also, any AG can have at most
n− t corrupt parties, which is implicit in A’s capabilities.)

The DINDGame proceeds as follows:

1. b $←− {0,1}
2. state← (setup,1λ)

3. (D0,aux0,D1,aux1)←AOPAFL(1λ,state)

4. (register,cl,(Db,aux)), (train,cl,aux)
5. A continues to have access to OPAFL

6. A outputs b′, if b′ = b, and:

(a) cl is honest,
(b) and there is at least two honest clients participated

in every training iteration, and that these clients
remained to be honest until the end of the game,

then return 1 (meaning that A won the DINDGame),
otherwise return 0.

This game follows the outline of AnonGame, but with a
different construction of the challenge command to reflect
dataset privacy. In particular, A chooses two valid datasets
(the field aux contains all information required to verify valid-
ity). The challenger chooses one of these datasets at random
(based on the bit b), queries OPAFL to register a client using
this dataset, and then instructs this client to train the model
using the dataset Db. Note that aux in line 4 is the registration
information of the client constructed based on the Π scheme.
A continues to interact with the system, and access the up-
dated model at the end of any iteration. As before, conditions
are added to rule out trivial attacks. A wins the game if it
guesses correctly which of the datasets was chosen in the
challenge. Being unable to guess after seeing the outcome of
the challenge train command, and even after accessing the
aggregated model updates, means that a PAFL schemes does
not reveal anything about the underlying datasets.

Remark 1. Our PAFL notion can be further generalized to
have only the model owner S, i.e., no aggregators, so this
party is the one who aggregates the individual model updates
as well. Moreover, if preserving the privacy of the model
is required, then our notion can be extended with a model
privacy property to reflect that. Since model privacy is outside
the scope of this work, we did not include this property to keep
the definition simple.

Remark 2. It should be noted that our definition of anonymity
(and so our scheme that satisfies this notion) does not leak
negative information (i.e., a client has not participated in
training). Both participation and the absence of participation
are protected, i.e., identities of those who participate or do
not participate are not revealed.
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3 Building Blocks

In this section, we provide a brief background on the building
blocks employed in AnoFel, covering all cryptographic prim-
itives that we use and the technique of differential privacy.

Commitments. A cryptographic commitment scheme allows
hiding some value that can be opened later. It consists of three
PPT algorithms: Setup, Commit, and Open. On input the se-
curity parameter λ, Setup generates a set of public parameters
pp. To commit to a value x, the committer invokes Commit
with inputs pp, x, and randomness r to obtain a commitment c.
Open(pp,c) opens a commitment by simply revealing x and
r. Anyone can verify correctness of opening by computing
c′ = Commit(pp,x,r) and check if c = c′.

A secure commitment scheme must satisfy: hiding, mean-
ing that commitment c does not reveal any information about
x beyond any pre-knowledge the adversary has, and binding,
so a commitment c to x cannot be opened to another value
x′ ̸= x (formal definitions can be found in [32]). These secu-
rity properties enable a party to commit to their inputs (i.e.,
private datasets in our case), and publish the commitment
publicly without exposing the private data.

Threshold homomorphic encryption. Homomorphic en-
cryption allows computing over encrypted inputs and produc-
ing encrypted outputs. Such operations include homomorphic
addition and multiplication. That is, let ct1 be a ciphertext
of x1, and ct2 be a ciphertext of x2, then ct1 + ct2 produces
a ciphertext of x1 + x2, and ct1 · ct2 produces a ciphertext of
x1 · x2 (the exact implementation of the homomorphic ’+’ and
’·’ vary based on the encryption scheme). Some encryption
schemes support only one of these operations, e.g., Paillier
scheme [56] is only additively homomorphic. Supporting
both addition and multiplication leads to fully homomorphic
encryption [15, 54]. Since we focus on secure aggregation of
model updates, we require only additive homomorphism.

A homomorphic encryption scheme is composed of three
PPT algorithms: KeyGen that generates encryption/decryp-
tion keys (and any other public parameters), Encrypt which
encrypts an input x to produce a ciphertext ct, and Decrypt
which decrypts a ciphertext ct to get the plaintext input x. Cor-
rectness states that Decrypt produces the original plaintext for
any valid ciphertext produced by Encrypt, and in case of ho-
momorphic operations, the correct result (add and/or multiply)
is produced. Security is based on the regular security notion
for encryption (i.e., semantic security or indistinguishability-
based). In this work, we require indistinguishability against
CPA (chosen-plaintext attacker).

The threshold capability is related to who can decrypt the
ciphertext. To distribute trust, instead of having the decryp-
tion key known to a single party, it is shared among n parties.
Thus, each of these parties can produce a partially decrypted
ciphertext upon calling Decrypt, and constructing the plain-
text requires at least t parties to decrypt. In a threshold ho-

momorphic encryption scheme, KeyGen will be a distributed
protocol run by the n parties to produce one public key and
n shares of the secret key, such that each party will obtain
only her share (and will not see any of the others’ shares). In
AnoFel, we use the threshold Paillier encryption scheme [23].

Zero-knowledge proofs. A (non-interactive) zero-knowledge
proof (ZKP) system allows a prover, who owns a private
witness ω for a statement x in language L, to convince a
verifier that x is true without revealing anything about ω. A
ZKP is composed of three PPT algorithms: Setup, Prove,
and Verify. On input a security parameter λ and a description
of L, Setup generates public parameters pp. To prove that
x ∈ L, the prover invokes Prove over pp, x, and a witness ω

for x to obtain a proof π. To verify this proof, the verifier
invokes Verify over pp, x, and π, and accepts only if Verify
outputs 1. In general, all conditions needed to satisfy the NP
relation of L are represented as a circuit. A valid proof will be
generated upon providing valid inputs that satisfy this circuit.
Some of these inputs could be public, which the verifier will
use in the verification process, while others are private, which
constitute the witness ω that only the prover knows.

A secure ZKP system must satisfy completeness, sound-
ness, and zero-knowledge. Completeness states that any proof
generated in an honest way will be accepted by the verifier.
Soundness ensures that if a verifier accepts a proof for a state-
ment x then the prover knows a witness ω for x. In other words,
the prover cannot convince the verifier with false statements.
Finally, zero-knowledge ensures that a proof π does not reveal
anything about the witness ω. Many ZKP systems added a
succinctness property, so that proof size is constant and veri-
fication time is linear the input size and independent the NP
relation circuit size. These are called zero-knowledge suc-
cinct non-interactive argument of knowledge (zk-SNARKs).
Formal definitions of ZKP systems can be found in [13, 32].
In AnoFel, we use the proof system proposed in [33].

Differential privacy. Differential privacy (DP) is a technique
usually used to address attacks such as membership and in-
ference attacks. That is, knowing a data point and the trained
model, an attacker can tell if this datapoint was used in train-
ing the model. DP provides the guarantee that inclusion of a
single instance in the training datasets causes a statistically
insignificant change to the training algorithm output, i.e., the
trained model. Thus, it limits the success probability of the
attacker in membership attacks. Formally, DP is defined as
follows [26] (where ε > 0 and 0 < δ < 1):

Definition 2 (Differential Privacy). A randomized mecha-
nism K provides (ε,δ)-differential privacy, if for nay two
datasets D0 and D1 that differ in only single entity, for all
R⊆ Range(K): Pr[K(D0) ∈ R]≤ eε Pr[K(D1) ∈ R]+δ

We adopt the Guassian DP mechanism as described in [69],
and apply the optimization for the secure aggregation set-
ting in [40, 66]. The clients sample a noise from a Gaussian
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distribution N (0,σ2) and add the noise to their model up-
dates before encrypting and submitting them. Each client i
clips their model gradients gggi to ensure ∥ gggi ∥< C where C
is a clipping threshold for bounding the norm of gradients.
Client i then sets sensitivity S f = 2C/|Di| where Di is the
i−th client’s dataset, assuming gradients are shared after one
epoch of local training. The noise scale is set as σ≥ cT S f /ε

where c ≥
√

2ln(1.25/δ) and T indicates exposures of lo-
cal parameters (number of epochs or iterations), and satisfies
(ε,δ)-DP [7, 26, 69] for ε < 1. We apply the optimization
in [66] by dividing the noise scale by the number of partic-
ipating clients. Since only the aggregation of the updates is
revealed, the individual noise value added by a client can be
reduced while guaranteeing that the aggregate value maintains
the desired level of privacy, leading to better accuracy.

Using these parameters, the advantage γ of the attacker in
membership attacks can be computed as [38]:

γ≤ (1− e−ε +2δ)(eε +1)−1 (1)

As for the error bound α, the Gaussian mechanism satisfies
an absolute error bound α≤O(R

√
logk), where k is the num-

ber of queries and R := S f
√

k log1/δ/ε [22,25] (a query here
indicates one training round, so k is the number of training
iterations, and S f is the query sensitivity, which is the sensi-
tivity of the training function). We use these bounds in our
security proofs in Appendix A.

In describing our design, we use DP as a blackbox. A client
invokes function called DP.noise to sample the appropriate
noise value. This makes our design modular as any secure
DP-mechanism, other than the one we employ, can be used.

4 AnoFel Design

AnoFel relies on four core ideas to achieve its goals: certifica-
tion of clients’ datasets to prevent impersonation, anonymity
sets to support anonymous registration and model training, a
designated aggregators committee to prevent accessing the in-
dividual model updates submitted by the clients, and a public
bulletin board to facilitate indirect communication and log-
ging. In this section, we present the design of AnoFel showing
the concrete techniques behind each of these ideas and how
they interact with each other.

4.1 System Model
As shown in Figure 1, for any learning task there is a model
owner S, a model aggregator set (or committee) AG of size
n (we use a committee instead of a single aggregator to dis-
tribute trust), and a set of clients C who wants to participate in
this learning task. During a training iteration, C will train the
initial model locally over their private datasets and publish
encrypted updates. S has to wait until the iteration is finished,
after which AG will aggregate the updates and grant S access

B
ulletin B

oard

Clients C

Model Owner S

Aggregators A G

...

...

(1.c) A G Public key

(1.d) Model initialization

(4) Local training

(5) Encrypted model updates 
and proofs

(1.b) Register

(8) Decrypted total 
updates

(7) Aggregate 
encrypted updates

(2) Retrieve A G public key

(6) Retrieve encrypted 
model updates 

Certifiers

(1.a) Individual 
certifiers public keys

(3) Retrieve model parameters

Figure 1: AnoFel system architecture. All these steps (except
1.a - 1.c, and 2) will be repeated for each training iteration.

to the aggregated value. AnoFel can support any aggregation
method based on summation or averaging (e.g., FedSGD [18]
and FedAVG [51]) given that the number of participants is
public. All parties have access to a public bulletin board,
allowing them to post and retrieve information about the train-
ing process. There could be several learning tasks going on
in the system, each with its own S, AG, and C, and all are
using the same bulletin board.2 In the rest of this section, we
focus on one learning task to explain our protocol; several
learning tasks will separately run the same protocol between
the involved parties.

4.2 Threat Model

We assume a secure and immutable public bulletin board
available to all parties, which accepts only authenticated in-
formation that complies with predefined correctness rules.3

We adopt the following adversary model (we deal with
PPT adversaries). For clients, we assume them to be ma-
licious during registration (a malicious party may behave
arbitrarily), while we assume these clients to be semi-honest
during training (a semi-honest party follows the protocol but
may try to collect any additional information). Thus, during
registration, a client with an invalid (or poisoned) dataset may
try to register, while during training, registered clients will use
their valid (registered) datasets in training and submit valid
updates. We assume the server S to be always malicious, so it

2In fact, it could be the case that the same parties are involved in several
learning tasks, but they track each of these separately.

3This can be instantiated in a decentralized way using a blockchain with
miners, or validators, verifying correctness.
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may try to impersonate clients in the registration phase, col-
lude with aggregators during the training phase, or manipulate
the model posted at the beginning of each iteration. For AG,
we assume that at maximum n− t parties can be malicious,
where t is the threshold required for valid decryption.

Since our goal is supporting anonymity, we do not assume
any authenticated communication channels. Lastly, we work
in the random oracle model where hash functions are modeled
as random oracles.

4.3 System Workflow

AnoFel achieves anonymity and privacy by combining a set
of cryptographic primitives, such as threshold homomorphic
encryption and zero-knowledge proofs, differential privacy,
and a public bulletin board. The latter is used to facilitate
indirect communication between the parties and to create
anonymity sets to disguise the participants. Our techniques
of combining zero-knowledge proofs and anonymity sets are
inspired by recent advances in private and anonymous cryp-
tocurrencies [16, 28, 61].

Each client must register before participation (step 1.b in
Figure 1) by publishing on the board a commitment to the
master public key and dataset this client owns (the commit-
ments are never revealed and don’t leak any information).
Similarly, the aggregators AG must register by posting their
public key on the board (step 1.c in Figure 1), which will be
used by the clients to encrypt their model updates. As we
use DP to protect against membership and inference attacks,
the client samples a noise and adds it to their updates before
encrypting them. The encrypted updates will be accompanied
with a zero-knowledge proof (ZKP) attesting that a client is
a legitimate and registered data owner, but without reveal-
ing the public key or the dataset commitment of this client.
Thus, anonymity is preserved against everyone (the server,
aggregators, other clients, or any other party).

As shown in the figure (steps 1.d and 3), a server publishes
the initial model updates on the bulletin board, which are
retrieved by the clients to be used in the local training. The
use of this immutable public bulletin board avoids direct com-
munication between the server and clients, which would com-
promise anonymity. Moreover, it addresses privacy attacks
resulting from distributing different initial model parameters
to clients (this type of attacks has been recently demonstrated
in [57]). In fact, AnoFel is the only private federated learning
system that enjoys this advantage.

To prevent Sybil and data poisoning attacks, each dataset
must be certified by its source, e.g., a hospital. Since expos-
ing the certifier reveals the dataset type and impacts privacy,
AnoFel creates an anonymity set for the certifiers by having
all their public keys posted on the board (step 1.a in Figure 1).
Thus, during the registration, a client will provide a ZKP
that its hidden (committed) dataset is signed by one of the
certifiers—without specifying which one.

Furthermore, to hide which training activity a client is par-
ticipating in, which if revealed it will expose the dataset type,
AnoFel creates an anonymity set for the aggregators. That is,
the system will have several ongoing training activities, each
of which with its own AG committee. When submitting a
model update, the client will choose a subset of these aggre-
gators including the target AG who is managing the training
activity the client is interested in. The client then encrypts
the updates under the public keys of this subset—encrypt the
actual updates for the target AG while encrypt 0 for the rest
of the aggregators. Consequently, even if it is revealed that
a client has submitted a model update, this will not expose
which training activity this client is part of.

Accordingly, AnoFel proceeds in three phases: setup,
model training, and model access, which we discuss below.

4.3.1 Setup

The initial system setup includes creating the bulletin board,
generating all public parameters needed by the cryptographic
primitives used, and configuring the parameters for noise
distribution and privacy/accuracy loss bounds of DP that all
parties will use. Then, the certifiers, aggregators, and each
client must run the setup process.4

Certifiers. Each certifier posts its public key on the board.
Let PKC be the set of all certifiers’ public keys.

Aggregators. AG run the setup of a threshold homomorphic
encryption to generate a public key and shares of the secret
key. They post the public key on the board, while each party
keeps its secret key share. To authenticate the public key, at
least t of these aggregators must post it on the board (each
posting is signed using the aggregator’s own public key).5

Clients. The setup process for clients is more involved com-
pared to the previous entities. This is a natural result of sup-
porting anonymity. As shown in Figure 2, which is the de-
tailed version of step 1.b in Figure 1, each client cli ∈ C, with
a dataset Di and a master keypair (mski,mpki),6 obtains a cer-
tificate σi from its certifier—σi could be simply the certifier’s
signature over Di ∥mpki. Then, cli commits to its dataset Di
(without revealing anything about it) as follows:

• Compute a commitment to Di and mpki as commi =
H(Di ∥mpki ∥ salt), where H is a collision resistant hash
function and salt is a fresh random string in {0,1}λ.

• Generate a fresh digital signature keypair (pksig,sksig).
Compute a = H(pksig) and tag = PRFmski(a), where

4A PKI is needed to ensure the real identities of the certifiers, aggregators,
and model owner. So, when any of these entities posts its public key on
the board, this must be accompanied with a certificate (from a certificate
authority) to prove that indeed the party owns this key.

5The individual public keys of AG are managed by a PKI.
6Clients need a PKI for their master public keys, so a certifier can check

that a client owns the presented master public key. However, to preserve
anonymity, these are hidden in the training process, and a certifier cannot
link an encrypted model update to the master public keys.
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Figure 2: Client setup—anonymous registration process.

PRF is a pseudorandom function, and tag serves as an
authentication tag over the fresh key to bind it to the mas-
ter keypair of the client. Similar to [61], we instantiate
the PRF as PRFmski(a) = H(mski ∥a).

• Generate a ZKP π to prove that the dataset is legit and
owned by cli. In particular, this ZKP attests to the follow-
ing statement (again without revealing anything about
any of the private data that the client knows): given a
commitment commi, a signature verification key pksig,
a tag tag, and a bulletin board state index sid, client
cli knows a dataset Di, randomness salt, master keypair
(mpki,mski), a certifier’s key pkc, a certificate σi, and a
signing key sksig, such that:

1. Di, mpki, and salt are a valid opening for the
commitment commi, i.e., commi = H(Di ∥mpki ∥
salt).7

2. σi has been generated using pkc over Di ∥mpki,
and that pkc ∈ PKC with respect to the set PKC
registered on the board at state with index sid.

3. The client owns mpki, i.e., knows mski that corre-
sponds to mpki.

4. The tag over the fresh pksig is valid, i.e., compute
a = H(pksig) and check that tag = PRFmski(a).

• Sign the proof and the commitment: set m =
(commi, tag, pksig,π,sid), use sksig to sign m and obtain
a signature σcli .

• Post (m,σcli) on the bulletin board.

As for verifying the third condition, i.e., the client knows
mski, it is simply done by computing the public key based on
the input mski and checking if it is equal to mpki. Although
mpki is not recorded explicitly on the bulletin board, it is
bound to the client since it is part of the dataset commitment
commi certified by σi.

7Note that the opening of the commitment is a private input the client
uses to generate the proof (and same applies to the training phase as we will
see shortly). This opening is never revealed to the public—The board only
has the commitment, and a ZKP on its well-formedness that does not leak
any information about any private data used locally to generate the proof.

To allow efficient proof generation with respect to the
anonymity setPKC, a Merkle tree is used to aggregate the key
set PKC as shown in Figure 2. Proving that a key pkc ∈ PKC
is done by showing a proof of inclusion (PoI) of that key in
the tree. In other words, the circuit underlying the ZKP gen-
eration takes a membership path of the key and the tree root
and verifies the correctness of that path. Thus, the cost will
be logarithmic in the set size. The tree can be computed by
the entities maintaining the board, with the root published on
the board to allow anyone to use it when verifying the ZKP.

Note that a ZKP is generated with respect to a specific state
of the anonymity set PKC. This state is the root of the Merkle
tree of this set, which changes when a new certifier joins the
system. Such change will invalidate all pending ZKPs, and
thus, invalidate all pending client registrations tied to the older
state. To mitigate this, a client should specify the state index
sid based on which the ZKP (and hence, the Merkle tree) was
generated. So if the board is a series of blocks as in Figure 2,
sid is the block index containing the root used in the proof.

All these conditions are modeled as an arithmetic circuit.
The client has to present valid inputs that satisfy this circuit
in order to generate a valid ZKP. Only registration with valid
ZKPs will be accepted, where we let CMCL be the set of all
valid clients’ commitments. Registration integrity is preserved
by the security of the digital signature σcli : if an adversary
tampers with any of the information that a client submits—
commi, tag, pksig, π, or sid—this will invalidate σcl and will
lead to rejecting the registration.

Note that clients can perform the setup at anytime, and once
their registration information is posted on the board, they can
participate in the model training immediately. Thus, AnoFel
allows clients to join at anytime during the training process,
and each client can perform the setup phase on its own.

4.3.2 Model Training

At the beginning of each training iteration, S posts the initial
model parameters on the bulletin board (step 1.d in Figure 1).
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Figure 3: Model training—anonymous model updates submission (0n−1 means n−1 zeros, and HE is homomorphic encryption).

Each client cli retrieves them and trains the model locally over
its dataset (step 3 and 4 in Figure 1, respectively). Then cli
shares the model updates privately and anonymously without
revealing (1) which training activity it is participating in nor
(2) the dataset commitment it owns (i.e., without revealing its
identity). Client cli does that as follows (see Figure 3, which
is the detailed version of step 5 in Figure 1):

• Choose a set of aggregators AG = {AG1, . . . ,AGu} in-
cluding the target AG, with AGpk denoting the public
keys of these aggregators. Shuffle AG to avoid any order-
ing attacks (e.g., if the target AG is always placed first,
this reveals the target training activity).

• Invoke DP.noise to sample a noise value to be added to
the model updates. As mentioned earlier, we apply the
optimization in [66] by dividing the noise scale by the
number of participating clients since the model updates
will be decrypted after being aggregated.

• Encrypt the model updates under the target AG public
key, while encrypt 0 under the public keys of the rest.
This will produce c; a vector of u ciphertexts.8

• Generate a fresh digital signature keypair (pksig,sksig).
Compute a = H(pksig) and tag = PRFmski(a).

• Produce a ZKP π (with respect to the current state of
the board at index sid) attesting that: cli is a legitimate
owner of a dataset, and that the fresh digital signature
key was generated correctly. Thus, this ZKP proves the
following statement: given a signature key pksig, and
a tag tag, cli knows the opening of some commitment
comm ∈ CMCL (this proves legitimacy), and that tag
was computed correctly over pksig as before. Since we
adopt the semi-honest adversary model during the train-
ing phase, there is no need to prove that c has only one
non-zero update.9

8A client will have a fixed AG selected at the beginning. Changing AG
between iterations must be done carefully; for a new AG′, if AG∩AG′ =AG,
it would be trivial to tell which training activity a client is part of.

9Note that although we assume semi-honest clients during training, we

• To preserve integrity, sign the proof, the cipher-
text, and the auxiliary information. That is, set m =
(c,AGpk, tag,pksig,sid,π) and sign m using sksig to a
produce a signature σcli .

• Post (m,σcli) on the bulletin board.

We use the Merkle tree technique to aggregate the com-
mitment anonymity set CMCL. A client provides a proof of
inclusion of its commitment in the Merkle tree computed over
CMCL with respect to a specific state indexed by sid. The
latter is needed since we allow clients to join anytime, and
thus, CMCL, and its Merkle tree, will change over time.

Based on the above, AnoFel naturally supports dynamic
client participation. As mentioned before, a client who wants
to join can do that immediately after finishing the setup. While
(registered) clients who do not wish to participate in a training
iteration simply do not send any updates. AnoFel does not
need a recovery protocol to handle additions/dropouts since
the setup of a client does not impact the setup of the system,
AG, or other clients. Also, the model updates submitted by
any client do not impact the updates submitted by others. Not
to mention that any information needed to perform the setup
is already on the bulletin board, so interaction between the
parties is needed. Furthermore, submitting model updates is
done in one shot; a client posts (m,σcli) on the board. Since
we use non-interactive ZKPs, AG, and any other party, can
verify the proof on their own.

4.3.3 Model Access

At the end of each training iteration, AG members retrieve
all client updates—those that are encrypted under her public
key—from the board, and aggregate them using the additive
homomorphism property of the encryption scheme (steps 6

still need the ZKP above to preserve integrity and make sure only registered
clients participate. That is, a malicious adversary (who could be the server)
may impersonate a client during training (without doing any registration), and
it may alter the submitted updates (thus we need to prove that the signature
is honestly generated by a registered client).

9



and 7 in Figure 1, respectively). Then, each member decrypts
the ciphertext using its secret key share, producing a partial de-
cryption that is sent to S (step 8 in Figure 1). Once S receives
at least t responses, it will be able to construct the plaintext
of the aggregated model updates and start a new iteration.

Signaling the end of a training iteration relies on the bulletin
board. Adding a future block with a specific index will signal
the end. Thus, the system setup will determine the block index
of when training starts, and the duration of each iteration (in
terms of number of blocks). Since all parties have access to
the board, they will be able to know when each iteration is
over. Another approach is to simply have S post a message on
the board to signal the end of each iteration.

Although AnoFel is a system for federated learning that
involves several parties, it is not considered an interactive
protocol. These parties do not communicate directly with
each other—the bulletin board mediates this communication.
When sending any message, the sender will post it on the
bulletin board, and the intended recipient(s) will retrieve the
message content from the board.

Remark 3. The concrete instantiation of the bulletin board
impacts runtime. The board mediates communication between
parties and must verify the validity of all information postings
before accepting them. To speed up this process, the board
be formed from a sequence of blocks of information main-
tained by a committee of registered validators (similar to a
blockchain but without the full overhead a regular blockchain
introduces). Alternatively, a regular blockchain that takes
advantage of recent optimized designs and scalability tech-
niques [8, 31, 67] can be adopted. We note that the concrete
instantiation of the board is outside the scope of this work.

4.4 Extensions
Addressing a stronger adversary model. AnoFel assumes
semi-honest clients in the training phase. Therefore, mitigat-
ing threats of (1) using a legitimate (registered and certified)
dataset in a training activity of totally different type—e.g.,
use medical data to train a model concerned with vehicles,
and (2) encrypt non-zero values to other aggregators (other
than the target AG) in AG to corrupt their training activities,
are out of scope. Nevertheless, we can make our adversary
model stronger by considering a semi-malicious client who
may attempt these attacks.

To mitigate the first attack, we require the certifier to add a
dataset type dt to the dataset certificate, and hence, we require
the client to prove that it has used a dataset with the correct
type in training. That is, each training activity in the system
will have a designated type dt, and a certifier will check that
a dataset Di is indeed of type dt (so it can be used to train any
model of type dt) before signing Di ∥mpki ∥dt. Also, the ZKP
circuit a client uses in training must check that the target AG
(that will receive a ciphertext of non-zero value) is managing a
training activity with an identical dt. Otherwise, a valid proof

cannot be generated. To mitigate the second attack, we can
add another condition to be satisfied in the ZKP circuit (again
the one a client uses during training) to validate the ciphertext
c. That is, verify that only one ciphertext in c is for a non-zero
value while the rest are zeros. This requires providing the
ZKP circuit with all plaintexts and the randomness used in
encryption, so it can the ciphertexts based on these, denoted
as c′, and check if c′ = c.

Addressing malicious clients during training, i.e., these
who may deviate arbitrarily from the protocol, can be done in
a generic way using ZKPs as in [49]. That is, a model update
will be accompanied with ZKP proofs on well-formedness,
meaning that the registered dataset and the actual initial model
parameters were used and training was done correctly. Ex-
tending AnoFel to support that while preserving its efficiency
level is part of our future work.

Reducing storage costs of the bulletin board. ML models
may involve thousands of parameters. The server needs to
post the initial values of these parameters on the board for
each training iteration. Also, a client posts the updated version
of all these parameters on the board. This is a large storage
cost that may create a scalability problem, e.g., if the board is
a blockchain this cost could be infeasible. To address this is-
sue, we can employ any of the solutions currently used by the
blockchain community, e.g., store the (ciphertext of) model
parameters on a decentralized storage network, and post only
the hash of them on the board (with a pointer to where the
actual data is stored). Furthermore, once the data is used, i.e.,
a training iteration concluded, initial model parameters and
all clients updates can be discarded, which reduces the stor-
age cost significantly. Note that the initial model parameters
are posted by the server, who is not anonymous, while the
encrypted updates are posted by clients. Thus, an anonymous
off-chain storage must be used (like an anonymous sidechain)
to avoid compromising their anonymity.

4.5 Security of AnoFel
AnoFel realizes a correct and secure PAFL scheme based on
the notion defined in Section 2. In Appendix A, we formally
prove the following theorem:

Theorem 1. The construction of AnoFel as described in Sec-
tion 4 is a correct and secure PAFL scheme (cf. Definition 1).

5 Performance Evaluation

In this section, we provide details on the implementation
and performance evaluation of AnoFel, and benchmarks to
measure its overhead compared to prior work.

5.1 Implementation
For hash functions, we use the Pedersen hash function [37],
with an alternative implementation using Baby-Jubjub elliptic
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Table 1: zk-SNARKs runtime for client setup and training.

Setup Training

# Clients Prove (s) Verify (ms) Prove (s) Verify (ms)

16 1.97 4.65 0.79 4.67
32 2.04 4.74 0.85 4.55
64 2.09 4.61 0.96 4.57
128 2.16 4.62 1.04 4.53
256 2.22 4.64 1.14 4.54
512 2.28 4.65 1.25 4.56

curve [10] and 4-bit windows [1], which requires less con-
straints per bit than the original implementation. For threshold
additive-homomorphic encryption, we use the threshold ver-
sion of Paillier encryption scheme [23] based on [5]. For
digital signatures, we use EdDSA [11] over Baby-Jubjub el-
liptic curve based on [2]. For zero-knowledge proofs, we
use Groth16 zk-SNARKS [33] implemented in libsnark [4].
We use PyTorch [58] to incorporate differential privacy, and
implement the FedSGD [18] algorithm for federated learning.

Dataset and Models. We evaluate the performance of
AnoFel using three federated learning tasks. Our first bench-
mark is LeNet5 [46] architecture with 61.7K parameters
trained on the MNIST [45] dataset. Our second benchmark is
ResNet20 [36] architecture with 273K parameters trained
over the CIFAR10 [44] dataset. Our third benchmark is
SqueezeNet [34] with 832K parameters trained over Tiny-
ImageNet [73] dataset. This benchmark is the largest studied
in private federated learning literature [21,49,66]. Since batch
normalization is not compatible with DP [75], we replace all
batch normalization layers with group normalization [70] in
ResNet20 and SqueezeNet with negligible effect on accuracy.

Configuration. For our runtime experiments, we consider
a network of N = {16,32,64,128,256,512} clients. We also
assume one committee consisting of 3 aggregators. Runtimes
are benchmarked on an Intel i9-10900X CPU running at
3.70GHz with 64GB of memory assuming 8 threads, and
the mean of 5 runs are reported for each experiment. We
present micro-benchmarks of AnoFel components as well as
end-to-end benchmarks for a training iteration. We also eval-
uate AnoFel accuracy under IID and non-IID dataset settings.
The DP parameters are set as ε = 0.9, δ = 10−5, and norm
clipping threshold C = 1 for MNIST and C = 2 for CIFAR10
and TinyImageNet benchmarks.

5.2 Results
Runtime Overhead. Table 1 shows the performance of zero-
knowledge proof implementation of clients setup and training
circuits. The prove and verify runtimes are reported for differ-
ent numbers of clients participating in the learning task. The
size of proof is a constant 1019 bits. The setup prove overhead
is a one-time cost for clients, and the training prove overhead
is incurred for each training iteration. As the results suggest,
the prover runtime for both setup and training increase sub-
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Figure 4: Aggregator computation time for a training iter-
ation for MNIST on LeNet5, CIFAR10 on ResNet20, and
TinyImageNet on SqueezeNet.
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Figure 5: Breakdown of client runtime for each training it-
eration for MNIST on LeNet5, CIFAR10 on ResNet20, and
TinyImageNet on SqueezeNet

linearly with the number of clients, remaining under 2.5 sec
for all experiments. The verifier runtime remains constant
under 5 msec. Later we will show that ZKP cost is a fraction
of the total cost and add little overhead to the overall runtime.

Next, we show results for an end-to-end training iteration.
Aggregators’ runtime during training is found in Figure 4 for
different numbers of clients. Aggregators receive the cipher-
texts from clients, perform aggregation using homomorphic
addition over ciphertexts followed by a partial decryption af-
ter which the result is sent to the model owner. The decryption
cost only depends on the size of the model, while the cost of
aggregating ciphertexts increases with the number of clients.
For our largest network of clients with 512 participants, the
aggregator runtime is 13.3, 56.8, and 174.6 sec for MNIST,
CIFAR10, and TinyImageNet benchmarks respectively.

Figure 5 presents the client runtime with detailed break-
down for a training iteration with 512 clients for our bench-
marks. The breakdown includes the cost of client local model
training, model update encryption for the target AG aggrega-
tor committee, and ZKP generation. The cost of noising up-
dates, generating keypairs, signatures, and hash computations
are negligible, thus omitted from the plot. Local model train-
ing cost is measured for training over a batch of 1024 images
on a GeForce RTX 2080 Ti GPU, taking 0.616, 0.791, and
1.276 sec for MNIST, CIFAR10, and TinyImageNet bench-
marks respectively. The remaining protocol costs (encryption
and ZKP) are measured using the CPU described in config-
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Figure 6: Comparing client computation time for one training round of AnoFel, Truex et al. [66], and Bonawitz et al. [14] for (a)
MNIST on LeNet5, (b) CIFAR10 on ResNet20, and (c) TinyImageNet on SqueezeNet.

uration. For MNIST, the overhead of generating the ZKP is
39%, and for the larger CIFAR10 and TinyImageNet bench-
marks the ZKP overhead constitutes 17% and 7% of the total
runtime. For all benchmarks, the runtime cost is dominated
by the model update encryption step.

Communication Overhead. The communication overhead
of the parties during setup and training phases are as follows.

Clients: Client i’s setup involves the certifier’s signature
(96 B), and posting m = (commi, tag,pksig,π,sid) and its sig-
nature (360 B). Each training iteration involves obtaining
model parameters (121 KB, 527 KB, and 1.6 MB of 16-bit
updates for LeNet5, ResNet20, and SqueezeNet respectively)
and posting m = (c,AGpk, tag,pksig,sid,π) and its signature
(9.2 MB, 41 MB, and 124 MB for LeNet5, ResNet20, and
SqueezeNet respectively).

Aggregators: During setup, aggregators post their (signed)
public key (160 B). In each training iteration, aggregators
receive encrypted updates from clients and send partial de-
cryptions to model owner (9.2 MB, 41 MB, and 124 MB for
LeNet5, ResNet20, and SqueezeNet respectively).

Model Owner: During each training iteration, model owner
posts the model updates (124 KB and 546 KB for Lenet5
and ResNet20, respectively), and obtains partial ciphertexts
from aggregators (9.2 MB, 41 MB, and 124 MB for LeNet5,
ResNet20, and SqueezeNet respectively).

Comparison to Baseline. To better understand the perfor-
mance of AnoFel, we provide comparison to prior work on
privacy-preserving federated learning. We don’t know of any
other framework that provides anonymity guarantees simi-
lar to AnoFel, and therefore we chose two recent systems
for privacy-preserving federated learning, namely, Truex et
al. [66] and Bonawitz et al. [14]. Truex et al. present a non-
interactive protocol that deploys threshold homomorphic en-
cryption for secure aggregation, and Bonawitz et al. develop
an interactive protocol based on masking to protect the client
updates during aggregation.

We benchmarked the client runtime for a training iteration
in Bonawitz et al. protocol based on implementation found
at [3] with fixes to allow more than 40 clients, and Truex et al.
protocol using the implementation found at [6] for different

number of clients. The results are shown in Figure 6. When
compared to Truex et al. protocol,AnoFel is at most 2×, 1.4×,
and 1.3× slower on MNIST, CIFAR10, and TinyImageNet
respectively for different number of participants. Compared
to Bonawitz et al. protocol, AnoFel is at most 3.7×, 7.7×,
and 12.1× slower on MNIST, CIFAR10, and TinyImageNet
respectively. With larger number of clients, the runtime gap
between Bonawitz et al. and AnoFel reduces. For 512 par-
ticipating clients AnoFel is only slower by 1.1× on MNIST,
2.1× on CIFAR10, and 2.8× on TinyImageNet. Our results
demonstrate the scalability of our framework; the cost of its
additional anonymity guarantees, that are not supported by
prior work, is relatively low especially in large scale scenarios.
Model Accuracy. We evaluate the model test accuracy in
AnoFel incorporating DP and compare to a non-DP baseline
in Figure 7. For these experiments we assume number of
clients N = 16. Figure 7(a-c) presents the convergence char-
acteristics of our benchmarks assuming IID datasets among
clients. AnoFel achieves 99.27%, 90.60%, and 40.30% test
accuracy on MNIST, CIFAR10, and TinyImageNet datasets
respectively. We also present accuracy results for non-IID set-
ting, following the distribution described in [41] on CIFAR10.
As depicted in Figure 7(d), AnoFel achieves an accuracy of
76.61%. Across all benchmarks, AnoFel obtains models with
less than 0.5% accuracy loss compared to non-DP models.

6 Related Work
Private federated learning. Bonawitz et al. [14] is among
the earliest works on private federated learning. It handles
client dropouts (but not addition) using an interactive proto-
col. The proposed scheme does not support anonymity; each
client is known by a logical identity, which in the malicious
setting must be tied to a public key (through a PKI) to prevent
impersonation. A followup work [9] optimized the overhead
of [14] and supported the semi-malicious model—the server
is only trusted to handle client registration. This also violates
anonymity since the server has full knowledge on the clients.
The works [39,64,72] also targeted the efficiency of [14], and
all inherit its lack of anonymity and interactivity issues.

Truex et al. [66] use homomorphic encryption and differ-
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Figure 7: Accuracy of AnoFel per epoch for N = 16 clients compared with a non-DP baseline with IID datasets for (a) MNIST
on LeNet5, (b) CIFAR10 on ResNet20, (c) TinyImageNet on SqueezeNet, and (d) non-IID dataset for CIFAR10 on ResNet20.

ential privacy to achieve secure aggregation. This makes it
easy to handle dropouts—since a user’s update is independent
of others’—but not addition since all users must be known
at the setup phase to get shares of the decryption key. The
proposed scheme relies on clients to decrypt the aggregated
updates—which introduces excessive delays, and requires
the server to know all clients and communicate with them
directly—thus violating anonymity. Xu et al. [71] avoid the
distributed decryption process, and allows for user additions
(up to a maximum cap per iteration). However, this comes
at the expense of introducing a trusted party to run the sys-
tem setup and help in decrypting the aggregated model after
knowing who participated in each iteration. Ryffel et al. [60]
employ function secret sharing and assumes a fixed client par-
ticipation, with a (semi-honest) server knows all clients and
will communicate with them directly. Thus, client anonymity
is not supported. Mo et al. [53] use a trusted execution envi-
ronment to achieve privacy. Beside not supporting anonymity,
trusting a hardware is problematic due to the possibility of
side channel and physical attacks.

AnoFel addresses the limitations of prior work: it supports
client anonymity, and does not involve them in the aggrega-
tion process. Accordingly, AnoFel not only reduces overhead,
but supports dynamic participation without any additional
recovery protocol or any trusted party. This is in addition to
addressing recent attacks resulting from disseminating differ-
ent initial models to clients [57] as explained previously.

Anonymity and Federated Learning. Several techniques
were proposed to anonymize the dataset itself before using it
in training, such as differential privacy [74], k-anonymity [20,
65], l-diversity [50], and t-closeness [47] (a survey can be
found in [27]). These techniques are considered complemen-
tary to AnoFel: they allow anonymizing a dataset, and our
system guarantees client’s anonymity in the sense that no
one will know if this client participated in training or which
updates they have submitted.

The works [19, 24, 35, 48, 76] target the same anonymity
notion as in AnoFel. Domingo et al. [24] utilize probabilistic
multi-hop routes for model update submission, with the clients
known by fixed pseudonyms instead of their real identities.
However, such pseudonyms provide only pseudoanonymity;
several studies showed how network and traffic analysis can
link these pseudonyms back to their real identities [12, 43,

59]. Also, their anonymity guarantees is based on assuming
that clients do not collude with the model owner, a strong
assumption that AnoFel avoids. Li et al. [48] uses interactive
zero-knowledge proofs to achieve client anonymity when
submitting model updates. Their approach, however, suffers
from several security and technical issues: First, any party
can generate a secret key and pass the proof challenge, not
necessarily the intended client. Second, in this protocol, some
parameters must be made public, but no details on how to do
this in an anonymous way. Third, no discussion on how to
preserve message integrity, making the protocol vulnerable to
man-in-the-middle attacks.

The scheme proposed in [35] works at the physical layer; it
randomly samples a subset of clients’ updates and aggregates
their signals before submitting them to the model owner. The
proposed protocol assumes clients are trusted, and does not
discuss how to preserve integrity of the communicated up-
dates. Zhao et al. [76] introduces a trust assumption to achieve
anonymity; a trusted proxy server mediates communication
between clients and model owner. Lastly, Chen et al. [19]
use a modified version of Tor to preserve anonymity; users
authenticate each other and then negotiate symmetric keys to
use for encryption. However, the negotiation and authentica-
tion processes are interactive, and the model owner records
all clients’ (chosen) identities, putting anonymity at risk due
to the use of fixed identities. Thus, none of these systems
supports anonymity in a provably secure way as AnoFel does.

7 Conclusion

In this paper, we presented AnoFel, the first framework for
private and anonymous user participation in federated learn-
ing. AnoFel utilizes a public bulletin board, various crypto-
graphic building blocks, and differential privacy to support
dynamic and anonymous user participation, and secure ag-
gregation. We also introduced the first formal security notion
for private federated learning covering client anonymity. We
demonstrated the efficiency and viability of AnoFel through a
concrete implementation and extensive benchmarking cover-
ing large scale scenarios and comparisons to prior work.
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Appendix A Proof of Theorem 1

To prove Theorem 1, we need to prove that AnoFel does not
impact training correctness, and that no PPT adversary can
win the security games defined in Section 2 for anonymity
and dataset privacy with non-negligible probability.

Intuitively, AnoFel satisfies these properties by relying on
the correctness and security of the underlying cryptographic

primitives, and the bounds on accuracy and privacy loss of-
fered by DP as employed in our system. The use of a secure
zero-knowledge proof guarantees: completeness (a valid hon-
est proof generated by a client will be accepted by the bulletin
board validators and the aggregatorsAG), soundness (a client
that does not own a certified dataset cannot register, and a
client that does not belong to the registered set cannot forge
valid proofs during training), and zero-knowledge (so the
proof does not reveal anything about the master public key of
the client or its dataset).

Furthermore, the use of a semantically secure threshold
homomorphic encryption scheme guarantees that the cipher-
texts of the model updates do not reveal anything about the
underlying (plaintext) updates, and adding them will produce
a valid result of the sum of these updates. The use of a secure
commitment scheme guarantees that a commitment posted
by a client cli hides the dataset Di and binds this client to Di.
The security of the digital signature scheme and the PKI guar-
antees that a malicious adversary cannot forge a certificate
for a corrupted dataset, and that a man-in-the-middle attacker
cannot manipulate any of the messages that a client, aggrega-
tor, or a server send. Also, under the assumption that at least
t members of AG are honest, this guarantees that S will not
have access to the individual updates submitted by clients.

Moreover, the use of a (ε,δ)-differential privacy technique
leads to small advantage for the attacker in membership at-
tacks as given by equation 1, and a small error (or loss in
accuracy) bound as detailed in Section 3. We use these pa-
rameters in our proofs below.

Formally, the proof of Theorem 1 requires proving three
lemmas showing that AnoFel is correct, anonymous, and sup-
ports dataset privacy. For correctness, we remark that AnoFel
does not impact training correctness and accuracy. So if a de-
fense mechanism against inference attacks is employed, and
this mechanism provides a trade-off with respect to accuracy
(as in differential privacy), AnoFel will not impact that level.

Lemma 1. AnoFel satisfies the correctness property as de-
fined in Definition 1.

Proof. Correctness follows by the correctness of the homo-
morphic encryption scheme and the security of the digital
signature, as well as the accuracy level provided by DP. A
semi-honest client in the training phase will perform training
as required and encrypt the updates and post them on the
board. Since AnoFel uses an existential unforgeable digital
signature scheme, a malicious attacker A cannot modify the
ciphertext of the updates without invalidating the signature,
and A cannot forge a valid signature over a modified cipher-
text. Thus, it is guaranteed that all accepted model updates
ciphertexts are the ones produced by the client. Also, since
AnoFel uses a correct (and secure) homomorphic encryption
scheme, the homomorphic addition of the ciphertexts will pro-
duce a ciphertext of the sum of the actual updates (with their
added noise level by DP). By the correctness of the decryption
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algorithm, after decrypting the sum ciphertext, the server will
obtain the correct value of the aggregated updates in each
training iteration. This trained model differs from the actual
one by the error bounds α obtained from DP, thus satisfying
α-correctness. This completes the proof.

For anonymity, as we mentioned previously, inference at-
tacks will have no impact on anonymity unless the leaked dat-
apoint contains sensitive data (like the identity of the client)—
so this attack assumes that the adversary got a hold on the
dataset or part of it. As an extra step, a technique can be used
to pre-process the dataset to remove sensitive attributes from
the dataset, satisfies that and renders membership attacks inef-
fective in compromising anonymity (note if the attacker gets a
hold on a client dataset and he knows the client identity, then
he already compromised privacy of that client). The definition
of our anonymity property does not assume the adversary
knows the dataset or identity of the clients involved in the
challenge.10

Lemma 2. AnoFel satisfies the anonymity property as defined
in Definition 1.

Proof. Under the assumption that at least one honest client
(other than cl) has submitted updates during the challenge
training iteration (as described in the game definition earlier),
accessing the aggregated model updates at the end of any
iteration will not provideAwith any non-negligible advantage
in winning the game. Thus, the proof is reduced to showing
that all actions introduced by AnoFel preserve anonymity. We
prove that using a similar proof technique to the one in [28],
where we show a series of hybrids starting with an AnonGame
with b = 0 (Hybrid0), and finishing with an AnonGame game
with b = 1 (Hybrid7). By showing that all these hybrids are
indistinguishable, this proves that A cannot tell which client
was chosen for the challenge train command in AnonGame.
Now, we proceed with a sequence of hybrid games as follows:

Hybrid0: The game AnonGame with b = 0.

Hybrid1: Same as Hybrid0, but we replace the zero-knowledge
proofs with simulated ones, i.e., we invoke the zero-
knowledge property simulator for each of the register and
train queries, and we replace the actual proofs in the output
of these queries with simulated ones. The hybrids Hybrid0 and
Hybrid1 are indistinguishable by the zero-knowledge property
of the ZKP system that AnoFel uses. That is, if A can distin-
guish them, then we can build another adversary A′ that can
break the zero-knowledge property, which is a contradiction.

Hybrid2: Same as Hybrid1, but we replace
(cl0,aux0,cl1,aux1) with fresh output (cl′0,aux

′
0,cl

′
1,aux

′
1).

That is, we choose fresh datasets and register two fresh

10Even if we allow that, we can define γ-anonymity property where the
attacker wins with probability bounded by γ inherited from DP.

clients using them. So if setup created a state with n clients,
any register query for any of the n clients other than cl0 and
cl1 will proceed as in Hybrid1. However, if it is for cl0 or cl1,
we replace them with cl′0 or cl′1 and proceed.

The hybrids Hybrid1 and Hybrid2 are indistinguishable by
the zero-knowledge property of the ZKP system and the hid-
ing property of the commitment scheme that AnoFel uses
(which implies that client registration is indistinguishable).
That is, if A can distinguish them, then we can build two
adversaries: A′ that can break the zero-knowledge property
of the ZKP system, andA′′ that can break the hiding property
of the commitment scheme, which is a contradiction.

Hybrid3: Same as Hybrid2, but we replace the output of train-
ing any of (cl0,aux0,cl1,aux1) with fresh output produced
by training (cl′0,aux

′
0,cl

′
1,aux

′
1). As above, if setup created

a state with n client registrations, any train query for any of
the n clients other than cl0 and cl1 will proceed as in Hybrid2.
However, if the train query is for cl0 or cl1, we replace them
with training output based on the fresh datasets owned by cl′0
or cl′1 and proceed.

Hybrid2 and Hybrid3 are indistinguishable by the zero
knowledge property of the ZKP system and the semantic se-
curity of the homomorphic encryption scheme used in AnoFel
(which implies that training is indistinguishable). If A can
distinguish them, then we can build two adversaries: A′ that
can break the zero-knowledge property of the ZKP system,
and A′′ that can break the semantic security of the encryption
scheme, which is a contradiction.

Hybrid4: Same as Hybrid3, but with b = 1. The hybrids
Hybrid3 and Hybrid4 are indistinguishable by the indistin-
guishability of model training as described above.

Hybrid5: Same as Hybrid4, but with (cl0,aux0,cl1,aux1) used
in training as in the original game. So this is Hybrid3 with
b = 1. The hybrids Hybrid4 and Hybrid5 are indistinguishable
by the indistinguishability argument of Hybrid3 and Hybrid2.

Hybrid6: Same as Hybrid5, but with (cl0,aux0,cl1,aux1) used
in registration as in the original game. So this is Hybrid2 with
b = 1. The hybrids Hybrid5 and Hybrid6 are indistinguishable
by the indistinguishability argument of Hybrid2 and Hybrid1.

Hybrid7: Same as Hybrid6, but with real ZKPs instead of the
simulated ones. So this is the original AnonGame with b = 1.
The hybrids Hybrid6 and Hybrid7 are indistinguishable by the
indistinguishability argument of Hybrid1 and Hybrid0.

This shows that AnonGame with b = 0 is indistinguishable
from AnonGame with b = 1, which completes the proof.

As for dataset privacy, membership attacks will allow A to
win the dataset privacy game with advantage γ as he selects the
datasets involved in the challenge. Thus, our proofs proceeds
in two stages: first, we show that the cryptographic pritmitives
used in AnoFel do not provide A with any non-negligible
advantage, and second, by the security guarantees of DP, this
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attacker has an advantage bounded by γ due to membership
attacks.

Lemma 3. AnoFel satisfies the dataset privacy property as
defined in Definition 1.

Proof. As defined in the DINDGame, adversary A chooses
two datasets D0 and D1. Then, the challenger picks one of
these datasets at random, registers a client with that dataset,
and invokes the train command for that client. A gets to see
the output of the registration and training commands, which
are the messages and signatures that a client sends in the setup
and training phases of AnoFel as described before.

In order to win the DINDGame, A can attack the registra-
tion or the training process. That is, for the former A tries to
reveal which dataset is hidden in the posted commitment or
obtain information about the witness underlying the submitted
proof, which contains the dataset Db in this case. While for the
latter, A may try to infer any information about the plaintext
of the model updates ciphertext (recall that the model parame-
ters in a training iteration are public, and thus, A can produce
the model updates resulted from the use of D0 and D1). Note
that attacking the ZKP to reveal any information about the
commitment that was used, and then attacking that commit-
ment, reduces to the same case of attacking the registration
process.

Attacking registration means attempting to break the hiding
property of the commitment scheme and the zero-knowledge
property of the ZKP system. Since AnoFel uses a secure
commitment scheme, the former will succeed with negligible
probability negl1(λ). Also, since AnoFel uses a secure ZKP
system that satisfies the zero-knowledge property, the latter
will succeed with negligible probability negl2(λ). Attacking
the training process means attempting to break the semantic
security of the encryption scheme. Since AnoFel uses a seman-
tically secure encryption to encrypt the model updates, such
an attack will succeed with negligible probability negl3(λ).

Accordingly,A’s advantage by the cryptographic primitives
that we use is negl1(λ)+negl3(λ)+negl3(λ) = negl(λ).

Now, A can query the oracle OPAFL to access the updated
model and perform a membership attack. That is, A knows
both datasets and query the model over various datapoints to
see which dataset was used in training. The success of this
strategy is bounded by the privacy loss γ given by equation 1.

Thus, the probability that A wins in the DINDGame is
1
2 +negl(λ)+ γ, which completes the proof.

Proof of Theorem 1. Follows by Lemmas 1, 2, and 3.
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