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Encrypted Simultaneous Control of Joint Angle and
Stiffness of Antagonistic Pneumatic Artificial
Muscle Actuator by Polynomial Approximation

Yuta Takeda, Takaya Shin, Kaoru Teranishi, and Kiminao Kogiso

Abstract—This study proposes an encrypted simultaneous con-
trol system for an antagonistic pneumatic artificial muscle (PAM)
actuator toward developing a cybersecure and flexible actuator.
First, a novel simultaneous control system design is considered for
the joint angle and stiffness of a PAM actuator in a model-based
design approach, facilitating the use of an encrypted control
method. The designed controller includes a contraction force
model expressed as rational polynomial functions, which makes
it difficult to encrypt the controller. To overcome this difficulty, a
least absolute shrinkage and selection operator (LASSO)-based
polynomial approximation is employed for a rational controller.
The resulting polynomial controller is then transformed into
a matrix-vector product form, which enables the use of a
specific homomorphic encryption scheme to develop an encrypted
simultaneous control system for the PAM actuator. Finally, this
study quantitatively evaluates the tracking control performance
of the original, approximated, and encrypted controllers. The
experimental results show that the proposed encrypted controller
achieves simultaneous tracking of the joint angle and stiffness
with a tracking error of less than 2.7 %.

Index Terms—PAM, encrypted control, polynomial-type con-
troller, LASSO, simultaneous control, experimental validation

I. INTRODUCTION

HE McKibben pneumatic artificial muscle (PAM) was

first developed in the 1950s [[1]. A PAM is inflated
by injecting compressed air into a rubber tube wrapped in
a nonstretchable mesh to generate a contraction force. This
structure offers several advantages over traditional motors and
cylinders, including compact size, lightweight, and flexibility
[2]], [3]. Because PAMs produce contraction force in a single
direction, an antagonistic configuration is typically adopted
for practical applications, where two PAMs are arranged
in parallel through joints [4]-[12]. This structure facilitates
rotational motion and closely mimics human movements [3].
Owing to these benefits, a review paper [13] stated that
PAMs have found considerable use in the development of
rehabilitation and assistive devices that can be comfortably
worn and operated by users. Furthermore, numerous studies
have explored stiffness or compliance control [14]-[18] and
developed methods of simultaneous control of the joint angle
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and stiffness to leverage the potential of PAMs fully [19]-
[24]]. These active controls enhance safety during contact and
collision between robots and humans or their environments
while also augmenting the comfort of wearable devices.

Applications that integrate wireless network technology into
PAM actuator systems include remote surgical robots [25],
remotely operated cranes [26], teleoperation of pneumatic
robots [27], and walking-assistive devices [28]], [29]]. The use
of wireless communications enhances the portability of devices
and promotes the self-rehabilitation of patients at home. In
self-rehabilitation, the monitoring of wearable devices through
a network by physical therapists helps prevent injury due to
falls. Meanwhile, attention must be paid to the cybersecurity
of networked actuator systems. Cyberattack incidents and
risk analyses have been reported, such as the falsification of
control parameters by Stuxnet to destroy process plants [30],
an unmanned aerial vehicle compromised by hijacking video
streaming [31]], and the compromising of a robot controller
(32]].

To develop secure PAM actuator systems, networked ac-
tuator systems must be equipped with cybersecurity counter-
measures. Encrypted control was proposed as a cyberserucrity
countermeasure for networked control systems in [33] by
integrating the homomorphism of a specific public-key encryp-
tion scheme into a linear or polynomial-type control system.
Encrypted control conceals the control parameters inside the
control device and the signals over the communication links,
resulting in protection against eavesdropping [33]]-[36] and
real-time detection of cyberattacks [33[], [37], [38]]. Encrypted
implementation is expected to enhance the cybersecurity of
control systems.

However, designing a nonlinear controller that is not a
polynomial, such as a rational polynomial or switching con-
trollers, is difficult. A simultaneous control system for the
joint angle and stiffness of an antagonistic PAM actuator
uses a rational polynomial-type controller [[19], [22]], [23]. In
additional, encrypted proportional-integral (PI) control of the
PAM joint angle or torque was considered in [36], and in [39],
the implementation of encrypted polynomial controllers was
demonstrated, verifying its effectiveness through a numerical
toy example. Unfortunately, to the best of our knowledge,
no studies have been conducted on encrypting such nonlinear
controllers.

The objective of this study is to propose an encrypted
simultaneous control system for an antagonistic PAM actuator
to develop a cybersecure and flexible actuator. In this study, the
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Fig. 1. Antagonistic PAM actuator system considered [40]. (a) Schematic of
the entire system and (b) geometric structure of the PAM joint [24].

simultaneous tracking control of the joint angle and stiffness
of the antagonistic PAM actuator is considered for a step-like
reference. We present a novel model-based nonlinear control
system comprising three components: a reference generator,
a contraction force estimator, and PI controllers. However,
a model-based controller includes specific rational functions,
and applying the encrypted control method is challenging. To
overcome this difficulty, this study approximates the designed
controller as a polynomial-type controller that is friendly to
controller encryption. We then quantitatively investigate the
effects of polynomial approximation and controller encryption
on the control performance to evaluate the developed en-
crypted control system. Finally, an experimental investigation
confirms that the proposed encrypted control system enables
simultaneous tracking to the step-like reference within an
acceptable tracking error.

This study makes the following main contributions: it is
the first to present an encrypted nonlinear control system for
simultaneously tracking the joint angle and stiffness of an
antagonistic PAM actuator, and it provides a novel form of
the contraction force model, which helps reduce the number
of approximations that cause control performance degradation
throughout the controller encryption procedure.

The remainder of this paper is organized as follows. Sec-
tion [ll]introduces the antagonistic PAM actuator with a control
objective and presents a model-based simultaneous control
method for tracking the joint angle and stiffness of the PAM
actuator to the reference. Section [ITI] discusses the polynomial
approximation to acquire a friendly form of the controller
to realize the encrypted control. Section [IV] proposes an
encrypted-controlled PAM actuator to maintain the controller
and communication secrets and investigates the impact of the
secure implementation on the control performance to highlight
the effectiveness of the proposed encrypted controller. Finally,
Section [V] concludes the study.

II. NONLINEAR CONTROL SYSTEM DESIGN FOR
ANTAGONISTIC PAM ACTUATOR

This section introduces the antagonistic PAM actuator,
its simultaneous control system desingn, and the numerical
evaluation of the control performance of the designed control
system.

TABLE I
EXPERIMENTAL EQUIPMENTS

Specifications

AirMuscle, Kanda Tsushin Kogyo,
Length: 170 mm (be given a 2 kgf mass),
Diameter: 0.5 inches

5/3-way valve, FESTO,

a critical frequency of 125 Hz.
UTM II-10 Nm(R), UNIPULSE,
range: £10 Nm.

UTM II-10 Nm(R), UNIPULSE,
Incremental, resolution: 2000 P/R
E8F2-B10C, OMRON,

Range: 0-1 MPa.

6-25, JUN-AIR,

Tank: 25 L; displacement: 60 L/min.
Pressure tank AST-25G, EARTH MAN, 25 L.

PC Ubuntul2.04, Xenomai2.6.2.1 Patch,
CPU: 3.2 GHz, memory: 8 GB.

Name
PAM

Valve (PDCV)
Torque sensor
Encoder
Pressure sensor

Air compressor

A. Antagonistic PAM Actuator System

Fig. shows an antagonistic PAM system. An antago-
nistic PAM actuator is a joint actuator driven by two PAMs.
One side of each PAM is connected by a joint. The system
consists of two PAMs, two proportional directional control
valves (PDCVs), an air tank, pressure sensors, a torque meter,
a rotary encoder, and a control PC. The tank stores compressed
air connected to the PDCVs and PAMs using air tubes. The
airflow regulated by the PDCVs drives the PAMs, and the joint
rotates. The system inputs are the voltage commands to the
two PDCVs (u; and us9), and the measured values are the joint
angle 6, torque 7, and inner pressure of the PAMs (P; and P,).
The range of the rotation angle is + 25 deg, and the range
of the output torque is + 3.0 Nm. The sampling period T
was set to 20 ms. Table || lists the details of the experimental
equipment used.

The control objective considered in this study is to track the
joint angle and stiffness of the PAM actuator simultaneously
with respect to a given reference. The goal of this study
is to develop an encrypted simultaneous tracking control
system for the joint angle and stiffness of a PAM actuator to
mitigate the control performance degradation caused by secure
implementation.

B. Joint Stiffness

Joint stiffness is an index of the difficulty of a joint rotating
against external forces [23]], [24]. This study employs the
model of joint stiffness presented in [24], following the in-
troduction of the notations of the physical variables regarding
the PAM. The geometric relationships of the antagonistic PAM
actuator are illustrated in Fig. the lengths of the two
PAMs, [; and I, are respectively given by {1 (k) = Lo—AL(k)
and lo(k) = Lo + AL(k), where k € Z* := {1,2,---} is a
step, AL(k) =~ rsinf(k) is the horizontal displacement of
the two PAMs, r is the radius of the joint, and Lg is the
PAM length when the joint is at the horizontal position. The
contraction force of the PAM F;, Vi € T := {1,2} can be
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Fig. 2. Block diagram of angle-stiffness control system.

expressed as a function of the inner pressure and length as
follows:

Fi(li(k), Pi(k)) = a;(li(k))P;(k) + bi(I;(k)), YieZ, (1)

with a;(1) = p$*1 4 p?? and by(l) = p2*l + pb2, Vi € T.

When the joint torque 7 generated by the two PAMs is given
by 7(k) = rcos@(k) (F1(k) — Fz(k)), the joint stiffness K p
is defined as the partial differentiation of joint torque 7 by
joint angle 6 as follows [24]:

Kp(k) = rsin0(k)(Fi(k) — F2(k)) 2
Fl(k) — al(k) FQ(k) — O[Q(k)
+ 72 cos? 0(k) < LR + 1o (R) >

where a;(k) := p®2 Pi(k) +p?*, Vi € T.

C. Angle-Stiffness Controller

This study proposes a novel nonlinear controller for the
simultaneous control of joint angle and stiffness, which is
highlighted in red in Fig. 2} as follows:

r(k+1) = A(k; 0)x(k) + g(k; ¢),

] = cmonm s nmo+ 7] av
where z € R? is the state, u; and wus are the outputs, and
¢ € R? is the input, denoted by ¢ := [P, P, 6 6 Kp]T,
where P;, P,, and # can be measured by the sensor, and 6
and Kp are the references. 3; and [3, are the bias voltages of
each PDCV. A(f) € R3*3 and C(6) € R?*? are time-varying,
f-dependent coefficients, and g : R® — R? and f : R® — R3
are nonlinear functions of (. The coefficients and nonlinear
functions are clarified after introducing a reference generator,
pressure into the contraction force, and PI controllers, which
are components of the proposed controller and are explained
as follows.

1) Reference Generator: The reference generator outputs
the reference signals of the contraction force for two PAMs,
denoted as F| and [, taking the measured joint angle 6,
computed torque command 7., and the given reference of joint
stiffness K p as inputs. Using [24], F} and F, are expressed
as rational polynomial functions of the inputs 6, 7., and K p:

(3a)

) - 1 L(k)(k) |- rcosO(k)
Fik) = r2 cos? O(k) Iy (k) + 12 (k) [Kp(k) i (W_
tan 0(k) ) 7.(k) 12 cos? 0(k) (?11((15)) o <(:>) )] ’
(4a)
Bk = Fulh) (k) (4b)

a(0)

o T
£ 100 T

0
0—0.4 -03 -02 01 0 01 02 03 04

e

o

Contraction F

400
Pressure (kPa)

(@)

Fitting result of the 6-dependent model (§) for capturing static

500 600 700 -04 -03 -02 -01 0 01 02 03 04

Angle (rad)

(b)

Fig. 3.
characteristics with regaIdAto P, F, and 6 of the PAMs. (a) P-F relationship
of the PAM. (b) a-6 and b-0 relationships of the PAM.

2) Pressure into Contraction Force: The pressure-to-
contraction force block shown in Fig. [2] estimates the contrac-
tion force of the PAM by using the following experimental
polynomial function of the inner pressure and measured joint
angle:

Fi(0(k), Bi(k)) = ai(0(k)) Pi(k) + bi(0(k)),

a:(0) = p 0 +p{*,  bi(0) = pi'0 + 2,

where FZ-, a;, and l;i, Vi € 7, are an estimate of the PAM
contraction force and the coefficients of (3a)), respectively.

A reason for introducing the contraction force model (3)
in addition to (T) is to reduce the number of approximation,
which will facilitate the discussion in Section [[I} Model ()
involves a nonlinear term sin §, which requires the approxima-
tion process to be a polynomial. On the other hand, the model
(3) is a polynomial of 6 and captures a static relationship
between the angle and the contraction force. Indeed, the
fitting results of (3) are shown in Fig. 3] In Fig. the
black circles represent experimentally measured data, and the
colored lines represent fitting results using (3) for each angle.
In this case, the coefficients (3b) for each angle correspond
to Fig. ()l where the black circles represent the coefficients
corresponding to the colored lines in Fig. The fitting test
confirms that the §-dependent model () is valid.

3) PI Controller: The proposed controller includes two
types of PI controllers to compensate for errors in the joint
angle and the contraction force. The controller for the joint
angle uses a feedback error between A and 6, denoted by
e’ :== 0 — 6, to compute the command torque 7., as follows:

(k+1)] [1 Ty [2%(k)

] =ler @l [5G0
where 2 is the state and G% and GY are the proportional and
integral gains, respectively.

Regarding the contraction force controller, the outputs of
the reference generator, F, and F,, are compared with the
estimated forces F; and F computed by (3)), respectively.
The resulting errors are fed to the PI controllers to generate
the control input voltages w; and ug for each PDCV. The
controllers are given as follows:

(5a)
(5b)

(6)

][4 5 Sl vier o
ui(k) B Gf Gg 1 1& ’ ’



1 0 0 ~
0(k) — 0(k)
TGP 1y (k)12 (k) 7 cos 0(k)
A(k; 0) = r2(z1<k>+12<k>>cos2e<k>( L>(%) _tang(k)) Ol gk Q) =T | malkiQ) |,
9 11 (k)la(k) r cos 0(k) 1 ho (k-
_TSGI {r2(z1(k)+zz(k))cos29(k)( 2(k) _tane(k)) - rcos@(k)} 0 1 2(k; €)
(3a)
[ Gy GY G 0 ha(k; €)
C(k;0) = L ()l (k r cos O(k ; h(k;C)ZGF[ L },
GECE | sy e ("5 — tan0)) — regm } 0 GF " (ki 0)
(8b)
11 (k)2 (k) 1 _ g (T cosO(t) - ar(k)  as(k)
-0) = K _ _ _
Mk Q) = s 0 [ eoszams) | KP™) +ap( I (k) tan 0()) (B(k) — (k) ¢ + MOREA0)
a1 Py (k) — by, (8
l1(K)l2(k) 1 _ o (T cos0(k) I (k) + 1a(k) -
() == -K AN - -
(k3 ) 11(k) + 12(k) |12 cos? (k) r(k) +GP( I (k) tan 0(k) 1 (k)12 (k) mos@(’“))(@(k) o) ¢ +
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Fig. 4. Simulation results of the original simultaneous control of joint angle and stiffness for Reference 2. (a) Joint angle and stiffness, (b) tracking errors
of the joint angle and stiffness, (c) control inputs to the valve, and (d) inner pressure of each PAM.

where z,Vi € Z, is the state of the i-th controller, el

F;, — F;,¥i € I, is the error in the contraction force of
the ith PAM, G and G are the proportional and integral
gains, respectively, and the gains are common between the
controllers. Additionally, we set 8; = 5.0,Vi € Z.

Consequently, defining the controller state by z :=
[2° 2F 21" and eliminating 7, €, eF, F;, and F};, Vi € T
from (@)—(7) results in the nonlinear controller (3) with the
coefficients and functions in (8).

D. Numerical Verification

This section presents the numerical simulations conducted
to evaluate the proposed nonlinear controller in terms of
the control performance with respect to simultaneous angle-
stiffness control. For the simulations, we used the follow-
ing state-space model of an antagonistic PAM system [40]:
zp(k + 1) = fo(zp(k),u(k)) if z,(k) € X, holds, y(k) =
hy(zp(K)), where u = [u; u2]T € [0,10]> C R? is the
input voltages (V) to the two PDCVs, the state variable is
z, == [0 0 P P,]T € R* and the output variable is
y:=10 P, P, Kp]T € R% in which a set of allowable
absolute pressures (kPa) is determined by the specification
of the PAMs, ie., P, P, € [200,750], f, : R* — R*
is a nonlinear function with 18 subsystems, and it switches

according to if-then rules, X, = {z, € R*|¥,(x,) > 0}
is the state set, where o € {1,2,---,18} is the index of the
subsystem, ¥, (x,) is a function derived from the modes in
the form of if-then rules, and the function h, : R* — R? is
an observation equation.

We considered two types of references of the joint angle
and stiffness. Reference 1 was set to

(10,8) if 0 < T,k < 15,
(0(k), Kp(k)) = £ (10,6) if 15 < Tuk < 30,
(10,4) if 30 < T,k < 45,

and Reference 2 was set to

(5,9) if 0 < Tyk < 15,
(0(k), Kp(k)) = < (15,6) if 15 < Tuk < 30,
(10,7) if 30 < Tuk < 45.

The parameters of the PI controllers in (6) and (7)) were deter-
mined by trial and error, resulting in G% =0.25, GIQ =0.13,
GE = 0.088, and GI' = 0.08. The initial voltage commands
u1(0) = uz(0) = 5.5 were given before the start of the control,
and the control was started after sufficient time had elapsed.
Additionally, note that the simulation and experimental results
regarding Reference 1 have been omitted, and the results are
discussed in Section [[V-C| owing to page limitations.



The simulation results are provided in Fig. ] where (a)
shows the time response of the joint angle and stiffness, (b)
presents the tracking errors of the joint angle and stiffness,
(c) depicts the control inputs to the valve, and (d) shows the
inner pressure of each PAM. Figs. confirm that the
joint angle and stiffness track the reference in a steady state.
In this case, the input voltage oscillates in a transient state, as
shown in Fig. The operating pressure behavior is shown
in Fig. These results confirm that the proposed nonlinear
controller achieves simultaneous tracking control of the joint
angle and stiffness of the PAM actuator system.

However, the coefficients and input functions in the pro-
posed controller are rational functions, which makes them
difficult to implement in a controller device in an encrypted
control fashion. Therefore, in the next section, we consider
polynomial approximation of the proposed controller.

Remark 1: The novelty of the proposed controller (3) is the
use of the #-dependent contraction force model (3]), compared
to the UKF-based simultaneous controller [24]]. The UKF-
based controller involving fluid dynamics [24] and sliding
mode controllers [20f], [21] include an if-then rule; therefore,
obtaining an alternative controller in a polynomial is difficult.
Meanwhile, the nonlinear controllers proposed in [19], [22],
[23] can be applied to a polynomial approximation, whereas
costly force sensors are required to measure the contraction
force.

III. POLYNOMIAL APPROXIMATION OF THE CONTROLLER

This section presents the approximation of the proposed
controller into polynomial functions and investigates the im-
pact of the approximation on the response of the experimental
PAM control system.

A. Controller Approximation

This study uses one- and two-variable functions to approx-
imate the reference generator (@) in polynomials because only
the reference generator is a rational function. By introducing
five functions denoted by f1, ..., f5, let the rational functions
be rewritten as follows:

Fi(k) = fi(k; 0, Kp) + fo(k; 0)7(k) + f3(k; 0, P1)+
fa(k; 0, Py),
Fy(k) = Fy (k) + f5(k; 0)7c(k),
where
Y e L (K)lo (k) Kp (k)
Flks 0, Ke) = = e T 1o () cos 0k
l1(k)la(k) rcosf(k)
Rk0) = T 1 (k))cosZH(k)( Lk
tan@(k)),
_ a1 (P1(k))l2(k)
f?’(k’97pl) lll(k]j +123k) ’
_ _ aa(Pa(k))li (k)
S0 ) = Gy )
1
Fo(k; 0) = — rcosd(k)

For the five functions, we used the LASSO-based polyno-
mial approximation [41] and manually removed coefficients
with relatively small values, which resulted in the following
approximated functions:

ws =: f1,

fi(k; 0, Kp) ~wi Ky (k) + w26 (k) Kp (k) +
fa(k; 0) ~wa0(k) + w562 (k )+w = fo,
fa(k; 0, Pr) = w7 Py (k) + wsf(k) Py (k)
wsﬁ(k)P1 (k) + wo,
~wr Py (k) + wsB(k) Py (k) + wy =: fs,
fa(k;0, Py) mwigPy(k) + wi10(k)Po(k) + wia =: fa,
f5(k; 0) =wi36%(k) + wig =: fs,

where w;, Vi € {1,2,---,14} and wy are coefficients of
approximated polynomials fj, Vi e {1,2,---,5}, and their
values are listed in TABLE [T, where the regularization param-
eter of LASSO was set to 1.0. fg and f5 are cubic polynomials
in 0, and the other functions are cubic in both arguments.
Furthermore, w, of f3 resulted in a nonzero term, but it was
significantly small compared to the other coefficients; thus we
removed w;.

Consequently, we obtained the polynomial controller in (3]
by using the approximated coefficient matrices and functions
specified below,

1 0 0
A(k; 0) ~ T,GY f>(k; 0) 1 of, (9a)
T,GY(f2(k;0) + fs(k;0)) 0 1
o GEGY fa (k3 0) GF o
CEN=> | Greofuk;o) + fuksoy o ar)> O
1Q) ~ fi(k; 0, Kp) + G f2(k; 0)(0(k) — 0(k))+

3(k; 0, P1) + fa(k; 0, Py) — ay Pr(k) — by, (9¢)

fi(k;0,Kp) + f3(k;0,Py) + f
G (fa(k;0) + f5(k;0))(0(k) —
aa Py (k) — bo.

ha(k; Q) ~ Fu(k; 0, Po)+

0(k))—
(9d)

B. Evaluation of Approximation Impacts

The impact of the controller approximation on the control
performance is evaluated by comparing the experimental time
responses of the control systems using the original controller
and the approximated controller (9). The scenarios of
the control experiments are simultaneous tracking control
of the joint angle and stiffness with and without a load.
The references of the joint angle and stiffness set in the
experiments are the same as those employed in the simulations.
Before the start of the control, an initial voltage command
u1(0) = wuz(0) = 5.5 were provided, and the control was
initiated after sufficient time had elapsed.

The experimental results for the original and approximated
controllers without a load are shown in Fig. [5] In this figure,
the blue and red lines indicate the results of the original and ap-
proximated control systems, respectively, and their meanings
are the same as those in Fig. [] Figs. confirm that the



TABLE 11

LIST OF PARAMETERS IN APPROXIMATED CONTROLLER
w1 —61.7 | p]! 7.05x103
wy  —1.89 x 1072 p‘f —1.02 x 104
w3 —1.58 pgl —5.57 x 102
wy 13.6 | p;? 72.86
ws —1.24 | p5t 6.42 x 103
we 1.73x 1073 | py?  —9.18 x 107*
wy  —512x 1071 | pit —1.98 x 102
ws  —1.18x 1073 | py2 15.75
ws =576 x 1077 | py*  —2.55x 1074
wo 365 | py? 1.45 x 10~4
wio  —4.31x 1071 | pht 20.14
w11 1.54 x 1073 | pj? —19.01
w12 —9.35 | py! 2.18 x 104
w13 —27.3 | p5? 1.45 x 104
wis  —3.92x 1073 | pyt 1.35
GY 13 | p32 ~18.67
Gi 243 x 107! | G 2.50 x 1072
Gi 8.80 x 102

angle and stiffness track the reference in the steady state and
that sufficient control performance is maintained. Additionally,
the improvement in transient-response control performance is
believed to be due to the impacts of quantization; however, the
details have not been clearly established. Figs. observe
that the experimental results of the original and approximated
controllers exhibit similar behavior in the steady state.

Moreover, we conducted a control experiment in which a
1.5 kg load was hung from the left side of the joint before
starting control to evaluate the impact of the approximation.
The experimental results of the loads are shown in Fig. [
where the line colors in each figure are the same as those
in Fig. 5} Figs. [(a)(b)| confirm that the angle and stiffness
track the reference in the steady state. Good control tracking
causes the controller to compensate for the impact of the load,
which can be observed as a difference of approximately 50 kPa
over the steps between the responses of the inner pressures, as
shown in Figs. and Similarly, Fig. demonstrates
that the experimental results of the two controllers exhibit
similar behaviors in the steady state, respectively.

The experimental results confirm that the approximated
controller achieves almost the same control performance as the
original controller, implying that the impact of the controller
approximation is negligible. Therefore, the original controller
can be replaced with an approximated controller that is ade-
quate for secure implementation.

IV. SECURE PAM ACTUATOR WITH ENCRYPTED
POLYNOMIAL-TYPE CONTROLLER

This section describes the encrypted control of the joint
angle and the stiffness of an antagonistic PAM actuator system.

A. Secure Implementation

The controller encryption method in [33|] can be applied
to a linear controller in a matrix-vector product form. Hence,
we consider to transform our proposed polynomial controller

into a product of matrix and vector. In this study, by defining a
vector of monomials as ¢ € R'®, the polynomial controller (3)
with the coefficients and functions (@) can be transformed into
the following matrix-vector multiplication:

Y(k) =®E(k), VkeZT, (10)
with
£:=[Kp Kpb* 0 60 2 60 6* 299 06> 6> 26> P,
6P, Py 0P, 1 ™ 22T,
W(k) =2k +1) oy (k+1) a3 (k+1) ua(k) uz(k)]",
where £ and 1) € R® are the input and output of the encrypted

controller, respectively. The coefficient matrix ® € R?*!8 js
given as follows:

0 0 T, —T 1 0
Tsw, Tswe Ts03 Ts504 Ts05 Ts¢6
b= Tswl TS’LUQ T5V3 TSZ/4 TSV5 TS Vg
Gpwr Gpwy Ghos Ghos Ghos Ghos
G1F3w1 Ggu& Ggl/z; G£V4 Ggl/g, vaG
0 0 0 0 0 0
Topr  Tsps  Tspg Topro Tsprn  Tshro
GE¢r GEds GEpy GEpro Ghonr  Tsvio
Ghor Ghos Ghoeg Gho Ghonn Ghor
G£V7 Ggl/g GEVQ Gglllo Ggl/ll Ggl/lg
0 0 0 0 0 0
Tsp13  Tsp1sa  Tshis Ts916 1 0
Tz Tsvis Tsvis Tsv16 0 T,
GEprs Ghpra Ghos GEdis+B1 GF 0
valg G£V14 Ggum GngG + 52 0 Gf‘
where ¢3 = w4G?D, ¢y = —plil — w4G(1’3, o5 = wsGY,
b6 = wsG%h, o7 = —w5G%, ¢s = wsGY, ¢y = wGY,
P10 == _'LUGG?% P11 = w6G§, P12 = wy —p(zll, 013 =

a . — b
ws—pit, P14 1= wio, P15 1= W11, P16 1= Wzt W+ wWi2—Py',

vy = (wa + w13)G§>, Vg = —PZiQ — (wg + w13)G9’
vs = (wg + w13)G§, Vg = WSG%’ br = _w5G§3’
v == wsGY, vy := (we + w14)G%, 110 := —(we + w14)G%,

vi1 = (we+w14)GY, v1a := wr, 113 1= ws, V14 1= W10—PY,
V15 i= w1 — pi2, and vig := w3 + wo + w2 — py’. The aug-
mented formulation of the controller @]) is a linear operation;
thus, the same procedure for encrypting a linear controller is
applied to encrypt the controller, as described in [36]. The
configuration of the control system is illustrated in Fig.[7]
where the controller input £ is generated by the reference
signals, measurements, and states of the PI controllers. The
input ¢ is encrypted by using an ElGamal encryption scheme
in the Enc block. The encrypted controller Enc(®) conducts
multiplicative homomorphic operations, and Dec™ extracts
the plaintext states and control inputs to each PDCV. For the
notations regarding the encryption scheme, please refer to [33]].

B. Experimental Validation

This section verifies the encrypted control system by com-
paring the experimental results obtained using the encrypted
and original control systems. A key length of 64 bit was
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chosen, and the scaling parameters Ag and Ag were set
to 1.0 x 10%, which were introduced in [33] to manage the
quantization errors due to encryption.

The scenarios of the control experiments involve simulta-
neous tracking control of the joint angle and stiffness with
and without the load. The references of the joint angle and
stiffness were the same as those of the simulations in Figs. 4
Before the start of the control, an initial voltage command
u1(0) = wuz(0) = 5.5 was provided, and the control was
initiated after sufficient time had elapsed. The experimental
results are shown in Figs. In the figures, the blue and green
lines represnet the results of the original and encrypted control
systems, respectively. Figs. and confirm that
the angle and stiffness track the reference in the steady
state and that sufficient control performance is maintained.
Similarly,they show that the controller compensated for the
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Fig. 8. Processing time: less than the sampling period of 20 ms. (a)

Reference 2 without load and (b) Reference 2 with load.

impact of the load, which can be observed as a difference of
approximately 50 kPa.

The computation time involved in the encrypted control
system is shown in Fig. 8] where Figs. correspond
to Figs. [9] and [I0] The figures show that the control operation
is in real time because the computation time for each step is
less than the sampling period of 20 ms.

C. Quantitative Investigation

We quantitatively evaluate the control results presented so
far to investigate the impact of the secure implementation
of the nonlinear controller on the control performance. For
this purpose, we introduce the f5 norm to measure the
tracking error during a specific duration for each control
result, as shown in Figs. The ¢5 norm is
defined as y(z,2) := Z’Z;ko (2(k) — z(k))?, where z and
Z represent scalar signal sequences, and the evaluation steps
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(closed interval) [ko, k1] are set to [500,749], [1250,1499],
and [2000, 2249]. These intervals are labeled #1, #2, and #3,
respectively, in References 1 and 2.

The ¢3-norm scores of the original, approximated, and
encrypted controls with and without loads are summarized
in Figs. [IT] and [T2] respectively. In each figure, [(a)] and [(b)]
display 7(6,0) and v(Kp, Kp), respectively, for the three
evaluation steps. The blue, red, and green colors represent the
{5-norm values of the original, approximated, and encrypted
controllers, respectively. The dots and error bars indicate the
average, maximum, and minimum ¢;-norm values from 10
experiments.

These figures confirm that the resulting scores tend to
increase as the procedure advances through the polynomial
approximation and secure implementation. However, in many
cases, the scores of the original and encrypted controllers are
similar. The worst rate of the controlled signal relative to its
reference is 3.89/4.00x 100=97.3 % for #3 of Reference 1
in Fig. This result implies that the proposed encrypted
control achieved a tracking error of less than 2.7 %. Moreover,
in cases where a relatively large change in the score occurs,
such as #2 of Reference 2 in Fig. and #3 of Reference
1 in Fig. [[4D)] the effect of the polynomial approximation
prevails over the change in. In other words, the change in score
from blue to red is larger than that from red to green. This
discussion provides further insight, suggesting that increasing
the accuracy of the polynomial approximation could help
avoid the degradation of the original control performance. It is
crucial to consider an accuracy-aware approximation method
suitable for secure implementation, which will be the focus of
future work. In addition, these figures confirm that, owing to

the lack of significant differences between the cases without
and with the load, the proposed control system is capable of
compensating for the unknown load.

V. CONCLUSION

This study proposed an encrypted simultaneous control
system for antagonistic PAM actuators aimed at developing
cyber-secure and safe PAM actuator systems. A novel non-
linear controller was designed to track the joint angle and
stiffness simultaneously based on the PAM actuator model.
By applying the polynomial approximation technique to a
nonlinear controller, we obtained a polynomial-type controller.
Subsequently, through the secure implementation in the con-
trol device, we developed a secure PAM actuator system.
For experimental validation, the /> norm was introduced to
measure and compare the experimental results of the original,
approximated, and encrypted controllers. The experimental
results showed that the proposed encrypted controller achieved
simultaneous tracking of the joint angle and stiffness of the
PAM actuator with a tracking error of less than 2.7 %.
Consequently, the developed PAM actuator system, enabled
by the secure implementation of the simultaneous controller,
enhances security while maintaining a control performance
similar to that of the original controller. The developed ac-
tuator is expected to be used in secure and safe PAM-driven
devices, such as nursing care robots, rehabilitation orthoses,
and power-assisted orthoses for remote usage applications.

In future work, we plan to improve the control performance
of the encrypted controller further by addressing the nonlinear
characteristics of PAMs, including Coulomb friction and fluid
dynamics. To mitigate the performance degradation caused by
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the

polynomial approximation, we investigate more effective

strategies for tuning the regularization parameter in LASSO.
Moreover, when considering the secure implementation of
cost-effective computers, reducing the computation time is
essential to achieve a resource-aware encrypted controller by
streamlining the proposed controller.
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