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Abstract

As LLMs become commonplace, machine-generated text has the potential to flood
the internet with spam, social media bots, and valueless content. Watermarking is a
simple and effective strategy for mitigating such harms by enabling the detection
and documentation of LLM-generated text. Yet a crucial question remains: How
reliable is watermarking in realistic settings in the wild? There, watermarked text
may be modified to suit a user’s needs, or entirely rewritten to avoid detection.

We study the robustness of watermarked text after it is re-written by humans,
paraphrased by a non-watermarked LLM, or mixed into a longer hand-written
document. We find that watermarks remain detectable even after human and
machine paraphrasing. While these attacks dilute the strength of the watermark,
paraphrases are statistically likely to leak n-grams or even longer fragments of
the original text, resulting in high-confidence detections when enough tokens
are observed. For example, after strong human paraphrasing the watermark is
detectable after observing 800 tokens on average, when setting a le—5 false
positive rate. We also consider a range of new detection schemes that are sensitive
to short spans of watermarked text embedded inside a large document, and we
compare the robustness of watermarking to other kinds of detectors.

1 Introduction

The capability to tell the difference between machine-generated and human-written text underlies
many approaches to reduce potential harms caused by generative language models [
R s ]. This includes known harms, such as models being used at-scale for

malicious purposes including social media bots, fake product reviews [ , ], automated
text generation on wikipedia [ , ], or automatic generation of targeted spearphishing
attacks on vulnerable subpopulations [ , ]. Equally important, the ability to track and

document the use of machine-generated text has the potential to reduce harms from future problems
that have not yet been observed. These problems might range from the pollution of future training
data [ , ] to the hyper-prevalence of LLM-generated blogs and other web content.
Unfortunately, detection of machine-generated text is potentially difficult. Models are prompted
with diverse instructions, resulting in a wide range of downstream behaviors for both machines and
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Figure 1: What happens to watermarked text in-the-wild? In this work we study watermark robustness against a
number of text modifications, as visualized here. We visually depict that machine paraphrasing methods have a
tendency to shorten texts, humans are quite effective at reducing the strength of a watermark by increasing the
number of red tokens, and that short spans of watermarked text may be copied and pasted into a large document.
In all of these scenarios, we find that high confidence detection reliably occurs given enough tokens as input.

humans that are difficult to characterize. This can lead to low accuracy or impractical false positive
rates that especially impact vulnerable subgroups, such as non-native speakers [ , ].

One way to enable accurate detection of machine- generated text is through watermarking, where
generated text is marked imperceptibly so that its origin can be determined [ ,

]. Because watermarks rely on subtle patterns in text that
are statlstlcally unhkely to be rephcated by a human, watermarking enables detectors that achieve
high levels of accuracy on relatively short fragments of text. This makes watermarking a promising
approach for the reliable separation of human-written and machine-generated text [

s ]. While the effectiveness of watermarks has been shown in ideal scenarios where
verbatim LLM outputs are fed directly to a detector, this is an idealized setting. In practice, humans
may mix machine-generated text into larger documents with multiple sources. Furthermore, a human
may revise or rephrase parts of the synthetic text (possibly aided by another language model) to better
suit their needs, potentially even with the deliberate goal of evading detection.

In this work, we investigate the reliability of watermarking as a strategy to identify machine-generated
text in realistic scenarios, based on the approach of [ ]. We are focused on
whether watermarks remain detectable under various types of realistic corruptions (i.e. attacks): How
reliable is watermarking when generated text is handled by humans, be it mixing with human-written
text, rewriting parts or the entire passage, or feeding the text into other popular language models for
rephrasing? A reliable detection strategy should be robust to these common scenarios, maintaining
some statistical power and a low false positive rate [ , ]. We make the following
contributions:

* We re-investigate all parts of the watermark generation and watermark detection pipeline to
optimize for reliability in realistic scenarios.

* We study the reliability of watermarking against paraphrasing by strong large language
models. When GPT-3.5 and purpose-built paraphrasing models are used to re-write water-
marked text, ROC-AUC remains above 0.85 when 7" = 200 tokens are available, and above
0.9 with T" = 600 tokens.

* We consider a “Copy-Paste” scenario where watermarked text appears inside a larger hand-
written passage. When a human-written passage of length 600 tokens has 150 tokens of
watermarked text inserted into it, AUC for detection is above 0.95.



* We conduct a human study in which watermarked text is re-written by volunteers with the
explicit goal of removing the watermark. While humans are relatively strong attackers,
after enough observed tokens (about 800) watermarks are still usually detectable in human
paraphrases even when enforcing a 1e—5 false positive rate.

* We provide reliability estimates of watermarking compared to other state-of-the-art ap-
proaches, such as loss-based detection [Mitchell et al., 2023] and retrieval [Krishna et al.,
2023], showing that these struggle at longer sequence lengths when attacked.

We argue that the correct way to characterize the strength and robustness of different detection
approaches is not simply via detection accuracy metrics for a specific distribution of text, but rather
to measure how much machine-generated text is required for each approach to succeed, and how a
method behaves as a function of text sequence length. Across all the scenarios we consider in this
work, we ultimately find watermarking to be more robust than other post-hoc detection methods
(such as loss-based detection and caching/retrieval schemes), especially due to its favorable sample
complexity, i.e., scaling behavior in terms of amount of text that is sufficient to guarantee detection.

2 An Overview of Machine-Generated Text Detection

The problem of separating human-written and machine-written text can be approached from several
directions. Broadly, we can distinguish post-hoc detection systems that require no interaction during
text generation, and proactive detection systems that require some action during generation. These
latter systems are generally much more robust, with the downside that they have to be adopted by
the model owner.

The most straightforward post-hoc detectors are binary classifiers, trained to distinguish between
human and machine-generated text [OpenAl, 2019, Bakhtin et al., 2019, Fagni et al., 2020, Jawahar
et al., 2020]. As black-box approaches, these systems require no information about the language
model, only the availability of sufficient training data in the form of machine-generated and human
text samples. In practice, obtaining such a dataset is challenging since there are many diverse use
cases for LLMs and different users may represent vastly different domains. While approaches that use
classical methods such as linear/logistic regression or SVMs [Frohling and Zubiaga, 2021, Solaiman
et al,, 2019, Crothers et al., 2022] are interpretable, deep learning approaches [Gallé et al., 2021,
Zhong et al., 2020, Rodriguez et al., 2022] are more accurate on in-domain datasets while being
vulnerable to out-of-distribution problems, adversarial attacks, and poisoning.

Other detectors rely on statistical outlier detection in texts, based on entropy [Lavergne et al., 2008],
perplexity [Beresneva, 2016, Tian, 2023], n-gram frequencies [Grechnikov et al., 2009, Badaskar et al.,
2008], or as in DetectGPT Mitchell et al. [2023], the observation that LLMs typically assign their
own text generations higher probability than “nearby” text sequences produced by span replacement
with a different LLM. Even though DetectGPT exhibits superior performance compared to other
zero-shot statistical outlier detection methods, it suffers from excessive computational costs. Further,
all advanced statistical detectors relying on language model statistics such as perplexity or curvature
ideally require white-box access to model parameters. The theoretical limits of detectability were
studied in Varshney et al. [2020] and Sadasivan et al. [2023], although follow-up work in Chakraborty
et al. [2023] highlights that detection should remain possible, given enough samples.

A retrieval-based approach for text detection, as described in Krishna et al. [2023], is a noticeably
different paradigm, and an example of a proactive detection technique. Here, all text generated by
a given model is stored in a database. Later, text samples are evaluated by matching against this
database. This approach requires action taken by the model owner, but it can be quite reliable, even
when faced with broad modifications of text, such as strong paraphrases. However, both the cost of
retrieval and its false positive rate potentially scale undesirably with the size of the database. Further,
the act of storing all outgoing user interactions is problematic from a data privacy perspective, for
example under European law, or for business sectors such as finance or medicine.

Watermarking also requires action by the model owner as they must embed the hidden watermark sig-
nal into all outgoing text. Watermarking as a concept has a long history [Brassil et al., 1995]. Older sys-
tems were based on rule-based methods to imprint watermarks into existing text [Atallah et al., 2001,
Chiang et al., 2004, Venugopal et al., 2011, Topkara et al., 2006]. More recent approaches for water-
marking neural networks Ziegler et al. [2019], Dai and Cai [2019], Abdelnabi and Fritz [2021], He et al.



[ ,b] are learned end-to-end with both encoding and decoding of each sample. The lack of theo-
retical guarantees and interpretability of these approaches are problems for their widespread adoption.

However, it is also possible to place watermarks on a robust mathematical foundation. Watermarks
can be embedded by minimally modifying the distribution of generated output text [

, ], and watermarks of this type have recently
been adapted for various applications [ , , , ]. In this work, we mainly
consider the combinatorial watermark described in [ ]. At each step of the text
generation process, the watermark pseudo-randomly “colors” tokens into green and red lists. Then
a sampling rule is used that preferentially samples green tokes when doing so does not negatively
impact perplexity. To detect the watermark, a third party with knowledge of the hash function can
reproduce the red and green lists for each step and count the violations. Thus, this method uses the
LM’s own understanding of natural text to adaptively embed the watermark, requires no usage of the
LM to decode the watermark, and can be statistically validated.

3 How to improve watermark reliability?

There are a number of parameter and design choices that go into a watermark, with different
parameters offering benefits in different use cases. In this section, we briefly describe the watermark
proposed in [ ], and the variations on the watermark that we will study.

Assume an autoregressive language model is trained on a vocabulary V' of size |V|. Given a sequence
of tokens as input at step ¢, a language model predicts the next token in the sequence by outputting a
vector of logit scores I, € RIVI with one entry for each item in the vocabulary. A random number
generator is seeded with a context window of h preceding tokens, based on a pseudo-random function
(PRF) f : N* — N. With this random seed, a subset of tokens of size y|V'| are “colored” green and
denoted G;. Now, the logit scores I; are modified so that

I o ltk + 1) if k S Gt
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After modifications, these logit scores can be used for any desired sampling scheme. In the simplest
case, one passes the scores through a softmax layer and samples from the output distribution, resulting
in a bias towards tokens from G;.

The watermark can be described by four parameters. The “hash” used to generate the greenlists f
with context width h, greenlist fraction 7y, and the logit bias d. After watermarked text is generated,
one can check for the watermark without having access to the LLM by re-computing the greenlist
at each position and finding the set s of greenlist token positions. The statistical significance of a
sequence of tokens of length 7" can be established by deriving the z-score

z=(s| =~vT) /v /71—~ 2

When this z-score is large (and the corresponding P-value is small), one can be confident that the text
is watermarked.

We now discuss several variations to this scheme, which lead to improved empirical behavior.

3.1 Improved Hashing Schemes

The experiments in [ ] focus on a simple scheme where the random number
generator is seeded using h = 1, i.e., only a single token at position ¢ — 1 is used to color the token
at position t. We refer to this scheme as LeftHash. Because the greenlist depends only on one
single token, a third-party observer could learn the greenlist associated with the token at position
t — 1 by searching subsequent words at position ¢ that are less likely to appear than expected under
a non-watermarked distribution. In situations where the watermark scheme is intended to be kept
secret behind an API, a more secure scheme is needed.

[ ] also mention a scheme (Algorithm 3) in which the greenlist at position ¢
is determined by including the token at position ¢ itself (yet to be generated), in addition to tokens
to the left of ¢ in the inputs to f. We call this hashing scheme SelfHash. This approach effectively
increases the context width h by 1, making it harder to discover the watermark rules by brute-force
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Figure 2: Effect of context width on watermark robustness and diversity. (Left) Effect of context width on
watermark robustness as measured by ROC-AUC after a paraphrasing attack by GPT. For larger context widths
Skip and Min variants provide the best detection strength. (Right) Effect of the seeding scheme context width
on the quality of the text as measured by log diversity. A small context width produces less diverse outputs
for all three schemes, and the Additive and Skip schemes produce more diverse text at larger context widths
than the Min scheme. (Both) Watermark parameters -y, ¢ are fixed at (0.25,4.0). The black circle marks the
simple Additive-LeftHash with context width h = 1 scheme, and the brown circle marks the width h = 4
variant of the Min-SelfHash scheme, both evaluated throughout the work (names shortened to “LeftHash” and
“SelfHash” respectively).

methods. We generalize this scheme to include arbitrary functions f and text generation routines,
which we describe in detail in Algorithm | in the Appendix.

When the context width h is increased to maintain secrecy of the red/green list rules, we find that
detection reliability substantially depends on the hashing scheme. We define the following functions
f : N* — N that map a span of tokens {z;} onto a pseudo-random number. Each depends on a secret
salt value s € N and a standard integer PRF P : N — N.

Additive: This is the function described in Kirchenbauer et al. [2023]. We extend it to h > 1 by
defining fjaqitive-LeftHasn(Z) = P (s 2?21 xl) While permutations of the context x do not change

the outcome, removing or swapping a single token from x changes the hash and hence breaks the
watermark at this token.

Skip: This function uses only the left-most token in the context: fSkip_LeftHash(:ﬁ) = P (sxy). This
hash is robust to changes in the non-leftmost token, but it is susceptible to insertions/deletions.

Min: This function is defined by fuin-Leftmasn(Z) = min;e1, .5 P (sx;). It is robust to permutations
within the context and it is partially robust to insertions/deletions. Given that all P (sx;) are pseudo-
random and equally likely to be the smallest value, the likelihood of failure of this scheme is
proportional to the number of values removed from the context, i.e. if A = 4 and 2 tokens are
removed/missing from the context, the PRF is still 50% likely to generate the same hash.

Choosing a Scheme. Figure 2 shows that a small context width h provides the best robustness
to machine paraphrasing. At wider context widths, Skip and Min variants remain strong under
attack while Additive suffers. However, we see that this robustness improvement comes at a
trade-off to text quality as the Min schemes produce less diverse outputs. Still, at a context width
h = 4, the Min-SelfHash scheme (brown circle marker) achieves the same diversity as the original
Additive-LeftHash scheme at width h = 1 (black circle), while being more robust. This shows
that we can use the additional strength provided by Min and SelfHash to run longer context widths,
which in turn secure the watermark. We adopt these two schemes as “SelfHash” and “LeftHash”
respectively in the rest of the sections of the main work. In Appendix A.2, we further explore the
effect of the scheme choice on both syntactic and semantic aspects of text quality.

3.2 Improved Watermark Detection

The original z-test, Equation (2), may not be optimal when watermarked text is interspersed with
non-watermarked text. Consider the case of a single paragraph of watermarked text embedded inside
a much larger non-watermarked document. Because the z-score is computed globally over the whole
document, it gets diluted because the surrounding text reduces the average greenlist rate.



We design a windowed test, called WinMax to accurately detect watermarked regions even in long
documents. This is an alternative way of formulating a detection hypothesis that can be employed
optionally or in conjunction with the original test and requires no modification of the generation
scheme. Given a sequence of tokens, we first score the sequence on per-token basis to find the binary
vector of hits s € {0,1}” to each green list, which we can convert to a partial sum representation

Pr = Zle s;- WinMax searches for the continuous span of tokens that generates that highest
z-score. More formally, it computes
pj—pi) =y~
Rwin-max — Hlax ( / l) ( ) 3)

o Y1 =) 1)

As this test involves multiple hypothesis testing, we later calibrate to a fixed false-positive rate based
on comparisons with non-watermarked text.

We further investigated a more complex anomaly detector based on run-length differences between
watermarked and unwatermarked text [ s ]. Yet, we found no gains from such a detector
over z-test and WinMax within the range of settings we consider in this work. We include a brief
description of this alternate detection algorithm as a starting point for future research in

4 Evaluating Watermarking in the Wild

Watermarks are extremely accurate in simple scenarios in which a long span (50+ tokens) of text
is tested in isolation and without modification. However, in many use cases, the generated text will
be embedded inside a larger document, or edited by a human, or paraphrased by another language
model. These modifications may be done to increase the utility of the text, or to maliciously erase
the watermark and evade detection. This section studies the robustness of the watermark under these
more complex use cases.

We assume the following threat model: A user of watermarked text is aware that the text is water-
marked, but has no knowledge of the hashing scheme, fraction +, or context width h that describe the
watermark. They paraphrase some (possibly all) spans of the text to evade detection.

In this scenario, we can understand watermark reliability through the following two observations:

1. Without white-box access to the hashing scheme, a user cannot remove the watermark
without ensuring that the re-phrased text contains none of the n-grams from the original
text. If the user ever recycles long words (which often contains multiple tokens) or phrases
from the original text, the watermark will remain, although with reduced strength.

2. If a paraphrased text skews even slightly toward watermarked behavior, the watermark will
be detected given enough tokens. Suppose each token is only € more likely to be green
than a random baseline, i.e. |s| = yT'(1 + ¢). Then for any z-score threshold, we expect
to detect the watermark after seeing T' = (22 — v22)/(g27) tokens.

For reasons above, we do not expect paraphrasing attacks to remove a watermark, especially when
using off-the-shelf Al paraphrasing tools which we suspect are likely to recycle phrases. Rather, we
expect such attacks to increase the number of tokens needed for confident detection.

[ ]. This would match with the theoretical analysis of [ ], who assert
that for an optimal detector, detection is always possible, given a sufficient number of samples.

Experimental Setup: Following [ ], we use the Colossal Common Crawl
Cleaned corpus (C4) dataset as a source of prompts for open-ended generation. For the human
study, we adopt the “Long-Form Question Answering” (LFQA) dataset curated by

[ ] based on a selection of posts and responses to question’s on Reddit’s “Explain Like I'm
Five” (ELIS) forum. We provide an implementation of our experiments at https://github.com/
jwkirchenbauer/lm-watermarking.

In the majority of our experiments, we use 11lama [ s ], a modern state-of-the-art
open source general-purpose model to generate watermarked text. In particular, we use the 7 billion
parameter variant under the research use permissions of the license. In the human study portion of the
experiments, we adopt Vicuna [ s ], a fine-tuned variant of the base model, better
suited to responding to the QA prompts used in the study. We ablate these standard dataset and model
settings in the Appendix by running a set of similar experiments on alternate datasets and models.
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Figure 3: Watermark robustness to various automated text manipulations. Each bar denotes the ROC-AUC for
detecting the watermark in a text that has length 7" after the attack. Each bar label denotes the hashing scheme
[SelfHash or LeftHash], and attack type [Copy-Paste (CP), paraphrase model (Dipper) and general-purpose
model (GPT)]. For the Copy-Paste attack, we vary the number of watermarked passages inserted and their length.
CP-3-10% denotes a copy-paste attack in which only 10% of the text is watermarked, and this watermarked
text is broken across 3 different locations in the document. In the Dipper and GPT attacks, the watermarked
document is re-written in its entirety, resulting in paraphrases that are shorter than the original text. In this case,
the average length 7' is reported for both GPT and Dipper, respectively.

We use a single set of language model sampling parameters across all experiments, multinomial
sampling at temperature 0.7, and for all experiments, unless explicitly stated, we use the LeftHash
watermark scheme based on an additive PRF with context window h = 1 and (v, ) = (0.25, 2.0).
This parameter combination was observed to be near the pareto frontier shown in Figure 2 of
Kirchenbauer et al. [2023], i.e. extremely detectable, but with marginal cost to generation quality.

Due to the importance of text length in the performance of detection methods, including watermarking,
we carefully control and specify the generation lengths considered in each experiment first by limiting
the number of tokens the model can generate, and then sub-sampling the resulting data to just those
generations which are within a specified range around a target length value. We use “7™ to refer to
the number of tokens considered throughout all experimental sections, and unless otherwise noted
we include passages with length within £25 tokens around that value. Unless otherwise stated, in
all figures, ROC space plots and measurements are backed by > 500 positive and > 500 negative
samples, and other types of point estimates are also based on > 500 samples.

4.1 Robustness to Machine Paraphrasing Attacks

We run a series of paraphrasing attacks where we use a strong publicly available general-purpose
language model API to paraphrase the text. This is a departure from the threat model of Kirchenbauer
et al. [2023], who only characterize less capable models (T5). Our “GPT” paraphrase attack uses
gpt-3.5-turbo, which is a version of the model powering ChatGPT, to rewrite the text. We also try
a specially tailored paraphrasing model - the 11B Dipper model introduced in Krishna et al. [2023].
We engineer the GPT prompt for optimal paraphrasing performance. Our explorations included
prompts that explicitly instruct the LLM not to recycle bi-grams from the original text, although these
results are not reported here since they were not the best performing prompts. See the Appendix for
an ablation on the performance of prompt variants. We note that when prompted for paraphrasing
with longer inputs, the GPT model often effectively summarizes the text, sometimes reducing its
length by more than 50% - which makes this an interesting challenge for the watermark.

The results for the main experiments attacking the watermark in this way are summarized in Figure 3.
Note that we do not show the ROC-AUC numbers for the “unattacked” setting, because the detection
performance of both the LeftHash watermark and the SelfHash variant at these token lengths are
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Figure 4: AUC as a function of text length. (Left) AUC of original watermarked text with no attack. (Right)
AUC under attack. Attacks dilute the watermark strength, but the watermark recovers its accuracy as increasingly
more tokens are observed. Due to the tendency of the GPT and Dipper paraphrasers to produce a shorter outputs
than they receive as inputs, we make the curves translucent starting at the mean sequence length of the original
text to indicate that these measurements are based on increasing fewer samples. For the Dipper attack this
is ~ 500 and for the GPT attack this is ~ 300. In contrast, the Copy-Paste attack does not suffer from text
shortening, and those sequences are still full length i.e. 600 % 25.

always > 0.999 for these experiments. Examining the settings where GPT or Dipper are the attack
type (the smaller groups of 4 bars) with token length before and after attack of roughly 7" = 200, we
see that the attack achieves a detection performance reduction of 0.05 — 0.15 points AUC. When the
lengths before attack are 600, despite the fact that Dipper and GPT reduce the lengths to 500 and 300
respectively, the success of the attack is now reduced to a loss of < 0.1 points AUC.

This dependence on the number of observed tokens is a fundamental property of the watermarking
scheme and as such, we further investigate this dimension through the use of “detectability @
T” plots where we test prefixes of the generated sequences of lengths T; € [1,...T] and compute
ROC-AUC for each prefix length, visualizing the effect of the number of tokens observed on the
detection rate (shorthanded to AUC @ T). We also provide a version of these charts where we instead
show TP rates at low FPR in the appendix.

Under this lens of analysis, we observe in Figure 4 that in the unattacked setting, the AUC @ T
quickly approaches its eventual value of ~ 1.0. In the attacked setting, we see that the AUCs are
reduced overall by all methods, but that despite how successful a paraphrasing attack might look
at 200-300 tokens, by the 600 token mark, under the GPT and Dipper model-based attacks, the
watermark recovers to an AUC greater than 0.9.

4.2 Robustness to Copy-Paste Attacks

We devise a synthetic but realistic attack where we take watermarked text fragments and embed
them inside a surrounding un-watermarked, human-written document. This creates heterogeneous
examples where only a few sub-spans of the text contain the abnormally high number of green tokens
indicative of watermarking. The attack method has two parameters, (1) the number of watermarked
span insertions and (2) the fraction of the resulting document that represents watermarked text.
For example, consider a passage with 10% watermarked tokens and 3 insertions. If the original
text is 1000 tokens, then this means that 3 watermarked spans of 33 tokens would be inserted into
the enclosing chunk of human text. We give this setting the short name “CP-3-10%,” which is an
abbreviation of “Copy-Paste with 3 spans at 10% watermarking.”

Returning to Figure 3, we see that with 25% watermark remaining, the copy-paste attack procedure
has a much stronger effect on the watermark than the other two machine based attacks, dropping the
AUC to below 0.7 for 200 tokens and below 0.85 for 600 tokens. Examining Figure 4 we congruently
see that the watermark detectability grows more slowly than in the unattacked setting, however it
still grows steadily. We revisit this characteristic steady growth behavior in Section 4.4 where we
compare watermarking to alternative detection methods.

4.3 Paraphrasing by Human Writers

Humans may paraphrase watermarked text to better fit the style or tone of an existing passage or to
better suit the tastes of the user. These modifications are a key part of every-day interactions that
human users have with generated text, and to be reliable in-the-wild, a watermark should be robust to



Question/Topic:

tesponse: Paraphrase the response by rewriting it in your own words:
Question/Topic:

Which of the two responses to the question do you prefer?

Figure 5: The LabelStudio interface designed for the human paraphrasing and preference studies. Left: Interface
for paraphrase study. Right: Interface for human preference study.

these changes. Nonetheless, in a more adversarial setting, a human may also paraphrase text with the
deliberate goal of evading detection.

To reliably test the feasibility of evasion, we set up a human study. We recruit 14 experienced
human writers (graduate students) who were presented with watermarked text. They were asked
to paraphrase the text with the goal of removing the watermark while approximately maintaining
the original passage length and semantic content. In addition to compensation for participation,
top performers were awarded one of three $100 gift certificates to incentivize strong but faithful
paraphrasing. The interface for this human study is shown in Figure 5. Each human writer is given a
different set of text passages, which we generate by prompting a watermarked version of Vicuna with
the LFQA data.

We first validate that all human writers successfully paraphrased the text passages using P-SP [Wieting
et al., 2022] scores. Doing so, we find P-SP scores far exceeding the threshold of 0.7 considered
an expert paraphrase in Wieting et al. [2022]. We show this score for each writer in Figure 6 (left),
comparing P-SP directly to the z-score of detection based on their text.

We then analyze the detectabilty of the watermark via z-scores in the right plot of Figure 6 and
in Figure 7. Here, we show watermark strength as a function of T, i.e. of tokens seen during
detection. While human writers are strong paraphrasers, exceeding both machine-based paraphrasers
in performance, they cannot escape the two observations posed in Section 4. As shown in both Figure 6
(right) and Figure 7 (bottom), eventually, the evidence for a watermark mounts and even human
writers are clearly detected on average after 800 tokens. Examining the individual performances in
Figure 7, the only real exception in this study was human writer 13, who is a strong paraphraser
and simultaneously did not submit enough text to be detected. More text from this writer would
be required to guarantee detection. On the other extreme, human writers 22 and 15 apparently
paraphrased the text with a strategy that did not substantially affect the watermark, and are reliably
detected after only about 250 tokens, or 200 words.

Watermark Strength (Z-Score) vs. Z-Score of Watermarked Text after Paraphrasing
Similarity of Text Before and After Paraphrasing (P-SP) as function of Tokens Observed
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Figure 6: (Left) Paraphrase quality for human writers as measured by P-SP. Note the y-axis. (Right) Summary
results for each paraphrasing attack in aggregate, showing that human writers are stronger paraphrasers than
both machine attacks. Yet, all attacks can be detected with certainty after 400 to 800 tokens.

4.4 A Comparative Study of Detection Algorithms

A number of alternatives to watermarks exist. As discussed in Section 2, other paradigms for LLM
detection are post-hoc detectors based on statistical features, black-box learned detectors, and retrieval
systems. Based on previous work in Mitchell et al. [2023], we study DetectGPT as a representative for
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Figure 7: z-score as a function of 7" over all text passages given to each writer, separated per writer. (Top)
Original scores for the combined text given to each human writer. (Bottom) Average scores per writer after
paraphrasing. We find that almost all human writers are detected with exceeding certainty, after about 800 tokens,
i.e. about 500 words (a z-score of 4 implies a P-value of 3.2e—5). Note that despite their strong paraphrasing
capability (as shown in the left plot of Figure 6), Human 24 paraphrased too few examples for a fair competitive
comparison with the other annotators, but they are still included as part of the averages.

post-hoc detectors, which has been shown to outperform other existing learned detectors. We use the
retrieval system put forth in Krishna et al. [2023] as representative for the paradigm of retrieval-based
detection.

Retrieval: The retrieval system of Krishna et al. [2023] requires the creation and maintenance
of a comprehensive database of all sequences generated previously by the language model. By
leveraging semantic similarity as a retrieval mechanism, such as SP [Wieting et al., 2022] or BM25
[Robertson et al., 1994], this approach aims to identify and map paraphrased generations to their
original, uncorrupted source. In our experiments, we adopt the retrieval method as described by
[Krishna et al., 2023], and utilize the BM25 search method as it performed better in their evaluation.

While we include further details in the Appendix, a key detail concerning this method is how we
construct copy-paste examples to evaluate it on. The “unattacked” text is the output of the language
model without any modification and this is what is loaded into the retrieval database as the “generation
history” of the model. The copy-paste attacked version of the text is created by inserting a sub-string

10



Dipper CP-1-25% CP-1-10%

1.00 1.00 1.00
0.75 0.751 0.75
g:.; 0.50 E 0.50 & 0.50
0. 0.50 .50 o
&= — 7, Score &= — 7 Score &=
m—VWinMax ) — WinMax - — 7 Score
0.251 m— Retrieval 0.251 w—Retrieval 0.25 w—\VinMax
DetectGPT DetectGPT m— Retrieval
0.0Q ; ; : 0.00 — " : 0.00+ ; ~ -
0.00 0.25 050 0.75 1.00 0.00 0.25 050 075 1.00 0.0 0.25 050 0.75  1.00
FPR FPR FPR
GPT CP-3-25% CP-3-10%

st o
[al) al)
& — 7 Score = — 7 Score
m— WinMax m— WinMax - — 7 Score
0251 m—Retricval 0.251 m— Retrieval 0.25 —VinMax
DetectGPT DetectGPT — Retricval
0.00 ‘ ! : 0.00 | ‘ ; 0.00 ‘ ‘ ;
0.00 0.25 050 0.75 1.00 6.[)0 0.25  0.50 0.75 1.00 8.00 0.25 0.50 0.75 1.00
FPR FPR FPR

Figure 8: ROC charts for various machine attack types for a text passage with length before attack of 7' = 1000
For Dipper and GPT, the length after attack is decreased to 800 and 300 respectively. z-score and WinMax
denote the two watermark detectors, and retrieval isKrishna et al. [2023]. From left to right: In the first
column we show the two machine paraphrase attacks, in the center column, we show the copy-paste attack
with a remaining detectable text percentage of 25% spread over 1 and 3 segments, and in the final column
the copy-paste attack at a more difficult to detect 10% remaining detectable text. We find DetectGPT to be
catastrophically unreliable under all types of attack. While retrieval is quite robust to the machine paraphrase
attacks, watermark based detection outperforms it in the copy-paste setting, with the WinMax variant presenting
much stronger performance under the most severe copy-paste attack in the bottom right subfigure.

from that text into another piece of machine-generated completion text readily available for this
prompt, the watermarked generation. We discuss this choice and other details in the appendix.

DetectGPT: DetectGPT [Mitchell et al., 2023] is a zero-shot post-hoc method for detecting machine-
generated texts. It employs a curvature-based criterion that compares the log probabilities between
a candidate passage and its minor perturbations. The intuition behind DetectGPT is that machine-
generated texts tend to dominate the negative curvature regions of an LM’s log probability curve. We
use the official implementation of DetectGPT and follow their default setting by using T5-3B [Raffel
et al., 2020] as the mask-filling model for generating perturbations. We adopt the strongest setting of
DetectGPT by generating 100 perturbations for each test sample and using the normalized perturbation
discrepancy as the criterion.

Further details regarding the adaption of the method are included in the appendix, but the key
experimental detail is that the positive examples for detection are the unwatermarked model outputs
generated from each prompt, and as with watermarking detection, the human gold completions are
the negative examples.

Which method is most reliable? After introducing these three approaches, we attack them with the
battery of machine attacks described in the previous section, using GPT, Dipper, and the copy-paste
attack for evaluation. Under attack, we plot ROC charts for each detection scheme in Figure 8, when
each method is given a text passage of length 7' = 1000 for detection.

We find that retrieval and watermarking are both decent detection methods, and significantly more
reliable that post-hoc detectors (of which DetectGPT is already the strongest). Yet, while retrieval
equals or outperforms watermarking on the GPT and Dipper model based paraphrases (corroborating
the results in Krishna et al. [2023]), it is bested by watermarking in this novel copy-paste setting.

The Sample Complexity of Various Detection Schemes. To hone in on the observed differences
between the schemes under each attack setting, we also compare all three approaches in terms of
AUC @ T, i.e. in terms of detection performance again as a function of text quantity. This view is
shown in Figure 9. We note the details of how Retrieval and DetectGPT were evaluated at varied
values of T in the appendix.

Here, we start to develop an explanation for why watermarking outperforms retrieval in this specific
setting by observing that scaling behaviors for each detection method differ starkly under attack.
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Figure 9: AUC at T for various types of attack. (Top Row) The Dipper and GPT machine paraphrasing
attacks. (Center Row) The copy-paste attack with a remaining detectable text percentage of 25% spread over
1 and 3 segments. (Bottom Row) The copy-paste attack at only 10% remaining detectable text. While all
schemes scale well with the number of tokens observed when no attack is present, DetectGPT scales poorly
under attack. Retrieval shows a positive trend in detectability as a function of T, but is non-monotonic, whereas
watermarking steadily improves in power for all attacks evaluated. Due to the tendency of the GPT and Dipper
paraphrase models to produce a shorter sequence of tokens as output than they receive as input, we make the
curves translucent starting at the mean sequence length of the attacked set after generation to indicate that these
measurements are based on increasing fewer samples and are therefore more uncertain. For DetectGPT, the
last measurement for each attack type is just computed on the set of full sequences, and so we plot the result
at that average T value. For the Dipper attack this is ~ 800 and for the GPT attack this is ~ 300. Due to the
synthetic nature of the Copy-Paste attack, after attack, those sequences are still full length i.e. 1000 £ 25.

While all approaches scale appropriately in strength with the length of text when the generated text
is not that heavily attacked, under strong attacks, only watermarking continues to improve reliably,
as predicted in the introduction of Section 4.

In particular, when only a small fraction of text (25% or 10%) remains under the copy-paste attack,
non-watermarking methods struggle as text length increases. For the Retrieval method, as 7" increases,
the fraction of the original text (the unattacked positive example) that remains, decreases. Therefore,
the similarity to the original example continues to drop, which eventually causes a decrease in
performance for both copy-paste attack severities. For DetectGPT, the same effect is observed but
at a more drastic level. We investigate this behavior in more detail in Appendix A.8 by examining
trends in the actual retrieval and detection scores produced under each attack setting for each method.
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4.5 What about the White-Box Setting?

In this work we have focused on the black-box setting, where text is modified in plausible use cases
for machine-generated text and the secret key of the watermarking scheme is unknown to the party
modifying the text through paraphrasing or other editing.

Once this assumption is relaxed, for example if the secret key is breached or the watermark is public,
then an attacker with white-box access to a strong paraphrasing model like Dipper [ ,
] could break the watermark in the following way: The attacker can apply an anti-watermark
scheme during generation with the paraphrasing model, where instead of adding § in
to logit outputs, ¢ is instead subtracted. The attacker can further keep track of the current score
of green-listed versus red-listed tokens and can accordingly modify this negative § on-the-fly to
guarantee that of the T tokens of text generated by the paraphrasing model exactly vT" are colored
green, and no watermark signal is leaked into the paraphrased text.

This attack relies on both white-box access to the watermark key and availability of a strong para-
phrasing model. To bypass this difficult threat model, the watermark context width h has to be
chosen sufficiently large so that in an adversarial scenario, the watermark key could not be easily
discovered (or alternatively, sufficiently many keys must be employed simultaneously, as discussed in

[ ). Nevertheless, not all watermarking use cases are necessarily adversarial,
and we strongly believe that in benign cases, even a watermark with imperfect resistance to text
corruption is still very valuable. Documenting the usage of machine-generated text overall, for
example either to trace the spread of generated text in hindsight, or to remove generated text from
future training runs [ s s ], can provide a baseline effort to
“future-proof” popular generative models

5 Relationship to theoretical results on (im)possibility of detection

Several works have investigated the difficulty of detecting language models from a theoretical
[ s i s R s ] and practical [

, ] perspective, although these works
mostly pertaln to post -hoc detectors. How does this body of work relate to our empirical evidence on
the reliability of watermarking?

In their work on the impossibility of LLM watermarks and detection, [ ] assume
the goal of detection is to discern text generated by a large language model from text generated by a
randomly sampled human from some population, for example tweets from Twitter users.

[ ] also assume that the goal of large language model training is to mimic such a human
language distribution. If the LLM perfectly mimics this distribution, then its samples will be
indiscernible from the human generations. To the extent that the LLM imperfectly mimics the human
distribution, [ ] prove that the distribution shift between the language model
and human-written text can be detected, given a sufficient number of samples. If an LLM instead
followed a more concentrated distribution over text, for example by routinely speaking in the voice
of a particular individual rather than a randomly sampled one, then its samples would be unlikely
under the generic human distribution and would therefore be detectable.

Existing literature suggests that LLMs trained with standard methods do not mimic randomly sampled
individuals — the standard classification loss used to train LLMs is known to reward a low entropy
output distribution that is distinct from typical human text [ , ,

]. Furthermore, benlgn users, and by extension companies that sell LLMs as a service, seldom
want an LLM to mimic a generic human language distribution, and may instead prefer inhumanly
understandable and factual text, or text in a polished professional voice.

Regardless of whether future LLMs mimic a human distribution, watermarking is still possible.
Consider that a generic human language distribution is incredibly diffuse, with many valid completions
for a single prompt. For example, different mathematicians write unique yet correct proofs of the
same theorem, even if their logical steps are identical, indicating that even tasks with seemingly
narrow answers, like math, may actually still admit diffuse human language distributions.

The high entropy over completions enables watermarks to concentrate model outputs on a subset
of valid completions while still spreading mass across diverse and high-quality candidates. In fact,
watermarks which only make very small changes to the generative distribution can be detected with
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enough samples, as proved theoretically in [ ] and verified empirically in our
own work. Moreover, the benefit of watermarking is that we can minimally change the generative
distribution in a way that optimizes detectability.

[ ] also state that, in principle, a watermark can be removed by a paraphraser
that samples from the set of text with the same content. Such theoretically optimal paraphrasers have
so far not been demonstrated. Our experiments show that even stronger models (chatGPT) may be
insufficient for paraphrasing weaker models (LLaMA-7B), demonstrating that watermark detection is
possible when contending with the paraphrasers that exist today.

Ultimately, the theory literature discussing differences between language distributions does not get at
the core of the detection problem. Existing post-hoc detectors do not fail because the distributions of
human-written and machine-generated text are so similar, but instead because we lack a mathematical
characterization of their differences [ s ]. Consider, for example,
an LLM with a pseudo-random sampler and a ﬁxed seed Each token is a deterministic function of
those that came before it. The output distribution is concentrated on a single example conditional on
each prompt, making it very different from a human distribution. Yet, without white-box model access,
detection is still difficult in practice because we know neither the location of this peak for the LLM
nor the distribution of human text. In contrast, watermarking is effective not because the distributional
shift it induces is large, but because this shift is characterized by a simple rule. The human-written
and machine-generated text distributions were likely very far apart before watermarking, but a
characterization of the differences is needed for detection.

6 Conclusions

Through a comprehensive empirical investigation, including strong machine paraphrasing and human
writers, we evaluate the reliability of watermarks as a mechanism for the documentation and detection
of machine-generated text. We advocate for a view of watermarking reliability as a function of text
length, and find that even human writers cannot reliably remove watermarks if being measured at
1000 words, despite having the goal of removing the watermark. This view of watermark reliability
as a function of text length turns out to be a strong property of watermarking. When comparing to
other paradigms, such as retrieval and loss-based detection, we do not find a strong improvement with
text length, making watermarking out to be the most reliable approach in our study. This reliability
is a consequence of the detector relying on a null hypothesis that humans consistently adhere to,
independent of text length, and hence produces a rigorous and interpretable P-value that the user can
leverage to control the false positive rate.
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A Appendix

We provide a number of extended sets of visualizations and ablation studies to supplement the results
shown in the main body of the work as well as more methodological and experimental details. Below
is a table of contents to help navigate the various subsections.
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A.1 Utilizing Better Quality Metrics

To more accurately examine the effects of watermarking, in addition to utilizing a stronger generative
model from the 11ama family [Touvron et al., 2023], we employ a pair of metrics designed to capture
different aspects of generation quality. Given the fraction w,, of unique n-grams in a sequence of text,
we define text diversity up to order IV via

N
diversity = — log (1 - H(l - un)>, 4

n=1

to represent a view on n-gram repetition metrics described in Welleck et al. [2019] and Li et al.
[2022a] in a more readable format. A higher diversity score represents a more diverse text, where
fewer n-grams are repeated.

To estimate whether watermarked text drifts away from un-watermarked model generations, we adopt
the same evaluation metric as Krishna et al. [2023] to measure paraphrase similarity: P-SP [Wieting
et al., 2022]. We measure similarity between different sets of text pairs such as un-watermarked and
watermarked outputs, or the human gold completion to a prompt versus the watermarked completion
generated by the model. Further, we evaluate human annotator judgement of un-watermarked versus
watermarked text quality (Table 2).

We also considered other metrics for language model sampling quality such as MAUVE [Pillutla et al.,
2021] and coherence as described in [Su et al., 2022, Li et al., 2022b]. However, the insight those
measures provided when comparing outputs under various generation and watermarking settings was
generally subsumed by what the P-SP metric revealed, so we chose to simplify presentation using
just P-SP as our semantic similarity metric across all relevant visualizations. Aside from the study
of watermarks, we note that output quality evaluation in open ended generation settings is still a
research area with many open questions.
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Algorithm 1 Generalized SelfHash Watermark

Input: Context zy, ... x1, vocabulary V, arbitrary text generation scheme .S, LLM logits !
Watermark hyperparameters v € (0,1), § > 0, f, h > 0, integer hash P

G=10 > Initialize empty set of green-listed tokens
fork=1,...,|V|do
Hy, = f(x)P(k) > Compute k-th key
G, = RandPermy, (V)[: v|V]|] > Temp. green list G, seeded with Hy,
if £ € G}, then
G+ GU{k} > Include & in final green list if self-consistent
end if
end for
{l;€ +4 if keG
lk — .
Ik otherwise

Sample a new token x( from modified logits [ using sampling scheme S.

A.2 Hashing Scheme Extended Ablation

In this section, we complete our extensive study of watermark hyperparameters by presenting a
representative selection of settings varying different components of the hashing scheme to explore
different parts of the pareto space between watermark strength and text quality. We further detail our
proposed extension of the SelfHash algorithm to arbitrary sampling schemes and pseudorandom
functions f in

When using greedy decoding, the scheme in covers the scheme denoted as Alg.3. in

[ ]. We also note that in practice, iterating over all k € |V| is not strictly
necessary. We only iterate over the 40 indices £ with the largest logit score [, and skip all others, for
which the addition of ¢ is unlikely to make an impact on the final probability distribution.

We further note that the choice to set H, = f(x)P(k) instead of of Hy, = f([z, k]) in is
not strictly necessary We refer to the first choice as anchoring and ablate it separately in

where H;, = f([z,k]) denotes the un-anchored approach. On all other occasions the SelfHash
scheme is always anchored as described in .

In , to vary the strength of the watermark, we test a selection of + and § values in
{0.5,0.25,0.1} and {1.0,2.0,4.0} respectively. These values give us 9 settings representing both
weak and strong watermarks that yield a series of increasing z-scores across the z-axis for each
seeding scheme. All points in these charts are averages computed on ~ 500 samples with token
length 7" = 200 + 25.

We observe that as the watermark is made stronger (resulting in higher z-scores) certain schemes trend
positively with respect to n-gram diversity of their outputs and others trend negatively. Namely, for
the “Additive-LeftHash,1” (i.e. using LeftHash with context width h = 1, and additive f) scheme
that was evaluated in [ ], stronger watermark strength yields less text diversity.
This issue is remedied by using a larger context width, or by choosing the “Skip-LeftHash,4” scheme
which exhibits improved text diversity at higher watermark strengths. This finding provides another
advantage for schemes with increased context width.

In , we display the drift between unwatermarked and watermarked completions, as measured
in P-SP. To put these numbers into perspective, we note that the drift between human text and
unwatermarked text can be estimated as just under 0.50 PSP. This implies that for the watermark
settings yielding z-scores up to 10.0 (a score that is extrememly detectable), the semantic divergence of
the watermarked output from the model’s unwatermarked behavior is less than the average divergence
of the unwatermarked model from human gold completions.

In from the main body we empirically demonstrate that the attack amplification effect,
hypothesized in [ ] to occur when using watermark schemes with context
widths greater than h = 1, is made less severe when using Skip and Min based schemes. To get the
full picture based on all degrees of freedom afforded in the hashing scheme space described in the
main body, we provide a plot varying all parameters simultaneously in . We confirm the
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prediction in Kirchenbauer et al. [2023] that the generalized version of the SelfHash algorithm, when
applied to the Anchored version of MinHash scheme at a moderate context width (i.e “Algorithm 3”
from the previous work when the context width is h = 4), provides a competitive tradeoff between
robustness to attack and text diversity and quality along with the added benefit of being more secure
against reverse engineering of the PRF key than the Additive-LeftHash.

Watermark Strength (Z-Score) vs.
Watermarked Output N-Gram Diversity

101 e Additive-LeftHash,1
Min-LeftHash,4
#  Min-SelfHash,2
9+ Vv Min-SelfHash,3
Skip-LeftHash,4

Log Diversity (—)

T

25 5.0 75 100 125 150 175 200 225
Z-Score (—)

at
)

Figure 10: The pareto frontier with watermark strength (z-score) on the x-axis and text diversity (Log Diversity,
see Appendix A.1) shown on the y-axis. Higher is better for both metrics. We see that the Min-LeftHash and
Skip-LeftHash schemes with larger context windows yield more diverse generations as watermark strength
increases. The standard LeftHash scheme with context width 1 and the SelfHash based schemes produce lower
diversity outputs under strong watermarking.
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Watermark Strength (Z-Score) vs.
Similarity of Unwatermarked and Watermarked Outputs (P-SP)

® Additive-LeftHash,1
Min-LeftHash,4

%  Min-SelfHash,2

O . 35 17 v Min-SelfHash,3

Skip-LeftHash,4

25 5.0 75 100 125 150 175 200 225
Z-Score (—)

Figure 11: The pareto frontier of watermark strength in z-score, shown on the x-axis, versus similarity between
the un-watermarked and watermarked output, shown on the y-axis. Higher is better for both metrics. We see that
the Min-LeftHash and Skip-LeftHash schemes with larger context windows produce watermarked generations
with slightly higher semantic similarity to their unwatermarked counterparts than the other schemes as watermark
strength increases. However for all schemes, especially the SelfHash based settings, as the watermark is made
stronger, the watermarked output diverges more from the unwatermarked output.

Detection Rate vs. Context Width

1.0
A
0.9
A
%
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Figure 12: Effect of seeding scheme context width on watermark robustness as measured by ROC-AUC after
a paraphrasing attack by GPT. In this variant, we ablate two more parameters, “anchoring” and “self-salting”
(SelfHash). The watermark strength parameters ~, § are fixed at (0.25, 2.0), slightly weaker than the above to
bring in line with settings from figures in main work. We specially denote “Additive-LeftHash” at width 1 via the
black circle marker and also the “Anchored-Min-SelfHash™ at width 4 in as a brown circle, as these correspond
to the “LeftHash” and “SelfHash” variants respectively shown in Figure 3, where we also reported the more
complex watermark seeding scheme outperforming the standard scheme proposed by Kirchenbauer et al. [2023].
Here, it becomes clear that this is the result of the Anchored-Min-SelfHash scheme outperforming the others in
terms of robustness at all context widths.
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A.3 Datasets and Models Ablation

In this section we present the results of an extended evaluation of watermark robustness to machine
paraphrasing attacks across a selection of domain specific datasets using the two models utilized
in the main experiments 11ama and vicuna and a similarly sized but older generative model from
the Open Pretrained Transformer family, opt-6.7b [ , ]. For cross-reference, the
black marker indicates the same standard model and data pair from the evaluations in the main
work. The “Github”, “Law”, “Med”, and “Patents” markers refer to the github, free_law, pubmed,

and uspto subsets of the “The Pile” [ , ] dataset as hosted on the huggingface hub at
huggingface.co/datasets/EleutherAI/pile by EleutherAl “Wiki” indicates samples from
the training split of Wikitext103 dataset [ , ], also hosted on the huggingface hub at

huggingface.co/datasets/wikitext as wikitext-103-raw-vl.

Generally, looking at , we see that the Github subset yields the lowest z-scores relative to
the number of tokens considered here, most likely a function of the restrictive nature of code syntax.
Less flexibility at generation time due to restrictive prompts and domain characteristics results in a
lower average “spike-entropy” of the model’s next-token distribution. This has a proportional effect
on how strongly the watermark can be embedded, due to its adaptivity property (see

[ ] for a full analysis of the effect of entropy on watermark strength) and implies that under
default settings, more text needs to be observed to detect the watermark. Upon manual inspection,
the Law subset is also highly formatted containing special characters and whitespacing and this is a
potential explanation for the low peak z-score (below 8.0) since the model is forced to follow syntax
cues in the prompt to maintain a high level of language modelling accuracy. The Med and Patents
subsets yield a wider range of z-scores across the three models in the 8.0 to 10.0 range, and the C4-en
and Wiki datasets produce z-scores very similar to the C4-News split considered throughout the main
work.

Out of the three models evaluated, the vicuna model, which is a supervised instruction-finetuned
variant of 11lama, yields the lowest z-score for each dataset, suggesting that its output entropy is
generally lower than that of the base 11ama model or opt in congruence with the fact that we found
a higher delta value (4.0) was required to achieve suitably strong starting watermark levels in the
human paraphrasing study (details in ).

While in we also present the combination of models and data but with a different metric
along the y-axis, we find that the appropriate takeaways are mostly the same as described above.
Further, the semantic similarity (P-SP) values for the Github data domain are potentially miscalibrated
since this metric was not designed for code similarity estimation. That said, we notice that vicuna and
1lama achieve the same z-scores across Law, Med and Patents, but show more semantic divergence
between the unwatermarked and watermarked outputs for Med and Patents than Law.

In we observe the effect of the different z-scores shown in and on
the unattacked detection rate. The ROC-AUC is quite a bit lower for Github and Law than the other
datasets. Then, in we see that this also translates into correspondingly lower detectabilty
after attack by GPT and Dipper. However, we note that for the Med and Law subsets (yellow and
green bars), detectabilty post paraphrase attack is quite similar to the C4-News domain (black bars)
utilized throughout the main work. This suggests that those findings generalize well at least to
language modelling domains with similar levels of syntactic flexibility.
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Watermark Strength (Z-Score) vs.
Watermarked Output N-Gram Diversity
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Figure 13: The pareto frontier of watermark strength in z-score, shown on the x-axis, versus text diversity,
shown on the y-axis. Higher is better for both metrics. The Github subset results in particularly low z-scores for
all models and the Law subset is also shifted left versus the C4 data splits. Med, Patents, and Wiki yield higher
z-scores more similar to the C4-News data from the main work.

Watermark Strength (Z-Score) vs.
Similarity of Unwatermarked and Watermarked Outputs (P-SP)
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Figure 14: The pareto frontier of watermark strength in z-score, shown on the x-axis, versus similarity between
the un-watermarked and watermarked output, shown on the y-axis. Higher is better for both metrics. Similar
trends to Figure 13.
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00 Detection Rate of Watermarking across Datasets and Models
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Figure 15: Detection rate of watermarking as measured by ROC-AUC for extended selection of datasets and
models. The Github and Law subsets producing lower z-scores in Figure 13 corresponds to lower ROC-AUC.
The vicuna model yields the least detectable watermark out of the three models in most cases.

Detection Rate of Watermarking after Attack across Datasets and Models
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Figure 16: Detection rate of watermarking after being attacked using a machine paraphrasing model as measured
by ROC-AUC for extended selection of datasets and models. The Github and Law subsets producing lower
ROC-AUC in Figure 15 corresponds to lower ROC-AUC after attack as well. While the GPT attack is more
successful in reducing the detectability of the watermark in a majority of the cases (around 8/12) a stronger
claim is withheld without further ablation of domain specific paraphrase instructions or parameters for the dipper
paraphrasing model.
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A4 GPT Attack Prompt Ablation

When using gpt-3.5-turbo (GPT) to paraphrase the text throughout the experiments on watermark-
ing and detector robustness, we prompt the model with an instruction prompt for the paraphrasing
task. In our initial experiments we observed the tendency of GPT to produce a summary, i.e. it
generated text with good semantic similarity to the input but significantly shorter overall length with
this summarization ratio worsening as the original length was increased. We tried to address this issue
by specifically adding directives to the prompt to encourage the model to maintain the length of the
text. While ultimately we were unable to solve this problem through our basic prompt engineering,
we enumerate the prompts we explored in . We leave the further study of how to optimally
prompt general purpose LLMs such as GPT for paraphrasing tasks to future research.

We note that in one sense, this makes the attack using GPT strictly stronger, as some information
contained in the original text is left out during summarization.

The prompt we selected to use throughout our experiments was “Prompt 4” as it resulted in a slightly
lower ROC-AUC for the standard z-score detector (lower indicating a stronger, more successful
paraphrase attack) than “Prompt 3" whilst achieving a slightly longer averaged attacked output length
than “Prompt 0”. Prompts 1 and 2 were included in table to be consistent with a file in the source
code though those other prompts were not competitive so they were omitted from the figures.

Prompt ID Prompt Text
0 “paraphrase the following paragraphs:\n”
1 “paraphrase the following paragraphs and try your best not to use the same bigrams from the
original paragraphs\n”
2 “paraphrase the following paragraphs and try to keep the similar length to the original para-
graphs\n”
3 “You are an expert copy-editor. Please rewrite the following text in your own voice and

paraphrase all sentences. \n Ensure that the final output contains the same information as the
original text and has roughly the same length. \n Do not leave out any important details when
rewriting in your own voice. This is the text: \n”

4 “As an expert copy-editor, please rewrite the following text in your own voice while ensuring
that the final output contains the same information as the original text and has roughly the
same length. Please paraphrase all sentences and do not omit any crucial details. Additionally,
please take care to provide any relevant information about public figures, organizations, or
other entities mentioned in the text to avoid any potential misunderstandings or biases.”

Table 1: GPT paraphrase attack prompts. Performance of 0,3,4 shown in and as prompts 1
and 2 were not competitive. Prompt 4 used throughout experiments in main work and Appendix.
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Detection Rate after GPT Attack
using Different Prompts
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Figure 17: Detection rate of watermark after attack by GPT using various prompts.
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Figure 18: Original token lengths (all 600) versus token length after paraphrasing using different prompts for
GPT. Standard deviation is visualized for the latter. We choose “Prompt 4” to balance AUC after attack and
length after attack, but a wider study of prompting general purpose LLMs for paraphrasing tasks is left to future
research.
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A.5 Watermark Detector Ablation

)

C

U

<
)
=}
=

1.00
0.95

(
0.85
0.80
0.75
0.70
0.65
0.60
0.55

0.50

Z-Score Detection under Copy-Paste Attack
L

1
3

. Ul)\’\'inl\[ax Detection under Copy-Paste Attack
. - v

0.95
0.90
0.85

_—0.80

= 0.75

2 0.70

g 0.65

= 0.60
0.55

0.50

1
3

) &{Juu-hongth Detection under Copy-Paste Attacl

0.95
0.90
0.85

080

—075

o

Z 070

S 065

= 0.60
0.55

0.50

1
3

[ ]
®

o xm*
o nm*

10 0.45 10 0.45 10
20 20 20

l).Jl)1 0.40

0.45
0.40
4

0 50 60 70 80 90 100
Attack Percentage (severity —)

0 50 60 70 80 90 100
Attack Percentage (severity —)

10 50 60 70 80 90 100
Attack Percentage (severity —)

Figure 19: (Left) The performance of standard Z-Score watermark detection, (Center) WinMax detection, and
(Right) the Run-Length based detector. WinMax outperforms the standard Z-Score at the 90% attack percentage,
and the run-length test failed to show improvement over the standard test at any setting evaluated, however it
demonstrates parity at stronger attack levels.

Additionally, we investigate an anomaly detection test based run-lengths as a potential detector of
the distribution shift between watermarked and unwatermarked text [ s ]. Yet, we find
no gains from such a detector within the range of attack settings we consider in this work. After
describing the basic results, we include a brief description of this alternate detection algorithm as a
starting point for future research.

In , moving right along the x-axis means that the attack on the watermark becomes more
severe (higher “attack percentages”) because less of the total text remains watermarked. The marker
style denotes how many fragments the remaining watermarked percentage is distributed across in the
final text. As an example, the blue square at 90% attack, means 10% total tokens watermarked, split
across 3 chunks. The WinMax method shows comparable performance with the standard Z-Score
method at all settings except for the 90% attack percentage, where it handily outperforms the standard
detector.

For the rightmost plot in showing the run-length detector performance, we visualize the best
performing variants of the run length test, where we only count the green runs, we use the “maximum-
plus-1” binning strategy, we ignore any run-lengths for which we recorded zero observations, and we
use the standard “pearson” chi-squared test statistic to compare expected and observed frequencies.
Additionally, for the more severe 90% and 95% attack levels, the best performing setting was to
ignore the length-1 runs bin in the test statistic computation. These details are elaborated at the end
of this section.

Counting the Lengths of “Green Runs” At detection time, the test originally proposed by

[ ] initially treats a piece of text as a sequence of green and red tokens, which
can be modeled by a Boolean array i.e. sequence s such that s; = 1if s; € G and s; = 0 if not.
However, the z-test then immediately reduces this sequence to one value |{s; : s; € G;}|, the number
of green tokens observed. We hypothesize that this reduces the power of the test in certain scenarios
because it does not take into account information regarding the positions of the green (and red)
tokens.

To harness this information, one can view the Boolean array as a set of runs, where a run is defined
by a subsequence of consecutive 1’s or 0’s. As an example, under the convention that a 1 corresponds
to a token being in its greenlist, the sequence [1,1,0,1,0,0,0, 1] contains 2 green runs of length 1,
and 1 green run of length 2. It also contains 1 red run of length 1 and 1 red run of length 3.

The example scenario that motivated our exploration of this method was the text mixing setting
(copy-paste attack) where sections of watermarked text would be interspersed within surrounding
unwatermarked text. In the case of just a few heavily watermarked subsequences, one would expect
to observed a few isolated runs of green tokens (consecutive 1’s) that were surprisingly long. This is
because we expect to observe few greens (y7' in expectation) in unwatermarked text, and many more
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in heavily watermarked text, and long green runs are themselves caused by a higher overall green
token count.

Hypothesis Test for a “Run-Length Detector” To formalize this notion of what we’d find “sur-
prising”, and thereby derive a new hypothesis test from it, we leverage the fact that for a binary event
with a probability of “success” p, the number of independent trials k required to realize the first
success can be modeled by a geometric distribution, with density given by

Pr(“success after k trials”) = (1 — p)k_lp7 fork=1,2,3... 5)

We can treat observing a 0 or a redlist token as a success event, and therefore model the “green runs”
as a geometrically distributed random variable with success probability 1 — ~. Armed with this fact,
if we treat each run length k£ = 1,2, 3... as a category, then for a given piece of unwatermarked
text, the expected values of each of these categorical variables can be computed using the geometric
distribution density function scaled by the total number of runs observed in the text.

Therefore, we can test for the watermark by testing the following null hypothesis,

Hy: The text sequence is generated with no knowledge of the watermarking rule

(6)

and therefore the “green” run lengths are geometrically distributed.

One standard way to compare an observed set of categorical variable outcomes to an expected set, is
to perform a chi-squared test [ , ]. In this test the sum of squared deviations between
the expected and observed frequency (count) for each category are summed. If the statistic is small,
then the oberved counts are close to the expected, and we fail to reject the null hypothesis. However,
if the statistic is large, then at least one of the observed frequencies is surprising different from the
corresponding expected frequency and the collection of categorical variable observations is unlikely
to have come from the expected distribution, in which case we can reject the null hypothesis.

Returning to the context of green run lengths, this means that if we observe green run length counts that
don’t match the expectation given by the geometric distribution, we are confident that this sequence
was not generated under the null hypothesis, and rather, was generated under the watermarking
scheme. We expect that the most common mechanism for this rejection under watermarking would
be observing a surprising number of long runs of green tokens, i.e. surprisingly high frequencies in
the tail (larger values of k) than expected under the geometric distribution.

Observed Expected
30 35

Count

10 4

0 0
1 2 3 1 5 6 7 B 9 10 11 1213 1 2 3 1 5 6 7 8 9 10 11 12 13

Figure 20: An intuition-building example of the run length distributions we seek to compare. The left is the
actual, empirical run lengths observed in a watermarked sample, and the right is the expected counts of each run
length based on the total number of observed runs, dsitributed according to the geometric prior parametrized
by 1 — ~y (the null hypothesis). Each bar shows the number of runs of a given length that were observed. The
“surprising” observations are the non-zero counts for the length 7,9,10 and 12 bins.

Design Choices

1. When we “count green runs, where red is the success event”” a new run begins after each
observation of a red token. The sequence [R, R, R, G, R] yields 3 “green runs” of length 1,
and then 1 green run of length 2. This is because a red occurs after just a single trial, three
times in a row, and then the final red takes two trials to achieve.
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2. For a sequence of length T one could observe any possible run length & € {1...T'}, and
we can compute an expected frequency for all k£ based on the success probability 1 — ~.
However, it is standard practice to bin the tail of unobserved k values to create a new event
“run lengths longer than k™ and the probability mass for those values is summed before
computing the expected number of outcomes for that tail category. In , the max
shown (13), is 0, but the maximum actually observed was 12 and this addition of an extra
bin represents the tail of runs longer than the max observed.

3. For any run lengths k£ between 1 and the largest observed run length value &, it is
standard practice to ignore these categories when computing the test statistic if there were
zero observed occurrences. This is based on the assumption that the zero observation is
likely spurious consequence of a small sample size (of runs). In , there are two
bins, 8 and 11, that also are zero, which can be ignored in the test statistic computation.

L

4. We consider the standard “pearson” formulation of the chi-squared test, as well as the “g-test
and “cressie-reed” variants based on likelihood ratios rather than squared deviations.

5. In order to isolate the rejection scenario we expect under watermarking, we experiment with
ignoring the small categories k in the test statistic computation. The intuition is that these
short run lengths could dominate the statistic value in an undesirable way when there are just
a small handful of surprisingly long runs in the tail of the observed distribution. Considering
the example in , since the close counts of observed and expected length-1 runs
potentially of little interest with respect to the null hypothesis reject case expected for the
watermark, we can choose to ignore the leading bin in the test computation.
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A.6 Detectability of Watermarks after Machine Paraphrasing: TPR @ T

Detection Rate of Watermarking after Attack
as function of Tokens Observed (@ 0.1% FPR)
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Figure 21: In this variant of a plot from the main body, we visualize the growth characteristics of watermark
detection as quantified by True Positive Rate at low False Positive Rate (0.1%) after attack by a selection of
machine-based attacks. As in the main body charts, we make the curves translucent starting at the mean sequence
length of the attacked set after generation to indicate that these measurements are based on increasing fewer
samples after that point as T continues to grow and are therefore more uncertain. For the Dipper attack this is
~ 500 and for the GPT attack this is ~ 300. Due to the synthetic nature of the Copy-Paste attack, after attack,
those sequences are still full length i.e. 600 £ 25.
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A.7 Experimental Methodology Details
A.7.1 GPT Paraphrase Attack

We utilize the prompt chosen through the ablation in and query the model using a
sampling temperature of 0.7 and a max token limit of 1000.

A.7.2 Dipper Paraphrase Attack

We utilize the Dipper paraphrase model proposed by [ ] and released at their github.
Since this model smoothly trades off semantic similarity between the paraphrased and original text
starting from few discernible changes at one end to almost wholly unrelated at the other extreme of
its lex and div parameters, we choose one of the moderate strength settings to run the paraphrasing
attacks with across all experiments 1ex=40,div=40. This still represents a significant attack, but
maintains high paraphrase quality/similarity. We of course emphasize that the setting used is the
same for all the watermarking and baseline detector methods to fairly compare them.

A.7.3 Baseline Method Hyperparameters

We lightly adapt the codebases provided by the authors to interface with our generation, attack, and
evaluation pipeline for both methods and use default parameters found in their code unless otherwise
specified.

Retrieval Detection For the Retrieval Detection method, initially, we ran experiments using dense
similarity retrieval, denoted sim in their codebase, as this method worked well out-of-the-box in our
experimental pipeline. However since [ ] found BM25 to be superior, we reworked
their code slightly, and reran all retrieval experiments. All results shown in the main work and in the
next section utilize BM25 as the retrieval method because it did perform slightly better under attack,
in accordance with the findings of the original authors.

DetectGPT For DetectGPT, we use the “z” method (normalized perturbation discrepancy) and
100 perturbations for estimating the loss landscape curvature around each sample, and use the
corresponding language model to be detected as the base model/likelihood estimator.

We remark that there are some unknowns about how well the DetectGPT paradigm works when
different models are used as the detection target, especially when under attack. In this work we
primarily utilize 11ama as the base model to be detected, and the relationship between the relative
sizes and qualities of the base model, the perturbation model (a 3B parameter version of T5), and
the machine paraphraser (Dipper or gpt-3.5-turbo), could be quite subtle and produce counter-
intuitive detection performance outcomes. We leave the study of post-hoc detectors with improved
robustness characteristics to future research.

A.7.4 Defining “Positive’” and “Negative” Detection Test Samples

“Negative’” Samples In all experiments, either using watermarking as the detection method or
the two baseline approaches, the “negative” samples at test time that should be classified as “not
watermarked” or “not machine-generated” respectively, are human-written text i.e. the gold comple-
tions/suffixes extracted from the input data as prompts are created.

“Positive” Samples for Watermarking Detection For the watermarking experiments, in the
unattacked setting, the “positives” are the watermarked model’s generations. To produce the
paraphrase-attacked versions, the watermarked generation is fed to the paraphrasing model (GPT or
Dipper) or rewritten by humans. To construct the copy-paste attacked versions for watermarking, sets
of watermarked tokens are inserted into a surrounding context sequence of human-written tokens (i.e.
the gold completions to the prompt). While this means that the negative examples and surrounding
context examples for the copy-paste watermarking experiments are correlated, this does not give the
watermarking method any unfair advantage at detection time. If a specific sequence of human-written
text happens to produce an abnormally high z-score, which could artificially inflate the z-score of the
copy-paste attacked example making it an easier detection, then it will simultaneously increase the
chance of a false positive on that sequence for precisely the same reason. Since both examples are
always tested, this effect should be balanced out.
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“Positive’” Samples for Alternate Detection Approaches For the Retrieval based and DetectGPT
baseline approaches, the “positives” are the unwatermarked model’s generations as this is the
distribution that the approach is designed to detect. For the Retrieval method, this means that the
retrieval database (index) is loaded up with the set of unattacked, unwatermarked generations so that,
if those same sequences are queried at test time, then the retrieval performance (as measured by TPR)
should be perfect. To construct paraphrase attacked examples in this setting, the unwatermarked
generations are fed to the paraphrasing model (GPT or Dipper) causing them to diverge from the
exact sequences present in the database, and the exact model distribution that DetectGPT is testing
for.

Copy-Paste Attacked Samples for Alternate Detection Approaches As stated above, for copy-
paste attacks in the the watermark detection evaluation, we insert spans of watermarked tokens
into surrounding context of human-written tokens. Since watermarking effectively views all text as
boolean arrays “green” and “red” tokens regardless of the textual content itself, human-written text is
the most “negative” type of context we can create to make the embedded watermarked chunk harder
to detect.

However, since the human-written completions are already used as the negative examples, and the
baseline detection methods rely much more on the syntactic and semantic similarities between the
examples, to reduce the error correlations between the negative and positives for Retrieval detection
and DetectGPT, we instead insert the small unwatermarked chunks (parts to be detected) into a
surrounding context of watermarked text. While we realize this choice might seem a bit strange, and
also admit that it is mostly an implementation pipeline convenience rather than a perfectly optimal
choice, we do not believe this causes any unfair biasing of the detection performance estimates for
the following reasons.

For a fair copy-paste example with respect to the particular detection approach being evaluated, we
desire “negative” looking context tokens to surround the “positive” looking chunks to be detected.
From a semantic similarity perspective, the watermarked generations used as a source of context
tokens, are quite relevant/similar to the unwatermarked subsequences being inserted because they
were generated following the same prompt. For Retrieval, this means that there is actually a
generous/favorable level of semantic similarity between the context tokens (meant to make the
copy-paste attacked sample look negative) and the unwatermarked outputs stored in the retrieval
database. We believe this is a reasonably fair and realistic setting since the copy-and-pasting attacker
we are simulating would likely replace removed sections of the text to be detected with semantically
similar and relevant text (as opposed to random tokens).

Potential Confounding Factors in Copy-Paste We believe that this setup is also fair for the
DetectGPT method, however, we realize that both the perturbation procedure and the likelihood
estimation are probably influenced by certain discontinuities introduced in copy-pasted examples as
no algorithm or post-processing step is used to smooth out the interface region between the positive
and negative spans. That said, since we find that Retrieval performs quite well under the copy-paste
attack and that for DetectGPT the copy-paste examples produce somewhat unremarkable behavior as
visualized in the main work and in (versus the GPT and Dipper results), we believe
these methodological choices did not significantly influence the results in an unfair way. That said,
we believe there are still open questions in developing suites of different attack strategies ranging the
gamut from black-box model-based paraphrasing to synthetic text mixing that test a wider range of
possible attack and corruption scenarios that could be encountered in-the-wild.

A.7.5 Baseline Detection Method Performance as a Function of Tokens Observed

While the watermark detection score (z-score) is readily computable in a cumulative manner along
the sequence length dimension, and thus evaluation at T is simple for that method, for Retrieval and
DetectGPT, the sequences to be tested must first be chunked into prefixes and then those sets of
prefixes evaluated individually. For Retrieval detection, we make the choice that the sequences loaded
into the database should be the full length unwatermarked output, even though we are querying with
prefixes of those outputs to develop the series of measurements at T. This reflects what we believe
to be a realistic setting where the model generated the full output at some time in the past, and at
test time is being queried with a prefix/fragment of the original generation. Additionally, storing all
prefixes of some given size for all generations is not a realistic or scalable choice in our opinion.
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For DetectGPT, the adaptation for detection at T is easier in one aspect because it is simply imple-
mented by testing a block of prefixes of the original unwatermarked (and then attacked) generations.
However, the computational cost of producing just a single series of measurements at a range of T
values becomes prohibitively expensive for a single attack setting. This is because for each block of
prefixes, say the leading 100 tokens from a set of N sequences that originally had length 600, the
runtime cost is roughly the same as testing the full length outputs. Thus the overall runtime of testing
all prefixes, or T values, for a given set of sequences is multiplied by the number of prefixes, or
length/stride. In contrast, there is effectively no multiplier for watermarking, and it is still relatively
cheap for Retrieval since the retrieval method itself is much cheaper (at least for a small database).
This is the reason for the limited number of datapoints shown in the comparisons for DetectGPT as a
function of observed tokens.

As final remarks on the somewhat surprising performance of the method, we note that the generations
are tested without the original prompts included in the input. We assume this is the setting of the
original work, since having access to the prompt at test time would be unrealistic, but beyond this
detail, we are unsure as to why evaluating the method using the 11ama model as the base model to
be detected, performs as poorly as it does. We leave more comprehensive robustness evaluation of
the DetectGPT method to future work by its creators and other researchers but hypothesize that the
relationship between the base model, the perturbation model, and the paraphrasing model, could be
more nuanced and require more careful tuning of hyperparameters or other aspects of the detection
method.
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A.8 Detection Method Comparison: Detector Scores @ T

In this section we present a “mechanistic” explanation for the detectability as a function of text length
(AUC at T) results reported in the main body of the work. In particular, we motivate the perusal of
this section by remarking that in order to perform well, a score-based binary detector (like all the
methods considered here) must maintain a gap between the scores assigned to “negative” or genuine
human written samples, and the “positive” or machine generated samples. The left chart in each pair
are the scores assigned to negative examples by the given method, and the right chart shows the scores
for positive examples. We make note of the fact that the standard Z-Score watermarking produces an
extremely wide gap between corresponding curves in the left and right charts in Figure 22, driven in
large part by the lack of growth in the negative scores. This key behavior of watermarking provides
for both detectability and a low FPR.

Z-Score of Human Text as function of Tokens Observed i Z-Score of Attacked Text as function of Tokens Observed

7-Score
\
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Figure 22: The deterction scores yielded by the watermarking detection z-score method. In stark contrast to the
trends in Figure 24 and Figure 25, we see that for all 7', the z-score of human text remains very low (Left) whilst
the z-scores for the attacked watermarked texts continue to grow steadily (Right) demonstrating the favorable
token sample complexity characteristics of watermarking detection. As in preceding figures we turn the curves
translucent after their mean sequence length value to indicate increased uncertainty.
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Figure 23: The detection scores yielded by the watermarking detection WinMax z-score method. Compared to
Figure 22 we see that the likelihood of a False Positive at smaller values of T is higher under WinMax than the
basic z-score detection test as the separation between the scores for human text (Left) and attacked watermarked
text (Right) is not as large. However, empirically, this tradeoff enables improved detection under the strongest
copy-paste attacks as shown in Figure 8 and Figure 9. As in preceding figures we turn the curves translucent
after their mean sequence length value to indicate increased uncertainty.
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Retrieval Detection Score of Human Text Retrieval Detection Score of Attacked Text
as function of Tokens Observed as function of Tokens Observed
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Figure 24: The similarity scores yielded by the Retrieval detection method using the BM25 search index. (Left)
The corresponding scores for “negative” human-written test samples are lower than (Right) the scores for the
“postive” attacked samples for all values of 7", which is desired/required for proper detection and mechanistically
explains the favorable detection performance shown in other figures. However, we note that the gap is not as
large for the copy-paste attack as it is for GPT and Dipper. As in preceding figures we turn the curves translucent
after their mean sequence length value to indicate increased uncertainty.

PctcctGPT Score of Human Text as function of Tokens Observed [PctoctGl”T Score of Attacked Text as function of Tokens Observed

w

DetectGPT S
o
DetectGPT Score
o

(
200 400 GO0 800 1000 200 400 600 800 1000
Tokens (T) Tokens (T)

Figure 25: The similarity scores yielded by the DetectGPT method. (Left) While the corresponding scores
for “negative” human-written test samples start out lower than (Right) the scores for the “postive” attacked
samples at small values of 7', which is desired/required for proper detection, this ordering becomes reversed
for the GPT and Dipper paraphrase attacks at larger T which helps explain the unfavorable/“inverted”-looking
detection performance curves out at 300 and 800 tokens for those methods shown in other figures.
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A.9 Human Study Details and Preference Evaluation

A.9.1 Quality/Preference Evaluation

To give a second perspective on the quality impact of watermarking on generated texts, as part of
our Human study ( ), we ask annotators to rate which of two potential responses to a prompt
they generally prefer. And we find that for a very strong watermark (v = 0.25, § = 4.0) humans only
prefer the unwatermarked text over the watermarked text a weak majority the time.

Total Ratings  Unwatermarked Answer ~ Watermarked Answer ~ Unwatermarked Preferred
177 109 68 61.58%

Table 2: Outcome of human preference study. We report the frequency human evaluators preferred the un-
watermarked generation output over watermarked output.

A.9.2 Data Generation and Selection Parameters

We utilize the Long Form Question Answering (LFQA) style dataset curated by
[ ] available via the Google Drive link provided at github.com/martiansideofthemoon/
ai-detection-paraphrases. We generate machine responses to the questions using the vicuna
model under a (v = 0.25, § = 4.0) watermark prepended with the following prompt:

‘“‘Answer the following question in 200-300 words. Explain it like I’m five.\n\n’’

To select the small subset of examples presented to annotators in the paraphrasing study we filter the
original 2758 questions to a subset of 60 by selecting examples such that the watermarked model
response was 1) longer than 200 tokens, 2) had a z-score of > 9.0, 3) had a P-SP similarity score
between the gold human response and the watermarked response of > 0.6, and 4) had a 4-gram
repetition rate < 0.11. In particular we enforce 1) and 2) to make sure that these examples were
of adequate length and heavily watermarked to start out with, in order to develop a significant
result based on the final z-scores achieved through paraphrasing. Considering weakly watermarked
examples with low starting z-scores, would make for uninformative samples since there would be
little watermark to scrub away in the first place. Constraints 3) and 4) were enforced simply to raise
the quality of the machine responses as these questions are quite challenging to answer well even for
the stronger instruction-tuned vicuna model utilized.

For the preference study we filter the original set from 2758 to 205 by enforcing that 1) token lengths
of both the unwatermarked and watermarked outputs were > 200 and differed in length by no more
than 50 tokens 2) that the watermarked text z-scores were > 4.0. The second constraint was chosen
to increase the likelihood of the unwatermaked and watermarked texts being perceived as different
based on the significant watermark (most examples had a much higher z-score than that lower limit)
and the first constraint was chosen to remove the spurious differences annotators might perceive due
to length differences which are not necessarily indicative of quality.

A.9.3 Annotation Platform and Task Instructions

We utilize the open source data annotation platform LabelStudio [ ]to
conduct the human study and a screenshot of the interfaces constructed for each of the two tasks are
provided in the main work.

Here, we additionally show the instructions that were given to annotators for both of the human study
tasks in and
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“Paraphrase Text”

Description

Paraphrase an Al generated response to a question from Reddit’s r/explainlikeimfive (ELI5)
forum.

Instructions

A question or topic statement is shown at the top of the screen. On the left side of the screen
you will see a response to the question. The response was generated by an Al language model.
The response is “watermarked,” meaning it contains invisible patterns that can be used to
determine that the response was written by an Al and not a person. Read the Al-generated
response on the left half of the screen, and in the text box on the right side of the screen,
re-write the response in your own words, whilst preserving the meaning and length of the
text. Your goal is to change the text so much that the watermark is no longer detectable.

When you are finished, click the “submit” button to save your re-written text and move on
to the next task.

Requirements:

1. Paraphrase quality/similarity - A paraphrase should convey roughly the same
information as the original text, to roughly the same level of detail.

2. Time limit - Try to spend no more than 10 minutes on any individual paraphrasing
task. The annotation software tracks the time you spend on each task, but it will not

explicitly enforce the time limit by kicking you off. Please do the tasks in a single
sitting.

3. No automated paraphrasing tools - Do not use any Al tools that write text for
you (e.g., ChatGPT, Grammarly), and do not copy/paste text from any external source.
However, you may look things up online, refer to a dictionary or thesauruses, and use
a spell checker if such a tool is enabled in your browser window.

Figure 26: Annotator instruction sheet for the human paraphrasing task.

“Compare Answers”

Description

Select a preferred response to questions from Reddit’s r/explainlikeimfive (ELI5) forum.

Instructions
At the top of the screen you will see a question or topic statement. Beneath it there will be
two different responses to the question, one on the left and one on the right. Choose the

best response of the two by clicking on the left or right text box. Then click the “submit”
button on the bottom right to save your selection and move on to the next task.

Requirements:

1. Time limit - Please spend at most 5 minutes on each individual response pair. If
necessary, briefly consult the internet to clarify the meaning of words or check the
correctness of statements.

Figure 27: Annotator instruction sheet for the preference evaluation task.

39



Appendix—

A.9.4 Demographic and Compensation Details

We recruited graduate students from a computer science department to do the paraphrase and
preference evaluation tasks. 14 annotators worked on paraphrases and 9 additional annotators worked
on preference ratings. One out of the 14 paraphrase annotators did not complete enough samples and
so is removed from some of the evaluations in the main work. The goal was a maximum diversity
of annotated samples and so each of the original watermarked texts was paraphrased by a single
annotator, and roughly 150/177 preference rating examples were for unique questions.

The group comprised both native english speakers and english-as-a-second-language speakers. We
prompted volunteers to self pre-select based on a description of the tasks to be performed, emphasizing
that the ability to write high quality paraphrases of a few paragraphs in length was required. Admission
to the relevant university requires a high level of English language reading and writing competency
as assessed by required standardized testing before admission.

All annotation tasks were performed in one 1.5 hour session and all annotators were compensated
with free dinner and drinks. As additional incentive to ensure that the paraphrase task was completed
in a “motivated” manner to try and approximate the real incentives of a paraphrase attacker, we
informed participants that the three most successful attackers (their paraphrases achieved lowest final
detection scores) would be awarded a $100 gift card. An additional gift card was randomly awarded
to annotators who only performed the preference comparison task as this task was less goal oriented
and thus there was not direct way to quantify success or rank annotator performance.

A.9.5 Institutional Review Board ‘“Exempt’ Status

In preparation for conducting the human paraphrasing and preference evaluation study components
of the research, a “Human Subjects Research Determination” form was filed with the relevant
Institutional Review Board. Before any portion of the human study was conducted, a determination
letter was received communicating the status of “Exempt” for the project proposal, i.e. “Not Human
Subjects Research”.
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A.10 Code Details and Release Statement

We extend the implementation of watermarking developed for [ ]. For the
datasets and models evaluated in this work, we heavily utilize the huggingface datasets library
and huggingface transformers modelling framework. We retrieve pretrained model weights and
dataset files from the huggingface hub, with the exception of the weights for the 11ama base model.
We provide code at https://github.com/jwkirchenbauer/lm-watermarking to reproduce
the experiments performed in this study.

The 11ama 7B parameter model weights were retrieved with permission using a presigned URL
received via email from the “LLAMA Release Team” to be used for research purposes only in
accordance with the license. These weights were then converted to the huggingface format before
use. To construct the Vicuna model, we retrieved the lmsys/vicuna-7b-delta-v1.1 weights
following instructions at github.com/Ilm-sys/FastChat and merged them with the base 11ama
7B weights.

A.11 Hardware and Compute Details

The experiments performed in the study were all inference-based and therefore could be run on a
single Nvidia RTXA4/5/6000 GPU. The 7B parameter models were run in float16 during generation
of watermarked and unwatermarked responses, but the Dipper model was run in full precision in
accordance with author recommendation, and output quality issues observed under the float16
setting. Additionally, the Dipper model and DetectGPT model were both run on A6000 cards
due to the memory footprint required by their larger parameter counts. Generation stages, where
unwatermarked and watermarked outputs were sampled, took less than 12 hours. Attack stages
using both the GPT (OpenAl API) model and the Dipper model took around 4-6 hours. Evaluation
stages where watermarking detection at only the max 7" value was performed took minutes, and
when ROC-AUC’s at all T" values and all text quality metrics were computed, took less than 2 hours.
DetectGPT evaluation took well over 12 hours for a single set (~ 500 samples) of generations with
longer token lengths such as 7' = 1000.
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